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Akilli Tedarik
Zincirleri

Akill Ulkeler

Akilli Perakendecilik Akilli Su Yoénetimi

Akilli Enerji
Sebekeleri
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Akilli Petrol Sahasi

Teknolojileri

Akilli Bolgeler

Akilli Saglik Akilli Trafik
Hizmetleri Sisteml
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Akillh Cozumler...

Dunya giderek daha donanimli,
birbiriyle baglantili

ve zeki hale geliyor.
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Cok sayida hedef iceren ortam

Dlnya capindaki veri patlamasi

(1 Zetabayt = 1 Trilyon Gigabayt)
30 milyar RFID etiketi J
(Grdnler, pasaportlar,

10 milyar internet
binalar, hayvanlar) l

\

35.000
, kullanicisi

Zetabayt
“~ ”

=

50 milyar baglantil

' ' 1.800
nesne (otomobiller,

. Zetabayt
6 milyar cep telefonu
aygitlar, kameralar)

%60 Yillik Bilesik Artis Orani

2009 2010

2012 2013 2014 2015

"Mobil tarayicilarla baglantili olarak, henliz yeterince bilgi sahibi olmadigimiz givenlik sizintilari bulunuyor.”

Bilgi Teknolojileri Yoneticisi, Medya Sirketi
#connected
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Big Big BIg Blg Data

Analytic Applications

Bl Exploration / .
Reporting Visualizabon App App Analytics

Fungtional Industry Predictive Contant
\ Analytics

* Daha fazla hedef — S—
* Daha fazla g \ — .

& Discovery Development
, Data
Warehouse

Information Integration & Governance

gUvenlik acigl

Hadoop
System | Computing
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Guvenlik Yatirnmlari

Neden yatirirm yapiliyor?
e Kim?

* Ne?

e Kanit?

o

Built in. Not bolted on. -
Smarter security solutions from IBM
® O
@”
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VERIi PATLAMASI

BT'NiN URUN HALINE
GETIRILMESI

#connected
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Hassas verilerine kimlerin baktigini bilmek bir
yana, sadece tim hassas verilerinin nerede
bulundugunu bilen misteri sayisi bile ¢cok az
oldugundan, mevzuata uygunluk énemli bir
zorluk olusturmaktadir.

Web 2.0°In ve sosyal isin yayginlagsmasi, 6nemli

Olctide yeni is risklerinin ortaya ¢gikmasina neden
olmaktadir.

Bulut, sanallastirma ve digerleri dahil olmak Gzere
yeni yenilikgi platformlar, karmasiklik ve maliyet
acisindan daha da bilylk zorluklara neden
olmaktadir.

Saldinlar artik BT altyapisini degil, isin
kendisini hedef almaktadir.




IBM Connected 2013

Her Deneyim Bir Kazanim

2011 Yili Raporu

IBM

2011 Sampling of Security Incidents by Attack Type, Time and Impact

conjecturs of relative breach impact is based on publicly disclosed information regarding leaked records and financial lossas

Attack Type
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Source: IBM X-Force® 2011 Trend and Risk Report — March 2012
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2012 Ataklardaki artis

2012 Sampling of Security Incidents by Attack Type, Time and Impact

Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Attack Type

SQL Injection

Online

Services Online
Services

Government
Government .‘

" .chernmem
l = . . g

Gammg

Online
. Healthcare Garvie
Eetl Online
E:

Retail
Broadcasting . etail ) . i
Online Electronics
Services ‘ ‘
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Services . . ’
S Education Services Healthcare
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Rl ‘ Services  Services
‘ Education Retail
Online ‘
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g

Electronics
E -Commerce

Physncal Access

Spear Phishing '

Services

Broadca stlng

Retail

Services Government

Online ' Industry
Online Services Government
R Government
Online .
Online

Online
Services

Healthcare B.g .

Gavemment

E-Commerce

% *

Services

Online N ) .
Services 2B i .
T Services Online
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Online Govemment
Size of circle estimates relative impact Services . News Onllne
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o . Bilgi
Yonetim Finans/Operas SO VS
Kurulu Bagkani | yon Yoneticisi T$|é(')rr‘|‘<)elt‘i)cl:lils?i" IK Yoneticisi
Yonetici
onceligi
Guvenlik
riskleri
Potansiyel
etki

isletmeler, giderek artan oranda Denetim Kuruluyla dogrudan baglantili Risk
Yoneticileri ve Bilgi Guvenligi Yoneticileri atamaktadir.

*Kaynak: IBM Ust Diizey Ydnetici Arastirmalari Serisi kapsaminda 13.000'den fazla lst diizey ydnetici ile yapilan gdriismeler
#connected
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Mevzuata
uygunluk

Dahili ve
Harici
Tehditler

#connected

Cnnn_ected 2013

Bir Kaza
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Siz hangi konumdasiniz?

Guvenlik risklerinizi degerlendirdiniz mi?
Guavenlik etkinligini 6lcmek icin bir endistri standardindan yararlaniyor musunuz?
Mevzuata uygunluk icin ortak bir denetim kiimeniz var mi?

Guavenlik kanitlarinin bulunmasi icin kritik kayitlari ve gunlikleri sakliyor musunuz?

Tehditlere iligskin en son arastirmalardan yararlaniyor musunuz?

Verilerinize, uygulamalariniza ve sistemlerinize kimler erisiyor?

Olaylara verilen yanitlari ve olagantistii durumdan kurtarmayi nasil yonetiyorsunuz?
Hassas verileri gizli olarak siniflandirip sifrelediniz mi?

Yetkili kullanicilarin verilerinizle ne yaptiklarini biliyor musunuz?

Guvenlik, bulut bilgi islem gibi yeni girisimlerde yerlesik hale getiriliyor mu?
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I B M G Uve n I i k IBM Security Framework

C e rg eve S I Governance, Risk and Compliance
IBM Security Systems Security Intelligence

and Analytics

» Pazarda temel glvenligi ugtan uca kapsayan

w

tek satici firma Advanced Fraud .g

= Yenilik¢i teknolojilere 1,8 milyar ABD dolari § Protection t%
yatirim 2

» 6.000'den fazla guvenlik mahendisi ve § E,

danigmani - g

= Odiilli X-Force® arastirma birimi -% 3

= Endiistrideki en biyik glvenlik agigi veritabani % -]

o S

o

(&)

Zeka e Biutlinlestirme e Uzmanlhk

Advanced Security
and Threat Research

Software and Appliances
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Guvenlik Yénetisimi, Risk ve SIEM (Guvenlik Zekasi, Kurumsal Olarak
Mevzuata Uygunluk ﬂnﬂ'u Mevzuata Uygunluk)

Kimlik ve Erisim Yénetimi Kimlik Yénetimi
qu\lTu Erisim Yonetimi

Veri Kaybinin Onlenmesi
Veri Guvenligi
Sifreleme ve Anahtar A A e
Yasam Cevrimi Yonetimi lleti Sistemi Givenligi
E-posta Givenligi Veritabani izleme ve .

Uygulama Guvenlik Acigi } _
@ e Dtz Gent Uygulama Givenligi Taramasi Web Uygulamasi Giivenlik

= IBM'in hizmet
verdigi alanlar

1BM Gavenlik Gergevesi

Guvenlik Zekas,
M Analitik ve “Yonetisim,
= Risk ve Uygunluk”

Profesyonel
Hizmetler

Bulut ve Yonetilen
Hizmetler

Duvar
Uygulama Kaynak Kodu
Taramasi

Yazilimlar ve
Aygitiar

o Hizmet Odakli Mimari
Bles LA Al St Erisim ve Yetki Yonetimi Gavenligi

. o Guvenlik Agig _— . .
Altyap! Givenligi mDegerlendirmesi Anabilgisayar Guvenligi

m el eb/ URL Adresi Siizme izinsiz Giris Onleme Sistemi
egerlendirmesi

Giuvenlik duvari, Gavenlik Olay1 Yonetimi Sanal Sistem Guvenligi
DS/IPS, MFS, Ug Glimy

v X-Force Arastirma ve Gelistirme v IBM Kassel igerik giivenligi ekibi
v T.J. Watson ve diger 8 giivenlik v Yénetilen Giivenlik Hizmetleri
arastirmalari merkezi v~ 11 merkezde 2.000'den fazla glvenlik mihendisi
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IBM Research

IBM lleri Guvenlik
Enstittsu

Siber glvenlik inovasyonuna ve igbirligine olana

| Atlanta, US J
(.

Diinya Capinda
Yoénetilen Guvenlik

Hizmetleri Kapsami Py
| Hortolandia, BR

IAs
AsiaPacific

SoOzlesme kapsamindaki
20.000'den fazla aygit

Tim dinyada 3.700'den fazla
ybnetilen gutivenlik hizmetleri
musterisi : Giivenlik Coéziimii Gelistirme Merkezleri
Her giin yonetilen 9 milyardan ﬁileri Giivenlik Dallar Enstitiisii

fazla olay

1.000'den fazla givenlik patenti*

133 izlenen llke (yonetilen

glvenlik hizmetleri)

Analiz edilen 10 milyar Web sayfasi ve gorunti

Giivenlik Operasyonlan Merkezleri Ginde 150 milyon izinsiz giris girisimi 4
40 milyon istenmeyen posta ve e-dolandiricilik
1

46 bin belgelenmis glivenlik acigi d
Milyonlarca 6zgiin kétii niyetli yazilim ornegi.-

. Guvenlik Arastirmalari Merkezleri

#Fconnected




IBM Connected 2013

Her Deneyim Bir Kazanim

Initial Compromise
to Discovery

Hacking
Social

Misuse

Physical

Riskleri Yonetebilmek

Figure 42. Time between initial compromise and discovery - LARGER ORGS

Seconds

0%

7% [<1%

Error

Environmental | 0% /0%

7% /<1%

Minutes

0%

22% [ 38%

17%/<1%

#contCharts from Verizon 2012Investigative Response Caseload Review

Hours

0%

Days

27%

Weeks

24%
Figure 18. Threat action categories by percent of breaches and percent of records - LARGER ORGS

Months

39%

58%/99%

Years

9%
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IBM Security QRadar

QRadar:

— Ekim 2011 yilinda IBM Ailesine katildi G t

— IBM Security Systems a r ner
22 et pmee e Magic Quadrant
Odiilli Coziim:

— Yeni nesil Log Management, SIEM, Risk Management,

4 N

security intelligence ¢oziimleri
— Gartner raporlarinda 2009 yilindan bu yani lider tarafta

Gelisim: Radar

— +3000 musteri, North America, EMEA and Asia Pacific ve
diinyaya yayilmakta

— XForce entegrasyonu ile yazilim agikiliklari, malware, \\ j

spam, phishing, web-bazli saldirilar ve genel siber
aktiviteler

b

#Fconnected
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Guvenlik Zekasi Zaman Cizelgesi

What are the external

Are we configured
and internal threats?

to protect against
these threats?

What is happening What was the
right now? impact?

PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE

Remediation

Pre-Exploit

Post-Exploit
Prediction & Prevention Reaction & Remediation
Risk Management. Vulnerability Management Network and Host Intrusion Prevention.
Configuration and Patch Management. Network Anomaly Detection. Packet Forensics.
X-Force Research and Threat Intelligence. Database Activity Monitoring. Data Leak Prevention.
Compliance Management.
Reporting and Scorecards.

Security Information and Event Management.
Log Management. Incident Response.

Radar
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Is Akisinda neler oluyor?

___________ Varlik
Kesfetme

Kategori Aktif GiiverIe Kural iligkilendirme

AGiG . Ag Kullanicisi
Degerlendirmesi Saldirgan Profil e

....... Giveniliik | Pasif Giveniik IP Lokasyonu

Acigi
Degerlendimesi | C09rafi Lokasyon

istatistiksel

Davranig
Etkinlik Baglami

Kullanic! Giinliikleri

lligkilendirme

L
i
i
1
1
1
!

t

________ SUPHELI OLAYLAR

e EERAEEe

En Dogru ve Etkinlige

EWIEVET Dénistiirilebilir is Kavrayisi
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oe\Je

nligi Artiran Yaklasim

Security Intelligence Feeds

0100+

Etk

Vulnerabilities

A Etkinligi

Sanal Etkinlik

rEEEAEDS
g
=
3
<

En Dogru ve Etkinlige
DoénUstirdilebilir is Kavrayisi

Kaynaklar
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X-Force Verileri ve QRadar

X-Force Threat Intelligence

Standard intelligence feed

Open-source threat intelligence >

X-Force Threat Intelligence:
- Son yenilikleri - In-house analitikleri - GUven derecesi -+ Karsilastirmali Kapsam

#eonnected
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Atak Evreleri

Herseyi izleme Akilli lligkilendirme
Loglar, network trafigi, kullanici Farkli aktiviteleri birlestirme

aktiviteleri \

. Security devices

iI

b Servers and mainframes

k. Network and virtual activity ;

Data activity

Application activity

|' 1 . . =
B Configuration information Suspected

incidents

/

Anomalileri Saptanma Aksiyon icin
Gizli davraniglar onceliklerndir

~*  Vulnerabilities and threats

m Users and identities

#connected
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Konumlandirma Mimarisi

#Fconnected

Radar EEEEHEE

Log Manager

Radar (EEEEHEE

SIEM

Radar (EEEEHETE

Risk Manager

Radar’ Radar
SIEM QFlow

SRR e —.
Radar Radar
QFlow VFlow

T Q
ez

Turn-key log management and reporting
SME to Enterprise
Upgradeable to enterprise SIEM

Log, flow, vulnerability & identity correlation
Sophisticated asset profiling
Offense management and workflow

Network security configuration monitoring
Vulnerability prioritization
Predictive threat modeling & simulation

Network analytics
Behavioral anomaly detection
Fully integrated in SIEM

Layer 7 application monitoring (Nteflow)
Content capture for deep insight & forensics
Physical and virtual environments

Event Processors

Network Activity Processors

High Availability & Disaster Recovery
Stackable Expansion
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Tek bir arayuiz

One Console Security

IBM Security QRadar SIEM
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Built on a Single Data Architecture
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Derinlemesine Guvenlik

IBM X-Force® Threat

Tenses | Log Activity

Information Center

Real-time Security Threats
and Prioritized ‘Offenses’

Identity and
User Context

#connected

View in Network Activity

T U |

Sum

|

Real-time Network Visualization
and Application Statistics

Network activity | Assets | Reports | Risks | Aomin
4 [ Threat and Security Monitering || | New Dashboard [/ Rensme Dashbosrd ) Delete Dashboard | Add ltem... ¥ Next Refresn: 00:00:05 I @ |
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IBM Guvenlik portfoyu

___________ | sset
Discovery

Config/Change Info - - £~ - - it Cﬁfril‘;erability Network User ,

Assessment Application
ﬂ Application Activity - - - - - - - ) Credibility Passive Behavi;l Offense > .

Vulnerability
Assessment Activity Context

-~

--------- Severity Statistical :

| == ~=alatinn
________ SUSPECTED INCIDENTS

: Most Accurate & Actionable
Sources + Intelligence = :
Insight
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AppScan & QRadar

Security Devices
Servers & Mainframes
Kad  Network & Virtual Activity

B Data Activity

@ Application Activity

‘u;i;: ED

= Web applications

= Mobile applications

= Web services

= Desktop
applications

. Configuration Info T

[l ]
may Vulnerability & Threat

gs User Activity

Application vulnerability
assessments from AppScan

: Deep Exceptionally Accurate and
+ Intelligence - Actionable Insight

« Strengthens threat detection and offense scoring capabilities

« Correlates known application vulnerabilities with other real-time events and
alerts to elevate meaningful offenses

« Enhances proactive risk management assessments by prioritizing critical
application vulnerabilities

#connected
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InfoSphere Guardium & QRadar

= Databases

= Data Warehouses

= Hadoop based
systems

= File shares

BD

Ty
E o

Security Devices
Servers & Mainframes

kad  Network & Virtual Activity

E Data Activity

@ Application Activity

[l ]
may Vulnerability & Threat

- Configuration Info \ "

a User Activity

In-depth data activity monitoring
and security insights from
InfoSphere Guardium

: Deep Exceptionally Accurate and

» Detects anomalistic behavior and malicious access to sensitive data

» Focuses customers on key data access events coming from InfoSphere Guardium
while saving operational costs by not transmitting and storing insignificant events

* Provides broader, enterprise network security context for InfoSphere Guardium
alerts and events helping identify advanced threats

» Improves compliance reporting with automated data access reports

#connected
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ldentity & Access Management products & QRadar

Security Devices
Servers & Mainframes
Kad  Network & Virtual Activity

B Data Activity

@ Application Activity

. Configuration Info T
T
=muew Vulnerability & Threat — :

_ oo 0D Identity information and user
 Accessrights | §} User Activity activity from IAM products
= Group memberships

: Deep Exceptionally Accurate and
+ Intelligence - Actionable Insight

» Provides ability to insert user names into reference sets used for writing
searches, reports, and rules

« Improves ability to defend against insider threats involving privilege escalations
or inappropriate data access

» Facilitates compliance reporting by pairing user identities with access to
sensitive data

‘u;i;: ED

= User log-ins

#connected




IBM Connected 2013

Her Deneyim Bir Kazanim

Threat Protection & QRadar

= Networks Attacks, audits, status events

= Servers :ﬂ Security Devices and vulnerabilities from
» Endpoints 1 .
- Applices = SiteProtector & IPS
Applications - = .
Servers & Mainframes
= Scanners

Network & Virtual Activity

B [

-» »
H Data Activity
’
)
@ Application Activity ‘
. Configuration Info /}

(1 |
=iy Vulnerability & Threat . ‘
m User Activity
: Deep Exceptionally Accurate and
Extensive Data Sources @ Intelligence - Actionable Insight

» Helps find threats other SIEMs might miss by combining Network Protection’s Protocol Analysis
Module signature analysis and QRadar’s anomaly detection capabilities

« Enables immediate real-time threat awareness and powerful threat and offense prioritization
capabilities to establish definitive evidence of attack and visibility into all attacker
communications

» Integrates X-Force security content

«  Outstanding coverage available within full SIEM solution or targeted Network Anomaly Detection
offering

#connected \
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Otomatiklestirilmis: Ek personel

o GUnldk kaynaklarinin,
uygulamalarin ve
varliklarin otomatik
olarak kesfedilmesi

o Otomatik varlk
gruplandirma

o Merkezilestiriimis
gunlik yonetimi

o Otomatiklestiriimis

yapilandirma
denetimleri

gerektirmez

o Otomatik ayar
o Otomatik tehdit algilama

e Binlerce 6nceden tanimlanmig
kural ve gérev tabanli rapor

o Kullanimi kolay olay sizme

o Gelismis glvenlik analitigi

=}

1

|
.1.,1

"
»

Varlik tabanl éncelik
belirleme

Otomatik tehdit gancelleme
Otomatik miidahale
Yonlendirilen iyilestirme
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IBM Security QRadar:

Zeki, Butunlestirilmis, Otomatiklestirilmis Guvenlik
Zekasi Platformu

Butunlestirilmis Dtomatiklestirilmis

#Fconnected
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Correlate new threats based on
X-Force IP reputation feeds

Hundreds of 3 party
information sources

Guardium

Database assets, rule logic and
database activity information

Identity and Access Management

Tivoli Endpoint Management =

Identity context for all security
domains w/ QRadar as the dashboard

Tivoli Endpoint Manager

IBM Security Network
Intrusion Prevention System
Endpoint Management
vulnerabilities enrich QRadar’s
vulnerability database

Flow data into QRadar turns NIPS
#Fconnected

AppScan Enterprise
devices into activity sensors

AppScan vulnerability results feed '
QRadar SIEM for improved

asset risk assessment
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QRadar Tercih Etmenin En Onemli
Nedenleri

1. En zeki, batlnlestiriimis ve otomatiklestirilmis ¢cozim

2. En gelismis tehdit analitigi ve mevzuata uygunluk
otomasyonu

3. Az sayida personel gereksinimi ile kisa deger elde
etme sdresi

4. Sistemler ve glUvenlik verileri arttikca kolaylikla
Olceklenir

5. Koklu pazar liderligi ve miukemmel destek

6. Eniyi kanal iligskileriyle desteklenen birlikte is yapma
kolaylig

7. IBM'in rakipsiz glvenlik uzmanhgi ve butunlestiriimis
yeteneklerinin gesitliligi

#Fconnected
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Tesekkurler

Nurettin Erginoz
Client Technical Professional, CoP
CEE & Turkey

erginoz@tr.ibm.com
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