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 Android and iOS devices have quickly penetrated the enterprise, bringing 
productivity gains, along with increased risk and cost

 IBM Endpoint Manager for Mobile Devices delivers strong MDM 
capabilities in an infrastructure that enables unified management of all 
enterprise devices – desktops, laptops, servers, smartphones, and tablets

 IBM is uniquely positioned to deliver end-to-end app and mobile device 
lifecycle management with Mobile Application Development Platform 
(MADP), Mobile Device Management (MDM), and Telecom Expense 
Management capabilities

Executive Summary
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Android and iOS accounted for 79% of all smartphone shipments

Source: Gartner 2012; does not include media tablets

Share of global Q1 2012 smartphone 
sales to end users, by OS
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Mobile devices magnify existing challenges and also pose unique 
ones that significantly disrupt traditional management paradigms

Traditional Mgmt Model New Device Mgmt Paradigm
Enterprises provide all equipment Employees bring personal devices (BYOD)
Small set of supported platforms / models Many different manufacturers / models 
IT initiates and manages upgrades OS/app upgrades managed by carriers, OEMs, users
IT tightly controls apps and security Users control their own devices

Options for IT departments
   Don’t allow mobile devices because they are too hard to manage
   Allow unmanaged and insecure mobile devices
   Invest in tools to secure and manage devices
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IBM is uniquely positioned to deliver end-to-end app and mobile 
device lifecycle management

Key Capabilities
• Strategy, planning and 

implementation
• Mobile-enabled solutions 

including analytics, commerce, 
and social business

• Mobile as a service

Key Capabilities
• Mobile web, hybrid and native 

app development
• Enterprise data, service, and 

application integration
• Enterprise wireless 

networking

Key Capabilities
• Mobile lifecycle management
• Device analytics and control
• Secure network communications & management

Build & ConnectBuild & Connect

Manage & SecureManage & Secure

Extend & Transform
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Security & Management 
Challenges
Potential unauthorized 
access (lost, stolen)
Disabled encryption
Insecure devices 
connecting to network
Corporate data leakage

• Mail / Calendar / Contacts
• Access (VPN / WiFi)
• Apps (app store)
• Enterprise Apps

iCloud

iCloud 
Sync

iTunes 
Sync

Encryption not enforced

End 
User

VPN / WiFi Corporate 
Network 
Access

Managing Mobile Devices – The Problem
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iCloud

iCloud 
Sync

iTunes 
Sync

End 
User

VPN / WiFi Corporate 
Network 
Access

• Personal Mail / Calendar
• Personal Apps

Corporate Profile
• Enterprise Mail / Calendar
• Enterprise Access (VPN/WiFi)
• Enterprise Apps (App store or 

Custom)

Secured by 
BigFix policy

Encryption Enabled

Endpoint Manager for Mobile 
Devices
Enable password policies
Enable device encryption
Force encrypted backup
Disable iCloud sync
Access to corporate email, 
apps, VPN, WiFi contingent on 
policy compliance!
Selectively wipe corporate data 
if employee leaves company
Fully wipe if lost or stolen

Managing Mobile Devices – The Solution
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PCs and mobile devices have many of the same management 
needs

 Device inventory

 Security policy mgmt

 Application mgmt

 Device config (VPN/Email/Wifi)

 Encryption mgmt

 Roaming device support

 Integration with internal systems

 Scalable/Secure solution

 Easy-to-deploy

 Multiple OS support

 Consolidated infrastructure 

 Device Wipe 
 Location info
 Jailbreak/Root 

detection
 Enterprise App store
 Self-service portal

 OS provisioning

 Patching

 Power Mgmt

Traditional Endpoint Management Mobile Device Management
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IBM Endpoint Manager delivers a unified systems and security 
management solution for all enterprise devices

Windows & Mac 
Desktops/Laptops

Unix / Linux Servers

Windows Mobile / Kiosks / 
POS devices

Android / iOS / Symbian / 
Windows Phone devices

Supporting more devices…

…and more capabilities.

Mobile Device MgmtSecurity Config Mgmt
S/W Use Analysis

OS DeploymentRemote Control

Endpoint Protection
Power MgmtPatch Mgmt

Device Inventory

Configuration Mgmt
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Benefits of an Endpoint Manager based Approach to Mobile 
Device Management 
  “Organizations…would prefer to use the same tools across PCs, tablets and smartphones, because it's 

increasingly the same people who support those device types”
– Gartner, PCCLM Magic Quadrant, January 2011

  Although at some level mobile is unique, the devices are just another form of endpoints in your infrastructure. 
This means whichever technologies you procure should have a road map for integration into your broader endpoint 
protection strategy.

– Forrester, Market Overview: Mobile Security, Q4, 2011

Reduces Hardware & 
Administration Costs

• “Single pane” for mobile 
devices, laptops, desktops, 
and servers

• Single Endpoint Manager 
Server scales to 250,000+ 
devices

• Unified 
infrastructure/administration 
model reduces FTE 
requirements

Fast Time-to-Value

• Enterprise-grade APIs 
enable integration with 
service desks, CMDBs, etc 
(Integrated Service 
Management)
• Cloud-based content 
delivery model allows for 
rapid updates with no 
software upgrade or 
installation required
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Extending Corporate Access

 Support BYOD for a variety of mobile 
platforms securely for a highly mobile 
population

 Scale to hundreds of thousands of 
devices

 120,000 mobile devices, 80,000 
personally owned, supported in 
months

 Integrated Lotus Traveler, IBM 
Connections, IBM Sametime, and IBM 
Endpoint Manager

“IBM's BYOD program “really is about supporting employees in the 
way they want to work. They will find the most appropriate tool to 
get their job done. I want to make sure I can enable them to do 
that, but in a way that safeguards the integrity of our business.”

Jeanette Horan, IBM CIO

Customer Needs Key Features & Outcomes

IBM Office of the CIO

http://www.youtube.com/watch?v=w5_QrFjg4yE
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 Agent-based Management
− Android via native BigFix agent
− iOS via Apple’s MDM APIs

 Email-based management through Exchange and Lotus Traveler
− Supported platforms: iOS, Android, Windows Phone, Windows Mobile, Symbian

How does Endpoint Manager manage mobile devices?

Category Endpoint Manager Capabilities
Platform Support Apple iOS, Google Android, Nokia Symbian, Windows Phone, Windows Mobile

Management Actions Selective wipe, full wipe, deny email access, remote lock, user notification, clear passcode

End-User Services Self-service portal, enterprise app store, authenticated enrollment (AD/LDAP)

Application Management Application inventory, enterprise app store, whitelisting, blacklisting, Apple VPP

Policy & Security Management Password policies, device encryption, jailbreak & root detection

Location Services Track devices and locate on map

Enterprise Access Management Configure email, VPN, and Wi-Fi; certificate management

Expense Management Enable/disable voice and data roaming
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Mobile Foundation Potential Integration Scenario
Streamlined App Deployment Workflow

Today
Endpoint Manager customers can import and 
distribute custom and 3rd-party Apple and Android 
apps via the Enterprise App Store
Future
Endpoint Manager customers could directly import 
and distribute Worklight-built apps via Enterprise 
App Store, thereby improving workflow between 
Development and Operations

Distribute App to 
Employees

Import into Endpoint 
Manager App Store2

3

Build app in Worklight 1
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Mobile Foundation Potential Integration Scenario
Deny App Access

Scenario
Device is out of compliance with policy 
Deny enterprise app access

Endpoint 
Manager
(devices)

On-going assessment of 
device compliance

Den
y a

pp
 ac

ce
ss

Report compliance violation4

Periodic query for device 
compliance status

5

3

Policy violation detected

2

Worklight
(apps)

1
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Adding Mobile Devices Without Adding Infrastructure

• Support 20,000+ mobile devices
• Corporate and employee-owned, many 

platforms and OS versions
• High availability for certain devices used in 

the field
• Adherence to Internal security policies, 

external regulations

• Scalability to 250,000 endpoints provides 
room to grow

• Added mobile devices to existing IEM 
deployment in days

• Ability to integrate with Maximo, Remedy
• Responsiveness and agility of product and 

product team

Serving 4.5 million customers in the southwestern region of the 
United States, this electric company of 25,000 employees is a 
leader in clean energy while exceeding reliability standards and 
keeping consumer costs below average. They are experiencing a 
migration from traditional endpoints to mobile devices.

Customer Needs Key Features & Outcomes

Electricity Provider
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 Android and iOS devices have quickly penetrated the enterprise, bringing 
productivity gains, along with increased risk and cost

 IBM Endpoint Manager for Mobile Devices delivers strong MDM 
capabilities in an infrastructure that enables unified management of all 
enterprise devices – desktops, laptops, servers, smartphones, and tablets

 IBM is uniquely positioned to deliver end-to-end app and mobile device 
lifecycle management with Mobile Application Development Platform 
(MADP), Mobile Device Management (MDM), and Telecom Expense 
Management capabilities

Summary
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Endpoint Manager for Mobile Devices Dashboard
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A “Single Device View” enables administrators and helpdesk 
personnel to easily view device details and take required action
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A flexible enrollment process enables organizations to include a 
EULA and to collect critical device and employee data via 
customizable questions
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Distribute apps using the Enterprise App Store
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Web reports provide at-a-glance mobile device deployment 
overviews
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A user-friendly iOS Profile Configuration Wizard exposes the 
configuration capabilities of Apple’s MDM APIs
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A Self-Service Portal empowers employees to locate lost devices 
and perform tasks such as lock, clear passcode, and device wipe
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iOS Jailbreak Notification
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A unified report of password policies across all mobile OS’ makes 
it easy for administrators to identify non-compliant devices 
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View installed apps on Android and iOS devices
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IBM Endpoint Manager for Mobile Devices Architecture

TEM Server
DB

Console / Web Reports

Relay(s)

AndroidAndroid Apple

Apple Push 
Notification Servers

w/Email

ActiveSync

Phones / TabletsDesktops /
Laptops

Full Agents

http / 52311

http / 52311

http / 52311

ActiveSync 
/ IBM Sync

https

Apple MDM 
Interaction

Apple Push 
Notification

Servers

Full Agents

Management Extender 
for (Exchange or Lotus)

http / 52311

Mgmt 
Extender 
for iOS

Apple AppAndroid App

Email Server
(Exchange/Lotus)
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Legal Disclaimer

• © IBM Corporation 2011. All Rights Reserved.
• The information contained in this publication is provided for informational purposes only. While efforts were made to verify the completeness and accuracy of the information contained 

in this publication, it is provided AS IS without warranty of any kind, express or implied. In addition, this information is based on IBM’s current product plans and strategy, which are 
subject to change by IBM without notice. IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, this publication or any other materials. Nothing 
contained in this publication is intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and 
conditions of the applicable license agreement governing the use of IBM software.

• References in this presentation to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or 
capabilities referenced in this presentation may change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to 
future product or feature availability in any way.  Nothing contained in these materials is intended to, nor shall have the effect of, stating or implying that any activities undertaken by 
you will result in any specific sales, revenue growth or other results. 

• If the text contains performance statistics or references to benchmarks, insert the following language; otherwise delete:
Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.  The actual throughput or performance that any user will 
experience will vary depending upon many factors, including considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage 
configuration, and the workload processed.  Therefore, no assurance can be given that an individual user will achieve results similar to those stated here.

• If the text includes any customer examples, please confirm we have prior written approval from such customer and insert the following language; otherwise delete:
All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved.  Actual environmental costs 
and performance characteristics may vary by customer.

• Please review text for proper trademark attribution of IBM products.  At first use, each product name must be the full name and include appropriate trademark symbols (e.g., IBM 
Lotus® Sametime® Unyte™).  Subsequent references can drop “IBM” but should include the proper branding (e.g., Lotus Sametime Gateway, or WebSphere Application Server).  
Please refer to http://www.ibm.com/legal/copytrade.shtml for guidance on which trademarks require the ® or ™ symbol.  Do not use abbreviations for IBM product names in your 
presentation. All product names must be used as adjectives rather than nouns.  Please list all of the trademarks that you use in your presentation as follows; delete any not included in 
your presentation. IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2,  PartnerWorld and Lotusphere are trademarks of International 
Business Machines Corporation in the United States, other countries, or both.   Unyte is a trademark of WebDialogs, Inc., in the United States, other countries, or both.

• If you reference Adobe® in the text, please mark the first use and include the following; otherwise delete:
Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other 
countries.

• If you reference Java™ in the text, please mark the first use and include the following; otherwise delete:
Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

• If you reference Microsoft® and/or Windows® in the text, please mark the first use and include the following, as applicable; otherwise delete:
Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both.

• If you reference Intel® and/or any of the following Intel products in the text, please mark the first use and include those that you use as follows; otherwise delete:
Intel, Intel Centrino, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States 
and other countries.

• If you reference UNIX® in the text, please mark the first use and include the following; otherwise delete:
UNIX is a registered trademark of The Open Group in the United States and other countries.

• If you reference Linux® in your presentation, please mark the first use and include the following; otherwise delete:
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both. Other company, product, or service names may be trademarks or service marks of 
others.

• If the text/graphics include screenshots, no actual IBM employee names may be used (even your own), if your screenshots include fictitious company names (e.g., Renovations, Zeta 
Bank, Acme) please update and insert the following; otherwise delete: All references to [insert fictitious company name] refer to a fictitious company and are used for illustration 
purposes only.

http://www.ibm.com/legal/copytrade.shtml
http://www.ibm.com/legal/copytrade.shtml
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