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Think Integrated.

Akilh Cozumler...

Dlnya giderek daha donanimli, birbiriyle baglantili
ve zeki hale geliyor.
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Think Integrated.

Cok sayida hedef iceren ortam

30 milyar RFID etiketi w 35.000

(Grdnler, pasaportlar, 10 milyar Internet Zetabayt
binalar, hayvanlar) \ l , kullanicisi

~ '

Dilnya capindaki veri patlamasi

(1 Zetabayt = 1 Trilyon Gigabayt)

%60 Y1llik Bilesik Artis Oran

=

50 milyar baglantilx ' l

aygitlar, kameralar)

2009 2010 2012 2013 2013‘ .:201

@ -
o

"Mobil taray1c:larla baglanti olarak, heniiz yeterince bilgi sahibi olmadigimiz glivenlik sizintilar, ungyor. i

Bilgi Teknolojileri Yoneticisi, a sirketi
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Big Big Big BIQ pata

= Daha fazla hedef
= Daha fazla
guvenlik acig

© 2012 IBM Corporation
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Guvenlik Yatirbmlari

Neden yatinm yapiliyor?
= Kim?

= Ne?

= Kanit?

Built in. Not bolted on.

Smarter security solutions from IBM

© 2012 IBM Corporation




telligence.
1 Hassas verilerine kimlerin baktigini bilmek bir

. yana, sadece tiim hassas verilerinin nerede
VERI PATLAMASI bulundugunu bilen musteri sayisi bile gok az

Security Ir

oldugundan, mevzuata uygunluk énemli bir
zorluk olusturmaktadir.

BT'NiN URUN HALINE
GETIRILMESI

Saldirlar a altyapisini degil, isin
kendisini hede :
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2011 Yih Raporu

Think Integrated.

2011 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture af relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Source: IBM X-Force® 2011 Trend and Risk Report — March 2012

© 2012 IBM Corporation

Hemmeligoom
Miristry

Stratfor

Iualian

Attack Type
S0L Injection R g
URLTE'T*:IE”"Q Consulting
Spear Phishil Marth
rg Grum"\;'\ . H-nmay
Fox News .
K-Factor
Citigrou
Igm P MlL:ubl:hl
SecurelD Spanid Sega Hoavy Industrics
- Unknown = . .
Vanguard
HBGary sony . . D lesnise
,m. . s sy
e iecial Stock Exchange el
RSA Martin MetMames NMm
N“mlm DNS Service
L3 Communicalions Fnul\frrL::rﬂr
Soiny BMIG
Greece Tnlkrsh Ism:l'n.md
Size of circle estimates relative impact of Government . Palestinian Sites
breach in terms of cost to business i
LS Senate
*00000 ® S
Jan Feb March April May June July Aug Sep Oct

s




Security Intelligence. 2012 Ataklardaki artis ve degisim
Think Integrated.

2012 Sampling of Security Incidents by Attack Type, Time and Impact

Conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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Security INn'uemzrrsss Bilgi
) ) FinanS/OPeras g o 5 - . ofC Pazarlama
Thlnk Inte B';u[(ualrl: . yon Yoneticisi T?(ii(igzlt?(lzlilsein Yoneticisi

Yonetici
onceligi

Guvenlik
riskleri

Potansiyel

isletmeler, giderek artan oranda Denetim Kuruluyla dogrudan baglantih Risk
Yoneticileri ve Bilgi Glivenligi Yoneticileri atamaktadir.

"
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Szhang korumpdasuz?
Think Integrated.

Guvenlik risklerinizi degerlendirdiniz mi?

Guvenlik etkinligini 6lcmek icin bir endustri standardindan
yararlaniyor musunuz?

Mevzuata uygunluk icin ortak bir denetim kiimeniz var m1?

Guvenlik kanitlarinin bulunmasa icin kritik kayitlari ve gunlikleri
sakliyor musunuz?

Mevzuata 1.
uygunluk
2.
3.
4.
Dahili ve °
Harici
Tehditler 6.
7.
8.
0.
10.

© 2012 IBM Corporation

Tehditlere iliskin en son arastirmalardan yararlaniyor musunl.‘

Verilerinize, uygulamalariniza ve sistemlerinize kimler erisiyor“

Olaylara verilen yanitlari ve olaganust durumd&;tarmaw nasil
yonetiyorsunuz?

SESSS

Hassas verileri gizli olarak siniflandirip sifrelediniz mi?

e

Yetkili kullanicilarin verilerinizle ne yaptiklarini biliyor mus
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Think Integrated.

Pazarda temel guvenligi uctan uca kapsayan
tek satici firma

Yenilikgi teknolojilere 1,8 milyar ABD dolar:
yatinm

6.000'den fazla glvenlik mihendisi ve
danismani

Odiill X-Forcee arastirma birimi

Endustrideki en buyutk glvenlik agig veritabani

Zeka Butiinlestirme

© 2012 IBM Corporation

insanlar

IBM Gulvenlik Cercevesi

IBM Givenlik Cergevesi

Guvenlik Zekasi,
= Analitik ve “Yonetisim,
Risk ve Uygunluk”

lleri Diizey Giivenlik
ve Tehdit Arastirmalari

Yazilimlar ve
Ayaitlar

Profesyonel
Hizmetler

Bulut ve Yoénetilen
Hizmetler

‘-ooo

*“iﬂ



Security Inte
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: k"] SIEM (Gulvenlik Zekasi, Kurumsal Olarak

Think Inte‘gmt : 5 ﬂmm, Mevzuata Uygunluk)

= IBM'in hizmet

verdigi alanlar Kimlik Yénetimi

Veri Kaybinin Onlenmesi
Veri Glvenligi
sifreleme ve Anahtar Yasam — o s
E-posta Givenligi Veritaban izleme ve o~

Uygulama Gavenlik Agigi
Uygulama Giivenligi Taramasi Web Uygulamasi Gilivenlik

Erisim YOnetimi

1BM Gvenlik Gergevesi

Giivenlik Zekasi,
= Analitik ve “Yonetisim,
= Risk ve Uygunluk”

Profesyonel
Hizmetler

Bulut ve Yénetilen
Hizmetler

lleri Diizey Giivenlik
ve Tehdit Aragtirmalari

Yazilimlar ve
Aygitiar

Duvar
> Uygulama Kaynak Kodu
@qla m Taramasi

- Hizmet Odakl Mimari
Web / URL Adresi Stizme Erisim ve Yetki Yonetimi Ethenl

. L Guvenlik Agigi - . .
Altyapr Glivenlizi I mDegerlen dirmesi Anabilgisayar Giivenligi I
l. @ m} N Te_hdit . eb / URL Adresi Stizme izinsiz Giris Onleme Sistemi
<& egerlendirmesi
nggglkl\/?:;aa SRS Sanal Sistem Guvenlizi l

V" X-Force Arastirma ve Gelistirme v IBM Kassel igerik gtivenlizi ekibi
v' T.J. Watson ve diger 8 glivenlik arastirmalaygnetilen Giivenlik Hizmetleri

merkezi v 11 merkezde 2.000'den fazla giivenlik mihendisi

© 2012 IBM Corporation
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Toronto, CA ) [Brusuelu, BE |

n, M T Watson, US
~{ Detroit,us ‘:

N

Dinya Capinda
Yénetilen Guvenlik
Hizmetleri Kapsami R
| Hortoléndia, BR

So6zlesme kapsamindaki
20.000'den fazla aygit

Tdm dinyada 3.700'den fazla
yOnetilen guivenlik hizmetleri
musterisi

Her giin yénetilen 9 milyardan
fazla olay

1.000'den fazla giivenlik patenti*
133 izlenen llke (y6netilen
glvenlik hizmetleri)

© 2012 IBM Corporation

¥

Giivenlik Operasyonlari Merkezleri

. Giivenlik Arastirmalari Merkezleri

: Giivenlik C6ziimii Gelistirme Merkezleri ‘

ﬁ lleri Giivenlik Dallar Enstitiisii

IBM Research

IBM lleri Guvenlik
Enstittsu

Siber glivenlik inovasyonuna ve igbirlijine olanak sagliyor 4

vy
”

I3,

Analiz edilen 10 milyar Web sayfasi ve gorunti
Ginde 150 milyon izinsiz girig girigimi

40 milyon istenmeyen posta ve e-dolandlrlcllll_?
1
"
Milyonlarca &ézgtin kétii niyetli yazilim érnegi...

46 bin belgelenmis glivenlik acigi




BiskleriYonetehiimek

Think Intecroted
Figure 42. Time between initial compromise and discovery - LARGER ORGS

Initial Compromise
to Discovery

Seconds
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0%

Days

27%

Weeks

24%

Figure 18. Threat action categories by percent of breaches and percent of records - LARGER ORGS

Malware
Hacking
Social
Misuse
Physical
Error

Environmental

© 2012@adsrimatoderizon 2012Investigative Response Caseload Review
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Think Integrated.

QRadar:
— Ekim 2011 yilinda IBM Ailesine katildi
— IBM Security Systems
Odiillii Céziim:
— Yeni nesil Log Management, SIEM, Risk
Management, security intelligence ¢éztmleri
— Gartner raporlarinda 2009 yilindan bu yani lider
tarafta
Gelisim:
— +3000 masteri, North America, EMEA and Asia
Pacific ve diinyaya yayilmakta

— XForce entegrasyonu ile yazilm agikiliklarn, malware,
spam, phishing, web-bazl saldinlar ve genel siber
aktiviteler

© 2012 IBM Corporation

IBM Security QRadar

Gartner

Magic Quadrant




Security Intelligence.
Think Int

Major
Electric
Utility

Fortune 5
Energy
Company

Branded
Apparel
Maker

$100B
Diversified
Corporation

Industrial
Distributor

© 2012 IBM Corporation

Musteri deneyimleri

* Discovered 500 hosts with “Here You
Have” virus, which other solutions missed

« 2 Billion logs and events per day reduced
to 25 high priority offenses

* Trusted insider stealing and destroying
key data

» Automating the policy monitoring and
evaluation process for configuration
change in the infrastructure

* Real-time extensive monitoring of
network activity, in addition to PCI
mandates



Security Intelligence.  Giivenlik Zekasi Zaman Cizelgesi
Think Integrated.

Are we configured
to protect against
these threats?

What are the external
and internal threats?

Y hat is happening right
now?

hat was the impact?

Vulnerability PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE Remediation
@ > @
Pre-Exploit Post-Exploit
Prediction & Prevention Reaction & Ren‘ition
Risk Management. Vulnerability Management. Network and Host Intrusi revention.

Configuration and Patch Management. Network aly Detection. Packet Fore
X-Force Research and Threat Intelligence. Database A

Compliance Management. Security Infor
Reporting and Scorecards. Log Management. |

© 2012 IBM Corporation



Security Intelligence.
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Kategori

Givenilirlik

E!' Sunucular ve Anasistemler -

(1 |
=‘ Guvenlik Sistemleri - - - - - - -

& Kullanici Etkinligi - - - - - ===

Kaynaklar

Is Akisinda neler oluyor?

Varlk
Kesgfetme

Aktif Givenlik
Acidi
Degerlendirmesi

Pasif Glvenlik
Acigi
Degerlendirmesi
Istatistiksel

[ligkilendirme

© 2012 IBM Corporation

Kural iligkilendirme
Ag Kullanicis

Saldirgan Profili
Uygulama

IP Lokasyonu
Codgrafi Lokasyon

Kullanic! Giinliikleri

Davranig
Etkinlik Baglami

En Dogru ve Etkinlige
DonUstrdlebilir Is Kavrayisi



Security Intelligence. Etkinligi Artiran Yaklasim
Think Integrated.

0110100101001010110+-
01101010 NAME
0110100101010
1101010101101
]1101001010010

Varlk
Kesgfetme

Kategori Aktif Giivenlik
Acigi
Degerlendirmesi

Glvenilirlik Pasif Glivenlik
Agidi
Dggeﬂendimesi |
istatistiksel

ligkilendirme

En Dogru ve Etkinlige
Donustlrllebilir Is Kavrayis

Kaynaklar
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Think Integrated. X-Force Verileri ve QRadar

X-Force Threat Intelligence

o

®e

Qo .
90

" T

Standard intelligence feed @
- Open-source threat intelligence >
w

X-Force Threat Intelligence:
- Son yenilikleri - In-house analitikleri - Gliven derecesi - Kars

@2012 IBM Corporation




Security Intelligence. Atak Evreleri

Think Integrated.
Herseyi izleme Akilli lliskilendirme
Loglar, ag trafik akisi, kullanici Farkl: aktiviteleri birlestirme
aktiviteleri \

fal Security devices

£ Servers and mainframes
E;b

=} Data activity

Network and virtual activity

e h Application activity

B  Configuration information

=¥ Vulnerabilities and threats

Of  uUsers and identities

Anomalileri Saptama
Gizli davranislar on e

oA,
&
© 2012 IBM Corporation -4.0



Security Intelligence.

Think Inteqgrated.

- EEEEEE

Log Manager

Konumlandirma Mimarisi

Turn-key log management and reporting
SME to Enterprise
Upgradeable to enterprise SIEM

Radar EEEEHEER

SIEM

Log, flow, vulnerability & identity correlation
Sophisticated asset profiling
Offense management and workflow

Radar (EEEEHETR

Risk Manager

Network security configuration monitoring
Vulnerability prioritization
Predictive threat modeling & simulation

Network analytics
Behavioral anomaly detection
Fully integrated in SIEM

Radar’ Radar
SIEM QFlow .
R s
Radar Radar -
QFlow VFlow o

_Q

Layer 7 application monitoring (Nteflow)
Content capture for deep insight & forensics
Physical and virtual environments

mmEmm

Event Processors
Network Activity Processors

High Availability & Disaster Recovery
Stackable Expansion

© 2012 IBM Corporation
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ecurity Intelligence. Tek bir arayuz

One Console Security

IBM Security QRadar SIEM

PEELLLETGE Offenses  Log Activity  Network Activity Assets  Reports

Show Deshbosrd: | Application Cverview =
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Security Intelligence. Derinlemesine Giivenlik

Think mo%te%reat Real-time Security Threats

Information Center and Prioritized ‘Offenses’

|
ffenses Activity | Metwork activity | Assets | Reports | Risks | Aamin
i L Radar
4 |Thrn!mﬂ Security Monitering [=] | [MewDashiooard [/ Rename Dashbosrs ) Delete Dashooard | Add liem... ¥ Next Refresh: 00:00:05 Il @ |
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o St GBJ |Iloslsmareoﬂenses GB‘ Firewall Deny by SRC IP (real-time)
e,
Current Threat Level | Offense Name Magnitude ‘
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Security Intelligence.  |BM Giivenlik Portfoyii
Think Integrated.

___________ oset
Discovery

Active Rules Corelation

Vulnerability s
Attacker Profile
Assessment Application

IP Location Offense >

_______ Passive Behavior

Vulnerability :
Assessment Geo LEge Activity Context

T Statistical UserEeas ‘

Network User

Most Accurate &

Sources Intelligence = Actionable Insight b

ve & 00
: ® 0000 O
l ' ® @ L
© 2012 IBM Corporation "\ o ::::O:.



Security Intelligence. AppScan & QRadar
Think Int

Security Devices

Servers & Mainframes

: Event
Kad Network & Virtual Activity ) Correlation

= Web applications

= Mobile applications

= Web services

= Desktop
applications

Activity Baselining &
- Configuration Info ) Ancmaly Detection

[L ]
B Vunerabilty & Threat )

3 User Activity

Application vulnerability
assessments from AppScan

, Deep Exceptionally Accurate and
SUEENG REIR SRIIEES + Intelligence X Actionable Insight

« Strengthens threat detection and offense scoringmbili '
« Correlates known application vulnerabilities with other re
alerts to elevate meaningful offenses - -
« Enhances proactive risk management assessments by pri |
application vulnerabilities

3
© 2012 IBM Corporation



Security Intelligence. InfoSphere Guardium &
Think Int QRadar

ﬁ Security Devices

=% Servers & Mainframes )

Event
Kad Network & Virtual Activity ) Correlation

H Data Activity

= Databases

= Data Warehouses
=Hadoop based
systems

= File shares

@ Application Activity ) ACti"’v’ﬁtV Baselining
. Configuration Info ) Anomaly Detectio

(1 ]
B Vulnerability & Threat )

a User Activity

In-depth data activity monitoring
and security insights from
InfoSphere Guardium

, Deep Exceptionally Accurate and
EiEnee DElE SENEES | Intelligence X Actionable Insight

» Focuses customers on key data access events coming from Inf
while saving operational costs by not transmitting and storing i

.....
L

e ww

© 2012 IBM Corporation



Se(_:urity Intelligence. |dentity & Access Management
Think Int products & QRadar

Security Devices

Servers & Mainframes

Event

H Data Activity >

W ppication Actviy ) Activity Baselining &
- Configuration Info ) Anomaly Detection

[ |
B5Y Vulnerability & Threat )

3 User Activity

PR

= User log-ins
= Access rights
= Group memberships

, Deep Exceptionally Accurate and
SUEENG REIR SRIIEES + Intelligence X Actionable Insight

d fo

|dentity information and user
activity from |AM products

» Provides ability to insert user names into reference set
searches, reports, and rules

* Improves ability to defend against insider threats involving pri
or inappropriate data access

« Facilitates compliance reporting by pairing user identities wit
sensitive data

-
#

© 2012 IBM Corporation



Security Intelligence. Threat Protection & QRadar

L2 4

. Deep Exceptionally Accurate and
Extensive Data Sources @ Intelligence X Actionable Insight

"~ Integrated.

» Networks Attacks, audits, status events
" Servers |4 Security Devices and vulnerabilities from

* Endpoints . SiteProtector & IPS

" Applications E%  Servers & Mainframes >

= Scanners ==

Event
Kadl Network & Virtual Activity ) Correlation

H Data Activity )

@ Application Activity ) Activity Baselining :
. Configuration Info > Anomaly Detection

[ |
®®Y Vulnerability & Threat )

a User Activity

Helps find threats other SIEMs might miss by combining Network‘tion’s
Module signature analysis and QRadar’'s anomaly detection capabiliti

Enables immediate real-time threat awareness and powerful threat and offense
capabilities to establish definitive evidence of attack and visibility into all atta
communications

Integrates X-Force security content

Outstanding coverage available within full SIEM solution or targeted Netwo
Detection offering ?}:

© 2012 IBM Corporation 'Q:'C;:"




Se(}UriW intelligence.  owomatiklestiriimis: Ek personel gerektirmez
Think Integrated.

o Glnldk kaynaklarinin, o Varlik tabanh éncelik
uygulamalarin ve belirleme

varliklarin otomatik o Otomatik tehdit glincelleme
olarak kesfedilmesi o Otomatik midahale

o Otomatik varhk o Yénlendirilen iyilestirme
gruplandirma

o Merkezilestirilmis gunluk
yonetimi
o Otomatiklestirilmis

yapilandirma
denetimleri

o Otomatik ayar

Otomatik tehdit algilama

o Binlerce dnceden tanimlanmis
kural ve g6rev tabanh rapor

Kullanimi kolay olay sizme
o Gelismis glvenlik analitigi

© 2012 IBM Corporation




Security Intelligence.
Think Integrated.

IBM Security QRadar:

Zeki, Bitlnlestirilmis, Otomatiklestiriimis Guvenlik Zekasi Platformu

Butanlestirilmis | Dtomatiklestirilmig:

© 2012 IBM Corporation




Security Int
Think Inteqrated

Correlate new threats based on
X-Force IP reputation feeds

|“14l 1CE

Hundreds of 3™ party
information sources

&

Guardium Identity and Access Management
Database assets, rule logic and Identity context for all security
database activity information domains w/ QRadar as the dashboard

- A

Tivoli Endpoint Management

IBM Security Network
Intrusion Prevention System

Tivoli Endpoint Manager AppScan Enterprise
Endpoint Management . AppScan vulnerability results feed

vulnerabilities enrich QRadar’s Flozjv data 'r.]tct) QRta.d.?r turrr]IS t“PS QRadar SIEM for improved
vulnerability database evices Into activity sensors asset risk assessment
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Think Integrated. QRadar Tercih Etmenin En Onemli Nedenleri
1. En zeki, batlnlestiriimis ve otomatiklestirilmis ¢ozim

2. En gelismis tehdit analitigi ve mevzuata uygunluk
otomasyonu

3. Az sayida personel gereksinimi ile kisa deger elde etme
suresi

4. Sistemler ve glvenlik verileri arttikca kolaylik
Olceklenir

tek

6. En iyi kanal iliskileriyle desteklenen bir Is
kolayhgi

5. KOkl pazar liderligi ve mukemmel

"

7. IBM'in rakipsiz gtvenlik uzmanhg ve butlnles
yeteneklerinin cesitliligi
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