Tivoli® Security Solution Seminar Overview

What Is Security?

Organizations must let many people access their data: internal employees, business partners, and now—with e-business—external customers. Imagine what could happen without a solution in place to manage and enforce security. A hacker (internal or external) could get in and destroy data, steal money, ruin an organization’s relationship with customers, or create other problems that could cost millions of dollars. So organizations need a way to secure their systems. That’s where the Tivoli security solution comes in.

What Is the Tivoli Security Solution?

The Tivoli security solution is a family of products that work together to provide a comprehensive and scalable solution for centralized security management and access control. In other words, you can monitor and manage the security of your entire organization with one solution, from a single interface.

Who Are the Audiences for the Tivoli Security Solution?

Tivoli provides a security solution for the traditional organization—a brick-and-mortar organization that has an extensive computer network and perhaps even an online presence (although typically not for e‑commerce).

Tivoli also addresses the needs of the transforming organization—an organization that is quickly evolving into e-business.

For both traditional and transforming organizations, Tivoli provides a security solution that is centralized and consistent across the organization. 

How Can the Tivoli Security Solution Help the Traditional Organization?

Tivoli addresses the security needs of the traditional organization by helping to reduce the costs of security administration and management. For example, Tivoli assists in reducing help desk costs associated with password management and reset. Tivoli also enables an organization to implement security consistently across the entire organization and provides single-action management across multiple operating systems and platforms. 

A Traditional Organization Example

Interstate Auto Dealers represents a large regional organization of automobile dealerships. It does not sell cars online, but it has a Web site that provides customers with information about available offers and inventory. The ability to advertise such offers online helps free up inventory at specific locations, often saving the time and cost of physically moving the inventory. Because Interstate’s business focuses on person-to-person sales and not on e-commerce, it wants to keep security administration and management costs as low as possible.

Company-wide communications is very important due to Interstate’s numerous locations. Secure access to information on mainframes, servers, and workstations at each location must be constantly available. Typical examples include the need to check inventory, view trends at various dealerships, and analyze the sales of previous months and years. Also, it must be easy for personnel at each dealership to securely use the variety of different systems and applications throughout the company.

Even more critical to Interstate’s needs, the company recently merged with another large dealership group. Since then, security issues have doubled, increasing the need to hire more systems administrators to monitor alerts for security threats and security policy violations (an expensive proposition). The merger also has increased staff turnover, which further requires Interstate to keep the list of security-approved personnel up-to-date and quickly eliminate accessibility by former personnel.

Interstate has several platforms and systems that use different security. Staff members use various desktops across the Interstate enterprise. Given the large degree of individual access to all the systems, systems administrators must be able to save time by quickly updating user profile information and identifying security threats.

How Tivoli Helps Interstate

•
Cost-effectively addresses security administration by centrally updating user profile information

–
Provides single-action management—security updates are made once and are implemented across the entire organization

–
Provides single-signon capability, which assists in improving employee productivity and reducing help desk costs

•
Enforces security policy consistently across the company’s multiple platforms and applications

•
Centralizes the monitoring and resolution of security threats across the entire organization

What Products Are Included in the Tivoli Security Solution for the Traditional Organization?
The following are the Tivoli SecureWay products that would typically be included in the security solution for a traditional organization.  After leading with these products, the opportunity could then be expanded to include additional Tivoli SecureWay products, as well as other IBM and Tivoli solutions.
Tivoli SecureWay User Administration—Provides an automated, secure way to centrally manage user attributes and user services across heterogeneous, distributed networks. 

Tivoli SecureWay Security Manager—Enables you to enforce security policy consistently across multiple platforms (such as UNIX®, Microsoft® Windows®, OS/390®, AS/400®, and Novell NetWare) with a single security model.

Tivoli SecureWay Global Sign-On—Provides a single-signon solution that handles user logons to many distributed resources with only a single ID and password.
Tivoli SecureWay Risk Manager—Enables organizations to centrally manage and resolve attacks, threats, and exposures by correlating security information from firewalls, intrusion detectors, vulnerability scanning tools, and other security checkpoints.
How Can the Tivoli Security Solution Help the Transforming Organization?

The transforming organization is concerned mainly with the need to deploy secure e-business applications and portals as quickly as possible. The Tivoli security solution helps transforming organizations do just that. For example, the Tivoli solution eliminates the need to write security controls into each application. At the same time, it uses the strongest methods available for electronically identifying customers and partners. Tivoli lets an organization use any Web server and any Internet client on any platform while consistently enforcing access control to every application. Another concern is managing security threats. As e-business presence grows, so do the number of security alerts. Tivoli helps security administrators identify and quickly resolve serious security threats.

A Transforming Organization Example

Home Stuff, a successful retailer of housewares, now sells its products over the Internet. The company has separate divisions based on the different needs of the typical home, such as Lawn & Garden, Kitchen, and Bed & Bath.

Because the company focuses on time-to-market, security decisions are made by the managers of each division instead of centrally within IT. Home Stuff wants to quickly deploy secure applications and portals on the Web, especially because the company’s customer base represents potentially hundreds of thousands of transactions.

Home Stuff is on a rapid pace, and its security risks are growing exponentially as its customer base and e-business presence expand. Critically important to the company is the ability to present its security system to customers as being protective but not burdensome. Specifically, Home Stuff must enable easy access for new and unknown users while preventing unauthorized access. This seamless access must also be permitted for each line of business that Home Stuff offers.

Home Stuff must be able to analyze which security alerts represent real security threats. The company also must integrate its new e-business applications and portals into its legacy systems.

Tivoli enables deployment of new secure applications and portals on the Web quickly, while mitigating security risks. But beyond the Web, Tivoli also provides an ideal solution for providing Home Stuff’s security across the entire organization.

How Tivoli Helps Home Stuff

•
Enables secure deployment of e-business applications and portals despite time pressures to launch quickly

•
Provides simplified and consistent enforcement of security and privacy policies without rewriting the applications

•
Helps identify and resolve the security alerts that represent a serious threat

•
Enables the management of security through a single centralized interface

•
Easily adapts to the company’s large and growing number of customers

What Products Are Included in the Tivoli Security Solution for the Transforming Organization? 
The following are the Tivoli SecureWay products that would typically be included in the security solution for a transforming organization.  After leading with these products, the opportunity could then be expanded to include additional Tivoli SecureWay products, as well as other IBM and Tivoli solutions.
Tivoli SecureWay Policy Director—Enables quick deployment of secure Web applications. It provides user access control from any Internet client on any platform to any Web server. It can use various forms of authentication, such as public key infrastructure, without the need to rewrite the applications. 

Tivoli SecureWay Privacy Manager—Allows e-businesses to implement privacy policies that control access to personally identifiable information. This helps protect consumer trust and brand integrity.

Tivoli SecureWay Public Key Infrastructure—Enables applications to authenticate users, ensure trusted communications, and establish the level of trust needed to conduct e-business confidently.

Tivoli SecureWay Risk Manager—Enables organizations to centrally manage and resolve attacks, threats, and exposures by correlating security information from firewalls, intrusion detectors, vulnerability scanning tools, and other security checkpoints.
Where Can I Get More Information about Tivoli SecureWay?

www.tivoli.com/security
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