Security Lead Qualification Questions – Traditional Firms

1.
Are you able to consistently enforce your security policy across all of your applications and systems?

A.
No, point products and integration issues make this difficult

B.
Yes, but administration and integration costs are high

C.
Yes, no problems enforcing a consistent security policy

2.  Of the following, how many different operating systems are utilized in your enterprise?

OS/390
HP-UX 
OS/400
Sequent SGI IRIX
     OS/2

AIX 
Sun OS
Novell NetWare
Siemens Pyramid
     DG-UX

Windows NT
Sun Solaris
DEC UNIX
Intel SCO UnixWare 

A.
Four or more

B.
Two to three

C.
One

3.
How long does it take to remove access to all of the relevant systems, applications and resources for an employee that has left the business?

A.
Four days or more

B.
Two to three days

C. One day or less 


4.
How many electronic passwords do your employees need to keep track of at work?

A.
Six or more

B.
Three to five

C.
One or two

5. Does your current implementation for security violations provide the following?

- Identifies source of violation
– Identifies how violation originated
– Determines why violation is happening
– Indicates how to stop violation or automatically resolves violation
A.
No, our implementation does not provide these capabilities

B.
Yes, but our implementation only provides some of these capabilities

C.
Yes, our implementation provides all of these capabilities

