Tivoli Security – Transforming Target Audience


Please note that the Security Solution Seminar has two different primary targets, one for the “Traditional Enterprise” and one for the “Transforming Enterprise.”  There are two versions of the Seminar to target these specific audiences.

Seminar Target Audience – Transforming Enterprise

Transforming Enterprise Target Levels:

Primary Audience
Role
Objective

Line of Business Executive
Decision Maker
Endorse security solution

CEO
Power Sponsor
Endorse security solution

IT Manager within LOB
Sponsor
Support security solution

CIO, IT Manager within IT
Sponsor/Influencer
Support security solution

Secondary Audience
Role
Objective
Customer References
Key Influencer
Publicize Tivoli solution benefits

Analysts
Influencer
Positive reports and recommendations

Press
Influencer
Positive articles

Type of Customer:
· Large Enterprise, Tivoli Global 2000, Complex Middle Market customers

As a sub-group, we anticipate the best responses to come from the following:

· Tivoli customers that have not installed a Tivoli security solution
· Tivoli SecureWay customers with only a portion of the Tivoli security solution installed 
· IBM WebSphere and MQSeries customers
· IBM security customers
· Tivoli prospects

Transforming Enterprise Customer Characteristics:

A Transforming Enterprise is concerned with quickly increasing revenue and profit by reaching more customers through the Web, while mitigating security threats (which are both external and internal).  This type of organization needs to deploy applications and portals with strong security controls, despite time pressures to deploy quickly.
The Transforming Enterprise is trying to quickly evolve into an e-business without significant security risks.  Their current security environment typically includes:

· Security decisions and implementations are being made per application, portal or solution by the Line of Business executive, versus centrally within IT, due to the focus on the e-business time-to-market; as a result, each Line of Business is creating its own IT support infrastructure

· User administration delegated to individual Line of Businesses and Business Partners
· Hundreds of thousands to millions of users whose identity is unknown 
· Somewhat predictable system and network usage, but subject to rapid change as new Web applications are deployed
The security challenges faced by the Transforming Enterprise include:

· Deploying applications and portals with strong security controls despite time pressures to deploy quickly

· Consistently enforcing access control across all applications within the Line of Business

· Managing an extremely large and growing number of users/customers

· Enabling easier access for new and/or unknown users while preventing unauthorized access.  The security experience should be perceived positively by customers (security should be as transparent as possible).

· Analyzing security alerts to identify real security threats 
· Integration with legacy systems and applications will grow in significance over time
The typical Transforming Enterprise is experiencing the following concerns:

· Unable to quickly and easily evolve into an e-business without significant security risks

· It takes too long to deploy secure applications and portals on the Web
· Inefficient to write security code for every individual new application and portal
· Increasing number of application development interfaces
· Limited number of skilled security programming resources
· Unable to consistently enforce security policies across the Line of Business solution portfolio

· The Traditional IT organization is unable to quickly embrace this new business model, hence the Line of Business often takes a lead role
· Difficult to defend against new security threats from the Web

· An increasing number of systems administrators are needed to monitor alerts for security threats coming from many access points and correlate alert information
· New Web applications and portals are not integrated into legacy systems

· Increased complexity and cost of security management and administration
· Increasing number of security products, each with independent administration
· Highly trained staff required to integrate complex security tools
Exploiting the power of security, a Transforming Enterprise utilizes a Tivoli SecureWay solution in the following key areas:

· Quickly deploy applications and portals with strong security controls, by eliminating the need to write security controls into each application.
· Implement a standards-based solution, such as the Open Group’s aznAPI to ensure application portability.
· Centrally manage and respond to diverse external and internal security threats and intrusions.  Correlation of security alerts helps to eliminate clutter, such as false positives, and quickly identify real security threats to speed response time.
More importantly though, is how the Transforming Enterprise utilizes Tivoli SecureWay to build and maintain a successful customer, business partner and employee relationships:

· A single login provides access to all applications and resources that the customer is authorized to use

· Depending on the nature of the transaction, strong authentication, such as digital certificates, can be used to maintain the customer’s trust.  Strong authentication can be implemented without writing additional security controls into the application.

· Non-intrusive – nothing needs to be added to the customer’s desktop or system, such as a cookie.  No special versions of the browser are required.  As the user upgrades their desktop or system over time, no changes are required to be able to immediately continue using the applications.

· Consistent enforcement of access controls are assured, since one centralized security policy is implemented and managed.
The Tivoli SecureWay solution enables a Transforming Enterprise to efficiently manage a large number of users through a single security interface and to selectively delegate user administration as needed.  In addition, it provides for integration with all of the other non-Web facing systems and applications.

Tivoli is able to provide a comprehensive solution through its global support and services infrastructure and its comprehensive software and hardware solutions as an IBM company.

Many Transforming Enterprises are faced with two challenges:

1. Quickly evolving a portion of their business to e-business, plus

2. Managing costs from the portion of their business that is more like a Traditional Enterprise

The Tivoli SecureWay solution enables Transforming Enterprises to exploit the power of security to meet both of these challenges.  This integrated solution supports secure access to Web, distributed and legacy data and applications.

Tivoli SecureWay Entice Solution for Transforming Enterprise Customers:

The following are the Tivoli SecureWay products that would typically be included in the security solution for a Transforming Enterprise customer.  After leading with these products, the sale can then be expanded to include additional Tivoli SecureWay products, as well as other IBM and Tivoli solutions.

· Tivoli SecureWay Policy Director

· Tivoli SecureWay Risk Manager

· Tivoli SecureWay Privacy Manager

· Tivoli SecureWay Public Key Infrastructure

Key Verticals:

Financial Services Sector - security concerns in extending the functions available in the branches to alternative channels (i.e. Web, call centers, kiosks, cell phone, etc.).  Providing secure access to back-end systems from the branches will present additional opportunities.

Communications Sector - telecommunication providers are a large opportunity as they need to expand their service offerings while maintaining a secure environment.  Software scalability will be an issue as they have the largest number of users.  Large telecoms and service providers will be the primary focus as they are beginning to feel the strain of this type of expansion, and need a truly scalable solution.

Retail Sector – business initiatives for retail include increasing customer acquisition and retention through the development of multi-channel retail enterprises by accelerating new channel deployment and integration.  In addition, reducing the cost of operations by integrating with suppliers (store to warehouse and warehouse to supplier) in an e-marketplace exchange.  The Tivoli security solution provides key capabilities to implement these business initiatives.

Signature Selling Method Sales Aids:

Signature Selling Method sales aids specific to security have been created for several industries.  These sales aids are available on the MOT at http://mot.tivoli.com/sales_kits/securitymanagement/index.html
Recommended “Transforming” List Rentals:

Several recommendations are outlined below. 
Industry Standard 

· Subscribers (LOB focus)

· Internet- related publication; targets senior-level executives - “Internet Business Strategists”

· 171,212 circulation

· Key selects: region/state, job title, gender.

· $185 U.S. per M, selects $7.5-$25 U.S. per M for each select.

Red Herring

· Subscribers

· Technological innovation, analyzes important trends in technology, news/analysis that affect future, help business executives apply technology to their competitive advantage.

· 242,336 circulation

· Key selects: region/state, job title, number of employees, industry type.

· $195 U.S. per M, selects $10 - $35 U.S. per M for each select.
Upside

· Subscribers

· Technological innovation, analyzes important trends in technology, news/analysis that affect future, help business executives apply technology to their competitive advantage.

· 237,662 circulation

· Key selects: region/state, job title, number of employees, industry type.

· $215 U.S. per M, selects $5 - $50 U.S. per M for each select.
ZD Smart Business for the New Economy

· Subscribers

· Technological innovation, analyzes important trends in technology, news/analysis that affect future, help business executives apply technology to their competitive advantage.

· 741,715 circulation

· Key selects: region/state, job title, number of employees, industry type.

· $160 U.S. per M, selects $6 - $25 U.S. per M for each select.
Business 2.0 / Published by Imagine Media.

· Subscribers 

· Focuses on emerging trends in business today, the new business economy.

· 275,151 circulation.

· Key selects: region/state, business address, gender.

· $180 U.S. per M, $5-$30 U.S. per M for each select.

ECompany Now

· Subscribers
· Leading edge of the internet; what the developers of the new technologies are up to.

· 138,627 circulation.

· Key selects: region/state, business address, gender.

· $185 U.S. per M, $2-$11 U.S. per M for each select.

Wired Magazine

· Subscribers
· Targeting the leaders of the digital society.

· 368,991 circulation.

· Key selects: region/state, business address, home address, gender, source.

· $190 U.S. per M, $6-$20 U.S. per M for each select.
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