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Tivoli Integrated Identity Management 

Data Card
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Security is critical in the drive for competitive advantage in e-business. IBM Tivoli security solutions focuses on how IBM Tivoli Access Manager, IBM Tivoli Identity Manager and IBM Tivoli Privacy Manager are a total security solution portfolio to provide enhanced security to protect transactions, secure Web services deployment, and extend business reach with customers, partners and suppliers. 

Along with Tivoli’s On Demand e-business adoption which brings transformation across processes and enterprises, Tivoli brings a totally new kind of transformation and levels of integration – offering customers the security products, services, applications, answers – on demand.
Tivoli Integrated Identity Management Value Proposition

The IBM Tivoli integrated identity management solution removes many of the security inhibitors to exploiting e-business, helping organizations deploy e-business initiatives quickly while mitigating security risks, consistently enforcing security and privacy policies and reducing security administration costs.

General Customer Needs

· Better management and audit ability which allows more flexibility in assigning users to roles and the delegation of user/policy administration; 

· Higher security for their e-business – customers need to provide consistent secure access to business information to customers, employees, and business partners 
· Higher performance and flexibility in IT business processes 
· Lower costs with highly productive and flexible administration 
· Improved time-to-market with new software assets
Solution Selling

Tivoli integrated identity management solutions maximizes e-business and adds value customer applications:

· Getting users on-line and productive faster, by automating the process of registering and provisioning the appropriate resources for users, and providing single sign-on into their business applications. This allows organizations to remain competitive through fast time-to-market.
· IBM Tivoli Access Manager provides centralized access control for users from Web browsers, PCs and wireless devices to any Web application server, using various forms of authentication. This provides flexibility to respond to changing business needs.
· Decreasing security administration costs. Tivoli can provide simplified administration by using a single console to manage security across the entire organization and supporting multiple levels of web-based delegated administration. 

· Centralizing enforcement of security and privacy policies can also strengthen security. For example, without centralized enforcement, when an employee leaves a company, typically, many individuals must manually remove that person's access from the organization’s various applications and servers, which takes time to complete.

Successful Marketing Tactics

· Targeted vertical events that address pain points specific to that market i.e. ensuring online patient confidentiality via the HIPAA legislation

· Customer successes that show how other organizations see the need for security and how they’re addressing it i.e. mergers & acquisitions – ensuring that the right people have access to the right applications, databases and directories; while knowing that ‘ghost’ IDs or other access rights are not allowed

Competition

Systems Management

BMC, CA, HP

Tivoli Advantage – best-of-breed solutions available today.

Operational Security

RSA Security, Entrust

Tivoli Advantage – competitors lack strong focus and investment in identity management.

Identity Management

Netegrity, Oblix, Business Layers, WaveSet

Tivoli Advantage – Tivoli delivers an integrated solution with proven and fast ROI.

Platform Architecture

Microsoft, Sun, Novell

Tivoli Advantage – Tivoli addresses complete user management lifecycle, while platform architectures only address limited requirements and require customized software development. Tivoli addresses the complete user management lifecycle, while the platform architectures do not.

Product Descriptions

   IBM Tivoli Identity Manager - centralizes control over access rights across an enterprise, managing "who has access to what" resources, based on policies or rules associated with user roles. For example, Tivoli Identity Manager will allow the IT Manager to identify and manage people using the system – in that an employee, customer, or supplier can only access certain information which is relevant to their work.
   IBM Access Manager - a policy-based access control solution for e-business and enterprise applications. It uniquely addresses the challenges of e-business security, enabling new and rapidly scaling e-business initiatives to reach new markets and customers. For example, Tivoli Access Manager for e-business allows the IT Manager to define a security policy and actually enforce it.

   IBM Tivoli Privacy Manager – helps to build privacy policies and practices directly into e-business applications and infrastructure. It can also help improve the overall management of privacy policies and processes by providing an infrastructure to support the consistent enforcement of those policies across the organization. For example, Tivoli Privacy Manager helps the IT Manager to keep confidential information secure so that it remains confidential. 

Customer Profile


Org size: 500+ employees


Geo (primary): US, Canada, EMEA; (secondary) AP, ASEAN


	


Decision Maker


· CIO, VP of IT, VP Security�· Chief Security/Privacy Officer �· COO, VP of Operations�· VP of eBusiness, eCommerce�· Managers responsible for network    security and/or access control





Markets


· Finance/ Banking/ Insurance


· Healthcare (HIPAA)/ Pharmaceutical


· Government


· Other: Distribution, Oil & Gas


· Scenarios: mergers & acquisitions, federal legislation, downsizing/ rightsizing, security threat/ hostile environments





Challenges


·  Adding, updating, deleting user profiles across multiple platforms; consistently and quickly


· Simplifying access for authorized users to multiple systems and applications


· Analyzing security alerts to identity real security threats
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