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IBM Directory Solutions: IBM Directory Integrator and IBM Directory Server

Definitions:

Directory:

A directory is defined as being a repository of information about people and resources, optimized for searching and retrieval. This database can be:

· A standards-based directory (i.e., Lightweight Directory Access Protocol {LDAP})

· A messaging-system address book (i.e., Notes/Domino)

· A relational database (i.e., Structured Query Language {SQL}, a database query language)

· An e-Business registry (i.e., Universal Discovery and Description Interface {UDDI})

As companies work to improve operational efficiencies and expand their businesses, they are opening their internal systems to a wide constituency of users: employees, customers, suppliers, and business partners. But as online collaboration increases, both within the enterprise and beyond its boundaries, so does the need for increased and enhanced security measures.  Reliable, enterprise-spanning directories are key enablers for security and application infrastructure and, increasingly, enterprises are looking at their directory selection as a strategic infrastructure decision.

Metadirectories connect directory data from disparate sources across an organization and apply logic to provide enterprise-level views of directory data. They are important tools commonly used to tie together directories of user information to enable resource authentication and provisioning (i.e., Tivoli Access Manager and Identity Manager). The power of a metadirectory is that enterprises can quickly and effectively integration their application specific directories into an Enterprise Directory while allowing individual departments to continue managing their local directories with their tools of choice.

IBM Directory Integrator:

IBM Directory Integrator synchronizes identity data residing in directories, databases, collaborative systems, applications used for human resources (HR), customer relationship management (CRM), and Enterprise Resource Planning (ERP), and other corporate applications.

By serving as a flexible, synchronization layer between a company's identity structure and the application sources of identity data, IBM Directory Integrator eliminates the need for a centralized datastore. For those companies that do choose to deploy an enterprise directory solution, IBM Directory Integrator can help ease the process by connecting to the identity data from the various repositories throughout the organization.

IBM Directory Server

IBM Directory Server is a powerful, security-rich and standards-compliant enterprise directory for corporate intranets and the Internet. Directory Server is built to serve as the identity data foundation for rapid development and deployment of your Web applications and security and identity management initiatives by including strong management, replication and security features.

With IBM Directory Server you can choose your authentication strategy, you can use simple user ID and password authentication, or you can implement the more secure digital certificate-based authentication structure. IBM Directory Server also includes a Simple Authentication Security Layer (SASL) plug-in interface, including Challenge-Response Authentication Mechanism MD5 (CRAM-MD5) and Kerberos authentication if required.

IBM Directory Solutions (IBM Directory Server and IBM Directory Integrator) enable companies to create the authoritative data spaces that are needed to insure that only trustworthy data is exposed to advanced software applications such as web services.

Both Directory Server and Directory Integrator provide the efficiencies of open architecture that enables them to fit into the widest variety of heterogeneous environments without disruption, regardless of current operating system or directory.

Marketing Kit Communication Objectives

1. Increase awareness and mindshare of Tivoli Directory offering. 

a. IBM Tivoli is considered a strong player, but not the leader in the directory space. Very little marketing has been done to date on the directory technology, as Tivoli only recently acquired the metadirectory technology from Metamerge. Customers and analysts consider the acquisition a positive move. 

2. Create opportunities for cross-sell and up-sell to existing client base. 

a. Gartner predicts that 70% of all enterprises will deploy a metadirectory by YE05. Radicati states that only 27% of firms currently have one. Radicati measured the 2002 market at $60M and predicts 2006 revenues at $208M.

b. Directory infrastructure is a control point in a company. As companies select security and web services solutions, they are likely to choose ones that work with the directory infrastructure they have in place, or they will need to address the directory infrastructure issue. Tivoli competition uses the directory infrastructure decision as a base to up-sell. Though the revenue associated with Directory Server (currently free download on IBM website) and Directory Integrator is modest, they can be a platform for higher revenue generating products from IBM such as security and web services solutions, which will increase organizational productivity and lower infrastructure costs.

c.   Illustrate Directory Integrator link and relationship to Tivoli Security

· IBM Directory Solutions (IBM Directory Integrator and IBM Directory Server) is one of the solutions/products comprising the Tivoli Identity Management Solution – a security solution. The other solutions/products are: IBM Tivoli Identity Manager, IBM Tivoli Access Manager solutions, and IBM Tivoli Privacy Manager.

· As LDAP directories take on an expanded role in enterprise computing, they are becoming a key integration point which is leveraged by important network services such as identity, security, applications, systems and network management, to store and retrieve data. IBM Directory Integrator provides real-time synchronization between identity data sources so that enterprises can establish an authoritative, enterprise-spanning identity infrastructure to expose only trustworthy data to advanced software applications such as Web services This allows companies to provide the consistent director infrastructure needed for a wide variety of applications, including security and provisioning.

· Using IBM Directory Server or Directory Integrator, companies can create the authoritative data spaces needed to expose only trustworthy data to advanced software applications such as web services.

3. Increase training to sales channels to recognize important Directory opportunities.

a. Radicti Group predicts customer directory investments are estimated to triple from $301m in 2000 to $1,261 in 2004.

b. Burton Group Directory Services study of March ’03 found that Directory Services initiatives are not ends unto themselves, but rather foundational support for other IT components that address business issues and for building an effective identity management infrastructure.

4. Drive target to Tivoli Resource Center to view and/or download offers

5. Stimulate interest in purchase

6. Begin relationship for e-nurturing 

Offers

· IDI/IDS Management Buyers Guide

· IDS Brochure

· WW Webcast “Directory Strategies”

· NA Webcast “Enterprise Directory and Directory Integration Alternatives”

· Overall Security Brochure

· Web Med’s Demo (Customer)

· Security Management CD tool

· IDI/IDS Demo

· IDI tech white paper – “Measuring Infrastructure Value”

Target Audience/Market/Decision Makers

Target Audience:

· Medium to large enterprises that are moving to the advanced stages of eBusiness – those that are likely to have distributed locations and/or partner/supplier/customer networks and a proliferation of directories.

· Businesses deploying portals and web services

· Existing IBM customers

Market:

· This is a cross industry solutions, but specific focus should be on finance, healthcare, distribution, and retail industries or any other with branch locations and/or multiple systems that would benefit from synchronization. Also, technology companies that have many partners and support many sites.

Decision Makers:

· Decision makers are CIOs and Directors of IT Infrastructures, Security, Network, or Directory Services

· Influencers are IT Managers

Customer Pain Points

Companies today have many identity sources: human resources, partner directories, white pages, charge centers and e-mail directories, as well as other systems with important user information. There are challenges in trying to manage this data:

1. Sources are disparate and silo’ed, yet specific data elements within them require centralization or synchronization in order to accurately manage identity 

2. Companies need to create a wide variety of interfaces to specific ID sources and end points from multiple identity sources

3. Managing and maintaining multiple identity sources is costly in both resource time and expenses

4. In an increasingly networked economy, the number of a business’s IT users has grown (customers, employees, partners, and suppliers) as has the number of application that it employs. A typical enterprise has more than 100 different application specific directories across their organization, creating the potential for the identity information described in different directories to easily get out of synch. Inaccurate or incomplete data culled from a directory can compromise or hinder security deployments as well as negatively impact user productivity.

Solution Key Messages and Business Benefits
· By offering a scalable enterprise directory solution - IBM Directory Server - as well as a flexible metadirectory solution - IBM Directory Integrator - that does not require a central data store (competitive solutions do require a central directory or repository, leaving organizations bound by performance limitations and scalability issues), IBM Directory Solutions gives businesses the flexibility to choose the approach for establishing an authoritative data infrastructure that best meets their needs. This solution reduces the complexity and increases the flexibility of directory infrastructures, enabling companies to apply their resources to business objectives rather than the management of technology.
· IBM Directory Server is a powerful LDAP infrastructure that provides a foundation for deploying comprehensive identity management applications and advanced software architectures.

· LDAP V3 support ensures compatibility with industry standard LDAP based applications 

· Reliable IBM DB2 Universal Database V8.1 engine provides scalability to tens of millions of entries, as well as groups of hundreds of thousands of members 

· Broad platform support: AIX™, Solaris™, Microsoft® Windows® 2000, and HP-UX™, as well as Linux distributions for Intel™, IBM eServer iSeries, pSeries and zSeries platforms 
· IBM Directory Integrator helps companies synchronize information across data repositories, creating the authoritative data infrastructure needed for today’s security applications and tomorrow’s boundary-spanning web services. IBM DI ties together data residing in directories, databases, collaborative systems, and applications to help businesses achieve faster deployment, reduced IT costs, a more flexible IT environment, and the foundation for deploying comprehensive identity management applications as well as portals and web services:

· Maximize flexibility – A dynamic synchronization layer between the enterprise identity structure and that of the applications eliminates the need for an intermediate datastore

· Improve security – Providing an authoritative view of directory-based identity information helps to improve the accuracy of security systems

· Extended functionality – An open-architecture Java development environment allows information synchronization and exchange across a variety of repositories and fits into the widest variety of heterogenous customer environments without disruption, regardless of operating system or directories in use today

· Scalability – Scalable, flexible architecture is based on a nonpersistent data store, which uses resources more efficiently than solutions that demand the centralization of all resources.

· Efficiency – IBM DI’s built-in connectors and open-architecture Java connector development environment eases integration with virtually any application or directory, saving businesses valuable time in enterprise directory deployment.

· IBM Directory Solutions enable customers to:

· Establish an authoritative enterprise identity data infrastructure:

· Minimize risk of bad identity data

· Meet increasing legal requirements to audit enterprise information access

· Via centralization or synchronization, time and resource demands and expenses can be reduced by virtually eliminating the need for manual updates to different directories throughout the organization. (A typical enterprise has over 100 directories)

· Every instance of identity data is synchronized with it’s authoritative source, providing trustworthy data for all the applications that need it. Businesses can safely open internal processes to employees, supply chain, business partners, and customers to enable delivery of key software applications like web services

· Accelerate E-Business Deployments

· Overcome real infrastructure obstacle to deploying portals and identity management solutions by creating powerful identity infrastructure that spans the organization

· Deliver the reliable, scaleable identity data engine needed to maximize the value of e-business 
Quotes

· “If you want to play in the Web universe, you will have to implement a metadirectory, or something like it.” - Dan Kuznetsky, VP of Systems Software, Research, IDC (Source: Brian Robinson, “Taming the directory hydra,” 2/19/01, Federal Computer Weekly.)

· “Our objective was to deliver better customer service and IBM solutions provide the underpinnings that enhance data integrity, security, and availability.” - Stephan Terhorst, Team Leader for the Data, Application, Systems Management and Security Solutions organization at LVM-Versicherungen, Germany

· “Seventy percent of enterprises with more than 1,000 clients will implement a metadirectory by year-end 2005.”  - Gartner Inc. (source: Gartner Symposium Itxpo)

· “The open, scalable, and flexible architecture of IBM Directory Server and IBM Directory Integrator delivers a strong directory foundation for Honeywell and enables easy deployment of security and Web services.” – Connie Whiteside, Strategic Architecture & Customer Service Delivery, Honeywell.

Success Stories

LVM-Versicherungen

http://www-3.ibm.com/software/success/cssdb.nsf/CS/KNOK-5NTRN8?OpenDocument&Site=default

