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TIVOLI ACCESS MANAGER FOR OPERATING SYSTEMS: 

A Policy Based “Firewall” for Applications and Operating Systems

“A lot of companies have gone to a lot of effort to protect themselves from being hacked, but it’s a lot harder to stop a rogue employee…We have the technology, but we’re not using it.”

—The Washington Post, Dec. 3, 2002
· Employees—not hackers and not viruses—present the chief threat to cyber security. In the biggest identity theft case yet reported, employees stole 30,000 consumer financial reports over three years. A ring of scam artists, in turn, paid the employees $30 for each stolen report. Ultimately, consumers were bilked of over $2.7 million. Law enforcement estimates that over half of all identity thefts occur as a result of employees.
Tivoli Access Manager for Operating Systems is a simple-to-use, powerful security system that erects and enforces a secure perimeter around business critical applications and operating platforms. This firewall prevents both insiders and outsiders from the unauthorized access to, and use of, vital customer, employee, and business partner data. 
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Additionally, it audits application and platform activity to ensure compliance with corporate policies and government regulation. In an increasingly wired yet insecure world, Tivoli Access Manager for Operating Systems provides the assurance customers, employees and partners expect, and the rigorous auditing the government requires.

OVERVIEW

Tivoli Access Manager for Operating Systems adds a seamless interception perimeter to UNIX/Linux systems to provide protection and auditing of all users. These controls even apply to “Root” super-users, a notoriously difficult to secure UNIX/Linux group. Unchecked and unmonitored Root users are often the source of considerable abuse. Tivoli Access Manager for Operating Systems prevents misbehavior by Root users and all other users through the rigorous application of access controls on resources, files and data.

Further, hackers favor Root accounts as targets because Root users typically create “backdoor” access routes in order to bypass basic protocols. As a result, while the majority of cyber theft results from internal abusers, the application of adequate controls on Root accounts will also prevent a significant amount of external cyber theft.

POLICY BASED SECURITY: Peace of mind in troubled times

The heart of an effective security program lies in its security policy. The bottom line is that everyone—partners, employees, customers, auditors, government regulators and senior management—is looking for a security policy that guarantees the privacy and confidentiality of sensitive information. Never before have CIOs faced so many constituents demanding bulletproof protection and accountability. Management and boards of directors no longer accept the running of expensive applications on insecure operating systems and ineffective protocols. Tivoli Access Manager for Operating Systems ensures that security policy is easily implementable, robust and comprehensive.
Easy-to-use

Because security policy is crucial to operational effectiveness, there’s no forgiving a difficult-to-understand, challenging-to-enforce security policy. Tivoli Access Manager for Operating Systems simplifies policy through multiple methods. The first is through the Web Portal Manger, a GUI-based, web-accessible management tool. Security policy can now be managed in a point-and-click format. Command line interfaces and script accommodation afford UNIX/Linux experts even greater ease.

Simplicity is further ensured through Tivoli Access Manager for Operating Systems’ Fast Start Policy Modules. Fast Start Policy Modules are pre-written, best-practice policies. They provide a method for demanding enterprises to quickly on-ramp to effective security. Since security threats multiply daily, CIOs can’t be expected to wait on snail’s pace security policies. While enterprises can use Tivoli Access Manager for Operating Systems’ Web Portal Manager to design and set detailed policy if they wish, enterprises accelerate their ROI through the use of Fast Start Policy Modules.

Fast Start Policy Modules also come in application specific versions offering customers out-of-the-box customization. These pre-written, best practice policies make it easy to tailor security policy for specific missions, such as enhancing web security or providing additional controls for CRM or ERP applications.

Powerful

Power is provided through Tivoli Access Manager for Operating Systems’ multi-threaded architecture. This enables Tivoli Access Manager for Operating Systems to operate fully 22X faster than its leading competitor. This thoroughbred performance also means that CIOs no longer need to trade-off operating efficiency for security. Applications run smoothly even with the rigorous security added by Tivoli Access Manager for Operating Systems.

Tivoli Access Manager for Operating Systems allows administrators to set and enforce three types of security policy: Password Policy, Login Policy and Resource Policy. In the case of password policy, for instance, administrators can require the timely changing of passwords, or passwords of a specified length and alphanumeric mix. In the case of login policy administrators can determine from where users can access systems, or what files they can access remotely. Finally, resource policy permits administrators to limit access to systems, files and data on a “need-to-know” basis.

Comprehensive

As a result of Tivoli Access Manager for Operating Systems’ industry-leading power, Tivoli Access Manager for Operating Systems successfully scales throughout the enterprise, enforcing security comprehensively. It permits management to set a single security policy that is implemented and enforced worldwide. Centralization ensures adherence to corporate guidelines and government regulations. 

Web Portal Manager permits Tivoli Access Manager for Operating Systems policy to be managed from a web-based tool. The benefit of this approach is that it allows an enterprise’s security managers to delegate limited authority for routine or emergency matters to specified, local sub-domain administrators. This scheme offers maximum control while affording flexibility when necessary. For instance, in the case of network interruption control can be delegated to local sub-domain administrators without granting local administrators excessive access, or access to other sub-domains.

AUDITING: Proof positive in a cynical world

Auditing resources is as equally important as defending resources. Gone are the days when a CIO could simply attest that the network was secure. Amid unrelenting attacks, omnipresent threats and widely publicized failures, customers, partners and regulators all demand proof of effective security controls.

Tivoli Access Manager for Operating Systems responds to this need through Persistent Universal Auditing (PUA). PUA maintains 24X7 audit logs on all programs, files, ports, resources and systems. PUA provides administrators a centralized report on security events, allowing administrators to review which users accessed what resources how and when. 

Misbehavior rarely occurs just once. It occurs frequently. Regular audits prevent prolonged abuse. The most successful information thieves endure through “Creep and Take” (CAT) tactics. Through incremental attacks over long periods of time they accumulate extensive amounts of sensitive data and insidiously degrade system defenses. Since they are typically insiders, such “cat thieves” present significant risk—much more so than garden-variety hackers. Insiders, after all, know where the most valuable information resides. Recurrent auditing with Tivoli Access Manager for Operating Systems prevents CAT attacks.

Finally, the U.S. Government has responded to financial scandals and health care concerns through Sarbanes-Oaxley and the Health Insurance Portability and Accountability Act (HIPAA). These two sets of legislation require the erection of significant barriers to secure sensitive financial and health care data. In addition, regular auditing is required to prove that confidential and private information is handled on a need-to-know basis only. Other countries, particularly in Europe, have adopted similar regulation.

LINUX: Bulletproof Answer to Open Source Fears
· Linux provides a revolutionary platform with superb flexibility, dependability and value—and a whole new set of security challenges.

Of the 29 advisories issued from January through October 2002 by Carnegie Mellon’s CERT Coordination Center, the majority of them addressed vulnerabilities in open-source or Linux products.

· “Open source software is now the major source of elevated security vulnerabilities for IT buyers. The poster child for security glitches is no longer Microsoft; this label now belongs to open source and Linux software suppliers.”

—eWeek, Nov. 22, 2002




In today’s complex and heterogeneous enterprise, any effective security solution must be able to secure and run on a wide variety of platforms. Tivoli Access Manager for Operating Systems can currently secure a wide range of Linux and UNIX operating environments, and is constantly expanding its coverage. Tivoli Access Manager for Operating Systems supports Linux on i-, x-, p- and zSeries platforms.

INTEGRATION: Fully Flexible Solutions



Tivoli Access Manager for Operating Systems provides unparalleled breadth in value through full integration with the market’s leading identity management, identity provisioning and security management products. Tivoli Identity Manager, Tivoli Access Manager for e-business, Tivoli Privacy Manager and Tivoli Risk Manager all effectively complement Tivoli Access Manager for Operating Systems. Use of a common approach and infrastructure allow customers to rapidly meet demands for increased responsiveness, improved efficiency and greater economy.

The Tivoli Identity Management suite scales to precisely meet customers’ needs, whether those needs are narrowly focused or broadly conceived. These solutions work together to provide significant return on investment and exceptional levels of service to internal and external users. Close cooperation with industry partners in developing standards ensures that Tivoli’s Identity Management suite is both widely interoperable and remarkably rigorous.


	
	

	
	

















ARCHITECTURE: Simple, Lightweight and Scalable

Tivoli Access Manager for Operating Systems relies on a lightweight, powerful, easily installed architecture. This simple architecture centers on the Tivoli Access Manager Management Server. This server houses all security policy and a database of all users. 
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Tivoli Access Manager for Operating Systems relies on its Tivoli Access Manager for Operating Systems Security Agent for local policy enforcement. The Security Agent locally protects and audits each server. Security Agents act as a firewall in physically preventing unauthorized users from accessing files. The Security Agent also locally audits the use of applications, files and resources. 





For full security even during network interruptions, the Security Agent replicates and caches the security policy and user identifications locally. In the event that the network connection fails, the Security Agent is fully able to make access decisions without contacting the management server.
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