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Tivoli Privacy Manager 

Data Card
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A growing number of privacy regulations and consumer demands for privacy protection have significantly impacted companies around the world. Advances in IT have led to heightened concerns about the way companies protect the personal information they collect. Under many current laws, companies are responsible for protecting this information; especially in industries such as healthcare and finance.

Tivoli Privacy Manager is designed to help large organizations build privacy policies and practices directly into their e-business applications and infrastructure.
Tivoli Privacy Manager Value Proposition

IBM Tivoli Privacy Manager is a unique and innovative product, the functionality of which has yet to be replicated by any other vendor.  It is the first product of its kind to incorporate business purposes and an individual’s choices into access requests, tying security and privacy into the business process itself.  

IBM Tivoli Privacy Manager is a customer-centric product, created solely as a result of an identified necessity on the part of the consumer (Privacy Council input). This makes IBM Tivoli Privacy Manager the first solution to write privacy policies, manage them and enforce them, while also implementing these policies across the entire IT infrastructure.

General Customer Needs

· Regulation compliance – ensuring that security policies meet with growing regulatory compliances
· Brand protection - ensure that systems are safe and secure by eliminating both intentional and unintentional misuse of data by protecting their brands; establishing a high degree of trust with customers and partners. 
· Cost and Time Savings – increase productivity while reducing the cost of regulatory compliance.
· Consistent Deployment of Privacy Policies Across Applications – apply consistent policies across networks and platforms.
Solution Selling

Tivoli Privacy Manager helps organizations build privacy policies and practices directly into their e-business applications and infrastructure. It can be used to automate many privacy compliance activities, which simplifies the incorporation, monitoring and enforcement of privacy policy into business processes. It can also help improve the overall management of privacy policies and processes by providing an infrastructure to support the consistent enforcement of those policies across the organization. 

This innovative, privacy middleware solution binds privacy policies to applications and controls access to sensitive data according to individual privacy preferences. This provides an enterprise-wide view of all privacy policies enabling companies to create, edit, enforce, and centrally manage privacy policies across the entire IT infrastructure.

Successful Marketing Tactics

· Targeted vertical events that address pain points specific to that market i.e. ensuring online patient confidentiality via the HIPAA legislation

· Direct marketing to Tivoli Access Manager customers who can benefit from the cross-sell approach for incorporating business purpose specifications and end-user choices into access requests.

Competition

	
	 ZeroKnowledge "EPM"
	PrivacyRight “TrustFilter”

	Market Share
	- ZeroKnowledge deploying alpha product to select number of customers--not yet commercially available. 

- "CPO Workbench" product originally scheduled for 4Q01, but not available. 

Announced “Enterprise Privacy Manager”
	- Announced availability of TrustFilter in 11/00. Market share unknown.

- Announced consulting and advisory service in April, 2002.

	Strengths
	- Strong board

- Sole focus on privacy
	- Sole focus on privacy, particularly privacy rights management

	Weaknesses
	- Do not own an authorization framework
- Funding is running out
- Antonimization service defunct
- New to enterprise space (previously focused on consumers)
	- Funding does not appear strong 

- Venture Capital:
Cornerstone Capital Management of Colorado Springs, CO, Venture Factory of San Francisco, CA,
Summit Investment Partners of Menlo Park, CA,  C3 Investments of Los Altos, CA
- No enforcement engine

	Business model
	Always deliver services with product
	Unknown

	Target audience 
	Target segments: healthcare, finance, wireless
	Target segments: healthcare, finance, e-commerce

	Channel
	OEM
	Web site lists PwC as a partner

	Value add 
	-Initial focus: data exploration, policy creation, policy mgt. 

- Later plan to extend to policy enforcement and authorization. 

- Claims to be developing ISV partnerships; if successful, this is a significant head start.
	- Have tailored marketing and may have tailored product to specific industries, such as healthcare and finance.

	Brand perception 
	- Known for consumer protection tools

- Name doesn't inspire confidence
	- Less visibility than ZeroKnowledge and much less brand awareness than IBM

	Potential Additional Factors 
	- Have secured total outside funding of $59M, the last round of which was 22M in March 2001.
	Unknown


Customer Profile


Organizations of any size that handle confidential, consumer information


Geo: North America, EMEA, Australia, Japan


	


Decision Maker


· CIO, VP of IT, VP Security�· Chief Security/Privacy Officer �· COO, VP of Operations�· VP of eBusiness, eCommerce�· Managers responsible for network    security and/or access control





Markets


· Finance/ Banking/ Insurance


· Healthcare (HIPAA)/ Pharmaceutical


· Government


· Scenarios: federal legislation, security threat, brand protection, consumer confidence





Challenges


· Creating privacy policies; determining which policies best fit specific industry


·  Monitoring compliance; ensuring policies are honored


· 	Enforcing access to confidential data


·  Identifying existing personal data; locating where it’s stored and identifying where it should be safely stored


·  Ensuring a privacy policy was posted at the time a user submitted their data
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