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Living in the Information Age — we are swamped with information
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Your challenge : make sense of it — manage and control the data you
are respon3|ble for




Survey: ClIO’s want to strengthen competitive advantage by

better managing enterprise data
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What happens when you’re NOT in control of your business data...

Heathcare — “Dozens of women
were told wrongly that their smear
test had revealed a separate
infection after a hospital error, an
independent inquiry has found....
Confusion arose because the hospital
decided to use a code number to
signify “no infections’, not realizing that
it was already in use at the health

authority where it meant “multiple
infections”. ... /

Retail — “Hackers have stolen 4.2
million credit and debit card details
from a US supermarket chain by
swiping the data during payment
authorization transmissions in

Banking — “A rogue trader accused
of the world’s biggest banking fraud
was on the run last night after fake
accounts with losses of £3.7 billion
were uncovered....

The trader used his inside knowledge of
the bank’s control procedures to hack
into its computers and erase all traces
of his alleged fraud. Mr Leeson said
"Rogue trading is probably a daily
occurrence within the financial markets.
What shocked me was the size. | never
believed it would get to this degree of
loss.”
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Banking — “A major US bank has lost
computer data tapes containing
personal information on up to 1.2 million
federal employees, including some
members of the U.S. Senate....

The lost data includes Social Security
numbers and account information that could
make customers of a federal government
charge card program vulnerable to identity

Public Sector — “Two computer
discs holding the personal details of
all families in the UK with a child
under 16 have gone missing....

The Child Benefit data on then includes

name, address, date of birth, National
Insurance number and, where relevant,

bank details of 25million people... /

theft....” ‘ /
WASHINGTON — “The FINRA

announced today it has censured and
fined a financial services company
$370,000 for making hundreds of late
disclosure to FINRA’s Central
Registration Depository (CRD) of
information about its brokers, including
customer complaints, regulatory actions
and criminal disclosures. Investors,
regulators and others rely heavily on the
accuracy and completeness of the
information in the CRD public reporting
system — and, in turn, the integrity of that
system depends on timely and accur:
reporting by firms.”
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.... Resulting in a broad range of potentially life threatening consequences

Ineffective Security..

Brand damage Physical Data
Incorrect ) g y
classification.. Financial loss Loss..
Life threatening Identity Theft

consequences 1 ‘
-y -
‘.\ -f

/\""—‘) Late Disclosures..
Poor Internal .
Controls.. Heavy Fines,
Physical unprotected Legal implications
_Bankr_uptcg_(, Data Loss.. and resignations
Financial ruin,
penalties Fraud on a massive
scale
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Is your information a Liability or an Asset?
= Business success or failure is dependent on how you manage your data.
= Does your management have 100% confidence in the quality of its information?
= In an audit could you prove that your information is being handled correctly?

Ever wonder where
and who your data
is going to, whether
you are meeting
your service level
agreements?

II,HIIEII]

CONSTRUCTION,

Sometimes you re
not really sure what
your data and
information is really
teling you —"data
rich” but
“information poor”
Where’s the value?

Lack of data privacy
and protection
controls during
testing can
compromise the
security of sensitive
information.

” nsuring only the

right IT systems,
applications and
people can access
your data reduces
business risk and
potential law suits.

Making decisions
based on partial or
inaccurate
information can lead
you down the wrong
path and potentially
damage your
business.
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Usage, sharing and processing of electronic data continues to rapidly increase

Increasing Requirements

« Retention of data for auditing purposes

« Growing compliance and data privacy requirements
 High growth data warehouses

Increasing Complexity

 Disparate applications and infrastructure — “virtual.enterprise’

« Auditing of both “live” and “historical” data
« Aligned IT and business compliance is required

Increasing Cost

« Data maintenance and storage costs
* Inactive data degrades data server performance

- Security breaches or compliance failures
can have enormous costs to the business

The top challenge
for 43% of CFOs
IS Improving
governance,
controls, and risk
management

CFO Survey:
Current state & future direction,
IBM Business Consulting Senices
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Data governance is the orchestration of people,
process and technology to enable an organization to
leverage information as an enterprise asset.

Data Governance safeguards information, keeps

auditors and regulators satisfied, uses improved data

retain customers and constituents and drive new
opportunities

n \ . el
Cost Savings — -
Data _ ? Data
Stew ardship Management
. - ‘ﬁ

quality to improve customer satisfaction, lower Business
business risk Processes

Organization Organization )*
n =;.aIL Tk

Inforn-1a.ti{)n
Technology
Processes

Active,
Committed
Champions

Development
Process

)

Reusable
Component-driven

IBM Data Governance Council
Formed in 2004 with 50 Global Companies Including:

Abbott Labs, American Express, Bank of America, Bank of
Tokyo-Mitsubishi UFJ, Ltd, Bank of Montreal, Bell Canada,
BMO Financial Group, Citibank, Deutsche Bank, Discover
Financial, Kasikornbank, MasterCard, Nordea Bank, Wachovia,
Washington Mutual, the World Bank and others...

...and many rely on IBM System z

Data Governance embraces People, Process AND Technology ...spans both
Business and Information Technology Puts information at the top of the Agenda
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IBM Data Governance Council Maturity Model
Where are you / where do you need to be
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“..but only 15% believe that their data is currently

comprehensively well managed.”

So most customers are at Level 1

Gues

Category

Organizational Structures
& Awareness

Stewardship

Policy

Value Creation

Data Risk Management
& Compliance

Information Security
& Privacy

Data Architecture

Data Quality Management

Classification & Metadata

Information Lifecycle
Management

Audit Information,
Logging & Reporting

Description

Describes the level of mutual responsibility
between business and IT, and recognition of the
fiduciary responsibility to govern data at different
levels of management.

Stewardship is a quality control discipline
designed to ensure custodial care of data
for asset enhancement, risk mitigation,
and organizational control.

Palicy is the written articulation of desired
organizational behavior.

The process by which data assets are qualified
and quantified to enable the business to maximize
the value created by data assets.

The methodology by which risks are identified,
qualified, quantified, avoided, accepted, mitigated,
or transferred out.

Describes the policies, practices and controls
used by an organization to mitigate risk and
protect data assets.

The architectural design of structured and
unstructured data systems and applications
that enable data availability and distribution to
apprepriate users.

Methods to measure, improve, and certify
the quality and integrity of production, test,
and archival data.

The methods and tools used to create common
semantic definitions for business and IT terms,

data models, types, and repositories. Metadata that
bridge human and computer understanding.

Management A systemic policy-based approach to
information collection, use, retention, and deletion.

The organizational processes for monitoring
and measuring the data value, risks, and efficacy
of governance.
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IBM Data Governance — A model for success

= Lower Risk and Cost Data Fisk Managoment &

Compliance Value Creation

= Increased profitability

= Competitive differential

= |T/Business data responsibilities Organizational Structures and Awareness

= (Custodial care of data
Stewardship Policy

Requires

= QOrganizational behaviour

A A

= Quality and integrity of all data
“ﬂf*‘;w

= Information collection, use,

Information
retention, and deletlon

Quality - Cy o Security

% 2 : ,
D g Management | | and Privacy

= Mitigate risk and protect data assetg -3?* i

= Architected design for availability
and distribution of data ,f-'"
¢l Classification &

- ! e -
. SN ey
= Common semantics s *"f."' Architecture  [i]  Metadata l"* h%%%ln?ng

ﬁ
= Monitor / measure data value, risk 8 4 i ‘:‘ T ¥ ‘;" BT THE
tn’Jz«?t T e -1.1%.52 ,fo“* Nt s

Enhance
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Start to address your most pressing Data Governance needs with the

3 “Entry points”

Business
Intelligence

Customer
Retention

Up-sell and
Cross-sell

Information
Quality

Master Data
Management

Data
Warehousing

Cost reduction

Risk
management

Business
Compliance
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IBM Data Governance Business Value tools

Data Governance backed by proven business cases

IBM Data Governance Maturity Model

Assessment Workshop

Business Value Assessment (Optim)

(75 Assessiment & Roadmap Tool v4.5.36.0 BEx)
[ Fie Eat vew rew |  COPYRIGHT o CoRP. 2005 2008 Al g Reserved| H H

e T ) . . P

Worksnop name: lest D45 124U524634 I Profie: Data Governance Cient Name: Froxmit Fana Define & Identify Identify Future Costs Financial

( o s pia [v) (summary *) [0 nosessen (Al technical Problem/ i with OPTIM (To-Be) i Summary

[ ; : : e e— Challenge i Business Case

Integrated
Business Case

Determine
To-Be Costs

Determine;
As:|s Costs

Identity ey
Challenges

Financial Value

Measure the
Difference Between
As-Is & To-Be

Identify Costs Today
without OPTIM (As-Is)

InfoSphere™

The Data Governance (DG) | [ There are basic processes Detailed measures of th On going improvement is
process is ad hoc, and to identity data risks and stewardship is documented | |DG process are collected. | |enabled by quantitative
occasionally even cnaotc. | [track quaiy. Successes on | |ana integratea. All projects | [Botn the governance teeapack irom the process
Few processes are defined. | [earlier projects wil like use an appioved version of [ |process and tisk manit are | |and flom piloling innovalive
and success is tied to applications are being the organization's standard | |quantitatively understood | [ideas and technologies
individual cffort repeated DG process and controllca

Confidence Index in terms of
The Confidence Index in The Confidence Index in Confidence Index in terms of [ | Confidence Index in terms of | |risk management
terms of Lata kisk Mgmt | |terms of Kisk Mgmt Risk Mgmt Risk Management otany efort is

ofany eforl is Ofany effortis | [any effort is MEDIUM effecliveness of any efforlis | |HIGH.

Low. LOW to MCDIUM MEDIUM to 11611
Priority ./ Costicomplexity
( ) [_twan: over 1 vear ana mutupte Lot
Assessment | * Definition & Examples | | Comments | | B Map Inatives  Projects (Reauired) |

software

COST SAVINGS SUMMARY

Project Assumptions

Business Value
Driven
Data

Return (IRR)

years)

Define Project Costs

wironment
e

Return on Investment

CPU Savings

Total Costs. $ 723,426.09
Total Benefits $ 1,731,363.82

$ 1,007,937.74

Labor Cost Savings

NPV
ROI
Payback Period

Governance

139%
0.4

TOTAL COST SAVINGS in year 1

ROI SUMMARY

TOTAL SAVINGS OVER 3 YEARS

Annual SAVINGS OVER 3 YEARS*

ROl calculators (DM Tools)

5120
$1.00
5080

§$ Millions

5
0 1 2 3 4 B

$405,000.00 | $481,363.64 | $550,78512 | 61380557 | $671268.70 | $723.426.00
$839,182.22 | $979,143.86 |51,135,015.69 | 51,308,606.33 | $1,506,605.84 | $1,731,363.82
Year

Costs (5}
Benefits (5)

$1,008,589.62

$336,196.54

Information Server)

Data Quality Assessment (InfoSphere
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DB2: 59 out of the top DB2: 23 of the top
60 banks in the world 25 US retailers

UPS runs DB2 for z/OS to support the world’s largest known peak database

workload
1.1 Billion SQL statements per hour!
24x7 ATM Runs the world’s
Deposits ”nr stock exchanges
& Withdrawals \ / = & banking

Reserves = Tracks the world’s
airline seats Ael packages

8 of every 10 of the largest retail banks in Australia, Germany, Japan,

and the United States use IMS for their core banking

$3 trillion/day transferred 95% of top Fortune Over 15 billion GBs of
through IMS by one customer 1000 companies use IMS ' production d_gta in IMS...
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System z the ultimate hardware platform for Data Governance

= Business Resilience
« System & Application Integrity
«  z/OS integrity statement

« Storage protection keys inhibit trojan horses, worms
& viruses

* Business Process Integration
« Business continuity and high availability
= Business Compartmentalization of work
- Common Criteria certified partitions and guest

isolation
* Workload management
= Data Confidentiality IBM System z™ - Used by 95% of

Fortune 1000 Companies /

_ _ Handling 70% of the World’s

« Hardware encryption services Corporate Data / 99.999%

* Encryption Key Management Availability / Designed to Protect
Against Hacks

*  Row based security for DB2 and multi level security

95 percent of Fortune 1000 companies store their business data on IBM System z

System z - Why put your data anywhere else ?
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Information Quality
Entry Point

A
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Information Management: It can’t be just for the IT staff any more

Bad data is bad for business

EE Home

Search

© UK version @ International v

sion | About the v

By VL

LCCONOMIC VICW

So We Thought But The

¥ LIVE BBC NEWS CHANNEL Publishe]

News Front Page Last Updated: Wednesday, 19 March, 2003, 15:51 GMT

World B8 Email this to a friend B Printable varsion
\ '-': Amazon shuts after price error E <
Englan 3 t]]
Northern Ireland The Amazon UK o i
scotland website was ¢
wales  temporarily closed after =
Business| a pricing error on its

Markst Data
‘Your Money
Economy
Companies
Politics
Haalth

website saw pocket
personal computers
being sold for just £7.

The Hewlett Packard

A

~

IT’S NOT JUST THE LENDERS There has been plenty of talk a
“predatory lending,” but “predatory borrowing” may have been the bigger
problem. As much as 70 percent of recent early payment defaults had
fraudulent misrepresentations on their original loan applications, according
to one recent study. The research was done by BasePoint Analytics, which
helps banks and lenders identify fraudulent transactions; the study looked
at more than three million loans from 1997 to 2006, with a majority from
2005 to 2006. Applications with misrepresentations were also fivegiffie
into default.

Many of the frauds were simple rather than ingenious. In some cases,
borrowers who were asked to state their incomes just lied, sometimes
reporting five times actual income; other borrowers falsified income
documents by using computers. Too often, mortgage originators and
middlemen looked the other way rather than slowing down the process or
insisting on adequate documentation of income and assets. As long as
housing prices kept rising, it didn’t seem to matter.

10. Short-Selling on States Can Pay Off

9. A Curious Coalition Opposed Bailout Bill

Go to Complete List »

mim

Als0 i Hovies:

ADVERTISEMENTS

Meod oL,

Product prices clearly out of
range contribute to lost
profits

Missing and invalid data and a lack of oversight
contributed to subprime mortgage debacle

84% of large businesses believe that poor data governance can reduce the accuracy of business

decisions”

Figure 1. Enterprise Information Management Topics

000 1.00

200 300 400 500 600

7.00

Managing information as a strategic asset

and information quality issues
Developing a content strategy (valuation, integration, analytics and policy)

Data and content integration strategy and architecture
Developing a strategy for search and information access

Sources: 2006 IBM Survey — 50 Large Companies and Mar 2007 Gartner Report

_ 2

Data governance and
data quality go hand
in hand

e
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Other facts about the impact of data quality.....

Scrap and rework

Increased costs
83% of data integration projects either ./
overrun or fail r

Lack of consumer
confidence

Lozt opportunities

Inaccurate or incomplete data is a

leading cause of failure in ®—
bUSIness-|n;[)erIcl)|%i?Sc; ® and CAM ~ Low data quality costs companies
| $611 billion annually
257 of time Is spent ® ¢ Undetected defects will cost 10 to 100 times as

clarifying bad data much to fix upstream

Ve
¥ 00 i |
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Process For Information Quality Management and Stewardship

= An integrated platform to understand, cleanse, transform and deliver information
in a consistent and consumable way across all your business applications.
Enables data Stewards to drive and manage policies across business and IT

Establish Data Quality Ownership & Sponsorship

Understanding Data
Quality

(Data Quality
Assessment)

Analyze Source Data

Measure & Baseline Data Quality

Standardization rules

Certification & Enrichment

Enforcing Data

Matching rules Quality Standards

Re-Measure Monitoring
Data
Quality
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The IBM Solution: IBM InfoSphere Information Server on System z

Delivering information you can trust

IBM InfoSphere Information Server on System z

Unified Deployment

Understand Cleanse Transform Deliver

O | O | 6 | O

Discover, model, and Standardize, merge, Combine and restructure Synchronize, virtualize and
govern information and correct information information for new uses move information for in-line
structure and content delivery

Unified Metadata Management

Parallel Processing
Rich Connectivity to Applications, Data, and Content
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Industry Data Models

Industry best practices
“Fast start” accelerators

Help comply with industry
regulations

Helps with interchange of
information

What we offer

First, comprehensive data models containing data warehouse design models, business
terminclogy model and analysis templates to accelerate the development of business
intelligence applications. Second, best practice business process models with supportive
senvice definitions for development of a service-oriented architecture (S0A). The resultis

acceleration of projects and also reduced risk.

IBEM Banking Data Warehouse

Data models that focus on solving challenges
such as enterprise risk management, single
view of customer, product and channel
profitability visibility and more.

IBEM Banking Process and Service Models

Business process models that focus on
solving challenges such as KYClaccount
apening, lending and syndicated lending,
payments, risk and compliance and more.

IBM Insurance Information Warehouse

Data models that focus solving challenges
such as claims, intermediary performance,
compliance, risk management, customer
centricity visibility and maore.

IBM Insurance Process and Service Models

Business process models that focus on
solving challenges such as claim
management, product portfolio management,
underwriting and financial transactions and
mare.

IBEM Health Plan Data Model

Data models that focus on solving challenges
such as claims management, disbursement
analysis, medical utilization, member and
provider management visibility and mare.

IBM Retail Data Warehouse

Data models that focus on solving challenges
such as supply chain, multi-channel,
regulatory compliance, Customer
management visibility and mare.

IBM Telecommunications Data Warehouse

Data models that focus on solving challenges
such as networkiwirelessiwireline usage,
customer churn, campaign performance
visibility and more.

IBM Financial Markets Data Warehouse

Data models that focus on solving challenges
such as risk reviews and task compliance,
growth in hedge funds/buy-side firms,
regulatary and compliance visibility and more.

IBM Financial Markets Process and Service
Models

Business process models that focus on
saolving challenges such as trade processing,
hest execution (including MiFID), sales and
relationship management and maore.
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Information Quality Customer example — Irish Life

Challenge

: : : Benefits
= Customer information stored across many different systems;

policy administration, sales and marketing, customer account
mortgage systems following merger.

= Challenging for staff to gain a complete picture of clients’
interactions with the company.

= Unable to detect client service problems

= Difficult to determine cross-sell opportunities.

- Improved the value and service resulting in

= Customers requiring multiple PIN number per policy when better customers retention.

logging on to web site

_ “We’ve standardized our customer name

=|IBM InfoSphere Information Server, Developed a Customer Centric and address data using IBM InfoSphere

hub built around SOA principles . . . .
QualityStage. This allows us to identify,

=Single source of the “Truth” match and merge duplicate records so

=Developed the right data governance policies to validate information we have a Smgle view of our
when it is first captured.” customers....It also enables us to

develop the right data governance
policies to validate information when it

is first captured.” Noel Garry, Executive Manager, Irish
Life & Permanent

9.]..'-
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Lifecycle Management
Entry Point
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Lifecycle Management Entry point

= A setof run times and integrated tools to store, manage and process structured
data and unstructured content across its lifecycle with powerful performance

management and optimization tools as part of your data management, records
management, data warehouse and OLTP solutions

Two sides of the “data coin”

= Structured data
— Relational, hierarchical, XML type data...

= Unstructured content
— Paper, emails, spreadsheets, documents...

w0 N




| Information Management

Manage structured data across the lifespan
— from design to delete

= The depth and breadth for virtually every
business requirement

» For information on System z and nearly
every other platform

= Exceed business requirements for the
toughest IT challenges such as
Compliance, Data Warehousing,
Performance Management and more

= Deliver increased information availability
‘ with improved manageability

IBM Data management Tools for System z

DB2 and IMS Tools Optim Solutions
DB2/IMS Backup & Recovery Optim Test Data Management
DB2/IMS Utilities Management Optim Data Privacy
IMS Transaction Management Optim Data Growth
DB2/IMS Compliance InfoSphere Data Architect
DB2/IMS Application Management Data Studio Developer
DB2/IMS Performance Management Data Studio Administrator

Tivoli Omegamon Performance and Monitoring

i T
| INSURANCE |

A oanca ascr (VY i e
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Two sides of the Information Coin

= Structured data
— Relational, hierarchical, XML type data...

= Unstructured content
— Paper, emails, spreadsheets, documents...




Leveraging Information for Smarter Business Qutcomes

There is a Common Information Lifecycle Based on the
Value of Information, Not only the Storage Technology

Frequency of
Access and Use

Born Digital
0,
Over 90% of information is Roughly 95% has a
retention policy ... very

born digital ... and the rest _
should become digital “” Sh°U|d be kept

© 2009 IBM Corporation



Leveraging Information for Smarter Business Outcomes

ROI of Compliant Information Management

Automate
decisions, clean
up legacy data —
save up to 17
cents per
document

Enforce records
retention to reduce
eDiscovery and
storage costs by

50-80%

pdvanced Recorgs
glassificatiof Magemeny

Leveraging a

; common -
goptel infrastructure ISCovery
tion & Sear 4
Collec accelerates cost th &

reduction Analytigs

Compliant
Information

Management

ECM Platform Optimize
eDiscovery
decisions to

reduce costs by

up to 80%

Control Growth,
remove duplicate
data — reduce

storage costs by
50%-80%

Information Infrastructur

© 2009 IBM Corporation



Leveraging Information for Smarter Business Outcomes

No Paper Weight — Customer Case Study

~Challenge

The bank needed to control challenges from runaway
proliferation of paper and physical records:

* reduce the costs of physical record usage, & storage, and

improve operational process efficiency

* reduce the risks associated with paper documents in
eDiscovery, compliance, security, & privacy matters

« improve visibility and gain new intelligence by leveraging
information access and reuse for better decision-making

» enable Green initiatives via reduced paper consumption
and physical storage requirements

The bank expanded its IBM technology investments with
strategic Agile ECM facilities:

* IBM Content Collector to capture email, file system and
hard drive content to reduce copy printing and storage

* BM FileNet Image Manager and Capture ADR for
document imaging and paper elimination
* BM FileNet Records Manager
+ for records lifecycle controls for born-digital, scanned,
and legacy physical content
+ Leverages IBM FileNet Business Process Manager to
optimize business and records processes

Large US Commercial Bank

Business Benefits

Payback period of 4 months

$40K: Daily amount lost if solution not
implemented

196%: Internal Rate of Return in first year
$11M: Total savings in first year, including:
* $9.1M direct labor cost reduction

* $1.2M in productivity improvements
from IBM FileNet ZeroClick Records
Declaration

248. Number of trees saved each day

TechTarget Case Study based on IBM analysis

Independent analyst validation by Cohasset
Associates

Cost Effective Electronic Records Management
by Cohasset Associates

No Paper Weight — More information




Leveraging Information for Smarter Business Outcomes

Enterprise Content Management solutions on System z

» Ball State University — information on demand

* Expected to reduce production printing costs by 50%

« Significant time savings enabling staff to spend more time on student outreach and

organizational growth BALL STATE

- Innovative learning opportunities that give students a competitive advantage in the AIVERSITY.
Jjob market

= “With IBM ECM all of a sudden information is available—as it’'s needed and where
it's needed.” -Charles Tuite, Lead Enterprise Content Management Architect, Ball
State University

 Goather Group — underwriting and policy management @ﬂtl’luer

= Faster and easier retrieval of documents; clearly defined and automated document
workflow enables a more responsive business; reduced costs through elimination
of manual document processing and archival; stable and robust IBM System z™
platform offers optimal support for business-critical document management
processes

* Supports insurance clerks in routing and archiving documents through typical
business processes such as underwriting and policy administration

«  “IBM DB2 Content Manager enabled us to build a robust solution quickly and on
our preferred platform — IBM System z.” Hans-Georg Pusch, Product Manager
CMS, Informationsverarbeitung und Dienstleistungen GmbH

© 2009 IBM Corporation
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Information Protection
Entry Point
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Information Protection

= A set of tools for Information Protection that secure access, provide encryption of
your data, ensure privacy controls are in place, combining powerful but flexible

analysis and reporting tools.

Secure Data

*Prevent Access
* Restrict Access
* Monitor Access

Protect Data

Privacy
*Mask Data
*Encrypt Data

Audit Data
*Audit Access

*Audit Privileges
*Audit Users

Ensures that data is secure, available
to only those that are authorized and
all access monitored

De-identification that enables
organizations to substitutes sensitive
data with realistic and fully functional
masked data and encryption of online
and off line data sources

Timely data and flexible reporting for
use in internal and external auditing
activities — The “who, what, when
where, how.”

"A company with at least
10,000 accounts to
protect can spend,

in the first year, as little
as $6 per customer
account for just data
encryption, or as much
as $16 per customer
account for data
encryption, host-based
intrusion prevention, and
strong security audits
combined. Compare
[that] with an expenditure
of at least $90 per
customer account when
data is compromised or
exposed during a
breach,”




Tivoli Security Management for z/OS

*Facilitate compliance with security requirements and policies

*Reducing administration time, complexity, implementation efforts, and costs
*Monitor and audit for threat incidents,

*Comprehensive enterprise-wide viewand sophisticated analysis of audit
*Integrate RACF, mainframe security capabilities for comprehensive identity
management, access control, data protection, audit and compliance reporting

IBM Optim Data Privacy for z/OS

*Protects sensitive data as it is used for other purposes:

*Removes, masks or transforms elements that could identify an individual
*Masked or transformed data must be appropriate to the context

IBM DB2 Audit Management Expert for z/OS
*Helps auditors answer Who, What, Where, Why, When, How
*Centralizes audit data

*Automates auditing process

*Creates segregation of duties

*Flexible reporting and analysis
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Information Protection Customer Examples

.| Security - needed improve its system security management and monitoring capabilities.
AVIVA Benefits - robust audit and compliance reporting that can adapt to evolving requests
from auditors and compliance officers - Respond quickly to security events, such as breaches or

misconfigurations — Improved efficiencies by replacing home grown solutions with off-the-shelf solution
"IBM Tivoli zSecure software gives us a simple, powerful way to comply with identity and access management initiatives, and to assure auditors that
preventative, detective and corrective controls are installed. " - —Phil Secker, Security Support Manager, Norwich Union

— are Privacy - protect its confidential employee salary and pension information in non-

. production (development, testing and training) environments to satisfy data privacy and
meet TYEL compliance requirements. Benefit -able to protect confidential data to strengthen public
confidence and adhere to TyEL compliance requirements as well.

“Optim’s data masking capabilities ensure that we can protect privacy in our development and testing environments,” Katri Savolainen, Arek Oy.

american Family  Audit and Compliance - Needed to guard against compliance failures

m Benefits - Details on who made changes to the data, as well as where and when the
changes were made - Let auditors participate in data auditing activities with less database administrator
involvement - Free up valuable IT staff resources - Eliminate manual auditing processes that can be

time-consuming and error-prone

American Family Insurance leveraged IBM's integrated System z solutions to surpass internal and external audit and compliance requirements — while
decreasing IT costs 20%.
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Agenda

The challenges and pressure on business data today

The IBM Data Governance Council and DG Framework

Entry points to address you most pressing Data Governance needs

Summary and Call to Action
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Summary

Take Back Control with IBM Data Governance solutions on System z:

Transform your information from a Liability into your most strategic, valuable Asset
Help manage business risk by enforcing security, audit, privacy and policy controls
Lower operational costs by optimising data management, retention and archiving
Increase profitability by enabling more accurate business intelligence

Increase management’s confidence in making more informed decisions based on quality and more
complete data

Increase customer satisfaction and retention through targeted advertising and up/cross selling

Software, Hardware and Expertise.

Information Management - the comprehensive end-to-end Data Governance software solutions
System z - the ultimate platform to govern your enterprise data
IBM Industry Data Models as a fast-start, best practice and help with industry compliance

GBS - Expertise and skills from DG readiness assessments to solution implementation.

For more information visit

— www.ibm.com/software/os/systemz/iod and click “Data Governance”
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