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The who’s who of the world’s biggest data breaches....
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Why is it happening?

Mobile

private BYOD

Data is... Data is...
Leaving the Data Center Generated 24x7
Stored on shgred drives Used Everywhere
Hosted by 3 party Always Accessible
Managed by 3 party On private devices

Consumerization of IT Everything is Everywhere
There is
Data s
v Pata is
Data is than ever before

BigData

Data is...
Produced in high volumes
Stored unstructured
Analyzed faster/cheaper
Monetized

Data Explosion



Data Security is frequently in the news

President Obama declared that the “cyber threat is one of the most serious economic and

national security challenges we face as a nation.”

Former NSA director tells the Financial Times that a cyber attack could cripple the nation’s banking
system, power grid, and other essential infrastructure.

U.S. Defense Secretary Chuck Hagel said that intelligence leaks by National Security Agency (NSA)
contractor Edward Snowden were a serious breach that damaged national security

Hackers had broken into its in-store payments systems, in what could be the
largest known breach of a retail company’s computer network. Estimated 60

million credit card details stolen.

Hackers orchestrated multiple breaches of Sony's PlayStation Network

knocking it offline for 24 days and costing the company an estimated $171 Dt

million, and significantly damaged brand reputation BreaCheS

One of the world’s largest corporations has been hit with a widespread data breach: Vodafone ©n the lisg

1047 1088

Germany, personal information on more than two million mobile phone customers has been
stolen, extracted from an internal databases by an insider

In an act of industrial espionage, the Chinese government launched a massive and
unprecedented attack on Google, Yahoo, and dozens of other Silicon Valley I
companies.... Google admitted that some of its intellectual property had been s
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Data breaches are on the rise...
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Table 10. Compromised assets by percent of breaches and percent of records*

Type Category All Orgs Larger Orgs
6% | 96% | 33% | 98%

Database server Servers

2012 Data Breach Report from Verizon Business RISK Team



Data Governance and Security are changing rapidly

Everything is

Consumerization of IT Everywhere

Attack Sophistication

...to logical “perimeter” approach to security—focusing on the

Moving from traditional perimeter-based security... g pac ) )
ata and where it resides

: Cloud, Mobile and Data momentum is breaking down the traditional perimeter and forcing us to look at security differently
Focus needs to shift from the perimeter to the data that needs to be protected



Real time monitoring and alerting is key

Attacks occur in minutes yet not discovered for months without real-time monitoring
Customers will say they have their own solution — but they never monitor in real time
They can't act as fast as the bad guys with home grown solutions.

Initial Attack to Initial
Compromise

Initial Compromise to
Data Exfiltration

Initial Compromise
to Discovery

Discovery to
Containment/Restoration

Time span of events by percent of breaches

-

Seconds Minutes Hours
10% 75% 12%
38% 14%

\8%

0%
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z Systems and Big Data
A significant data source for today’s business
critical analytics

® Data that originates and/or resides on zEnterprise
— 2/3 of business transactions for U.S. retail banks
~ 80% of world’s corporate data

[ . .
Businesses that run on zEnterprise
~ 66 of the top 66 worldwide banks
— 24 of the top 25 U.S. retailers
~ 10 of the top 10 global life/
health insurance providers

®* The downtime of an application running on
zEnterprise = apprx 5 minutes per yr

° 1,300+ ISVs run zEnterprise today

~ More than 275 of these selling over 800
applications on Linux




“Breaches in data security have been increasing steadily over the last few years... These kind of
incidents can seriously damage brand image and customer confidence... and impact share price and

bottom line performance” — Information Governance: Audit and Protection on the IBM System z platform (A report paid for by

IBM in December 2011 by Mike Ferguson, independent analyst)

The potential costs of doing nothing

1 (1)
$5.5|v|(1) $194( ) 28.349

average number of

U S D U S D breached records

average cost Average cost per per incident
of a data breach Compromised
record

Using home grown approaches can be risky

New sources of threats:

Manual approaches can outsourcing, webfacing
Ieav<_a you open to higher risk applications, moblle access, complexity
and inefficiencies stolen credentials and insiders

(1) 2011 Cost of Data Breach Study United States Benchmark Research Conducted by Ponemon Institute LLC Report: March 2012, Sponsored by Symantec.

R & Hif

of records
compromised
involving database
servers

Requirements for privacy and
security by role can add

(2) "2012 Data Breach Investigations Report. A study conducted by the Verizon RISK Team with cooperation from the United States Secret Service, the Dutch National High Tech Crime Unit, the Australian Federal Police, the Irish Reporting & Information Security Service and the Police

Central e-Crime Unit of the London Metropolitan Police."




IBM InfoSphere Information Governance solutions.

Data Security Architect
“I need to understand where data is
and how it is related to other data. |
also need to identify sensitive data

and how it is to be classified from a
security perspective.”

Corp Compliance Officer

“We have to comply with regulatory
and industry mandates and must
protect the organization from
negative external visibility resulting
from failed audits and non-
compliance.”

Py e - - oA -
« LIScCover your UBMS
Discover your DBMSs DB vulnerability assessments

* Discover & classify

sanaitive data Discover Assess
Continuously update & &

+ Masking sensitive data

« Encryption of sensitive data

* Archive un-needed data

HEouy poRokes CIaSSify Harden s Preconfigured tests based
best practices
and slandards

L Critical )
DataServer
( Infrastructure Monitor & alert on attacks )

« Cross-DBMS policies
* Monitor privileged users

* Pre-built compliance M .
, onitor
reports (SOX. PCI. etc « Monitor changed behavior
+ Enterprise integration & * Real-ime alerts

* SIEM integration Enforce * Prevent cyberattacks
= Sign-off management cation-layer fraud
* Centralized audit repository

> controls

]

* No database changes « Forensics data mining

c

. J
Auditor Chief Security Office
“I need 100% visibility and “I need tools that help me interpret

8 transparency into the who, what, and implement security policies into

IT deliverables. | also need better
ways to manage security and be
alerted of potential threats before a
breach occurs.”

where, why and how of what's
been happening with the data.”




Core disciplines need to be in place to achieve benefits

Focus on CONTINUOUS process
uproverwnt

Process QUANTITATIVELY measured
aaq controlad

T

Process characterized lor the
ORGANIZATION and is PROACTIVE

Process charactertzed for PROJECTS
1015 MANAGEABLE

Process unpredictabie. poorty controbed
and REACTIVE

Requires

Supports

Goals

Business Outcomes

Enablers

Organizational Structures & Awareness

Stewardship

- —— ——

Data Risk Management

Policy

Core Disciplines

Information

Quality
Management

Information
Life-Cycle
Management

Supporting Disciplines
Data | Classification & Audit Information
Architecture Metadata Logging & Reporting

Enhance

“Information governance is the orchestration of people, process and technology to enable an organization
to leverage information as an enterprise asset.
Information Governance safeguards information, keeps auditors and regulators satisfied, uses improved
data quality to improve customer satisfaction, lower business risk retain customers and constituents and
drive new opportunities”



Take the Information Governance Maturitv Survev

Your data is saved after you complete each section so feel free to take your time. You can re-take a section at anytime.

Take

Take

Take

Take

Take

Take

Take

Take

Take

Take

Take

Org Awareness &
Structure

Stewardship

Policy

Data Risk
Management

Value Creation

Data Quality

ILM

Security

Data Architecture

Metadata

Audit

Your Score

Desired Score

# Taken By
Community

145

118

103

103

94

121

87

82

156

103

99

Community
Average

16
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16
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18

18

23

25
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19
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Median

14

1.5

1.3

17
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14

1.7

|



Agenda

Big Data opportunities and threats
Proactive and preventative information protection

Summary and Call to Action



Tech

Focus moving to Data Centric Security

Trajectory:

=== Significant success
=== Moderate success
- Minimal success

Tlme to reach next phase:
< 1 year .» 1to 3 years ( ) 31to 5 years

(1) 5 to 10 years '_\./' > 10 years

: Data
o Tokenization classification
High Database encryption ' Database
and masking \__(b»)/ monitoring
Identity and >‘:u:\ and auditing
access management (»r Email
Y encryption o
Secure file sharing Backup - Archiving
> and collaboration encryptlon (\,. ’...'
< E Medium Data | Security
e e S information
2 e prevention 4 NAV » mana ant
2e /File-level , ’ gem
83 Jencryption 5%/ Full disk Managed
@ s encryption file transfer
g3 —
dz Low Data discovery
L]

Negative

61547

Enterprise rights
management

Enterprise key

management
Storage area —
network encryption  NAS
Creation Survival Growth Equilibrium Decline

Ecosystem phase

Source: Forrester Research, Inc

FORRESTER'

“The shift to data-centric
security is finally happening”

TechRadar™: Data Security, Q2 2014

Market leader

Within a year




Data at Rest

How we do 1t?

Configuration Data Data in Motion

Discovery
Classification

Where is the
sensitive data?

Masking
Encryption

How to protect
sensitive data?

Security Policies

How to secure the
repository?

oy
VA

Vulnerability
Assessment

Activity
Monitoring

Blocking
Quarantine

Dynamic Data
Masking

Entitlements Reporting

What is actually

How to protect
happening?

sensitive data to
reduce risk?

Who should How to prevent
have access? unauthorized
activities?

Dormant Data Security Alerts / Enforcement

[ Dormant Entitlements

] Compliance Reporting




Address the Full Data Protection Lifecycle

.
*DB vulnerability assessments

y Masking sensitive data

: ¢ Encryption of sensitive data
data Discover ASsess o .
Archive un-needed data

[ ] 0 .
Copt}nuously Update secuit & & ¢ Preconfigured tests based on
el Classify Harden best practices / standards

® Discover your DBMSs
[ ] . . i
Discover & classify sensitive

Critical
p DataServer N\

. N Infrastructure ® Monitor & alert on attacks
Cross-DBMS policies ° . -

° . . Monitor privileged users
Pre-built compliance Monit ® Vonitor ch d behavi
reports (SOX, PCI, etc.) onitor LS C. ange _ SRS

& Real-time alerts

Enterprise integration
SIEM integration Enforce
Sign-off management
Centralized audit repository
No database changes

® Prevent cyberattacks

[
Enforce change controls
® Forensics data mining




Find your Data Servers

Scan the network to develop an inventory of databases
Schedule regular scans to discover new instances
Policy-based actions

Alerts

Add to group for monitoring

r[Adrninistration ConsoleUAccess ManagementUToolsU Daily MonitorC]U SQL Guard MonitorUTap MonitorUlncid-
SQL Count

Nt Databases Discovered
Session Count
Logged Threshold Alerts
Logged RIT Alerts Start Date: 2008-06-26 14:48:49 End Date: 2008-06-26 15:48:49
Exception Count Time Probed Server IP Server HostName DBType Port PortType #
Dropped Requests 2008-06-26 15:31:00  10.10.9.253  10.10.9.253 Oracle 1521 tcp 1
TCPEcepions 2008-06-26 15:30:58  10.10.9.253  10.10.9.253 MSSQL 1433 tcp 1
Adiin User Logine 2008-06-26 15:30:15  10.10.9.55  osprey Oracle 1521 tcp 1
Datalbases Oy Tive 2008-06-26 15:30:15  10.10.9.55 Syb 4200 1
Data Discovered -30: 10.9. osprey ybase cp
Retrospective Report Requests | 2008-06-26 15:30:32  10.10.9.56  10.10.9.56 Oracle 1521 tcp 1
Values Changed 2008-06-26 15:30:58  10.10.9.56  10.10.9.56 DB2 50001 tcp 1
Thrnnﬁhrnli
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Sensitive Data Discovery

The Problem: Finding Sensitive Data can be difficult:

" Sensitive data can’t be found just by a simple data scan.

| .
“Corporate memory” is poor

. Hundreds of tables and millions of rows:

" Data guality problems make discovery more difficult

Sensitive Relationship Discovery

|
5 |
The Soluuon: | System A Table 1 _ System A Table 15

Number Name Patient Result Test

3544600986 AlexFulltheim 3802468 N 53

- Common PII data element ag7is N 83

. 3786736304 BillAlexander 4600986 N 32

d IS Cove ry 6783802468 BobSmith 5061085 N 53

. . 4035567193 EileenKratchman 5567193 N 72

—  Pre-Defined Scannlng 8037409934 FredSimpson 6123913 Y 47

DA = 4306123913 George Brett 6736304 N 34

 Custom sensitive data discovery 70094 N 3

. o o " 4594182715 JimJohnson — 18150928 N 47

—  Supply Discovery with “descriptions/examples 1288966020 MartinAston ~ 15966020 N 24

— Discovery will scan for matching columns

System Z Table 25

) .. . = —
 Hidden sensitive data discovery
— Sensitive data embedded in free text columns Z ::f;am";ymsease
* Scan by “floating” patterns a7 Hemorrhoids
34 Dermatamycoses

— Sensitive data that is partial or hidden




Address the Full Data Protection Lifecycle

\
*DB vulnerability assessments

¢ Masking sensitive data

. ¢ Encryption of sensitive data
data Discover ASSess o _
Archive un-needed data

[ J . 5
Co_nt_l ALEE AR s LR & & Preconfigured tests based on
policies Classify Harden best practices

and standards

® Discover your DBMSs
[ ] . 0 e
Discover & classify sensitive

Critical
i DataServer .
[ J .
® Cross-DBMS policies Infrastructure I:/Ionltc_)r & al_ert on attacks
¢ Pre-built compliance : Monitor privileged users
reports (SOX, PClI, etc.) Monitor ® Monitor changed behavior
l ) g [ ] .

Enterprise integration & . Real-time alerts
SIEM integration Enforce Prevent cyberattacks

® Detect application-layer fraud
® Enforce change controls
® Forensics data mining

Sign-off management
Centralized audit repository
No database changes
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Vulnerability Assessment
Based on best practices

| . . . .
Cost effectively improve the security of data servers by conducting automated database
vulnerability assessment tests

. Packaged tests to detect vulnerabilities including inappropriate privileges, grants,
default accounts and passwords, security exposures, patches, etc.

. Capabilities enabling the development of custom tests
" Based on industry standards such as STIG and CIS

. Management of VA testing from central InfoSphere Guardium console for enterprise-wide
control

. Integrated with other InfoSphere Guardium elements for improved process efficiency,
including Compliance Workflow Automation and audit repository

" Based on DISA STIG and CIS security standards
. Server defaults
. Patch levels
OS and DBMS Vulnerability Assessment



|ldentify Unpatched and Misconfigured Systems
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Eliminate inappropriate privileges

Cat. Test Name Datasource PIF Sev. Reason
Priv. Access To The UTL FILE Package is ORACLE: Fail Major Found Exec UTL_FILE privilege granted to public
restricted Oracle EE- o commendation: Permissions to execute the UTL_FILE package have been granted fo users other than DBAs. UTL_FILE allows
Joe users to access operating system files from Oracle, which may result in & security breach.
Conf. LOG ARCHIVE DUPLEX DEST Set ORACLE: Fail Major Parameter. 'LOG_ARCHIVE_DUPLEX_DEST" is not set.
Oracle EE-  pecommendation: LOG_ARCHIVE_DUPLEX_DEST is not set. We recommend fo sef this parameter to & valid directory owned by
Joe Oracle set with owner and group readMvrite permissions only.
Conf. MAX_ENABLED ROLES is not qreater ORACLE Fail Major Parameter. MAX_ENABLED_ROLES' with a value of 150" has been obsoleted for version 10.2.
than 30 Oracle EE- oo commendation: Max_enabled_ roles is set fo & value higher than 30, This parameter should be limited as much as possible
Joe (Typically SYS gets 20 roles by default)
Priv. No 'Catalog’ Role Assignments ORACLE: Fail Major Some users or roles other than predefined dba or roles have been granted default roles: SH, OLAPSYS,

Oracle EE - PERFSTAT, IX.

Joe Recommendation: Access to Data Dictionary and Catalog roles, 'SELECT_CATALOG_ROLE', 'OLAP_DBA'
EXECUTE_CATALOG_ROLE', 'DELETE_CATALOG_ROLE', 'RECOVERY_CATALOG_OWNER' is granted to some users. We
recommend restricting access to the Data Dictionary. Access to the Data Dictionary should be done using the VS views.
'SELECT_CATALOG_ROLE' may be granted to 'SYS', 'DBA’, 'OEM_MONITOR;, 'EXP_FULL_DATABASE', IMP_FULL_DATABASE,
'OLAP_DBA', 'OLAP_USER". 'OLAP_DBA' may be granted to 'SYS| 'DBA’, 'OLAPSYS' EXECUTE_CATALOG_ROLE" may be
granted to 'SYS', 'DBA’, ‘EXP_FULL_DATABASE, 'IMP_FULL_DATABASE' 'DELETE_CATALOG_ROLE' may be granted to 'SYS, =
'DBA" 'RECOVERY_CATALOG_OWNER' may be granted to 'SYS'

Priv. No Authority To Create Libraries ORACLE: Fail Major Some users or roles without DBA or IMP_FULL_DATABASE authority have CREATE LIBRARY privileges: MDSYS,

Oracle EE - DMSYS, EXFSYS, ORDSYS, ORDPLUGINS, XDB.

Joe Recommendation: The CREATE LIBRARY (or CREATE ANY LIBRARY) privilege has been granted to some users. We recommend
revoking this privilege unless it is absolutely necessary for a very minimal number of users to have the privilege. These privileges
can be used fo access the operating system, and they allow & user to load an operating system binary file and make calls to that
binary’s functions.

Priv. No Roles With The Admin Option ORACLE: Fail Major Found roles granted WITH ADMIN option

Oracle EE - pocommendation: Roles have been granted with the admin option to roles or users other than DBA, SYS, and SYSTEM. When 8

Joe role is grantable, & user can grant that role to other users. Since granting roles should be restricted, we recommend that you not
grant roles with the GRANT option



Sensitive Data Masking

Masked or transformed data must be appropriate to the context:

—Consistent formatting (alpha to alpha)

—Within permissible range of values

—Context and application aware
—Maintain referential integrity

A comprehensive set of data masking techniques to transform or de-identify data, including:

=String literal values
»Character substrings
»Random or sequential numbers

PersNbr FirstName LastName
08054 Alice Bennett
19101 Carl Davis

sArithmetic expressions
=sConcatenated expressions

=Date aging

=Lookup values
=Trans Col

PersNbr
10000
10001
10002

FirstName
Patricia
Claude
Michael

LastName
Zakhar
Monet
Parker

PersNbr FsStNEvtOwn

LstNEvtOwn

PersNbr FstNEvtOwn

10002 Michael
10002 Michael

LsStNEvtOwn
Parker
Parker




Encryption is everywhere — but where and how makes a difference

Encryption

\ Management
\

File system encryption
Database encryption

[
-~

Switch encryption

B

Encryption

Enterprise Tape
Library

Disk Storage

Array _
Encryption Encryption

Encryption choices — why should encryption be
built into storage

Performance — cryptography can be
computationally intensive

Efficiency - encrypted data is not able to be
compressed or de-duplicated

Security - Data in transit should use temporary
keys, data at rest should have long term retention
and robust management

Scalability — best to distribute cryptography across
many devices

Key Management Interoperability Protocol
Standard makes this viable

~ Four years now have demonstrated interoperability
at the RSA conference with 8+ vendors

~ TKLM includes a ¢ source reference implementation




i
1]
n

Data Encryption for DB2 and IMS

Application
P e e o e, Dabase /o )

Encrypted data
in database

IMS or DB2

\
|
application data ' Encryption
Code,

A

z/OS ICSF

Supports all levels of DB2 Data encryption on disk
* No application changes needed ®* Data on channel is encrypted (protects
¢ Applications need no awareness of keys against channel/network sniffers)
¢ Supports both secure key and clear key encryption ¢ Existing authorization controls accessing
® Index access is unaffected by encryption this data are unaffected
¢ Compatible with DB2 Load/Unload utilities and DB2 ¢ Assumption made that access is through
Tools the DBMS, or, direct access invokes the
¢ EDITPROC, FIELDPROC, or UDF invocation DBMS data exits



Address the Full Data Protection Lifecycle

® Discover your DBMSs °DB vulnerability assessments

® Discover & classify sensitive : ¢ Masking sensitive data
data Discover Assess ® Encryption of sensitive data

¢ Continuously update security & & ® Archive un-needed data

policies Classify Harden " Preconfigured tests based on
best practices

and standards

Critical y

DataServer

\

o 0
® Cross-DBMS policies Monitor & alert attacks

® bre-built compliance _ . * Monitor privileged users
reports (SOX, PCI, etc.) Monitor Monitor changed behavior
Enterprise integration & * Real-time alerts
SIEM integration Enforce X ® Prevent cyberattacks
Sign-off management Detect application-layer fraud
Centralized audit repository ® Enforce change controls
No database changes ® Forensics data mining

7

Infrastructure




Data Activity Monitoring

Activity Monitoring

Continuous, policy-based, real-time monitoring of all data
traffic activities, including actions by privileged users

Blocking & Masking

Data protection compliance automation

Vulnerability Assessment
Database infrastructure scanning for missing patches,
mis-configured privileges and other vulnerabilities

. Single Integrated Appliance

. Non-invasive/disruptive, cross-platform architecture

. Dynamically scalable

* SOD enforcement for DBA access

* Auto discover sensitive resources and data

“ Detect or block unauthorized & suspicious activity

| . .-
Granular, real-time policies
|
Who, what, when, how

Application Servers
Data Repositories

Host-based
Probes
(S-TAP) @

Central Manager Appliance

* 100% visibility including local DBA access
* Minimal performance impact
“ Does not rely on resident logs that can easily be

erased by attackers, rogue insiders

“ No environment changes
: Prepackaged vulnerability knowledge base and

compliance reports for SOX, PClI, etc.

: Growing integration with broader security and

compliance management vision



i
1]
n

|

Extend Activity Monitoring to Big Data, Warehouses, File Shares

_ ————— W InfoSphera
y = == Biglnsights
Optim Y — ——— g

Archival
%% ;T?aazfﬁaawg; cloudera

TERADATA |,

ORACLE
Siebel,

PeopleSoft, E-

Business




Scalable Multi-Tier Architecture S-TAP for DB2

z/0S
European 2/0S
Data Centers Mainframe S-TAP for IMS
P F S-TAF for
. Collector / DataSets
! |/ S .
‘ . '@ o]
u - Y Collector
ol ~ S-GATE — . \
° S-TAP Americas W "

Data Centers p \
sJAp Internet g .
A

q B %'l

s Callector
(] \ [
Central Policy Manager
S-TAP i i

. X / \ &Audit Repository
Remote Locations g 5.G ATEV picati
& Outsourcers ) MicPocke g™ /  ecration with LDAP. 1AM
ntegration wi : .
Data Centers IM Tivoli, IBM TSM,
». / Remedy, ...
o ~

S-TAP Collector




Cross-platform policies and auditing across enterprise

Unified cross-platform policies easily
defined

Responsive actions defined within
policies

Single audit repository enables
enterprise-wide compliance reporting
and analytics

Access Rule Definition
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A simple policy example: Application bypass

APPUSER
—

I

|
-
.
-

Application Database
Server Server
10.10.9.244 10.10.9.56

Rule =1 Description

Category Security

non-App Source Applser Connection

Classification Breach Severity MED W

ot [ Server IP f andior|Group | Production Servers
ot [¥] Clientp / andlor Group  Authorized Cliert IPs
Mot [ Client MAC Net. Protocol T [———

Hot [} DB Hame |

ot [ |DB User

Fleld Name

APPUSER

Object

[ EmployeeTable

Command [ Select

Min. Ct. 0

Conttinue to next Rule [ |

Reset Interval (minutes) 0

Rec. Vals.

Action

ALERT PER MATCH v

Hotification
(X) Notification Type MAL Mail User marc_gamache@@guardium com

Sample Alert

Fram: Cuardiumilert @guardiom. com Sent: Wed 4/15/2009 &:00 AM
Tor Marz Gamache

Co

Subject: [c1] SQLGUARD ALERT

[l

Subject- (c1) SQLGUARD ALERT Alert based om male !'Dlnc\n- App Source Applser Connection I
Category: security Classification: Breach Severitv MED
Rule # 20267 [non-App Source Appliser Connection ]
Request Info- [ Session start: 2009-04-15 06-59:03 Server Type: ORACT,F‘CIimr TP 192 168 20 160 I:m'\'vﬂp' =
172162 152 Client PORT: 11787 Server Part- 1521 WNet Protocol: TCP D " s col Version:

3.8 DB User APPUSER

Application TJser Name

Source Procram - JDBC THIN CLIENT Authorization Code: 1 Request Tvpe: SQL_LAMNG Last Frror: |
S0QL. select ® from EmployveeTable




|ldentify inappropriate use by authorized users

Should my customer service rep view 99 records in an hour

when the average is 4? DB User lame Sql Records
STEVE select * from ar credtcard where i=? and i<? 4
HARRY select * from ar credtcard where i<? 4
_ JOE select * from ar credtcard where i<? 93
Is this normal?
select * from
HARRY  er.credicard where 0002, 0003, 0004
<7
select * from
JOE ar credicard wherg  mrasssannng
1 2 7
What dld they See: select * from 0002, 0003, 0004, 003, 0008, 0007,
JOE ar creditcard where (008, 009, 0010, 011, 0012, 03,
=7 014, 0015, 0016
select * from 0017, 001s, 0018, 0020, 0021, 0022,
JOE ar credcard where 0023, 0024, 0025, 0026, 0027, 0028,
i«? 0029, 0030, 0031
select * from 0032, 0033, {034, 035, 0038, (LIET8
JOE ar credicard where 0038, 0039, 0040, 0041, 0042, 0043,
i«? 1044, 0045, 0046
select * from 0047, 0043, 0043, 0050, 0081, 0052,
JOE ar credicard where 0053, 0054, 0085, D058, 0057, 0058,
f«? 0059, 0060, {1061
select * from (062, 0063, (084, 065, 0086, 0067,
JOE ar.credicard where (068, 0063, 0070, 0071, 0072, 0073,
i«? 1074, 0074, 0078
select * from 0077, 0073, 0ors, 0050, 0081, 0052,
JOE ar.credicard where 0063, 0034, 008s, 0066, 0087, 0088,
i«? 0089, 0090, 0091
sefect * from
OB PN 0092, 00493, 0094, 0055, 0085, 0097,
7 0096, 0099




Quick Search (db activities, exception, violations)

IBMF nfoSphere” Gaardiun Py —

You have 65 items on your To-do list

15:35 | EditAcoount sdmin | Customze 1'Logaut |

Standalone Unit

System View &% | Admnistration Console | Tools | Daily Mondor || Guardum Monibr || Tap Montor | Incident Management | Repors
S-TAP Status Monkor &2 @ i - O x| RequestRate L@ = DX
Aliases: OFF @ LA N
1]} Last = Win  Win 2 D8 DB Start Date: 2013-05-22 13:30:10 End Date: 2013-05-22 15:30:10
AP sTaPversion Server StatusResponse  heCE KTAPTEENSS DE2  Local Piges Encrypted? "™ pginstellDir Port Port
Host R fecoived  NOME g shm g tee Installed Min Mox
g 2012.0822
970144 508.0.0_r51367_v90_1- 082 Actve 97014878 Yes Mo No MMA M No  Unencryplad No MamaddhZingt! SH00050000
152308
20130813_0008
2 fel i 2012.08.22
9.70.144.505.0.0_r31367_v30_1-  NFORMX Acive .. 9704857 Wes MNo No  NA W& No  Unencrypled No Mhemefnformix 1400 1200
15:23:04
20130513 _0008
2o 20120522
8.70.144.508.0.0_rS1367_val_1-  MYSQL Actve __ 27014878 Yas Ho Mo M/A WA No  Unencrypled No Momadmpsgist 3351 3351
= i 15:23:04
20130513_0008
STAP-
970144 S08.0.0_r51367_v30_1-  WYSOL  Aciwe f:”’_”m 9701478 Yes MNa ™ ypled Nio
20130512 0008 i

Searcn --“k

For manually entered search terms, the following rules apply:
- For exact match, use double quotes. Example: “Connection Profiling List Alert”
- For results that have all specified terms (AND condition), enter terms separated by a space. Example: hadoop getlisting
- To get results that include any specified terms, use OR (or |) between the terms. Example: hadoop OR client
- To exclude a term, use NOT (or -). Example: NOT hadoop
- Use the wildcard character (*) at beginning or end of a string. Example: *.10.70.30

User Interface & APIs



Quick Search (cont)

Search create scott All - P Last 3 Hours -
0S User DB User Client IP Source Program Client Hostname Server DB Type
» !r »
St SCOTT 9.70.144.201 JDBC THIN CLENT FRODO.GUARD.SWG.USMA BI.COM 9.70.144.212 ORACLE
Database
DB Type (1) > SCOTT 9.70.144.201 JDBC THIN CLEENT FRODO.GUARD.SWG.USMA IBM.COM 9.70.144.212 ORACLE
Source Program (1) b
SCOTT 9.70.144.201 JDBC THIN CLEENT FRODO.GUARD.SWG.USMA. IBIM.COM 9.70.144.212 ORACLE
Who
DB User (1) > SCOTT 9.70.144.201 JDBC THIN CLENT FRODO.GUARD.SWG.USMA IBM.COM 9.70.144.213 ORACLE =
OS User (1) » SCoTT 9.70.144.201 JDBC THIN CLEENT FRODO.GUARD.SWG.USMA IBM.COM 9.70.144.213 ORACLE
Client Hostname (2) »
Clet B ) 3 SCOTT 9.70.144.201 JDBC THIN CLENT FRODO.GUARD.SWG.USMA IBM.COM 9.70.144.213 ORACLE
SCOTT 9.70.144.201 JDBC THIN CLENT FRODO.GUARD.SWG.USMA IBIM.COM 9.70.144.213 ORACLE
Object (27) »
Verb (2) N SCOTT 9.70.144.201 JDBC THIN CLENT FRODO.GUARD.SWG.USMA.IBI.COM 9.70.144.213 ORACLE
SCOTT 9.70.144.201 JDBC THIN CLEENT FRODO.GUARD.SWG.USMA IBI.COM 9.70.144.212 ORACLE
Eeror ) n SCOTT 9.70.144.201 JDBC THIN CLENT FRODO.GUARD. SWG.USMA IBM.COM 9.70.144.213 ORACLE
Violation (3) > SCOTT 9.70.144.201 JDBC THIN CLENT FRODO.GUARD.SWG.USMA BM.COM 9.70.144.213 ORACLE
Details (=200) »
SCOTT 9.70.144.201 JDBC THIN CLEENT FRODO.GUARD.SWG.USMA IBM.COM 9.70.144.212 ORACLE
-m SCOTT 9.70.144.201 JDBC THIN CLENT FRODO.GUARD.SWG.USMA IBM.COM 9.70.144.213 ORACLE
Date (1) . —
4 1 »
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Outliers — finding the needle Iin the security haystack

* Advanced Machine Learning algorithm

« Unsupervised model — models normal activity patterns and analyzes

new activities as they accumulate.

* Intuitive interface that clearly summarizes normal activities
(who/what/when/where) and pinpoints anomalies and suspicious
activities

 Cluster-based analysis - predicts the appearance of data together,

and flag anomalies when data appear out of “context” (i.e., if cluster

IS missing members)



Outliers Analysis

The user opens ‘Search/Browse’ to see the all activity overview.
In the overview chart the user notices medium (Tuesday, 15:00 clock) and high (Wednesday, 02:00) marked outliers.

The user wants to get more information especially about the high classified outliers.
IBM InfoSphere Guardium

Anomaly Hours are marked in Red
or Yellow. Click on the bubble

View QuickStart Monitor/Audit Discover Assess/Harden Comply Protect Capture/Replay [EFT0= Y[R

navigates to the Outlier View

Search, browse, and filer information about monitoredobjects systams, and users. Leam More

ad . x| @ [10s s
Where QActivity Outhers: QHigh O Medium Zoom [*| = | Hide x
ik
Source Program: 256 - B
Server 4 ’ 'E !
- . < n
Datasource Type: & v T T T T T T T T T T T T T | J
Database Name 17:00 18:00 19:00 20:00 21:00 22:00 23:00 24: 23 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00
What
Obiect 2054 ; Activity Outliers Errors Alerts Violations
Verb
Summary by Datsource
Who [+
OS User 5023 e Server Database DB Type SourceProgram DB User 0S5 User Client Hostname ClientIP Verb Object When
Database User 56
Cient IP L : 9.148.11.1  DBNAMEL D82 PROG1 AABRAMS AABRAMS Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 am
Chent Hostrame: 4cqc s 9.148.11.1 DBNAME2 De2 APPABC ABRAMS ABRAMS Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 pm
When 9.148.11.2  DBNAME3 Oracle APPNAME ABRAMS ABRAMS Namel 9.234.22.9 SELECT OBJECTL, OBJECT2 07/26/2013 02:55 am
Date/ Time: 24 . 9.148.11.2  DBNAME4 DB2 DFD234 SMITH) SMITH) Namel 9.234.22.9 INSERT OBIECT3, OBIECT4 07/26/2013 02:55 pm
Exception 9.148.11.3  DBNAMES Hadoop  PROGI ISMITH ISMITH Namel 9.234.22.9  SELECT SURPRISE 07/26/2013 02:55 am
Error Type 12 . 9.148,11,.3  DBNAMES DE2 APPABC SMITH SMITH Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 pm
sl - 9.148.12.1 DBNAMEXI DR APPNAME BONNER BONNER Namel 9.234.22.9  SELECT ORJECT1, OBJECT? 07/26/2013 02:55 am
Violation 2 -
Alerts y 1 : 9.148.12.1 DBNAME2 DE2 DFD224 BONNER BONNER Namel 9.234.22.9 INSERT QBJECT3, OBJECT4 07/26/2013 02:55 pm
9.148.13.1 DBNAMEZ Oracie PROG1 WARWU WARWU Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 am
9.148.13.1 DENAME4 D82 APPABC Wwu wu Namel 9.234.22.9 SELECT SURPRISE 07/26/2013 02:55 pm

N B




Outliers Details

The ,Outliers’ tab contains more information about the selected timeframe with high classified outliers.

The ‘Type’ explains the reason. Examples: New/Unique, Rare, Exceptional Volume, Exceptional Errors
The user can then interactively investigate each finding by Filtering-In / Out data or by using the Context Menu to navigate to the “Related

Activities”, “Related Errors”, History or any other related data.

IBM InfoSphere Guardium

View QuickStart Monitor/Audit Discover Assess/Harden Comply Protect Capture/Replay BT az il it

Search, browse, and filker information about monitoredobjects systems, and users. Leam More

@ @ | Data/Time="7/26 2:00am"; Outlier Type="Hgh'; [ x| @ 1Dy v | Vieww

Where

180
Source Program: 1 - é;‘
Server. 1 - T
<

Datasource Type: 3 . v T T T t T T T T T T

0 17:00 18:00 19:00 20:00 21:00 22:00 23:00 24:00

<L W L3N 0 06:00 07:00 08:00 05:00 10:00 11:00 12:00

LT £ HLL NOUoIOY U VD000 U200 LU0 LI 14T

Database Name

| W
What

Obiect Activity Qutliers Errors Alerts Violations

Verb 4
Overview
Who

o

OS User

Score Type Datasource Verb Object User Count Cluser
Database User

100  New DBNAMEL CREATEVIEW  SURPISE SHEMEE —— ) 100
Show Related Acthty ]‘

DBNAMEL SELECT PAYROLL, SALARY SU ShowRelsted Exceptions 123 54

s |
Chent IP

Chent Hostrame
97 Ermor DENAME3 INSERT PAYROLL, SALARY Si ShowRelated Violabons |53 &3

ASd s Filter
89 Emor DBNAME145 SELECT PRODUCT-X M = 75 23

When

© 000
b
5_

Date/ Time ¥ 7/262:00am »

Exception
Error Type
Outlier Type T1
Violation 0

Alents

R EEEEEE——————.



Monitoring on System z - Recent Enhancements

Termination of suspicious DB2 activity
— Terminate a DB2 thread that a Guardium policy has flagged as high risk

Many new System z RACF vulnerability tests
— directly or via zSecure Integration

New Entitlement Reporting for z
« DB2 Catalog and RACF via zSecure

New monitoring of DataSet activity (sequential and partitioned)

Centralized IMS management

Expanded DB2 monitoring including DB2 start and stop

Resiliency across network or server outages
— Consistent across all platforms

Appliance based policy administration
— Consistent with Distributed policies on Guardium Ul



[
T
:’_i“

Automate oversight processes to ensure compliance and reduce operational costs

Easily create custom processes by specifying e T e
unique combination of workflow steps, actions o —
and users
® Use case e =
Different oversight processes for financial v s
servers than PCI servers SIIIERIIT I
Supports automated execution of oversight
processes on a report line item basis, S —
maximizing efficiency without sacrificing security e
® Use case TR o e
Daily exception report contains 4 items | e SR
know about and have resolved, but one that i e
needs detailed investigation. Send 3 on for i
sign-off; -
hold one



Address the Full Data Protection Lifecycle

4
*DB vulnerability assessments
[ ] . oD
Masking sensitive data

. y Encryption of sensitive data
data Discover ASSess o _
Archive un-needed data

[ J . .
Co_nt_l nupuslyupdate secupng & & ¢ Preconfigured tests based on
policies Classify Harden best practices
and standards

® Discover your DBMSs
[ ] . . e
Discover & classify sensitive

N Critical ;
DataServer
Infrastructure

~
° - ® Monitor & alert on attacks
° g:gssuﬁihg;;gfzs ®* Monitor privileged users
reports (SOX, PCI, etc.) Monitor ® Monitor changed behavior
Enterprise integration & * Real-time alerts
SIEM integration Enforce . ® Prevent cyberattacks
Sign-off management Detect application-layer fraud
Centralized audit repository ® Enforce change controls
No database changes ® Forensics data mining

~




Audit and Report

Custom and Pre-Built Compliance Reports

J PCI Accelerator D l

Custom reporting
SOX and PCI accelerators

Financial application monitoring (EBS, JD Edwards,
Peoplesoft, etc)

Authorized application access only

Automated compliance reporting, sign-offs & escalations
(SOX, PCI, NIST, etc.)

JOverviewUREG 3 ProtectDUREG 6 MaintainUREG 7 RestrictU REG 8 AssignUPCl Req. 10 Track & MonitorU REG 11 TestU PCI Policy Monitoringl

Overview

Cardholder Server IPs List
Cardholders DBs

Cardholder Objects

Data Access Map

DB Cilents to Servers Map
Active DB Users

Cardholder DB Administration
Source Programs

Review Groups

PCI - Cardholder Server IPs

Start Date: 2007-01-01 00:00:00 End Date: 20
Server Type

:]
1]

_l\l

—
W W W
o -

-—

mlh | ok mk =l

h M h D

-l
w

-.:I!\.I!’\.)!\:I
D O m ®

D

k3]

07-05-31 00:00:00
Database Name Count of Sessions

CARD_DATA
CARD_DATA
CARD_DATA
DNSDEMO3
CSAMDIF

DX



Reporting
DDL and DCL

oty My NewReports [* Duscowm  Ass comgly  Pr

At
ONNMNAT XIS End Date 2001171118 1330048
ChentP LIKE %
HetProt LIKE %

3 and Reports

Uessages Repornt

LIKE % ServeiTipe LIKE S
Policy Vol 3bon
1-Cal Tt
02 - DOL Commands s E|SELECT ON ADHUSER ADHRULE FROM GHOST
2 Ze e s 1] TSOB le:T OH ADHUSER ADHRILE T 14
ol SO BATCH L™, 2. SOLID= . PROGCs | D8_NAME =ADHDS F ELECT Al SER ADHRIULE TO GOST
T LL OB2CALLSYSS SOLID-DBIADMG | PR CLEOROP TABLE DBISLG DSN_PREDICAT _TABLE
. on-n 5 01T N 28 902 sy G PLAM=AC DM SOLD-DE2ADMG  PROG. Pl DROP TARLE SESSION SYSPRINT
e 200-11 BBNTIN 269092 CALLDBICALLS PLAN=ACTRMOM | SOUO-DEADNG | PROG: QLY CREATE [ABLE DECSLG DSN_PREDICAT_TABLE ( "QUERYNO" INTEGER NOT NULL OBLOCKNO SIALLINT NOT
U8 - Spaciic U Use 20M- 1T T2 2201T2 N 268 90502 CALL DB2CALL SY 3 WG PUAN PI00M  SQUD=SYSSLG | PRI CSNCSP | DROP TABILE SESSION  SYSPRINT

& e — 201 1ATIT 20017221240 9035  CALL DBICALL SYSSLG DE2ADNGC PLAN=ACTIOODM . SOLID=3YSSLG ACSHHDD |DROP TAELE SESTIOMN NDOLIST
- Fabed Loge O Onecots[ T (ot t QOX O MHED VS

Ability to Monitor Data Definition Language Commands
Create, Alter, Drop, etc.

Ability to Monitor Data Control Language Commands
Grant, Revoke, etc.



Reporting
Sensitive Data Access

1542 | Edt ACcount poc | Customize | Logowt | Abas | B @ 7 IBM,

My New Reponts s.

Standard Reports
OF - PHI Access

MINW 2N E
OFF Lastaccess
LIKE %

A Date

AM111.98 1530
< NOW

DbpectMame

KOINDVEY NOV_SSN

KDINDVT Y

KDINDVEY INDV_SSN
KTIEPHNMDY INDV _SSN

KDINDVTY INDV_SSN

KDINOVY

NOV_S
KDINDVEY INDV_SSN

KDINCVT Y

KDUND3Y

KOINDVTV N

2011-11- - - - Sy
1 P 2V V_SS
18 1530 ’,_\Ul,‘ T41 | KDPHNMD INDV_SSN
1" DINOVY ) L Y
130X KDINDVT NDV_SSN

201111 =5 | .
18 1530050074 | KONDVIY

INDV_SSN

| J

G0 - Standalone Unit

08 User
OS User o e App User Name

DUALS COUALS PLANSMSFMTC ; SOUDSCOUALS | PROGSKDION ; DB_NAMESKDOSO000 | SELECT XORGN_ID , INDV_HRN , PHNM_DISPL_NM , INC
COUALS COUALS PLANSMSFMTC ; SOUD=COUALS ; PROG=MSMO2 ; DB_NAME=KDOSO00D  SELECT PHNM_DISPL_NM , INDV_KSR_MBR_IND , XXSE

KS01197 KS01197 PLAN=(ISTSERY

¥S01197 KS01197 PLAN=DISTSERV

DUALS COUALS PLANSMSFMTC
COUALS COUALS PLANSMSFMTC
MSDEQOMSDEDQ PLAN=MSF MO

MSOE2OMSDERQ PLAN=MSFMCO

MSDE2OMSDEQ PLAN=MSFMOO
MSDESOMSDEDD FLAN=MSF MK
MSDEZOMSDEZQ PLAN=MSFMOO

COUALS COUALS PLANSMSFMTC

WEBDDOMWEBOO) PLANSDISTSERY

SOUC=KSINE | PROG=IRMSPOMT | DB_NAME=DOSIODDSELECT INDV_IKSR_MBR_IND , INDV_SSN | INDV_DOS it

~ DECLARE KINDCD-CSR CURSOR WITH RETURN FOR SE
“( CHAR HCAP S5 ND_D ¥.7)). T DV

CURSOR FOR SELECT PHNM_

SOUD=KSD11%7

PROG=RMSPO41

DB _NAME=KDCS000!

PROGSKDIO2

SOUD=COUALS DB _MNAME=KT

SOUD=COUALS | PROG=KDNO11 | DB_NAME=+DOS0000 SELECT )XORON_ID , NDV_HRN , PHNM_DISPL_MNM | IND

PROG=MSFH1 | DB_NAME=FD0000 D€ T Pt

ALARE EZECU RSOR FOR SELEC

DE_NAME=PKDO0000 SELECT XORGN_ID , INDV_HRN , PHNM_DISPL_NM , IND

OR SELECT PHNM

D8 _NAME=PKD

CLARE EZECURSORS CURSO

DE_RAME=F+T0000 LLARE EZECURSOR1 CURSOR FOR SELECT XRGN

WG=EDION T - DB NAME=PYDODDO SELECT RGN ID _ mNDY HRN _ PHaiM DISPL MM _INC

SOLO=MSDE2O

D8_NAME=PKDOODO DECLARE EIECURSOR1 CURSOR FOR SELECT PHNM_

SOUD=COUALS

SELECT XX

DE8_NAME=KDOS0000 MOV _HAN  PHNM_DISPL_NM | IND

SQUD=WEBO0D , PROG=IREHDOT , DB_NAME=PYI0000 SELECT INDV_HRN , PHNM_DISPL_NM , INDV_KSR_MBI _

Ability to Monitor Access to Objects and Fields Containing Sensitive Data
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Reporting
Specific User Activity

porty Wy New Reports (*  DCacover  Assesaa

- 4 P IREIRT RIS = !J
Luates OFF Chestl LK%
(B sersame LB 50140 NetPror  LE N
¥ LR % Server® LI %

SELECT Dosvasnf maME C SvSBM 5V ENDEX LS BROOL

« ¥ AND DSreAME NOT N (SEL bV SOATADASE WeESE NAMT & SOlR v ?

SELECT PPOOL. NAME FROM SvEBM SYSOATABASE Wel R NAME « TOR TvI = 7

SELECT DORGAM MAME CREATOR BPOOL FROM $vEBu SySTABLETPALE WeERE DENAME N (SELECT DETNCT RAVE FROM SvSBM Sy IDATABALE WHERT AL « YOR TVIE » 7

N (SELECT

SELECT NAME CREATOR FROM SYSBM SYSDATARASE WHERE BPOOL » * AMD NAME

NAME FROM STSOM SYSDATABASE WHERE NAME « 7 O aER By
Cinf mawE (REa DM SvSBM SvS 4
NCT A i Sy SBu SviDa Bf NAM - -
SELECT DENAME MAME CREATOS TBMNAME TBCREATOR FROM SYSEBM 5YSNDEES WHERE B
= 7 AND DEMAME NOT N (SELECT DeSTINCT NAME FROM SvEBM SvSDATABASE WHERE NAME « 7

BrLis

. L

YL = 7) ORDER BY 777

D82 _COMMAND -aa trace

DEQ_COMMAND 06 LOG

SELECT BPOOL. A DATABASE WeERE MAME « 7 . T

SELECT DOMAME. NAME CRLATOS BACOL FROM 57 SOM SYSTABLISAACE WHERE DONAME N (SILICT DSTHNCT NAME FROM S SOM SYSOATABASE WhERE NAML « YOR TYI( « 7

o 1212480 TSOBATCR | aasens
oeg 172.21 248 13001 127001 TSOBATOH | Kase1st
. 1 113001 12700178 BATCH e

-7 0RDIR Y

PLAME NO'T N (SELE

0 T30 WIS01S1 | D82_COMMAND -gm det

Qwen

Mol

0 O secoras

Ability to Report on a Specific User’s Activity



Reporting
Custom Report Building

7 Query Budder - Windows Internet Lxplorer

=101 %]

‘ ‘' Certficate Error
Entity List 8 -Activity Report Y=
IChent/server Mam Entty SQL I asacCount [ AsaDatnct IT Sort by count
—Isesnion HE= GQuery Freids
I Server IP Server Seq  Entey AR bt F ok Mo Ovder by Sort Rank D scend
r Accmm Fencd T.~a¥a—g I-'.r.o = =] 1' 1=
- Y Name
% _”u"' r 7 ChemtSenver Sarvar B [vaice v[ r
Agp Uner Name - T B e [Veare =] r
| Applxc ateon
Events - 4 Cisp~t Sarver teatasy Protoond I Valow .l r
IFuLL SOL Values i - Cranl Server Chapnt 1P i'—'o'-o 'I r
JruLe sot r 8 CheviSene OF User [vercs =] r
Jsa - y Sl v DE Usar Mave 1-‘0--. 'I r Ry
]“--‘-‘-.-'-. Penod r L] Ao e Name Ago User Nava I Value 'l r -
ICommand _]
10object X () asstion mese & anpD C on[™ wAVING Query Conditions
= E ity Agq AR bt Orpaer | Hurdares Parsm
T wERE ChemiServer Server Type LFE Ir‘vrﬂow -i Efro-\.-'ata u
r ao Chant Server Carvwr 18 LINE |ﬁv-~.w 'l !sﬂvm o
™ anc Chamt Sarver Chant 88 LINE [Pacsmeter o] [cuanar o
r ao Chamt Server Netaon Protool LIsE Iry.m.wg [--‘ﬂv« o
- AND Cha~t Server o8 e Nava LE Il‘vw-:v_v_] E:wa'om Ef
Jiotd $OL Vatve I ao soL L5 LIKE [Paeamater =] [sc0 o
] Quakhed Obgect I~ anc C et Sarver Sercm e LIE Ip..._.g., _.'I i"“"“""""" u
IFietd r ao Chamt T Tariom Ne—e M QROUP | 7P Ceveicomant 53108 =
I obgectPreid
- g =4
I o |
Generate Tabular | Regeserste | Acdio Pase | Add 1o My New Reports |
Done & Internet | Protected Mode: On ‘h v H100% -

Ability to Easily Create Custom Reports Through Point and Click Interface



Agenda
Big Data opportunities and threats
Proactive and preventative measures to information protection

Summary and Call to Action



Summary and call to action..

Enterprise wide protection across many databases, platforms and data
streams

Preventative and proactive data security controls
Real-time data threat detection and monitoring alerts
Support for many data streams — not just transactional
Extensive integration capabilities

Fast implementation with automated workflows, predefined
compliance reports and policies

Data Masking, Encryption and vulnerability assessment.

Sign up for future related papers in 2015 “The world of DB2 for z/OS” on
LinkedIn and Facebook



Useful URLS












