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ISF recognises 6 security domains.

Software and appliances for each of 

these doamins can either be of the 

security enablers or security controllers 

type.

IBM Security Framework (ISF)

Depending on the maturity of the 

security framework implementation one 

will find either of these types in the 

domains.
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Customer Challenges



What are the external 
and internal threats?

Are we configured
to protect against 

these threats?

What is 
happening 
right now?

What was the 
impact?

Full Compliance and Security Intelligence Time line

Log Management
SIEM

Behavior Analysis

Configuration Assessment
Compliance Assessment
Vulnerability Assessment

Risk Assessment



Context and Correlation Drive Security Intelligence

Event Correlation

Activity Baselining & Anomaly 

• Logs

• Flows
• IP Reputation

• Geo Location

Offense Identification

• Credibility

Data Activity

Servers & Mainframes

Security Devices

Network & Virtual Activity

True Offense

Infra, People, 
Application, Data

Deep 
Intelligence

Exceptionally Accurate and 
Actionable Insight+ =

Suspected Incidents

Activity Baselining & Anomaly 
Detection

• User Activity

• Database Activity

• Application Activity

• Network Activity

• Credibility

• Severity

• Relevance

Users & Identities

Vulnerability & Threat

Configuration Info

Application Activity



Fully Integrated Security Intelligence in One Console



Challenge 1:  Detecting Threats Others Miss

Potential Botnet Detected?

This is as far as traditional SIEM 
can go

IRC on port 80?

IBM Security QRadar QFlow IBM Security QRadar QFlow 
detects a covert channel

Irrefutable Botnet Communication

Layer 7 flow data contains botnet 
command control instructions



Challenge 2:  Consolidating Data Silos

Analyzing both flow and 

event data. Only IBM 

Security QRadar fully 

utilizes Layer 7 flows.

Reducing big data to 

manageable volumes

Advanced correlation for 

analytics across silos



Challenge 3:  Detecting Insider Fraud

Who?

An internal user

Potential Data Loss

Who?  What?  Where?

What?

Oracle data

Where?

Gmail



Challenge 4:  Better Predicting Risks
Pre-exploit Security Intelligence

Assets with High-Risk Vulnerabilities

Which assets are affected?

How should I prioritize them?

What are the details?

Vulnerability details, 
ranked by risk score

How do I remediate the 

vulnerability?



Challenge 5:  Addressing Regulatory Mandates

PCI compliance at 

risk?

Real-time detection of 
possible violation

Unencrypted Traffic

IBM Security QRadar QFlow saw a cleartext service running on the Accounting server

PCI Requirement 4 states: Encrypt transmission of cardholder data across open, public 
networks



Get an Intelligent View into your Security Posture



QRadar’s Unique Advantages

� Real-time context driven correlation and anomaly detection

� Impact: More accurate threat detection, in real-time

� Integrated flow analytics with Layer 7 application visibility

� Impact: Superior situational awareness and threat identification

� Automated data collection, asset discovery and asset profiling

� Impact: Reduced manual effort, fast time to value, lower-cost operation

� Easy to use and edit correlation rules, reports and dashboards

� Impact: Maximum insight, business agility and lower cost of ownership

� Scalability for largest deployments

� Impact: QRadar supports your business needs at any scale



Security Intelligence

Peter Mesker

SecureLink



Security & Networking Integrator

2003 opgericht

>100 SecureLinkers

30% is opgenomen in AEX

>2500 appliances in onderhoud

85 % van de support calls wordt zelf afgehandeld

>250 certificaten | 45 engineers

9 oplossingsgebieden binnen 5 thema‘s



End-to-end management

Security & network visibility, correlation
Security Information & Event Management, 
Network Behavior & Anomaly Detection
Network Change & Configuration Management
Risk Analysis

Toename aantal security devices, policies en logging

Behoefte security event management en centralisatie        

en correlatie van log informatie

Real-time rapportageReal-time rapportage

Network automation

Centraal management dashboard

Compliancy



Uitdagingen voor grote gemeente in Nederland

� Nieuwe private cloud gebaseerde infrastructuur

� Multi tenancy (gemeente is tevens service provider)

� Next generation security oplossingen

� Retentie, compliancy

� Security onderdeel van het IT proces

Hoe behoudt men zichtbaarheid en controle in deze complexe 
infrastructuur?

Mogelijke antwoorden: 
Vendor specifieke tools, open source tools zoals (MRTG, CACTI), 

outsourcen, syslog server, flow collector, splunk, …



Beter antwoord | Creëer een integrated end-to-end management oplossing



SIEM teleurstellingen

� 100k verder en nog niet compliant!

� Gehacked ondanks SIEM!

� Beleid schrijft SIEM voor, maar niemand wil het betalen…

� SIEM? Vertrouw je ons niet?



SIEM business succesfactoren
(deze vijf stappen heeft de gemeente doorlopen alvorens te gunnen)

Vaststellen businessdrivers

Vaststellen potentiele afnemers

Drivers

Sponsors

SIEM Business

Start architectuur bepalen

Financieringsmodel afstemmen

Product / dienst selectie

Architecture

Funding

Selection



Wie zijn aan de klantkant de  

afnemers van SIEM

Directie?

?

IT

Operations
Service 
mgmt

Productie

Data

verwerking

SIEM

Rapporten Ok



Architectuur SIEM

SIEM

Houdt discussie 

zuiver en effectief!

SIEM

ArchitectuurBevoegdheden

?
?

?



SIEM Techniek | Waarom QRadar

� Appliances en virtualisatie

� Rollen

� Opslag, retentie

� Compliancy

Design

Configuratie

SIEM Techniek

� Marktleider

� Referenties

� Roadmap

� Ease of deployment



Sizing en plaatsing

� Wat is relevant?

� Schaalbaarheid

� Event informatie

� Flow informatie



Configuratie en integratie

� Auto-discovery of log 
sources, applications 
and assets

� Asset auto-grouping

� Centralized log mgmt

� Automated 
configuration audits

� Asset-based prioritization

� Auto-update of threats

� Auto-response

� Directed remediation

� Auto-tuning 

� Auto-detect threats

� Thousands of pre-defined rules 
and role based reports

� Easy-to-use event filtering

� Advanced security analytics



Benefits voor grote gemeente

� Real time dashboard voor threat detectie en detectie van security 
incidenten

� Goede analyse van impact en relevantie van een offense

� Verminderde manuele acties, 

� Goede prijs/pret verhouding

� Maximale inzicht, grip op de business

� Goed integratie (bijv. Met Vulnerability Management systeem)

� Schaalbaar



ibm.com/security

smartersecurity.nl


