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> Description

> Currently, troubleshooting and routine administration of XXX network(s) are performed by afloat personnel and augmented by visiting technicians. The Remote Administration Technical Center (RAFT) project is intended to create a shore-based team of highly trained and knowledgeable technicians. This team will administer, troubleshoot, repair and inventory XXX ships worldwide from ONE centralized location. The goal of RAFT is to reduce the need to man ships with highly trained IT personnel while improving the speed and quality of support. XXX RAFT Center will provide remote network administration of shipboard LAN(s) and associated equipment. Administration will be done while ships are pier side and deployed (i.e., at sea), 24 hours a day, 7 days a week. A ship may contain one or more LAN(s), each consisting of up to 120 desktops and / or servers and associated equipment. The purpose of this RFI is to ascertain the existence of possible software solutions for this remote administration and training for such. Additional information pertaining to this software

> solutions requirement can be found at http://xyz.com

> Interested parties MUST register as a ?Supplier? in the XYZ eProcurement tool at http://XYZ.com. Each registered supplier must send notification of successful registration via email to XXX@XYZ.com. Upon registration, the supplier will be notified via email of the invitation to participate in this RFI. Upon invitation to participate, each registered supplier can gain access to the

· RFI at http://XYZ.com
RAFT

Currently, troubleshooting and routine administration of Military Sealift Command’s  (XXX) network(s) are performed by afloat personnel and augmented by visiting technicians. The Remote Administration Technical Center (RAFT) project is intended to create a shore-based team of highly trained and knowledgeable technicians. This team will administer, troubleshoot, repair and inventory XXX ships worldwide from ONE centralized location. The goal of RAFT is to reduce the need to man ships with highly trained IT personnel while improving the speed and quality of support. XXX RAFT Center will provide remote network administration of shipboard LAN(s) and associated equipment. Administration will be done while ships are pier side and deployed (i.e., at sea), 24 hours a day, 7 days a week. A ship may contain one or more LAN(s), each consisting of up to 120 desktops and / or servers and associated equipment. The purpose of this RFI is to ascertain the existence of possible software solutions for this remote administration and training related to such.

Parties interested in submitting information should use the collaboration tool within the PROCURI system; comments can be submitted using this tool; information, such as product brochures can also be uploaded here; phone calls will NOT be accepted.

The RAFT program encompasses seven major functions, they are:

1. Remote Control of Workstation and Servers

2. Inventory Management of Hardware and Software

3. Application Functionality

4. Network Monitoring and Management

5. Integrity Repair (Self-Healing Capabilities)

6. Application Push Versatility

7. Security Assurance

The following are expected results:

1. Real-time, on-demand technical support

2. Standardization of networks

3. Rapid deployment of software upgrades and anti-virus updates

4. Increased security via standard application of policy

5. Reduced need for ship visits

6. Increased accuracy of troubleshooting

7. Comprehensive statistics on network issues.

Suggested solution MUST meet the following MINIMUM requirements and are NOT meant to be all-inclusive:

TRANSMISSION Requirements
Transmission will be VIA Internet with a bandwidth requirement of 32 kbps; worst-case scenario will be 16k send and receive. For each ocean region there is 350 kbps download to the ships that is dynamically allocated to the number of ships in the region. Large pushes will be based on scheduling and bandwidth can be reallocated to accomplish. Some ships may use leased bandwidth through STRATOS on Inmarsat B Satellite Communications Systems (commercial contract). Usage can vary among the ships.

Ex. If all ships are online, download is 35kbps per ship. However, this could change depending on need or availability.

Remote Control of Workstation and Servers

1. GUI front-end

Yes – Tivoli supports both a Client GUI front-end as well as a web-browser interface for the IBM Tivoli Remote Control (ITRC) product. 

2. IP, and Dial-up Support

Yes -  ITRC supports both direct IP connection as well as dial-up. The client must initiate the dial-up connection to the network. 

3. Customizable bandwidth usage measurement

a. Minimum 5kb – 10kb burstable to 30kb

Yes – ITRC can be configured to minimize the amount of network usage required. There are other configuration options available in order to minimize network usage such as disabling desktop background, limiting colors, enabling data compression, and setting the refresh rate.

4. Time to Live minimum of 10 seconds

Yes – ITRC will connect instantly depending on network connectivity. Users can be required to respond to connection to let them aware that the remote control session is about to be enabled. This response time is configurable to allow the user enough time to respond before the session begins.

5. Support Satellite-based transmission with frame relay and TCP/IP

Yes – ITRC will support Satellite-based transmission with frame relay and TCP/IP

6. User Management and Administrative Management:

a. Transparent Administrative Control

Yes – ITRC can be configured to take control without user intervention

b. User Shadowing

Yes – ITRC supports 2 levels of session state – active and monitor. In Active mode, administrator has full mouse and keyboard control. In monitor state, displays screen content without providing any keyboard or mouse control.

c. Full control of devices

Yes – in active mode, administrator has full keyboard and mouse control.

d. Active Directory and NT 4.0 compatible

Not applicable. ITRC does not rely on Active Directory. It does support connections to NT 4.0 systems.

e. Interoperability with NT, Sun Solaris, Windows 2000 and Windows XP

ITRC supports any Windows based operating system such as Windows 98, Windows 2000

f. Keystroke, Mouse movement and Video Compression

g. Compatibility with the 3DES or greater DOD encryption methods

h. Ability to resume dropped connections with authentication

i. Must be Windows Domain Independent

Yes – ITRC is windows domain independent

j. No requirement to establish a domain trust between two or more domains to provide the functionality

Yes – there is no requirement to establish a domain trust between two or more domains.

k. Client installation will be self installing and updateable

Yes – there is no need to manually install the ITRC software on any Tivoli managed client machine. The ITRC code will be installed automatically by the Tivoli Gateway machine. 

l. Have multi-tiered access control features

m. Support multiple concurrent connections

Yes – ITRC can open multiple sessions from the same console.

n. Provide Ad-Hoc Custom Reporting on usage and monitoring.

Inventory Management of Hardware and Software

The software shall provide an Asset Management solution to enable XXX to keep track of all network components and retrieve information from one central repository.  Asset Management will provide the following functions:

1. SOFTWARE

a. Product Recognition

Yes – IBM Tivoli Configuration Manager (ITCM) automatically scans each desired system and compares all software files to a signature repository provided with the software. This repository contains over 12,000 known software applications. 

b. 32bit and 16bit Application Support

Yes

c. Ability to specify non-native applications, and store in data repository

Yes – ITCM provides a utility to add custom signatures to the signature repository in order to add custom and home-grown applications.

d. Standard Executable File Structures

Yes – ITCM can scan for any standard file structures such as .exe, .bat. txt, .tar or any user configurable file extension as well as any Unix executable file.

e. Customizable alerts on system, and program data changes

Yes – ITCM can be configured to notify any appropriate personnel when changes in the inventory have been detected.

2. Provide reporting mechanisms and data repository storage requirements to include but not limited to:

a. HARDWARE

i. Connected peripherals - yes
ii. CPU - yes
iii. RAM  - yes
iv. Video Adapter - yes
v. System BIOS levels- yes
vi. Interface Card(s) - yes
vii. Sound Card- yes
viii. System Bus Speed- yes?
ix. Storage Media- yes?
x. Device Serial Number- yes?
xi. System Dependent Rompaq version levels - ????
xii. Configuration Details - ?????
b. NETWORK DEVICES

i. Firmware revisions

ii. Operating System version

iii. Interface Definitions

1. NIC configuration details

2. IP address

3. Broadcast Addresses

iv. Configuration Information

Application Functionality

1. Multi-platform application deployment

Yes – ITCM provides the ability to distribute applications to multiple platform types with a single action.

2. Centralized data repository

Yes – ITCM uses a centralized data repository.

3. Application must interface with Oracle RDMS

Yes – ITCM supports an RDBMS of choice to include Oracle, DB2, Sybase, and MSSQL

4. Asset Management report generator

Yes – ITCM comes with several out of the box queries in order to generate reports about the asset information gathered. Plus ITCM provides the ability to create custom queries.

5. Utilize Distribution and/or staging platforms for application deployment on remote server

Yes – ITCM uses gateways and depots to transmit data packages in order to minimize network bandwidth utilization. Packages can also be stored at the depots in the event that retransmissions are required. This allows the package to reside closer to the target machine.

6. 10/100 and Gigabit Ethernet Capable

Yes – ITCM supports 10/100 and Gigabit ethernets

7. Provide Ad-Hoc Custom Reporting

Yes – Tivoli Data Warehouse is an embedded technology that provides the backbone repository for all historical systems management data and the basis for all Tivoli reporting solutions.

8. Client Installation will be self installing and updateable.

Yes. ITCM does not require client code to be installed manually. Tivoli Gateways manage the clients and automatically install any necessary code, simplifying the administration required.

9. Compatibility with Norton and McAfee Virus Software

Network Monitoring and Management

The solution will have the following characteristics:

1. Distributed encryption during transfer of data

2. Client installation will be self-installing and updateable

3. Monitoring/Management must be compliant with Navy Firewall Policy.

The solution must contain the following Network Monitoring and Management capabilities: I’m not sure exactly what is being asked for in terms of support. Distributed NetView will discover and monitor the layer 3 properties of any device supporting SNMP, using standard MIB II variables. For the monitoring of individual ports for ATM and/or Frame Relay, distributed NetView has an ancillary product call IBM Tivoli Switch Analyzer which will handle detailed support of layer 2 devices.  If they want to do system management then I would propose the Distributed Monitor products (DM). So my answers to the items below are predicated on the statements above.   
1. Allied Telesyn Network Interface Modules Yes

2. Compaq Network Interface Yes

3. HP Procurve Modules Yes

4. Cabletron 10/100 Switches Yes

5. Fore ATM Switches Yes

6. Sun Gigabit Network Interfaces Yes

7. Sun Quad 10/100 Network Interfaces Yes

8. CISCO Routers 2500, 2600, 6509, 3000, 3512,  & 4500. Yes

a. Support of topologies 10/100/Gigabit Ethernet and ATM. 

b. DS3 Interfaces demarcation device which provides remote loopbacks on DS3 circuits No dNV does not handle

i. Frame Relay Access Devices

ii. APC Smart UPS

APC developed an integration module for their PowerNet software to forward alarms to either TEC or NetView:

http://www.apcc.com/products/management/pnet_tivoli.cfm

The software shall provide Network Management capabilities for the following Network interface devices:

1. Activate/deactivate equipment based on Mac Addresses Yes distributed NetView has the capability

2. IRQ (is this a systems management question ? In conjunction with DM, dNV could handle)

3. DMA (not sure what this means)

4. Slot positioning need more information – what does this mean?

5. Ability to activate/deactivate, and configure ports on CISCO, HP and Cabletron devices Yes distributed NetView has this capability

6. Ability to modify and implement dynamic access lists on CISCO routers and switches

7. Provide Ad-Hoc Custom Reporting is the question “can dNV provide information to a 3rd party reporting system? The answer is yes.

Integrity Repair (Self-Healing Capabilities)

The software shall perform Integrity Repair and self-healing capabilities.  The system will comply with the following:

Yes - The repair functionality reduces network congestion. It identifies which source and target objects have been modified or corrupted since the last successful installation of a software package, and rebuild the software package with only these objects rather than installing the entire package again.

1. Lockdown and security of files on a PC based on file directory specification

Yes – IBM Tivoli Configuration Manager (ITCM) supports locked files and can also supports the option of renaming a file if it is locked during a distribution. Files can also be classified as shared which can protect them from being removed by one application when still required for another.

2. Automatic Data Recovery features

Yes – Recovery actions may be performed, depending on the installation options specified in the software package. 

3. Solution must be compatible with both network and non-network connected devices

Yes -  Assured delivery

ITCM distributions are cached in local files on each repeater. If a connection to a receiver cannot be established or is broken, the distribution is maintained in the cache until the connection is re-established and the distribution can be delivered. This feature includes the ability to resume distributions after network errors caused by machine restarts or power failures.

Checkpoint restart

When a distribution is interrupted due to a network failure, machine restart, or power failure, the distribution is automatically resumed from the point where the interruption occurred, if due to a network error, rather than resending the entire distribution from the source host. If the interruption is due to a power failure or machine restart, the distribution is resumed from the last successful checkpoint before the interruption. However, a distribution that you terminate restarts from the beginning. Paused distributions exploit the checkpoint restart feature. The checkpoint restart feature is a Tivoli Software Distribution default.
4. 32bit and 16bit Application Support

Yes – ITCM supports 32bit and 16bit applications.

5. Windows NT 4.0/Windows 2000/Windows XP security compliant

Yes – ITCM fully supports the Window NT/Windows 2000 operating system infrastructure.

6. Provide Ad-Hoc Custom Reporting on Self-Healing

Yes – Tivoli Data Warehouse is an embedded technology that provides the backbone repository for all historical systems management data and the basis for all Tivoli reporting solutions.

7. Client installation will be self installing and updateable

Yes. ITCM does not require client code to be installed manually. Tivoli Gateways manage the clients and automatically install any necessary code, simplifying the administration required.

Application Push Versatility

The software shall provide versatility during Application Push.  The following are the required capabilities:

1. Native package installation

Yes - Common third-party packaging formats are supported. Existing content prepared in these native formats, and the associated installation utilities and response files, can be packaged within the software package. Alternatively, they can be referred to as external files if they are already accessible by the target systems such as the following:

· Microsoft Setup

· MSI

· InstallShield
· Configuration, installation, and distribution (CID) programs
2. Support for all popular installer technologies – Windows MSI, InstallShield, etc.

Yes – see response above

3. Installs privileged software silently, without user intervention or access

Yes – ITCM provides a centralized software-management system with which administrators can use software packages to install and configure new applications, update existing software with newer versions, and synchronize software on distributed systems without requiring any user intervention.
4. Easy targeting of specific groups of PCs and PC users

Yes – ITCM supports the Tivoli “Management by Subscription” paradigm where endpoints (recipients of a Tivoli transaction such as a software distribution) can be grouped together to make a logical relationship rather than just a physical relationship. Tivoli endpoints can belong to multiple subscriptions to allow for much greater flexibility.

5. Tiered Deployment Platforms

????? – unclear of requirement

6. Utilize Distribution and/or staging platforms (Intermediate Servers) for application deployment on remote server

Yes – ITCM uses a depot, which is a directory on the repeater site, that enables you to temporarily or permanently store data segments (that is Software packages) associated with software package distributions. This enables software distributions to be stored on nodes closer to the targets. You can push software packages from the depot, rather than from the source host, to target systems associated with that depot.
7. Feedback log files for easy integration with Service Level monitoring tools (HP OpenView etc.)

Yes – ITCM can write distribution information to a log file. ITCM can also send event information directly to the IT Enterprise Console. The Tivoli Enterprise Console product is a powerful, rules-based event management application that integrates network, systems, database, and application management. The product offers a centralized, global view of your computing enterprise while ensuring the high availability of your application and computing resources.

The Tivoli Enterprise Console product collects, processes, and automatically responds to common management events, such as a database server that is not responding, a lost network connection, or a successfully completed software distribution. Tivoli Enterprise Console acts as a central collection point for alarms and events from a variety of sources, including those from other Tivoli applications,

Tivoli partner applications, custom applications, network management platforms, and relational database systems.
8. Data Integrity validation

????? – not sure if we do this

9. Provide Ad-Hoc Custom Reporting on Application Deployment

Yes – Tivoli Data Warehouse is an embedded technology that provides the backbone repository for all historical systems management data and the basis for all Tivoli reporting solutions.

10. Provide Interruptible – resume-downloading feature

Yes - Checkpoint restart

When a distribution is interrupted due to a network failure, machine restart, or power failure, the distribution is automatically resumed from the point where the interruption occurred, if due to a network error, rather than resending the entire distribution from the source host. If the interruption is due to a power failure or machine restart, the distribution is resumed from the last successful checkpoint before the interruption. Paused distributions exploit the checkpoint restart feature. The checkpoint restart feature is a Tivoli Software Distribution default.
11. Provide Real Time Alert feature

Yes – ITCM provides several methods in order to alert appropriate personnel when problems occur. Such methods include sending a notice to the Tivoli Notice Board, sending an event to the IBM Tivoli Enterprise Console or by using the Mdist2 Java Interface to track real time status of distributions.

12. Provide optional feature of Directed IP Broadcast capabilities, i.e. 192.168.10.255

ITCM is scheduled to support IP broadcast capabilities in the next scheduled release of the product currently planned for Q402

13. Time to Live minimum of 10 seconds

Tivoli Management Framework provides multiplexed distribution services to enable distributions of large amounts of data to multiple targets in an enterprise. These services are used by a number of Tivoli profile-based applications, such as Tivoli Software Distribution, to maximize data throughput across large, complex networks.

Multiplexed distribution services use a hierarchy of repeaters to fan out to a large number of endpoints. Each service limits its own use of the network, as configured through repeater parameters, to help prevent intense network activity that can stress network bandwidth for periods of time. Tivoli provides two multiplexed distribution services—MDist and MDist 2. Both services are available to Tivoli applications and can be active at the same time.

The MDist service performs a synchronous transfer of data through a configured hierarchy of repeaters. You cannot modify the data stream as it flows through the repeater hierarchy, so each target receives an exact copy of the original input stream. Because input and output occur almost simultaneously, there is no need for the repeater to store a distribution. This enables the repeater to handle distributions of unlimited size, unless the number of targets in a distribution exceeds the repeater’s number of maximum simultaneous connections (wrpt max_conn command). If this occurs, the size of the segment being distributed is limited to 2 gigabytes (GB), similar to the MDist 2 service.

The distribution finishes only after each target has either received the entire distribution or encountered an error in the process. Also, because MDist does not store data within a repeater, if the distribution fails, you must check the log file to see which targets were successful, update your subscriber list, and redistribute the data to revised subscribers.

MDist 2 extends the functionality of MDist to handle large-scale distribution needs of Tivoli applications, such as Tivoli Software Distribution and Tivoli Inventory. Unlike MDist, MDist 2 provides asynchronous transfer of data that enables you to submit multiple distributions from the same host without tying up your system. MDist 2 also ensures successful delivery of a distribution through the use of repeater depots—data repositories that allow you to store distribution data, either temporarily or permanently. If a connection to a target cannot be established, the distribution is safely maintained in a repeater’s depot until the connection is reestablished and the distribution delivered. The distribution resumes from the last successful checkpoint where it stopped. A handshake occurs at each connecting system, so that if a failure within the distribution hierarchy occurs, you do not need to resend the distribution.
If this response did not accurately reply to the requirement, we would request a clarification of the requirement.
14. Client installation will be self installing and updateable

Yes. ITCM does not require client code to be installed manually. Tivoli Gateways manage the clients and automatically install any necessary code, simplifying the administration required.

SECURITY ASSURANCE

Vendor shall identify any known IT security risks. Software shall provide the following IT security functions:

1. Positive end point identification – This can be accomplished by a route authenticator such as MD5 or other similar solution

2. Token passing on success – An acknowledgement of sort should be used to provide notification that a file that has been transferred has been successfully received

3. Encryption – Any DOD/DON approved 128 bit or higher encryption capability should be available for use

4. Operate across Firewalls – The software package should be able to operate across a hardware firewall

5. Managed Access Policies – The ability to establish and control multi-tiered access throughout the network with the proposed solution

6. Active-X Controls – No Active-X control on the GUI Front-end can be allowed

7. SNMP – SNMP cannot be passed across the Wide Area Network (WAN)

8. Hardware Encryption – The proposed solution must be able to operate effectively across a network that has hardware encryption on the satellite circuit

9. Intrusion Detection – The proposed solution must have the ability to detect intrusions into the network

10. Denial of Service (DoS) /SYN Flood attacks– The ability to detect and protect the network against denial of service attacks/SYN Flood attacks.  This should include buffer overflows and Ping of Death type of attacks

11. Automated Security Monitoring - All security features needed to provide an acceptable level of Protection for hardware, software, and classified, sensitive, unclassified or critical data, material, or processes in the system

Following are the questions and answers we have received to date. 

Q1.  Will this RFI be used to generate an RFP and will the procurement category be full and open?

A1.  This is a Request for Information only.  Final method for procurement when and if a requirement is finalized is unknown at this time.

Q2.  Is there an incumbent contractor performing these services now?

A2. There is no incumbent.  This is a first-time software only buy.

Q3.  What is the anticipated level of personnel security if an RFP is released?

A3. The level of personnel security, if an RFP is released, is unknown at this time.

Q4. Who is the Project Manager for this opportunity?

A4. All contact will be through the Contracting Office.

Q5. In addition to the software and training requirement, is there further need for services such as integration, deployment, maintenance, etc.?

A5. .  This is a software only buy.

Q6. What is your estimated budget for this solution?

A6. Funding information, when and if a requirement is finalized, related to this requirement will be Government Proprietary and not released.

