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RBAC & Policy-based user provisioning
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Processo di Access Management

Gestione R _ _GeStigne | |
Autenticazione utenticazione, Autorizzazione,
Single Sign-On

TAM-ESSO TAM-ESSO TFIM
TAM-eB TSPM
TFIM
TSPM
TAM-ESSO Tivoli Access Manager for Enterprise Single Sign-On
TAM-eB Tivoli Access Manager for e-Business
TFIM Tivoli Federated Identity Manager

TSPM Tivoli Security Policy Manager




TAM-ESSO

. . Automazione dei
Workflow e Gestione dei
Contesti

e Autenticazione

. ad ogni
tipologia di applicazione

. di
|dentity, Policy e Audit
richiesta

« Supporto alla

Tivoli

XY MEepITECH
G-cerner 1C /63

ORACLE
SIEMENS

Auto-capture

+
Passive RFID é
Active RFID @
SMS E]

. & J
Biometnc O

Enterprise
applications
Auto-fill

Second

factors
Policies,
credentials,

Encentuate updates
AccessAgent
E-mail
Encentuate
Audit logs Identity Wallet
OTP token B and backup

Administration

—




Tivoli

WebSphere

/)

s Internet/ EE. WebSEAL

: Intranet -
== TAM Oracle
EE Reverse Proxy __|

Utente m— |
Load
Balancer MS 1IS

Virtual Web Namespace

Authorization
Server

Object/ACL
Database

Policy
Manager

[User Registry
(LDAP)

Amministratore




Tivoli

TAM-eB: giunzioni ¢

HTTP Header Info

£
Al
_—H Application
Web Svr. Uy | Resource

A livello di giunzione viene definito cosa inviare al sistema da integrare, tra cui:

= Niente

» Credenziali pre-registrate (Lock Box)

= User & group information (iv_user, iv_groups)

= EPAC (“Dossier” —iv_creds)

= LTPA token

» |nformazioni aggiuntive (es. credit limit, codice fiscale, indirizzo e-mail, etc.)
» Token aggiuntivi mediante l'utilizzo dei servizi offerti da TFIM




Tivoli

TFIM

Integrated Solutions Console

'U'iew:l Mo group filker Vl

wielcorme
+ Console Settings

- Tivali Federated Identity
Manager

Getting Started

Zonfigure Federated Single
Sign-on

3

4 Configure Weab Searvices

+| -
Security

+ Caonfigure Trust Service
Key Managemeaent

=l Daormain Managemeant

FRuntirme Maode
Management

Alias Service Settings

Auditing

User

(I

3
[\, _ | . _ Dy | B0
% s Service Service Invoke S 3 g
Requesti= Requester Receiver | Application |/ 2 &
I~ = D
I =
=}
,_,—/k — A ——— -
Token ]
eldentity Mapping eldentity Mapping
*Attribute Mapping | Attribute Mapping
eAuthorization eAuthorization
*Token Managementl *Token Management
Token Service A Token Service B
[ WS-Trust Interface exposed as WSDL ]
-
: 4—{ Key Service
Trust Service
= Alias Service ]
N\
TFIM Runtime




R F 5_‘._
TFIM: un caso reale = &= G =P

Application Server —z/OS Application Server — AlX
Webservice Webservice
Client g Provider
{RACF uid} { AD uid }
Z0011 EO0011
v, v
RACF

TDMB




| AT software| ,
TFIM: un caso reale x5 = g”

Application Server —z/OS Application Server — AlX
Webservice SAML signed Webservice
Client PTRFRZ68C20xXXX | Provider
{RACF uid} { AD uid }
Z0011 E0011
+ *
TFIM Plug-in TFIM Plug-in
SA:ML SAhEJIL signed SAMLésigned SAE!\/IL
20611 PTRFRZ68C20XXXXX PTRFRZ68C20xxxxx E0§11
v : v
Validate input SAML Issue output SAML Validate input SAML Issue output SAML
A A
Z0011 PTRFRZ68C20XXXXX PTRFRZ68E20xxXXX E0011
\ 4 y
Map TDBM uid to Codice Fiscale Map Codice Fiscale to AD uid

B TFIM Secure;Token Service b

LDAP query LDAP query




Tivoli
TSPM < , ,

Gestione Unificata delle Security Policy *
. a livello applicativo '

. (message security) I application I web_
services

Run_tlm_e security _3e_r\(|c_e Tivoli Security Policy Manager
* Realizzato con obiettivi di !

Controllo con servizi

Monitor, Audit, Report, Delega, Controllo dei Change e Application & Data Entitlements

Funzionalita avanzate per b | : =
. ed import dai registry i L —= j !

. dei meta-dati ! — '

! Manage Enforce :

 Import dei ruoli applicativi dai | e !

. delle policy: : SOA Security

Versioning sulle Policy  mmmmmmmmmmmmm oo oo oo o oomoo oo oo '
applications
Enable standards-based interoperability I & repositories
« XACML, WS-Trust, WS-Policy, WS-SecurityPolicy, WS-
MetaDataExchange, WS-Transfer, etc. e o s
s
S

W g -
% L TART

1 LA
: ¥
: R
S ; %

: =




Tivoli

Modello di Riferimento per la SOA Security
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