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Agenda

* Cloud Security Concerns
* IBM approach for building a secure Cloud infrastructure

= Customer experience
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Security Remains a top concern of customers migrating to the cloud ...

Two Studies Tell the Story...
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... due to many risk categories
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Data

Migrating workloads to a shared
network and compute infrastructure
increases the potential for
unauthorized exposure.

Control

Many companies and
governments are uncomfortable
with the idea of their information

being located on systems they do
not control.

Reliability
High availability will be a key
concern. IT departments will worry
about a loss of service should
outages occur.

Compliance
Complying with SOX, Data
Privacy and other
regulations may prohibit the
use of clouds for some

Security Management
Even the simplest of tasks may be
behind layers of abstraction or
performed by someone else.
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An Example of Security Challenge: Virtual Images Mobility
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Virtualization is a building block inside the cloud computing paradigm.
Inside cloud is crucial to move running application from one physical server to another to have systems
management flexibility and better availability

(but some security Issues could wait \ /...as well as on the target physical host
through the journey from one host to

another....
Does the destination “fulfill” origin security policy and

ion?
»Today data are transferred without being regulation’

encrypted;

What about the security of the target system?

*This means possible threats against the VM
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Cloud security requires a change of the usual security mindset, we need an
interdisciplinary approach based on the following steps

Develop > Based on Business Requirements > ... think holistically

a strategy Security Best practices

Design and »  Take a risk-based approach to security ) --- Prioritize workloads
Implement

Technology

> - modularity and
and Services

> Select technologies and services standards are keys

Monitor & ... address new

Proactively i ing th
roactively inspecting the threats

infrastructure
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IBM Strategy: support customers with an unmatched synergy among solutions,
products and services for both private and public cloud

Security for the Cloud  Security from the Cloud

|’ ' @ Security & Privacy
Leadership
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IBM built security services and solutions aligned with IBM Security Framework to

address Client’s concerns from any security perspective
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security services Security services Products

IBM Security Framework We provide We provide
@@ setrr:,;ccel ;I::jm prodltjrc:ts tlo pcll'otect
(5 B e
@ cvorseven oo | Examples: Examples: Examples:

@ rvson wemssrorne | = Security assessment ~ ® Web Uniform = Virtual Security
SECURITY GOVERNANGE, ISk WANAGEMENT services Resour.ce L.ocator Server for VMWare
- Achitecturo, dosign | ) TS+ Proventa IPS and
I o orvices  Software and implementation " Security event log Virtual IPS
services management appliance

|‘ VlSlon Be the trusted partner for professional, managed, and cloud
security services for customers around the world

0- ;'
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IBM Security Solutions for the Cloud

Professional Services

Security Governance, Risk and
Managed Services Compliance [unds SIEM & Log Management
L
Products
Identity & Access Identity Access
[ Management Management Management
 ——
z Prevention
Security

COoDm

Cloud Delivered

IBM Security Framework

@ PEOPLE AND IDENTITY
@ DATA AND INFORMATION
@ APPLICATION AND PROCESS

y Encryption & Key Messaging Security
Lifecycle Management
E-Mail ;
E" ' Database Monitoring Data Masking
.-. & Protection

Application Application Web Application
Security Vulnerability Scanning Firewall

@ NETWORK, SERVER AND END POINT
@ PHYSICAL CTURE

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

Web,/URL ' Access & Entitlement
Filtering Management

S0A Security

Infrastructure Vulnerability Virtual System . .
k Security ] @ P Security Endpoint Protection

. ] Security Event Intrusion
@ @ Threat Analysis } Management Prevention System

Firewall, IDS/IPS Mainframe Security Security Configuration &
MFS Management Audit, Admin & Compliance | Patch Management

Common Policy, Event Handling and Reporting

Professional
Services

Physical Security
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IBM Professional Cloud Security Services

Cloud Security Strategy Roadmap
Guides customers through their unique security and privacy concerns related to cloud

computing and helps them to build a security roadmap for risk mitigation while still
pursuing a cloud initiative

Key Features

* Education and guidance from knowledgeable IBM consultants on cloud security and
privacy concerns during an interactive onsite working session

* Development of a cloud security strategy for risk mitigation including security
measures and compensating controls

" Provides recommendations for cloud provider evaluation

[~
Laying the Assessing Designing Defining the Document
Groundwork the Need the Strategy Roadmap the Plan
L—
MODULES: [1] 12l B3l 1] 131
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One-size does not fit-all:
Different cloud workloads have unique risk profiles.

High
- Mission-critical
o workloads, personal
Q information
o
-
/)]
77]
(1]
.*E’ Analysis and
= simulation
93’ with public data
? .
o
ol
Q
2 - Training and
testing with
non-sensitive data
Low B
| """ ' \., Low-risk High-risk

6 Business risk
. g‘
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Tomorrow’s high-
value and high-risk
workloads need:

= Quality of protection
adapted to risk

= Direct visibility and
control

= Significant level of
assurance

Today’s clouds are
primarily here:

= |ower-risk workloads

" One-size-fits-all
approach to
data protection

= No significant
assurance

" Price is key
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IBM Professional Cloud Security Services

Cloud Security Assessment

Assist clients in evaluating the strength of the security architecture, policies and

Professional Cloud

| [T
(e
i

1]
-nl|
"II
-
rd
i
&

security services

practices associated with their cloud solution against best practices for secure cloud
computing in consideration of their security objectives

Key Features

* Evaluates client’s existing or proposed cloud security infrastructure against

industry best practices

* Develops maturity ranking of existing security posture in consideration of cloud
security goals and gap assessment

* Provides specific recommendations on action items or considerations for addressing
identified issues

i

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY
@ DATA AND INFORMATION
@ APPLICATION AND PROCESS

@ NETWORK, SERVER AND END POINT

IS0
NS

tHE ()pen Group

Making standards work®

cloud
CSA security

alliance


http://www.theopengroup.org/
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IBM Cloud Security Products

IBM Virtualization Security Solutions deliver products and services, optimized for virtualization

These solutions will enable customers to realize the benefits of virtualization while maintaining their
security posture
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Threat protection Integrated virtual
delivered in a virtual form- environment-aware threat
factor protection

Existing solutions
certified for protection of
virtual workloads

Virtual Environment Virtual Environment

Enterprise Network Enterprise Network

Virtual Appliances Virtual Infrastructure Protection

IBM Virtual Server Security

for VMware®

*An Integrated security partition
able to protect all the VMs inside
physical hosts
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IBM Cloud Hosted Managed Security Services
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Cloud-based Security Services that help reduce costs and complexity, improve
security posture, and meet regulatory compliance

From the Cloud = IBM Security Operations Centers
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Vulnerability Managed Web and X-Force Threat
Management Service Email Security Analysis Service

Subscription Cloud based Meonitoring and

Service
- e . - e .
% ik ] T e

Offsite management of logs and events Proactive discovery Clean pipe information- Protection Customized security
from IPS’s, Firewalls and OSs and remediation of against spam, worms, viruses, intelligence based on threat
Customers can access secure log/event wuinerabilities, including spyware, adware, and offensive information from X-Force
archival of all a@regated se@urity temporal risk reporting for PCI " content research and development
DSS compliance team

PCI - Approved Scanning Vendor

events for y
g
€> - .'

To the Customer - Offloading Security Tasks on the Ground
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IBM Security Operations Centers

IBM has unmatched global network of Security Operations Centers (SOC) and Research
facilities to extensively monitor real-time threats
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9 security | Qsécur_lty 133 / 730,000+ ./ 3,800% . /" ghpilion+
operations |  research | monitored ( devices under,  ( MSSclients . ( events ?
centers '

“_ceners " countries  \_comiact / \ werdwide /

~+ 3,700+ MSS clients worldwide

-+ 13 Billion+ events managed daily

* World class security research
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Security remains a top customer concern in shifting to Cloud infrastructures, thus presenting
IBM an opportunity to demonstrate thought leadership

Security for the Cloud Security from the Cloud

Helping clients begin their journey to the cloud with  Cloud-based Security Services that help clients reduce
relevant security expertise costs and complexity, improve security posture, and
meet regulatory compliance
Cloud Security Strategy Roadmap
Security Event and Log Management

Cloud Security Assessment
Vulnerability Management Services

Penetration Testing

Managed Email / Web Security Services

Identity and Access Management

IBM Security Services are already providing support and delivery services to several of

IBM’s strategic cloud offering initiatives. . .

Dev/Test Cloud Compute Cloud Storage Cloud
* Intrusion Prevention device under » |ntrusion Prevention devices = On going deployment
management under management
II * Internal and External VMS (Vulnerability
Mgmt Service) deployed
4 -+ Penetration testing Security & Compliance Leadership

r '
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In 2008 suffered a significant
attack against their systems.
They didn’t realize the full
extent of the attacks until the
FBI alerted them that year
and in early 2009. We came
to our Client as a company
that shared the same
concerns/challenges. A high
profile global company with a
large population of employee
and IT spread around the
world.

Py, >
> P

Client needed a solution able to analyze, correlates and store security events coming from
the IT to recognize and stop attacks against his systems

Client wanted to minimize the threat of viruses and other security threats that increase when
employees boost the use of the Internet.

The solution had to be “global”, it would have been costly and complex to have specialized
security analysts and specific solution appliances at each of its physical premises.

IBM Security Services responded with an end-to-end security solution that included at its
core IBM's cloud-delivered Security and Event Log Management (SELM 2.0)

Solution also provided provisioning and management of a secure web gateway solution to all
Client properties worldwide.

The solution provided highly scalable Internet protection at a fixed cost per employee.
The managed services helped to ensure a smooth deployment worldwide

The overall Opex of the managed solution was lower than having the same solution on
premise

Client selected IBM as their partner of choice, since IBM provides a global perspective and
in-depth insight into the challenges that face
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