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Protezione dei dati: le sfide
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Come istituire politiche di controllo sugli
accessi e le operazioni?

Come individuare vulnerabilities
(scoperture) nei sistemi?
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Database Monitoring: 3 Business Drivers
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1. Attacchi interni
* |ndividuare modifiche non autorizzate
- Evitare furti/manomissioni

2. Attacchi esterni
« Evitare furti/manomissioni

3. Compliance
- Semplificazione dei processi _
 Riduzione dei costi
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Guardium: l'acquisizione

» Acquisizione: 2010
* Totale coerenza w/ strategie IBM

* Irrobustimento delle soluzioni per la
protezione dei DBMS

= Soluzione cross platform
= Allargamento del perimetro:
o Proactiveness
o Discovery
o Vulnerability assessment

= Integrazione w/ applicazioni (SAP,
= [ntegration w/ infrastrutture in essere
(SIEM, Change Mgmt, ...)

)
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DBMS - principale obiettivo di attacco

% of Records Breached (2009)

Database

All other sources
servers = N =18.95%

75%

POS systems
=6%

Laptops &
backup tapes
= only 0.05%

’ 2009 D. ach Report -Verizon Business RISK Team
| """ ' hitp:/ verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf

< S

Online data = 99.9% of all
compromised records

Figure 25. Asset classes by percent of breaches (black) and records (red)

End-User Systems 179%/0.01%

Offline Data |l 2%/ 0.04%

Networks & Devices | 0% /0%

“Although much angst and
security funding is given to
offline data, mobile
devices, and end-user
systems, these assets are
simply not a major point
of compromise.”
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Database Security 360°

£ Prevent SQL injection attacks

» Monitor & block privileged users
» Detect application-layer fraud
» Enforce change controls
* Real-time alerts

+ Forensics data mining
* SIEM integration

-

7

+ Discover & classify
sensitive data

» Continuously update
security policies

+ Discover embedded
malware & logic bombs
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« Automated & centralized controls
- + Cross-DBMS audit repository
Monltor + Preconfigured policies/reports

& + Sign-off management
Enfo rce « Long-term retention

+ No database changes or

performance impact
Critical

-

>

Data

Infrastructure
* Assess database
vulnerabilities

Assess « Configuration auditing
& y - Behavioral vulnerabilities
wE1ge 1@ ° Preconfiguredtests based

on best practices standards
(STIG, CIS)
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Attacchi dall'interno > Separation of duties

“Organizations overlook the most
imminent threat to their databases:
authorized users.” (Dark Reading)

“No one group seems to own database
security ... This is not a recipe for strong
database security” ... 63% depend
primarily on manual processes.” (ESG)

Most organizations (62%) cannot
prevent super users from reading

or tampering with sensitive information ...

most are unable to even detect such
incidents ... only 1 out of 4 believe their
data assets are securely configured
(Independent Oracle User Group).

4

http://www.darkreading.com/database security/security/app-security/showArticle.jhtm|?articlelD=220300753
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ANALYTICS BRIEF DATABASE SECURITY

.....

Protoct Tha BUBInesa Enabe AGeass

Database Danger From Within

End users, whether malicious or uninformed, represent a serious threat

Besearch Brief
Databases at Risk

Date: September 2003 Author: Jon Oltsik, Principal Analyst

Abstract: A recent £5G Research rief revealed that valuable databases ore often protected by an ad hoc
Clear) vulnerab)

1T group: E tearly,

snacifi that in

the zisk of o data Areach? s

10UG DATA SECURITY 2009:
BUDGET PRESSURES LEAD TO
INCREASED RISKS

The 2008 I0UG Data Security Report

By Joseph MeK endrick, Ressarch Analyst
Produced by Unisphere Rasaarch, a division of Infomation Todag, Inc.
Saptembar 2009
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A Database Security Maturity Model

LEVEL 4
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LEVEL 5

Managed & Measured
LEVEL 3 .

Centralized, policy-
based, cross-DBMS,
automated controls
= Continuous, real-

LEVEL 2

LEVEL 1 time monitoring &
alerting for policy
Initial/Ad hoc violations, anomalies

= Fine-grained auditing
(who, what, when, how)
All admin activities
audited including via
local connections
Secure audit trails
LDAP integration
Automated patch,
VA & configuration
tests with best
practices metrics
(e.g., CIS)
Automated report
distribution, sign-

= Little orno
database logging

= Ad hoc manual
reviews of logs

= No policy on admin
credential sharing

= Developers can
make changes to
production DBs

= No formal process
for DB patching or

measuring patch

success

a.
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Business Value

e 1
JTTI, ST

Organizational Maturity Level
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ClOs: le priorita

What are your company’s
biggest information/network
security challenges?

ANALYTICS BRIEF | STRATEGIC SECURITY

| Secure What Matters
B g ! ; e 62% By Mike Fratio
Managmg lhe comple)uty of security

e 35%

Preventing data breaches from outside attackers SR

fata to determine where and how ta spen seurity

What mml COmMpPARY's
B | 31 % Dumnmsen,
security challenges?

Enforcing security policies

dollars Sarr't sutmething West of 8 are Comintable
with. But you need to get over it lest you be over-
whelmed by
1100 !
2008 Srrasegic Securi)

1 thallenge cited by the nearly
on Analyiscs

. IT et to Uneressinaly work with s faclities
. fupll LTIV RITCTTS AN WoE

[ T R RIBETE f
i o et can hardot A e gyl
hods, performing scars it
[PRS——;1 adting softwae o an exissing appbcatinn o applica-
26 % Pk A oo frorm bt s s tion serves. or placing a Web application firewall be-
(5 21 e 1 SRrvar &nd clanes WEikh method ks bes de-
pends on your goal: Do you Il'/‘l'-l 1o block malicious

Assessing risk —r e el Pk |
Bssessing risk

dertying operating ke back-end servers stop

N 734
Controling user access fo syslems and datn
JHRENES 23 % e
‘Spreading user awareness High on our ht list for attention easly

Controlling user access to systems and data Eﬂ.mw s f:!.”"..‘?{"'“'.““”'“?“.",”'L“; .

othar irsiders. Theyre finding that

Vo SR | 23 % I
8%
Spreading user awareness ﬁmm_
Getting professional rescurces and expertise

R 21 % B s ';::"T ﬂmr o
Preventing data theft by employees
or other insiders

1 3+,
Meeting regulatory and industry
compliance requirements .

E-hs% 3 DEFININE THE BUSINESS WALUE OF TECHHOLOEY
Getting management buy-in

e December 1,

etting professional resources and expertise
2008

Data: InformationWeek survey of 1,097 business
technology professionals
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1. Access to Sensitive Data v v v v
(Successful/Failed SELECTSs)

2. Schema Changes (DDL) v v v v v
(Create/Drop/Alter Tables, etc.)

3. Data Changes (DML) v v

(Insert, Update, Delete)

4. Security Exceptions v v v v v
(Failed logins, SQL errors, etc.)

5. Accounts, Roles &

Permissions (DCL) (GRANT, v 4 v 4 Y
REVOKE)

DDL = Data Definition Language (aka schema changes)
’ & DML = Data Manipulation Language (data value changes)

DCL = Data Control Language
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Guardium e PCI-DSS
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Do not use vendor defaults for system passwords
» Configure system parameters to prevent misuse
* Encrypt non-console admin access

Protect stored cardholder data

Maintain secure systems
* Establish a process to identify security vulnerabilities
* Follow change control procedures for all configuration changes

* Separation of duties (development, test and production)
Restrict access to cardholder data

Assign a unique ID to each person with computer access
* Enforce password policies

* Limit repeated access attempts

Track and monitor access to cardholder data

Regularly test security systems and processes

* Run internal and external vulnerability scans

* Deploy integrity monitoring to detect modif. of critical sys. files
Maintain an Information Security Policy

* Monitor/analyze alerts and distribute to appropriate personnel
* Monitor and control all access to data

Comprehensive suite of DBMS-specific tests based on industry standards (CIS, 5TIG)

» Checks for default passwords, unpatched systems, misconfigured privileges, etc.

* Audits usage and alerts on misuse

» Locks configurations after vulnerabilities remediated

* Monitors encrypted traffic (Oracle ASQ, SSL, etc.) without need for key storage
Real-time, database leak prevention

*» Continuous, real-time, policy-based monitoring with proactive security (alerts, blocking)
» Compensating control for column-level encryption

* Auto-discovers & classifies stored data; identifies sensitive data in query result stream

Centralized vulnerability and configuration assessment

*» Ensures current patches applied & vulnerable SPs identified; "virtual patching"

» Alerts on all configuration changes, inside and outside databases

» Enforces separation of duties with real-time alerting and granular access controls

Proactive, real-time access control {independent of native DBMS controls)

» Policies defined by source IP or application, OS or DB user, time, SQL command, object, etc.

* Blocks any unauthorized user, including administrators, from accessing cardholder data

* Compensating control for unsegmented networks

Complements native DBMS controls with external, cross-DBMS controls

* Alerts on credential sharing, failed logins, account creation, privilege escalation

» Verifies password policies are enforced; can lock accounts or terminate sessions
Continuous, granular auditing with scalable architecture to handle high transaction volumes

* Fine-grained audit trail of all database activities (SELECT, DDL, DML, DCL, logins, logouts, etc.)

= Does not rely on native trace or audit logs: minimal perf. impact (2-3%), enforces sep. of duties

» Tracks all network and local connections, including direct access by DBAs (shared memory, etc.)
» Audit information stored securely in hardened appliance to prevent anti-forensics or tampering

« ldentifies fraud by resolving end-user IDs in connection-pooling apps (SAP, Cognos, PeopleSoft. etc.
« Integrates with LDAP, 1AM, TCIM, TSM, SIEM, change management, CMDBs, etc.

* Compliance workflow automation (electronic sign-offs, escalations) demonstrates oversight process
= PCl Accelerator provides pre-configured reports based on best practices

Integrated vulnerability scanning, file integrity monitoring & behavioral vulnerability testing
* Includes hundreds of pre-configured vulnerability tests for all major DBMS/QS combinations
* Tracks changes to DB configuration files, environ./registry variables, executables and OS files
Robust automated controls for enforcing information security policies

* Real-time alerts, correlation alerts, centralized aggregation of all audit data, SIEM integration
» Automated sign-offs demonstrate formal oversight process

» 100% visibility & control over all database transactions (with blocking)

S
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Real-Time Database Monitoring
Application Servers
[ OR’ACLE]
Database Servers L [ v ]
=5 Server
DB2
e [ Teraoam |
® Mysol
Guardium Host Based Probes _ - G d Collect [InformiX]
(S-TAP) uardium Collectors
* Architettura non-invasiva * Separation of duties (“intelligenza” in appliance)

* Nessuna accesso a log DBMS (performance,
sicurezza, ...)
* Politiche granulari/real-time di auditing
* Who, what, when, how

* Compliance reporting, sign-offs, escalations, ...

* Esterna al database

* Impatto prestazionale minimo (2-3%)

* Nessuna modifica DBMS/applicativa
* Soluzione Cross-DBMS
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European e z/0S
Data Centers Mainframe
Collector " Z-TAP
f
Collector
= G
q = W
¢ il S-GATE . \
q Y S'TAP Web J‘S.vapel:gatlun EN
il Americas b \
S-TAP Data Centers b
Internet
Q Collector -
. [}
E 7 Centkal Policy Manager
I S-TAP b = ;  &Audit Repository
. x 5- GATE

Remote Locations . - I , / L oa
. b en ntegration wit :
& Qutsourcers AsiaPacific IAM, IBM Tivoli SIEM

Data Centers /ﬁ f IBM TSM, Remedy, ...
’ Firewall
I % | °,

S-TAP Collector
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Architettura: virtual vs. physical appliance

Virtual Appliance ) vmware Hardware Appliance ;;;,“;:,
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Virtual Infrastructure Clients

’L—:! ’L—:! license server

Asia-Pac
Data Centers

@ :
— |
T o
®
S-TAP
o ‘E( P
o
G — I
C = European Data
ESX Centers
Paigni ® 9 Internet
hosts : : £ O ﬁ ° l {
— — ST v =
L _:._,P Rernote Locations g
] & Outsourcers E

,/Virtua}Center
Server

S Americas Data & n
— Centers : Central Policy Manager
- atabase » & Audit Repository
Application Servers _u_....:'-: — L ¢ ] Oracle, SOL Server, DB2
i 8 STAP (distributed & mainframe),
Sy Informix, Sybase, MySQL, Teradata
Web browser
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DBMS contengono la % maggiore di dati critici/sensibili
DBMS eterogenei: pratica comune
Sicurezza: dove risiede la responsabilita?

Vulnerability & DBMS

"DBAs spend less than 5% of their time on database security." (Forrester|

Proprietari delle applicazioni: maggiore attenzione su disponibilita del servizio,
performance, aspetti funzionali

Uffici Sicurezza: spesso + orientati a sicurezza di rete

Database vulnerability assessment:

% (i’
S

Patch level

Utenze/password di default

Policies per password e failed logins

Controllo ruoli/privileges

Configurationi esterne (porte, protocolli, registri, variabili di ambiente, ...)
"Behavioral vulnerabilities" (failed logins, ... )

Individuazione dei dati sensibili (data discovery)
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Vulnerability Assessment/patch mgmt

"Patch management is one of the most fundamental functions of IT
departments, yet in our research we discovered it remains one of the

biggest pain points for many organizations." Rich Mogull, Securosis

I
bl

—50% non ha una processo formalizzato per il patch management
—68% non ha metriche per misurare I'efficacia della gestione
—> 50% non misura il livello di aderenza a policy/compliance
—> 50% non documenta in modo accurato e consistente le attivita
—Solo il 18% misura retroattivamente/periodicamente la situazione

"The least mature areas of patching seem to correlate almost directly
with the fastest-growing areas of attacks, such as ... database servers
[and] business application servers."

-

‘ d a rk R E AD | N G http.//www.darkreading.com/database_security
Protect The Business (B) Enable Access http://www.securosis.com/projectquant
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Vulnerability & Configuration Assessment: architettura

« Industry standards (DISA STIG & CIS Benchmark)

» Personalizzabile
— Custom scripts, SQL queries, ...
» Diversi livelli di azione:
— Database settings
— Sistema operativo
— Comportamento

Database
User Activity

oy, ¥
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-

OS Tier
(Windows,
Solaris, AIX, HP-
UX, Linux)

Tests
* Permissions
* Roles
 Configurations
* Versions
» Custom tests

» Configuration files

\» Environment variables

\_/ Registry settings

» Custom tests
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Database
User Activity

Tests
+ Permissions

* Roles

+ Configurations
* Versions

+ Custom tests

DB Tier

(Oracle, SQL Server,
DB2, Informix,

Sybase, MySOL)

OS5 Tier
(Windows, Solaris,

+ Configuration files
+ Environment variableg

~

| ALK, HP-UX, Linux) * Registry settings

. Cis + Custom tests Guardium
Section STIG Requirement Sectio Monitors
. , . 2,12: Installation and patch levels; ¢
. | Monitor for current versions & patch Ievels;lunauthonzed Oracle . . |
2: DBMS — . monfjtor developer access
. changes; privileges granted to developers on production I .
Integrity . ; . to production; avoid ag-hoc queries on production
systems; ad hoc queries. 2: sQL :
databases; chanjge control process.
Server
Iications,)?zr(])cseﬁ;roefd accounts; 02;a1c1l; ’ DB hardening;
3: mp ’ . S guest accounts disabled; dlsable varlous extended
A ! lock accounts after 3 failed logins; /
cccttassl minimum password strength; passwords changed every 90 1,3,4,6,8:
ontro days; restrict access by shared service accounts SQL Server
(connection pooling); all DBA accounts authorized by IAQO.
Audit all DB operations . N
eview and
intrusive activity; monitor & t | 12: Oracle 0 i .
4: control which applications access the database;
data only readable by authorized personnel no unauthorlzed : — - e
Database . review audit info regularly;] audit privileged user
o 4,5: SQL — : . '
Auditing L _ i Server activity (object access, ownership, add DB user,
dally, maintain audit data for 1 year. etc.).
. Remote admin connections must be encrypted (K 12: Oracle
> monitored) identify DB users when using connection 1,2: SQL .
Network — S ’ Encryptionf change SQL Server default ports. | /
A pooling; separate DB accounts for replication; Server
ccess - —
| prevent developers from accessing sensitive data. |
6: jons on DB executables, configuration fiIesI 1: Oracle . o .
OS Per- & data files; ensure only authorized DBAs granted 1,3: SQL LHJ—Y_IW'ndOWS reqistryjden qust O.S Group; /
. - OS Benchmark Configuration.
missions mempersnip to DBMS privileged OS groups. Server

.

0
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Fine-Grained Policies w/ Real-Ti

Application
Server
10.10.9.244

e Alerts

Rule =1 Description

Category Security

non-App Source AppUser Connection

Classification Breach

Severity MED .

1 .0 1 | i
Not [_| ServerIP 1£] ;anwurIGrm,p | Production Servers
a Mot [¥] Clientip | 0 |andior Group | Authorized Cliert IPs
ot [] client MAC | Het. Protocol | andior Group | ==-----s---=-s=-=-
I ALEAT DALY
Hot D DB Hame ALERT ONCE PER SESSION
; ALERT PER MATCH
ALERT FER TME GRANULARITY
ALLOW
lot D DB User BEELEEN IGNORE RESPONSES PER SESSION
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""" IGNORE SESSION
Field Name IGHORE S0OL PER SESSION
Object  [INVENTORY| LOG FULL DETALS
LOG FULL DETALS PER SESSION
Command IDHDP TABLE LG FULL DETALS WITH WVALUES
LG FULL DETALLS WITH WVALUES PER SESSION
Database Min. Ct. 0 Reset Interval minutes) 0 tgg g:f:fm il
Server ' m=ii
10.10.9.56 Continue to next Rule [ | Rec. Vals, |
I S-GATE DETLEH
Action | ALERT PER MATCH 1 o GATE TERMBLATE
S.TAP TERMMATE
g;zs g Notification SKP LOGGNG
e [x] Notification Type MAL Mail User it e _gamache@ouardivm com |
B DB2 Z/0S Fram: GuardiumAlert@guardium.com Sent: Wed 4/15/2009 5:00 AM
To: Marc Gamache
IBM ISERIES -
BiS Subject: (cl} SQLGUARD ALERT
Informix .
MS SQL SERVER Subject: (1) SQLGUARD ALERT Alert based on rule ID{non-App Source AppUser Connection
MYSQL Category: security Classification: Breach Severity MED
QOracle Rule # 20267 [non-App Source AppUser Connection ]
Sybase Request Info: [ Session start: 2009-04-15 06:39:03 Server Tvpe: ORACLH Client IP 192.168.20.160 BerverIP: =
TERADATA 172.16.2.152 Client PORT: 11787 Server Port: 1521 Net Protocol: TCP DE Protocol: IN® DB Protocol Version:

3.8 DB User: APPUSER
Application User Name

NT Authorization Code: 1 Request Tvpe: SQL_LANG Last Error:
SQL: select * from EmploveeTable
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Risalire a monte dellAS

Application Database
Server Server

& hd
0?1 ¥

DE User Hame Application User Sql
APPLIZER joe zelect * from EmploveeRoleYiew where UserMame=7
APPLISER joe zelect * from EmployesTahle

APPLISER Marc insert into EmploveeTable values (777777 71

» Problema: Application Server usano generici service
account per affacciarsi sul database

— Persa l'effettiva identita di chi esegue la transazione
(connection pooling)

 Soluzione: Guardium riconduce l'azione all’utente
effettivo (agente sull’AS)

— Supporto out-of-the-box support per le applicazioni
piu diffuse (Oracle EBS, PeopleSoft, SAP, Siebel,
Business Objects, Cognos...) e per applicazioni
custom (WebSphere....)
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Analisi temporale

Original SQL: insert into cc (i, cardnumber, name) values(?, 7, 7)

Period Start:  2009-D3-11 0%:00:00

PeriodEnd:  2009-08-11 09:59:59 - SQL Timestamp for SQL trace [, | (2] (2]

Client IP: 1010858 Start Date: 2000-08-11 08:22:15 End Date: 2009-08-11 09:22:15

;;r:er P ;i;iiﬁ Client IP Server IP Network Protocol 05 User DB User Hame Source Program Show Seconds Sal | otal access
SEr

Source Program: SQLPLUS@OSPREY
Total Access: 4 Failed: 0 Succeeded: 4

10.10.9.36 10.10.9.56 BEQUEATH

ROOT  HARRY

Records: 1to 1 of 1 @;ﬁw}hH @

24

SOLPLUS@OSPREY Seconds Graph insert into cc (i, cardnumber, name) values(? 7, 7) 4

Inspection Engine Configuration
m Log Request Sql String D Log Sequencing @
Seconds Chart Details IE Log Exception Sql String D Log Records Affected
11 L] | L] L . . ’ .
v . B0 v
19 min 54 sec 20 min 4 sec 20 min 12 sec 20 min 18 sec [ Log imestam per sesond Logging Granulariy minutes
[] Ingpect Returned Data Max. Hits per Returned Data 64
o .
D Compute Avg. Response Time
D Record Empty Sessions
" Buffer Free: 100 % lonored Ports List:
#P root@ospreyi- (i Restart Inspection Engines & Comment oty | [ES
Oracle Database 10g Express Edition Release 10.2.0.1 |4
3 SQL> insert into cc (i, cardnumber, name) values(1l, '1234567890123456', 'Joe Smith');
5 1 row created.
c
Q . . .
g SQL> insert into cc (1, cardnumber, name) values(2, '1234567850123457', 'John Henry');
%3]
4 1 row created.
SQL> insert into cc (i, cardnumber, name) values(3, '1234567890123458', 'James McDowl');
1 row created.
12 . . . . .
S0L» insert into cc (i, cardnumber, name) wvalues(l, '1234567850123456', 'James Smith');
1 row created.
®
0 S5QL> commit;
0 12 ) 36 48 60 )
! ] || Commit complete.
Minutes
9 v SOL> !E! ;.v
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Vulnerability Assessment Example
Guardium v

Resuts for Securty Assessment Comprehensive Oracle Assessment ~ Sekect anober st~ v | Historical Progress
Aszessment executed 2009-08-21 12:47:28.0 .
— or Regression

From: 2009-08-20 12:47.28.0 Client IP or IP subnet: Any
To: 2008-08-21 12:47:28.0 Server IP or P subnet: Any

[ Download PDF

Assessment Result History

Overall | s
x Score |

| 80%
Tests passing: 42% =
% 60w
Based on the tests performed under this assessment, data access of the defined database environments requires improvement. E.
Refer o the recommendations of the individual tests to learn how you can address problems within your envirenment and what you E 0% P—— 6-
: i P—)
should focus upon first. Once you have begun addressing these problems you should also consider scheduling this assessment as @

an audit task to continuously assess these environments and track improvement

View log

Jump to Dataspurce list (¥ Detailed SCOring Matrix

: Showonly:  ResetFiltering ¥
W Severities Scores  Test Types
Result Summary  Showing 92 of 92 results (0 filtered) Current filtering applied: ﬁrmcal L EE" ﬁ:BsﬁEszfn |
SCrme; AR Eany: Comioy) S i B Filter control wr | weoRm ()
Privilege 9p 15f — 1p 4f — — 1 — - — — — - — Scores: - Show All - Cautionary ™ MYsaL -
Authentication 2p 4 — — 1 — ~ 4f = — — = — — — Tyoes: - Show Al - for easy use Sortby:
Configuration 2p 2f —8p Jfde 1pdide —6f 12 — - - : First Second Third
V02 T o e o el Bl Reset Filterin R Eiter Sort e—
neselTering Controls Severty v Score + Datasource -
Other — 2 —2p3f — 3p—-1e — — — Gp—1& -
' Apply
Assessment Test Results Compare with Previous Results Showing 52 of 92 results (0 filtarad)
Cat. Test Name Datasource  PiF Sev. Reason
Cther Excessive Login Failures (Production [Cbserved] Fail  Critical Too Many login failures, found 15 per day.
Recommendation: An alarming number of login failures have been reported from your datebases. This might be an indication of an
attempt to break info your database, or of someone frying fo steal or damage your date. The number of login failures should be close fo
zero, especially in production environments. You should immediately inspect all sttempts to access your database and the source of all
the login failures, and take immediste sction to deny access fo your database from unsutherized clients.
Conf. DBA Profile FAILED LOGIN ATTEMPTS Are ORACLE: Fail Critical User profile [MONITORING_PROFILE] setup parameter FAILED_LOGIN_ATTEMPTS found cut of defined thresheld
Limited oracle - 9.59 valug L
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Compliance: Sign-off & Escalation

ﬁﬂescripﬂion ‘Weekly Diatabase Change Managemert F'rn:u:esi W i €Y Run Nine N ® ®

l| € Change CRQDODDDOD0DD42 (Modify)

— L BMC REMEDY IT SERVICE MAMAGEMEMNT - Change Management
v Archive Results D Keep for a minimum of |EI J days or |_
o

Active There's 3 schedle associated with this process

Infrastructure Change
I

CSVICEF File Label: ‘Weekly_Database_Changu‘

* Quick Links D%+ CRG 000000000042
Receivers Change ID™+ _ [cAa jawnload PDF
’ Cl Seatch Process Flow Status
Diy Receiver Action Req, To
5 ) Mo 0 Select Dperational initiate Ravigw & (] nnﬁs-mdmlj
¢ : Sthodn ;
Review x
' 5] (Marc Gamache) Select Product “’WW
EEc View Broadcasts Change Request Information
' (] role: cha View C. Change Type®  |Change =]  Status [sched
Start Date: 2009-01-2215:00:00 Endl Date: 2009-01-22 16:00:00 Funchions Summary*™ [ 0er SO reverwss tablel | Status Reason |
Motes [ .| Risk Leverr Rlsk L
. Server - o Advanced
Timestamp Tvoe risk level priority description Requetter | Classiication | WoekInfo |  Tasks | Assignment | Relatior
pe Create Dther Requests
WBU2 oy o ;  Mersox Hoquested By
1503120 revenue table Support Company™+ | Calbeo Financial Services ll
20,09',01 2 ORACLE 0 3 At S0% allen ALLEW 1921636123192 1655129 Alter table sox_sales_east add total_revenue float
1508210 revenuz tabls
20,09',01'22 ORACLE 0 g L CRA000000000042 cry000000000042 N allen ALLEN 1921685129 192.168.8.129 Ater table sox_sales_central add total_revenue flost
1508290 revenue tablg
Nk Yiew
zgpg ,m 2 ORACLE 0 3 Ater 0% CRA000000000042 cro000000000042 § allen ALLEN 1921688129 1921688129 Ater table so_sales_west add total_revenue float ﬂ
15.08:36.0 revenue tablg
L2 ORACLE 0 LTS CRR000000000042 crg000000000042 B allen ALLEN  192.168.5.129192.165.8.129 Ater table s0x_sales_international add total_revenue float
1508440 FEVENLE table
I 1220491 T4 32 ORACLE 0 crgl00000000232  allen SYSTEM 1921685129 192.168.8.129 SELECT 7 from dusl B View
A2 oact 0 Co0UO0U0ON0Z2  elen  SYSTEM 1921684128192 158g 120 e 1 S0t seles tematonal add ttal tev fod

1 1541:550
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Ricerca dati sensibili - “Find SSN Policy”

Edit Classification Process

Py, >
S 3

Process Description @
Clazsification Policy Find social security numberz
Datasources

Name Type Host l.IserHameI
] Oracle - 10.56 - joe(Listener) ORACLE 101095  joe
E] SQL Server -9.245 - sa(Listener) M5 SOLSERVER 101058248  =a
] sybase 9.56 - joe(Listener) SYBASE 101095  joe
E] db2 - 9.56 - db2inst2(Listener) DB2 1010858  db2inst2

ok Add Datasource...
QCancel = [jClone | & Comment % Roles... Dane /Y
@ Run Once Now | Bl View Results

;
-
-

[

LU
-

Scan su diversi DBMS
(Datasource):

— DB2

— SQL Server
— Sybase

— Oracle

Processo singolo/DBMS multipli:
risparmio di tempo nel set-up e
nella verifica dei risultati.
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Risultati dello scan

Classification Rule Actions:

B/® [® 1 sendAlert (Send Aler)

B/ @@ [E 2 Logpoicy Violation (Log Policy Violation)

ok New Action

E/ X (8] [ 3 Add to Privacy Group (Populate Privacy Set)

B ® |4 AddObiecttoGroup (Add To Group Of Objects) |

0 Cancel

Manage Members for Selected Group

Group Name: Sensitive Objects
Group Type: OBJECTS

Group Members:

o Accept

Oracle

“BILL™."55N"
[’ DEIEINE-TE “CUSTOMERINFO®

""dbo”."Customer”
" "dbo" "35N"
"Privacy”."dbo" "ssn_trigger_table”
"Privacy”."dbo" "trigger_table”
ivacy”."dbo" "vw_Customer
""dbo""vw _ssn”
| master.dbo.patient

DB2

SQL

Server

Sybase

SSN su 4 tipi di DBMS diversi,
individuati tramite unica
definizione di policy

— Oracle

— DB2

— SQL Server

— Sybase

Oggetti trovati - posti in gruppo

A seguire, security control
impostati a livello dell’intero

gruppo.

.|||i

Tl
'
5

Q-
A
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S-GATE: Blocco preventivo degli acessi

“DBMS software does not protect data from administrators, so DBAs today have the ability to
view or steal confidential data stored in a database.” Forrester, “Database Security: Market Overview,” Feb. 2009

Application Servers

Privileged Users

Issue SQL

Outsourced DBA

[rootlosprey ~1# sqlplu Bl

SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20
Copyright (c) 1982, 2005, Oracle. BAll rights reserved.
Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

ISQL> select * from creditcard; I

*

sorL> [l

Connection terminated

iSessione Ternﬂinata

Oracle, DB2,
MySQL, Sybase,

heck Policy
n Appliance




IBM SECURITY DAY 2011

Innovare con sicurezza per aprire al futuro

Workflow: apertura di incident

{= User Comment. (Standalone Unit) - Windows. nternet Explorer

g, https:/{10,10,9.245:8443 viewComments, do?methad Carmmentsireference=INCIDEN] v @ Certificate Errar o

User Comment

Timestamp
8 2008-12-03 19:49:40.0 poc

Add Comment 8 Done 1Y |

2. Incident reported to

User Object Reference Comment
I have reviewed this and it iz OK

Violation associated to an
incident

attention of responsible(s

*
iU |U"T You have 3 #ems on your To-do fist

BEG

— " System ‘ Administration Console | | Tools | | Daily Monitor

Date: 2008-11-26 19:58:50 End Date: 2009-1,

@ Timestamp Cateqory Name Access Rule Description
DSARAEAS0pE  AachSystemUser  ACADSSEALADSSESVSTEN
20031120 11:6230pel  Block Prv User Access to Credit Card 10.10.956 10.108.58 GUARDUNDEND.
i BlockPry User Access to Credt Card 1010956 1010956 GUARDUNDEND.
i BlockPri User Access to Credt Card 1010956 10.109.56 GUARDUNDENO.
i BlockPrivUser Access to Credt Card 10.10.956 10.109.56 GUARDUNDENO.

UGuardfum Mmi'mrUTap MomorUIﬂdml Mangement@l

Policy Violations ! Incident Management () (2 (i) () (¥) B |

2-04 1%:58:50

Client IP Server IP DB User Name Full SQL String

Records: 1105015 6 | |- & [ & &

Open Incidents | Incident Management |, |

Incident Humber

Aliases: OFF

Start Date: 2009-11-26 19:58:50 End Date: 2009-12-04
Timestamp Severity Cat

Records: 110 10f 1

me Status Description First Name Last Name % of Comments Count

P

H 00 v

Eﬂ e Internet

My Open Incidents (] (] (&) () (Y & |

Mo data found for requested query

ASSIGNED
QOPEN




IBM SECURITY DAY 2011

Innovare con sicurezza per aprire al futuro

Integrazione nelle infrastructure

<

L]

Directory Services SIEM SNMP Dashboards
(Active Directory, LDAP, etc.) (ArcSight, EnVision, Tivoli, etc.) (HP OpenView, Tivoli, etc.)
Change Ticketing Systems

/ / - Remedy, Peregrine, etc
Send Alerts

(CEF, CSV, (\&‘%
Authentication syslog) “A o

(RSA SecurlD, RADIUS,
Kerberos)
Vulnerability
3 Standards
(CVE, STIG,
CIS Benchmark)
— Data Leak &
Sensitive Data Classification
Data /
XXX-XX Software Deployment McAfee
X (Tivoli, RPM, (EPO)

Native Distributions)

Long Term Storage
(EMC Centera, IBM TSM
FTP, SCP, etc.) Application Servers
' _ (Oracle EBS, SAP, Siebel,
Cognos, PeopleSoft, WebSphere, etc.)

el «—

-
-

;
[



IBM SECURITY DAY 2011

Innovare con sicurezza per aprire al futuro

—— — — |
=== \@;
—_———= T =

saftware

I nteg ratio N W/ S I E M IT Security Compliance

Management Design Guide

with IBM Tivoli Security Information and Event Manager

C Guardium = - Mazilla Firefox: IBM Edition

Eile Edit View History Bookmarks Tools Help

Enterprise integration for operational
and requlatory compliance
- C Y @ nhtp/iwww.guardium.com/indexphp/pr/100 17 -] |29 Google Pl ~ Gamplets archtecture and
component discussion
2 Most Visited |_| Getting Started 3, Latest Headlines |, TBM “Goploment scenario
0 i - | Search | 4 % PDFCreator # eBay B. Amazon | % Options- e
| | Sessione dilavoro scaduta % | @ Guardium - Real-Time Database .. x | [& FINECO =

FEL] —

Guardium R

SAFEGUARDING DATABASES™ | AN IBM* COMPANY
Fudy
oo Redbooks

m

solutions  products partners resources support news & events about guardium

Home > News and Events > Guardium 7 Integrates with SIEM & Log Management

Guardium 7 Integrates with SIEM, Log Management. L

- _
& Guardium Achieves Certification Under ArcSight EnterpriseView Partner Program. - Business Wire - Windows Intemnet .. ==

Guardium Integrates with SIEM and Log Management Leaders to | PRINTER FRIENOLY QQ [ husp:sww highbeam.com/doc/161184504367. = | 5 [ 49 | x | [#] Google 2"

Deliver Comprehensive Information-Centric Security

i Favorites | 5 (@ Getting Started | IBM ~
Integration with ArcSight ESM, CA, Cisco MARS, LoglLogic, RSA enVision and —

b |22+ i P | —_— - = v Pagev Safetyv Tools v -7

SenSage Provides 100% Visibility and Daiabase Analytics for SOX, PCI-DSS and £3[~ |3 guardium arcsight int..  x# Guardium Achieve... % | ) 5 29 e = @

Data Privacy _
Login *

WALTHAM, Mass. (March 25, 2008) — Guardium, the database security company, today announced integration of its database N - Rosearch aniesand puEwes TR 6,500 S B Reaions -

activity monitoring (DAM) platform with leading security information and event management (SIEM) and log management systems. ngl;I!Bs?ﬂm“ ‘ | m B Brow

For the first time, enterprises can combine real-time security alerts and correlation analysis - obtained from granular monitoring of
all database activities, across heterogeneous DBMS infrastructures - with network and IT infrastructure events from other sources
such as firewalls, identity management systems and physical security devices.

m

Home = Publications = International and ires =» International ires » Business Wire » Jul - Sep 2008 » Septembe
Until now, SIEM users were faced with the challenge of importing raw logs generated by internal DBMS utilities. This is typically
impractical because internal DBMS utilities impose significant performance overhead on databases and produce massive amounts
of unfiltered information - or den't capture critical activities such as unauthorized er suspicious queries te sensitive information & g . 5 : :
including cardholder data. ! s Guardium Achieves Certification Under ArcSight | 1) geiaeq
In addition, native utiities are unable to identify end-user fraud and other abuses that occur via multi-tier enterprise applications - EnterpriseView Partner Program. aticlen
such as Oracle e-Business Suite, PeopleSeft, SAP and Business Intelligence - rather than via direct access to the database. Finally, _ _ ) _ )
native DBMS utilities don't meet auditors’ requirements for separation of duties since they are managed by DBAs whose activities - Publication: Business Wire | Publish date: September 8, 2008 | Copyright

Done &

Ads by Google
SysLog Server

Centralized SysLog Mgmt, Analysis, Reporting & Archiving Software.

ManageEngine.com/EveniLogAnalyzer

Green Cerification

E I h 1—< Certification, consulting, testing, third party validation services
www.intertek.com/greenfclaims
ArcSight -Security Leader

| Protect Your Business with the Leader in Security and Compliance

4 1 | 3

& € Intemet | Protected Made: On v H100% -

gL
0
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Certificazionl
Oracle 8i, 9i, 10g (r1, r2), 11g, 11i
Microsoft SQL Server 2000, 2005, 2008
IBM DB2 UBD (Windows, Unix, z/Linux) 8.0,8.2,9.1,9.5,9.7
IBM DB2 for z/OS 7,8,9,95
IBM DB2 UBD for iSeries (AS/400) V5R2, V5R3, V5R4, V6R1
IBM Informix 7,8,9,10,11
MySQL 4.1,5.0, 5.1
Sybase ASE 12,15
Sybase IQ 12.6
Teradata 6.01, 6.02

& i
Q‘m‘

;
-
-

[



IBM SECURITY DAY 2011

Innovare con sicurezza per aprire al futuro

Referenze
* 5 of the top 5 global banks *

e 2 of the top 3 global retailers °
* 3 of the top 5 global insurers .
e 2 of the world’s favorite beverage brands °
* The most recognized name in PCs °

* 15 of the world’s leading telcos °

[l

I

i
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I

-
’
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&
\

Top government agencies

Top 3 auto maker

#1 dedicated security company
Leading energy suppliers
Major health care providers
Media & entertainment brands
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Financial Services Firm with 1M+ Sessions/Day

*  Who: Global NYSE-traded company with 75M customers
* Need: Enhance SOX compliance & data governance
— Phase 1: Monitor all privileged user activities, especially DB changes.
— Phase 2: Focus on data privacy.
- Environment: 4 data centers managed by IBM Global Services
— 122 database instances on 100+ servers
— Oracle, IBM DB2, Sybase, SQL Server on AIX, HP-UX, Solaris, Windows
— PeopleSoft plus 75 in-house applications
« Alternatives considered: Native auditing
— Not practical because of performance overhead; DB servers at 99% capacity
* Results: Now auditing 1M+ sessions per day (GRANTs, DDL, etc.)
— Caught DBAs accessing databases with Excel & shared credentials
— Producing daily automated reports for SOX with sign-off by oversight teams

utomated change control reconciliation using ticket IDs
' ssed 2 external audits

¢
<
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Major Retailer with PCl & SOX Controls
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« Who: National retailer with $50B+ in sales & 6,400 stores
* Need: Initially PCI, then extended to SOX, SAS70, data privacy

« Environment: 5 major data centers (via M&A)
— Oracle, SQL Server, DB2, UDB on AlX, Solaris, Windows
— Dell, IBM midrange, Sun, IBM Z10 on RACF
— PeopleSoft, SAP plus proprietary claims engines

« Alternatives considered:
— Native auditing; DB encryption; DB appliance from major security vendor

* Results:

— Implemented in ~ 4 weeks

— PCl certified in stipulated time, saving millions in potential penalties

— Requirement 3.4: Compensating control for DB encryption

— Requirement 6: Maintain secure systems (enforce change controls)

— Requirement 10: Track & monitor all access to cardholder data [automated]

— Failed DB calls identified for performance optimization
@ad distribution quantified between servers
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Global Manufacturer with 239% ROI ==

Who: F500 consumer food manufacturer ($15B revenue)

Need: Secure SAP & Siebel data
— Enforce change controls & implement consistent auditing

EnVironment: Commissioned Forrester
— SAP, Siebel, Manugistics, IT2 + 21 other KFS Consulting Case Study
— Oracle & IBM DB2 on AlX; SQL Server on Windows

Results: 239% ROI & 5.9 months payback, plus:
— Proactive security: Real-time alert when changes made to critical tables

— Simplified compliance: Passed 4 audits (internal & external)

* “The ability to associate changes with a ticket number makes our job a lot easier. The other
products didn't have that capability to automatically put in an associated ticket number with the
activity that was going on within the database, which is something the auditors ask about.”

Lead Security Analyst

[l
!
i
o

— Strategic focus on data security

» “There’s a new and sharper focus on database security within the IT organization. Security is
more top-of-mind among IT operations people and other staff such as developers. We now have
a clearer focus on security and compliance, promoted in large part by the presence and operation

’ i of the Guardium product.”
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Major European Telco ;Y,
« Who: Global telco with 70M mobile customers; €30B revenue. ' 3

* Need: Ensure privacy of call records for compliance with data prlvacy Iaws
— Phase 1: Safeguard OSS systems
— Phase 2: Safeguard BSS systems

« Environment: 15 heterogeneous, geographically-distributed data centers
— Oracle, SQL Server, Informix, Sybase
— HP-UX, HP Tru64, Solaris, Windows, UNIX
— SAP, Remedy plus in-house applications (billing, Web portal, etc.)

« Alternatives considered: Native auditing; Oracle Audit Vault.
— Not practical because of performance overhead; lack of granularity;
non-support for older versions; need for multi-DBMS support.
* Results:
— Deployed to 12 initial data centers in only 2 weeks!
— Now auditing all traffic in high-traffic environment; centrally managed.
— Passed several external audits
Future plans: Implement application user monitoring; 2-factor authentication; expand scope to

ﬁ her applications.

P
<
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Guardlum Safeguards McAfee.com|-

Who: World’s Largest Dedicated Security Company
* Need: Safeguard millions of PCI transactions

— Maintain strict SLAs with ISP customers
(e.g., Comcast, COX Communications)

— Automate PCI controls
« Environment: Guardium deployed in less than 48 hours
— Multiple data centers; clustered databases
— Integrated with ArcSight SIEM
— Expanding coverage to SAP systems for SOX

(]
!!:u
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@ McAfee

me and Home Office  Small Business

M Introducing

McAfee Online Backup
a 3 of your

Medium Business  Large Enterprise  Partners  About Us.

* Previous Solution: Central database audit repository with native DBMS logs

— Massive data volumes; performance & reliability issues; SOD issues
* Results:

— “McAfee needed a solution with continuous real-time visibility into all sensitive cardholder data

— in order to

quickly spot unauthorized activity and comply with PCI-DSS — but given our significant transaction volumes,

performance and reliability considerations were crucial.”

—  “We were initially using a database auditing solution that collected information from native DBMS logs and
stored it in an audit repository, but granular logging significantly impacted our database servers and the audit

repository was simply unable to handle the massive transaction volume generated by our McAfee.com

environment.”

— “The Guardium solution provided enterprise-class scalability in a solution and was deployed in less than 48

hours. In addition to safeguarding our customers’ trust, Guardium’s technology also automates our PCI

database controls and reduces DBA workload while enforcing separation of duties to protect against both

internal and external threats.”

’ ﬁ ny Gunn, director of security engineering, McAfee)
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Simplifying Enterprise Security for Dell

IEE

* Need:
— Improve database security for SOX, PCl & SAS70
— Simplify & automate compliance controls
« Guardium Deployment: Pb/ished case study in Dell Power Solutions

— Phase 1: Deployed to 300 DB servers in 10 data centers
(in 12 weeks)

— Phase 2: Deployed to additional 725 database servers

 Environment :
— Oracle & SQL Server on Windows, Linux; Oracle RAC, SQL Server clusters
— Oracle EBS, JDE, Hyperion plus in-house applications

* Previous Solution: Native logging (MS) or auditing (Oracle) with in-house scripts
— Supportability issues; DBA time required; massive data volumes; SOD issues.

* Results: Automated compliance reporting; real-time alerting; centralized
cross-DBMS policies; closed-loop change control with Remedy integration
— Guardium “successfully met Dell’s requirements without causing outages to any databases;

@uced a significant reduction in auditing overhead in databases.”

o
<
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Washington Metropolitan Area Transit Authority (Metro)
Safeguards Customer Information

EERL O

«  Who: The Metro operates the 2nd largest U.S. rail transit system
and transports more than a third of the federal government to work

* Need: Metro needed to safeguard sensitive customer data and simplify compliance
with PCI-DSS -- without impacting performance or changing database configurations
— Protecting customer data
— Passing audits more quickly and easily
— Monitoring for potential fraud in PeopleSoft system
— Leveraging scalable architecture; automated oversight workflows (electronic sign-offs, escalations);
library of best practices PCI policies and reports; application-layer monitoring
« Environment:
— More than 9 million transactions per year (Level 1 merchant)
— Complex, multi-tier heterogeneous environment

« Alternatives considered: Native logging and auditing impractical
«  Customer Impact: “Our customers trust us to transport them safely and safeguard

their personal information.”

“We looked at native DBMS logging and auditing, but it's impractical because of its high overhead,
especially when you’re capturing every SELECT in a high-volume environment like ours. In addition,
native auditing doesn’t enforce separation of duties or prevent unauthorized access by privileged

y >
3
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What Customers Are Saying About Guardium

“The integrity and confidentiality of our ERP, financial and customer data are paramount to our
company and enable us to serve our millions of customers safely, reliably and efficiently. We have
selected Guardium’s real-time database monitoring and compliance automation solution to help us
meet our compliance goals for database monitoring.”

Cindy Peluso, Director of Information Security, National Grid

[
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“Guardium’s technology was key to helping us pass our SOX audit. In the past, we spent hours and
hours reviewing logs, but we didn’t have real-time controls or the detailed information required by our
auditors. We also tried agent-based change control solutions, but they didn’t work. The Guardium
system gives us both real-time alerting and granular audit reporting while automating the entire
process. This helps us meet our auditors’ requirements while saving us several hundred hours a year
in staff time.”

Robert G. Gorrie, Corporate Information Security Manager, USEC

($1B NYSE-traded nuclear energy company)

“Guardium’s innovative network-based technology monitors, protects and audits access to key
information assets at ING Investment Management.”
Charles Kim, Information Security Officer, ING Investment Management

“‘[Guardium’s technology] enabled the customer to improve database security ... without impacting the
performance of critical business applications.”
Forrester Consulting Commissioned Case Study

’ i $10B NYSE-traded energy company
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Validated by Industry Experts
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ChannelWeb  =i®

“Dominance in this space” “Most Powerful Compliance
#1 Scores for Current Offering, : i
Architecture & Product Strategy

“5-Star Ratings: Easy
installation, sophisticated
reporting s*trong policy-based

S Cl.iv.

”n

HUMAS anead
InformationVVeek
10, MEOBUT (s
“Practically every feature you'll
nee * « (2 1«1 ¢2nsitive data.”

“Guardium is ahead Jr tne
pack and gaining
speed.”

ORMATION

CURITY

2007 Editor's Choice Award y
’ iting and Enterprise-class data security

liance" product that should be on every

¢ ‘

organization's radar."
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« Check out Implementing Database Security and Auditing

1)
BN
E E

+ Info ...

Definitive 413-page text for security, risk management
& database professionals

Specific tips for DB2, Oracle, SQL Server, MySQL and Sybase

Written by database security expert, IBM GOLD Consultant &
Guardium CTO, Ron Ben Natan, Ph.D.

Free chapter download: www.guardium.com/index.php/landing/520

« See "Resources" section for case studies, ROl examples, white
papers & lab reviews

« Check out the Database Security TechCenter
by Dark Reading

— Latest news, tips & reports
— www.darkreading.com/database security/ dark READING

P
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Protect The Business @ Enable Access

v
3



IBM SECURITY DAY 2011

Innovare con sicurezza per aprire al futuro

Grazie!



