Robert Alexander - Executive IT Architect

09/10/2010

La S|curezza neI Cloud Computlng

© 2010 IBM Corporation



IBM

Specific customer concerns related to security and
cloud computing

Protection of intellectual property and data

Ability to enforce regulatory or contractual obligations
Unauthorized use of data

Confidentiality of data

Availability of data

Integrity of data

Ability to test or audit a provider’s environment

Other

Source: Deloitte Enterprise@Risk: Privacy and Data Protection Survey
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Categories of Cloud Computing Risks

Reliability

High availability will be a key concern. IT
departments will worry about a loss of
service should outages occur. Mission
critical applications may not run in the
cloud without strong availability
guarantees.

Data Security

Migrating workloads to a shared network

Complying with SOX, HIPAA and other
regulations may prohibit the use of
clouds for some applications.
Comprehensive auditing capabilities are
essential.

and compute infrastructure increases
the potential for unauthorized
exposure. Authentication and access
technologies become increasingly
important.

Security Management

Providers must supply easy controls to
manage firewall and security settings
for applications and runtime
environments in the cloud.
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Guiding the conversation with clients

IBM Security IBM Cloud IBM Capabilities &
Framework Security Guidance Offerings to Help

------

Describes the business Describes the Catalogues of products, services
landscape of security technology landscape and solutions
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IBM Cloud Security Guidance document

> Based on cross-IBM research and customer interaction on cloud security
» Highlights a series of best practice controls that should be implemented

» Broken into 7 critical infrastructure components:

— Building a Security Program d @ S .

— Confidential Data Protection L
Cloud Security Guidance

— Implementing Strong Access and Identity -

— Application Provisioning and De-provisioning -

— Governance Audit Management pas i S ST

— Vulnerability Management o EESS

- Testing and Validation R
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Gartner’s security risks of cloud computing
...map directly to the IBM Security Framework.

Privileged User Access IBM Security Framework
: SECURITY GOVERNANCE, RISK MANAGEMENT
Data Seg regation AND COMPLIANCE
\#) PEOPLE AND IDENTITY

Data Recove
ry DATA AND INFORMATION

Investigative Support APPLICATION AND PROCESS

Regulatory Compliance ) NETWORK, SERVER AND END POINT |

PHYSICAL INFRASTRUCTURE
Data Location

Common Policy, Event Handling and Reporting

D isaste r Re cove ry Professional Managed Hardware

services services and software

Gartner: Assessing the Security Risks of Cloud Computing, June 2008
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http://www.gartner.com/DisplayDocument?id=685308
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IBM offers a broad portfolio of security services from the cloud and
products and services to secure the cloud

-rofessional Services Security Governance, Risk and Compliance SIEM and Log Management

= Cloud-based &
Managed Services : Identity and
Access Management

-roducts Access Management

Identity Management

Data Loss Prevention
Data

Security
Encryption and Key Lifecycle

R—— Messaging Security

1BM Security Framework E-mail

Security Database Monitoring and

Protection Data Masking

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

PEOPLE AND IDENTITY

. : App Vulnerability Scanning
Application Security Web Application Firewall

@ |
(0)] |
@ APPLICATION AND PROCESS ‘ . App Sepiies @ele Scanning
@ |
Q |

NETWORK, SERVER AND END POINT
W RL .
?b / U Access and Entitlement SOA Security
Filtering
Management
‘Gommon Policy, Event Handling and Reporting
. services services and software ili
Infrastructure Security R ebility Mainframe Security
Assessment
Threat Assessment Web/URL Filtering Intrusion Prevention System

Firewall, IDS/IPS, Security Event
MFS Mgmt. Management

DATA AND INFORMATION

PHYSICAL INFRASTRUCTURE

) Virtual System Security
) = cick for more info

when in Slide Show
mode : Physical Security
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IBM is a visionary in the field of IT Security

IBM Research Projects

Enterprise Security
Architecture

High Tech Risk
Analytics

iapp International Association of Privacy Professionals recognized
IBM Research as one of the “Top Privacy Innovators” in 2009

Celebrating Ten Yeais
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