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Comparison between shared queues and cluster queues

This information is designed to help you compare shared queues and cluster queues, and decide which
might be more suitable for your system.

Channel Initiator costs

In cluster queues, messages are sent by channels, so allow for channel initiator costs in addition to
application costs. There are costs in the network because channels get and put messages. These costs
are not present with shared queues, which therefore use less processing power than cluster queues when
moving messages between queue managers in a queue sharing group.

Availability of messages

When putting to a queue, cluster queues send the message to one of the queue managers with active
channels connected to your queue manager. On the remote queue manager, if applications used to
process the messages are not working, the messages are not processed and wait until the applications
start. Similarly, if a queue manager is shut down, any messages on the queue manager are not made
available until the queue manager restarts. These instances show lower message availability than when
using shared queues.

When using shared queues, any application in the queue sharing group can get messages that are sent. If
you shut down one queue manager in the queue sharing group, messages are available to the other queue
managers, providing higher message availability than when using cluster queues.

Capacity

A coupling facility is more expensive than a disk; therefore the cost of storing 1,000,000 messages in a
local queue is lower than having a coupling facility with enough capacity to store the same number of
messages.

Sending to other queue managers

Shared-queue messages are only available within a queue sharing group. If you want to use a queue
manager outside of the queue sharing group, you must use channels. You can use clustering to workload
balance between multiple remote distributed queue managers.

Workload balancing

You can use clustering to give weight to which channels and queue managers get a proportion of the
messages sent. For example, you can send 60% of messages to one queue manager, and 40% of
messages to another queue manager. This instance does not depend on the ability of the remote queue
manager to process work. The system with the first queue manager might be overloaded, and the system
with the second queue manager might be idle, but most of the messages still go to the first queue
manager.

With shared queues, two CICS® systems can get messages. If one system is overloaded, the other system
takes over most the workload.
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DURSUB (NO)
DESCR('Administrative topic object to disallow durable subscriptions')
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ALTER TOPIC(FOOTBALL.EUROPEAN) DURSUB(NO)
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b. wildsubs.tst 2}/d

c. fullsubs.tst 2143

d. gmgrs.bat 2Hd

e. pub.bat 2173
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2. gmgrs.bat 25 A&5Ho] /g A5 Al 2.
qmgrs

70 Ho] A 9] 17 2304 EXY-E A/ Al Q. I8 5ol - ATHEE F2AE EY Sports/Football ¥
Sports/RugbyE 2H/dgth

Zr3: REPLACE 3412 F42] TOPICSTR £/4S HHtA] k55Ut TOPICSTRS (v) ThE EY EZlE HAE
Sl Aol A AR E = EA YUt EX S W5 nm oS AA|SH Al 2.

DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC

Sports')
Football')
Arsenal')
Blackburn')
Chelsea')
Rugby ")
Leeds')
Wigan')
Warrlngton )
Helens')

DEFINE TOPIC Football') TOPICSTR('SpOItS/FOOtball') CLUSTER(CL1) WILDCARD(BLOCK)
DEFINE TOPIC Arsenal') TOPICSTR(' Sports/Football/Arsenal )

DEFINE TOPIC Blackburn') TOPICSTR(' Sports/Football/Blackburn )

DEFINE TOPIC ('Chelsea') TOPICSTR('Sports/Football/Chelsea')

DEFINE TOPIC Rughby ') TOPICSTR('Sports/Rugby') CLUSTER(CL1)

DEFINE TOPIC Leeds') TOPICSTR('Sports/Rugby/Leeds')

DEFINE TOPIC ('Wigan')  TOPICSTR('Sports/Rugby/Wigan')

DEFINE TOPIC ('Warrington') TOPICSTR('Sports/Rugby/Warrington')

(
('
(
('
('
(
('
('
(
('s
DEFINE TOPIC ('Sports') TOPICSTR('Sports')
('
('
(
('
('
(
g
DEFINE TOPIC ('St. Helens') TOPICSTR('Sports/Rughy/St. Helens')

2 25, £ APH| B ZH: topics.tst

Z3: REPLACEZ} BEY FAHE & vHER] ko n 2 Ex-S AMAgytt,

A este = AFESIo] L= FAEHAIA] 2. 70 Ho] 2] 2] 17 2304 ET @ BAE
St A EFLE, ZF 5of thst F& 2SI Al . ATHE S AdYstAY thA] A8
o] AbA|lE Yt

Z1: REPLACE &41-& 31=2] TOPICOBJ = TOPICSTR EA S vl z| 24Uk TOPICOB] ==

TOPICSTRE T2 752 Bl AE5}7] 93] olAlol A chafstl AL & 4 9l AUt WAstelw vix 7
=2 AR 2.

Tt Exo] B2
SHRl 77} XA L L=

=
=

DEFINE QLOCAL(QSPORTS) REPLACE
DEFINE QLOCAL (QSARSENAL) REPLACE
DEFINE QLOCAL (QSLEEDS) REPLACE
CLEAR QLOCAL (QSPORTS)

CLEAR QLOCAL (QSARSENAL)

CLEAR QLOCAL (QSLEEDS)

DELETE SUB (SPORTS)

DELETE SUB (SARSENAL)

DELETE SUB (SLEEDS)

DEFINE SUB (SPORTS) TOPICSTR('Sports/#') DEST (QSPORTS)

DEFINE SUB (SARSENAL) TOPICSTR('Sports/+/Arsenal') DEST(QSARSENAL)
DEFINE SUB (SLEEDS) TOPICSTR('Sports/+/Leeds') DEST(QSLEEDS)

IJ

2l QIUCIIE A= &M wildsubs.tst

26.
oAl £ 0 HAES Frshs P52 AL
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® 713, /= TOPICOBIOA FZx5H= EX FAG 1 TOPICSTROA A 2loh= Ex] 2+ Alojof 250 &2
dgy

DEFINE SUB(FARSENAL) TOPICSTR('Sports/Football/Arsenal') DEST(QFARSENAL) <l=
oot 1=2 ZAdsh T TOPICOBI= o|u| Aolst ET Ex}Y& dX 5= w2 HH o 2 Atg-Eyc) 24
S 752 o ol By euAES Fxolx] F&ULh
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DEFINE QLOCAL (QFARSENAL) REPLACE
DEFINE QLOCAL(QRLEEDS) REPLACE
CLEAR QLOCAL (QFARSENAL)

CLEAR QLOCAL (QRLEEDS)

DELETE SUB (FARSENAL)

DELETE SUB (RLEEDS)

DEFINE SUB (FARSENAL) TOPICOBJ('Football') TOPICSTR('Arsenal') DEST(QFARSENAL)
DEFINE SUB (RLEEDS) TOPICOBJI('Rugby') TOPICSTR('Leeds') DEST(QRLEEDS)

8 27 1= AH| 8 MH|: fullsubs.tst

27He] HHAS Eol= ST AEE AP . B Bl 55 95l 2719] FE AFAE ZISHAIL.
T AAE D A A ZBIE R AT ES ThA] AgetAA Q. st ATGYEL Ed A& 9 27] 9Tyt 1
= A8yt

2

thE ERE0l Bt A3 -HES 25 A Y BE Y S AN . AT -HES ARSI BF AASHaL
=5l LA 0 2 ThA] w2 A] A1 ZFE 4 Q14U

@echo off

set port.CL1B=1421

set port.CLIA=1420

for %%A in (CL1A CL1B QMA QOMB) do call :createQM %%A

call :configureQM CL1A CL1B %port.CL1B% full

call :configureQM CL1B CL1A %port.CL1A% full

for %%A in (QMA QMB) do call :configureQM %%A CL1A %port.CL1A% partial
for %%A in (topics.tst wildsubs.tst) do runmgsc QMA < %%A

for %%A in (wildsubs.tst) do runmgsc QMB < %%

goto:eof

:createQM

echo Configure Queue manager %1
endmgm -p %1

for %%B in (dlt crt str) do %%Bmgm 9%
goto:eof

:configureQM

if %1==CL1A set p=1420

if %1==CL1B set p=1421

if 9%1==QMA set p=1422

if %1==QMB set p=1423

echo configure %1 on port %p% connected to repository %2 on port %3 as %4 repository
echo DEFINE LISTENER(LST%1) TRPTYPE(TCP) PORT(%p%) CONTROL(QMGR) REPLACE | runmqgsc %
echo START LISTENER(LST%1) | runmgsc %1

if full==%4 echo ALTER QMGR REPOS(CL1) DEADQ(SYSTEM.DEAD.LETTER.QUEUE) | runmgsc %1
echo DEFINE CHANNEL(TO.%2) CHLTYPE(CLUSSDR) TRPTYPE(TCP) CONNAME('LOCALHOST(%3)"') CLUSTER(CL1)
REPLACE | runmgsc %1

echo DEFINE CHANNEL(TO.%1) CHLTYPE(CLUSRCVR) TRPTYPE(TCP) CONNAME ('LOCALHOST (%p%) ")
CLUSTER(CL1) REPLACE | runmgsc %

goto:eof

gl 28. 7 22Xt & gmgrs.bat
22| AEH Eo| 155 F7I5to] A4S dulo| Esta Al 2.

@echo off
for %%A in (QMA QMB) do runmgsc %%A < wildsubs.tst
for %%A in (QMA QMB) do runmgsc %%A < upsubs.tst

2l 29. 7= YUO|0| E: upsubs.bat
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@echo off

@rem Provide queue manager name as a parameter
set S=Sports

set S=6 Sports/Football Sports/Football/Arsenal
set S=6 Sports/Rugby Sports/Rugby/Leeds

for %%B in (6) do echo %%B | amgspub %%B %1
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gmgrs
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DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC
DELETE TOPIC

Sports')
Football')
Arsenal')
Blackburn')
Chelsea')
Rugby ")
Leeds')
Wigan')
Warrlngton )
Helens')

DEFINE TOPIC Football') TOPICSTR('SpOItS/Football') CLUSTER(CL1) WILDCARD(BLOCK)
DEFINE TOPIC Arsenal') TOPICSTR(' Sports/Football/AIsenal )

DEFINE TOPIC Blackburn') TOPICSTR(' Sports/Football/Blackburn )

DEFINE TOPIC Chelsea') TOPICSTR('Sports/Football/Chelsea’)

DEFINE TOPIC Rughy ') TOPICSTR('Sports/Rugby') CLUSTER(CL1)

DEFINE TOPIC Leeds') TOPICSTR('Sports/Rugby/Leeds')

DEFINE TOPIC ('Wigan')  TOPICSTR('Sports/Rugby/Wigan')

DEFINE TOPIC ('Warrington') TOPICSTR('Sports/Rughy/Warrington')

('
('
('
('
('
('
('
('
('
('s
DEFINE TOPIC ('Sports') TOPICSTR('Sports')
('
('
('
('
('
('
E
DEFINE TOPIC ('St. Helens') TOPICSTR('Sports/Rughy/St. Helens')

2l 38 £ APH| B! 2 topics.tst

43: REPLACEZ} E3) A& vl oo 2 eag At

AL EFFEF ARG S| 52 AYSH Al 2. 70 0] A]9] O7 2304 B e BAIES
Ste A ETIE, Zh F5o g 75 2SI . ATHES A thA] st
o] AAlE Yt

Z31: REPLACE 2412 52| TOPICOBJ B+ TOPICSTR 542 H}4%] igqq TOPICOB] &

TOPICSTR TF2 758 B AE 3] 915 ollAlol Al chopsil AF8-2 4 9l E4elLich M Askelm v 7
=2 AHal A 2.

x3ehs Exof g
il b Ry

DEFINE QLOCAL(QSPORTS) REPLACE
DEFINE QLOCAL (QSARSENAL) REPLACE
DEFINE QLOCAL (QSLEEDS) ~REPLACE
CLEAR QLOCAL (QSPORTS)

CLEAR QLOCAL (QSARSENAL)

CLEAR QLOCAL (QSLEEDS)

DELETE SUB (SPORTS)

DELETE SUB (SARSENAL)

DELETE SUB (SLEEDS)

DEFINE SUB (SPORTS) TOPICSTR('Sports/#"') DEST (QSPORTS)

DEFINE SUB (SARSENAL) TOPICSTR('Sports/+/Arsenal') DEST(QSARSENAL)
DEFINE SUB (SLEEDS) TOPICSTR('Sports/+/Leeds') DEST(QSLEEDS)

|
o

9. AUEIIE 5 2Y: wildsubs.tst

3
AH ED QUAES R TES

sy

PashAL 2.

&ﬁ i
B

FE 7|5, /= TOPICOBIONA HZ35t= BT B2} TOPICSTROIA Aol ET XY Aloof Alz0 &
AP0153L4K}
HHdHd .

DEFINE SUB(FARSENAL) TOPICSTR('Sports/Football/Arsenal') DEST(QFARSENAL) #o|+=
FUS 752 A4 U Th TOPICOBIE ofn] Hojat E1f 2211 Fshe ke ¥ 0 2 APy ch 2hy
gl 752 o ol £1 o A ES Fraha) gsuc

DEFINE QLOCAL (QFARSENAL) REPLACE
DEFINE QLOCAL (QRLEEDS) REPLACE
CLEAR QLOCAL (QFARSENAL)

CLEAR QLOCAL (QRLEEDS)

DELETE SUB (FARSENAL)
DELETE SUB (RLEEDS)

DEFINE SUB (FARSENAL) TOPICOBJ('Football') TOPICSTR('Arsenal') DEST(QFARSENAL)
DEFINE SUB (RLEEDS) TOPICOBJ('Rugby') TOPICSTR('Leeds') DEST(QRLEEDS)

21 40. 5 A 2 AHH: fullsubs.tst
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2749 H YA T EFSHe SUAEES AN 2, B U 75 93] 2740 BB H4FAE A L. B
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CHE BB Hl e ASYES A BE WYL YASIA L, ATYES ALESHY BE AHIsH
U 02 thA] Wkl AR 4 daUch

@echo off

set port.CL1B=1421

set port.CLIA=1420

for %%A in (CL1A CL1B QMA QMB) do call :createQM %%

call :configureQM CL1A CL1B %port.CL1B% full

call :configureQM CL1B CL1A %port.CL1A% full

for %%A in (QMA QMB) do call :configureQM %%A CL1A %port.CL1A% partial
for %%A in (topics.tst wildsubs.tst) do runmgsc QMA < 9%%A

for %%A in (wildsubs.tst) do runmgsc QMB < 9%%A

goto:eof

:createQM

echo Configure Queue manager %

endmgm -p %1

for %%B in (dlt crt str) do %%Bmgm %1
goto:eof

:configureQM

if %1==CL1A set p=1420

if %1==CL1B set p=1421

if %1==QMA set p=1422

if %1==QMB set p=1423

echo configure %1 on port %p% connected to repository %2 on port %3 as %4 repository
echo DEFINE LISTENER(LST%1) TRPTYPE(TCP) PORT(%p%) CONTROL(QMGR) REPLACE | runmgsc %1
echo START LISTENER(LST%1) | runmgsc %

if full==%4 echo ALTER QMGR REPOS(CL1) DEADQ(SYSTEM.DEAD.LETTER.QUEUE) | runmgsc %1
echo DEFINE CHANNEL (TO.9%2) CHLTYPE(CLUSSDR) TRPTYPE(TCP) CONNAME ('LOCALHOST (%3)') CLUSTER(CL1)
REPLACE | runmgsc %1

echo DEFINE CHANNEL(TO.%1) CHLTYPE(CLUSRCVR) TRPTYPE(TCP) CONNAME('LOCALHOST (%p%) ")
CLUSTER(CL1) REPLACE | runmgsc %1

goto:eof

241, 7 22| X & gmgrs.bat
22| AE EHo| 153 F7l5to] A4S dUlo|EstaAl 2.

@echo off
for %%A in (QMA QMB) do runmgsc %%A < wildsubs.tst
for %%A in (QMA QMB) do runmgsc %%A < upsubs.tst

2l 42, 7= YO|O|E: upsubs.bat

T+ T Ao A mli7iA 4= pub. batE AdYsto] WY EY FAHE 3ot WA A& LA A L.
Pub.bat =AZ =273 amqspubs A&

@echo off

@rem Provide queue manager name as a parameter
set S=Sports

set S=6 Sports/Football Sports/Football/Arsenal
set S=6 Sports/Rugby Sports/Rugby/Leeds

for %%B in (6) do echo %%B | amqgspub %%B %1

2143, UH: pub.bat
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String clientId = String.format("%-23.23s"
System.getProperty (" user.name' o+ "t o+
(uuib. IandomUUID() toStIlng())) trim()). replace('-"', '_"');
MgttClient client = new MgttClient("localhost", clientId);
String topicString = "MQTT Examples";
int QoS = 1;
client. subscrlbe(toplcstrlng QoS) ;

21 44, MQTT v3 2EI0|HE =Xt
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/* Define and set variables to.defaults %/

/* Omitted lines declarlng variables */

char * topicName !

char * topicString "MQTT Examples"

char = publication "Hello world!";

do §
MQCONN (gMgrName, &Hconn, &CompCode, &Reason);
if (CompCode != MQCC_OK) break;
td.0ObjectType = MQOT_TOPIC; /* Object is a topic */
td.Version = MQOD_VERSION_4; /* Descriptor needs to be V4 */
strncpy(td.ObjectName, topicName, MQ_TOPIC_NAME_LENGTH);
td.ObjectString.VSPtr = topicString;
td.ObjectString.VSLength = (MQLONG)strlen(topicString);
MQOPEN (Hconn, &td, MQOO_OUTPUT | MQOO_FAIL_IF_QUIESCING, &Hobj, &CompCode, &Reason);
if (CompCode != MQCC_OK) break;
pmo.Options = MQPMO_FAIL_IF_QUIESCING | MQPMO_RETAIN;
MQPUT (Hconn, Hobj, &md, &pmo, (MQLONG)strlen(publication)+1, publication, &CompCode, &Reason);
if (CompCode != MQCC_OK) break;
MQCLOSE (Hconn, &Hobj, MQCO_NONE, &CompCode, &Reason);
if (CompCode != MQCC_OK) break;
MQDISC(&Hconn, &CompCode, &Reason);

t while (0);

45. IBM MO &l Xt

e Eo] mzbel MQTT Seto| A E= MQTT of Ze]A o] Seto]AE MgttCallback 249
messageArrlved HAEE S&3Hhch

public class CallBack implements MqgttCallback §
public void messageArrived (MqttTopic topic, MgttMessage message) 1
try ¢
System.out.println("Message arrived: \"" + message.toString()
+ "\" on topic \"" + topic.toString() + "\"");
%t catch (Exception e) {
e.printStackTrace();

3
// ... Other callback methods
3t

%l 46. messageArrived HAE

111 #|o]#A| o] 7 470)| A= MQTT v37} 110 H|o] A o] 17 440)| A 2HdH 50 tA| X & Walst= WS
HojFyth

String address = "localhost";

String clientId = String.format("%-23.23s",
System.getProperty("user.name") + "_" +
(UUID.randomUUID() .toString())). trim()) . replace('-"', '_"');

MgttClient client = new MgttClient(address, clientId);

String topicString = "MQTT Examples";

MgttTopic topic = client.getTopic(Example.topicString);

String publication = "Hello world";

MgttMessage message = new MgttMessage(publication.getBytes());

MgttDeliveryToken token = topic.publish(message);

2l 47, MOTT v3 2EI0|HE SaH Xt
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7|2 LEAE = A2 O 7] 2|0l A 7FA 2 24 Yt IMSAdmin o &J 3 2/ INDI % 2} += IBM MQ
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context.createProducer().
setProperty("foo", "bar").
setTimeTolLive (10000) .
setDeliveryMode (NON_PERSISTENT) .
setDisableMessageTimestamp (true).
send(dataQueue, body);
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EETEENTBM MQ for z/0S concepts

Some of the concepts used by IBM MQ for z/OS are unique to the z/0S platform. For example, the logging
mechanism, the storage management techniques, unit of recovery disposition, and queue sharing groups
are provided only with IBM MQ for z/OS. Use this topic as an introduction to further information about
these concepts.

The concepts include an overview of the objects that IBM MQ for z/OSuses, including:

« The queue manager
« The channel initiator
+ Shared queues and queue sharing groups
+ Intra-group queuing

The following topics also cover various procedures you need, including:
+ System definitions on z/0OS

+ Storage management

« Recovery and restart

 Security concepts in IBM MQ for z/0S

Related concepts

“The queue manager on z/0S” on page 149

Before you can let your application programs use IBM MQ on your z/0S system, you must install the IBM
MQ for z/OS product and start a queue manager. The queue manager owns and manages the set of
resources that are used by IBM MQ.

“The channel initiator on z/0S” on page 150
The channel initiator provides and manages resources that enable IBM MQ distributed queuing. IBM MQ
uses Message Channel Agents (MCAs) to send messages from one queue manager to another.

“Terms and tasks for managing IBM MQ for z/0S” on page 152
Use this topic as an introduction to the terminology, and tasks that are specific to IBM MQ for z/OS.

“Shared queues and queue sharing groups” on page 154

You can use shared queues and queue sharing groups, to implement high availability of IBM MQ
resources. Shared queues and queue sharing groups are functions unique to IBM MQ for z/0S on the z/0S
platform.
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“Storage management on z/0S” on page 210

IBM MQ for z/OS requires permanent and temporary data structures and uses page sets and memory
buffers to store this data. These topics give more details on how IBM MQ uses these page sets and
buffers.

“Logging in IBM MQ for z/0S” on page 214
IBM MQ maintains logs of data changes and significant events as they occur. These logs can be used to
recover data to a previous state if required.

“Recovery and restart on z/OS” on page 234
Use the links in this topic to find out about the features of IBM MQ for z/OS for restart and recovery.

“Security concepts in IBM MQ for z/0S” on page 250
Use this topic to understand the importance of security for IBM MQ, and the implications of not having
adequate security settings on your system.

“Availability on z/OS” on page 256
IBM MQ for z/OS has many features for high availability. This topic describes some of the considerations
for availability.

“Unit of recovery disposition on z/OS” on page 261

Certain transactional applications can use a GROUP, rather than a QMGR, unit of recovery disposition
when connected to a queue manager in a queue sharing group (QSG) by specifying the QSG name when
they connect instead of the queue manager name. This allows transaction recovery to be more flexible
and robust by removing the requirement to reconnect to the same queue manager in the QSG.

Related reference

“System definition on z/OS” on page 224
IBM MQ for z/0OS uses many default object definitions, and provides sample JCL to create those default
objects. Use this topic to understand these default objects, and the sample JCL.

“Monitoring and statistics on IBM MQ for z/0S” on page 259
IBM MQ for z/OS has a set of facilities for monitoring the queue manager, and gathering statistics.

SEBThe queue manager on z/0S

Before you can let your application programs use IBM MQ on your z/0S system, you must install the IBM
MQ for z/OS product and start a queue manager. The queue manager owns and manages the set of
resources that are used by IBM MQ.

The queue manager

A gueue manager is a program that provides messaging services to applications. Applications that use the
Message Queue Interface (MQI) can put messages on queues and get messages from queues. The queue
manager ensures that messages are sent to the correct queue or are routed to another queue manager.
The queue manager processes both the MQI calls that are issued to it, and the commands that are
submitted to it (from whatever source). The queue manager generates the appropriate completion codes
for each call or command.

The resources managed by the queue manager include:

+ Page sets that hold the IBM MQ object definitions and message data

+ Logs that are used to recover messages and objects in the event of queue manager failure
* Processor storage

« Connections through which different application environments ( CICS, IMS, and Batch) can access the
IBM MQ API

« The IBM MQ channel initiator, which allows communication between IBM MQ on your z/0S system and
other systems
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The queue manager has a name, and applications can connect to it using this name.

Figure 56 on page 150 illustrates a queue manager, showing connections to different application
environments, and the channel initiator.
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Figure 56. Overview of IBM MQ for z/OS

The queue manager subsystem on z/0S

On z/0S, IBM MQ runs as a z/0S subsystem that is started at IPL time. In the subsystem, the queue
manager is started by executing a JCL procedure that specifies the z/OS data sets that contain
information about the logs, and that hold object definitions and message data (the page sets). The
subsystem and the queue manager have the same name, of up to four characters. All queue managers in
your network must have unique names, even if they are on different systems, sysplexes, or platforms.

S The channel initiator on z/0S

The channel initiator provides and manages resources that enable IBM MQ distributed queuing. IBM MQ
uses Message Channel Agents (MCAs) to send messages from one queue manager to another.

To send messages from queue manager A to queue manager B, a sending MCA on queue manager A must
set up a communications link to queue manager B. A receiving MCA must be started on queue manager B
to receive messages from the communications link. This one-way path consisting of the sending MCA, the
communications link, and the receiving MCA is known as a channel. The sending MCA takes messages
from a transmission queue and sends them down a channel to the receiving MCA. The receiving MCA
receives the messages and puts them on to the destination queues.

In IBM MQ for z/0S, the sending and receiving MCAs all run inside the channel initiator (the channel
initiator is also known as the mover). The channel initiator runs as a z/OS address space under the control
of the queue manager. There can be only a single channel initiator connected to a queue manager and it is
run inside the same z/0S image as the queue manager. There can be thousands of MCA processes running
inside the channel initiator concurrently.

Figure 57 on page 151 shows two queue managers within a sysplex. Each queue manager has a channel
initiator and a local queue. Messages sent by queue managers on AIX and Windows are placed on the
local queue, from where they are retrieved by an application. Reply messages are returned by a similar
route.

150 IBM MQ 7|& 7l &




SYSPLEX
2051 205 2
Application Application
M amz
E —/ "f.!_
Lo |LOE§
. i
Channel Channel
initiator initiator
Y i
N = = ¥
N
IBM MO 1BM MO
on AlX on Windows

Figure 57. Communication between queue managers

The channel initiator also contains other processes concerned with the management of the channels.
These processes include:

Listeners
These processes listen for inbound channel requests on a communications subsystem such as TCP,
and start a named MCA when an inbound request is received.

Supervisor
This manages the channel initiator address space, for example it is responsible for restarting channels
after a failure.

Name server
This is used to resolve TCP names into addresses.

TLS tasks
These are used to perform encryption and decryption and check certificate revocation lists.

SETTEI S MF records for the channel initiator

The channel initiator (CHINIT) can produce SMF statistics records and accounting records with
information on tasks and channels.

The CHINIT can produce SMF statistics records and accounting records with the following types of
information:

+ The tasks: dispatcher, adapter, Domain Name Server (DNS), and SSL. These tasks form what is called
CHINIT statistics.

+ Channels: provides accounting information similar to that available with the DIS CHSTATUS command.
This is called channel accounting.

IBM MQ for Multiplatforms provides similar information by writing PCF messages to the
SYSTEM.ADMIN.STATISTICS.QUEUE. See Channel statistics message data for further information on how
statistics information is recorded on IBM MQ for Multiplatforms.

Statistics data
You can use this information to find out the following information:

* Whether you need more of the CHINIT tasks, such as number of SSL TCBs and how much CPU is used
by these tasks.
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+ The average time for requests on these tasks.

» The longest duration request in the interval, and the time of day this occurred, for DNS and SSL tasks.
You can correlate this time of day with problems you may experience with the channel.

Accounting data
You can use this information to monitor channel usage and find out the following information:
» The channels with the highest throughput.

+ The rate at which messages were sent, and the rate of sending data in MB/second.

« The achieved batch size. If the achieved batch size is close to the batch size specified for the channel,
the channel might be close to its limit for sending messages.

You use the START TRACE and STOP TRACE commands to control the collection of the accounting trace
and the statistics trace. You can use the STATCHL and STATACLS options on the channel and queue
manager to control whether channels produce SMF data.

S EMTerms and tasks for managing IBM MQ for z/0S

Use this topic as an introduction to the terminology, and tasks that are specific to IBM MQ for z/0S.

Some of the terms and tasks required for managing IBM MQ for z/OS are specific to the z/OS platform.
The following list contains some of these terms and tasks.

« Shared queues
« Page sets and buffer pools

» Loggin
 Tailoring the queue manager environment

+ Restart and recovery
« Security

+ Availability

+ Manipulating objects

« Monitoring and statistics

« Application environments

Shared queues

Queues can be non-shared, owned by and accessible to only one queue manager, or shared, owned by a
queue sharing group. A queue sharing group consists of a number of queue managers, running within a
single z/0S sysplex, that can access the same IBM MQ object definitions and message data concurrently.
Within a queue sharing group, the shareable object definitions are stored in a shared Db2 database. The
shared queue messages are held inside one or more coupling facility structures (CF structures). If the
message data is too large to store directly in the structure (more than 63 KB in size), or if the message is
large enough that installation-defined rules select it for offloading, the message control information is still
stored in the coupling facility entry, but the message data is offloaded to a shared message data set
(SMDS) or to a shared Db2 database. The shared message data sets, the shared Db2 database, and the
coupling facility structures are resources that are jointly managed by all of the queue managers in the

group.

Pages sets and buffer pools

When a message is put on to a non-shared queue, the queue manager stores the data on a page set in
such a way that it can be retrieved when a subsequent operation gets a message from the same queue. If
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the message is removed from the queue, space in the page set that holds the data is later freed for reuse.
As the number of messages held on a queue increases, so the amount of space used in the page set
increases, and as the number of messages on a queue reduces, the space used in the page set reduces.

To reduce the performance cost of writing data to and reading data from the page sets, the queue
manager buffers the updates into processor storage. The amount of storage used to buffer the page set
access is controlled through IBM MQ objects called buffer pools.

For more information about page sets and buffer pools, see Storage management.
Logging

Any changes to objects held on page sets, and operations on persistent messages, are recorded as log
records. These log records are written to a log data set called the active log. The name and size of the
active log data set is held in a data set called the bootstrap data set (BSDS).

When the active log data set fills up, the queue manager switches to another log data set so that logging
can continue, and copies the content of the full active log data set to an archive log data set. Information
about these actions, including the name of the archive log data set, is held in the bootstrap data set.
Conceptually, there is a ring of active log data sets that the queue manager cycles through; when an active
log is filled, the log data is offloaded to an archive log, and the active log data set is available for reuse.

For more information about the log and bootstrap data sets, see “Logging in IBM MQ for z/0S” on page
214.

Tailoring the queue manager environment

When the queue manager is started, a set of initialization parameters that control how the queue manager
operates are read. In addition, data sets containing IBM MQ commands are read, and the commands they
contain are executed. Typically, these data sets contain definitions of the system objects required for IBM
MQ to run, and you can tailor these to define or initialize the IBM MQ objects necessary for your operating
environment. When these data sets have been read, any objects defined by them are stored, either on a
page set orin Db2.

For more information about initialization parameters and system objects, see “System definition on z/0S”
on page 224.

Recovery and restart

At any time during the operation of IBM MQ, there might be changes held in processor storage that have
not yet been written to the page set. These changes are written out to the page set that is the least
recently used by a background task within the queue manager.

If the queue manager terminates abnormally, the recovery phase of queue manager restart can recover
the lost page set changes because persistent message data is held in log records. This means that IBM
MQ can recover persistent message data and object changes right up to the point of failure.

If a queue manager that is a member of a queue sharing group encounters a coupling facility failure, the
persistent messages on that queue can be recovered only if you have backed up your coupling facility
structure.

For more information about recovery and restart, see “Recovery and restart on z/OS” on page 234.

Security

You can use an external security manager, such as Security Server (previously known as RACF ) to protect
the resources that IBM MQ owns and manages from access by unauthorized users. You can also use
Transport Layer Security (TLS) for channel security. TLS is included as part of the IBM MQ product.
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For more information about IBM MQ security, see “Security concepts in IBM MQ for z/OS” on page 250.

Availability

There are several features of IBM MQ that are designed to increase system availability in the event of
gueue manager or communications subsystem failure. For more information about these features, see
“Availability on z/0S” on page 256.

Manipulating objects

When the queue manager is running, you can manipulate IBM MQ objects either through a z/OS console
interface, or through an administration utility that uses ISPF services under TSO. Both mechanisms
enable you to define, alter, or delete IBM MQ objects. You can also control and display the status of
various IBM MQ and queue manager functions.

For more information about these facilities, see Sources from which you can issue MQSC and PCF
commands on IBM MQ for z/0S.

You can also manipulate IBM MQ objects using the IBM MQ Explorer, a graphical user interface that
provides a visual way of working with queues, queue managers, and other objects.

Monitoring and statistics

Several facilities are available to monitor your queue managers and channel initiators. You can also collect
statistics for performance evaluation and accounting purposes.

For more information about these facilities, see “Monitoring and statistics on IBM MQ for z/OS” on page
259.

Application environments

When the queue manager has started, applications can connect to it and start using the IBM MQ APL.
These can be CICS, IMS, Batch, or WebSphere Application Server applications. IBM MQ applications can
also access applications on CICS and IMS systems that are not aware of IBM MQ, using the CICS and IMS
bridges.

For more information about these facilities, see “IBM MQ and other z/OS products” on page 263.

For information about writing IBM MQ applications, see the following documentation:
+ Developing applications

» Using C++
» Using IBM MQ classes for Java

S EMshared queues and queue sharing groups

You can use shared queues and queue sharing groups, to implement high availability of IBM MQ
resources. Shared queues and queue sharing groups are functions unique to IBM MQ for z/OS on the z/0S
platform.

This section describes the attributes and benefits, and offers information about how several queue
managers can share the same queues and the messages on those queues.

What is a shared queue?

A shared queue is a type of local queue. The messages on that queue can be accessed by one or more
queue managers that are in a sysplex.

A queue sharing group
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The queue managers that can access the same set of shared queues form a group called a queue sharing
group.

Any queue manager can access messages

Any queue manager in the queue sharing group can access a shared queue. This means that you can put a
message on to a shared queue on one queue manager, and get the same message from the queue from a
different queue manager. This provides a rapid mechanism for communication within a queue sharing
group that does not require channels to be active between queue managers.

IBM MQ supports the offloading of messages to Db2 or a shared message data set (SMDS). The offloading
of messages of any size is configurable.

Figure 58 on page 155 shows three queue managers and a coupling facility, forming a queue sharing
group. All three queue managers can access the shared queue in the coupling facility.

An application can connect to any of the queue managers within the queue sharing group. Because all the
gueue managers in the queue sharing group can access all the shared queues, the application does not
depend on the availability of a specific queue manager; any queue manager in the queue sharing group
can service the queue.

This gives greater availability because all the other queue managers in the queue sharing group can
continue processing the queue if one of the queue managers has a problem.
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Figure 58. A queue sharing group

Queue definition is shared by all queue managers
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Shared queue definitions are stored in the Db2 database table OBJ_B_QUEUE. Because of this, you need
to define the queue only once and then it can be accessed by all the queue managers in the queue sharing
group. This means that there are fewer definitions to make.

By contrast, the definition of a non-shared queue is stored on page set zero of the queue manager that
owns the queue (as described in Page sets ).

You cannot define a shared queue if a queue with that name has already been defined on the page sets of
the defining queue manager. Likewise, you cannot define a local version of a queue on the queue manager
page sets if a shared queue with the same name exists.

What is a queue sharing group?

A group of queue managers that can access the same shared queues is called a queue sharing group.
Each member of the queue sharing group has access to the same set of shared queues.

Queue sharing groups have a name of up to four characters. The name must be unique in your network,
and must be different from any queue manager names.

Figure 59 on page 156 illustrates a queue sharing group that contains two queue managers. Each queue
manager has a channel initiator and its own local page sets and log data sets.

Each member of the queue sharing group must also connect to a Db2 system. The Db2 systems must all
be in the same Db2 data-sharing group so that the queue managers can access the Db2 shared repository
used to hold shared object definitions. These are definitions of any type of IBM MQ object (for example,
gueues and channels) that are defined only once and then any queue manager in the group can use them.
These are called global definitions and are described in Private and global definitions.

More than one queue sharing group can reference a particular data-sharing group. You specify the name
of the Db2 subsystem and which data-sharing group a queue manager uses in the IBM MQ system
parameters at startup.
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Figure 59. The components of queue managers in a queue sharing group

When a queue manager has joined a queue sharing group, it has access to the shared objects defined for
that group, and you can use that queue manager to define new shared objects within the group. If shared
queues are defined within the group, you can use this queue manager to put messages to and get
messages from those shared queues. Any queue manager in the group can retrieve the messages held on
a shared queue.
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You can enter an MQSC command once, and have it executed on all queue managers within the queue
sharing group as if it had been entered at each queue manager individually. The command scope attribute
is used for this. This attribute is described in Directing commands to different queue managers.

When a queue manager runs as a member of a queue sharing group it must be possible to distinguish
between IBM MQ objects defined privately to that queue manager and IBM MQ objects defined globally
that are available to all queue managers in the queue sharing group. The queue sharing group disposition
attribute is used for this. This attribute is described in Private and global definitions.

You can define a single set of security profiles that control access to IBM MQ objects anywhere within the
group. This means that the number of profiles you have to define is greatly reduced.

A queue manager can belong to only one queue sharing group, and all queue managers in the group must
be in the same sysplex. You specify which queue sharing group the queue manager belongs to in the
system parameters at startup.

Related concepts

“Where are shared queue messages held?” on page 157

Each message on a shared queue is represented by an entry in a z/OS coupling facility list structure. If the
message data is too large to fit in the same entry, it is offloaded either to a shared message data set
(SMDS) or to Db2.

“Advantages of using shared queues” on page 173
Shared queue allows for IBM MQ applications to be scalable, highly available, and allows workload
balancing to be implemented.

“Distributed queuing and queue sharing groups” on page 192
Distributed queuing and queue sharing groups are two techniques that you can use to increase the
availability of your application systems. Use this topic to find further information about these techniques.

“Influencing workload distribution with shared queues” on page 195
Use this topic to understand the factors that affect workload distribution with shared queues in a queue
sharing group.

Related reference

“Where to find more information about shared queues and queue sharing groups” on page 196

Use the table in this topic to find more information about how IBM MQ for z/0S uses shared queues and
gueue sharing groups.

S [EM Where are shared queue messages held?

Each message on a shared queue is represented by an entry in a z/OS coupling facility list structure. If the
message data is too large to fit in the same entry, it is offloaded either to a shared message data set
(SMDS) or to Db2.

If the CF structure has been configured to use System Class Memory (SCM), IBM MQ can use this with no
additional configuration.

Important: IBM z16 is planned to be the last generation of IBM Z° to support the use of Virtual Flash
Memory (also known as Storage Class Memory, or SCM) for Coupling Facility images. For more information
see: IBM Z and IBM LinuxONE 4Q 2023 Statements of Direction.

As an alternative, you should either use larger structures or offload messages to SMDS.

Shared queue message storage
Messages that are put onto shared queues are not stored on page sets and do not use buffer pools.

The messages in shared queues have entries on list structures in the z/OS coupling facility (CF). Many
gueue managers in the same sysplex can access those messages using the CF list structure.

The message data for small shared queue messages is normally included in the coupling facility entry. For
larger messages, the message data can be stored either in a shared message data set (SMDS), or as one
or more binary large objects (BLOBs) in a Db2 table which is shared by a Db2 data sharing group. Message
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data exceeding 63 KB is always offloaded to SMDS or Db2. Smaller messages can also optionally be
offloaded in the same way to save space in the coupling facility structure. See “Specifying offload options
for shared messages” on page 159 for more details.

Messages put on a shared queue are referenced in a coupling facility structure until they are retrieved by
an MQGET. Coupling facility operations are used to:

+ Search for the next retrievable message
* Lock uncommitted messages on shared queues
* Notify interested queue managers about the arrival of committed messages

MQPUT and MQGET operations on persistent messages are recorded on the log of the queue manager
performing that operation. This minimizes the risk of data loss in the event of a coupling facility failure.

The coupling facility

The messages held on shared queues are referenced inside a coupling facility. The coupling facility lies
outside any of the z/OS images in the sysplex and is typically configured to run on a different power
supply. The coupling facility is therefore resilient to software failures and you can configure it so that it is
resilient to hardware failures or power-outages. This means that messages stored in the coupling facility
are highly available.

Each coupling facility list structure used by IBM MQ is dedicated to a specific queue sharing group, but a
coupling facility can hold structures for more than one queue sharing group. Queue managers in different
queue sharing groups cannot share data. Up to 32 queue managers in a queue sharing group can connect
to a coupling facility list structure at the same time.

A single coupling facility list structure can contain up to 512 shared queues. The total amount of message
data stored in the structure is limited by the structure capacity. However, with CFLEVEL (5) you can use
the offload parameters to offload data for messages less than 63 KB thereby increasing the number of
messages which can be stored in the structure, although each message still requires at least a coupling
facility entry plus at least 768 bytes of data, made up of 256 bytes for the entry and 512 bytes for the two
elements of header and descriptor.

The size of the list structure is restricted by the following factors:
+ It must lie within a single coupling facility.

+ It might share the available coupling facility storage with other structures for IBM MQ and other
products.

Coupling facility list structures can have storage class memory associated with them. In certain situations
this storage class memory can be useful when used with shared queues. See “3- FollA AEZ R A
| &2 2] o] A8 on page 174 for more information.

Planning the CF structure size

If you require guidance on the sizing of your CF structures you can use the MP16: IBM MQ for z/OS
Capacity planning and tuning supportpac. You can also use the web-based tool CFSizer, which is provided
by IBM to assist with CF sizes.

The CF structure object

The queue manager's use of a coupling facility structure is specified in a CF structure (CFSTRUCT) IBM
MQ object.

These structure objects are stored in Db2.

When using z/OS commands or definitions relating to a coupling facility structure, the first four characters
of the name of the queue sharing group are required. However, an IBM MQ CFSTRUCT object always
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exists within a single queue sharing group, and so its name does not include the first four characters of
the name of the queue sharing group. For example, CFSTRUCT(MYDATA) defined in queue sharing group
starting with SQ03 would use coupling facility list structure SQO3MYDATA.

CF structures have a CFLEVEL attribute that determines their functional capability:

+ 1, 2 - can be used for nonpersistent messages less than 63 KB
+ 3 - can be used for persistent and nonpersistent messages less than 63 KB
4 - can be used for persistent and nonpersistent messages up to 100 MB

+ 5 -can be used for persistent and nonpersistent messages up to 100 MB and selectively offloaded to
shared message data sets (SMDS) or Db2.

Note: When using IBM MQ you can encrypt a coupling facility structure. See Encrypting coupling facility
structure data for more information.

Backup and recovery of the coupling facility

You can back up coupling facility list structures using the IBM MQ command BACKUP CFSTRUCT. This
puts a copy of the persistent messages currently within the CF structure onto the active log data set of the
gueue manager making the backup, and writes a record of the backup to Db2.

If coupling facility fails, you can use the IBM MQ command RECOVER CFSTRUCT. This uses the backup
record from Db2 to locate and restore persistent messages from the backup of the CF structure. Any
activity since the last backup is replayed using the logs of all the queue managers in the queue sharing
group, and the CF structure is then restored up to the point before the failure.

See the BACKUP CFSTRUCT and RECOVER CFSTRUCT commands for more details.

Related concepts

“Specifying offload options for shared messages” on page 159

You can choose where the message data for a shared queue message is stored, either in a Db2 table or a
shared message data set (SMDS). You can also select which messages are offloaded, based on the size of
the message and the current usage of the coupling facility structure (CF).

“Managing your shared message data set (SMDS) environment” on page 161

If you select shared message data sets to offload large messages then you must also be aware of the
information that IBM MQ uses to manage these data sets and the commands used to work with this
information. Use this topic to understand how to manage shared message data sets.

Specifying offload options for shared messages

You can choose where the message data for a shared queue message is stored, either in a Db2 table or a
shared message data set (SMDS). You can also select which messages are offloaded, based on the size of
the message and the current usage of the coupling facility structure (CF).

The message data for shared queues can be offloaded from the coupling facility and stored in either a Db2
table or in an IBM MQ managed data set called a shared message data set (SMDS).

For messages larger than the coupling facility entry size of 63 KB, offloading message data to a SMDS can
have a significant performance improvement compared with offloading to Db2.

Every shared queue message is still managed using a list entry in a coupling facility structure, but when
the message data is offloaded to the SMDS, the coupling facility entry only contains some control
information and a list of references to the relevant disk blocks where the message is stored. Using this
mechanism means the amount of coupling facility element storage required for each message is only a
fraction of the actual size of the message.

Selecting where the shared queue messages are stored

The selection of SMDS or Db2 shared message storage is controlled with the OFFLOAD (SMDS | DB2)
parameter on the CFSTRUCT definition. OFFLOAD (SMDS) is the default value.
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This parameter also requires the CFSTRUCT to use CFLEVEL (5) or greater.
The OFFLOAD parameter is only valid from CFLEVEL (5). See DEFINE CFSTRUCT for more details.

OFFLOAD (DB2) is supported primarily for migration purposes.

Selecting which shared queue messages are offloaded

Message data is offloaded to SMDS or Db2 based on the size of the message data, and the current
usage of the coupling facility structure. There are three rules, and each rule specifies a matching pair
of parameters. These parameters are a corresponding coupling facility structure usage threshold

percentage (OFFLDnTH ) and a message size limit (OFFLDNnSZ ).

The current implementation of the three rules is specified using the following pairs of keywords:

+ OFFLD1TH and OFFLD1SZ
+ OFFLD2TH and OFFLD2SZ
+ OFFLD3TH and OFFLD3SZ

Rule pair Default value Description
Rule pair 1 OFFLD1TH(70) and If the coupling facility structure
OFFLD1SZ(32K) is more than 70% full offload
data for messages exceeding 32
KB
Rule pair 2 OFFLD2TH(80) and If the coupling facility structure
OFFLD2SZ(4K) is more than 80% full offload
data for messages exceeding 4
KB
Rule pair 3 OFFLD3TH(90) and If the coupling facility structure
OFFLD3SZ(0K) is more than 90% full offload
data for messages exceeding 0
KB (all messages)

If an offload rule has the OFFLD x SZ value of 64K this indicates that the rule is not in effect. In this
case messages will only be offloaded if another offload rule is in effect, or if the message is greater

than 63.75 KB and so, too large to store in the structure.

Each message which is offloaded still requires 0.75 KB of storage in the coupling facility.

The three offload rules which can be specified for each structure are intended to be used as follows.

» Performance

— When there is plenty of space in the application structure, message data should only be offloaded
if it is too large to store in the structure, or if it exceeds some lower message size threshold such
that the performance value of storing it in the structure is not worth the amount of structure

space that it would need.

- If a specific message size threshold is required, it is conventionally specified using the first

offload rule.
+ Capacity

— When there is very little space in the application structure, the maximum amount of message data
should be offloaded so as to make the best use of the remaining space.

— The third offload rule is conventionally used to indicate that when the structure is nearly full, most
messages should be offloaded, so the entries in the application structure will be typically of the
minimum size (requiring about 0.75K bytes).

— The usage threshold parameter should be chosen based on the application structure size and the
maximum anticipated backlog. For example, if the maximum anticipated backlog is 1M messages,
then the amount of structure storage required for this number of messages is about 0.75G bytes.
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This means for example that if the structure is about 10G bytes, the usage threshold for
offloading all messages must be set to 92% or lower.

— Structure space is divided into elements and entries, and even though there may be enough
space overall, one of these may run out before the other. The system provides AUTOALTER
capabilities to adjust the ratio when necessary, but this is not very sensitive, so the amount of
space actually available may be somewhat less. It may be better therefore to aim to use not more
than 90% of the maximum structure space, so in the previous example, the usage threshold for
offloading all messages would be better set around 80%.

» Cushioned transition:

- As the amount of space left in the coupling facility structure decreases, it would be undesirable to
have a large sudden change in the performance characteristics. It is also undesirable for coupling
facility management to have a sudden threshold change in the typical ratio of entries to elements
being used.

— The second offload rule is conventionally used to provide some intermediate cushion between
the performance and capacity biased offload rules. It can be set to cause a significant increase in
offload activity when the space used in the coupling facility structure exceeds an intermediate
threshold. This means that the remaining space is used up more slowly, and gives the coupling
facility automatic alter processing more time to adapt to the higher usage levels.

If the coupling facility structure cannot be expanded, and there is a need to store at least some
predetermined number of messages, the third rule can be modified as necessary to ensure that
offloading of data for all messages starts at an appropriate threshold to ensure space is reserved for
that predetermined number of messages.

For example, if the coupling facility structure size is 4 GB, and the predetermined number of
messages is 1 million, then 1,000,000 * 0.75 KB are needed, which is 768 MB, 18.75% of 4 GB. In
this case the threshold for offloading all messages needs to be set around 80% rather than 90%. This
gives parameters OFFLD3TH(80) and OFFLD3SZ(0K) . The other offload parameters would also need
to be adjusted.

If it is found that offloading very small messages has a significant performance impact, but the
relative impact is less for larger messages, then the usage thresholds for the other rules can be
reduced to offload larger messages earlier, leaving more space in the structure for small messages
before they need to be offloaded.

For example, if messages exceeding 32KB occur frequently but the elapsed time performance for
offloading them (as determined from RMF statistics or application performance) is very similar to that
for keeping them in the coupling facility, then the threshold for the first rule could be set to 0% to
offload all such messages. This gives parameters OFFLD1TH(0) and OFFLD1SZ(32K). Again the other
offload parameters would need to be adjusted.

If there are many messages around specific intermediate sizes, such as 16 KB and 6 KB, then it might
be useful to change the message size option for the second rule so that the larger ones get offloaded
at a fairly low usage threshold, saving a significant amount of space, but the smaller ones still get
stored only in the coupling facility.

S EM Managing your shared message data set (SMDS) environment

If you select shared message data sets to offload large messages then you must also be aware of the
information that IBM MQ uses to manage these data sets and the commands used to work with this
information. Use this topic to understand how to manage shared message data sets.

SMDS objects

The properties and status of each shared message data set are tracked in a shared SMDS object which
can be updated through any queue manager in the queue sharing group.

There is one shared message data set for each queue manager that can access each coupling facility
application structure. The shared message data set is identified by the owning queue manager name,

IBMMQ7|& 712 161



specified using the SMDS keyword, and by the application structure name, specified using the CFSTRUCT
keyword.

Note: When defining SMDS data sets for a structure, you must have one for each queue manager.

The SMDS object is stored in an array (with one entry per queue manager in the group) which forms an
extension of the corresponding CFSTRUCT object stored in Db2.

There is no command to DEFINE or DELETE the SMDS object because it is created or deleted as part of
the CFSTRUCT object, but there is a command to ALTER it to change settings for an individual owning
queue manager.

For further information on SMDS commands, see “SMDS related commands” on page 172

SMDSCONN information

It is possible for a shared message data set to be in a normal state, but for one or more queue managers
to be unable to connect to it, for example because of a problem with a security definition or with direct
access device connectivity. It is therefore necessary for each queue manager to keep track of connection
status, and availability information for each shared message data set, indicating for example whether it
can currently connect to it, and if not why not.

The SMDSCONN information represents a queue manager connection to a shared message data set. As
for the shared message data set itself, it is identified by the queue manager which owns the shared
message data set (as specified on the SMDS keyword for the shared object itself) combined with the
CFSTRUCT name.

There is no parameter to identify the connecting queue manager because commands addressed to a
specific queue manager can only refer to SMDSCONN information for that same queue manager.

The SMDSCONN information entries are maintained in main storage in the owning queue manager, and
are re-created when the queue manager is restarted. However, if a connection from an individual queue
manager has been explicitly stopped, this information is also stored as a flag in a connection array in the
corresponding CFSTRUCT or SMDS object, so that it persists across a queue manager restart.

Status and availability information

Status information indicates the state of a resource or connection (for example, whether it is not yet being
used, is in normal use or is in need of recovery). It is usually described using the STATUS keyword. The
possible values depend on the type of object.

Status information is normally updated automatically, for example when an error is detected while using
the resource or connection. However, in some cases a command can also be used to update the status, to
allow for cases when it is not possible for a queue manager to determine the correct status automatically.

Availability information indicates whether the resource or connection can be used, and is usually primarily
determined by the status information. For the resource or connection types used in shared message data
set support, three levels of availability are implemented:

Available
This means that the resource is available to be used normally. This does not necessarily mean that it is
in use at present (which can be determined instead from the STATUS value). For a data set, if it
requires restart processing, this allows the owning queue manager to open it, but other queue
managers must wait until the data set is back in the ACTIVE state.

Unavailable because of error
This means that the resource has been made unavailable automatically because of an error and is not
expected to be available again until some form of repair or recovery processing has been performed.
However, attempts to make it available again are permitted without operator intervention. Such an
attempt can also be triggered by a command to mark the resource as enabled, or a command which
changes the status in such a way as to indicate that recovery processing has been completed.
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The reason that the resource has been made unavailable is normally obvious from the related STATUS
value, but in some cases there may be other reasons to make the resource unavailable, in which case
a separate REASON value is provided to indicate the reason.

Unavailable because of operator command
This means that access to the resource has been explicitly disabled by a command. It can only be
made available by using a command to enable it again.

SMDS availability

For the shared SMDS object, the availability is described by the ACCESS keyword, with the possible
values ENABLED, SUSPENDED and DISABLED.

The availability can be updated using a RESET SMDS command for the relevant shared object from
any queue manager in the group to set ACCESS(ENABLED) or ACCESS(DISABLED).

If the availability was previously ACCESS(SUSPENDED), changing it to ACCESS(ENABLED) will trigger a
new attempt to use the shared message data set, but if the previous error is still present, the
availability will be reset back to ACCESS(SUSPENDED).

SMDSCONN availability

For a local SMDSCONN information entry, the availability is described by the AVAIL keyword, with the
possible values NORMAL, ERROR or STOPPED. The availability can be updated using a START
SMDSCONN or STOP SMDSCONN command addressed to a specific queue manager to enable or disable
its connection.

If the availability was previously AVAIL(ERROR), changing it to AVAIL(NORMAL) will trigger a new
attempt to use the shared message data set, but if the previous error is still present, the availability
will be reset back to AVAIL(ERROR).

Shared message data set shared status and availability

The availability of each shared message data set is managed within the group using shared status
information, which can be displayed using the DISPLAY CFSTATUS command with TYPE(SMDS). This
displays status information for each queue manager that has activated a data set for each structure. Each
data set can be in one of the following states:

NOTFOUND
This means that the corresponding data set has not yet been activated. This status only appears when
a specific queue manager is specified, as data sets which have not been activated are skipped when
all queue managers are selected.

NEW
The data set is being opened and initialized for the first time, ready to be made active.

ACTIVE
This means that the data set is fully available and should be allocated and opened by all active queue
managers for the structure.

FAILED
This means the data set is not available at all (except for recovery processing) and must be closed and
deallocated by all queue managers.

INRECOVER
This means that media recovery (using RECOVER CFSTRUCT) is in progress for this data set.

RECOVERED
This indicates that a command has been issued to switch a failed data set back to the active state, but
further restart processing is required which is not yet complete, so the data set can only be opened by
the owning queue manager for restart processing.

EMPTY
The data set contains no messages. The data set is put into this state if it is closed normally by the
owning queue manager, at a time when it does not contain any messages. It can also be put into
EMPTY state when the previous data set contents are to be discarded because the application
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structure has been emptied (using RECOVER CFSTRUCT with TYPE PURGE or, for a nonrecoverable
structure only, by deleting the previous instance of the structure). The next time the data set is
opened by its owning queue manager, the space map is reset to empty, and the status is changed to
ACTIVE. As the previous data set contents are no longer required, a data set in this state can be
replaced with a newly allocated data set, for example to change the space allocation or move it to
another volume.

The command output includes the date and time at which recovery logging was enabled, if any, and the
date and time at which the data set failed, if it is not currently active.

A shared message data set can be put into a FAILED state either by a RESET SMDS command or
automatically when any of the following types of error are detected:

+ The data set cannot be allocated or opened by the owning queue manager.
+ Validation of the data set header fails after it has been successfully opened by any queue manager.
« A permanent I/O error occurs when the owning queue manager is reading or writing data.

+ A permanent I/O error occurs when another queue manager is reading data from a data set which had
successfully completed open processing and validation.

When a data set is in the FAILED or INRECOVER state, it not available for normal use, so if the availability
state is ACCESS(ENABLED) it is changed to ACCESS(SUSPENDED).

If a data set has been put into the the FAILED state but no media recovery is required, for example
because the data was still valid but the storage device was temporarily offline, then the RESET SMDS
command can be used to request changing the status directly to the RECOVERED state.

When the data set enters the RECOVERED state, either on completion of recovery processing or as a result
of the RESET SMDS command, then it is ready to be used again once restart processing has been
completed. If it was in the ACCESS(SUSPENDED) state, it is automatically switched back to the
ACCESS(ENABLED) state, which allows the owning queue manager to perform restart processing. When
restart processing completes, the state is changed to ACTIVE and all other queue managers can then
connect to the data set again.

Shared message data set connection status and availability

Each queue manager maintains local status and availability information for its connection to each shared
message data set owned by itself and by other queue managers in the group. This information can be
displayed using the DISPLAY SMDSCONN command.

If it is unable to access a shared message data set in the ACTIVE state which belongs to another queue
manager it flags the connection as being unavailable from its own point of view.

If the error definitely indicates a problem with the data set itself, the queue manager also automatically
changes the shared status to indicate that the data set is now in a FAILED state. However, if the error
could be caused by an environmental problem, such as not being authorized to open the data set, the
gueue manager issues error messages and treats the data set as being unavailable, but it does not modify
the shared data set status. If the environmental error turns out to be a problem with the data set anyway
(for example it has been allocated on a device which cannot be accessed by some of the queue managers)
then an operator can use the RESET SMDS command specifying STATUS(FAILED) to allow the data set to
be recovered or repaired as necessary.

If a connection to a shared message data set could not be established but the data set appears to be
valid, a new attempt to use it can be triggered by issuing a START SMDSCONN command for the owning
queue manager.

If there is an operational need to terminate the connection between a specific queue manager and a data
set temporarily, but the data set itself is not damaged, then the data set can be closed and deallocated
using the STOP SMDSCONN command. If the data set is in use, the queue manager will close it normally
(although any requests for data in that data set will be rejected with a return code). If it is the owned data
set, the queue manager will save the space map during CLOSE processing, avoiding the need for restart
processing.
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If a data set needs to be taken out of service temporarily from all queue managers (for example to move
it) but is not damaged, then it is best to use STOP SMDSCONN for the relevant data set with the option
CMDSCOPE(*) to stop the queue managers using it first, as this will avoid the need for restart processing
when the data set is brought back into service. In contrast, if the data set is marked as FAILED this tells
gueue managers that they must stop using it immediately, which means that the space map will not be
saved and will need to be rebuilt by restart processing.

Access to any shared message data sets previously in the ACCESS(SUSPENDED) state will be retried if the
gueue manager is restarted.

Shared message data set recovery logging

Persistent shared messages are logged for media recovery purposes. This means that the messages can
be recovered after any failure of coupling facility structures or shared message data sets, provided that
the recovery logs are still intact. Persistent messages can also be re-created from the recovery logs at
another site for disaster recovery purposes.

When the message data is written to a shared message data set, each block written to the data set is
logged separately followed by the message entry (including the data map) as written to the coupling
facility. The recovery process always recovers the coupling facility structure, but it does not need to
recover individual shared message data sets except when the data set status is FAILED, or when the
status is ACTIVE but the data set header record is no longer valid, indicating that the data set has been re-
created. A data set is not selected for recovery if its status is ACTIVE and the data set header is still valid,
nor if its status is EMPTY, indicating that no messages were stored in it at the time of the failure.

Shared message data set backups

When BACKUP CFSTRUCT is used to make a backup of the shared messages in an application structure,
any data for persistent messages stored in shared message data sets is backed up at the same time, as
for persistent shared messages previously stored in DB.

Shared message data set recovery

If a shared message data set is corrupted or lost, then it needs to be put into the FAILED state to stop the
queue managers from using it until it has been repaired. This normally happens automatically, but can
also be done using the RESET SMDS command specifying STATUS(FAILED).

If the shared message data set contained any persistent messages, these can be recovered using the
RECOVER CFSTRUCT command. This command first restores any persistent message data for that shared
message data set from the most recent BACKUP CFSTRUCT command, then applies all logged changes
since that time. If no BACKUP CFSTRUCT command has been performed since the time that the data set
was first activated, it is reset to empty then all changes since activation are applied.

If the CFSTRUCT contents and all of the shared message data sets are unavailable, for example in a
disaster recovery situation, they can all be recovered in a single RECOVER CFSTRUCT command.

If a shared message data set is damaged but recovery was not active for the CFSTRUCT, or the log
containing the latest BACKUP CFSTRUCT is unavailable or unusable, then the messages offloaded to that
data set cannot be recovered. In this case, the RECOVER CFSTRUCT command with the parameter
TYPE(PURGE) can be used to mark the shared message data set as empty and delete any messages from
the structure which had data stored in that data set.

When the RECOVER CFSTRUCT command is issued, the shared message data set status is changed from
FAILED to INRECOVER. If recovery completes successfully, the status is automatically changed to
RECOVERED, otherwise it changes back to FAILED.

When the data set is changed to the RECOVERED state, this tells the owning queue manager that it can
now try to open the data set and perform restart processing.
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Shared message data set recovery and syncpoints

The shared message data set recovery process reapplies the changes for all complete log records up to
the end of the log, regardless of syncpoints.

If changes were made within syncpoint, restart or recovery processing for the CFSTRUCT may result in
backing out of uncommitted requests, so some of the recovered changes may not actually be used, but
there is no harm in recovering them anyway.

It is also possible that an uncommitted MQPUT message may have been written to the structure but the
corresponding data may not have been written to the data set or the log (as I/O completion is only forced
at the start of syncpoint processing). This is harmless because restart processing will back out the
message entry in the structure, so the fact that it refers to unrecovered data does not matter.

Shared message data set restart processing

If a queue manager connection to a CFSTRUCT terminates normally, the queue manager writes out the
free block space map for each shared message data set to a checkpoint area within the data set, just
before the data set is closed. The space map can then be read in again at connection restart time,
provided that neither the CFSTRUCT nor the shared message data set require any recovery processing
before the next restart.

However, if a queue manager terminates abnormally, or the structure or data set require any recovery
processing, then additional processing is required to rebuild the space map dynamically when the queue
manager connection to the structure is restarted.

Provided that the data set itself did not need to be recovered, queue manager restart simply scans the
current contents of the structure to locate references to message data owned by the current queue
manager, and marks the relevant data blocks as owned in the space map. Other queue managers can
continue to use the structure and read the data owned by the restarting queue manager while the space
map is being rebuilt.

Shared message data set restart after recovery

If a shared message data set had to be recovered from a backup, then all nonpersistent messages stored
in the data set will have been lost, and if the data set was recovered using TYPE(PURGE) then all
messages stored in the data set will have been lost. Until recovery has completed, the data set will be
marked as FAILED or INRECOVER so any attempt to read one of the affected messages from another
gueue manager returns an error code indicating that the data set is temporarily unavailable.

When the data set has been recovered, the status is changed to RECOVERED, which allows the owning
gueue manager to open it for restart processing, but the data set remains unavailable to other queue
managers. Queue manager restart scans the structure to rebuild the space map for any remaining
messages. The scan also checks for messages for which the data has been lost, and deletes them from
the structure (or if necessary flags them as lost, to be deleted later).

The data set status is automatically changed from RECOVERED to ACTIVE when this restart scan
completes, at which point other queue managers can start using it again.

Shared message data set usage information

The DISPLAY USAGE command now also shows information about shared message data set space and
buffer pool usage for any currently open shared message data sets. This information is displayed if either
the new option TYPE(SMDS) or the existing option TYPE(ALL) is specified.

Shared message data performance and capacity considerations
Monitoring data set usage

The current percentage full of each owned shared message data set can be displayed by the DISPLAY
USAGE command with the option TYPE (SMDS).
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The queue manager will normally automatically expand a shared message data set when it reaches
90% full, provided that the option DSEXPAND (YES) is in effect for the SMDS definition. This applies
when either the SMDS option is set to DSEXPAND (YES) or the SMDS option is set to
DSEXPAND (DEFAULT) and the CFSTRUCT default option is set to DSEXPAND (YES).

If the expansion attempt fails because no secondary allocation size was specified when the data set
was created (giving message IEC0701I with reason code 203 ) the queue manager repeats the
expansion request using an override secondary allocation of approximately 20% of the current size.

When a data set is expanded, the new data set extents are formatted as part of the expansion
processing, which can take tens of seconds, or even minutes for very large extents. The new space
becomes available for use after formatting is complete and the catalog has been updated to show the
new high used control interval.

If new messages are being created very rapidly, it is possible for the existing data set to become full
before expansion processing completes. In this case, any request which could not allocate space is
temporarily suspended until the expansion attempt completes and the new space becomes available
for use. If the expansion was successful the request is retried automatically.

If an expansion attempt fails, because of a lack of available space or because the maximum extents
have already been reached, a message is issued giving the reason for the failure, then the override
option for the affected SMDS is automatically altered to DSEXPAND (NO) to prevent further expansion
attempts. In this case, there is a risk that the data set may become full, in which case further action
may be needed as described in Data set becomes full.

Monitoring application structure usage

The usage level of an application structure can be displayed using the MVS DISPLAY
XCF, STRUCTURE command specifying the full name of the application structure (including the queue
sharing group prefix). The IXC360I response message shows current usage of elements and entries.

When the structure usage exceeds the FULLTHRESHOLD value specified in the CFRM policy, the
system issues message IXC585E and may perform automatic ALTER actions if specified, which may
either alter the entry to element ratio or increase the structure size.

Optimising buffer pool sizes

Each buffer in a shared buffer pool is used to read or write a contiguous range of pages for one
message of up to the logical block size. If the message spills over into further blocks, each range of
pages in a separate block requires a separate buffer.

Buffers containing message data after a write or read operation are retained in storage and reused
using a least-recently-used (LRU) cache scheme so that a request to read the same data again shortly
afterwards will not need to go to disk. This provides a significant optimization when shared messages
are written and then read back soon afterwards by applications running on the same system. If
messages owned by another queue manager are browsed for selection purposes then retrieved, this
also avoids the need to reread the message from disk.

This means that the number of buffers required for each application structure is one for each
concurrent API request which reads or writes large messages for that application structure plus some
number of additional buffers which will be used to save recently accessed data in order to optimize
subsequent read accesses.

For shared buffer pools, if there are insufficient buffers, API requests will simply wait if a buffer is not
immediately available. However, this situation should be avoided as it can cause significantly
degraded performance.

The statistics from the DISPLAY USAGE command for shared buffer pools show whether there have
been any buffer waits within the current statistics interval, and also shows the lowest nhumber of free
buffers (or a negative value indicating the maximum number of threads which waited for a buffer at
any time), the number of buffers which have saved data, and the percentage of the times that a buffer
request has successfully found saved data on the LRU chain ("LRU hits" ) instead of having to read it
("LRU misses" ) 1.
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« If there have been any waits, the number of buffers should be increased.

« If there are many unused buffers, the number of buffers may be reduced to make more storage
available in the region for other purposes.

- If there are many buffers containing saved data but the proportion of reads which were hits against
that saved data is very small, the number of buffers may be reduced if the storage could be better
used for other purposes. The number of buffers should not however be reduced by more than the
lowest number of free buffers, as that could trigger waits, and it should preferably be high enough
that the lowest free buffer count is normally well above zero.

Deleting shared message data sets

The DELETE CFSTRUCT command (which is only allowed when all shared queues in the structure are
empty and closed) does not delete the shared message data sets themselves, but they can be deleted in
the usual way after this command has completed. If the same data set is to be reused as a shared
message data set, it must be reformatted first to reset it to the empty state.

Exception situations for shared message data sets

There are a number of exception situations which can occur during normal use, even when no software or
hardware error is present.

Data set becomes full

If a data set becomes full but cannot be expanded, or the expansion attempt fails, applications using
the corresponding queue manager to write large messages to the corresponding application structure
will receive error 2192, MORC_STORAGE_MEDIUM_FULL (also known as MQRC_PAGESET_FULL ).

A data set could become full because of a failure in the application which is supposed to process the
data, causing a large backlog of messages to accumulate. If so, expanding the data set any further will
only be a temporary solution, and it is important to get the processing application going again as soon
as possible.

If more space can be made available the ALTER SMDS command can then be used to set

DSEXPAND (YES) or DSEXPAND (DEFAULT) (assuming that YES has been set or assumed as the
DSEXPAND default for the CFSTRUCT definition) to trigger a retry. If the reason for the failure was
however that maximum extents had been reached, the new expansion attempt will be rejected with a
message and DSEXPAND (NO) will be set again. In this case, the only way to expand it any further is to
reallocate it, which involves making it temporarily unavailable, as described next.

Data set needs to be moved or reallocated

If a data set needs to be moved or expanded but is otherwise in normal use, it can be taken out of use
temporarily to allow it to be moved or reallocated. Any API request which attempts to use the data set
while it is unavailable will receive the reason code MQRC_DATA_SET_NOT_AVAILABLE.

1. Use the RESET SMDS command to mark the data set as ACCESS (DISABLED). This will cause it to
be closed normally and deallocated by all currently connected queue managers.

2. Move or reallocate the data set as necessary, copying the old contents to the newly allocated data
set, for example using the Access Method Services (AMS) REPRO command.

Do not attempt to preformat the new data set before copying the old data into it, as this would
result in the copied data being appended to the end of the formatted data set.

3. Use the RESET SMDS command to mark the data set as ACCESS (ENABLED) again, to bring it back
into use.

If the old contents are smaller than the size of the new data set, the rest of the space will be
preformatted automatically when the new data set is opened.

1 (Hits / (Hits+Misses))* 100
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If the old contents were larger than the size of the new data set then the queue manager has to
scan the messages in the coupling facility structure and rebuild the space map to ensure that none
of the active data has been lost. If any reference is found to a data block which is outside the new
extents, the data set is marked as STATUS (FAILED) and must be repaired by replacing the data
set with one of the correct size and either copying the old data set into it again or using RECOVER
CFSTRUCT to recover any persistent messages.

Coupling facility structure is low on space

If the coupling facility structure is running out of space, causing message IXC585E, it is worth
checking whether the offload rules have been set to ensure that the maximum amount of data is being
offloaded in this case. If not, the offload rules can be modified using the ALTER CFSTRUCT command.

Error situations for shared message data sets

There are a number of problems to be aware of, which can only be caused by errors and not occur in
normal operational situations.

Owned data set cannot be opened

If the queue manager which owns a shared message data set cannot allocate it or open it, or the data
set attributes are not supported, the queue manager sets an appropriate SMDSCONN status value of
ALLOCFAIL or OPENFAIL and sets the SMDSCONN availability to AVAIL (ERROR). It also sets the
SMDS availability to ACCESS (SUSPENDED). When the error has been corrected, use the RESET SMDS
command to set ACCESS (ENABLED) to trigger a retry, or issue the START SMDSCONN command to
the owning queue manager.

Read-only data set cannot be opened

If a queue manager cannot allocate or open a shared message data set owned by another queue
manager and marked as STATUS (ACTIVE), it assumes that this is probably due to a specific problem
with its connection to the data set (represented by the SMDSCONN object) rather than a problem with
the data set itself.

It marks the SMDSCONN as STATUS (ALLOCFAIL) or STATUS (OPENFAIL) as appropriate and marks
the SMDSCONN availability as AVAIL(ERROR) to prevent further attempts to use it.

If the problem can been corrected without affecting the status of the data set itself, use the START
SMDSCONN command to trigger a retry.

If the problem turns out to be a problem with the data set itself, then the RESET SMDS command can
be used to mark the data set as STATUS (FAILED) until it it has been recovered. When the data set
has been recovered, the action of changing the status back to STATUS (ACTIVE) will cause other
queue managers to be notified. If the SMDSCONN is marked as AVAIL (ERROR), it will automatically be
changed back to AVAIL (NORMAL) to trigger a new attempt to open the data set.

Data set header is corrupt

If the data set was successfully opened but the format of the header information is incorrect, the
gueue manager closes and deallocates the data set and sets the status set to STATUS (FAILED) and
the availability to ACCESS (SUSPENDED). This allows RECOVER CFSTRUCT to be used to recover the
contents.

If the error arose because the data set contained residual data from another use and had not been
subsequently preformatted, then preformat the data set and use the RESET SMDS command to
change the status to STATUS (RECOVERED).

Otherwise, the data set must be recovered.
Data set is unexpectedly empty

If the queue manager opens a data set which is marked as STATUS (ACTIVE) but finds that it is
uninitialized or newly preformatted but otherwise valid, the queue manager closes and deallocates
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the shared message data set then sets the status to STATUS (FAILED) and the availability to
ACCESS (SUSPENDED).

Data set has permanent I/0 errors

If a data set has permanent I/O errors after successful OPEN processing, it probably needs recovery.
The queue manager will mark the data set as STATUS (FAILED) so that all currently connected queue
managers will close and deallocate it.

Data set has recoverable I/0 errors

If there are hardware problems with the data set, it is possible that this might result in recoverable I/0
errors which are not reflected back to the queue manager but which cause significant performance
degradation, and also indicate a risk of permanent I/O errors in the near future.

In this case, the data set may be taken off line for recovery by using the RESET SMDS command to
mark it as STATUS (FAILED). This will cause it to be closed and deallocated by all queue managers,
so for example it could be moved to a new volume before being made available again.

When a data set is made unavailable in this way, the space map is not saved so the queue manager
connection restart processing will need to scan the coupling facility structure to locate messages in
the data set and rebuild the space map before the data set can be made available again. As an
alternative, if the shared message data set is still usable, it set can be made unavailable more gently
by using the RESET SMDS command to mark the data set ACCESS (DISABLED) until it is ready to be
made available again.

Data set contents are incorrect

The queue manager cannot detect directly that a data set contains incorrect data or is not up to date,
for example because a volume including that data set had to be restored from backups. However, it
performs integrity checks which make it very unlikely that any such errors could result in incorrect
message data being seen by application programs.

For integrity checking purposes, each message block in the data set is prefixed with a copy of the
corresponding coupling facility entry ID, including a unique time stamp, which is checked whenever
the message block is read, before the message data is passed to the user program. If the message
block prefix does not match the entry ID (and the coupling facility entry was not deleted in the mean
time) the message block is assumed to be damaged and unusable.

If the damaged message was persistent, the data set is marked as STATUS (FAILED) and the
structure contents must be recovered using the RECOVER CFSTRUCT command. If the damaged
message was non-persistent, there is no way to recover it, so a diagnostic message is issued and the
corresponding coupling facility message entry is deleted.

If no saved space map is available when the data set is opened, it is rebuilt by scanning the coupling
facility structure for references to data in the data set. During this scan, the queue manager performs
a number of actions:

1. The queue manager determines the location of the most recent message (if any) currently
remaining in the data set.

2. The queue manager then reads that message from the data set to ensure that the block prefix
matches the message entry id

These actions ensure that the queue manager detects any case where the data set is down-level, and
marks the data set as FAILED. This check does however tolerate the case where the data set was
restored from a previous copy and either no new messages had been added since then or all
messages added since that copy had been subsequently read and deleted.

To protect against down-level data in the case where the data set was closed normally, the queue
manager performs a number of actions:

1. The queue manager saves a copy of the space map time stamp in the SMDS object within Db2
when the data set is closed normally.
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2. The queue manager then checks the space map time stamp is the same, when the data set is
opened again

If the time stamp does not match, this suggests that a down-level copy of the data set might have
been used, so the queue manager ignores the existing space map and rebuilds it, which will succeed
only if no message data was actually lost.

Note: These integrity checks do not guarantee to detect a down-level or damaged data set in all
theoretically possible cases. For example, they will not detect a case where the start of a message
block is valid but the rest of the data has been partly overwritten.

Recovery scenarios for shared message data sets
This section described shared message data set recovery scenarios.
Data set recovery where no data was lost

In some cases, the correct contents of a failed data set can be restored without needing actual
recovery. One example is where a data set contains residual data from a previous use and has not
been preformatted again, which can be fixed by preformatting it. Another case is when a data set has
been moved, but there was an error in the process of copying the data across, which can be fixed by
copying the data again correctly.

In such cases, the corrected data set can be made available again by using the RESET SMDS
command to set STATUS (RECOVERED) . If the availability is currently ACCESS (SUSPENDED) this will
automatically set it back to ACCESS (ENABLED).

When the owning queue manager is notified that the data set has been recovered, it scans the
structure contents to reconstruct the space map, then changes the status to STATUS (ACTIVE). The
other queue managers can then start reading the data set again.

Data set recovery with TYPE(NORMAL)

If the contents of a data set have been lost, but the application structure was defined with
RECOVER(YES) and the appropriate recovery logs are available, the RECOVER CFSTRUCT command
can be used to recover any persistent messages stored in the structure including persistent message
data offloaded to shared message data sets. This command restores the current state using
information logged by the BACKUP CFSTRUCT command plus all logged changes to persistent
messages since the backup time.

The RECOVER CFSTRUCT command always recovers all persistent messages in the coupling facility
structure together with offloaded message data stored in Db2. For offloaded data stored in shared
message data sets, each data set is only selected for recovery processing if it is already marked as
STATUS (FAILED) orifit is found to be unexpectedly empty or otherwise invalid when opened by
recovery processing. Any shared message data set which is marked as active and which passes the
validation checks does not need to be recovered, as the existing message data is already correct, but
the header is updated to indicate that any saved space map will need to be rebuilt after recovery.

Recovery processing is only possible when the structure has been marked as failed, as the complete
contents of the structure need to be reconstructed by recovery processing. However, if at least one
shared message data set has been marked as failed the RECOVER CFSTRUCT command will

automatically mark the structure as failed if necessary to allow recovery processing to proceed.

Recovery may be performed from any queue manager in the queue sharing group, provided that it has
been given write access to the relevant data sets.

Only persistent messages are backed up and logged, so normal recovery processing will restore all
persistent messages, but will cause any non-persistent messages in the structure to be lost.

When recovery has completed, any data set which was selected for recovery is automatically changed
to STATUS (RECOVERED), and if the availability was ACCESS (SUSPENDED) it is changed to
ACCESS (ENABLED). The queue manager rebuilds the space map for each data set by scanning the
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messages in the coupling facility, then marks the data set as STATUS (ACTIVE) so that it can be used
again.

Data set recovery with TYPE(PURGE)
For a recoverable structure, if the data set contents have been lost, but recovery is not possible for
some reason, for example because recovery logs are not available or recovery would take too long,
the RECOVER CFSTRUCT command can be used with TYPE (PURGE) to get the structure back to a

usable state. This resets the structure to the empty state and marks all of the associated data sets as
STATUS (EMPTY).

Deleting the application structure

If a non-recoverable application structure is deleted using the MVS SETXCF FORCE command, or as a
result of structure failure, then the next time the structure is connected, message CSQE028I is issued
to say that the structure has been reset and all existing messages have been discarded, and any
existing data sets are automatically reset to STATUS (EMPTY) as well. This action makes a non-
recoverable structure usable again after loss of data either in the structure or in any of the associated
data sets.

If a recoverable application structure is deleted, it will be treated in the same way as if the structure
had failed.

Data set recovery fails

If RECOVER CFSTRUCT cannot complete for some reason, for example because a log data set is no
longer available, or because the queue manager terminated while recovery was in progress, then any
data set for which recovery was at least started will be marked in the header to show that partial
recovery has been attempted, and the data set will be left in the STATUS (FAILED) state.

In this case, the options are to repeat the original recovery request or to recover with TYPE (PURGE)
instead, discarding the existing data.

If an attempt is made to mark the data set as STATUS (RECOVERED) without actually recovering it,
then the next time it is opened the queue manager will see that the header indicates incomplete
recovery and mark it as STATUS (FAILED) again.

Off site disaster recovery

For off site disaster recovery, persistent shared messages can be re-created using only the logs and
the Db2 shared objects containing the CFSTRUCT definitions and associated SMDS status information.

After setting up the Db2 tables containing the definitions, the application structure and the shared
message data sets can be set up as empty. When a queue manager connects to them and finds that
they are unexpectedly empty, it will mark them as failed, after which a single RECOVER CFSTRUCT
command can be used to recover all persistent messages for all affected structures.

[ M SMDS related commands

This topic describes and provides access to the commands relating to shared message data sets.

Display and alter the CFSTRUCT options relating to large message offload (OFFLOAD and offload rules)
and shared message data sets (DSGROUP, DSBLOCK, DSBUFS, DSEXPAND):

+ DISPLAY CFSTRUCT
* DEFINE CFSTRUCT
* ALTER CFSTRUCT

« DELETE CFSTRUCT

Display CFSTRUCT status relating to large message offload (OFFLDUSE):
« DISPLAY CFSTATUS
Display and alter override data set options (DSEXPAND and DSBUFS ) for individual queue managers:
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« DISPLAY SMDS
« ALTER SMDS
Display or modify the status and availability of the data sets within the queue sharing group:

+ DISPLAY CFSTATUS TYPE(SMDS)
+ RESET SMDS

Display SMDS data set space usage and buffer usage information for a queue manager:
- DISPLAY USAGE TYPE(SMDS)

Display or modify the status and availability of the connections ( SMDSCONN ) to the data sets from an
individual queue manager:

« DISPLAY SMDSCONN

+ START SMDSCONN

+ STOP SMDSCONN

Backup and recover shared messages, including large message data in SMDS when necessary:

+ BACKUP CFSTRUCT
* RECOVER CFSTRUCT

SB[ EW A clvantages of using shared queues
Shared queue allows for IBM MQ applications to be scalable, highly available, and allows workload
balancing to be implemented.

The advantages of shared queues

The shared queue architecture, where cloned servers pull work from a single shared queue, has some
useful properties:

+ Itis scalable, by adding new instances of the server application, or even adding a new z/OS image with a
queue manager (in the queue sharing group) and a copy of the application.

« Itis highly available.

« It naturally performs pull workload balancing, based on the available processing capacity of each queue
manager in the queue sharing group.

Using shared queues for high availability

The following examples illustrate how you can use a shared queue to increase application availability.

Consider an IBM MQ scenario where client applications running in the network want to make requests of
server applications running on z/0S. The client application constructs a request message and places it on
a request queue. The client then waits for a reply from the server, sent to the reply-to queue named in the
message descriptor of the request message.

IBM MQ manages the transportation of the request message from the client machine to the server's input
queue on z/0S and of the response from the server back to the client. By defining the server's input queue
as a shared queue, any messages put to the queue can be retrieved on any queue manager in the queue
sharing group. This means that you can configure a queue manager on each z/0S image in the sysplex
and, by connecting them all to the same queue sharing group, any one of them can access messages on
the server's input queue.

Messages on the input queue of the server are still available, even if one of the queue managers
terminates abnormally or you have to stop it for administrative reasons. You can take an entire z/OS image
offline and the messages will still be available.
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To take advantage of this availability of messages on a shared queue, run an instance of the server
application on each z/OS image in the sysplex to provide higher server application capacity and
availability, as shown in Figure 60 on page 174.

One instance of the server application retrieves a request message from the shared queue and, based on
the content, performs its processing, producing a result that is sent back to the client as an IBM MQ
message. The response message is destined for the reply-to queue and reply-to queue manager named in
the message descriptor of the request message.

There are a number of options that you can use to configure the return path. For more information about
these options, see “Distributed queuing and queue sharing groups” on page 192.

SYSPLEX
z/0OS 1 z/OS 3
i\\
Application . | /N » Application
/N
Jrf; CF \\\ /
N
QM1 SO N QM3
\\
[ 7 NN
Z/0S 2 P . 2/0S 4
L~ T
Application e " Application
Qmz2 QM4
Figure 60. Multiple instances of an application servicing a shared queue

Peer recovery

To further enhance the availability of messages in a queue sharing group, IBM MQ detects if another
queue manager in the group disconnects from the coupling facility abnormally and completes units of
work for that queue manager that are still pending, where possible. This feature is known as peer recovery.

Suppose a queue manager terminates abnormally at a point where an application has retrieved a request
message from a queue in sync point, but has not yet put the response message or committed the unit of
work. Another queue manager in the queue sharing group detects the failure, and backs out the in-flight
units of work being performed on the failed queue manager. This means that the request message is put
back on to the request queue and is available for one of the other server instances to process, without
waiting for the failed queue manager to restart.

If IBM MQ cannot resolve a unit of work automatically, you can resolve the shared portion manually to
enable another queue manager in the queue sharing group to continue processing that work.

EETT o 30| AER|X| 22|A K2 E|o] AL
AEZ R ZA v 22 (SCM)2] ALE-2 IBM MO for 2/0S 28 -9} 3| AF&shH g2l 2= gl &th

174 IBMMQ 7|& 7l



F2AF: IBM z16 2 2% 7|5 o|n| R of| thsh 71 ZfA| HlE 2] (AE A A HE 2] = SCMo|ZtaL
= 3h o] AE-E A ¥35t7] /5l IBM Z © o niA|ak Atz 2 ol g Ayt zpAe J 2= 1BM Z 2 IBM
LinuxONE 40 2023 Statement of DirectionS X5 A 2.

Tt o 2 TR E AMESAY FIAA S SMDSE @ 2 Eafof g,

713, zEC12 ¥ zBC12 A AEIo||A] Flash Express 7}E5 A2 & 4= & U T o|2{st 7F=of = Zal A
SSD(Solid-State Drive)7} E3tE] o] l&Uth A2 & dubyg o 2 scMo & el A 9l st o] Ate] LPARS]
7teo] ZejA] AE A E TFE 4 JdFHTh

SCM21/0 th7] Azt Y H]-& &= 7}2] SHol|A AA| AE 2] 2|2} DASD(D|rect Access Storage Device) Alo]o]|
=gy} SCME o] 5 F&2o] gl7] ttﬁfoﬂ DASDECH & & 22 1/0 t7] A|7HE Yepd Y

TS SCM2 A A AE A KT}t H]-go] &R o HA Ut 1 Zit o s Y2 v 8o R tf85F AE A
£ AAE 4+ JAEYT o & E0], Flash Express 7}5 Aoll= 1424GB2] AHE- 7%9} AEP A7 2FE o Q)
S4Yth

w

of2fe S48 t|2t0) 4] ~AEAoIA 83 tlolElE FHItof sh A 2of scMol f83fehe g o)
o] g} 3% Slolel7} DASDe 7158 which scmel 715 oo} 4271 84 o w27 W2y 18
MQ B§ FE ESHE ABTY J15(CF) B2 728 AFESIE 49 of 54 Aol fe g8 4 gtk

BE aAXJ} IS k= 0|2

CF 2= Holg uf ;19| 2 F7]o| thal AgsHe SIZE £ 02 TAEYCH CF 1R E A AR AE T
7)0]l 474 0 2 AF5k7] w ol CFoll Ao E 22| SIZE 44 A CFoll BE Alx) AR A9 271
ch ZotoF gyt

502, 27} 27} CFo| 2 S5 517] 98] A 2] SIZE g 7}%@ 2o 2 FA|5h7] 9%
A4 QF2o] Sl lAlR T2 LR 2y pE %L P} ILE AN S P28 ALB A= ol E el o 4
wL B sdol 48 5 9] Th2e] 2R ST BH S BHT 4 2 ‘3&% AW FE gelo] Ty
tt.

oll’d AHgRE 7RO 2 2 5 HeiA| 27] sk 20| & W R Tt shA| R o] BjAT = Akl Aubd
A Y a=Ert A E 2 Q7] 2ol #3577 ol AR E ) tﬂ%% 1435h7]7F A sy

IBM MQ 3 = CF 55 725 AHg-5to] WA & A8yt IBM MO+ HIAIA] & ofiZ iAol 727}
EZoH CF 25 &Y

o AAE HRE AFL5lo] FzE U 63KBR T ZHe 1|

o] Zg]#A| o] L 2= IBM MQ CFSTRUCT L BRI E
d HEQdY g5 07H o|e] 55 Q4= ofZe|Ao]Hd 7=

WA 2 el 308, A A1) 88 T
AR

IBMMQ 3 771 55 725 A1) 2ol 9 Yele) 34 o= UL FUITh o) 39 36 7
HE 5 gl A wAA S kg el ey
« el A X 2]

SELELEF]
- PRI ALG THE S U Y Y a0 4
) 512709] T 77 AT TEE AL U FB} 2 40] ofsh EHHOE FHT 4 U] Wl o
AL BAIZ WY o 2RshA sEUT

IBM MQ - o Z2]71|0] 4 1+ Hlo] €] Aol AHRE| M, wheba AukaQl 4%
=4 ohgellol o] 23 Fol ohd o wmmz q

m
i
rlr
2
3
i)
M
o
RAE
o

« §7] oliZg Aol do] HAIA| %—?—713 Fz] %’JL}E}.

+ 727 o E2|AlolAd o] MIAIA] 7HA 27| 5 Al T,

79 71E WA A ZF R E 7] Al AFskal Foll M Al A H U o

* MQRC_Q_FULL o]-f ZE7} 7] o Z&|A ol 2= E &= 470l 77} slg 2o &l =2yt

IBMMQ 7|& 7R 175


https://https://www.ibm.com/docs/en/announcements/123-0736
https://https://www.ibm.com/docs/en/announcements/123-0736

T FAE Zste 227G H o] A7)0 ZEetAY LR E EESHE CFolA AFE 7Hs S 2B A7 H
Z3ht}, o3t 9ol = MORC_STORAGE_MEDIUM_FULL ol FE7L 7] o= a|Aoj o2 ey
=3

HFA| B A 747 9ol 77} 71 it of AoIA L B A X7} o £ El7} g17] o] §7] ofE2)A|o] 4

of £l WA T §7] ofZej Aol M2 Quka o 2 ke £2H F stt o) ALg kel o] £AYS #1

k.

- HeH 0z AN E Abo]o] A AL F1 A7 $7]1 B 02 HA| ESHIALL

+ WIAIA) S ke 920l Yo A 2(el: o] efulo] A i mhel). WA X Lol ofu|Aste] HAFA 0 2 ol
ge 4 ggyt.

WA A7} 61 2] & H o] A Bl A 2] B A A B4 AL 2.

efif @ ofgelo)d Faa(el: B Pl £ oA 7L sl ofE ol i 3t 4| L) i o

A2 2Agto) gl ofEe)llol M)l 7ol oleigt &40 A7 F15etA) ey et 771 3 A 913014 7}
5 247 @7 715 2 7Rs o) 71e] UES RAE B e} Slov, o] = 53] 2% ol By

SMDS Y @EEZLC X

IBM WebSphere MQ 7.10] £ ¥ @2 & 722 of Za|H|o]H LR E 715 2L 7H5A S Fol= v S A

=3yt

Zh ol Z A o] 2= A A2 7|19 =5 AFESH XA E = Al 7HA] F-7] o] AE] o] Q15U

« OFFLD1SZ ¥ OFFLDA1TH

« OFFLD2SZ Y OFFLD2TH

« OFFLD3SZ ¥ OFFLD3TH

7 A2 o EejFlol A ot Avhe AEE2] HA US| HAZ] tlo|ElE 2 ZRES}Y] 9f5] S50k

XS AT Y @2 F 72 e A2E 2 A viFHYEo| A 7HsEY T

- Db2

+ VSAM(Virtual Storage Access Method) A& o] E] A|E 15 (IBM MQOi| A
(SMDS)2}+1 8h)

T} of| = DEFINE CFSTRUCT B &S A}-85to] LIST12H= of Z&]A|o] A L2 & ZHAJ 6= MQSC B2 2o

Yt

o] R = 7|2 QX2 20| FH|E|o] 9l SMDSE X 2& WAHAYZF O & ARSI o= 7271 70%

21 X]‘:‘q(OFFLDlTH) 32KB °]AFQl BLE H|A] x| (OFFLD1SZ)7} SMDSE 2 T 2 = &S ojm|ghc},

o7 A 2, F27F 80% A AW (OFFLD2TH) 4KB ©]/49] == HA| X (OFFLD2SZ)7F L =2 =t 72X

7} 90% 9 A H (OFFLD3TH) =& WA| 2| (OFFLD3SZ)7} . =2 = H]c},

rlr

- HIAIA] HlolE M E

DEFINE CFSTRUCT(LIST1)
CFLEVEL(5)

OFFLOAD (SMDS)
OFFLD1SZ(32K) OFFLD1TH(70)
OFFLD2SZ (4K) OFFLD2TH(80)
OFFLD3SZ(0K) OFFLD3TH(90)

omEg WA Qe vjao] A4E 5, oA %] LelE = ol AAEY
A7k 357w o] bl 2| HolE & B 22 YE WHo = 22l oLs 2 by
ﬂﬂﬁ@~3uiE%WMﬂﬂﬂﬂiﬂil_ oA\ 7] <] 20l 7| H ok

Hl goll 0 =2 e o] mhekguith. o] B A|X| 227] AthA 0 2 & 27} whan oFo] 2ES
ek Al DT b M P R A T B A e

I}
li:l
:u
)
)
[>
i
i)

oZ:
rulo
HC
4 i
rlr
offt
)
2
k1
)
T

o ol
H.IIO O_L.
o]-) olr

MDSO| HA|Z] 27]= FZof WA R] ZQIE] 2£7]9} SMDS| WA A] tlo]E] 7|5 Z3lstE 2 E4 o =3y
o] = HA| A7) ZZ2 DASD £ EZ 235 T 7] A|ZHS 271E 7S A o] &Yt D 27]‘ QI Z T HHA
02 AMRE= 49 A5 H&2 28X o FUH

o},
MD

_E.EU’ L to I

u]N

176 IBMMQ 7|& 7l



HOW storage class memory works with IBM MQ for z/0S
An overview of the use of storage class memory (SCM) with IBM MQ for z/OS shared queues.

Important: IBM z16 is planned to be the last generation of IBM Z° to support the use of Virtual Flash
Memory (also known as Storage Class Memory, or SCM) for Coupling Facility images. For more information
see: IBM Z and IBM LinuxONE 4Q 2023 Statements of Direction.

As an alternative, you should either use larger structures or offload messages to SMDS.

A coupling facility (CF) that is at CFLEVEL 19, or greater, can have SCM allocated to it. The structures
defined in that CF can then be configured to make use of SCM to reduce the chances of the structures
filling up (known as a structure full condition). When a structure configured to make use of SCM fills up
past a system-determined point, the CF starts moving data from the structure into SCM, which frees
space in the structure for new data.

Note: Because SCM itself can fill up, allocating SCM to a structure reduces only the likelihood of a
structure full condition, but does not entirely remove the chance of one occurring.

A structure is configured to use SCM by specifying both the SCMALGORITHM and SCMMAXSIZE keywords
in the coupling facility resource manager (CFRM) policy, containing the definition of that structure.

Note that after these keywords are specified, and the CFRM policy is applied, the structure must be
rebuilt, or deallocated so that they can take effect.

SCMALGORITHM keyword

Because the input/output speed of SCM is slower than that of real storage, the CF uses an algorithm that
is tailored to the expected use of the structure in order to reduce the impact of writing to, or reading from,
SCM.

The algorithm is configured by the SCMALGORITHM keyword in the CFRM policy for the structure, using the
KEYPRIORITY1 value. Note that you should use the KEYPRIORITY1 value only with list structures used by
IBM MQ shared queues.

The KEYPRIORITY1 algorithm works by assuming that most applications will get messages from a shared
queue in priority order; that is, when an application gets a message, it gets the oldest message with the
highest priority.

When a structure starts to fill past the system-defined threshold of 90%, the CF starts asynchronously
migrating messages that are least likely to be got next. These are messages with lower priorities that were
more recently put on the queue.

This asynchronous migration of messages from the structure into SCM is known as "pre-staging".

Pre-staging reduces the performance cost of using SCM because it reduces the chance of an application
being blocked during the occurrence of synchronous input/output to SCM.

In addition to pre-staging, the KEYPRIORITY1 algorithm also asynchronously brings back messages from
SCM and into the structure when sufficient free space is available. For the KEYPRIORITY1 algorithm, this
means that when the structure is less than or equal to 70% full.

The act of bringing messages from SCM into the structure is known as "pre-fetching'".

Pre-fetching reduces the likelihood of an application trying to get a message that has been pre-staged to
SCM and having to wait while the CF synchronously brings back the message into the structure.

SCMMAXSIZE keyword

The SCMMAXSIZE keyword defines the maximum amount of SCM that can be used by a structure. Because
SCM is allocated to the structure by the CF when it is required, it is possible to specify a SCMMAXSIZE that
is greater than the total amount of free SCM available. This is known as "over-committing".
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Important: Never over-commit SCM. If you do, the applications that are relying on it will not obtain the
behavior that they expect. For example, IBM MQ applications using shared queues might get unexpected
MQRC_STORAGE_MEDIUM_FULL reason codes.

The CF uses various data structures to track its use of SCM. These data structures reside in the real
storage that is allocated to the CF and, as a result, reduce the amount of real storage that can be used by
structures. The storage used by these data structures is known as "augmented space".

When a structure is configured with SCM, a small amount of real storage is allocated from the CF to the
structure known as fixed augmented space. This is allocated even if the structure never actually uses any
SCM. As data from the structure is stored into SCM, extra dynamic augmented space will be allocated
from the spare real storage in the CF.

When the data is removed from SCM, the dynamic augmented space is returned to the CF. Augmented
space, either fixed or dynamic, is never taken from the real storage that is allocated to a structure.

In addition to augmented storage, when a structure is configured to use SCM, the amount of control
storage used by that structure increases. This means that a list structure configured with SCM can contain
fewer entries and elements than a structure of the same size without SCM being configured.

To understand the impact of SCM on new or existing structures, use the CFSizer tool.

A final important point to note is that after data is moved from the structure into SCM, and dynamic
augmented space has been used, the structure cannot be altered either manually or automatically.

That is, the amount of storage allocated to the structure cannot be increased or decreased, the entry-to-
element ratio that is used by the structure cannot be changed, and so on. To make the structure alterable
again, the structure must not have any data stored in SCM and must not be making use of dynamic
augmented storage.

Why use SCM

Emergency storage and improved performance are two use cases for using SCM with IBM MQ for z/0S.

Important: IBM z16 is planned to be the last generation of IBM Z® to support the use of Virtual Flash
Memory (also known as Storage Class Memory, or SCM) for Coupling Facility images. For more information
see: IBM Z and IBM LinuxONE 4Q 2023 Statements of Direction.

As an alternative, you should either use larger structures or offload messages to SMDS.

This section introduces the theory behind the two possible scenarios. For further details on how you set
up the scenarios, see:

- “SFAEFA] - 7|2 1" on page 181
- FIH A5 - 712 247 on page 187

Important: The use of SCM with CF structures is not dependent on any specific version of IBM MQ.
However the emergency storage scenario works only with IBM WebSphere MQ 7.1 and later, because it
requires SMDS and the offload rules.

Emergency storage

SMDS and message offloading can be used in conjunction with SCM to reduce the likelihood of an
MQRC_STORAGE_MEDIUM_FULL reason code being returned to an IBM MQ application during an
extended outage.

Overview

A single shared queue is configured on an application structure. The putting application puts messages
onto the shared queue; the getting application gets messages from the shared queue.

During normal running, the queue depth is expected to be close to zero, but a business requirement
indicates that the system must be able to tolerate a two-hour outage of the getting application. This
means that the shared queue must be able to contain two hours of messages from the putting application.
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Currently, this process is achieved by using the default offload rules, and SMDS, so that the size of the
structure is minimized, while reducing the performance cost that is associated with offloading.

The rate of messages being sent to the shared queue is expected to double in the short to medium term.
Although the requirement that the system be able to tolerate a two-hour outage still exists, not enough
real storage is available in the CF to double the size of the structure.

Because the CF, which contains the application structure, resides on a zEC12 machine, the possibility
exists to associate sufficient SCM with the structure to store enough messages so that a two-hour outage
can be tolerated.

Consider what happens over a period of time:

1. Initially, the system is in its steady state. Both the putting and getting application are running
normally and the queue depth is close to, or at, zero. The result is that the application structure is
largely empty.

2. At a certain time, the getting application suffers an unexpected failure and stops. The putting
application continues to put messages to the queue and the application structure starts to fill up.

3. After the structure reaches 70% full, the conditions of the first offload rule are met and all messages
with a size greater than or equal to 32 KB are offloaded to SMDS.

See “SMDS W @ 2t H&1” on page 176 for an overview of the offload rules.

4. As messages continue to be put to the shared queue, the structure continues to fill (either because of
the message data being stored in the structure, or as a result of the pointers to the offloaded
messages being stored in the structure).

When the structure reaches 80% full, the second offload rule starts to apply and messages that are 4
KB or greater are offloaded to SMDS.

5. When the structure is past 90% full, all messages are offloaded to SMDS and only the message
pointers are being placed in the structure.

About this time, the pre-staging algorithm starts to run, and begins moving data from the structure
into SCM. Assuming all messages on the queue are the same priority, the newest messages are pre-
staged.

Because all messages are now being offloaded to SMDS, the data being moved into SCM is not actual
message data, but instead the pointers to the messages on SMDS.

As a result, the number of messages that can be stored on the combination of the structure, and the
SCM and SMDS associated with the structure, is very large.

Performance: During this stage of the outage, the putting application can suffer a degree of
performance degradation because of having to write to SMDS. In this case, the use of SCM should not
be a limiting factor on the putting application in terms of performance. SCM provides extra space to
prevent the structure filling up.

6. Eventually the getting application is available again and the outage is over.

However SCM is still being used by the structure. The getting application starts reading messages off
the queue, getting the oldest, highest priority messages first.

Because these messages were written before the structure started to fill up, they come out entirely
from the real storage portion of the structure.

7. As the structure starts to empty, it goes below the threshold at which pre-staging is active, and so
pre-staging stops.

8. The structure usage reduces below the point at which the offload rules take effect, so messages are
no longer offloaded to SMDS unless they are more than 63 KB.

At about this time, the pre-fetch algorithm starts moving data from SCM in to the structure. Because
the getting application gets messages from the queue in the order expected by the SCM algorithms,
messages are brought in before the getting application needs them.
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The result is that the getting application never needs to wait for messages to be brought in
synchronously from SCM.

9. As the getting application continues to move down the queue, it starts retrieving messages that were
offloaded to SMDS.

10. Finally, the system is in a steady state again. No messages are stored in SCM or SMDS, and the queue
depth is close to zero.

Improved performance

This scenario describes using SCM to increase the number of messages that can be stored on a shared
queue without incurring the performance cost of using SMDS.

Description

For this scenario, a putting and getting application communicate through a shared queue which is stored
in application structure.

The putting application tends to run in bursts, when it puts a large number of messages in a short amount
of time. Then, in an extended period of time, it produces no messages at all.

The getting application sequentially processes each message, and performs complex processing on each
one. As a result, most of the time the queue depth is zero, except for when the putting application starts
to run, where the queue depth starts increasing as messages are being put faster than they are being got.

The queue depth increases until the putting application stops, and the getting application has enough
time to process all the messages on the queue.

Notes:

1. In this scenario, the key factor is performance. The messages being sent to the queue are always less
than 63 KB and so never need to be offloaded to SMDS.

2. The application structure has been sized so that it is large enough to contain all of the messages that
will be placed on it by the putting application in a single "burst."

3. The offload rules must all be disabled so that, even when the structure starts to fill, the messages are
not offloaded to SMDS. This is because the performance costs that are associated with writing
messages to, and reading messages from, SMDS are deemed unacceptable.

Over time, the number of messages that the putting application send in a burst must increase by several
orders of magnitude. Because the getting application must process each message sequentially, the
number of messages on the queue increases to the point where the structure fills up.

At this point, the putting application receives a reason code (MQRC_STORAGE_MEDIUM_FULL) when
putting a message, and the put operation fails. The putting application can only briefly tolerate periods
when it is unable to put messages to the queue. If the period is too long, the application ends.

Assuming that you do not have the time, or skills available, to rewrite either the putting application or
getting application, this problem has three possible solutions:

1. Increase the size of the application structure.

2. Add offload rules to the application structure so that messages are offloaded to SMDS as the queue
starts to fill up.

3. Associate SCM with the structure.
The first solution is quick to implement, but not enough real storage is available on the CF.

The second solution might also be quick to implement, but the performance impact of offloading to SMDS
is considered too significant to use this option.

The third solution, associating SCM with the structure, provides an acceptable balance of cost and
performance.
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Associating SCM with a structure results in a higher use of real storage in the CF because of the
augmented storage that get operations used. However, the actual amount of real storage will be less than
the amount used in the first option.

Another consideration is the cost of SCM. However this cost is much cheaper than real storage. These
factors combine to make the third option cheaper than the first option.

Although the third option, potentially, might not perform as well as the first option, the pre-fetch and pre-
staging algorithms used by the CF can combine to make the differences in performance acceptable, or in
some cases negligible.

Certainly the performance can be much better than using SMDS to offload messages.
Consider what happens over a period of time:

1. Initially, the getting application is active and waiting for messages to be delivered to the shared queue.
The putting application is not active and the shared queue is empty.

2. At a certain time, the putting application becomes active, and starts putting a large number of
messages to the shared queue. The getting application starts getting the messages, but the queue
depth rapidly starts to increase because the getting application is slower than the putting application.

As a result, the application structure starts to fill up.
3. As the time increases, the putting application is still active. The application structure fills up to
approximately 90%.

This is when the SCM pre-staging algorithm starts to move messages from the structure into SCM,
freeing space in the structure.

Because the getting application gets the oldest, highest priority messages from the queue first, it is
always getting messages from the structure and does not need to wait for messages to be brought
synchronously from SCM in to the structure.

4. The putting application is still active and putting messages to the shared queue. However, the
application never receives an MQRC_STORAGE_MEDIUM_FULL reason code, because enough space
exists in SCM to store all the messages that do not fit in the structure.

5. Eventually, the putting application stops because it has no more messages to put.

The pre-staging algorithm stops because the structure falls below 90% in use, and the getting
application continues processing the messages in the queue.

6. As the getting application starts to free space in the structure, the pre-fetch algorithm starts to bring
messages back from SCM in to the structure.

Because the getting application processes messages in the order expected by the pre-fetch algorithm,
the getting application never becomes blocked waiting for message data to be brought synchronously
from SCM in to the structure.

7. Finally, the getting application processes all the messages on the shared queue, and waits until the
next message is available. The structure and SCM are empty of messages.
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SCEN1.Q
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a3 F #E)z}csQ30] oju] F 35 15 IBM1Y] §-L st Ml etal 75 Al 2.
X IBM1SCEN19] Aol & AEH 7|5 A Tl ZHCFRM) & ol Z7}sfjof ghutt. el 4
PREFLIST(CFO1)E A|75to] otte] AEH 7|5 (CFOL)ONA T 2 e 4= =& L2 E Aol gyr.
F9]: =29 A|AHIO|A 171842 5]-85 ™ IBM MQOJ| A AF&-51= & X0 o5 PREFLIST
of] & 7} o]442] CFE Z3tal|of gt

TEAX
1. th2 H3 S AHE3to] CFRM Z A2 A2 A4 A 2.
SETXCF START,POLICY,TYPE=CFRM,POLNAME=IBM1SCEN1
% IBM1SCENLO] thet A Z CFRM A3

STRUCTURE

NAME (IBM1SCEN1)

SIZE (1024M)
INITSIZE(512M)
ALLOWAUTOALT (YES)
FULLTHRESHOLD(85)
PREFLIST(CFO1)
ALLOWREALLOCATE (YES)
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DUPLEX (DISABLED)
ENFORCEORDER (NO)

2. thg WG ARG atol 727 guh2A) A e BT Al L.
D XCF,STR,STRNAME=IBM1SCEN1
o] Aol STATUS djol] EAIH T2V} 7 3-8 D50 S x| gkt&uch
3. CFRM Z-lil-loﬂ Z‘]QJE] Iz o]_Q_ }EE IBM MQE :rLH O}Al;\]g

a. 7-% 0| E0] SCEN1 Q! DEFINE CFSTRUCT B &2 AF&5}o] IBM MQ CFSTRUCT L EA E & 2514
AlL.

DEFINE CFSTRUCT(SCEN1)
CFCONLOS(TOLERATE)

CFLEVEL(5)

DESCR('Structure for SCM scenario 1')
RECOVER (NO)

RECAUTO(YES)

OFFLOAD (DB2)

OFFLD1SZ(64K) OFFLDATH(70)

OFFLD2SZ (64K) OFFLD2TH(80)
OFFLD3SZ(64K) OFFLD3TH(90)

b. DISPLAY CFSTRUCT &2 AF&oto] 729 R84S ASoH Al 2.
c. SCEN1 T2 & A3l th3 MQSC Ha S AHE3ho] SCENL. Q 57 75 o5l 2.

DEFINE QLOCAL(SCEN1.Q) QSGDISP(SHARED) CFSTRUCT(SCEN1) MAXDEPTH(999999999)
4. 1BM MQ Explorer AH&3to] T Bl 412 & SCENL. Q 7ol '9leh7} chal w4l 2.
5. 03 B3-S AYsto] 227t AF BFHYEA BT L,
D XCF,STR,STRNAME=IBM1SCEN1

r§3 o] Z2of| A STATUS 3ol ALLOCATEDZ} LElLE=2] EH15HA Al 2.,

712 742 AYE U o)Al AR A EE ALgste] T2 7124 4ol et ofol ol S 2 4 9}
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IBM1 IEM1SCENT

C50Q3
SCEN1 |-
SCEN1Q |
I '
E SMDS j EGB of SC@
T2l 62. 28 AEZ|X|2 SMDS % SCME #7138t 14
o2 AN
1. CSQ4SMDS AZ JCLS S} Zo] WA sto] SCENL off Z2]A| o] A 27} AF_-5H= SMDS Hlo]E] N ES
2B A L.
//CSQ4SMDS JOB NOTIFY=&SYSUID
/1%
//* Allocate SMDS
/1%

//DEFINE EXEC PGM=IDCAMS, REGION=4M

//SYSPRINT DD SYSOUT=x

//SYSIN DD *

DEFINE CLUSTER

(NAME (CSQSMDS . SCEN1.CSQ3. SMDS) -

MEGABYTES (5000 3000) -

LINEAR

SHAREOPTIONS (2 3) ) -

DATA

(NAME (CSQSMDS . SCEN1. CSQ3 SMDS.DATA) )

/*

//*

//* Format the SMDS

//*

//FORM EXEC PGM=CSQJUFMT,COND=(0,NE) ,REGION=0M
//STEPLIB DD DSN=MQ800.SCSQANLE,DISP=SHR

// DD DSN=MQ800.SCSQAUTH, DISP=SHR

//SYSUT1 DD DISP=0LD,DSN=CSQSMDS.SCEN1.CSQ3.SMDS
//SYSPRINT DD SYSOUT=x

2. ALTER CFSTRUCT %1 H S AgYste], exzg gl 7|2 e 2T 73] 9] L3 o]l SMDSE AH&SHE = SCENL
ofE Al F25 M Al L.

ALTER CFSTRUCT(SCEN1) OFFLOAD(SMDS) OFFLD1SZ(32K) OFFLD2SZ(4K) OFFLD3SZ(0K)
DSGROUP (' CSQSMDS.SCEN1.%.SMDS') DSBLOCK(1M)

2ol F-o]shal Al 2.
« SCEN1.Q+ SCEN1 ofZg] A o] FZo| A §L3t &8 Fo]| =&, DSBLOCK Zro] 755t 714 2 7kl 1M
o2 MAE &} o] ZHe AutE] Q.o 7}1}3;5524 2l /7 o] ojof Fht},
« 7] o Zg]Ao] Mof| A LA H WA R = 30KBO| B2, X7} 80% 2tA] F A QT2 = H2|o] =5
) 7}x] SMDSE Q@ -2 tjo] A|2HE] 7] o4t}
3. HAE of Ze|A| o] & thA] At Al 2.
Foll = HA| R 9] F71HE AER 2| & FETII A 2.
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4. thg TZA XS $3Y5Fo] X IBMASCENLO 4GBS] SCME 27151441 2.
a) T2 S A3¥slo] scMo] A2 =3 cFo1ol 38 S ARSI Al L.
D CF,CFNAME=CFO1

b) A £2 9] STORAGE CONFIGURATION AlAojl Q1= STORAGE-CLASS MEMORY 1¥-2 &<l5}o]
AHE 7t ot AEE A & ZRISH Al 2.
c) TS} ZH2 SCMMAXSIZE % SCMALGORITHM 7] £ & CFRM A S o] ESIAIA 2.

STRUCTURE

NAME (IBM1SCEN1)
SIZE(1024M)
INITSIZE(512M)
ALLOWAUTOALT (YES)
FULLTHRESHOLD(85)
PREFLIST(CFO1)
ALLOWREALLOCATE (YES)
DUPLEX(DISABLED)
ENFORCEORDER (NO)
SCMMAXSIZE (4G)
SCMALGORITHM (KEYPRIORITY1)

5. T3 e e Aol CFRM A28 B4 stal A2
SETXCF START,POLICY,TYPE=CFRM, POLNAME=polname

6. IBM1SCEN1 72 & thA] =35 A 2.
27 o1 WAL gysigions o] Z2AAE Sasiol Iyt

o Hale dayst

AN A 52| X 2 A 22| AR & X3
AE A FeA o R (SCM)S] AHE-S /A5

=1
Z8AHgH IBM z16 2 2% 7]5 ojujA|of tigh 7Hd ZefA] vl e] (AEER] A HE e = SscMmolatal
= gh o] AFE-S A Y3517 93l 1BM Z © 9] mhx|at Aozt E of| A Y AkASH A E = 1BM Z 9! IBM

LinuxONE 40 2023 Statement of DirectionS ZZ5H4 Al 2.
T H 2725 ARESHAU AR S SMDSE 2 22 E5jjof

che e ashaAle.

D XCF,STR,STRNAME=IBM1SCEN1

o2 B AEE Q3] 7] ofn] Bl A|A] Hlo|El} 75 7] mjo] TR SCMO.E AK B A S AP ]
o] g5he AP} ohA| M E s Bl ZFH UG o] ZEAAL ol PG AHESte] AR = 5T

ol o] ZYo| YHHUrt ol & EW o3 ZHUth

ACTIVE STRUCTURE

ALLOCATION TIME: 06/17/2014 09:28:50

CFENAME : CFO1

COUPLING FACILITY: 002827.IBM.02.00000000B8D7
PARTITION: 3B CPCID: 00

STORAGE CONFIGURATION ALLOCATED MAXIMUM %
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ACTUAL SIZE: 1024 M 1024 M 100
AUGMENTED SPACE: 3 M 142 M 2
STORAGE-CLASS MEMORY: 88 M 4096 M 2
ENTRIES: 120120 1089536 11
ELEMENTS: 240240 15664556 1

SPACE USAGE IN-USE TOTAL %

ENTRIES: 84921 219439 38

ELEMENTS: 2707678 3149050 85

EMCS: 2 282044 0

LOCKS: 1024

SCMHIGHTHRESHOLD : 90
SCMLOWTHRESHOLD : 70

ACTUAL SUBNOTIFYDELAY: 5000
PHYSICAL VERSION: CD5186A0 2BD8B85C
LOGICAL VERSION: CD515C50 CE2ED258
SYSTEM-MANAGED PROCESS LEVEL: 9

XCF GRPNAME : IXCLOG53

DISPOSITION : KEEP

ACCESS TIME : NOLIMIT

MAX CONNECTIONS: 32

# CONNECTIONS : 1

CONNECTION NAME ID VERSION SYSNAME JOBNAME ASID STATE

CSQEIBM1CSQ301 01 00010059 SCé61 CSQ3MSTR 0091 ACTIVE

g o] oA th-3oll FosHd Al 2.

« STORAGE_CLASS MEMORY-= 4096MB(MAXIMUM)2] SCMo| JLZof| &7}%9l-&

« AP AH|o] Aol AF2E STORAGE -CLASS MEMORY<S] =7]of tist ALLOCATED
OFRAE QI Fxof o] &= o5 &7to] AS5YtTh.

* SCM AFEHE & ot= o] A&-% AUGMENTED SPACES] 37]

« AP AE|0]A 0” a2 &o] FxRoj|A SCMLE Ho]H & o]55}7] Al&et= A2 1271 90% FH2 WY
t}, o] = 34 E7}53F SCMHIGHTHRESHOLD E4 0 2 EA| U h

- ooy dae]Eo] SCMollA R E H|o]H & o] &55H7] Al&toh= Al 127F70% = wid Yt o] =
T4 7153 SCMLOWTHRESHOLD 54 o 2 EA|Huch,

o|A| SCMO] AH&-ZS 2| A g}st7] Qo ohafst i S HIAES = QlFU T ool f-25Hd Al

+ SCME A&51o] HA| R & A %5E Sof= SCMo| A & Hlo|E & A AT wj7hx] 225 WA 4 gyt
o] 4% A &5 tf 24 H|-E&-2 SCMOo] A3 AHEE S wl] FH|H oA T HYoh AP AH|o|H &1
EES Ol SCMA = H|o|g] o] 5Z A|&57] Hol| £27F Ydt= /delioll l=A] 9] ZA &lsfiof gt

« SCME AHE5}7] Mol dzf 7= 2717} -ZukEy7t?
o & 50}, 512MBoJ|4] 1GBS] SIZEZ INITSIZES 535U 7)?

o] 2t Z 4352 Lo, Fx0| AHF 70| 7heot e S AT H et AP Ao dalg| &2 o]

17% %] 7] Aol v]g] Hlo]E & SCML.E o]535}7] AlFeY T 1 A3} FL2 = 512MBe| AA| AE R E A}

8ot 1 Hy}.

« SCME AFE3}17] Kol A8 &5 of 2.4 v]go] SHEY7I?
o] Alyg| e o] Ex = 7HsSh B3z A R0 BEdstal, HAA o2 12 2 SCMof| A
At 49l e mR T E HA 2= ZAd Yt} o2t HA| x| of] HAM| AS}= 712 SMDS Q]
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ALTER CFSTRUCT(SCEN1) OFFLD1SZ(0K)
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H21. 858 AEE|X| AlLt2|L29 Zuft H|w

HAE Xy HA|A] 4= FE A= AHR)
7] 8 27,850 3.2
7B em 2T 425 AR SMDS 205,000 158
712 =2 E #3233 AHERHSCM 828,610 469
ZRH em2 T 72 AHESESCM 1,135,775 679

NS 2Afohol ofE W S olet SRS A4 4 2L Stelaiob I o E Sol, AL T
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% IBM1SCEN2°] Aol A=Y 7| s ZP%_
PREFLIST(CFO1)E A A35}to] 5tte] A=

T2 IBM1SCEN20]| tist A1 = CFRM 4

T =

STRUCTURE

NAME (IBM1SCEN2)

SIZE (2048M)

INITSIZE (2048M)
ALLOWAUTOALT (YES)
FULLTHRESHOLD(85)
PREFLIST(CFO1)
ALLOWREALLOCATE (YES)
DUPLEX (DISABLED)
ENFORCEORDER (NO)

25 7]

OT2AXN

T+ ZH(CFRM) o]
9 715 (CFo1) il ATt 2

A== 517] 95 INITSIZE 2 SIZE 7|9 &

= 2 2048M< 7HA] 1L

1. 03 a8 AF8alo] CFRM 43S A2 A 4141

SETXCF START,POLICY,TYPE=CFRM,POLNAME=IBM1SCEN2

2. Th& B3 S AHEsto] LRIt LUk A E YA el

D XCF,STR,STRNAME=IBM1SCEN2

yoha ohe

] O 1

E 7

onJ Eﬁ

RESPONSE=SC61

IXC360I 07.58.51 DISPLAY XCF 581
STRNAME: IBM1SCEN2
STATUS: NOT ALLOCATED
POLICY INFORMATION:
POLICY SIZE : 2048 M
POLICY INITSIZE: 2048 M
POLICY MINSIZE : 1536 M
FULLTHRESHOLD : 85
ALLOWAUTOALT : YES
REBUILD PERCENT: N/A
DUPLEX : DISABLED
ALLOWREALLOCATE: YES
PREFERENCE LIST: CFO1
ENFORCEORDER : NO
EXCLUSION LIST IS EMPTY

EVENT MANAGEMENT: MESSAGE-BASED
MANAGEMENT LEVEL : 01050107

o] AJ-oll= STATUS 3§of] EA|E 127} F 2
3. CFRM &0 o] 7

MANAGER SYSTEM NAME:

I5H4I A 2.

o 2o BAEYT

SC53

§ 5o sl A gkgka Ut

£ °|-&5t=S IBMMQE 75t 2.

a. DEFINE CFSTRUCT & SCEN2 2] +-x o| &1} &7 AF-&-5Fof IBM MQ CFSTRUCT 2 E

SH AL,

DEFINE CFSTRUCT(SCEN2)

CFCONLOS (TOLERATE)

CFLEVEL(5)

DESCR('Structure for SCM scenario 2')
RECOVER(NO)

RECAUTO(YES)

OFFLOAD (DB2)

OFFLD1SZ (64K) OFFLDATH(70)
OFFLD2SZ(64K) OFFLD2TH(80)
OFFLD3SZ(64K) OFFLD3TH(90)

b. DISPLAY CFSTRUCT & & Atg3to] 122
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c. SCEN2 725 AH8-5tH Th3 MQSC & & AH8-5Fo] SCEN2.Q 37 F& Aot Al 2.
DEFINE QLOCAL (SCEN2.Q) QSGDISP(SHARED) CFSTRUCT (SCEN2) MAXDEPTH(999999999)
4.1BM MQ A7) 5 ARg5ho] @ HAI R S SCEN2. Q Foll B AT} ChA w4 Al 2.
5. 0hs WS Adste] 127t A5 S E Q=R ElstiAl L.

D XCF,STR,STRNAME=IBM1SCEN2

gao] 282 AEstL, o] 2l Y7} FA|EH STATUS 3ol| ALLOCATEDZ} UER=R] ERIsHAA 2.

RESPONSE=SC61

IXC360I 08.31.27 DISPLAY XCF 703
STRNAME: IBM1SCEN2

STATUS: ALLOCATED

EVENT MANAGEMENT: MESSAGE-BASED
TYPE: SERIALIZED LIST

POLICY INFORMATION:

POLICY SIZE : 2048 M

POLICY INITSIZE: 2048 M

POLICY MINSIZE : 1536 M
FULLTHRESHOLD : 85

ALLOWAUTOALT : YES

REBUILD PERCENT: N/A

DUPLEX : DISABLED
ALLOWREALLOCATE: YES

PREFERENCE LIST: CFO1
ENFORCEORDER : NO

EXCLUSION LIST IS EMPTY
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STRUCTURE

NAME (IBM1SCEN2)

SIZE (2048M)

INITSIZE (2048M)
ALLOWAUTOALT (YES)
FULLTHRESHOLD(85)
PREFLIST(CFO1)
ALLOWREALLOCATE (YES)
DUPLEX(DISABLED)
ENFORCEORDER (NO)
SCMMAXSIZE (4G)
SCMALGORITHM (KEYPRIORITY1)

2. th2 W3S A3Y5to] CFRM A2 B354 Al 2.
SETXCF START,POLICY,TYPE=CFRM,POLNAME=IBM1SCEN2
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ST Distributed queuing and queue sharing groups

Distributed queuing and queue sharing groups are two techniques that you can use to increase the
availability of your application systems. Use this topic to find further information about these techniques.

To complement the high availability of messages on shared queues, the distributed queuing component of
IBM MQ has additional functions to provide the following:

+ Higher availability to the network.
+ Increased capacity for inbound network connections to the queue sharing group.

Figure 65 on page 192 illustrates distributed queuing and queue sharing groups. It shows two queue
managers within a sysplex, both of which belong to the same queue sharing group. They can both access
shared queue SQ1. Queue managers in the network (on AIX and Windows for example) can put messages
onto this queue through the channel initiator of either queue manager. Cloned applications on both queue
managers service the queue.

SYSPLEX
z/0S 1 z/0S 2
.I'-Ir \"\.
Application .| / CF .\'x_x e Application
7l saile,

' il
\ CIME_| l_

Channeal Channel
initiator initiator

:;_ i
IBM MO IBB M
on AlX an Windows

Figure 65. Distributed queuing and queue sharing groups

Related concepts

“Shared channels” on page 192

Use this topic to understand the concepts of shared channels and their use with IBM MQ for z/0S.

“22 U F9” on page 197

8 U t)719-2 2/0S E2 Bl TR IBM MQ for 2/0S 715JU L), 0] 7152 7] 38 g0l Felg of
719 AR AFEE 4 9l

“Clusters and queue sharing groups” on page 194

Use this topic to understand how you can use queue sharing groups with clusters.

ST shared channels

Use this topic to understand the concepts of shared channels and their use with IBM MQ for z/0S.
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A number of networking products provide a mechanism to hide server failures from the network, or to
balance inbound network requests across a set of eligible servers. The network products make a generic
port available for inbound network connection requests, and the inbound request can be satisfied by
connecting to one of the eligible servers.

These networking products include:

+ VTAM generic resources
* SYSPLEX Distributor

The channel initiator takes advantage of these products to use the capabilities of shared queues
There are two types of shared channels, shared inbound channel, and the shared outbound channel.

* Shared inbound channels

» Shared outbound channels

For further information about channels see

» Shared channel summary

« Shared channel status

Shared inbound channels

Each channel initiator in the queue sharing group starts an additional listener task to listen on a generic
port. This generic port is made available to the network by one of the supporting technologies (VTAM,
TCP/IP). Inbound network attach requests to the generic port are dispatched by the network technology,
to any one of the listeners in the queue sharing group (QSG) that are listening on the generic port.

You can start a channel on the channel initiator to which the inbound attach is directed if the channel
initiator has access to a channel definition for a channel with that name. You can define a channel
definition to be private to a queue manager or stored on the shared repository and so available anywhere
(a global definition). This means that you can make a channel definition available on any channel initiator
in the queue sharing group by defining it as a global definition.

There is an additional difference when starting a channel through the generic port; channel
synchronization is with the queue sharing group and not with an individual queue manager. For example,
consider a remote queue manager starting a channel through the generic port. When the channel first
starts, it might start on queue manager QM1 and messages flow. If the channel stops and is restarted on
gueue manager QM2, information about the number of messages that have flowed is still correct because
the synchronization is with the queue sharing group.

You can use an inbound channel started through the generic port to put messages to any queue. The
remote queue manager does not know whether the target queue is shared or not. If the target queue is a
shared queue, the remote queue manager connects through any available channel initiator in a load-
balanced fashion and the messages are put to the shared queue.

If the target queue is a private queue, the messages are put to the private queue owned by which ever
gueue manager the current instance of the channel is connected to. In this environment, known as
replicated local queues, each queue manager must have the same set of private queues defined.

Configuring SVRCONN channels for a queue sharing group

The optimal configuration for SYRCONN channels in a queue sharing group is to set up private listeners in
each CHINIT which use a different port number from the point to point channels. These listener ports are
then used as the 'back-end' resources for a new workload distribution mechanism such as Sysplex
Distributor using Virtual IP addresses (VIPA). The external VIPA address is then used as the target
address for the CLNTCONN definitions in the network. The SYRCONN channel can be defined with
QSGDISP(GROUP) so the same definition is available to all queue managers in the QSG. This configuration
avoids using a shared listener, and therefore reduces the performance effect of the queue sharing group
maintaining shared channel state, which is not needed for client/server channels.
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Shared outbound channels

An outbound channel is considered to be a shared channel if it is taking messages from a shared
transmission queue. If it is shared, it holds synchronization information at queue sharing group level. This
means that the channel can be restarted on a different queue manager and channel initiator instance
within the queue sharing group if the communications subsystem, channel initiator, or queue manager
fails. Restarting failed channels in this way is a feature of shared channels called peer channel recovery.

Workload balancing for shared outbound channels

An outbound shared channel is eligible for starting on any channel initiator within the queue sharing
group, if you have not specified that you want it to be started on a particular channel initiator. The
channel initiator selected by IBM MQ is determined using the following criteria:

« Is the communications subsystem required currently available to the channel initiator?
+ Is a Db2 connection available to the channel initiator?

« Which channel initiator has the lowest current workload? The workload includes channels that are
active and retrying.

Shared channel summary

Shared channels differ from private channels in the following ways:

Private channel
Tied to a single channel initiator.

+ Outbound channel uses a local transmission queue.

« Inbound channel started through a local port.

« Synchronization information held in SYSTEM.CHANNEL.SYNCQ queue.
Shared Channel

Workload balanced with high availability.

« Outbound channel uses a shared transmission queue.

+ Inbound channel started through a generic port.

+ Synchronization information held in SYSTEM.QSG.CHANNEL.SYNCQ queue.
You specify whether a channel is private or shared when you start the channel by using CHLDISP options
with the START CHANNEL command. A shared channel can be started by triggering in the same way as a
private channel. However, when a shared channel is started, IBM MQ performs workload balancing and

starts the channel on the most appropriate channel initiator within the queue sharing group. (If required,
you can specify that a shared channel is to be started on a particular channel initiator.)

Shared channel status

The channel initiators in a queue sharing group maintain a shared channel-status table in Db2. This
records which channels are active on which channel initiators. The shared channel-status table is used if
there is a channel initiator or communications system failure. It indicates which channels need to be
restarted on a different channel initiator in the queue sharing group.

S 'EM Clusters and queue sharing groups

Use this topic to understand how you can use queue sharing groups with clusters.

You can make your shared queues available to a cluster in a single definition. To do this you specify the
name of the cluster when you define the shared queue.

Users in the network see the shared queue as being hosted by each queue manager within the queue
sharing group (the shared queue is not advertised as being hosted by the queue sharing group). Clients
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can start sessions with any members of the queue sharing group to put messages to the same shared
queue.

Figure 66 on page 195 shows how members of a cluster can access a shared queue through any member
of the queue sharing group.

_ / T T~ ST T
/7 CLUSTER L " CLUSTER
-
f"(f Queue-sharing group ,f/ QmnMo4
/
|
| |QMo3 » QMOT f\ '.\ Qmosy. | |amot A\
) Lo
QMo4 QMo2 | amos| | |amoz]
I\_/ 4

Figure 66. A queue sharing group as part of a cluster

SETEM1nfluencing workload distribution with shared queues

Use this topic to understand the factors that affect workload distribution with shared queues in a queue
sharing group.

IBM MQ does not provide workload balancing for shared queues. However, workload distribution in a
gueue sharing group (QSG) can be influenced in a pull based fashion. The choice of which queue manager
services a queue (receives a message written to a shared queue) is affected by the available processing
capacity of each queue manager in the queue sharing group and the workload management goals defined
across the sysplex.

However, it is important to appreciate, the queue manager that performs the MQPUT of a message can
also have a large influence in deciding which queue manager gets the message.

A local queue manager is more likely to perform the MQGET

For an application performing an MQPUT, the local queue manager is said to be the queue manager to
which the application is connected.

Exactly which queue manager services an MQPUT of a message by performing an MQGET on behalf of a
getting application is influenced by the following considerations.

When a message is put to an empty shared queue, the local queue manager is typically posted before any
of the other queue manager in the queue sharing group is notified. If the local queue managerisin a
position to process the message, it receives a list transition notification from the coupling facility (CF)
before any other queue manager in the QSG. (A list transition notification is a notification that the shared
queue has changed state from empty to non-empty.)

The possible scenarios, in this case, are as follows:
1. MQPUT of nonpersistent message out of sync point and fast put to waiting getter.

If there is an application with an MQGET with wait on the local queue manager for the queue, then the
MQPUT of the message is passed directly to the getting application's buffer and not written to the
queue. This is true for shared and non-shared queues. This feature is often called fast put to a waiting
getter mechanism. In the case of shared queues, no other queue manager in the QSG is notified as
there is no transition from empty to non-empty of the queue. This means, for example, that provided
this queue manager can service all the puts from this application and assuming that no other
applications are putting messages to the queue, then no other queue manager in the queue sharing
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group assists in draining this queue. If however there is no MQGET with wait on the local queue
manager, and a message is put to the shared queue then the CF will notify other queue managers in
the queue sharing group according to its rules for notifications of list transitions.

2. MQPUT of a persistent or in-syncpoint message.

In this case, if there is an application with an MOGET with wait on the local queue manager, then the
message is put to the shared queue and the CF notifies other queue managers in the queue sharing
group according to its rules for notifications of list transitions. However, the local queue manager does
not wait for a transition notification from the CF but honors any local MOGET with wait first and usually
performs the get of this message on behalf of the application before any other queue manager in the
queue sharing group can respond to a CF notification. This is dependent on how busy the local queue
manager is. Otherwise, any queue manager notified by the CF due to the arrival of the message on the
empty queue will try to service the get first. The first queue manager to respond processes the new
message.

3. Finally, if the queue is not drained of messages, where the CF has sent a notification of a state change
from empty to non-empty for the queue, all connected queue managers will have an opportunity to
assist in the processing of the queue. In this event, the workload is said to be pull based.

This design allows for the improved performance over a purely pull based workload distribution. The aim
is to take advantage of the high availability offered by queues held in the CF while allowing the queue
manager, where possible, to perform the MQGET without needing to reference the CF and so to process
the message workload as efficiently as possible.

Alternative approaches can be adopted where emphasis on balance of the workload is more important
than the previously described performance enhancements. For example, ensuring that none of the getting
applications are connected to the same queue manager that the putting application is connected to. Using
this design all messages are put to the queue and all queue managers in the QSG are notified when the
queue moves from empty to non-empty, in accordance with the CF algorithm for handling such
transitions. In addition, the fast put to waiting getter mechanism is not applicable.

[ EM Where to find more information about shared queues and queue
sharing groups

Use the table in this topic to find more information about how IBM MQ for z/0S uses shared queues and
queue sharing groups.

Table 22. Where to find more information about shared queues and queue sharing groups

Topic Where to look

Queue sharing group recovery “Recovery and restart on z/OS” on page 234

“Security concepts in IBM MO for z/OS” on page 250

Queue sharing group security

Sources from which you can issue commands on
z/0S

Private and global object definitions
Directing commands to different queue
managers

Defining coupling facility resources

Planning your coupling facility
environment

Planning your shared message data set (SMDS)
environment

Planning your SMDS environment

Planning your Db2 environment

Planning your
Db2 environment
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Table 22. Where to find more information about shared queues and queue sharing groups (continued)

Topic Where to look

“Shared queues and gueue sharing groups” on page
154

Setting up your shared queues
System parameters

IBM MQ utilities on z/0OS reference

Utility programs
Migrating queues

Messages for IBM MO for z/0OS

Console messages

MQSC commands MQSC commands
IBM MO clusters Configuring a queue manager cluster
IBM MQ distributed queuing Introduction to distributed queue management

Channel names

Overview of application design

Writing applications

MQCONNX call MOCONNX
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SETEEMIntra-group queuing configurations

In addition to the typical intra-group queuing configuration, other configurations are possible.
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“3E W F9 713" on page 197 describes the typical configuration.

Related concepts

“Distributed queuing with intra-group queuing (multiple delivery paths)” on page 202

For applications that process short messages it might be feasible to configure intra-group queuing only for
delivering messages between queue managers in a queue sharing group.

“Clustering with intra-group queuing (multiple delivery paths)” on page 204
It is possible to configure queue managers so that they are in a cluster as well as in a queue sharing

group.
“Clustering, intra-group queuing and distributed queuing” on page 206

It is possible to configure a queue manager that is a member of a cluster as well as a queue sharing group
and is connected to a distributed queue manager using a sender/receiver channel pair.

S EM Distributed queuing with intra-group queuing (multiple delivery paths)
For applications that process short messages it might be feasible to configure intra-group queuing only for
delivering messages between queue managers in a queue sharing group.

The choice of intra-group queuing over channel communications can be controlled by the CFSTRUCT type
level. (3 instead of 4 or 5). The maximum message length as set on the SYSTEM.QSQ.TRANSMIT.QUEUE.
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Figure 69. An example configuration

Open/Put processing

1. It is important to note that when the requesting application opens remote queue RQ1, name resolution
occurs for both the non-shared transmission queue XQ1 and the shared transmission queue
SYSTEM.QSG.TRANSMIT.QUEUE.

2. When the requesting application puts a message on to the remote queue, based on whether intra-
group queuing is enabled for outbound transfer on the queue manager and on the message
characteristics, the message is put to transmission queue XQ1, or to transmission queue
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SYSTEM.QSG.TRANSMIT.QUEUE. The queue manager places all large messages on to transmission
queue XQ1, and all small messages on to transmission queue SYSTEM.QSG.TRANSMIT.QUEUE.

3. If transmission queue XQ1 is full, or is not available, put requests for large messages fail
synchronously with a suitable return and reason code. However, put requests for small messages
continue to succeed and are placed on transmission queue SYSTEM.QSG.TRANSMIT.QUEUE.

4. If transmission queue SYSTEM.QSG.TRANSMIT.QUEUE is full, or cannot be put to, put requests for
small messages fail synchronously with a suitable return and reason code. However, put requests for
large messages continue to succeed and are placed on transmission queue XQ1. In this case, no
attempt is made to put the small messages on to a transmission queue.

Flow for large messages

1. The requesting application puts large messages to remote queue RQ1.
2. Queue manager QMG1 puts the messages on to transmission queue XQ1.

3. Sender MCA (S) on queue manager QMG1 retrieves the messages from transmission queue XQ1 and
sends them to queue manager QMG2.

4. Receiver MCA (R) on queue manager QMG2 receives the messages and places them on to destination
queue LQ1.

5. The serving application retrieves and then processes the messages from queue LQ1.

Flow for small messages

1. The requesting application puts small messages on to remote queue RQ1.
2. Queue manager QMG1 puts the messages on to transmission queue SYSTEM.QSG.TRANSMIT.QUEUE.

3. IGQ on queue manager QMG2 retrieves the messages and places them on to the destination queue
LQ1.

4. The serving application retrieves the messages from queue LQ1.

Points to note

1. The requesting application does not need to be aware of the underlying mechanism used for the
delivery of messages.

2. A potentially faster message delivery mechanism can be achieved for small messages.

3. Multiple paths are available for message delivery (that is, the normal channel route and the intra-group
queuing route).

4. The intra-group queuing route, being potentially faster, is selected in preference to the normal channel
route. Depending on the message characteristics, message delivery might be divided across the two
paths. Hence, messages might be delivered out of sequence (though this delivery is also possible if
messages are delivered using only the normal channel route).

5. When a route has been selected, and messages have been placed on to the transmission queues, only
the selected route is used for message delivery. Any unprocessed messages on the
SYSTEM.QSG.TRANSMIT.QUEUE are not diverted to transmission queue XQ1.

Clustering with intra-group queuing (multiple delivery paths)
It is possible to configure queue managers so that they are in a cluster as well as in a queue sharing
group.

When messages are sent to a cluster queue and the local and remote destination queue managers are in
the same queue sharing group, intra-group queuing is used for the delivery of small messages (using the
SYSTEM.QSG.TRANSMIT.QUEUE), and the delivery of large messages if intra-group queuing supports the
size of the message. Also, the SYSTEM.CLUSTER.TRANSMIT.QUEUE is used for the delivery of messages to
any queue manager that is in the cluster, but outside the queue sharing group. The following diagram
illustrates this configuration (the channel initiators are not shown).
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Figure 70. An example of clustering with intra-group queuing

The diagram shows:

Four z/OS queue managers QMG1, QMG2, QMG3, and QMG4 configured in a cluster CLUS1.

Queue managers QMG1, QMG2, and QMG3 configured in a queue sharing group SQ26.

IGQ agents running on queue managers QMG2 and QMG3.

The local SYSTEM.CLUSTER.TRANSMIT.QUEUE defined in QMG1.

Note: For clarity, the SYSTEM.CLUSTER.TRANSMIT.QUEUE on the other queue managers not shown.

The shared SYSTEM.QSG.TRANSMIT.QUEUE defined in the CF, which is in an IBM MQ structure
configured with the CFLEVEL(3) RECOVER(YES) attribute.

Cluster channels TO.QMG2 (connecting QMG1 to QMG2), TO.QMG3 (connecting QMG1 to QMG3), and
TO.QMG4 (connecting QMG1 to QMG4).

Cluster queue CLUSQ1 being hosted on queue managers QMG2, QMG3, and QMGA4.
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Assume that the requesting application opens the cluster queue with the MQOO_BIND_NOT_FIXED
option, so that the target queue manager for the cluster queue is selected at put time.

If the selected target queue manager is QMG2:
+ All large messages put by the requesting application are:

— Put to the SYSTEM.CLUSTER.TRANSMIT.QUEUE on QMG1, because SYSTEM.QSG.TRANSMIT.QUEUE
is in a CFLEVEL(3) structure; therefore supports messages only up to 63 KB in size.

— Transferred to cluster queue CLUSQ1 on QMG2 using cluster channel TO.QMG2
+ All small messages put by the requesting application are
- Put to the shared transmission queue SYSTEM.QSG.TRANSMIT.QUEUE. This queue is in a structure

configured with the RECOVER(YES) attribute, so is used for both persistent, and non-persistent, small
messages.

- Retrieved by the IGQ agent on QMG2
— Put to the cluster queue CLUSQ1 on QMG2

If the selected target queue manager is QMG4:

+ Because QMG4 is not a member of queue sharing group SQ26, all messages put by the requesting
application are

- Put to the SYSTEM.CLUSTER.TRANSMIT.QUEUE on QMG1
- Transferred to cluster queue CLUSQ1 on QMG4 using cluster channel TO.QMG4

Points to note

+ The requesting application does not need to be aware of the underlying mechanism used for the
delivery of messages.

+ A potentially faster delivery mechanism is achieved for the transfer of small non-persistent messages
between queue managers in a queue sharing group (even if the same queue managers are in a cluster).

+ Multiple paths are available for message delivery (that is, both the cluster route and the intra-group
queuing route).

+ The intra-group queuing route, being potentially faster, is selected in preference to the cluster route.
Depending on the message characteristics, message delivery might be divided across the two paths.
Hence, messages might be delivered out of sequence. It is important to note that this delivery is
possible without regard to the MQOO_BIND_* option specified by the application. Intra-group queuing
distributes messages in the same way as clustering does, depending on whether the
MQOO_BIND_NOT_FIXED, MQOO_BIND_ON_OPEN, MQOO_BIND_ON_GROUP, or
MQOO_BIND_AS_Q_DEF is specified on open.

« When a route has been selected, and messages have been placed on to the transmission queues, only

the selected route is used for message delivery. Any unprocessed messages on the
SYSTEM.QSG.TRANSMIT.QUEUE are not diverted to the SYSTEM.CLUSTER. TRANSMIT.QUEUE.

S EW Clustering, intra-group queuing and distributed queuing
It is possible to configure a queue manager that is a member of a cluster as well as a queue sharing group
and is connected to a distributed queue manager using a sender/receiver channel pair.

This configuration is a combination of distributed queuing with intra-group queuing and clustering with
intra-group queuing.

Intra-group queuing is described in “Distributed queuing with intra-group queuing (multiple delivery
paths)” on page 202.

Clustering with intra-group queuing is described in “Clustering with intra-group queuing (multiple delivery
paths)” on page 204.

206 IBMMQ 7|& 7l



BTN E L 7Y HAIX|

SYSTEM.QSG.TRANSMIT.QUEUE of] A £4-5]= HjA]z] o] E4],

HIAIX] 2=

A ol Yo th2 2 A x|t ub7FA] 2, SYSTEM.QSG.TRANSMIT.QUEUES] H-& A 2= %4 7 3
E(MOXQH) 2 57t 217 HU .

HA|X] X| 54

TH 71 G wA A H| T A X B 25 2] A e

160 elSI=7) ¥ A% S Aokl 5 3 2] eI oA HE 309 16g olol B )
A0 2 ERE 49 M2 29l NS AR} S 4 dSUTh Bt Wa s 49 vl x4 wAA] 2
T2 913 oS 2|7l o] o] 2| =l of of Gk,

] 7] 4 0 x| 2] o] T3 7] (put) 2] 1GQ ofl o] Eo) A Wyl o 4] ZatA] Alnistol 12) 2l vlAIA
7} gyt

HIAX] M S
IGQ NolHEE 3 717‘* A 9] vhe] 2 B A& HA 2] 8l F713 A1 R W] ZE A& mAAE ZHAS)
of Mgghc}. of 2 %, IGQ ol°o|HE= 5714 $H7IZ FA Ytk 12 B2 IGQ ol o] E= whE H| A& i

AIAZFEIAIA Aol A MBS AT o] W 2|4 WA A S A2l hiich B2 ] 4 o A4 2 ARSHAA
Q.

HIAIX] 2& A2

IGQ ollo] M E - 50MB 27|12 1A H vjx] 2712 AFE-FHU T vl ] WojlA] Mg 2
A 7tA 0.2 Au]|Ef Yt} SYSTEM.QSG.TRANSMIT.QUEUEC] A 2] ZJ Ao Al-& 7155t
S oo]HE = A& HIAIA| 2 /4 H Hi X & AR EY o

b

ol A1 A1 507} ol A
7oA A7} gl 2

rok

=7
T

HIAIX] 2]

SYSTEM.QSG.TRANSMIT.QUEUER ¥ 4 = WA A9 2|t A27]+= 35 Foll tis] A ¥ %= 2| o HA]X]
Zojof| A A& F st (MQXQH) Zol& #l 27]dYT.

712 HIAIX] X| &M 9 712 HIAX] M9

SYSTEM.QSG.TRANSMIT.QUEUEZ} €& ufj A= 7 o] 2 A A& Y& AL 7|2 A& 2 7]
(EE 72 A4 Ee 7|2 24597 91 )2 ¥ HA|Z| o] thgt AR QI f2]o] AREH |4 ZHH 7] &2
=97 = 79 HE” HEo] HgHych tj7]Q Ae] F-2]of st ZFA|gH 82 IBM MQ HIA A& 22 5HA

8.
2

207 Hlo]A o] o g/o]x]=]H HA]A]g

SYSTEM.QSG.TRANSMIT.QUEUE of|A 0| & L 22| & A] &2 HA| | = o] g A ELhQ?
208 Hlo]#|e] 1F W th7]|Lof chst mjA]A] Bl

HA wAR]oll s 2 29, vl &9, ghe B 1A 9 of| 9] B A7 ZeE Y}

ST | H et /0| 2| 2l HIAIX]
SYSTEM.QSG.TRANSMIT.QUEUE oA} n| A4 2 X 2] x| 2] 942 m|A| 2| = o] DA £} Q?
IGQ oflo] M E7 AR & F& 2] Fofl e 4 gle 749 IGQ o] HE = o} 43yt

+ MQRO_DISCARD_MSG H1 &4 (m] G A x]of] tigk MQMD2] 1 &4 F 7} e} Zrofof
A9 oyt njH G DﬂAle A AT

T

ook
o
kI
>
ol

IBMMQ 7| 7R 207



« HAA]E oF2] A|75HA] 2 A n| A WA A& FA A 7 B Rte] gl = 2|g Fol o3 Ut IGQ
ofo]E+= dlE #E F SH(MQDLH)E Z3}3E HA|A]of] M FR = 2d U

ARARE 77 7 o) ] o] QA U Bl R 2] 42 HIAI A& APM S ol ¥2 4 gl 4F IGQ ollo| M EZ} e

2] 952 HIAI A E A 2ot 1Al Uﬂf\lxm Oé%%*OJXI H| G A A A of] whe} Dbyt

« AR 7F G2 Q1 B9 IGQ ollo] M E = 2] ¢ A 7 HIAIA] v %] & #o}-25lal ZA| & e = 5o
Zch A AIe s 209 Hojx|e] (& U] Ao B4 S41) o U188 FE oAl L.

« WA 7} H] YA Q1 F2 1GQ oo E= sl HIA| A& AMA|SFAL tF2 HIA| A & A& A 2 &

ATE IGQ olo] M EZF =& WA A & A 2| & Ak 2E7] Mol 7 3§ 21529 7 H2A7F SR EH, ool 7

) 27t A2 wj7hA] 2 2] = A] @2 HIA] 2] 7F SYSTEM.QSG.TRANSMIT.QUEUE®] <5y th 13 thg I1GQ

oM E = HAIAE HASte] F2] 2] Fof| Attt

SYSTEM.QSG.TRANSMIT.QUEUE®] E= HIA| 2|7} 2} 2] & 7] Zoj] 7157 7]5-0] AulictH 2] 2] = #] &2 H]|A]

& AR 7AYo

IBMof| A= ol Z&j#|o]4d o] HIAI R & HEZ & ol §A] @715 #dU T ol E2] 7ol do] HAI A & Hi=

SYSTEM.QSG.TRANSMIT.QUEUE®] ¥ #| eggﬂj IGQ Clo] M E= o] WA A & A 2| 4= glo]

SYSTEM.QSG.TRANSMIT.QUEUE®] F5Uth 12 ARGAR= AHA| {2 ARE-Sho] 2 2] =] 2] @82 WA &

ohE oF eyt

BT = L 7| o) Ch3 HIA|X] BT

HA HA| R o= =2 3ol vij4 Eol wts B A W o9 B A7} 2ghE Ut

COA(Confirmation Of Arrival)/COD(Confirmation Of Delivery) 211 H|A| X|
18 U FYo] AFREH COA Y COD HA| A= F e zpol| A A H YT}

2t7] 210 HIAX]
7] B3 wA A= 7 EE At A A " U o

ofle| &1 HA|X|

0] A m A 2] Q] WA A AT YE ] BT & 4oﬂA1 2| A= MQRO_EXCEPTION _* B3 Mo ajet, 1GQ
o] MEZ} W4 o] B2 A sto] A A S A Foll ExUh 18 U FIS ,\}9_6}04 el E1 5 &
A7) -3 oA Foll Mgt ﬂgqq
B3 wAjR] 9] 2| &2 njd D HlA| ] 9] 2| &A1 5 LRt IGQ clo| M EZE B4 A g5 thit 79| ol 52
s A5t o AufstAY S HAIAE 46 Foll Y o dufiet FA--(&EHA &5 #01] R
Sh), ool B E i; UﬂAlXV} WA E 5 Pl HIE 2| E #01] doey ?:ME} 7Vs oA g2 74-9-1GO ll
O HE7} W] 2] Or2 M A4S X 2ok uHel 2 W] 2] 7F I A 017 u] o H el Ao ule} Sk LTk
A4 HIA]Z]
IGQ Ollo]H E+= ol 2] B A& AMAotal @A A Z] v} 2] & Wop-2-5F & A A| = AJe 2 ol th ZHA|
SH A H =209 Ho]A 9] FOF Wl Yo EA 54 o &S = %P*‘Ali
H] 2] &2 A Z]
IGQ oflo] A E = ol 9] B 1A S AMA||5}al SYSTEM.QSG.TRANSMIT.QUEUE of|A] T2 HIA| A & A& 2] 2] g
Ytk

NS L) 3o Hot

o719 el 44 TGOAUT (1GQ W) % IGQUSER (IGQ o] E AF§4} ID)E A4 3te] 1GQ o] HE} o
A2 uf $Yu = Hok PAF £EL Aol 4 ASUT

g 7]

aE W 7Y ASHIGQAUT)

IGQAUT /42 £3E ot AL 183 YEM =& AT 4= o, wata] IGQ o] H E7} th/d tf 7| ol
WA S ¥ AEHe AT o) AF8E AFSA} ofol T & AT,

208 IBM MQ 7|& 7l



IGQAUT £/ A'd ool A AREE 4= = PUTAUT &40 3 fARH U o

dE W 7 AIE2X} ID(IGQUSER)
IGQUSER 42 1GQ oll o H =7} ch 4 th 7| ol Al A & W8 TS A4S o) AL 8 AHEAH IDE Aok
ol AH8E 4 AU

TGQUSER %40-2 A'd A o]o)l 4 AF&3 4= Q= MCAUSER <42+ fAFHU .

§9

A B3 8 AN E 75, 1F W 7Y ool HE R APet 5 1F

Fade
dF LH FYde REE]E i:ﬂ% o5 7= An= 93t}
J a

- o 2F Ul FYol AHE 7Hs A
2] oo MQRC_OBJECT_CHANGEDE "7] @4o] Au @qu_

+ @ 2 o) 7Y AT B SAR WS o) 18 U] FYo| A8 bS] HRe) dd TRAA S
SYSTEM.QSG.TRANSMIT.QUEUEZ} o] & OH/\‘] Azo] T3te]z] om F A= QHAE HE|
HZ2 51A] %21 MQRC_OBJECT_CHANGEDZ 7] Q3 o] Alujjghct,

Ao LH FJol AHE 7HsstA Rt 5w SYSTEM. QSG TRANSMIT.QUEUE A 2]7} ¥ A 5] 7] ufEof g2
I 2 M| A Z SYSTEM.QSG.TRANSMIT.QUEUEZ} 0|2 a|A] A Zof Z3t=H, F Tejxl= @ HAE 59 &
&4 7158 514 8-0 D] MORC_OBJECT CHANGED= 7] 2 o] Alsg]ch

ZNA S
RayAze

izl
i I-
=
0%
o
2
oo
ﬂH
_}L
o
_°,~
i
E=)
Ao
é
J_ ll:l

a& W 7 olo[HES| Xy 5+
IGQ | EZ} v/ g2 o = S5 739, MIAIZ] CSQMO67E7HEF = M IGQ ol o] - EZF ThA] AlZHg L.

JE W FAYO|HELS THA|E 22

IGQ ollo] A Eof] SYSTEM.QSG.TRANSMIT.QUEUE A EA|7} Q= A2 (Aol E| 7] 949t7] WjZo| AL o & &
ol ZHl=2 %] k2 £/ 02 HYOolE| AL} Get2 *HEPM L= 7|E E}% o]3-2), IGQ Ollo] HE7} ZHA| . /g Elf
7+ Eyrch

IGQ oflo]HMEE & I A= 4= B THA2 A dUth ¥4 2 4 Qle a9 1H4 9 g2 o2 25 Uth
H 23 WU UMM =3 2HA gt

35 &

e A= 4 10

o A= 7+ 60x =1%

2 A & 2 999,999,999

721 A = A 1200% = 20%

g W 7L olo]ME 3 x| H3}
5o} 277} 01 733] A F9 5 1GQ ool A0 A] 3§ Fof that oxl2 Aot A

s 4 gyt
1GQ ol o H =7k -4 7Lt 7olA] A0| £ ghe b A4 Tht 50k 7 38 T g0l 7 Bl At Asjst,
160 ololi=r} S slo] 351 5 o) 77} ol 3 2ol choh YTk S5 7 sl 4 77}l
7] &5 ol 7] whol, Au} 7 el 2 o F Fejake] 16Q ool WE TR 7 o] 577} e&E 7] Aol

IBMMQ 7| 7R 209



ChA] A|&FEE 4= Q1= 7hHs/d o] s Ut AR EE wIA| X7} QEA] X 2] =] 3L WA A] =Afof] A glo] B+
e 7HsA o] U th AR S <A] §lo] %] 2]5hA] okA| 93 MQCONNX API 522 #Hajsto] 1GQ o o] %
EL 29 Fol gt AN AE APt

2
5o} 8727} ol213] e 9 5160 oo AEC|A F-§ Foll thk A HUskrk Anhe 4 YUk 0.5
B 17} Sy slof 16O ool HEA} A = Aelol $UUITh 7 Hel4 wlof 877} Bmeld, olE £
A= A 1GQ ool HEE Al2He 4 &U T,

S -E Storage management on z/0S

IBM MQ for z/0S requires permanent and temporary data structures and uses page sets and memory
buffers to store this data. These topics give more details on how IBM MQ uses these page sets and
buffers.

Related concepts

“Page sets for IBM MQ for z/0S” on page 210

Use this topic to understand how IBM MQ for z/OS uses pages sets to store messages.

“IBM MO for z/0S2] AE 2 A A" on page 211

2B S A F WAL o] 2] Al Eo] F5 WEE 4= U= IBM MQ forz/0S 7N dYTh A& A &
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“Buffers and buffer pools for IBM MQ for z/OS” on page 212

IBM MQ for z/0S uses buffers and buffer pools to temporarily cache data. Use this topic to further

understand how buffers are organized, and used.

Related reference

“Where to find more information about storage management for IBM MQ for z/OS” on page 213
Use this topic as a reference to find further information about storage management for IBM MQ for z/0S.

M Page sets for IBM MQ for z/0S
Use this topic to understand how IBM MQ for z/OS uses pages sets to store messages.

A page set is a VSAM linear data set that has been specially formatted to be used by IBM MQ. Page sets
are used to store most messages and object definitions.

The exceptions to this are global definitions, which are stored in a shared repository on Db2, and the
messages on shared queues. These are not stored on the queue manager page sets. For more information
about shared queues, see “Shared queues and queue sharing groups” on page 154, and for more
information about global definitions, see Private and global definitions.

IBM MQ page sets can be up to 64 GB in size. Each page set is identified by a page set identifier (PSID), an
integer in the range 00 through 99. Each queue manager must have its own page sets.

IBM MQ uses page set zero (PSID=00) to store object definitions and other important information relevant
to the queue manager. For normal operation of IBM MQ it is essential that page set zero does not become
full, so do not use it to store messages.

To improve the performance of your system, you should also separate short-lived messages from long-
lived messages by placing them on different page sets.

You must format page sets, and IBM MQ provides a FORMAT utility for this; see Formatting page sets
(FORMAT). Page sets must also be defined to the IBM MQ subsystem.

IBM MQ for z/OS can be configured to expand a page set dynamically if it becomes full. IBM MQ continues
to expand the page set if required until 123 logical extents exist, if there is sufficient disk storage space
available. The extents can span volumes if the linear data set is defined in this way, however, IBM MQ
cannot expand the page sets beyond 64 GB.

You cannot use page sets from one IBM MQ queue manager on a different IBM MQ queue manager, or
change the queue manager name. If you want to transfer the data from one queue manager to another,
you must unload all the objects and messages from the first queue manager and reload them onto
another.
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Itis not possible to use page sets greater than 4 GB in a queue manager running a release earlier than V6.
During the migration period, when it is likely that you might need to fall back to a previous release of code:

+ Do not change page set 0 to be greater than 4 GB.

« Other page sets greater than 4 GB will be left offline when restarting a queue manager with a previous
release.

For further information about migrating existing page sets capable of expanding beyond 4 GB, see
Defining a page set to be larger than 4 GB.

It is possible for an administrator to dynamically add page sets to a running queue manager, or remove
page sets from a running queue manager (except for page set zero). The DEFINE PSID command can run
after the queue manager restart has completed, only if the command contains the DSN keyword.
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DEFINE STGCLASS(ARC2) PSID(21)
DEFINE QLOCAL(QE5) STGCLASS(ARC2)
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DEFINE STGCLASS(ARC1) PSID(G5)
DEFINE STGCLASS(ARC2) PSID(21)
DEFINE STGCLASS(MAXI) PSID(G5)
DEFINE QLOCAL(QE1) STGCLASS(ARC1) ...
DEFINE QLOCAL(QE2) STGCLASS(ARC1) ...
DEFINE QLOCAL(QE3) STGCLASS(MAXI) ...
DEFINE QLOCAL(QE4) STGCLASS(ARC2) ...
DEFINE QLOCAL(QE5) STGCLASS(ARC2) ...
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SETEEMBuffers and buffer pools for IBM MQ for z/0S

IBM MQ for z/0S uses buffers and buffer pools to temporarily cache data. Use this topic to further
understand how buffers are organized, and used.

For efficiency, IBM MQ uses a form of caching whereby messages (and object definitions) are stored
temporarily in buffers before being stored in page sets on DASD. Short-lived messages, that is, messages
that are retrieved from a queue shortly after they are received, might only ever be stored in the buffers.
This caching activity is controlled by a buffer manager, which is a component of IBM MQ.

The buffers are organized into buffer pools. You can define up to 100 buffer pools (0 through 99) for each
queue manager.

You are recommended to use the minimal number of buffer pools consistent with the object and message
type separation outlined in Figure 72 on page 213, and any data isolation requirements your application
might have. Each buffer is 4 KB long. Buffer pools use 31 bit storage by default, in this mode, the
maximum number of buffers is determined by the amount of 31 bit storage available in the queue
manager address space; do not use more than about 70% for buffers. Alternatively, buffer pool storage
allocation can be made from 64 bit storage (use the LOCATION attribute of the DEFINE BUFFPOOL
command). Using LOCATION(ABOVE) so that 64 bit storage is used has two benefits. Firstly, there is much
more 64 bit storage available so buffer pools can be much bigger, and secondly, 31 bit storage is made
available for use by other functions. Typically, the more buffers you have, the more efficient the buffering
and the better the performance of IBM MQ.

Figure 72 on page 213 shows the relationship between messages, buffers, buffer pools, and page sets. A
buffer pool is associated with one or more page sets; each page set is associated with a single buffer pool.
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Figure 72. Buffers, buffer pools, and page sets

You can dynamically issue commands to modify buffer pool size, and location, using the ALTER
BUFFPOOL command. Page sets can be dynamically added by using the DEFINE PSID command, or
deleted by using the DELETE PSID command.

If a buffer pool is too small, IBM MQ issues message CSQP0O20E. You can then dynamically add more
buffers to the affected buffer pool (note that you may have to remove buffers from other buffer pools to
do this).

You specify the number of buffers in a pool with the DEFINE BUFFPOOL command, and you can
dynamically resize buffer pools with the ALTER BUFFPOOL command. You determine the current number
of buffers in a pool dynamically by displaying a page set that uses the buffer pool, using the DISPLAY
USAGE command.

For performance reasons, do not put messages and object definitions in the same buffer pool. Use one
buffer pool (say number zero) exclusively for page set zero, where the object definitions are kept.
Similarly, keep short-lived messages and long-lived messages in different buffer pools and therefore on
different page sets, and in different queues.

The DEFINE BUFFPOOL command cannot be used after restart to create a new buffer pool. Instead, if a
DEFINE PSIDcommand uses the DSN keyword, it can explicitly identify a buffer pool that is not currently
defined. That new buffer pool will then be created.

SETEI W here to find more information about storage management for IBM
MQ for z/0S

Use this topic as a reference to find further information about storage management for IBM MQ for z/OS.
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You can find more information about the topics in this section from the following sources:

Table 24. Where to find more information about storage management

Topic Where to look

Planning your storage and performance
requirements on z/0OS

How much storage you need

Plan your page sets and buffer pools

How large to make your page sets
and buffer pools

Managing page sets

Managing page sets

The MOSC commands

MQSC commands

ST Logging in IBM MQ for z/0S

IBM MQ maintains logs of data changes and significant events as they occur. These logs can be used to
recover data to a previous state if required.

The bootstrap data set (BSDS) stores information about the data sets that contain the logs.

The log does not contain information for statistics, traces, or performance evaluation. For further details
about the statistical and monitoring information that IBM MQ collects, see Monitoring and statistics.

For more information about logging, see the following topics:
+ “Log files in IBM MQ for z/OS” on page 214

+ “How the log is structured” on page 218

+ “How the IBM MQ for z/0S logs are written” on page 218

+ “Larger log Relative Byte Address” on page 221

- “HEAEF dlo]E ME” on page 222

Related tasks

Planning your logging environment
Setting logs using the system parameter module

IE_Administering z/0S

Related reference

mMessages for IBM MQ for z/0S
ST o files in IBM MQ for z/0S

Log files contain information needed for transaction recovery. Active log files can be archived so that you
can keep log data for a long period.

What is a log file

IBM MQ records all significant events as they occur in an active log. The log contains the information
needed to recover:

+ Persistent messages
« IBM MQ objects, such as queues
+ The IBM MQ queue manager

The active log comprises a collection of data sets (up to 310) which are used cyclically.

214 IBMMQ 7|& 7l



You can enable log archiving so that when an active log fills a copy is made in an archive data set. Using
archiving allows you to keep log data for an extended period. If you do not use archiving, the logs wrap
and earlier data is overwritten. To recover a page set, or recover data in a CF structure, you need log data
from when the backup of the page set or structure was taken. An archive log can be created on disk or on
tape.

Archiving

Because the active log has a fixed size, IBM MQ copies the contents of each log data set periodically to an
archive log, which is normally a data set on a direct-access storage device (DASD) or a magnetic tape. If
there is a subsystem or transaction failure, IBM MQ uses the active log and, if necessary, the archive log
for recovery.

The archive log can contain up to 1000 sequential data sets. You can catalog each data set using the z/OS
integrated catalog facility (ICF).

Archiving is an essential component of IBM MQ recovery. If a unit of recovery is a long-running one, log
records within that unit of recovery might be found in the archive log. In this case, recovery requires data
from the archive log. However, if archiving is disabled, the active log with new log records wraps,
overwriting earlier log records. This means that IBM MQ might not be able to back out the unit of recovery
and messages might be lost. The queue manager then terminates abnormally.

Therefore, in a production environment, never switch archiving off. If you do, you run the risk of losing
data after a system or transaction failure. Only if you are running in a test environment can you consider
switching archiving off. If you need to do this, use the CSQ6LOGP macro, which is described in Using
CSQ6LOGP.

To help prevent problems with unplanned long-running units of work, IBM MQ issues a message
(CSQJ160I or CSQIL61I) if a long-running unit of work is detected during active log offload processing.

Dual logging

In dual logging, each log record is written to two different active log data sets to minimize the likelihood of
data loss problems during restart.

You can configure IBM MQ to run with either single logging or dual logging. With single logging, log records
are written once to an active log data set. Each active log data set is a single-extent VSAM linear data set
(LDS). With dual logging, each log record is written to two different active log data sets. Dual logging
minimizes the likelihood of data loss problems during restart.

Log shunting

Log shunting causes the log records for some units of work to be written further down the log. This
reduces the amount of log data that must be read at queue manager restart, or backout, for long running
or long term in-doubt units of work.

When a unit of work is considered to be long, a representation of each log record is written further down
the log. This technique is known as shunting. When the whole of the unit of work has been processed, the
unit of work is in a shunted state. Any backout or restart activity relating to the shunted unit of work can
use the shunted log records instead of using the original unit of work log records.

Detecting a long-running unit of work is a function of the checkpoint process. At checkpoint time, each
active unit of work is checked to establish whether it needs to be shunted. If the unit of work has been
through two prior checkpoints since it was created, or since it was last shunted, the unit of work is
suitable to be shunted. This means that a single unit of work might be shunted more than once. This is
known as a multi-shunted unit of work.

A unit of work is shunted every three checkpoints. However the checkpoint is performed asynchronously
to the log-switch (or the writing of the log record which caused LOGLOAD to be exceeded).
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There is only a single checkpoint taking place at a time, so there might be multiple log-switches before a
checkpoint completes.

This means that if there are not enough active logs, or if they are too small, then shunting of a large unit of
work might not complete before all the logs are filled.

Message CSQR027I results if shunting is unable to complete.

If log archiving is turned off, ABEND 5C6 with reason 00D1032A occurs if there is an attempt to back out
the unit of work for which shunting failed. To avoid this problem you should use OFFLOAD=YES.

Log shunting is always active, and runs whether log archiving is enabled or not.

Note: Although all log records for a unit of work are shunted, the entire content of each record is not
shunted, only the part that is necessary for backout. This means that the amount of log data written is
kept to a minimum, and that shunted records cannot be used if a page set failure occurs. A long running
unit of work is one that has been running for more than three queue manager checkpoints.

For more information about log shunting, see Managing the logs.

Log compression

You can configure IBM MQ for z/OS to compress and decompress log records as they are written and read
from the log data set.

Log compression can be used to reduce the amount of data written to the log for persistent messages on
private queues. The amount of compression that is achieved depends on the type of data contained within
messages. For example, Run Length Encoding (RLE) works by compacting repeated instances of bytes
which can give good results efficiently for structured or record oriented data.

Attention: Persistent messages that are being put to a shared queue are not subject to log
compression.

You can use fields within the Log manager section of the System Management Facility 115 (SMF) records
to monitor how much data compression is achieved. For more information about SMF, see Using the
System Management Facility and Accounting and statistics messages.

Log compression increases the processor utilization of the system. You should only consider using
compression if throughput of your queue manager is constrained by the I0 bandwidth writing to the log
data sets or you are constrained by the disk storage needed to hold log data sets. If you are using shared
gueues then I0 bandwidth constraints can be relieved by adding additional queue managers to the queue
sharing group and distributing the workload across more queue managers.

The log compression option can be enabled and disabled as required without the need to stop and restart
the queue manager. The queue manager can read any compressed log records regardless of the current
log compression setting.

The queue manager supports 3 settings for log compression.

NONE
No log data compression is used. This is the default value.

RLE
Log data compression is performed using run-length encoding (RLE).

ANY
Enable the queue manager to select the compression algorithm that gives the greatest degree of log
record compression. This option results in RLE compression.

You can control the compression of log records using one of the following:

* The SET and DISPLAY LOG commands in MQSC; see SET LOG and DISPLAY LOG
« The Set Log and Inquire Log functions in the PCF interface; see Set log and Inquire log
« The CSQ6LOGP macro in the system parameter module; see Using CSQ6LOGP
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In addition the Log Print utility CSQ1LOGP has support for expanding any compressed log records.

Log data

The log can contain up to 18 million million million (1.8*10 19) bytes. Each byte can be addressed by its
offset from the beginning of the log, and that offset is known as its relative byte address (RBA).

The RBA is referenced by a 6-byte or 8-byte field giving a total addressable range of 2 48 bytes, or 2 ¢4
bytes, depending on whether 6-byte or 8-byte log RBAs are in use.

However, when IBM MQ detects that the used range is beyond FO0O000000000 (if 6-byte RBAs are in use)
or FFFF800000000000 (if 8-byte log RBAs are in use), messages CSQI045, CSQI046, CSQI047, and
CSQJ032 are issued, warning you to reset the log RBA.

If the RBA value reaches FFF800000000 (if 6-byte log RBAs are in use) or FFFFFFCO00000000 (if 8-byte
log RBAs are in use) the queue manager terminates with reason code 00D10257.

Once the warning messages about the used log range are being issued, you should plan a queue manager
outage during which the queue manager can be converted to use 8-byte log RBAs, or the log can be reset.
The procedure to reset the log is documented in Resetting the gueue manager's log.

If your queue manager is using 6-byte log RBAs, consider converting the queue manager to use 8-byte log
RBAs rather than resetting the queue manager's log, following the procedure documented in
Implementing the larger log Relative Byte Address.

The log consists of log records, each of which is a set of log data treated as a single unit. A log record is
identified either by the RBA of the first byte of its header, or by its log record sequence number (LRSN).
The RBA or LRSN uniquely identifies a record that starts at a particular point in the log.

Whether you use the RBA or LRSN to identify log points depends on whether you are using queue sharing
groups. In a queue-sharing environment, you cannot use the relative byte address to uniquely identify a
log point, because multiple queue managers can update the same queue at the same time, and each has
its own log. To solve this, the log record sequence number is derived from a timestamp value, and does
not necessarily represent the physical displacement of the log record within the log.

Each log record has a header that gives its type, the IBM MQ subcomponent that made the record, and,
for unit of recovery records, a unit of recovery identifier.

There are four types of log record, described under the following headings:

« Unit of recovery log records

» Checkpoint records

» Page set control records

 CF structure backup records

Unit of recovery log records

Most of the log records describe changes to IBM MQ queues. All such changes are made within units of
recovery.

IBM MQ uses special logging techniques involving undo/redo and compensating log records to reduce
restart times and improve system availability.

One effect of this is that the restart time is bounded. If a failure occurs during a restart so that the queue
manager has to be restarted a second time, all the recovery activity that completed to the point of failure
in the first restart does not need to be reapplied during a second restart. This means that successive
restarts do not take progressively longer times to complete.

Checkpoint records
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To reduce restart time, IBM MQ takes periodic checkpoints during normal operation. These occur as
follows:

+ When a predefined number of log records has been written. This number is defined by the checkpoint
frequency operand called LOGLOAD of the system parameter macro CSQ6SYSP, described in Using
CSQ6SYSP.

+ At the end of a successful restart.
+ At normal termination.
+ Whenever IBM MQ switches to the next active log data set in the cycle.

At the time a checkpoint is taken, IBM MQ issues the DISPLAY CONN command (described in DISPLAY
CONN ) internally so that a list of connections currently in doubt is written to the z/OS console log.

Page set control records

These records register the page sets and buffer pools known to the IBM MQ queue manager at each
checkpoint, and record information about the log ranges required to perform media recovery of the page
set at the time of the checkpoint.

Certain dynamic changes to page sets and buffer pools are also written as page set control records, so
that the changes can be recovered and automatically reinstated at the next queue manager restart.

CF structure backup records

These records hold data read from a coupling facility list structure in response to a BACKUP CFSTRUCT
command. In the unlikely event of a coupling facility structure failure, these records are used, together
with unit of recovery records, by the RECOVER CFSTRUCT command to perform media recovery of the
coupling facility structure to the point of failure.

Related tasks
Implementing the larger log Relative Byte Address

3 How the log is structured

Use this topic to understand the terminology used to describe log records.

Each active log data set must be a VSAM linear data set (LDS). The physical output unit written to the
active log data set is a 4 KB control interval (CI). Each CI contains one VSAM record.

Physical and logical log records

One VSAM Cl is a physical record. The information logged at a particular time forms a logical record, with
a length that varies independently of the space available in the CI. So one physical record might contain:

+ Several logical records
+ One or more logical records and part of another logical record
« Part of one logical record only

The term log record refers to the logical record, regardless of how many physical records are needed to
store it.

3 How the IBM MQ for z/0S logs are written

Use this topic to understand how IBM MQ processes log file records.

IBM MQ writes each log record to a DASD data set called the active log. When the active log is full, IBM
MQ copies its contents to a DASD or tape data set called the archive log. This process is called offloading.

Figure 73 on page 219 illustrates the process of logging. Log records typically go through the following
cycle:
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1. IBM MQ notes changes to data and significant events in recovery log records.
2. IBM MQ processes recovery log records and breaks them into segments, if necessary.

3. Log records are placed sequentially in output log buffers, which are formatted as VSAM Controls
Intervals (CI). Each log record is identified by a relative byte address in the range zero through 2 ¢4 -1.

4. The Cls are written to a set of predefined DASD active log data sets, which are used sequentially and
recycled.

5. If archiving is active, as each active log data set becomes full, its contents are automatically offloaded
to a new archive log data set.

1 Recovery log records Register events

inrecovery log recoras
5 Log record Frocess the
processing recovery log recoras
l Cutput log buffers
hold recovery log recoras
3 Cuiputiog buifers waiting to be written
but not yet archived
i The active log holds

recoras that have

4 Active log data sets heen written
l but not yet archived
The archived log
5| Archive log data sets holas records that
hawve been archived

Figure 73. The logging process

When the active log is written

The in-storage log buffers are written to an active log data set whenever any of the following occur:
+ The log buffers become full.
+ The write threshold is reached (as specified in the CSQ6LOGP macro).

+ Certain significant events occur, such as a commit point, or when an IBM MQ BACKUP CFSTRUCT
command is issued.

When the queue manager is initialized, the active log data sets named in the BSDS are dynamically
allocated for exclusive use by the queue manager and remain allocated exclusively to IBM MQ until the
gqueue manager terminates.

IBMMQ 7|& 712 219



Dynamically adding log data sets

It is possible to dynamically define new active log data sets while the queue manager is running. This
feature alleviates the problem of a queue manager hang when archiving is not able to offload active logs
due to a transient problem. See the DEFINE LOG command for more information.

Note: To redefine or remove active logs you must terminate and restart the queue manager.

IBM MQ and Storage Management Subsystem

IBM MQ parameters enable you to specify Storage Management Subsystem ( MVS/DFP SMS) storage
classes when allocating IBM MQ archive log data sets dynamically. IBM MQ initiates the archiving of log
data sets, but you can use SMS to perform allocation of the archive data set.
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S[EMLarger log Relative Byte Address

This function improves the availability of the queue manager by increasing the period of time before you
have to reset the log.

Recovery data is written to the log so that persistent messages are available when the queue manager is
restarted. The term log Relative Byte Address (log RBA) is used to refer to the location of data as an offset
from the beginning of the log.

Before IBM MQ 8.0, the 6 byte log RBA could address up to 256 terabytes of data. Before this quantity of
log records has been written, you have to reset the queue manager's log by following the procedure
documented in Resetting the queue manager's log.

Resetting the logs of queue managers is not a quick process, and can require an extended outage, due to
the need to reset the page sets as part of the process. For a high use queue manager this operation might
typically be done once a year.

From IBM MQ 8.0, the log RBA can be 8 bytes long and the queue manager can now address over 64,000
times as much data (16 exabytes) before the log RBA needs to be reset. The impact of using the larger log
RBA is that the size of the log data written increases by a few bytes.

When is this function enabled?
Queue managers created at IBM MQ 9.3.0 or later already have this function enabled.

If the current log RBA is approaching the end of the log RBA range, consider converting the queue
manager to use an 8 byte log RBA rather than resetting the queue manager's log. Converting a queue
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manager to use 8 byte log RBAs requires a shorter outage than resetting the log, and significantly
increases the period of time before you have to reset the log.

Message CSQJ034], issued during queue manager initialization, indicates the end of the log RBA range for
the queue manager as configured, and can be used to determine whether 6 byte or 8 byte log RBAs are in
use.

How is this function enabled?

8 byte log RBA is enabled by starting the queue manager with a version 2 format BSDS. In summary, this
is achieved by:

1. Ensuring that all queue managers in the queue sharing group meet the requirements for enabling 8
byte log RBA

2. Shutting down the queue manager cleanly
3. Running the BSDS conversion utility to create a copy of the BSDS in version 2 format.
4. Restarting the queue manager with the converted BSDS.

Once a queue manager has been converted to use 8 byte log RBAs, it cannot go back to using 6 byte log
RBA.

See Implementing the larger log Relative Byte Address for the detailed procedure on how to enable 8 byte
log RBAs.

Related tasks

Planning to increase the maximum addressable log range

Related reference

The BSDS conversion utility (CSQIJUCNV)
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SEMNSystem definition on z/0S

IBM MQ for z/OS uses many default object definitions, and provides sample JCL to create those default
objects. Use this topic to understand these default objects, and the sample JCL.

Setting system parameters

In IBM MQ for z/0S, a system parameter module controls the logging, archiving, tracing, and connection
environments that IBM MQ uses in its operation. The system parameters are specified by three assembler
macros, as follows:

CSQ6SYSP
System parameters, including setting the connection and tracing environment.

CSQ6LOGP
Logging parameters.

CSQ6ARVP
Log archive parameters.

Default parameter modules are supplied with IBM MQ for z/0S. If these do not contain the values that you
want to use, you can create your own parameter modules using the sample supplied with IBM MQ. The
sample is thlqual.SCSQPROC (CSQ4ZPRM).

You can alter some system parameters while a queue manager is running. See the SET SYSTEM, SET LOG,
and SET ARCHIVE commands in The MQSC commands.

For more information about defining , see the following topics:

- “Defining system objects for IBM MO for z/0S” on page 224

« “Tuning your gueue manager on IBM MO for z/0S” on page 229
+ “IBM MQ for z/0S°l| A A &51= A Z % 2]” on page 230

Related concepts

Customize the sample initialization input data sets

Sources from which you can issue MQSC and PCF commands on IBM MQ for z/OS
Related tasks

Administering z/0S

Configuring clusters

Monitoring IBM MQ

M Defining system objects for IBM MQ for z/0S

IBM MQ for z/0S requires additional predefined objects for publish/subscribe applications, cluster, and
channel control and other system administration functions.

The system objects required by IBM MQ for z/OS can be divided into the following categories:

» Publish/subscribe objects

» System default objects

« System command objects

« System administration objects

* Channels queues

« Cluster queues
* Queue sharing group queues

+ Storage classes
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« Defining the system object dead-letter queue

» Default transmission queue

« Internal queues
+ “Channel authentication queue” on page 228

Publish/subscribe objects

There are several system objects that you need to define before you can use publish/subscribe
applications with IBM MQ for z/OS. Sample definitions are supplied with IBM MQ to help you define these
objects. These samples are described in CSQ4INSG.

To use publish/subscribe you need to define the following objects:

 Alocal queue called SYSTEM.RETAINED.PUB.QUEUE, which is used to hold a copy of each retained
publication in the queue manager. Each full topic name could have up to one retained publication stored
on this queue. If your applications will make use of retained publications on many different topics, or if
your retained publication messages are large messages, the requirements for storage for this queue
should be carefully planned, including assigning it to its own page set if the storage requirements for it
are large. To improve performance, you should define this queue with an index type of MSGID (as shown
in the supplied sample queue definition).

+ Alocal queue called SYSTEM.DURABLE.SUBSCRIBER.QUEUE, which is used to hold a persistent copy of
the durable subscriptions in the queue manager. To improve performance, you should define this queue
with an index type of CORRELID (as shown in the supplied sample queue definition).

+ Alocal queue called SYSTEM.DURABLE.MODEL.QUEUE, which is used as a model for managed durable
subscriptions.

 Alocal queue called SYSTEM.NDURABLE.MODEL.QUEUE, which is used as a model for managed non-
durable subscriptions.

« A namelist called SYSTEM.QPUBSUB.QUEUE.NAMELIST, which contains a list of queue names
monitored by the queued publish/subscribe interface.

+ A namelist called SYSTEM.QPUBSUB.SUBPOINT.NAMELIST, which contains a list of topic objects used
by the queued publish/subscribe interface to match topic objects to subscription points.

« A topic called SYSTEM.BASE.TOPIC, which is used as a base topic for resolving attributes.

+ Atopic called SYSTEM.BROKER.DEFAULT.STREAM, which is the default stream used by the queued
publish/subscribe interface.

+ A topic called SYSTEM.BROKER.DEFAULT.SUBPOINT, which is the default RFH2 subscription point used
by the queued publish/subscribe interface.

« A topic called SYSTEM.BROKER.ADMIN.STREAM, which is the admin stream used by the queued
publish/subscribe interface.

+ A subscription called SYSTEM.DEFAULT.SUB, which is a default subscription object used to provide
default values on DEFINE SUB commands.

System default objects

System default objects are used to provide default attributes when you define an object and do not
specify the name of another object to base the definition on.

The names of the default system object definitions begin with the characters "SYSTEM.DEFAULT" or
"SYSTEM.DEF." For example, the system default local queue is named SYSTEM.DEFAULT.LOCAL.QUEUE.

These objects define the system defaults for the attributes of these IBM MQ objects:

+ Local queues
+ Model queues
« Alias queues
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* Remote queues

* Processes

+ Namelists

+ Channels

+ Storage classes

+ Authentication information

Shared queues are a special type of local queue, so when you define a shared queue, the definition is
based on the SYSTEM.DEFAULT.LOCAL.QUEUE. You need to remember to supply a value for the Coupling
Facility structure name because one is not specified in the default definition. Alternatively, you could
define your own default shared queue definition to use as a basis for shared queues so that they all inherit
the required attributes. Remember that you need to define a shared queue on one queue manager in the
queue sharing group only.

System command objects

The names of the system command objects begin with the characters SYSTEM.COMMAND. You must
define these objects before you can use the IBM MQ operations and control panels to issue commands to
an IBM MQ subsystem.

There are two system command objects:

1. The system-command input queue is a local queue on which commands are put before they are
processed by the IBM MQ command processor. It must be called SYSTEM.COMMAND.INPUT. An alias
named SYSTEM.ADMIN.COMMAND.QUEUE should also be defined, for compatibility with IBM MQ for
Multiplatforms, and for use by the IBM MQ Console and administrative REST APL.

2. SYSTEM.COMMAND.REPLY.MODEL is a model queue that defines the system-command reply-to
queue.

There are two extra objects for use by the IBM MQ Explorer:

* SYSTEM.MQEXPLORER.REPLY.MODEL queue
+ SYSTEM.ADMIN.SVRCONN channel

SYSTEM.REST.REPLY.QUEUE is the reply queue used by the IBM MQ administrative REST API.

Commands are normally sent using nonpersistent messages so both the system command objects should
have the DEFPSIST(NO) attribute so that applications using them (including the supplied applications like
the utility program and the operations and control panels) get nonpersistent messages by default. If you
have an application that uses persistent messages for commands, set the DEFTYPE(PERMDYN) attribute
for the reply-to queue, because the reply messages to such commands are persistent.

System administration objects

The names of the system administration objects begin with the characters SYSTEM.ADMIN.
There are seven system administration objects:

« The SYSTEM.ADMIN.CHANNEL.EVENT queue

+ The SYSTEM.ADMIN.COMMAND.EVENT queue

« The SYSTEM.ADMIN.CONFIG.EVENT queue

« The SYSTEM.ADMIN.PERFM.EVENT queue

+ The SYSTEM.ADMIN.QMGR.EVENT queue

« The SYSTEM.ADMIN.TRACE.ROUTE.QUEUE queue

« The SYSTEM.ADMIN.ACTIVITY.QUEUE queue
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Channels queues

To use distributed queuing, you need to define the following objects:

 Alocal queue with the name SYSTEM.CHANNEL.SYNCQ, which is used to maintain sequence nhumbers
and logical units of work identifiers (LUWID) of channels. To improve channel performance, you should
define this queue with an index type of MSGID (as shown in the supplied sample queue definition).

+ A local queue with the name SYSTEM.CHANNEL.INITQ, which is used for channel commands.

You cannot define these queues as shared queues.

Cluster queues
To use IBM MQ clusters, you need to define the following objects:

+ Alocal queue called the SYSTEM.CLUSTER.COMMAND.QUEUE, which is used to communicate repository
changes between queue managers. Messages written to this queue contain updates to the repository
data to be applied to the local copy of the repository, or requests for repository data.

+ Alocal queue called SYSTEM.CLUSTER.REPOSITORY.QUEUE, which is used to hold a persistent copy of
the repository.

 Alocal queue called SYSTEM.CLUSTER.TRANSMIT.QUEUE, which is the transmission queue for all
destinations in the cluster. For performance reasons, you should define this queue with an index type of
CORRELID (as shown in the sample queue definition).

These queues typically contain large numbers of messages.

You cannot define these queues as shared queues.
Queue sharing group queues

To use shared channels and intra-group queuing, you need to define the following objects:

« A shared queue with the name SYSTEM.QSG.CHANNEL.SYNCQ, which is used to hold synchronization
information for shared channels.

+ A shared queue with the name SYSTEM.QSG.TRANSMIT.QUEUE, which is used as the transmission
queue for intra-group queuing. If you are running in a queue sharing group, you must define this queue,
even if you are not using intra-group queuing.

Storage classes

You are recommended to define the following six storage classes. You must define four of them because
they are required by IBM MQ. The other storage class definitions are recommended because they are
used in the sample queue definitions.

DEFAULT (required)
This storage class is used for all message queues that are not performance critical and that don't fit in
to any of the other storage classes. It is also the supplied default storage class if you do not specify
one when defining a queue.

NODEFINE (required)
This storage class is used if the storage class specified when you define a queue is not defined.

REMOTE (required)
This storage class is used primarily for transmission queues, that is, system related queues with
short-lived performance-critical messages.

SYSLNGLV
This storage class is used for long-lived, performance-critical messages.
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SYSTEM (required)
This storage class is used for performance critical, system related message queues, for example the
SYSTEM.CHANNEL.SYNQ and the SYSTEM.CLUSTER.* queues.

SYSVOLAT
This storage class is used for short-lived, performance-critical messages.

You can modify their attributes and add other storage class definitions as required.
Defining the system object dead-letter queue

The dead-letter queue is used if the message destination is not valid. IBM MQ puts such messages on a
local queue called the dead-letter queue. Although having a dead-letter queue is not mandatory, you
should regard it as essential, especially if you are using distributed queuing or one of the IBM MQ bridges.

Do not define the dead-letter queue as a shared queue. A put to a local queue on one queue manager
might get put to the dead letter queue. If the dead letter queue was a shared queue, a dead letter queue
handler on a different system could process the message and put it on a queue with the same name, but
because this is on a different queue manager, it would be the wrong queue, or have a different security
profile. If the queue did not exist, it would fail to reprocess it.

If you decide to define a dead-letter queue, you must also tell the queue manager its name. To do this use
the ALTER OMGR DEADQ(queue-name) command. For more information see Displaying and altering
queue manager attributes.

Default transmission queue

The default transmission queue is used when no other suitable transmission queue is available for
sending messages to another queue manager. If you define a default transmission queue, you must also
define a channel to serve the queue. If you do not do this, messages that are put on to the default
transmission queue are not transmitted to the remote queue manager and remain on the queue.

If you decide to define a default transmission queue, you must also tell the queue manager its name. To
do this use the ALTER QMGR command.

Internal queues
+ Pending data queue

— A queue defined for internal use, SYSTEM.PENDING.DATA.QUEUE, supports the use of durable
subscriptions in a IMS publish/subscribe environment.

« JMS 2.0 delivery delay staging queue

— If the delivery delay functionality provided by JMS 2.0 is used then an internal staging queue,
SYSTEM.DDELAY.LOCAL.QUEUE, must be defined. This queue is used by the queue manager to
temporarily store messages sent with a non-zero delivery delay until the delivery delay is completed,
and the message is put to its target destination. A sample definition for this queue is provided,
commented out, in CSQ4INSG.

- When you define the SYSTEM.DDELAY.LOCAL.QUEUE queue, you must set the STGCLASS, MAXMSGL
and MAXDEPTH attributes for the anticipated number of messages that will be sent with a delivery
delay. Additionally when defining the SYSTEM.DDELAY.LOCAL.QUEUE queue ensure that only the
gueue manager can put messages to this queue. Care should be taken to ensure that no user
identifier has the authority to put messages to this queue.

Channel authentication queue
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For internal use of channel authentication the SYSTEM.CHLAUTH.DATA.QUEUE queue is required. Sample
definitions are supplied with IBM MQ to help you define these objects. This sample is described in
CSQ4INSA, which also defines some default rules.

S EM Tuning your queue manager on IBM MQ for z/0S

There are few simple steps that you can take to ensure that your queue manager is tuned to avoid basic
performance problems.

There are a number of ways in which you can improve the performance of your queue manager, which are
controlled by queue manager attributes set by the ALTER QMGR command. This section contains
information about how you can do this by setting the maximum number of messages allowed on the
queue manager, or by performing ‘housekeeping' on the queue manager. IBM MQ SupportPac MP16 ' -'
IBM'MQ '] 742 'z/0S & Al 4l £ gives more information on performance and tuning.

Syncpoints

One of the roles of the queue manager is syncpoint control within an application. An application
constructs a unit of work containing any number of MQPUT or MQGET calls terminated with an MQCMIT
call.

As the number of MQPUT or MQGET calls within the scope of one MQCMIT increases, the performance
cost of the commit increases significantly. Applications, in general, should be designed to not MQPUT/
MQGET a large number of messages in a single synchpoint.

You can administratively limit the number of messages within any single syncpoint by using the
MAXUMSGS queue manager attribute. If an application exceeds this limit it receives
MQRC_SYNCPOINT_LIMIT_REACHED on the MQPUT,MQPUTZ, or MQGET call which exceeds the limit.
The application should then issue MQCMIT or MQBACK as appropriate.

The default value of MAXUMSGS is 10000. This value can be lowered if you want to enforce a lower limit,
which can also help protect against looping applications. Before reducing MAXUMSGS make sure you
understand your existing applications to ensure they do not exceed the limit, or can tolerate the
MQRC_SYNCPOINT_LIMIT_REACHED return code

Expired messages

Messages that have expired are discarded by the next appropriate MQGET call. However, if no such call
occurs, the expired messages are not discarded, and, for some queues, particularly those where message
retrieval is done by Messageld, Correlld, or GroupId and the queue is indexed for performance, many
expired messages can accumulate. The queue manager can periodically scan any queue for expired
messages, which are then deleted. You can choose how often this scanning takes place, if at all. There are
two ways of doing this:

Explicit request
You can control which queues are scanned and when. Issue the REFRESH QMGR TYPE(EXPIRY)
command, specifying the queue or queues that you want to be scanned.

Periodic scan
You can specify an expiry interval in the queue manager object by using the EXPRYINT attribute. The
gueue manager maintains information about the expired messages on each queue, and knows at what
time a scan for expired messages is worthwhile. Each time that the EXPRYINT interval is reached, the
gueue manager looks for candidate queues that are worth scanning for expired messages, and scans
only those queues that it deems to be worthwhile. It does not scan all queues. This avoids any
processor time being wasted on unnecessary scans.

Shared queues are only scanned by one queue manager in the queue sharing group. Generally, the
first queue manager to restart or the first to have the EXPRYINT set performs the scan.
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Note: You must set the same EXPRYINT value for all queue managers within a queue sharing group.
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IEE-Recovery and restart on z/0S

Use the links in this topic to find out about the features of IBM MQ for z/OS for restart and recovery.

IBM MQ for z/0S has robust features for restart and recovery. For information about how a queue
manager recovers after it has stopped, and what happens when it is restarted, see the following
subtopics:

+ “How changes are made to data in IBM MQ for z/0S” on page 234
“How consistency is maintained in IBM MQ for z/0S” on page 236
+ “IBM MQ for z/0So|A £& Fofl ¥HA5t= AR} on page 238
+ “What happens during restart and recovery in IBM MQ for z/0S” on page 239

“How in-doubt units of recovery are resolved” on page 241

“Shared queue recovery” on page 244

Related concepts

IE_IBM MQ for z/OS recovery actions

Related tasks
Planning for backup and recovery

IE_Administering z/0S

Related reference

IE_Messages for IBM MQ for z/OS

ST How changes are made to data in IBM MQ for z/0S

IBM MQ for z/OS must interact with other subsystems to keep all the data consistent. This topic contains
information about units of recovery, what they are and how they are used in back outs.

Units of recovery

A unit of recovery is the processing done by a single queue manager for an application program, that
changes IBM MQ data from one point of consistency to another. A point of consistency - also called a
syncpoint or commit point - is a point in time when all the recoverable data that an application program
accesses is consistent.
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Figure 75. A unit of recovery within an application program

A unit of recovery begins with the first change to the data after the beginning of the program or following
the previous point of consistency; it ends with a later point of consistency. Figure 75 on page 235 shows
the relationship between units of recovery, the point of consistency, and an application program. In this

example, the application program makes changes to queues through MQI calls 1 and 2. The application

program can include more than one unit of recovery or just one. However, any complete unit of recovery

ends in a commit point.

For example, a bank transaction transfers funds from one account to another. First, the program subtracts
the amount from the first account, account A. Then, it adds the amount to the second account, B. After
subtracting the amount from A, the two accounts are inconsistent and IBM MQ cannot commit. They
become consistent when the amount is added to account B. When both steps are complete, the program
can announce a point of consistency through a commit, making the changes visible to other application
programs.

Normal termination of an application program automatically causes a point of consistency. Some program
requests in CICS and IMS programs also cause a point of consistency, for example, EXEC CICS
SYNCPOINT.

Backing out work

If an error occurs within a unit of recovery, IBM MQ removes any changes to data, returning the data to its
state at the start of the unit of recovery; that is, IBM MQ backs out the work. The events are shown in
Figure 76 on page 236.
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Figure 76. A unit of recovery showing back out

[ EMHow consistency is maintained in IBM MQ for z/0S

Data in IBM MQ for z/OS must be consistent with batch, CICS, IMS, or TSO. Any data changed in one must
be matched by a change in the other.

Before one system commits the changed data, it must know that the other system can make the
corresponding change. So, the systems must communicate.

During a two-phase commit (for example under CICS ), one subsystem coordinates the process. That
subsystem is called the coordinator; the other is the participant. CICS or IMS is always the coordinator in
interactions with IBM MQ, and IBM MQ is always the participant. In the batch or TSO environment, IBM
MQ can participate in two-phase commit protocols coordinated by z/OS RRS.

During a single-phase commit (for example under TSO or batch), IBM MQ is always the coordinator in the
interactions and completely controls the commit process.

In a WebSphere Application Server environment, the semantics of the JMS session object determine
whether single-phase or two-phase commit coordination is used.

Consistency with CICS or IMS
The connection between IBM MQ and CICS or IMS supports the following syncpoint protocols:
+ Two-phase commit - for transactions that update resources owned by more than one resource manager.

This is the standard distributed syncpoint protocol. It involves more logging and message flows than a
single-phase commit.

+ Single-phase commit - for transactions that update resources owned by a single resource manager
(IBM MQ).

This protocol is optimized for logging and message flows.

+ Bypass of syncpoint - for transactions that involve IBM MQ but which do nothing in the queue manager
that requires a syncpoint (for example, browsing a queue).

In each case, CICS or IMS acts as the syncpoint manager.
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The stages of the two-phase commit that IBM MQ uses to communicate with CICS or IMS are as follows:

1. In phase 1, each system determines independently whether it has recorded enough recovery
information in its log, and can commit its work.

At the end of the phase, the systems communicate. If they agree, each begins the next phase.

2. In phase 2, the changes are made permanent. If one of the systems abends during phase 2, the
operation is completed by the recovery process during restart.

Illustration of the two-phase commit process

Figure 77 on page 237 illustrates the two-phase commit process. Events in the CICS or IMS
coordinator are shown on the upper ling, events in IBM MQ on the lower line.

Old point of COMMIT Instant of New point of
consistency process begins COMMIT consistency
Application

synchronization Phase 1 Phase 2
point

A
Y

b
¥

Data is backed Data is backed Data is in-doubt Data is committed
out at restart out at restart at restart and at restart

either backed out
or committed

" Time line

WebSphere MQ

Old peint of New point of
consistency consistency

Begin unit of End unit of
recovery recovery

Figure 77. The two-phase commit process

The numbers in the following section are linked to those shown in the figure.
1. The data in the coordinator is at a point of consistency.
. An application program in the coordinator calls IBM MQ to update a queue by adding a message.
. This starts a unit of recovery in IBM MQ.
. Processing continues in the coordinator until an application synchronization point is reached.

a B~ W N

. The coordinator then starts commit processing. CICS programs use a SYNCPOINT command or a
normal application termination to start the commit. IMS programs can start the commit by using a
CHKP call, a SYNC call, a GET UNIQUE call to the IOPCB, or a normal application termination.
Phase 1 of commit processing begins.

. As the coordinator begins phase 1 processing, so does IBM MQ.
. IBM MQ successfully completes phase 1, writes this fact in its log, and notifies the coordinator.
. The coordinator receives the notification.

O 00 9 O

. The coordinator successfully completes its phase 1 processing. Now both subsystems agree to
commit the data changes, because both have completed phase 1 and could recover from any
errors. The coordinator records in its log the instant of commit - the irrevocable decision of the
two subsystems to make the changes.
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The coordinator now begins phase 2 of the processing - the actual commitment.
10. The coordinator notifies IBM MQ to begin its phase 2.
11. IBM MQ logs the start of phase 2.

12. Phase 2 is successfully completed, and this is now a new point of consistency for IBM MQ. IBM
MQ then notifies the coordinator that it has finished its phase 2 processing.

13. The coordinator finishes its phase 2 processing. The data controlled by both subsystems is now
consistent and available to other applications.

How consistency is maintained after an abnormal termination

When a queue manager is restarted after an abnormal termination, it must determine whether to commit
or to back out units of recovery that were active at the time of termination. For some units of recovery,
IBM MQ has enough information to make the decision. For others, it does not, and must get information
from the coordinator when the connection is reestablished.

Figure 77 on page 237 shows four periods within the two phases: a, b, ¢, and d. The status of a unit of
recovery depends on the period in which termination happened. The status can be one of the following:

In flight
The queue manager ended before finishing phase 1 (period a or b); during restart, IBM MQ backs out
the updates.

In doubt
The queue manager ended after finishing phase 1 and before starting phase 2 (period c); only the
coordinator knows whether the error happened before or after the commit (point 9). If it happened
before, IBM MQ must back out its changes; if it happened after, IBM MQ must make its changes and
commit them. At restart, IBM MQ waits for information from the coordinator before processing this
unit of recovery.

In commit
The queue manager ended after it began its own phase 2 processing (period d); it makes committed
changes.

In backout
The queue manager ended after a unit of recovery began to be backed out but before the process was
complete (not shown in the figure) during restart, IBM MQ continues to back out the changes.
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ST What happens during restart and recovery in IBM MQ for z/0S

IBM MQ uses its recovery log and the bootstrap data set (BSDS) to determine what to recover when it
restarts. The BSDS identifies the active and archive log data sets, and the location of the most recent IBM

MQ checkpoint in the log.

Introduction to restart and recovery

After IBM MQ has been initialized, the queue manager restart process takes place as follows:
+ Log initialization

+ Current status rebuild

+ Forward log recovery

+ Backward log recovery

* Queue index rebuilding
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When recovery has been completed:

+ Committed changes are reflected in the data.

« In-doubt activity is reflected in the data. However, the data is locked and cannot be used until IBM MQ
recognizes and acts on the in-doubt decision.

« Interrupted in-flight and in-abort changes have been removed from the queues. The messages are
consistent and can be used.

« A new checkpoint has been taken.

« New indexes have been built for indexed queues containing persistent messages (described in
“Rebuilding queue indexes” on page 241).

If dual BSDSs are in use, IBM MQ checks the consistency of the time stamps in the BSDS:

« If both copies of the BSDS are current, IBM MQ tests whether the two time stamps are equal. If they are
not, IBM MQ issues message CSQJ120E and terminates. This can happen when the two copies of the
BSDS are maintained on separate DASD volumes and one of the volumes was restored while the queue
manager was stopped. IBM MQ detects the situation at restart.

« If one copy of the BSDS was de-allocated, and logging continued with a single BSDS, a problem could
arise. If both copies of the BSDS are maintained on a single volume, and the volume was restored, or if
both BSDS copies were restored separately, IBM MQ might not detect the restoration. In that case, log
records not noted in the BSDS would be unknown to the system.

Batch applications are not notified when restart occurs after the application has requested a connection.

Understanding the log range required for recovery
During restart, the range of log data which must be read is dependent on many factors:

+ At the time of an abnormal termination, there are typically many incomplete units of work in the system.
As described earlier, restart processing will bring the system to a state of consistency, which may
involve backing out inflight units of work, or recovering locks on indoubt units of work. Unit of work
recovery requires that all unit of work log records for inflight, in-backout, and in-doubt units of work are
available. IBM MQ will 'shunt' old units of work, so that unit of work recovery can be performed using a
much smaller range of log data.

« At the time of an abnormal termination, there are typically many persistent updates which are only held
in the buffer pool cache. They have not yet been written to disk. These changes must be read from the
log, and reapplied to the data held in page sets. Page set recovery RBAs in the checkpoint describe the
lowest log RBA required for updating the page sets to a consistent state.

« If old page sets have been introduced into the system, for example, a page set backup has been
introduced to recover from a media failure, all the changes must be read from the log from the time the
backup was taken. These changes are reapplied to the data held in the page set being recovered. Page
set recovery RBAs held in page 0 of the page set describe the lowest log RBA required for media
recovery of a page set.

+ If using persistent messages on shared queues, a range of log data is required to recover CFSTRUCTs
which are holding persistent messages. The earliest log data that would be required to perform a
CFSTRUCT recovery, is from around the time of the old CFSTRUCT BACKUP.

During normal running, the DISPLAY USAGE TYPE(DATASET) command can be used to view the recovery
log range associated with these factors (it is unable to provide information due to reintroducing old page
sets, of course). To avoid any issues that might prolong a queue manager restart in the event of an
abnormal termination, regularly monitor the values output from DISPLAY USAGE TYPE(DATASET).

In addition, the queue manager issues informational messages relating to these factors:

+ CSQJ160I and CSQJ161I warn of long running units of work.

+ CSQR026I and CSQR027I provide information about whether these long running units of work have
been successfully shunted.
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+ CSQE040I and CSQEO41E warn that structure backups are getting old, and consequently a RECOVER
CFSTRUCT operation would take a long time.

Determining which application has a long running unit of work

It is possible to determine the application with the long-running unit of work. To do this, you use the
DISPLAY CONN command.

The DISPLAY CONN command returns connection information for all the applications connected to the
gueue manager, together with additional information that helps you determine which application(s)
currently have a long-running unit of work. The information returned by the DISPLAY CONN command is
similar to the information returned by the DISPLAY QSTATUS command, but the main difference is that
DISPLAY CONN displays information about objects, and transactional information for a particular
connection, rather than details of which connections are associated with a particular object.

For each connected application, the DISPLAY CONN command returns the following information:

+ Basic information including the Connection Id and PID.
+ Transactional information for that connection, including the time and date when the transaction was

created (that is, when the first MQGET/PUT was made under syncpoint), and when the transaction first
wrote to the log.

+ Log time information indicating which application still has a long running unit of work.

- A list of all objects that the connection currently has open. Details for each object are returned as a
separate message, with the Connection Id used as a key. Because there are different types of object
such as queues and queue managers, the information displayed with the object is specific to its object

type.

Rebuilding queue indexes

To increase the speed of MQGET operations on a queue where messages are not retrieved sequentially,
you can specify that you want IBM MQ to maintain an index of the message or correlation identifiers or
groupid for all the messages on that queue.

When a queue manager is restarted, these indexes are rebuilt for each queue. This applies only to
persistent messages; nonpersistent messages are deleted at restart. If your indexed queues contain large
numbers of persistent messages, this increases the time taken to restart the queue manager.

You can choose to have indexes rebuilt asynchronously to queue manager startup by using the QINDXBLD
parameter of the CSQ6SYSP macro. If you set QINDXBLD=NOWAIT, IBM MQ restarts without waiting for
indexes to rebuild.

S : 3 How in-doubt units of recovery are resolved

If IBM MQ loses its connection to another resource manager, it typically attempts to recover all
inconsistent objects at restart.

If IBM MQ loses its connection to CICS, IMS, or RRS, it normally attempts to recover all inconsistent
objects at restart. The information required to resolve in-doubt units of recovery must come from the
coordinating system. The next sections describe the process of resolution for different environments.

» How in-doubt units of recovery are resolved from CICS

» How in-doubt units of recovery are resolved from IMS

* How in-doubt units of recovery are resolved from RRS

» How in-doubt units of recovery with a GROUP unit of recovery disposition are resolved
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How in-doubt units of recovery are resolved from CICS

Under some circumstances, CICS cannot run the IBM MQ process to resolve in-doubt units of recovery.
When this happens, IBM MQ sends one of the following messages:

+ CSQC404E
+ CSQC405E
+ CSQC406E
+ CSQC407E
followed by the message CSQC408I.

For details of what these messages mean, see the IBM MQ for z/0S HA] A], &5 9 AR} I = manual.

The resolution of in-doubt units does not effect CICS resources. CICS is in control of recovery
coordination and, when it restarts, automatically commits or backs out each unit, depending on whether
there was a log record marking the beginning of the commit. The existence of in-doubt objects does not
lock CICS resources while IBM MQ is being reconnected.

One of the functions of the CICS adapter is to keep data synchronized between CICS and IBM MQ. If a
gueue manager abends while connected to CICS, it is possible for CICS to commit or back out work
without IBM MQ being aware of it. When the queue manager restarts, that work is termed in doubt.

IBM MQ cannot resolve these in-doubt units of recovery (that is, commit or back out the changes made to
IBM MQ resources) until the connection to CICS is restarted or reconnected.

A process to resolve in-doubt units of recovery is initiated during startup of the CICS adapter. The process
starts when the adapter requests a list of in-doubt units of recovery. Then:

« The adapter receives a list of in-doubt units of recovery for this connection ID from IBM MQ, and passes
them to CICS for resolution.

+ CICS compares entries from this list with entries in its own log. CICS determines from its own list what
action it took for each in-doubt unit of recovery.

For all resolved units, IBM MQ updates the queues as necessary and releases the corresponding locks.
Unresolved units can remain after restart. Resolve them by the methods described in the ' IBM MQ for

z/OS' ¥ .

How in-doubt units of recovery are resolved from IMS

Resolving in-doubt units of recovery in IMSdoes not effect DL/I resources. IMS is in control of recovery
coordination and, when it restarts, automatically commits or backs out incomplete DL/I work. The
decision to commit or back out for online regions (non-fast-path) is on the presence or absence of IMS log
record types X'3730" and X'3801". The existence of in-doubt units of recovery does not imply that DL/I
records are locked until IBM MQ connects.

During queue manager restart, IBM MQ makes a list of in-doubt units of recovery. IMS builds its own list of
residual recovery entries (RREs). The RREs are logged at IMS checkpoints until all entries are resolved.

During reconnection of an IMS region to IBM MQ, IMS indicates to IBM MQ whether to commit or back out
units of work marked in IBM MQ as in doubt.

When in-doubt units are resolved:

1. If IBM MQ recognizes that it has marked an entry for commit and IMS has marked it to be backed out,
IBM MQ issues message CSQQOL10E. IBM MQ issues this message for all inconsistencies of this type
between IBM MQ and IMS.

2. If IBM MQ has any remaining in-doubt units, the adapter issues message CSQQO008I.

For all resolved units, IBM MQ updates queues as necessary and releases the corresponding locks.
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IBM MQ maintains locks on in-doubt work that was not resolved. This can cause a backlog in the system if
important locks are being held. The connection remains active so you can resolve the IMS RREs. Recover
the in-doubt threads by the methods described in the ' IBM MQ for z/0S' ¥ .

All in-doubt work should be resolved unless there are software or operating problems, such as with an
IMS cold start. In-doubt resolution by the IMS control region takes place in two circumstances:

1. At the start of the connection to IBM MQ, during which resolution is done synchronously.
2. When a program abends, during which the resolution is done asynchronously.

How in-doubt units of recovery are resolved from RRS

One of the functions of the RRS adapter is to keep data synchronized between IBM MQ and other RRS-
participating resource managers. If a failure occurs when IBM MQ has completed phase one of the
commit and is waiting for a decision from RRS (the commit coordinator), the unit of recovery enters the in-
doubt state.

When communication is reestablished between RRS and IBM MQ, RRS automatically commits or backs
out each unit of recovery, depending on whether there was a log record marking the beginning of the
commit. IBM MQ cannot resolve these in-doubt units of recovery (that is, commit or back out the changes
made to IBM MOQ resources) until the connection to RRS is reestablished.

Under some circumstances, RRS cannot resolve in-doubt units of recovery. When this happens, IBM MQ
sends one of the following messages to the z/OS console:

+ CSQ3011I
+ CSQ30131
+ CS030141
+ CSQ30161

For details of what these messages mean, see the IBM MQ for z/0S M A A], & & 2 AR = manual.

For all resolved units of recovery, IBM MQ updates the queues as necessary and releases the
corresponding locks. Unresolved units of recovery can remain after restart. Resolve them by the method
described in the ' IBM MOQ for z/0S' #&2] .

How in-doubt units of recovery with a GROUP unit of recovery disposition are
resolved

In-doubt transactions that have a GROUP unit of recovery disposition can be resolved by the transaction
coordinator by any queue manager in the queue sharing group (QSG) where the GROUPUR queue
manager attribute is enabled. Whenever a transaction coordinator reconnects it typically requests a list of
any outstanding in-doubt transactions and then resolves them using information from its logs.

When a transaction coordinator, that has connected with a GROUP unit of recovery disposition, requests
the list of in-doubt transactions, the list returned comprises all in-doubt transactions with a GROUP unit
of recovery disposition that exist throughout the queue sharing group. This list is not dependent on which
queue manager those in-doubt transactions were started on. A queue manager processing such a request
compiles the list by communicating with all other active queue managers in the queue sharing group using
the SYSTEM.QSG.UR.RESOLUTION.QUEUE. The queue manager then reads the logs of any inactive queue
managers, from their last checkpoint, to identify any additional in-doubt transactions that they would
have reported had they been active.

When a transaction coordinator requests the resolution of an in-doubt transaction, the queue manager to
which it is connected identifies whether the transaction was originated on itself and if so resolves it in the
same way as transactions with a QMGR unit of recovery disposition. If the transaction was originated on
another active queue manager in the QSG, a request to complete the resolution is routed to that queue
manager using the SYSTEM.QSG.UR.RESOLUTION.QUEUE. In the case where the transaction was
originated on an inactive queue manager in the QSG, any shared-queue work is resolved immediately, and
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a request to resolve any remaining private queue work is placed on the
SYSTEM.QSG.UR.RESOLUTION.QUEUE. The inactive queue manager processes this request upon start-up
before accepting new work. In this scenario, the original queue manager's logs still reflect that the unit of
recovery is in doubt until it has restarted and processed the request.

S TFMShared queue recovery

Use this topic to understand IBM MQ recovery and resilience of various components in the queue sharing
group environment.

« “Transactional recovery” on page 244

+ “Peer recovery” on page 244

+ “Shared queue definitions” on page 245
« “Logging” on page 245
« “Coupling facility and structure failures” on page 245

« “Structure failure scenarios” on page 246

+ “Resilience to coupling facility connectivity failures” on page 247

+ “Managing Resilience to coupling facility connectivity failures” on page 248

+ “Operational behavior” on page 250

Transactional recovery

When an application issues a MQBACK call or terminates abnormally (for example, because of an EXEC
CICS ROLLBACK or an IMS abend) thread-level information stored in the queue manager ensures that the
in-flight unit of work is rolled back. MQPUT and MQGET operations within syncpoint on shared queues are
rolled back in the same way as updates to non-shared queues.

Peer recovery

If a queue manager fails, it disconnects abnormally from the coupling facility structures that it is currently
connected to. If the connection between the z/0S instance and the coupling facility fails (for example,
physical link failure or power-off of a coupling facility or partition) this is also detected as an abnormal
termination of the connection between the queue manager and the coupling facility structures involved.
Other queue managers in the same queue sharing group that remain connected to that structure detect
the abnormal disconnection and all attempt to initiate peer recovery for the failed queue manager on that
structure. Only one of these queue managers initiates peer recovery successfully, but all the other queue
managers cooperate in the recovery of units of work that were owned by the queue manager that failed.

If a queue manager fails when there are no peers connected to a structure, recovery is performed when
another queue manager connects to that structure, or when the queue manager that failed restarts.

Peer recovery, often referred to as Peer Level Recovery (PLR), is performed on a structure by structure
basis and it is possible for a single queue manager to participate in the recovery of more than one
structure at the same time. However, the set of peers cooperating in the recovery of different structures
might vary depending on which queue managers were connected to the different structures at the time of
failure.

When the failed queue manager restarts, it reconnects to the structures that it was connected to at the
time of failure, and recovers any remaining unresolved units of work that were not recovered by peer
recovery.

Peer recovery is a multi-phase process. During the first phase, units of work that had progressed beyond
the in-flight phase are recovered; this might involve committing messages for units of work that are in-
commit and locking messages for units of work that are in-doubt. During the second phase, queues that
had threads active against them in the failing queue manager are checked, uncommitted messages
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related to in-flight units of work are rolled back, and information about active handles on shared queues
in the failed queue manager are reset. This means that IBM MQ resets any indicators that the failing
queue manager had a shared queue open for input-exclusive, allowing other active queue managers to
open the queue for input.

Shared queue definitions

The queue objects that represent the attributes of a shared queue are held in the shared Db2 repository
used by the queue sharing group. Ensure that adequate procedures are in place for the backup and
recovery of the Db2 tables used to hold IBM MQ objects. You can also use the IBM MQ CSQUTIL utility to
create MQSC commands for replay into a queue manager to redefine IBM MQ objects, including shared
gueue and group definitions stored in Db2.

Logging
Queue sharing groups can support persistent messages, because the messages on shared queues can be
logged in the queue manager logs.

Coupling facility and structure failures

There are two types of failure that can be reported for a coupling facility (CF) structure: structure failure
and loss of connectivity. Sysplex services for data sharing (XES) inform IBM MQ of a CF structure failure or
a CF failure with a structure failure event. If XES creates a loss of connectivity event this does not
necessarily indicate that there is a problem with the structure, it might be that there is no connection
available to communicate with the structure. It is possible that not all of the queue managers receive a
loss of connectivity event for the structure; it depends on the configuration of connections to the CF. A
loss of connectivity event can also be received because of operator commands, for example VARY PATH
OFFLINE or CONFIG CHP OFFLINE.

The CF structures that are used by IBM MQ can be configured to use system-managed duplexing. This
means that if there is a single failure, system-managed failover processing hides the failure of a structure
or the loss of connectivity, and the queue manager is not informed of the failure. If there is a failure of
both instances of a duplexed structure or connection, the queue manager receives the appropriate event
and handles it in the same way as a failure event for a simplex structure. Details of how the queue
manager handles the events are described in Scenarios.

In the unlikely event of a CF or structure failure, any nonpersistent messages stored in the affected
application structures are lost. You can recover persistent messages using the RECOVER CFSTRUCT
command. If a recoverable application structure has failed, any further application activity to this
structure is prevented until the structure has been recovered.

To ensure that you can recover a CF structure in a reasonable period of time, take frequent backups, using
the BACKUP CFSTRUCT command. You can choose to perform the backups on any queue managers in the
gueue sharing group or dedicate one queue manager to perform all the backups. Automate the process of
taking backups to ensure that they are taken on a regular basis.

Each backup is written to the active log data set of the queue manager taking the backup. The shared
queue Db2 repository records the name of the CF structure being backed up, the name of the queue
manager doing the backup, the RBA range for this backup on that queue manager's log, and the backup
time.

The administration structure contains information about incomplete units of work on shared queues at
the time of any application structure failure so the administration structure must be available during
RECOVER CFSTRUCT processing. If the administration structure has failed, all the queue managers in the
queue sharing group must have rebuilt their administration structure entries before you can issue the
RECOVER CFSTRUCT command.
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Queue managers rebuild their administration structure entries automatically and without terminating. If a
gueue manager is not running at the time of the failure, its administration structure entries can be rebuilt
by another queue manager in the queue sharing group that is running at the same or higher level.

To recover an application structure, issue a RECOVER CFSTRUCT command to the queue manager that
you want to perform the recovery. You can recover a single CF structure or you can recover several CF
structures simultaneously. You can recover using any queue manager in the queue sharing group, it does
not have to be the one that performed the backup, or one that has been connected previously to the failed
structure.

The RECOVER CFSTRUCT command uses the backup, located through the Db2 repository information
(Db2 must therefore be available on the queue manager where recovery is being carried out), and
recovers this to the point of failure.

The RECOVER CFSTRUCT command does this by applying log records from every queue manager in the
qgueue sharing group that has performed an MQPUT or MQGET between the start of the backup and the
time of failure, to any shared queue that maps to the CF structure. The resulting merging of the logs might
require reading a considerable amount of log data because all the log data written by participating queue
managers since the backup is read. You are strongly recommended to make frequent (for example,
hourly) backups, especially if there are large messages within the backup.

Structure failure scenarios
Scenarios

If a failure is reported for a CF structure, the action taken by connected queue managers depends on
the following;:

+ The type of failure reported by the XES component of z/OS to IBM MQ.
 The structure type (application or administration)
« The queue manager level

« The CFLEVEL of the IBM MQ CFSTRUCT object (2, 3, 4 or 5. This is not the CFLEVEL of the CFCC
microcode)

+ The RECAUTO attribute of an IBM MQ CFSTRUCT object at CFLEVEL(5)

The following scenarios describe what happens when a failure is reported for the administration
structure:

« If a structure failure event is received for the administration structure, the structure is reallocated
and rebuilt automatically without the queue manager terminating. A new instance of the structure is
allocated by XES when a queue manager attempts to connect to it.

When the queue manager has connected to the new instance of the structure, the queue manager
writes the entries for itself into the structure. This processing is carried out by the queue manager
and is not part of XES rebuild processing.

If a queue manager was not running at the time of the failure, or terminates before recovery of its
part of the administration structure has been completed, its administration structure entries can be
rebuilt by another queue manager in the queue sharing group.

Administration structure entries of a queue manager can only be rebuilt by another queue manager
running at the same level or higher. If administration structure entries of a queue manager cannot
be rebuilt by another queue manager in the queue sharing group, restart the queue manager so that
it can complete the rebuild of its part of the structure.

Certain actions are suspended until the administration structure entries for all queue managers
have been rebuilt. The suspended actions include the following:

— Opening and closing of shared queues.
— Committing or backing out units of recovery.
- Serialized applications connecting to or disconnecting from the queue manager.
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— Backing up or recovering an application structure.

Any serialized applications that have already connected to the queue manager can continue
processing. Any serialized application attempting to connect with the
MQCNO_SERIALIZE_CONN_TAG_QSG or MQCNO_RESTRICT_CONN_TAG_QSG parameters receive
the MORC_CONN_TAG_NOT_USABLE return code.

When the administration structure entries for the queue manager have been rebuilt, the suspended
actions are resumed.

The following scenarios describe what happens when a failure is reported for an application structure:

« If a structure failure event is received for an application structure, and the CFLEVEL is 1 or 2, the
gueue manager terminates. Restart the queue manager. The first queue manager to attempt to
connect to the structure again causes XES to allocate a new instance of the structure.

« If a structure failure event is received for an application structure, and the CFLEVEL is 3, 4, or 5 the
queue managers connected to the structure continue to run. Applications that do not use the
queues in the failed structure can continue normal processing.

However, applications that attempt operations on queues in the failed structure receive an
MQRC_CF_STRUC_FAILED error until the structure has been successfully rebuilt, at which point the
application can open the queues again.

Structure rebuild is started automatically for CFLEVEL(5) application structures defined with
RECAUTO(YES). Otherwise, the structure will be rebuilt when the RECOVER CFSTRUCT command is
issued.

Resilience to coupling facility connectivity failures
What is resilience to coupling facility connectivity failures?

Resilience to coupling facility connectivity failures refers to the ability of queue managers in a queue
sharing group to tolerate loss of connectivity to a coupling facility structure without terminating. This
function also attempts to rebuild the structure in another coupling facility with better connectivity in
order to regain access to shared queues as soon as possible.

What is partial loss of connectivity?

IBM MQ defines partial loss of connectivity as a situation where one or more systems in the sysplex
lose connectivity to the coupling facility where the structure being accessed by the system is
allocated, but at least one system in the sysplex maintains connectivity to the same coupling facility.

What is total loss of connectivity?

IBM MQ defines a total loss of connectivity as a situation where no systems in the sysplex have
connectivity to the coupling facility and the structure allocated within it.

Why would you enable this function?

Resilience to coupling facility connectivity failures improves the availability of IBM MQ, allowing non-
shared queues to remain available after a queue manager has lost connectivity to one or more
coupling facility structures. Additionally, queue managers that lose connectivity to a coupling facility
structure automatically attempt to rebuild the structure in another available coupling facility,
improving the availability of the shared queues within the queue sharing group.

Considerations when enabling this function

A queue manager that tolerates loss of connectivity to coupling facility structures without terminating
may not be able to reconnect to a coupling facility structure for some time if there is no alternative
coupling facility available. Shared queues defined on a structure that has suffered loss of connectivity
remain unavailable until connectivity to the structure is restored. In this situation, applications that
connect into members of the queue sharing group in order to perform shared queue work may find
that the shared queues they need to access are not available. To avoid this situation it is
recommended that queue managers should be configured to terminate when connectivity to a
coupling facility structure is lost. This termination forces applications to connect to another member
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of the queue sharing group that has connectivity to the coupling facility structures where the shared
qgueues the application requires are defined.

Managing Resilience to coupling facility connectivity failures
How do I enable this functionality?
The following steps must be performed in order to enable resilience to coupling facility connectivity

1. Ensure that the CFRM couple data set has been formatted to support system-managed rebuild.
This allows queue managers to initiate a system-managed rebuild to re-create a structure into an
available coupling facility. Use the DISPLAY XCF,COUPLE, TYPE=CFRM command to determine
the format of the CFRM couple data set. To support system-managed rebuild, the CFRM couple
data set should be formatted by specifying:

"ITEM NAME(SMREBLD) NUMBER(1)"

Refer to the z/OS MVS Setting Up a Sysplex documentation for more information on formatting a
CFRM couple data set.

2. Ensure that an alternative coupling facility is available and is in the CFRM preference list for all IBM
MQ coupling facility structures. This enables the queue managers to attempt to rebuild structures
into an alternative available coupling facility to restore access to the structures as soon as
possible.

IBM MQ structures must be defined with ENFORCEORDER(NO) in CFRM policy, so that XCF is able
to choose the optimum CF in the configuration if IBM MQ needs to reallocate the structure.

Refer to the z/OS MVS Setting Up a Sysplex documentation for more information about structure
preference lists.

3. Alter all application coupling facility structures that need to tolerate loss of connectivity to
CFLEVEL(5). This is the minimum level that can tolerate a loss of connectivity.

4. Determine the values required for the QMGR CFCONLOS and the CFSTRUCT CFCONLOS attributes
and alter these accordingly. The QMGR CFCONLOS attribute controls whether loss of connectivity to
the administration structure is tolerated, and the CFSTRUCT CFCONLOS attribute controls whether
loss of connectivity is tolerated by each application coupling facility structure. If the default values
for these attributes are retained, the queue manager terminates following loss of connectivity to
any coupling facility structure.

5. Determine the values required for the CFSTRUCT RECAUTO attribute for each application coupling
facility structure, and alter these accordingly. This attribute controls whether coupling facility
structures should be automatically recovered using logged data following total loss of connectivity.
If the default value for this attribute is retained, no automatic recovery is performed for application
structures following total loss of connectivity.

Scenario 1 - Loss of connectivity to the administration structure
Queue managers can tolerate loss of connectivity to the administration structure without terminating.

When connectivity to the administration structure is lost by any queue manager that has been
configured to tolerate loss of connectivity to the administration structure, all members of the queue
sharing group disconnect from the administration structure. All active queue managers in the queue
sharing group then attempt to reconnect to the administration structure, causing it to be reallocated in
the coupling facility with the best connectivity to all systems in the sysplex, and rebuild the
administration structure data.

Note: This may not necessarily be the coupling facility which has the best connectivity to all systems
that have active queue managers.

If a queue manager cannot reconnect to the administration structure, for example because none of
the coupling facilities in the CFRM preference list for the administration structure are available, some
shared queue operations remain unavailable until the queue manager can successfully reconnect to
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the administration structure and rebuild its administration structure data. Reconnection occurs
automatically when a suitable coupling facility becomes available on the system.

Failure to connect to the administration structure during queue manager startup as a result of a lack of
connectivity to the coupling facility, or no suitable coupling facility available to allocate the structure,
is not tolerated. All active queue managers in the queue sharing group then attempt to reconnect to
the administration structure, causing it to be reallocated in another coupling facility if one is available,
and rebuild the administration structure data.

Scenario 2- Loss of connectivity to the application structure

Loss of connectivity to application structures at CFLEVEL (5) or higher can be tolerated without the
queue manager terminating. Queue managers connected to application structures at CFLEVEL (4) or
lower, or structures at CFLEVEL (5) that have not been configured to tolerate loss of connectivity,
abend with reason code 00C510AB when connectivity to the structure is lost.

When connectivity is lost to an application structure that has been configured to tolerate loss of
connectivity, all queue managers that lost connectivity to the structure disconnect. The subsequent
behavior of the queue manager depends on whether the loss of connectivity is partial or total.

Partial loss of connectivity to an application structure

If the loss of connectivity is determined to be partial, queue managers that have lost connectivity to
the structure attempt to initiate a system-managed rebuild in order to move the structure to another
coupling facility with improved connectivity. If this rebuild is successful, both persistent and non-
persistent messages in the structure are copied to the other coupling facility, and access to queues on
the structure is restored. Queue managers that did not lose connectivity remain connected to the
structure, however, operations that access the structure are delayed during the system-managed
rebuild process.

If an application structure cannot be rebuilt to another coupling facility with improved connectivity, or
some queue managers still do not have connectivity to the structure after it has been rebuilt in
another coupling facility, queues defined on the structure remain unavailable on the queue managers
that do not have connectivity to the structure until connectivity is restored to the coupling facility.
Queue managers automatically reconnect to the structure when it becomes available and access to
the shared queues defined on the structure are restored.

Total loss of connectivity to an application structure

If all MVS systems in the sysplex have lost connectivity to the coupling facility that the application
structure is allocated in, z/OS deallocates the structure from the coupling facility whenever an
attempt is made to reconnect to the structure. It is possible for the queue manager to attempt to
reconnect to the structure for several reasons, such as an attempt by an application to open a shared
gueue, or a notification from the system that new coupling facility resources may have become
available. It is therefore likely that all non-persistent messages in the affected structure are lost
following total loss of connectivity to an application structure.

Recoverable application structures are automatically recovered following total loss of connectivity, if
they have been defined with RECAUTO(YES). The recovery starts almost immediately if an alternative
coupling facility is available to allocate the structure in, or whenever such a coupling facility becomes
available. If a structure has not been defined with RECAUTO (YES), recovery can be started by issuing
the RECOVER CFSTRUCT command. This recovers all persistent messages in the structure, but all
non-persistent messages are lost. As this process involves reading the queue manager log it can take
some time to complete, therefore it is recommended that structure backups be taken regularly to
reduce the time until access to the shared queues on the structure is restored.

Queue managers attempt to reconnect to non-recoverable application structures as soon as an
application attempts to open a shared queue that is defined on the structure or a notification is
received from the system that new coupling facility resources have become available. If a suitable
coupling facility is available to allocate the structure in, a new structure is allocated and access to the
shared queues defined on the structure is restored. As persistent messages cannot be put to queues
defined in non-recoverable structures, all messages on the shared queues are lost.
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Operational behavior

If an IBM WebSphere MQ 7.1, or later, queue manager, configured to tolerate loss of connectivity to a
particular coupling facility structure loses connectivity, the members of the queue sharing group attempt
to automatically recover from the failure and reconnect to the structure. This activity may involve
reallocating the structure in another coupling facility with better connectivity if one is available. However,
operator intervention may still be required to recover from the loss of connectivity.

Typically the required operator action is to:

1. Resolve the cause of the failure that resulting in the loss of connectivity.

2. Ensure that a coupling facility where the IBM MQ structures can be allocated is available on all
systems in the sysplex

Any structures that have been automatically reallocated in another coupling facility after the loss of
connectivity event, can be moved to the coupling facility with the optimal connectivity to all queue
managers in the queue sharing group. If required, this can be done by initiating the system-managed
rebuild command SETXCF START,REBUILD as documented in z/OS ' MVS ' A|AHEl W& 2%

In the case of a partial loss of connectivity to an application structure, the queue managers that lost
connectivity to the structure attempt to initiate a system-managed rebuild. This process only allocates the
structure in another coupling facility if that coupling facility has connectivity to all active queue managers
currently connected to the structure. Therefore, it is possible that where the majority of queue managers
in a queue sharing group have lost connectivity to an application structure, they are unable to rebuild the
structure into another coupling facility due to the queue managers that are still connected to the original
structure. In this situation the queue managers that are still connected to the original structure can be
shut down to allow the structure to be rebuilt, or the RESET CFSTRUCT ACTION(FAIL) command can
be issued to fail the structure. Recovery can be initiated on applicable structures by issuing the RECOVER
CFSTRUCT command.

Note: When failing and recovering the structure, all non-persistent messages on the structure are lost.

[ MSecurity concepts in IBM MQ for z/0S

Use this topic to understand the importance of security for IBM MQ, and the implications of not having
adequate security settings on your system.

Why you must protect IBM MQ resources

IBM MQ handles the transfer of information that is potentially valuable. Applying security ensures that the
resources IBM MQ owns and manages are protected from unauthorized access. Such access might lead to
the loss or disclosure of the information.

You should ensure that none of the following resources are accessed or changed by any unauthorized user
or process:

« Connections to IBM MQ

« IBM MQ objects such as queues, processes, and namelists
« IBM MQ transmission links, that is, IBM MQ channels

« IBM MQ system control commands

+ IBM MQ messages

+ Context information associated with messages

To provide the necessary security, IBM MQ uses the z/OS system authorization facility (SAF) to route
authorization requests to an External Security Manager (ESM), for example Security Server (previously
known as RACF ). IBM MQ does no security verification of its own. Where distributed queuing or clients
are being used, you might require additional security measures, for which IBM MQ provides channel
authentication records, channel exits, the MCAUSER channel attribute, and TLS.
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The decision to allow access to an object is made by the ESM and IBM MQ follows that decision. If the
ESM cannot make a decision, IBM MQ prevents access to the object.

What happens if you do not protect IBM MQ resources

If you do nothing about security, the most likely effect is that all users can access and change every
resource. This includes not only local users, but also those on remote systems using distributed queuing
or clients, where the logon security controls might be less strict than is normally the case for z/0OS.

To enable security checking you must do the following:

« Install and activate an ESM (for example, Security Server).
+ Define the MQADMIN class if you are using an ESM other than Security Server.
« Activate the MOADMIN class.

You must consider whether using mixed-case resource names would be beneficial to your enterprise. If
you do use mixed-case resource names in your ESM profiles you must define and activate the MXADMIN
class.

z/0S Data Set Encryption

Data Set Encryption (DSE) provides the capability to encrypt z/0S data sets, so that the data they contain
can only be viewed or modified by user IDs granted the specific permission. This provides encryption of
data at rest in the file system, and prevents inadvertent disclosure of sensitive information to users who
have a legitimate business need and permissions to manage the data sets themselves.

Prior to IBM MQ for z/0S 9.1.4, IBM MQ for z/OS does not support use of DSE with the active logs, page
sets, and shared message data sets (SMDS) that provide the primary persistence mechanisms for IBM MQ
messages.

Instead, Advanced Message Security provides an end-to-end encryption solution for IBM MQ messaging,
which encompasses the entire IBM MQ network, encryption of data in flight, at rest, and even inside the
runtime IBM MQ processes.

Other VSAM and sequential data sets used in an IBM MQ subsystem can be encrypted using DSE. For
example:

 Bootstrap data set (BSDS)

« Sequential files holding system configuration (MQSC) commands read at startup using CSQINPx
DDNAMEs

+ IBM MQ archive logs, often used for long term archival of IBM MQ log data for audit purposes.

You can encrypt using DSE by allocating a dataclass that is defined with a data set key label. For more
information, see Planning your log archive storage.

From IBM MQ for z/0S 9.1.4, IBM MQ for z/OS supports use of DSE with the active logs and page sets in
addition to the support provided in earlier releases.

IBM MQ for z/0S does not support use of DSE for shared message data sets (SMDS).

See the section, confidentiality for data at rest on IBM MQ for z/OS with data set encryption. for more
information.

Related concepts

Security concepts

Channel authentication records

Authority to work with IBM MQ objects on z/0OS
Cryptographic security protocols: TLS

Related tasks

Setting up security on z/0S

Comparing link level security and application level security
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[ : M security controls and options in IBM MQ for z/0S

You can specify whether security is turned on for the whole IBM MQ subsystem, and whether you want to
perform security checks at queue manager or queue sharing group level. You can also control the number
of user IDs checked for API-resource security.

Subsystem security

Subsystem security is a control that specifies whether any security checking is done for the whole queue
manager. If you do not require security checking (for example, on a test system), or if you are satisfied
with the level of security on all the resources that can connect to IBM MQ (including clients and channels),
you can turn security checking off for the queue manager or queue sharing group so that no further
security checking takes place.

This is the only check that can turn security off completely and determine whether any other security
checks are performed or not. That is, if you turn off checking for the queue manager or queue sharing
group, no other IBM MQ checking is done; if you leave it turned on, IBM MQ checks your security
requirements for other IBM MQ resources.

You can also turn security on or off for particular sets of resources, such as commands.
Queue manager or queue sharing group level checking

You can implement security at queue manager level or at queue sharing group level. If you implement
security at queue sharing group level, all the queue managers in the group share the same profiles. This
means that there are fewer profiles to define and maintain, making security management easier. It also
makes it easy to add a new queue manager to the queue sharing group because it inherits the existing
security profiles.

Itis also possible to implement a combination of both if your installation requires it, for example, during
migration or if you have one queue manager in the queue sharing group that requires different levels of
security to the other queue managers in the group.

Queue sharing group level security

Queue sharing group level security checking is performed for the entire queue sharing group. It
enables you to simplify security administration because it requires you to define fewer security
profiles. The authorization of a user ID to use a particular resource is handled at the queue sharing
group level, and is independent of which queue manager that user ID is using to access the resource.

For example, say a server application runs under user ID SERVER and wants access to a queue called
SERVER.REQUEST, and you want to run an instance of SERVER on each z/0S image in the sysplex.
Rather than permitting SERVER to open SERVER.REQUEST on each queue manager individually
(queue manager level security), you can permit access only at the queue sharing group level.

You can use queue sharing group level security profiles to protect all types of resource, whether local
or shared.

Queue manager level security
You can use queue manager level security profiles to protect all types of resource, whether local or
shared.

Combination of both levels
You can use a combination of both queue manager and queue sharing group level security.
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You can override queue sharing group level security settings for a particular queue manager that is a
member of that group. This means that you can perform a different level of security checks on an
individual queue manager to those performed on the other queue managers in the group.

For more information, see Profiles to control queue sharing group or queue manager level security.

Controlling the number of user IDs checked

RESLEVEL is a Security Server profile that controls the number of user IDs checked for IBM MQ resource
security. Normally, when a user attempts to access an IBM MQ resource, Security Server checks the
relevant user ID or IDs to see if access is allowed to that resource. By defining a RESLEVEL profile you can
control whether zero, one or, where applicable, two user IDs are checked.

These controls are done on a connection by connection basis, and last for the life of the connection.

There is only one RESLEVEL profile for each queue manager. Control is implemented by the access that a
user ID has to this profile.

Mixed case or uppercase IBM MQ RACF classes

You can now use mixed case RACF profile support, which allows you to use mixed case resource names
and define IBM MQ RACF profiles to protect them.

You can choose to either:
+ Continue using uppercase only IBM MQ RACF Classes as in previous releases, or
* Use the new mixed case IBM MQ RACF classes.

Without the use of mixed case RACF profiles, you can still use mixed case resource names in IBM MQ for
z/0S ; however, these resource names can only be protected by generic RACF profiles in the uppercase
IBM MQ classes. When using mixed case IBM MQ RACF profile support you can provide a more granular
level of protection by defining IBM MQ RACF profiles in the mixed case IBM MQ classes.

[ EMResources you can protect in IBM MQ for z/0S

When a queue manager starts, or when instructed by an operator command, IBM MQ for z/OS determines
which resources you want to protect.

You can control which security checks are performed for each individual queue manager. For example,
you can implement a number of security checks on a production queue manager, but none on a test
queue manager.

Connection security

Connection security checking is carried out either when an application program tries to connect to a
gueue manager. It is done by issuing an MQCONN or MQCONNX request, or when the channel initiator, or
CICS or IMS adapter issues a connection request.

If you are using queue manager level security, you can turn connection security checking off for a
particular queue manager. However, if you do this any user can connect to that queue manager.

For the CICS adapter, only the CICS address space user ID is used for the connection security check, not
the individual CICS terminal user ID. For the IMS adapter, when the IMS control or dependent regions
connect to IBM MQ, the IMS address space user ID is checked. For the channel initiator, the user ID used
by the channel initiator address space is checked.

You can turn connection security checking on or off at either queue manager or queue sharing group level.
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Command security

Command security checking is carried out when a user issues an MQSC command from any of the sources
described in Sources from which you can issue MQSC and PCF commands on IBM MQ for z/0S. You can
make a separate check on the resource specified by the command as described in “Command resource
security” on page 254.

If you turn off command checking, issuers of commands are not checked to see whether they have the
authority to issue the command.

If MQSC commands are entered from a console, the console must have the z/OS SYS console authority
attribute. Commands that are issued from the CSQINP1 or CSQINP2 data sets, or internally by the queue
manager, are exempt from all security checking while those for CSQINPX use the user ID of the channel
initiator address space. You must control who is allowed to update these data sets through normal data
set protection.

You can turn command security checking on or off at either queue manager or queue sharing group level.

Command resource security

Some MQSC commands, for example defining a local queue, involve the manipulation of IBM MQ
resources. When command resource security is active, each time a command involving a resource is
issued, IBM MQ checks to see if the user is allowed to change the definition of that resource.

You can use command resource security to help enforce naming standards. For example, a payroll
administrator might be allowed to delete and define only queues with names beginning "PAYROLL". If
command resource security is inactive, no security checks are made on the resource that is being
manipulated by the command. Do not confuse command resource security with command security; the
two are independent.

Turning off command resource security checking does not affect the resource checking that is done
specifically for other types of processing that do not involve commands.

You can turn command resource security checking on or off at either queue manager or queue sharing
group level.

Channel security considerations

Channel security

When you are using channels, the security features available depend on which communications
protocol you are going to use. If you use TCP, there are no security features provided with the
communications protocol, although you can use TLS. If you are using APPC, you can flow user ID
information from the sending MCA through the network to the destination MCA for verification.

For both protocols, you can specify which user IDs you want to check for security purposes, and how
many. Again, the choices available to you depend on which protocol you are using, what you specify
when you define the channel, and the RESLEVEL settings for the channel initiator.

For more information about the types of channel security available see Channel authentication
records and Security exit overview
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IEE-Availability on z/0S
IBM MQ for z/OS has many features for high availability. This topic describes some of the considerations

for availability.

Several features of IBM MQ can increase system availability if the queue manager or channel initiator
fails. For more information about these features, see the following sections:

+ Sysplex considerations

+ Shared queues

+ Shared channels

- IBM MQ network availability

+ Using the z/OS Automatic Restart Manager (ARM)

+ Using the z/OS Extended Recovery Facility (XRF)

+ Using the z/OS GROUPUR attribute for recovery in a queue sharing group
* Where to find more information about availability

Sysplex considerations
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In a sysplex, a number of z/OS operating system images collaborate in a single system image and
communicate using a coupling facility. IBM MQ can use the facilities of the sysplex environment for
enhanced availability.

Removing the affinities between a queue manager and a particular z/OS image allows a queue manager to
be restarted on a different z/OS image in the event of an image failure. The restart mechanism can be
manual, use ARM, or use system automation, if you ensure the following:

+ All page sets, logs, bootstrap data sets, code libraries, and queue manager configuration data sets are
defined on shared volumes.

» The subsystem definition has sysplex scope and a unique name within the sysplex.
+ The level of early code installed on every z/OS image at IPL time is at the same level.

« TCP virtual IP addresses (VIPA) is available on each TCP stack in the sysplex, and you have configured
IBM MQ TCP listeners and inbound connections to use VIPAs rather than default host names.

For more information about using TCP in a sysplex, see TCP/IP in a sysplex, SG24-5235, an IBM
Redbooks® publication.

You can additionally configure multiple queue managers running on different operating system images in
a sysplex to operate as a queue sharing group, which can take advantage of shared queues and shared
channels for higher availability and workload balancing.

Shared queues

In the queue sharing group environment, an application can connect to any of the queue managers within
the queue sharing group. Because all the queue managers in the queue sharing group can access the
same set of shared queues, the application does not depend on the availability of a particular queue
manager; any queue manager in the queue sharing group can service any queue. This gives greater
availability if a queue manager stops because all the other queue managers in the queue sharing group
can continue processing the queue. For information about high availability of shared queues, see
“Advantages of using shared queues” on page 173.

To further enhance the availability of messages in a queue sharing group, IBM MQ detects if another
gueue manager in the group disconnects from the coupling facility abnormally, and completes units of
work for that queue manager that are still pending, where possible. This is known as peer recovery and is
described in “Peer recovery” on page 244.

Peer recovery cannot recover units of work that were in doubt at the time of the failure. You can use the
Automatic Restart Manager (ARM) to restart all the systems involved in the failure ( CICS, Db2, and IBM
MQ for example), and to ensure that they are all restarted on the same new processor. This means that
they can resynchronize, and gives rapid recovery of in-doubt units of work. This is described in “Using the
z/0S Automatic Restart Manager (ARM)” on page 258.

Shared channels

In the queue sharing group environment, IBM MQ provides functions that give high availability to the
network. The channel initiator enables you to use networking products that balance network requests
across a set of eligible servers and hide server failures from the network (for example, VTAM generic
resources). IBM MQ uses a generic port for inbound requests so that attach requests can be routed to any
available channel initiator in the queue sharing group. This is described in “Shared channels” on page
192.

Shared outbound channels take the messages they send from a shared transmission queue. Information
about the status of a shared channel is held in one place for the whole queue sharing group level. This
means that a channel can be restarted automatically on a different channel initiator in the queue sharing
group if the channel initiator, queue manager, or communications subsystem fails. This is called peer
channel recovery and is described in Shared outbound channels.
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IBM MQ network availability

IBM MQ messages are carried from queue manager to queue manager in an IBM MQ network using
channels. You can change the configuration at a number of levels to improve the network availability of a
gueue manager, and the ability of an IBM MQ channel to detect a network problem and to reconnect.

TCP Keepalive is available for TCP/IP channels. It causes TCP to send packets periodically between
sessions to detect network failures. The KAINT channel attribute determines the frequency of these
packets for a channel.

AdoptMCA allows a channel, blocked in receive processing as a result of a network outage, to be
terminated and replaced by a new connection request. You control AdoptMCA using the ADOPTMCA
queue manager property with the MQSC utility or the AdoptNewMCAType property with the
Programmable Command Formats interface.

ReceiveTimeout prevents a channel from being permanently blocked in a network receive call. The
RCVTIME and RCVTMIN channel initiator parameters, determine the receive timeout characteristics for
channels, as a function of their heartbeat interval. See Queue manager parameter for more details.

Using the z/0S Automatic Restart Manager (ARM)

You can use IBM MQ for z/OS in conjunction with the z/OS automatic restart manager (ARM). If a queue
manager or a channel initiator has failed, ARM restarts it on the same z/0S image. If z/OS fails, a whole
group of related subsystems and applications also fail. ARM can restart all the failed systems
automatically, in a predefined order, on another z/OS image within the sysplex. This is called a cross-
system restart.

ARM enables rapid recovery of in-doubt transactions in the shared queue environment. It also gives
higher availability if you are not using queue sharing groups.

You can use ARM to restart a queue manager on a different z/OS image within the sysplex in the event of
z/0S failure.

To enable automatic restart, you must do the following:

1. Set up an ARM coupling data set.

2. Define the automatic restart actions that you want z/OS to perform in an ARM policy.
3. Start the ARM policy.

If you want to restart queue managers in different z/OS images automatically, every queue manager in
each z/0OS image on which that queue manager might be restarted must be defined with a sysplex-wide
unique 4-character subsystem name.

Using ARM with IBM MQ is described in Using ARM in an IBM MQ network.

Using the z/0S Extended Recovery Facility (XRF)

You can use IBM MQ in an extended recovery facility (XRF) environment. All IBM MQ-owned data sets
(executable code, BSDSs, logs, and page sets) must be on DASD shared between the active and
alternative XRF processors.

If you use XRF for recovery, you must stop the queue manager on the active processor and start it on the
alternative processor. For CICS, you can do this using the command list table (CLT) provided by CICS, or
the system operator can do it manually. For IMS, this is a manual operation and you must do it after the
coordinating IMS system has completed the processor switch.

IBM MQ utilities must be completed or terminated before the queue manager can be switched to the
alternative processor. Consider the effect of this potential interruption carefully when planning your XRF
recovery plans.
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Take care to prevent the queue manager starting on the alternative processor before the queue manager
on the active processor terminates. A premature start can cause severe integrity problems in data, the
catalog, and the log. Using global resource serialization (GRS) helps avoid the integrity problems by
preventing simultaneous use of IBM MQ on the two systems. You must include the BSDS as a protected
resource, and you must include the active and alternative XRF processors in the GRS ring.

Using the z/0S GROUPUR attribute for recovery in a queue sharing group

Queue sharing groups (QSG) allow additional transactional facilities which are described in this topic. The
GROUPUR attribute allows XA client applications to have any in-doubt transaction recovery that may be
required, performed on any member of the QSG.

If an XA client application connects to a queue sharing group (QSG) through a Sysplex it cannot guarantee
which specific queue manager it connects to. Use of the GROUPUR attribute by queue managers within
the queue sharing group can enable any in-doubt transaction recovery that may be necessary to occur on
any member of the QSG. Even if the queue manager to which the application was initially connected is not
available, transaction recovery can take place.

This feature frees the XA client application from any dependency on specific members of the QSG and
thus extends the availability of the queue manager. The queue sharing group appears to the transactional
application as a single entity providing all the IBM MQ features and without a single queue manager point
of failure.

This functionality is not apparent to the transactional application.

Where to find more information about availability

You can find more information about these topics from the following sources:

Table 27. Where to find more information about availability

Topic Where to look

“Shared queues and queue sharing groups” on
page 154

Configuring system parameters

Queue sharing groups

System parameters

Using ARM in an IBM MQ network

Using the Automatic Restart Manager
Utility programs

MQSC commands MOSC commands

M Monitoring and statistics on IBM MQ for z/0S
IBM MQ for z/0S has a set of facilities for monitoring the queue manager, and gathering statistics.

IBM MQ supplies facilities for monitoring the system and collecting statistics. For further information
about these facilities, see the following sections:

+ “Online monitoring” on page 259
« “IBM MO trace” on page 260
« “Events” on page 260

Online monitoring

IBM MQ includes the following commands for monitoring the status of IBM MQ objects:
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« DISPLAY CHSTATUS displays the status of a specified channel.
« DISPLAY QSTATUS displays the status of a specified queue.
« DISPLAY CONN displays the status of a specified connection.

For more information about these commands, see The MOSC commands.

IBM MQ trace

IBM MQ supplies a trace facility that you can use to gather the following information while the queue
manager is running:

Performance statistics
The statistics trace gathers the following information to help you monitor performance and tune your
system:

« Counts of different MQI requests (message manager statistics)

« Counts of different object requests (data manager statistics)

« Information about Db2 usage ( Db2 manager statistics)

« Information about Coupling Facility usage (Coupling Facility manager statistics)
« Information about SMDS usage (shared message data set statistics)

« Information about buffer pool usage (buffer manager statistics)

« Information about logging (log manager statistics)

« Information about storage usage (storage manager statistics)

« Information about lock requests (lock manager statistics)

Accounting data

+ The accounting trace gathers information about the processor time spent processing MQI calls and
about the number of MQPUT and MQGET requests made by a particular user.

+ IBM MQ can also gather information about each task using IBM MQ. This data is gathered as a
thread-level accounting record. For each thread, IBM MQ also gathers information about each queue
used by that thread.

The data generated by the trace is sent to the System Management Facility (SMF) or the generalized trace
facility (GTF).

Events

IBM MQ events provide information about errors, warnings, and other significant occurrences in a queue
manager. By incorporating these events into your own system management application, you can monitor
the activities across many queue managers, for multiple IBM MQ applications. In particular, you can
monitor all the queue managers in your system from a single queue manager.

Events can be reported through a user-written reporting mechanism to an administration application that
supports the presentation of the events to an operator. Events also enable applications acting as agents
for other administration networks, for example NetView, to monitor reports and create the appropriate
alerts.

Related tasks
Using IBM MQ trace
Using IBM MQ events
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S EMUnit of recovery disposition on z/0S

Certain transactional applications can use a GROUP, rather than a QMGR, unit of recovery disposition
when connected to a queue manager in a queue sharing group (QSG) by specifying the QSG name when
they connect instead of the queue manager name. This allows transaction recovery to be more flexible
and robust by removing the requirement to reconnect to the same queue manager in the QSG.

Transactions started by applications that have connected using the queue sharing group name also have a
GROUP unit of recovery disposition.

When a transactional application connects with a GROUP unit of recovery disposition it is logically
connected to the queue sharing group and does not have an affinity to any specific queue manager. Any 2-
phase commit transactions that it has started that have completed phase-1 of the commit process, that
is, they are in doubt, can be inquired and resolved, when connected to any queue manager within the
QSG. In arecovery scenario this means that the transaction coordinator does not have to reconnect to the
same queue manager, which may be unavailable at that time.

Applications that connect with a QMGR unit of recovery disposition have a direct affinity to the queue
manager to which they are connected. In a recovery scenario the transaction coordinator must reconnect
to the same queue manager to resolve any in-doubt transactions, irrespective of whether the queue
manager belongs to a queue sharing group.

When applications specify a queue sharing group name, and thus connect to a queue manager in a QSG
with a GROUP unit of recovery disposition, the queue sharing group is logically a separate resource
manager. This means that in-doubt transactions are only visible to an application if it reconnects with the
same unit of recovery disposition. In-doubt transactions with a QMGR unit of recovery disposition are not
visible to applications that have connected with a GROUP unit of recovery disposition and vice versa.

Related concepts

“Enabling GROUP units of recovery” on page 261
A queue sharing group can configure and enable support for GROUP units of recovery.

“Application support” on page 262
Use this page to determine which applications can connect with a GROUP unit of recovery disposition.

S EMEnabling GROUP units of recovery
A queue sharing group can configure and enable support for GROUP units of recovery.

To use GROUP units of recovery on a queue manager within a QSG, enable the GROUPUR queue manager
attribute. For more information about this concept, see “Unit of recovery disposition on z/0S” on page
261 before reading the rest of this topic.

When the GROUPUR queue manager attribute is enabled, the queue manager accepts new connections
with a GROUP unit of recovery disposition. If you disable this attribute new connections with this
disposition are not accepted, although applications already connected is unaffected until they disconnect.

When an application connects with a GROUP unit of recovery disposition and either inquires what
transactions are in doubt or attempts to resolve a transaction that was started elsewhere in the queue
sharing group (QSG), the queue manager to which it is now connected must be able to communicate with
the other members of the queue sharing group so that it can process the request. To do this it uses a
shared queue called SYSTEM.QSG.UR.RESOLUTION.QUEUE. This queue must be on a recoverable
application structure called CSQSYSAPPL. The structure must be recoverable because persistent
messages are stored on this queue when processing resolution requests.

Before you can enable GROUP units of recovery, you must ensure that the coupling facility structure and
the shared queue are defined. You can use the definitions in the CSQ4INSS sample. When the queue is
defined, or detected during startup, each queue manager in the queue sharing group opens the queue so
that it can receive incoming requests. If you want to delete or move the queue because it has been
defined incorrectly you can request that the queue managers close their open handles on it by updating
the queue object to inhibit MQGET requests. When you have made the necessary corrections, permitting
applications to get messages from the queue once more directs each queue manager to reopen it. Use the
DISPLAY QSTATUS command to identify what handles are open on a queue.
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When you have completed this setup you can then enable GROUP units of recovery on each queue
manager that you want transactional applications to be able to connect to with a GROUP unit of recovery
disposition. This need not be all of the queue managers within the queue sharing group but if you choose
to only enable this functionality on a subset of the queue sharing group you must ensure that your
applications only attempt to connect to queue managers on which you have enabled it. For more
information, see “Application support” on page 262.

When you attempt to enable the GROUPUR queue manager attribute, a number of configuration checks
are performed. The queue manager checks that:
+ It belongs to a queue sharing group.

» The shared-queue called SYSTEM.QSG.UR.RESOLUTION.QUEUE has been defined, according to the the
definition in CSQ4INSS.

* The SYSTEM.QSG.UR.RESOLUTION.QUEUE is on a recoverable CF structure called CSQSYSAPPL.
If any of the above checks fail, the GROUPUR attribute remains disabled and a message code is returned.

These configuration checks are also performed at queue manager startup if the queue manager attribute
is enabled. If any of the checks fail during startup GROUP units of recovery is disabled and the queue
manager issues a message identifying which check failed. When you have performed the necessary
corrective action you must then re-enable the queue manager attribute.

L EM Application support

Use this page to determine which applications can connect with a GROUP unit of recovery disposition.

Support for the GROUP unit of recovery disposition is limited to certain types of transactional applications
for which IBM MQ for z/OS is a resource manager but not the transaction coordinator. Currently supported
transactional applications are:

« IBM MQ extended transactional client applications

« IBM MQ classes for IMS applications running in an application server, such as WebSphere Application
Server.

+ CICS applications running in CICS Transaction Server 4.2 or later, when the CICS MQCONN resource
definition is configured with RESYNCMEMBER(GROUPRESYNC).

Related concepts

“IBM MQ extended transactional client applications” on page 262
Use this page to determine how IBM MQ extended transactional client applications can use the GROUP
unit of recovery disposition.

“CICS applications” on page 263
Use this page to determine how CICS can use the GROUP unit of recovery disposition.

IBM MQ extended transactional client applications

Use this page to determine how IBM MQ extended transactional client applications can use the GROUP
unit of recovery disposition.

An example of an IBM MQ extended transactional client application is one that uses JMS and runs in
WebSphere Application Server, connecting to IBM MQ over TCP/IP, rather than local bindings. These
client applications connect to IBM MQ for z/OS over network connections, such as via TCP/IP. For these
applications, it is the value specified for the QMNAME parameter of the xa_info string passed in the
xa_open call that specifies whether a QMGR or GROUP unit of recovery disposition is used. For more
information about xa_open, see The format of an xa_open string and Additional error processing for
xa_open. For JMS applications this is done by specifying the name of the queue sharing group (QSG) in
the ConnectionFactory instead of the name of a specific queue manager.

For XA client applications to take advantage of using the GROUP unit of recovery disposition you must
configure your TCP/IP setup to allow your client applications to be routed to the queue managers in the
qgueue sharing group that have the GROUPUR attribute enabled, rather than a specific queue manager.
One of the dynamic virtual IP address technologies that you can use to do this is the z/OS SysPlex
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Distributor. See z/0S 541 A¥ and z/0S 7| &2 7|&: 54 7} 4 A A for more details. If you want to
enable GROUP units of recovery on a subset of the queue managers in your queue sharing group, ensure
that your client applications cannot be routed to those on which it is not enabled.

Your client applications do not have to connect to the queue sharing group using shared channels.

ST CcICS applications

Use this page to determine how CICS can use the GROUP unit of recovery disposition.

CICS 4.2 and later provides the group resynchronization option, RESYNCMEMBER(GROUPRESYNC) in an
MQCONN resource definition. A CICS configured with this option can connect to any suitable queue
manager in a queue sharing group which is running on the same LPAR as that CICS region. To support the
CICS GROUPRESYNC option, a queue manager must be running at MQ V7.1 or later, and be enabled for
GROUPUR support.

Transactions running within a CICS region connected to MQ using GROUPRESYNC create units of work
with GROUP unit of recovery disposition.

You can use RESYNCMEMBER(GROUPRESYNC) to enable faster recovery after a queue manager failure as
it enables the CICS region to immediately connect to an alternative eligible queue manager running on the
same LPAR, resolving any indoubt transactions as necessary, without waiting for queue manager restart.

RESYNCMEMBER(GROUPRESYNC) also enables more flexible restart options for CICS. A CICS region with
its MQ connection configured to use GROUPRESYNC and MQ shared queues can be restarted on any LPAR
where there is a queue manager running as a member of the same queue sharing group.

EEFTEENTBM MQ and other z/0S products

Use this topic to understand how IBM MQ can work with other z/OS products.

Related concepts

“IBM MQ and CICS” on page 263

All the CICS versions supported by IBM MQ 9.0.0, and later, use the CICS supplied version of the adapter
and bridge.

“IBM MO for z/OS and WebSphere Application Server” on page 269
Use this topic to understand the use of IBM MQ for z/OS by the WebSphere Application Server.

Related reference

“IBM MQ and IMS” on page 265
Use this topic to understand how IBM MQ works with IMS. The IMS adapter allows you to connect your
gueue manager to IMS, and enables IMS applications to use the MQL.

“IBM MQ and the z/OS Batch, TSO, and RRS adapters” on page 268
Use this topic to understand how IBM MQ works with the z/OS Batch, TSO, and RRS adapters.

SETEENIBM MQ and CICS

All the CICS versions supported by IBM MQ 9.0.0, and later, use the CICS supplied version of the adapter
and bridge.

For more information about configuring the IBM MQ CICS adapter, and the IBM MQ CICS bridge
components, see the Configuring connections to IBM MQ section of the CICS documentation.

Related tasks
Using IBM MQ with CICS

SETEECICS group attach

CICS group attach provides the ability for a CICS region to connect to any active member of an IBM MQ
queue sharing group on the same LPAR rather than specifying an individual queue manager. CICS still
connects to a single queue manager at a time.
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You require at least two queue managers on the LPAR to support CICS group attach. Using group attach
provides higher availability as you do not need a particular queue manager to be active. CICS connects to
any queue manager in the queue sharing group on the LPAR.

For more information, see the CICS documentation on the MOCONN resource.
CICS attempts to connect to MQNAME passed as if it were a queue manager:

« If the queue manager exists and is active, the connection will work.

« If the connection fails, CICS queries the status of queue managers in the group to ascertain which are
active on same LPAR.

« If multiple queue managers are active, CICS checks for RESYNCMEMBER(YES) and the UOW status to
determine whether CICS needs to connect, or should connect, to a particular member, or wait if not
active.

« If there is no need to connect to a particular member, CICS selects a queue manager (using a
randomizing algorithm).

+ CICS attempts to connect to chosen queue manager.

« If the attempt fails then, depending upon the return code, CICS chooses the next member, then goes
through the selection loop again.

+ If no queue managers are active, CICS issues multiple connections to the list of queue managers and
waits on ECBLIST until the first queue manager becomes available.

Related concepts

“Group units of recovery (GROUPUR) for CICS” on page 264

The IBM MQ GROUPUR for CICS provides peer recovery for in-doubt units of work in a queue sharing
group (QSG). One IBM MQ queue manager can resolve in-doubt units of work on behalf of another queue
manager in the queue sharing group. This means that if CICS reconnects through group attach to a
different queue manager in the QSG, it can resolve indoubt transactions from a previous IBM MQ
connection.

Related information
Support for IBM MQ queue sharing groups

[ EM Group units of recovery (GROUPUR) for CICS

The IBM MQ GROUPUR for CICS provides peer recovery for in-doubt units of work in a queue sharing
group (QSG). One IBM MQ queue manager can resolve in-doubt units of work on behalf of another queue
manager in the queue sharing group. This means that if CICS reconnects through group attach to a
different queue manager in the QSG, it can resolve indoubt transactions from a previous IBM MQ
connection.

If a CICS region is working with a queue manager, and the queue manager ends abnormally, then any
indoubt transactions are recovered. This eliminates the need for the CICS region to wait for the queue
manager that it was working with to restart, and then resolve any in doubt units of work. This means that
you need at least two queue managers on the LPAR, so that CICS can connect to another queue manager
in the event of an abnormal termination of the first queue manager.

The new RESYNCMEMBER(GROUPRESYNC) setting on the CICS MQCONN definition:

+ Uses the IBM MQ group attach function and peer recovery.
+ Requires a queue manager with the GROUPUR attribute enabled.
« Still supports the existing CICS MQCONN RESYNCMEMBER settings (YES and NO):
- Uses the existing CICS group attach function and no peer recovery.
— Changing RESYNCMEMBER settings takes effect next time CICS connects to IBM MQ.

Related concepts

“Enabling GROUP units of recovery” on page 261
A queue sharing group can configure and enable support for GROUP units of recovery.
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S -SNIBM MQ and IMS

Use this topic to understand how IBM MQ works with IMS. The IMS adapter allows you to connect your
queue manager to IMS, and enables IMS applications to use the MQI.

The optional additional IBM MQ - IMS bridge enables applications to run an IMS application that does not
use the MQI. This means that you can use your legacy applications with IBM MQ, without the need to
rewrite them.

For more information about these components, see the following subtopics:

Related concepts

IMS and IMS bridge applications on IBM MQ for z/OS
Related tasks

Setting up the IMS adapter

Setting up the IMS bridge

Operating the IMS adapter

Related reference

MOQIIH - IMS information header

ST ESThe IMS adapter

The IMS adapter is an interface between IMS application programs and an IBM MQ subsystem.

The IBM MQ adapters enable different application environments to send and receive messages through a
message queuing network. The IMS adapter is the interface between IMS application programs and an
IBM MQ subsystem. It makes it possible for IMS application programs to use the MQI.

The IMS adapter receives and interprets requests for access to IBM MQ using the External Subsystem
Attach Facility (ESAF) provided by IMS. Usually, IMS connects to IBM MQ automatically without operator
intervention.

The IMS adapter provides access to IBM MQ resources for programs running in the following modes or
states:

+ Task (TCB) mode

+ Problem state

+ Non-cross-memory mode

+ Non-access register mode

The adapter provides a connection thread from an application task control block (TCB) to IBM MQ.

The adapter supports a two-phase commit protocol for changes made to resources owned by IBM MQ
with IMS acting as the syncpoint coordinator. Conversations where IMS is not the syncpoint coordinator,
for example APPC- protected (SYNCLVL=SYNCPT) conversations, are not supported by the IMS adapter.

The adapter also provides a trigger monitor transaction (CSQQTRMN). This is described in “The IMS
trigger monitor” on page 266.

You can use IBM MQ with the IMS Extended Recovery Facility (XRF) to aid recovery from a IMS error.

Note: As of IMS 15.2 Extended Recovery Facility (XRF) is no longer supported. See the IMS
documentation for more information.

Using the adapter

The application programs and the IMS adapter run in the same address space. The queue manager is
separate, in its own address space.

You must link-edit each program that issues one or more MQI calls to a suitable IMS language interface
module, and, unless it uses dynamic MQI calls, the IBM MQ-supplied API stub program, CSQQSTUB.
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When the application issues an MQI call, the stub transfers control to the adapter through the IMS
external subsystem interface, which manages the processing of the request by the message queue
manager.

System administration and operation with IMS

An authorized IMS terminal operator can issue IMS commands to control and monitor the connection to
IBM MQ. However, the IMS terminal operator has no control over the IBM MQ address space. For
example, the operator cannot shut down IBM MQ from an IMS address space.

Restrictions

The following IBM MQ API calls are not supported within an application using the IMS adapter:
+ MQCB

« MQCB_FUNCTION

+ MQCTL

The IMS trigger monitor

The IMS trigger monitor (CSQQTRMN ) is an IBM MQ-supplied IMS application that starts an IMS
transaction when an IBM MQ event occurs, for example, when a message is put onto a specific queue.

How it works

When a message is put onto an application message queue, a trigger is generated if the trigger
conditions are met. The queue manager then writes a message (containing some user-defined data),
known as a trigger message, to the initiation queue that has been specified for that message queue. In
an IMS environment, you can start an instance of CSQQTRMN to monitor an initiation queue and to
retrieve the trigger messages from it as they arrive. Typically, CSQQTRMN schedules another IMS
transaction by an INSERT (ISRT) to the IMS message queue. The started IMS application reads the
message from the application message queue and then processes it. CSQQTRMN must run as a non-
message BMP.

Each copy of CSQQTRMN services a single initiation queue. When it has started, the trigger monitor
runs until IBM MQ or IMS ends.

The APPLCTN macro for CSQQTRMN must specify SCHDTYP=PARALLEL.

Because the trigger monitor is a batch-oriented BMP, IMS transactions that are started by the trigger
monitor contain the following:

 Blanks in the LTERM field of the IOPCB
« The PSB name of the trigger monitor BMP in the Userid field of the IOPCB

If the target IMS transaction is protected by Security Server (previously known as RACF ), you might
need to define CSQQTRMN as a user ID to Security Server.
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Use this topic to understand how IBM MQ works with IMS. The IMS adapter allows you to connect your
queue manager to IMS, and enables IMS applications to use the MQI.

= sy

g4
i Tl A4 715

S SNIBM MQ and the z/0S Batch, TSO, and RRS adapters
Use this topic to understand how IBM MQ works with the z/OS Batch, TSO, and RRS adapters.

Introduction to the Batch adapters

The Batch/TSO adapters are the interface between IBM MQ and z/OS application programs running under
JES, TSO, or z/OS UNIX System Services. These adaptors enable z/OS application programs to use the
MQI.

The adapters provide access to IBM MQ resources for programs running in the following modes or states:
 Task (TCB) mode

» Problem or supervisor state

« Non-cross-memory mode

« Non-access register mode

Connections between application programs and IBM MQ are at the task level. The adapters provide a
connection thread from an application task control block (TCB) to IBM MQ.

The Batch/TSO adapter supports a single-phase commit protocol for changes made to resources owned
by IBM MQ. It does not support multi-phase commit protocols. The RRS adapter enables IBM MQ
applications to participate in two-phase commit protocols with other RRS-enabled products, coordinated
by z/OS Resource Recovery Services (RRS).

The adapters use the z/OS STIMERM service to schedule an asynchronous event every second. This event
runs an interrupt request block (IRB) that does not involve any waiting by the batch application's task.
This IRB checks to see if the IBM MQ termination ECB has been posted. If the termination ECB has been
posted, the IRB posts any application ECBs that are waiting on an event in IBM MQ (for example, a signal
or a wait).
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The Batch/TSO adapter

The IBM MQ Batch/TSO adapter provides IBM MQ support for z/OS Batch and TSO applications. All
application programs that run under z/OS Batch or TSO must have the API stub program CSQBSTUB link-
edited with them. The stub provides the application with access to all MQI calls. You use single-phase
commit and backout for applications by issuing the MQI calls MQCMIT and MQBACK.

The RRS adapter

Resource Recovery Services (RRS) is a subcomponent of z/OS that provides a system-wide service for
coordinating two-phase commit across z/OS products. The IBM MQ Batch/TSO RRS adapter (the RRS
adapter) provides IBM MQ support for z/OS Batch and TSO applications that want to use these services.
The RRS adapter enables IBM MQ to become a full participant in RRS coordination. Applications can
participate in two-phase commit processing with other products that support RRS (for example, Db2 ).

The RRS adapter provides two stubs; you must link-edit application programs that want to use RRS with
one of these stubs.

CSQBRSTB
This stub allows you to use two-phase commit and backout for applications by using the RRS callable
resource recovery services instead of the MQI calls MQCMIT and MQBACK.

You must also link-edit module ATRSCSS from library SYS1.CSSLIB with your application. If you use
the MQI calls MQCMIT and MQBACK, you will receive return code MQRC_ENVIRONMENT_ERROR.

CSQBRRSI
This stub allows you to use MQI calls MQCMIT and MQBACK ; IBM MQ actually implements these calls
as the SRRCMIT and SRRBACK RRS calls.

For information about building application programs that use the RRS adapter, see The RRS batch
adapter.

Where to find more information about the z/0S Batch, TSO, and RRS adapters
You can find more information about the topics in this section in the following sources:

Table 28. Where to find more information about using z/OS Batch with IBM MQ

Topic Where to look
Task 19: Set up Batch, TSO, and RRS adapters

Setting up the Batch adapters

MVS Programming: Callable Services for High
Level Languages

RRS callable resource recovery services

S SNIBM MQ for z/0S and WebSphere Application Server
Use this topic to understand the use of IBM MQ for z/OS by the WebSphere Application Server.

Applications written in Java that are running under WebSphere Application Server can use the Java
Message Service (JMS) specification to perform messaging. Point-to-point messaging in this environment
can be provided by an IBM MQ for z/OS queue manager.

A benefit of using an IBM MQ for z/OS queue manager to provide the messaging is that connecting JIMS
applications can participate fully in the functionality of an IBM MQ network. For example, they can use the
IMS bridge, or exchange messages with queue managers running on other platforms.
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Connection between WebSphere Application Server and a queue manager
See Using IBM MO and WebSphere Application Server together for more information.

Using IBM MQ functions from JMS applications

By default, IMS messages held on IBM MQ queues use an MQRFH2 header to hold some of the JIMS
message header information. Many legacy IBM MQ applications cannot process messages with these
headers, and require their own characteristic headers, for example the MQCIH for CICS Bridge, or MQWIH
for IBM MQ Workflow applications. For more details about these special considerations, see Mapping JMS
messages onto IBM MQ messages.
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IBM MQ Internet Pass-Thru
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