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o] o] AL 7}t ko ul glo] M AE Bojdt 4 Q)5 c), ZE o]y 2to] Al

< ©]-85}2{% IBM License
Service & ALg31] Bfol 2 AL§-S 45} B 3 QIEfo S ES Thalof Thuct,
F T

IBM ZiH|o] 2lo] A
Z1ElolY EPOWW FAQ
License Service 3]

gho] A ALE K 7] 9l 24

BNETESNT1EM MQ ZiE|0|L1 0|0|X| S & W st= Z<2| 2lo|HIA of KoM

2to] Al of i | o] -2 7]RE A| ARl o] ofy 2} e o] o]l A ol &HA|of| wet ARSFE 4 & 4= A ol Y
C}. AR82H= IBM License Serviceol|l A AFEFS 3251 d] AFEshH= 4 of knH o] A3t 7| ZiH| o] Y & i
x|t & Zeto]AEE AUk

A3 " ESHIBM MQ ZIE| o] o|m| 2] & v X|5t= 799 gho]dlA Rojoll= & 712] ol sy

. ZAEo]Y 2 Aleiat= 7] A| A=) aho] Al %_‘_Tl_o:] shch,

n°|'

- Ay gHAo]| et e o] o] 2lo] A E Kottt
T 3 % Zeto|AE M AREE 4= 910 Eﬂ Z7} M EAFEHE Passport Advantage®2] IBM Z1E]o] 1 glo] Al
2 Ho]7] oA 2 4= Y F U

Zigoly StA|of whet IBM MQ Z1E|o]Hof| 2lo] MlAT}E Boj &= 7 o= AHg-3F 24-& 9|5l IBM License
ServiceS A x| sllof ghu Tt A Q== 37 W Az 2| AJAFG o] et 712 Q1 A B = GitHub2] ibm-licensing-
operator ] %]} 15Ut}

IBM License Service = IBM MQ ZH|o| |47} v x| E] = Kubernetes Z2] A Eof] A X =™ T+ (Pod) o] k] o] A
2 AMEFE 225 o] AFS U uheba] S2to| I E= IBM License Serviceoll A A8 7 o] ko E| o]
A3t &7 BHPod)2 Bl 2| slof ghu T}, Z1E| o] Wjol v x| QlEfo] EHE YW 7] 50f w2} o} o i EH|o]d F
St o] /S AFESHA Al 2.

B3 @ ofeelol ol thg ¥ F skt L F 0 mgE|o] Aguich

productChargedContainers: "All" | "NAME_OF_CONTAINER"
productMetric: "PROCESSOR_VALUE_UNIT" | "VIRTUAL_PROCESSOR_CORE"

o i El|o] & AHE-s}7| Aol oh& 32 W soF gt
« productChargedContainers®] ¢ "All" & A=A ZiE o] 2] AA| o] &2 tiAlsoF &Yt
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https://www.ibm.com/software/passportadvantage/containerlicenses.html
https://www.ibm.com/software/passportadvantage/containerfaqov.html
https://www.ibm.com/docs/en/cloud-paks/foundational-services/4.3?topic=service-installing-license
https://www.ibm.com/docs/en/cloud-paks/foundational-services/4.3?topic=reporting-viewing-tracking-license-usage
https://www.ibm.com/software/passportadvantage/containerlicenses.html
https://www.ibm.com/software/passportadvantage/containerlicenses.html
https://github.com/IBM/ibm-licensing-operator
https://github.com/IBM/ibm-licensing-operator
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IBM MQ M|Z QIEIO|SHES} &7 ALEE o LEl[0] M

IBM MQ A& QlEfo] EHEZ} Jl= 73 otellol A Fulisto] ARE-5te] = QlEfo] EH E QL U X|5h= of o] A
2 MefshiAl e,

« 15 3|0|#]2] [IBM MQJ

- 15 H[o]x]e] [1BM MQ 7

- 16 Ho]x|9] TH|=2HM 578 IBM MQJ

+ 16 Ho]#|9] M|z =Y 27§ IBM MQ Advanced,]

« 16 o] A]e] [7h4FA}H-8 IBM MQ AdvancedJ

IBM MQ TH& QIAEIA 17184 FAo A A3 IBM MQ o o] d- thgat Zr5 Ut 14 wo]x|9] T
71878 A0l thgt ZHEE ok Ho|d M=y & FRSHYAI L.

+ 16 Ho]x]9] 1BM MQ ZIH[o]Y T} QIAEI A

+ 16 H|o]A]2] [IIBM MQ Advanced Container th5 QIAE A

+ 16 #|o]A]9] MBM MQ H|Z==2 Y 87 o] g0 b5 JIARIA

« 16 Ho]A]9] MZ=2YM 78 IBM MQ Advanced Container Multi Instance,

CP4I HIE QIEIO|EHERS} SHH| AI2E O 'E|0|M

IBM Cloud Pak for Integration (CP4I) QIE}O] ERH E 7} Ql= 749 ofgffof| A Fufjsto] Ab&5te = QlEfo] EHE
ot A oh= o lE| o] & A et Al 2.

- 17 Ho]A]9] [CPAI QIEtO] EHE T} Q= IBM MQJ

« 17 Hlo]z]2] [1BM MQ Advanced with CP4I QIE}o]EHE

« 17 H|o]#]29] [FIBM MO for Non-Production Environment with CP4I H35kH)

« 17 H|o]A]2] TIBM MQ Advanced for Non-Production Environment with CP4I 3}

IBM MQ thF QIAE A 17184 Aol A AFRE CP4T o 'mH|o] A2 ot ZH5 Ut 14 Fo]x]o] 37t
278 F/dol tigt ZHEE o - Eo]d ey = FERSHIA L.

+ 17 Ho]A]9] I1BM MQ CP4I QlEfo] SHEZ} Jl= ZE| oY b5 QIARIA)

+ 17 #|o]A] 2] [IBM MQ Advanced Contalner Multi Instance with CP4I QIE}O] EFHE

- 18 H[o]#]9] TIBM MQ CPAI H3to] Ql=H| =2 M g4 o] ZE|o] thF IAHA

- 18 Ho]#]2] TIBM MOQ Advanced Container Multi Instance for Non-Production Environment with CP4I
Hshy

17tEH -T““OH CHet SHHE o '-E|0| M =X
IBM MQ T3 JIAEI A
IBM MQ t5 IAERIA 117184 F/doll A 7 ehe|ap 42 B X2 o & QIAE A B Fof A F U3 of i E| o] A
= AH&slofF u ot gt QIEto| SEH Eof whe} o2 of kB o| A 5 5t A=l slof ST
+ IBM MQ X+ IBM MQ Advanced SH 3 QIElo] &
- 16 Ho]x]e] FIBM MQ ZiE|o]y T} Qla
- 16 Ho]#A|2] FIBM MQ Advanced Container t}5 QIAEI A
- 16 Ho]#]9] FIBMMQH|Z=YM S 9] ZiE|o|d th& QIAE A
- 16 Ho]#|o] ME|Z=2YM 272 IBM MQ Advanced Container Multi Instance.
« IBM Cloud Pak for Integration A}4 (entitlement)
- 17 #|o]#]9] FIBM MQ CPAI QIE}o] S EZ} Ql= ZE| o] b5 QIAH A
- 17 #°o]#]2] [IBM MQ Advanced Container Multi Instance with CP4I QIE}O] EHE

N
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- 187o|z|e] 1BM MO CPAI AFto] 9li= B m2 |4 70| ZAejo]u thE QIARA

- 18 H|o]#]2] TIBM MO Advanced Container Multi Instance for Non-Production Environment with

CP4I #H3tH)

IBM Cloud Pak for Integration 1E}FO] ST E9} 14| AF-&5H= 749 o] 'mE|o] 2] QlElo] EHE H

go gue

ole}o] EHE o] go| 7|25 =x] &olgtct =23 [BM MQ & EEL IBM MQ Advanced QIEto] EHE 2} 1| AF
8351= A2 7F I AEl Ao t5f License Service o] E11% OilcEﬂol’E% et ZHo] IBM MQ QlE}O|EHE

TJJ(EOH ”J%HQOF gt

« IBM MQ Advanced container t}& QIAEH A
- 1 xIBM MOQ Advanced ¥ 1 x IBM MQ Advanced 27}-84] EA| 2 ==
- 2 xIBM MQ Advanced3

« IBM MQ Advanced container H|Z 25 M 317 9] T} QI AEH A
- 1 xIBM MQ Advanced ¥ 1 x IBM MQ Advanced 17184 EA| & =
- 2 xIBM MQ Advanced (H|Z 25 A 7 0] 7§93

- IBMMQ ZH|o|{ t}F IARA
- 1xIBMMQ ¥ 1xIBMMQ 17} 84 BAlE ==
- 2xIBMMQ3

+ IBMMQ H|Z 25 M g7 o] ZE|o]Y thF AAH
- 1xIBMMQ ¥ 1 x MQ 17HEA BEAlE s
- 2xIBMMQ (H]ui /S%’rﬁiﬂ 7393

IBM MQ 7] HA

TG HA 730l Al o) 7 B RbE A sk 79 TA JAE A
ol 5k of o] o] Qlojof gch, 7 Sleto] ERE

« IBM MQ %= IBM MQ Advanced EH 3 Qlefo] EHE
- 15 Ho]x]e] TIBM MQ X&J
- 16 Ho]A|9] =25 378 IBM MQ Advanced.
« IBM Cloud Pak for Integration A4 (entitlement)
- 17 Ho]#]2] FIBM MQ Advanced with CP4I QIE}o] EHE |

rlr

[>

N

- 17 Ho]®]e] FIBM MQ Advanced for Non-Production Environment with CP4I H35hj

0 .- Ejo] M

o] ] L x| 5Eol A 7} of ioo] Mo] ZAe2of s 2als] Ay e

IBM MQ

productID: "c661609261d5471fb4££8970a36bccea”
productName: "IBM MQ"

productMetric: "PROCESSOR_VALUE_UNIT" | "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"
IBMMQ 11&

productID: "208423bb063c43288328h1d788745b0c"
productName: "IBM MQ Advanced"

of st}

3 o] QIEfo] ERIE g4 AHilo|m B 17HEA AR SE O] St EUES A8

>
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productMetric: "PROCESSOR_VALUE_UNIT" | "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"

HIZ2HM 23 IBM MQ

productID: "151bec68564a4ad47aldeb6fa99266deff"

productName: "IBM MQ for Non-Production Environment"
productMetric: "PROCESSOR_VALUE_UNIT" | "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"

HZz25M 3142 IBM MQ Advanced

productID: "21dfe9a0f00f444£888756d835334909"

productName: "IBM MQ Advanced for Non-Production Environment"
productMetric: "PROCESSOR_VALUE_UNIT" | "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"

LKL IBM MQ Advanced

productID: "2f886a3eefbedcch89b2adbh97c¢78b9ch"”

productName: "IBM MQ Advanced for Developers (Non-Warranted)"
productMetric: "FREE"

productChargedContainers: "All" | "NAME_OF_CONTAINER"

IBM MQ ZiH|0|L{ C}F QIAEA

productID: "2dea73b866h648h6h4abe2a85eh76964"

productName: "IBM MQ Container Multi Instance"

productMetric: "PROCESSOR_VALUE_UNIT" | "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"

IBM MQ Advanced Container C}= QIAEA

productID: "bd35bff411bb47c2a3f3a4590f33a8ef"

productName: "IBM MQ Advanced Container Multi Instance"
productMetric: "PROCESSOR_VALUE_UNIT" | "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"

IBM MQ H{IZ2H M 2tA 9| ZiEj|o|L] C}= QAUAEA

[

productID: "afl11h093f16a4a26806013712h860h60"

productName: "IBM MQ Container Multi Instance for Non-Production Environment"
productMetric: "VIRTUAL_PROCESSOR_CORE"

productChargedContainers: "All" | "NAME_OF_CONTAINER"

H X2 M 2148 IBM MQ Advanced Container Multi Instance

productID: "31f844f7a96h49749130cd0708fdbbh17"

productName: "IBM MQ Advanced Container Multi Instance for Non-Production Environment"
productMetric: "VIRTUAL_PROCESSOR_CORE"

productChargedContainers: "All" | "NAME_OF_CONTAINER"

16 ZH|°]1 2] IBM MQ



CP4I QIE}O|EHETJ} )= IBM MQ

cloudpakId: "c8hb82d189e7545£0892dh9ef2731b90d"
cloudpakName: "IBM Cloud Pak for Integration"
productID: "c661609261d5471fbh4££8970a36bccea”
productName: "IBM MQ"

productMetric: "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"
productCloudpakRatio: "4:1"

IBM MQ Advanced with CP4I QIE}0|EHE

cloudpakId: "c8b82d189e7545£0892dh9ef2731b90d"
cloudpakName: "IBM Cloud Pak for Integration"
productID: "208423bb063c43288328b1d788745b0c"
productName: "IBM MQ Advanced"

productMetric: "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"
productCloudpakRatio: "2:1"

IBM MQ for Non-Production Environment with CP4I 25t

cloudpakId: "c8b82d189e7545£0892dh9ef2731b90d"
cloudpakName: "IBM Cloud Pak for Integration"
productID: "151bec68564a4ad47alde6fa99266deff"
productName: "IBM MQ for Non-Production Environment"
productMetric: "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"
productCloudpakRatio: "8:1"

IBM MQ Advanced for Non-Production Environment with CP4I gt

cloudpakId: "c8b82d189e7545£0892dbh9ef2731b90d"

cloudpakName: "IBM Cloud Pak for Integration"

productID: "21dfe9a0f00f444£888756d835334909"

productName: "IBM MQ Advanced for Non-Production Environment"
productMetric: "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"
productCloudpakRatio: "4:1"

IBM MQ CP4I1 2lEIO|EHET} U = ZH|O|L{ C}= QAR A

productName: "IBM MQ Container Multi Instance"
productID: "2dea73b866b648b6bdabe2a85eh76964"
productChargedContainers: "All" | "NAME_OF_CONTAINER"
productMetric: "VIRTUAL_PROCESSOR_CORE"
productCloudpakRatio: "10:3"

cloudpakName: "IBM Cloud Pak for Integration"
cloudpakId: "c8hb82d189e7545£0892dh9ef2731h90d"

IBM MQ Advanced Container Multi Instance with CP4I QIE}0|EH

cloudpakId: "c8b82d189e7545£0892db9ef2731b90d"
cloudpakName: "IBM Cloud Pak for Integration"
productID: "bd35bff411bb47c2a3f3a4590£33a8etf"
productName: "IBM MQ Advanced Container Multi Instance"
productMetric: "VIRTUAL_PROCESSOR_CORE"
productChargedContainers: "All" | "NAME_OF_CONTAINER"
productCloudpakRatio: "5:3"

ZiE|0|4 2! IBM Cloud Pak for Integration 2| IBM MQ 17



IBM MQ CP41 #st0| Q= H|E2 M 2tA9| ZiH|0|L] C}= QAR A

cloudpakId: "c8hb82d189e7545£0892dh9ef2731b90d"

cloudpakName: "IBM Cloud Pak for Integration"

productID: "af11b093f16a4a26806013712h860b60"

productName: "IBM MQ Container Multi Instance for Non-Production Environment"
productMetric: "VIRTUAL_PROCESSOR_CORE"

productChargedContainers: "All" | "NAME_OF_CONTAINER"

productCloudpakRatio: "20:3"

IBM MQ Advanced Container Multi Instance for Non-Production Environment with
CP4I Hst

cloudpakId: "c8b82d189e7545£0892db9ef2731b90d"

cloudpakName: "IBM Cloud Pak for Integration"

productID: "31f844f7a96b49749130cd0708fdbb17"

productName: "IBM MQ Advanced Container Multi Instance for Non-Production Environments"
productMetric: "VIRTUAL_PROCESSOR_CORE"

productChargedContainers: "All" | "NAME_OF_CONTAINER"

productCloudpakRatio: "10:3"

BEEENSNCZSINIBM MQ Operator0il LHSH 54 &5

IBM MQ Operator 3.0 °]4}ol A= IBM MQ OperatorE A x| & o] t}2 %031}7} AHE O 2 A x| = ] °V\‘4‘:f.
IBM MQ Operator?] o|% B{Zloj|A]= IBM Cloud Pak foundational services &% Ao £4: 50, o] 2 x}=
IBM Operand Deployment Lifecycle Manager (ODLM) &3 A= A =] gt

Zlo] Al A AFR-S A5} IBM Licensing OperatorS & & Al x]sfjoF gt} IBM Cloud Pak for
Integration ® 4ol 4] License Service & &I Al 2.

IBM MQ Operator 3.0 O

IBM Cloud Pak for Integration 2to] Al A S AL-8-5}o] QueueManager = ZJ 8 o] Keycloak2] IBM Cloud
Pak for Integration IAEIALL S| A2 AFRI-25 AFEEHA] of B ’ﬂE—‘E} 4= AEYT Keycloak AHE2 7]
% 0 2 IBM Cloud Pak for Integration 2to] AlAZ AL 7}ham AT R G 7P ZHLE F4 gE ol
M9 t747] QueueManager = "FeHE" AHelsk HLITH Z4Aol thet AR 4 B 98 #ol o] [18M
MQ Operator A%]j o] Y& FZ3H4AA 2.

IBM MQ Operator2| O|F HH

IBM Cloud Pak foundational services 23 A= IBM MQ Operator?] o] WA & Ax|st uff 2150 2 Ax]5
Ut} o]2)3t 24 Operator= CPU & |2 2] Exd E7} 231 A2 A3to A= 27} 4L L v 2|5 d] AFEE
B

QueueManagers 2}/d& ujj IBM MQ Operator7} & Q3 7} A0 A0 tf$t OperandRequestE Z/d &Y

t}. OperandRequest ODLM Operatoro|A] 0|3 & = 5t 7 W4 AMH|AS HX|5HaL QAR AT

ot Z Q3 AMH| A F T AE X T uff o] 3t elo] Al A Alekyt @ H F HejA HEd Eof upe} wE Y

c}.

- IBM MQ Advanced %= IBM MQ Advanced for Developers 2to] A S MElsH= 7@ Z7} M| A7 Q &
2] ek& Ut o Sof, TS 7 2of= IBM Cloud Pak foundational services7} AF&&] 2] 24Ut}

spec:
license:
accept: true
license: L-AMRD-XH6P3Q
use: "Production"

- IBM Cloud Pak for Integration 2fo] AIAE HdElst 1 ¥ E AFHEC 2 HA5t e & HEist= 72 IBM MQ
Operator7} A2 ARRI2-& AFg o 2 AdAs5}17] 93l IBM IAM(Identity and Access Management) Operator

18 ZiH|o]1 2] IBM MQ



23}t t} IBM Cloud Pak for Integration Operator2 A x| $+ 7-¢- IAM Operator”} o] 0] AF-& 7}
Ayt A& =9, o 25U

accept: true
license: L-RJON-CD3JKX
use: "Production"

J2U A M E ARE oFsto 2 S IBM Cloud Pak foundational services7t L H & X] k& Ut o &
59, the 2y,
spec:
license:
accept: true
license: L-RJON-CD3JKX
use: "Production"

web:
enabled: false

%4 Operatoro] tf3t SLEQ0] 2 AT ES 0] 2 7ARGS] AFAZH 2AS 7] Afu] 2ol g StEglo] 274}
o 9l Al BEsHAAL L.
B Aol A ALG S CPU W Bl 2] o] 9F AlEE 4 QT ApMa i 180 0] 1|9

I.spec.gueueManager.resources,] 2] Y-85 ZZ5H4AA 2.
L
172 H|o]A|2] mq.ibm.com/vibetalo] tist glo] MlA Hof Zx g

EEENSNEZTINIBM MQ Operator®ilA ZQ 2 5H= SS{AE He| A

IBM MO Operatoroll A4 37} 9% Bl g Hajol, ~Ee)x] 22~ 9 22|28 v Hr2 9l7] 98] 2
2l A Hol Uske ez )

IBM MO Operatorol| A= th-8 S AE| H9| AshS I Q & Fhch,

« 5171 =& BT U3t o= Operatorol| A Al 3-5h= A H| o] | & 25kl Tl sl T2 A A0 A AFRE =
EX Q&S AAstal, Ak, o] EE 4 Al o FU o).

- API 15: admissionregistration.k8s.io
- Z¢): validatingwebhookconfigurations
- verbs: get, delete

+ AHEAF A AU L AT U AE L 215S AF517] 915) Red Hat Openshift E&l4 AHGE1E 422
APk el g A,

- API 15: console.openshift.io
- Z}¥: consoleyamlsamples
- verbs: create, get, update, delete
- 22 AEH WAL 98 Y3 o= Operator’t 22| AE 7o) tigt 24| S o] =eig 4 1A s U )
- API 15: config.openshift.io
- Z¢): clusterversions
- verbs: get, list, watch

- SYAEQ AEZR FYAES ]S W3t o]= OperatorZ} HH|o|Hol| A AelE AER]R] S Ao tjgt &
A E T =uigt 4= Q1A OH "]‘3}.

- API 715: storage.k8s.io
- Z}Y: storageclasses
- verbs: get, list

ZiE|0|4 2! IBM Cloud Pak for Integration 2| IBM MQ 19



#31: IBM MO Operator o= U] Am|o] A H 9] o] Pt ™3]t} IBM MQ Operator 7} 22| AE| H 9]0
A l% 7% vldAamo| A Hejo] Agto] HE Lﬂm*ﬂﬂol/\oﬂ ALY

AT 1BM MQ Operator®] AE2|X| I2{Argt

IBM MQ Operator= 7 A EZ X ZEZ ASE U},

« PA 2E2| A= zdH| o]y A AIZF A ZE| o] Hol| thet = Rl HHE AT 4 = 49 AHEEU o=

w0 2 70 | §.0 2 ANE AL EPF 7 Bl A ALE m LS E U
- A& 22 1BM MQe] E Ajo|m HElo|U] AAIAE Y 7| E 4], 219 2|4 o K] X7} A A A

o] ol 4 A& 7H5-3H] EHelgh e,

1BM MQ Operatori= 87 % 913k 2 E2/7] B.Eof nfe} 48] T 4 Sl 2E217 S48 AF8A 23}
£ 7158 AF

AM AEZ|X]|

IBM MQ-+= Stateful o Z 2] A o] o Z{A| 2} A] 5 QJ5ll o] el S AR A 2 FAFUTE JA| AEE]A]
£ AHEShe 9ol F TEjztol] tist B8 AFE] B A AIRE Al A EH YT of 7)ol = thgo] ZEE Ut
« ZE OA]A]

- BE 7 @R of 7 e zF 54 ARG HAIA] 4 HE)

- T ¥EjRke] MQ 22 AF ID

- BE ESA e

- BE 7 2R 4
. B2 27 A% Yol

ol2]gt o] F- 2 Q15 YAl *EE‘JXVP Z2GM, HAE T 7 Alute] Qo] A ghet W QI A] a3 o shct
g 50|, BE Uﬂ/\lxlﬂ Bl x| &2 o] 1 7 iU 7} MQ Zejele] w7} opebe AL oF & gl&U Tk AjA]
ZF A BE WA A7 A E s ofyzet F e zte] L& AAFYTH &3] YA AEO|HE AMHE SR
‘d7st ™, IBM MQ /g o] Bl o] m| A] ZpA|(AFAIRE % = 155 2] X]9] TRed Hat OpenShift CLIE
AF‘-’L fo] AR&2F % o] MQSC 9 INI otdo] e ofn| 2 &y o] & Zrx)o] F7tE]ojof gt o] & &
512] ko™ o] & thA] A|2HE wfjutct IBM MQ7} 743 &) of oF gt

ATEETNENCTES o) = = of, 1BM MOE A ~E2)A 2 7452]%, QueueManager®] AEe7]
Yo e T

queueManager:
storage:
queueManager:
type: ephemeral

X|& AEE|X]
= OpenShift CP41

IBM MQ £ ¥t 0 2 i Balal7} A2 Fof s X4 A A Bl T4 S RGeS Batel] fis) 2|4
o Io) k471 A TIct o Y% S g CIeh 7o) K T2 7 e 8 A S e e L) A A
917] )0 o] = E% 7439 AL&A) el7h B o 3-8 o|n|ghic). ofel of #lol 4 vibetal APIOA] IBM MQ
A7) 7L AFEA Aelel 25 BEo] R AughT,

- spec.queueManager.availability = 7}-84] R =2 #|ojgtuch SingleInstance =&
NativeHAES AFE 59l 749 ReadWriteOnce /\EEJX]U} ettt multiInstance 9 74 2 gHlE o}
A A EAJo] l= ReadWriteMany & | Yst= AEZ R A7 = 3t IBMMOE XY HH 2
gy EﬂiEE Agyct, 35 7184 HE= A& & dlo]okol dFE FUTh 7t X*E“ 24
o|z]2] [#AE o] o)A IBM MQo] thst 1784 <] 1413_0 2 ZFFAA| Q.

. spec.queueManager.storage = 7/I¥ 2B A AH S Aoyt 1-4719] X|&H E5S A

T Beate 74T 5 eyt

o

stz

Ju

20 o] 2] IBM MQ


https://www.ibm.com/support/pages/node/391335
https://www.ibm.com/support/pages/testing-statement-ibm-mq-multi-instance-queue-manager-file-systems

The o= T JIA”HA J B2AE ARS S T 449 2Yule EARU
spec:
queueManager:
storage:
queueManager:
enabled: true

rr

thg ol 7] 80] opd A elx] Seja 9 £7h 15l Wes Y AR S W OF AXEA T BeR
A9 AUsle BAZ .

spec:
queueManager:
availability:
type: MultiInstance
storage:
queueManager:
class: ibmc-file-gold-gid
persistedData:
enabled: true
class: ibmc-file-gold-gid
recoverylogs:
enabled: true
class: ibmc-file-gold-gid
securityContext:
supplementalGroups: [65534] # Change to 99 for clusters with RHEL7 or earlier worker nodes
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https://www14.software.ibm.com/cgi-bin/weblap/lap.pl?popup=Y&li_formnum=L-APIG-BYHCL7
http://www.apache.org/licenses/LICENSE-2.0.html
https://github.com/ibm-messaging/mq-container/issues
https://www.ibm.com/products/mq/advanced
https://github.com/ibm-messaging/mq-container/blob/master/docs/usage.md
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MQ_ENABLE_METRICS
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mq_gmgr_name
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thg B2 admin % app AHEAte] MU B2 TesHE A 33 AT

oc create secret generic my-mg-dev-passwords --from-literal=dev-admin-password=passw@rd --from-
literal=dev-app-password=passwOrd
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apiVersion: mqg.ibm.com/vilbetal
kind: QueueManager
metadata:
name: gm-dev
spec:
license:
accept: false
license: L-AXAF-JLZ53A
use: Development
web:
enabled: true
template:
pod:
containers:
- env:
- name: MQ_DEV
value: "true"
- name: MQ_CONNAUTH_USE_HTP
value: "true"
- name: MQ_ADMIN_PASSWORD
valueFrom:
secretKeyRef:
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https://github.com/ibm-messaging/mq-container/blob/master/docs/developer-config.md
https://github.com/ibm-messaging/mq-container/blob/master/docs/developer-config.md

name: my-mqg-dev-passwords
key: dev-admin-password
- name: MQ_APP_PASSWORD
valueFrom:
secretKeyRef:
name: my-mq-dev-passwords
key: dev-app-password
name: qgmgr
queueManager:
storage:
queueManager:
type: persistent-claim
name: QUICKSTART
version: 9.3.5.1-12
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https://docs.openshift.com/container-platform/4.10/networking/network_policy/about-network-policy.html
https://kubernetes.io/docs/concepts/services-networking/network-policies/

|X1| 7% NetworkPolicy

2 Red Hat OpenShift Container Platformol| A AF&3}7] 95l F #2] A} "mygm" o]l thst U A of5h=
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1l
metadata:
name: myqm
spec:
podSelector:
matchLabels:
app.kubernetes.io/instance: myqgm
app.kubernetes.io/name: ibm-mq
ingress:
# Allow access to queue manager listener from anywhere
- ports:
- protocol: TCP
port: 1414
# Allow access to Native HA port from other instances of the same queue manager
- from:
- podSelector:
matchLabels:
app.kubernetes.io/instance: mygm
app.kubernetes.io/name: ibm-mq
ports:
- protocol: TCP
port: 9414
# Allow access to metrics from monitoring project
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring
ports:
- protocol: TCP
port: 9157
# Allow access to web server via Route
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
ports:
- protocol: TCP
port: 9443
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NativeHALocalInstance:
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P

T
=
=
=

M

A

o
o

24 AA|7F FIPS
FIPSE A}-83F 4

ZiE0|4 2! IBM Cloud Pak for Integration 2| IBM MQ 29


https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3064
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/modules-in-process-list
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/modules-in-process-list

FIPS7} AH-& 7}5-¢t 73 -9- SSLFipsRequired &/ o] ARMZlo| Z7bE] 11 72 YesE A Ut}

NativeHALocalInstance:
KeyRepository=/run/runmgserver/ha/tls/key.kdb
CertificatelLabel=NHAQM
CipherSpec=ECDHE_RSA_AES_256_GCM_SHA384
SSLFipsRequired=Yes
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template:
pod:
containers:
- env:
- name: MQ_ENABLE_FIPS
value: "true"
name: qgmgr
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apiVersion: mqg.ibm.com/vilbetal
kind: QueueManager
metadata:
namespace: ibm-mqg-fips
name: ibm-mqg-gm-ppcle
spec:
license:
accept: true
license: L-AMRD-XH6P3Q
use: Production
queueManager:
name: PPCLEQM
storage:
queueManager:
type: ephemeral
template:
pod:
containers:
- env:
- name: MQ_ENABLE_FIPS
value: "true"
name: qmgr
version: 9.3.5.1-12

web:
enabled: false
pki:
keys:
- name: ibm-mqg-tls-certs
secret:
secretName: ibm-mg-tls-secret
items:
- tls.key
- tls.crt
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nlo] 13| o] A Zof| . spec.version ol &&= 7k
9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3,9.3.3.2-r3 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4, 9.3.0.3-r1,
9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-r2,
9.3.0.11-r1, 9.3.0.11-r2, 9.3.0.15-r1, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1,

9.3.2.0-r2,9.3.2.1-r1,9.3.2.1-r2,9.3.3.0-r1, 9.3.3.0-r2, 9.3.3.1-r1, 9.3.3.1-r2, 9.3.3.2-r1, 9.3.3.2-r2,
9.3.3.2-r3,9.3.3.3-r1, 9.3.4.0-r1

Red Hat OpenShift Container Platform ¥ %
OpenShift Container Platform 4.12 o]}, &al: OpenShift Container Platform Extended Update Support
(EUS) EejAant 21 yct o] Ee]AE=4.14 H 4,169} Zro] #4o] B Ayt

IBM Cloud Pak foundational services ] %l
IBM Cloud Pak foundational services H & 4.3 o]/} (A Ei&] A ]).
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H A
« 35 #|0]#]2] FIBM MQ Operator 3.0.05 ©f =% Hot A8 o] EQ]c}
F4 A H F ok -2 o] HtF AlA|gof| Z}A|s] AR = o] 5Tt

IBM MQ Operator 3.0.0

IBM Cloud Pak for Integration H %
IBM Cloud Pak for Integration 2023.4.1

Operator z'd
v3.0

.spec.version°l 3 &5+ 7t
9.3.4.0-r1

ulo] 13| o] M Zoj| .spec.version o] 5-&5 = gk
9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3,9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4, 9.3.0.3-r1, 9.3.0.4-r1,
9.3.0.4-r2,9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-r2, 9.3.0.11-r1,
9.3.0.11-r2, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1, 9.3.2.0-r2, 9.3.2.1-r1, 9.3.2.1-
r2,9.3.3.0-r1, 9.3.3.0-r2,9.3.3.1-r1, 9.3.3.1-r2, 9.3.3.2-r1, 9.3.3.2-r2, 9.3.3.2-r3

Red Hat OpenShift Container Platform ¥ %
OpenShift Container Platform 4.12 ©]/}. Zr3l: OpenShift Container Platform Extended Update Support
(EUS) BejAart x|yt o] HelA=4.14 9 4.16%} Zo] &40 2 e AUyt

IBM Cloud Pak foundational services ] %
IBM Cloud Pak foundational services B 4.3 o]/} (A el %]

NM2E 75

« A manualConfig YAML EA (IBMMQ9.3.4040 H) & } 5t mqwebuser. xml oY S
ConfigMap =+ A|3Elo] 27}4021 IBMMQ ¥ MY & AT 4 AHY

» o] A administrative REST API 7} 2| gl U}, 9|t ZFo] ConfigMap =& Al 23S %511 olg T+
A=UTH(IBMMQ 9.3.4 o] H Q). Tyt ¢4 A= o5 &4 “ﬂi Z2Ho| gt T AH|AR ZF
FE 7 oo g Hifjot= 7 74‘51]0]‘—17}?4 O 2 ThA] AIRYE 2] k51Ut

X

A)).

.« "5 Q1S Y U B S A eSte] IBM Cloud Pak for Integration 2ho] A S AFEE mf A2 ARQI2-S
AFE 9HEHO = AHFUIT (IBM MQ 9.3.4 04 B 2).

« ZiEo]d Uloll A ¢17] & FE ot A|ARIS AREE 4= F YT o] = HE Al ZElo]Y Ul i 77
of 5helo] %] £} sho] Bk TN LT (IBM MQ 9.3.4 9] 4Fo] B2 eh),
readOnlyRootFilesystem 3412 YA ot o] A7 = 5]85}7] Y3l nfEE = "AF 2 x]" 9
"tmp" &2 2715 F95H7] st 27 FA T A Al E Utk 158 Hoj A 9] g7 M8 RE 0t

ANAEHOZ IBM MQ ZlEojY A8y ==z
H A
« AAD (0)Hol ¢ o]AF AFEE A ko) F MQ 9.2.0 EUS, 9.2.3, 9.2.4, 9.2.5. 5.2 1BM MQ

2] A: IBM
OperatorE ¢112o] E517] Hof Xﬂﬂ% H doﬂ iRt 7 HA7E =R FAsHdA 2. o] = Sof
£ IBM MQ Operator 7} Tf o]/ o] M & QI A|skx] gto bz x|el& s Hidor fasol=st= A 9

« QA AA] 9 glo| Aol F
- IBM MQ Operator + ©|A| Red Hat OpenShift Container Platform ¥ 7 4.140]| A4 X EYt},

- IBM MQ Operator += T ©]/} IBM Cloud Pak foundational services & A}50 2 A *|5}%] g5t
IBM Cloud Pak for Integration E}O]/\ﬂ/\ = ARESE A AR (31D gho]AlATE Q= F e A}e]
71E2h & FAJ5H= QueueManager £ B 2| 5H= 7%, -‘-‘E—'B_o]— X2 5} Bo| o} Ax|E] ] ke AL
QueueManager + """ JE|7F HUth OhE R F A= Abs o2 A=A gsu

- Hot ¥

- IBM Cloud Pak for Integration 2023.4.1 ©|A]+= IBM Cloud Pak Identity and Access Managerth4l
32 A1 9 AU Fo] 5 9|3l Keycloak & AHE-EH .
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- IBM Cloud Pak for Integration "HE A2 '] 22| E = ¢ o]/ MOSNOAUTZ BoHS ARE- otgto 2
AAstA] kU /15 FAdslioF YT 26 HﬂO]X]J rziE]o] Aol A 1BM MQel] Tt A&} 21
< 2 A3 Hoiy o Y&S FRSHMIAIL.

= 11

- ¥ 9.3.49) 4 IBM MQ Advanced for Developers o] 7| & AR ALE AHE QFEo 2 ARG
IBM MQ Advanced for Developers o] 42 2 |35 = 7|2 AR} ("admin" 2 "app") 2 7|EF 24
L 7|EZ o 2 AlE Qkslo 2 A o] Q&

« IBM MQ Operator 3 (Pod) o]l that AF A5 H 7 AF
- IBM MQ Operator = & o]4} init ZAE| o] & vl x| 5} #] k&)
- IBM MQ Operator Z1€]|o| 1 0] 22 o] & manager Y Y tt.
- IBM MQ Operator ¥ (Pod) &5+ ibm-mgq-operator 4 t}.
T4 A H g2 o] Hek Aol ZRA|5] A= o] AH YTt

IBM MQ Operator 2.4.8

IBM Cloud Pak for Integration H &
IBM Cloud Pak for Integration 2023.2.1

Operator 2}
v2.4

.spec.versionol 3 &5+& 7t
9.3.3.3-r2

nlo] 13|o] A Foj .spec.version o 5-&5+= 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2, 9.3.0.15-r1, 9.3.0.16-r1, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1,

9.3.2.0-r1, 9.3.2.0-r2,9.3.2.1-r1, 9.3.2.1-r2, 9.3.3.0-r1, 9.3.3.0-r2, 9.3.3.1-r1, 9.3.3.1-r2, 9.3.3.2-r1,
9.3.3.2-r2,9.3.3.2-r3,9.3.3.3r1

Red Hat OpenShift Container Platform B %
OpenShift Container Platform 4.12 o]/}, ZF3l: OpenShift Container Platform Extended Update Support
(EUS) Zej Ak AT}, o] LAk 414 2 4169} o] H2me] B Pa AUt
IBM Cloud Pak foundational services H] %
IBM Cloud Pak foundational services % 3.19 - 3.24 =3},
WA
- 40 Ho]2]9] TIBM MQ Operator 2.4.0J °fl =¥ Het & o] EdYr}.
Z2 AXE Fopge Thg met Al gkl 24Al5] s o] iy,

— https://www.ibm.com/support/pages/node/7126571.

- https://www.ibm.com/support/pages/node/7137570.

IBM MQ Operator 2.4.7
IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2023.2.1
Operator g
v2.4
.spec.version®l| 3 &5+ 7t
9.3.3.3-r1
nlo] 10| A Foj . spec.version o 5-&5+= 7t
9.2.0.1-r1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,

9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
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9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2,9.3.0.15-r1, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1,
9.3.2.0-r2,9.3.2.1-r1, 9.3.2.1-r2, 9.3.3.0-r1, 9.3.3.0-r2, 9.3.3.1-r1, 9.3.3.1-r2, 9.3.3.2-r1, 9.3.3.2-r2,
9.3.3.2-r3

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.12 ©]/}. Zr3l: OpenShift Container Platform Extended Update Support
(EUS) Dejart A gyt o] P22t 4.14 9 4,169 o] #H40] B DAyt

IBM Cloud Pak foundational services H{ %
IBM Cloud Pak foundational services 7% 3.19 - 3.24 =3},

H AL
. 40 o]®]2] TFIBM MQ Operator 2.4.0) ©f] =% HQF 48 o] EQu},
o FA AHH FFAL o] Hot AA|Tol| 2kA|E] A= o] &Yt

IBM MQ Operator 2.4.6

IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2023.2.1

Operator z'd
v2.4

.spec.versioncl &5+ 7t
9.2.0.1-r1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1, 9.3.2.0-r2,
9.3.2.1-r1,9.3.2.1-r2,9.3.3.0-r1, 9.3.3.0-r2, 9.3.3.1-r1, 9.3.3.1-r2, 9.3.3.2-r1, 9.3.3.2-r2, 9.3.3.2-r3

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.12 ©]/}. Zr3l: OpenShift Container Platform Extended Update Support
(EUS) Dejant A gyt o] P2t 4.14 9 4,169 o] #4x0] B DAyt

IBM Cloud Pak foundational services B %
IBM Cloud Pak foundational services & 3.19 - 3.24 g},

H AL
. 40 9o]x]2] FIBM MQ Operator 2.4.0) ©f] =% HQF 48 o] EQuc},
o FA AHH F AL o] Hot AA|Tol| 2kA|E] A= o] &yt

IBM MQ Operator 2.4.5

IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2023.2.1

Operator z'd
v2.4

.spec.version| §&5+= 3t
9.2.0.1-r1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1, 9.3.2.0-r2, 9.3.2.1-r1,
9.3.2.1-r2,9.3.3.0-r1, 9.3.3.0-r2, 9.3.3.1-r1, 9.3.3.1-r2, 9.3.3.2-r1, 9.3.3.2-r2
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Red Hat OpenShift Container Platform B %
OpenShift Container Platform 4.12 o]}, Zr3l: OpenShift Container Platform Extended Update Support
(EUS) Dejart A g ytt, o] Pajat4.14 9 4,169 o] #4:0] B djAqiytt,

IBM Cloud Pak foundational services H{Z
IBM Cloud Pak foundational services & 3.19 - 3.24 X g},

H A}
+ 40 H[o]#]2] FIBM MQ Operator 2.4.0J °fl =% HQF -8 ddo]EQYt
< T4 A HoPA 2 o] HeF Aol ARA|5] AT E o] AFU T

IBM MQ Operator 2.4.4

IBM Cloud Pak for Integration %
IBM Cloud Pak for Integration 2023.2.1

Operator |9
v2.4

.spec.version°] 5] &5+= 7t
9.2.0.1-r1-eus, 9.2.0.2-rl1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1,9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1, 9.3.2.0-r2, 9.3.2.1-r1,
9.3.2.1-r2,9.3.3.0-r1, 9.3.3.0-r2,9.3.3.1-r1, 9.3.3.1-r2,9.3.3.2-r1

Red Hat OpenShift Container Platform B %
OpenShift Container Platform 4.12 ©]4}. Zr3l: OpenShift Container Platform Extended Update Support
(EUS) Dejart A gyt o] Pajat4.14 9 4,169 o] #4=0] B djaqiytt,

IBM Cloud Pak foundational services B] %
IBM Cloud Pak foundational services & 3.19 - 3.24 X3},

SRR

« 40 H|o]A]e] TIBM MO Operator 2.4.0 ol =% Hok % ddlo|EdYrt,

« T4 A H FH 2 o] Bk Al Hol ZpA|s] A E o] dE YT
« IBM MQ Operator += OpenShift Container Platform 4.100]4] §] o]A} H|AEE] AL} A Q45 7] g5t

IBM MQ Operator 2.4.3

IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2023.2.1

Operator z'd
v2.4

.spec.versionc| §&5+= 3t
9.2.0.1-r1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1, 9.3.2.0-r2, 9.3.2.1-r1, 9.3.2.1-r2,
9.3.3.0-r1, 9.3.3.0-r2,9.3.3.1-r1, 9.3.3.1-r2

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©]/}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.
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IBM Cloud Pak foundational services |

IBM Cloud Pak foundational services & 3.19 - 3.24 xZ g},

WA

« 40 Ho]#]2] TIBM MO Operator 2.4.0J ©l|

WEg Bt A g Yool EQUc,

Fa A48 AP o] Bk AAT) AA15] drElof Yguc

IBM MQ Operator 2.4.2

IBM Cloud Pak for Integration B %
IBM Cloud Pak for Integration 2023.2.1

Operator g
v2.4

.spec.version°] 3&5+= 7t

9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.1.0-
r1,9.3.1.0-r2,9.3.1.0-r3,9.3.1.1-r1, 9.3.2.0-r1, 9.3.2.0-r2, 9.3.2.1-r1, 9.3.2.1-r2, 9.3.3.0-r1,

9.3.3.0-r2,9.3.3.1-r1

Red Hat OpenShift Container Platform ¥ %

OpenShift Container Platform 4.10 ©]/}. X2 E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for

example 4.10 and 4.12.
IBM Cloud Pak foundational services A

IBM Cloud Pak foundational services & 3.19 - 3.24 g},
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IBM MQ Operator 2.4.1

IBM Cloud Pak for Integration B %
IBM Cloud Pak for Integration 2023.2.1

Operator z'd
v2.4

.spec.version°] 3&5+= 7t

9.2.0.1-rl1-eus, 9.2.0.2-rl1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.1.0-r1, 9.3.1.0-r2,
9.3.1.0-r3,9.3.1.1-r1, 9.3.2.0-r1, 9.3.2.0-r2,9.3.2.1-r1, 9.3.2.1-r2, 9.3.3.0-r1, 9.3.3.0-r2

Red Hat OpenShift Container Platform ¥ %

OpenShift Container Platform 4.10 ©]/}. X2 E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for

example 4.10 and 4.12.
IBM Cloud Pak foundational services |

IBM Cloud Pak foundational services & 3.19 - 3.24 g},
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IBM MQ Operator 2.4.0

IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2023.2.1

Operator |9
v2.4

.spec.versione| 3 &%= 3t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-rl1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3,
9.3.1.1-r1,9.3.2.0-r1, 9.3.2.0-r2,9.3.2.1-r1, 9.3.2.1-r2, 9.3.3.0-r1

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|4}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services & 3.19 - 3.24 X g},
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IBM MQ Operator 2.3.3

IBM Cloud Pak for Integration %
IBM Cloud Pak for Integration 2022.4.1

Operator 9
v2.3

.spec.version°] 5] &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-rl1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1,
9.3.2.0-r1,9.3.2.0-r2,9.3.2.1-r1, 9.3.2.1-r2

Red Hat OpenShift Container Platform B2
OpenShift Container Platform 4.10 ©]%}. X E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services & 3.19 - 3.24 g},
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IBM MQ Operator 2.3.2

IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2022.4.1

Operator z'd
v2.3

.spec.version° 3] &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,

9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1,
9.3.2.0-r2,9.3.2.1-r1

Red Hat OpenShift Container Platform B %
OpenShift Container Platform 4.10 ©]/}. X2 E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services 8| 2
IBM Cloud Pak foundational services B{ 3.19 - 3.24 g}
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IBM MQ Operator 2.3.1

IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2022.4.1

Operator z'd
v2.3

.spec.version° 3] &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2,9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1, 9.3.2.0-r2

Red Hat OpenShift Container Platform B %
OpenShift Container Platform 4.10 ©]/}. X2 E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services 8| 2
IBM Cloud Pak foundational services B{ 3.19 - 3.24 g}
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IBM MQ Operator 2.3.0

IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2022.4.1

Operator z'd
v2.3

.spec.versiono] &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.1.1-r1, 9.3.2.0-r1

Red Hat OpenShift Container Platform B %
OpenShift Container Platform 4.10 ©]/}. X2 E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services |
IBM Cloud Pak foundational services & 3.19 - 3.24 3},
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IBM MQ Operator 2.2.2

IBM Cloud Pak for Integration B %
IBM Cloud Pak for Integration 2022.4.1

Operator z'd
v2.2

.spec.version°| 3] &=+= 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,

9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3, 9.3.12.1-r1

Red Hat OpensShift Container Platform &
OpenShift Container Platform 4.10 ©|/}. X2 E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.
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IBM MQ Operator 2.2.1

IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2022.4.1
Operator 32
v2.2
.spec.version°l 3 &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,

9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.1.0-r1, 9.3.1.0-r2, 9.3.1.0-r3

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|/}. 2= E.: Only the OpenShift Container Platform Extended

Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.
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IBM MQ Operator 2.2.0

IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2022.4.1

Operator |2
v2.2

.spec.versionol 5&5+& 7t
9.2.0.1-rl1-eus, 9.2.0.2-rl1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.1.0-r1,
9.3.1.0-r2

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|4}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.
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IBM MQ Operator 2.1.0

IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2022.2.1

Operator |9
v2.1

.spec.version°] 3] &&= 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-rl1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.1.0-r1

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|4}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.
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IBM MQ Operator 2.0.23 (LTS)
IBM Cloud Pak for Integration B %
IBM Cloud Pak for Integration 2022.2.1

Operator 9
v2.0

.spec.version°| 3] &=+= 7t
9.3.0.17-r3

nlo] 13|o] d Zoj| .spec.version o 525 = 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,

9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2, 9.3.0.15-r1, 9.3.0.16-r1, 9.3.0.16-r2, 9.3.0.17-r1, 9.3.0.17-r2
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IBM MQ Operator 2.0.22 (LTS)

- CP4I-LTS

IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2022.2.1

Operator g
v2.0

.spec.version°] 5] &5+ 7t

9.3.0.17-r2

nlo] 13|o]d Zoj| .spec.version o 525 = 7t
9.2.0.1-rl1-eus, 9.2.0.2-rl1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,

9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2, 9.3.0.15-r1, 9.3.0.16-r1, 9.3.0.16-r2, 9.3.0.17-r1

Red Hat OpensShift Container Platform B &
OpensShift Container Platform 4.12 ©]A}. Zr3l: OpenShift Container Platform Extended Update Support
(EUS) B ATt A AUt} o] AL 4,14 H 4162 Zo] B4-0] B AU}

IBM Cloud Pak foundational services H &
IBM Cloud Pak foundational services 3.19

HAAY
- 55 o]z TIBM MQ Operator 2.0.0,] °fl =% Hot Mg dro|E
- A== F o2 of B AT of 24AE] A= o sy
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ool

IBM MQ Operator 2.0.21 (LTS)
IBM Cloud Pak for Integration B %
IBM Cloud Pak for Integration 2022.2.1

Operator |9
v2.0

.spec.version°] 5] &5+= 7t
9.3.0.17-r1

nlo] 13| o] A Fof .spec.version ol &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-rl1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2, 9.3.0.15-r1, 9.3.0.16-r1, 9.3.0.16-r2

Red Hat OpenShift Container Platform B %
OpenShift Container Platform 4.12 o]}, Zr3l: OpenShift Container Platform Extended Update Support
(EUS) Hejant A g Uct o] P2t 4.14 W 4,169 o] B40] 2 P AUt

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services 3.19

ZiE0|4 2! IBM Cloud Pak for Integration 2| IBM MQ 45


https://www.ibm.com/support/pages/node/7157667
https://www.ibm.com/support/pages/node/7154630
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IBM MQ Operator 2.0.20 (LTS)

« CP4I-LTS

IBM Cloud Pak for Integration H %
IBM Cloud Pak for Integration 2022.2.1

Operator z'd
v2.0

.spec.version°l 3 &5+ 7t
9.3.0.16-r2

ulo] 13| o] M Zoj| .spec.version o] 5-&5 = gk
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,

9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2, 9.3.0.15-r1, 9.3.0.16-r1

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.12 ©]/}. Zr3l: OpenShift Container Platform Extended Update Support
(EUS) AT Qg ) o] A= 414 W 4,169 ZHo] #40] B Al AJqUc}],
IBM Cloud Pak foundational services ¥ &
IBM Cloud Pak foundational services 3.19
WA
- 55 #|o]x]2] [IBM MQ Operator 2.0.0J °fl ¥ =% HF Mg Auo|E
« AP E= A2 o] Hot A of ZhA5] AR E o] A5H

IBM MQ Operator 2.0.19 (LTS)

- CP4I-LTS

IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2022.2.1

Operator 32
v2.0

.spec.versiono] &5+ 7t
9.3.0.16-r1

nlo] 13| o] A Fof . spec.version ol &&= 7k
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-rl1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,

9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2, 9.3.0.15-r1

Red Hat OpenShift Container Platform ¥ %
OpenShift Container Platform 4.12 o]}, &al: OpenShift Container Platform Extended Update Support
(EUS) Z AT 21 Qg ) o] A= 414 W 4,169 Zro] #4-9] B g AJqUc),

IBM Cloud Pak foundational services ] %l
IBM Cloud Pak foundational services 3.19

HAAY
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https://www.ibm.com/support/pages/node/7149801
https://www.ibm.com/support/pages/node/7145419

- Fa A HE Forge the Hek AN wol A4Ajs] A of Yzt
— https://www.ibm.com/support/pages/node/7126571.

— https://www.ibm.com/support/pages/node/7137570.

IBM MQ Operator 2.0.18 (LTS)

« CP4I-LTS

IBM Cloud Pak for Integration H %
IBM Cloud Pak for Integration 2022.2.1

Operator z'd
v2.0

.spec.version°l 3 &5+ 7t
9.3.0.15-r1

ulo] 13| o] M Zoj| .spec.version o] 5-&5 = gk
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.12 ©]/}. Zr3l: OpenShift Container Platform Extended Update Support
(EUS) AR AUt o] A+ 4.14 5l 4169 o] A40] 7 AUt

IBM Cloud Pak foundational services 8| 2
IBM Cloud Pak foundational services 3.19

HAAE
- 55 #|o]x]2] [IBM MQ Operator 2.0.0J °fl ¥ =% HF Mg Auo|E
« A XY H FH g2 o] EeF AlA| o] 2hA|5] A o] &Y

IBM MQ Operator 2.0.17 (LTS)

- CP4I-LTS

IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2022.2.1

Operator z'd
v2.0

.spec.versiono] &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1, 9.3.0.11-r2

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.12 o]/}, Zr3l: OpenShift Container Platform Extended Update Support
(EUS) Z]Ant 21 g uch o] Ha|AE 4.14 W 4,169 o] #4o] Bl Adyct,

IBM Cloud Pak foundational services 8| 2
IBM Cloud Pak foundational services 3.19

H7AALE
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https://www.ibm.com/support/pages/node/7126571
https://www.ibm.com/support/pages/node/7137570
https://www.ibm.com/support/pages/node/7112467
https://www.ibm.com/support/pages/node/7096558

IBM MQ Operator 2.0.16 (LTS)

- CP4I-LTS

IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2022.2.1

Operator z'd
v2.0

.spec.versiono] &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2,9.3.0.11-r1

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.12 o]/}, Zr3l: OpenShift Container Platform Extended Update Support
(EUS) Bej Atk A QEuich o] Pel At 4.14 9 4,169 o] A20] B Pl AUk,
IBM Cloud Pak foundational services B &
IBM Cloud Pak foundational services 3.19
WAL
- 55 ]o]x]9] [IBM MQ Operator 2.0.0J o] Y= Ht Mg Aylo|E
4 A FoPL o] ok A|A wol AHAjs] A E|of ST,
« IBM MQ Operator = OpenShift Container Platform 4.109]| 4] t o]A} H|AE = ALt x| Q%] %] &),

IBM MQ Operator 2.0.15 (LTS)
- CP4I-LTS
IBM Cloud Pak for Integration %
IBM Cloud Pak for Integration 2022.2.1

Operator 9
v2.0

.spec.versiono] 385+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-rl1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3,9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2,9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1, 9.3.0.10-
r2

Red Hat OpensShift Container Platform B &
OpenShift Container Platform 4.10 ©]%}. X E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services H &
IBM Cloud Pak foundational services 3.19

HAAS
- 55 H|o]x]2] FIBM MQ Operator 2.0.05 ©f =% HQt A2 Qdo|E
Fa A GH F gL o] B AlAThof 2pA|5] A E] o] 95Ut
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IBM MQ Operator 2.0.14 (LTS)

IBM Cloud Pak for Integration H %
IBM Cloud Pak for Integration 2022.2.1

48 7ig|o|{2] IBM MQ


https://www.ibm.com/support/pages/node/7064962
https://www.ibm.com/support/pages/node/7039373

Operator g
v2.0

.spec.versiono] 585+ 7t

9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1, 9.3.0.10-r1

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|/}. k= E.

Update Support (EUS) releases are supported,

example 4.10 and 4.12.

IBM Cloud Pak foundational services 8| 2
IBM Cloud Pak foundational services 3.19

HAA

« 55 #|o]%]2] FIBM MQ Operator 2.0.0 °f] @=H HF 48 ¢

+ Z4 AT HopAL o) 1ok A Aol 243

IBM MQ Operator 2.0.13 (LTS)

IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2022.2.1

Operator g
v2.0

.spec.versiono] 585+ 7t

Only the OpenShift Container Platform Extended
which are the even-numbered minor releases, for

2jejo] =
ArgElof glgt.

9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3, 9.3.0.6-r1

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|/}. k= E.

Update Support (EUS) releases are supported,

example 4.10 and 4.12.

IBM Cloud Pak foundational services 8| 2
IBM Cloud Pak foundational services 3.19

HAA

Only the OpenShift Container Platform Extended
which are the even-numbered minor releases, for

- 55 #|o]x]2] [IBM MQ Operator 2.0.0J °fl ¥ =% HF M8 Auo|E

- Z4 AR E FopgL o] mek A Aol 2443

IBM MQ Operator 2.0.12 (LTS)

IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2022.2.1

Operator z'd
v2.0

.spec.versiono] 585+ 7t

A=lof gyt

9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2, 9.3.0.5-r3

ZiE0|4 2! IBM Cloud Pak for Integration 2| IBM MQ 49


https://www.ibm.com/support/pages/node/7029356
https://www.ibm.com/support/pages/node/7016688

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©]4}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services 3.19

HA A
- 55 10| x]2] FIBM MQ Operator 2.0.05 ©fl =% HQF -8 ddo]E
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IBM MQ Operator 2.0.11 (LTS)
IBM Cloud Pak for Integration %
IBM Cloud Pak for Integration 2022.2.1

Operator |9
v2.0

.spec.versionol 5&5+& 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2, 9.3.0.5-r1, 9.3.0.5-r2

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|4}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services 3.19

H7AAL
- 55 o] x]2] FIBM MQ Operator 2.0.05 °fl =% HQF 48 ddo]E
o T4 A H F AL o] Hot AlA| gl 2hA|5] A E o] QL&)

IBM MQ Operator 2.0.10 (LTS)
IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2022.2.1

Operator |2
v2.0

.spec.versionol 5&5+& 7t
9.2.0.1-rl1-eus, 9.2.0.2-rl1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1,9.3.0.4-r1, 9.3.0.4-r2,9.3.0.5-r1

Red Hat OpenShift Container Platform B %
OpenShift Container Platform 4.10 ©|4}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services 3.19
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IBM MQ Operator 2.0.9 (LTS)
IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2022.2.1

Operator z'd
v2.0

.spec.version°l 3 &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,

9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1, 9.3.0.4-r2

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|/}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B %
IBM Cloud Pak foundational services 3.19
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IBM MQ Operator 2.0.8 (LTS)
IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2022.2.1

Operator z'd
v2.0

.spec.version©| §&5+= 3t
9.2.0.1-r1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1, 9.3.0.4-r1

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|/}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B %
IBM Cloud Pak foundational services 3.19
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IBM MQ Operator 2.0.7 (LTS)
IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2022.2.1

Operator z'd
v2.0

.spec.version°l 3 &5+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,

9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4,
9.3.0.3-r1

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|/}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B %
IBM Cloud Pak foundational services 3.19
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IBM MQ Operator 2.0.6 (LTS)
- CP4I-LTS
IBM Cloud Pak for Integration B &
IBM Cloud Pak for Integration 2022.2.1
Operator 32
v2.0
.spec.version°l 3&5+& 7t
9.2.0.1-rl1-eus, 9.2.0.2-rl1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,

9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3, 9.3.0.1-r4

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|/}. 2= E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B 2
IBM Cloud Pak foundational services 3.19
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IBM MQ Operator 2.0.5 (LTS)
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52 ZiH|o]1 2] IBM MQ


https://www.ibm.com/support/pages/node/6956513
https://www.ibm.com/support/pages/node/6960201
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IBM Cloud Pak for Integration %
IBM Cloud Pak for Integration 2022.2.1

Operator |9
v2.0

.spec.versionol &=+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-rl1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2, 9.3.0.1-r3

Red Hat OpenShift Container Platform B2
OpenShift Container Platform 4.10 ©]%}. X=E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services 3.19

WA
« 55 o] x]e] FIBM MQ Operator 2.0.0J °f] =% HFH-& AdHo]E
« T2 A H F o2 o] Het Al ol AbAs] A E o A5 U

it

ool

IBM MQ Operator 2.0.4

- CP4I-LTS

IBM Cloud Pak for Integration %
IBM Cloud Pak for Integration 2022.2.1

Operator 9
v2.0

.spec.versionol &=+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-rl1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1, 9.3.0.1-r2

Red Hat OpenShift Container Platform B %
OpenShift Container Platform 4.10 ©]%}. X E: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services 3.19
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IBM MQ Operator 2.0.3
CD > CP4I-LTS

IBM Cloud Pak for Integration H %
IBM Cloud Pak for Integration 2022.2.1

Operator zi'd
v2.0
.spec.versionol &=+ 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,

9.2.0.5-r3-eus, 9.2.0.6-rl1-eus, 9.2.0.6-r2-eus, 9.2.0.6-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1,
9.2.5.0-r2,9.2.5.0-r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3, 9.3.0.1-r1
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Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©]4}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services 3.19

HA A
- 55 10| x]2] FIBM MQ Operator 2.0.05 ©fl =% HQF -8 ddo]E
o T4 A H F AL o] Hot AlA| o] 2hA|5] A E o] Q&)

IBM MQ Operator 2.0.2
] = CP4I-LTS
IBM Cloud Pak for Integration %
IBM Cloud Pak for Integration 2022.2.1
Operator |9
v2.0
.spec.version°| 3] &5+= 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-r1-eus, 9.2.0.5-rl1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.0.6-rl-eus, 9.2.0.6-r2-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1, 9.2.5.0-r2, 9.2.5.0-
r3, 9.3.0.0-r1, 9.3.0.0-r2, 9.3.0.0-r3

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|4}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services B
IBM Cloud Pak foundational services 3.19

HA AL
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IBM MQ Operator 2.0.1
cD » CP4I-LTS
IBM Cloud Pak for Integration H %
IBM Cloud Pak for Integration 2022.2.1

Operator |2
v2.0

.spec.version° 5] &5+= 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,

9.2.0.5-r3-eus, 9.2.0.6-r1-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1, 9.2.5.0-r2, 9.2.5.0-r3, 9.3.0.0-r1,
9.3.0.0-r2

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|4}. 2= E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services H{Z
IBM Cloud Pak foundational services 3.19
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IBM MQ Operator 2.0.0
- cD > CP4I-LTS
IBM Cloud Pak for Integration ¥ %
IBM Cloud Pak for Integration 2022.2.1

Operator |9
v2.0

.spec.version°] 3] &&= 7t
9.2.0.1-rl1-eus, 9.2.0.2-r1-eus, 9.2.0.2-r2-eus, 9.2.0.4-rl1-eus, 9.2.0.5-r1-eus, 9.2.0.5-r2-eus,
9.2.0.5-r3-eus, 9.2.3.0-r1, 9.2.4.0-r1, 9.2.5.0-r1, 9.2.5.0-r2, 9.2.5.0-r3, 9.3.0.0-r1

Red Hat OpenShift Container Platform B %
OpensShift Container Platform 4.10 ©|4}. l=E.: Only the OpenShift Container Platform Extended
Update Support (EUS) releases are supported, which are the even-numbered minor releases, for
example 4.10 and 4.12.

IBM Cloud Pak foundational services H{Z
IBM Cloud Pak foundational services 3.19
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AT 225t thARIUTh 7] & IBM MQ 7 B Afoll A A& &5}

o 9 2)d A oo} Zro] off F2jA o] A o]
HH o] fAIE AFEFHIA 2.

MEst7| Mo

o] el 2T 014 E B4 7] 0] ALG H5RA] AR A0 2 2T,
T2 AA
1. 7] IBM MQ 217k 9 A28 23t
2. 74& WAF
che e gL

dmpmqgcfg -m QMGR_NAME > /tmp/backup.mgsc

o] Wagol st ALg ¥ HuArd Ytk

7180|142 IBM Cloud Pak for Integration 2| IBM MQ 77



- o] P2 WAE tmp T E o] A3t WS ThE i x]ol] AT 4= AR Tk o] At oA=&
2 o] AL tmp U B 2 7hEsh ),

. Ab22} 3HA o] F T2} o] 202 OMGR_NAMES HHEWAIE Zhol ghalstA| ko
sto] A|ARIO| A AL 758t 5 BEjatE SIS Al Q. thE-2 7 BejAt qm1] A

Hd
It
=d

mq
mq

ol ot
ro Mo

Lo
Ry

QMNAME (gm1) STATUS (Running)

dspmq Holl A= 1BM MQ 7 el <5 Alashof gtk 134 ehowl ke F7k $A 8yt

AMQ8146E: IBM MQ queue manager not available.

Bed A9 the WYL AYstel 7 VA2 A 2.
strmgm QMGR_NAME

C}=0j| 238t xhoy
oAl #%:LE]X} 7] EL ASAME FE5to] g F|7F H S

% OpenShiFt CD ISy MEH AL SEH

ool'

R BRI L ASM FE U B

IBM MO 7 Belzjol] et Eefzl & oFEstel7] 913 TLSS AFE3tel A4S 4 g Uth of BlAds 7 2
EA7LTLSE ALESHEA] BRlsha, 7] 9 A5 A S 25511, ho Telo|HEl 7 Tl xtoll 4 TLSS TAsHe
ol AHg U

A =Fst7] Ho
o] Aol A= AHEAE 7 pelat P4 g 2E kR 2

0| EjA3 MK
LY
IBM MQY: 7 Tejxjol tfat Eeju2 FBeLES 4T 4 5T o] YEsks 7 BelzolH T H 7]

X225 AHEoto] 2 ), 12J%1 1BM MQ Aol TLS S AF82 4 Q& Utk AL&A} B0l 7
K QR SHABHA] GO Tk Jjato] SHelakal Al 2.

grep 'SECCOMM(ALL\|SECCOMM(ANON\ |SSLCIPH' backup.mgsc

ATHE 32 5 9Low TLS7H AL E T YA e AYYTh T2t 22 4 gickn 54 ofo] Lejo HE 7 el
R 155 Ao St Sl o ie} o 4758 W Astel ] oL} St

 Red Hat OpenShift 270 st 2.9k 3 4] o] ol 273} 1] isto] )41 ook k.

- Red Hat OpenShift 37 ¢]%o|A] ufo] 1af|o] AE 7 Tha]zfof] M| Aok 5F= 7> Red Hat OpenShift
RouteE S5tz ™ TLS7F E 2 g},

3a: B cp) 1549 BT 2] 9 0l8 ON) & 215 7 Bl IS AL 87 o
Ut 9l Aol = 1ga 4] A% o] 5o] glojof gk, o)A Al E-S DNo| S5 eheA] FHIehy]
T2AX
1. 71& A 2o A= 5 Y AEAE 2EU,
A F 22| Aol TLSE AFE 9 79, 7 BRI A L A28 & Y of3] U247 A AE o] U 4
Q&uch o5& 2 to] Al 7 w2 BAFsjof Uitk the AEd B  SE FRAHAIALL.
C QB 2E0] $UH £YHEE 22 N AGlolH He ATYES Yt
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{#!/bin/bash

keyr=$(grep SSLKEYR $1)
if [ -n "$ikeyr?" 1; then
keyrlocation=$(sed -n "s/A.x'\(.*\)'.*$/\1/ p" <<< $ikeyr})
mapfile -t runmgckmResult < <(runmgckm -cert -list -db $ikeyrlocation?.kdb -stashed)
cert=1
for i in "${runmgckmResult[@]:1}"
do
certlabel=$(echo ${i% | xargs)
echo Extracting certificate $certlabel to $cert.cert
runmgckm -cert -extract -db ${keyrlocation?.kdb -label "$certlabel" -target $
{cert}t.cert -stashed
cert=$[$cert+1]
done
fi

AAFE A A A2 8M MO el $1 5 A He 1547t F
extractCert.sho]il IBM MQ ¥ido] /tmp/backup.mgscol = 7t}
extractCert.sh /tmp/backup.mgsc

L EL FAE 4 R T S AshAL L
a. TLS A74-9] /X5 Al Al 2.

grep SSLKEYR /tmp/backup.mgsc

A

==
.

e
e

SSLKEYR('/run/runmgserver/tls/key') +

7| A 7] &A= /run/runmgserver/tls/key . kdbol & TH
b. o] YIX| HEE 7|Hto = 7] A A S £3]5to] A E= ASAE TEHHAI L.

runmgckm -cert -list -db /run/runmgserver/tls/key.kdb -stashed

}\ =K

=
= .

m[tl

Certificates in database /run/runmgserver/tls/key.kdb:
default
CN=cs-ca-certificate,O=cert-manager

¢ Gas s 7 AFME 2SN 0. The Bl Asto] o2 SN

runmgckm -cert -extract -db KEYSTORE_LOCATION -label "LABEL_NAME" -target OUTPUT_FILE
-stashed

o] ol FAE A1 Zol A o] &= kg7t S AF T

runmgckm -cert -extract -db /run/runmgserver/tls/key.kdb -label "CN=cs-ca-
certificate,O=cert-manager" -target /tmp/cert-manager.crt -stashed

runmgckm -cert -extract -db /run/runmgserver/tls/key.kdb -label "default" -target /tmp/
default.crt -stashed

2. F Ba)xto] A 7] @ o1 Z A= R3]

ofo] Z12jlo] A 4341}01]*1 TLSE g5t M 7|9k A4S A4 sHl Al 2. o= Hix] =& AREH Y
ot B2 2404 o]= Het Hof £o)5k0] 7|9F S E 232 ngdUth L7 Ao M = o] FAHS

A 4 o AA) AT ASA 7 AR E U
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Th2 o Ao A= wt7] 7} 109 0 2 A A =)= 2pA] A Q1ZA]

it
oX
ox
il
i
iw)

openssl req \
-newkey rsa:2048 -nodes -keyout gmgr.key \
-subj "/CN=mg queuemanager/OU=ibm mqg" \
-x509 -days 3650 -out gmgr.crt

chg 22 % i) A medo] A4 H YT,
- qmgr . keys 7 2elzte] 74el 7] luTt,

- gmgr.crte 38 ASAUdYh

CHE ol 23 H

Q =
o|A| LDAPZ /g FH| 7} H lF Y T

BT T RN EY MEH AL S LDAP M
IBM MQ Operatori= o8] of2 EoF JIHZ AFE ot 5 1A E 4 ASUth JFhy o & Qe xelo] 2 Hijx]
9] 7-%- LDAPO] 7} E3t# o] B & LDAPO] o] uto] 1ejo] A AJLte] Qo] ALg- \4"—}

AlEFSE7| Hofl
of Bl ATAE ALg A7t 5 Belxt 7] L AFME FE5hn B 70 2 BEghd,

O] EjA3 MH

connauthname="$(grep CONNAUTH backup.mgsc | cut -d "(" -f2 | cut -d ")" -f1)"; grep -A 20
AUTHINFO\ ($connauthname\) backup.mgsc

AR
=

2.
=

3
1

DEFINE AUTHINFO('USE.LDAP') +
AUTHTYPE (IDPWLDAP) +
ADOPTCTX(YES) +
CONNAME ( '1dap-service.ldap(389)"') +
CHCKCLNT (REQUIRED) +
CLASSGRP ('groupOfUniqueNames') +
FINDGRP('uniqueMember') +
BASEDNG ( 'ou=groups,dc=ibm,dc=com') +
BASEDNU ( ' ou=people,dc=ibm,dc=com') +
LDAPUSER('cn=admin,dc=ibm,dc=com') +
% LDAPPWD (' #kkkkkkskkhkkkkkkhkkkkhhkkkkkkrrxx') +
SHORTUSR('uid') +
GRPFIELD('cn') +
USRFIELD('uid') +
AUTHORMD (SEARCHGRP) +
ALTDATE (2020-11-26) +
* ALTTIME(15.44.38) +
REPLACE

*

290 = F 7HA] 400l E35] o] ALY
AUTHTYPE
o] 7]oll IDPWLDAP %}o] 1.2 Q1Zof LDAPS AF&3h= AUt}

o2l
gho] Zo] AL} hE glo] @ LDAPO] T4 4] 92 AUt o] 7 AUTHORMD 4742 ZAFste] LDAP
A-gAP7E U5 Rolol AL§E 3 QA SHlsHIAL L.
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AUTHORMD
o}7]ol| 0S gko] Lom UG Fojof] LDAPS AME-SHL QA| ¢4 AY YT
o
=

LDAPS AFEHES Wt Ho] B Q52 SAsle M e Blad g gratile

T2AXN

1. LDAP AH-8- 2 & IBM MQ B o] EFF .
2. LDAP Y3t 2ol JH 8 02 IgM MQ ¥l d|o| EFt T},

RN SEL L DAP TILE 1: LDAP MH2| IBM MQ Y 0| E
LDAP A4 Whol] ot T2l A2 o] Alute] 2.9] M9l S Holdtt, o] Exlofa mg 4| x ok AlS
W 27} Aol gk F2 2 AT

MEst7| Mo

of B0l A AHEAPH 7 Brelxt 7] Bl Q1FA S £ 55T 2 7 0 2 T

O] E{A3 FH

LR

o|m] Q1% 9 Sk 2ol S 93| LDAPS AL F9 49 MY W 2s} Qlaich LDAPO] AHS 5214 AR
ool 80 Hlo|x]9] THPA: LDAP T4, Of 88 HEsHA L

LDAP A8 A7golli= F= ohE 7} 9l et

1. LDAP /4 7 9].

2. 7 ¥ A 7 2| 9 LDAP /g A¥A]7]7].

o] Ao 80| Hlx 27} AR L o}-Su} Z+& Uk
< AREARF A AL

« AUTHINFO o thdh 2z QA

OT2AN
1. LDAP 32 A olgrt.

LDAP A AE]o]| T3t 4] AUTHINFO @ E A EE Ho|5t T2 packup.mgsc TUS HASIAIA L. of| & EH
oh2a 25Ut

DEFINE AUTHINFO(USE.LDAP) +
AUTHTYPE (IDPWLDAP) +
CONNAME ('1dap-service.ldap(389)"') +
LDAPUSER('cn=admin,dc=ibm,dc=com') +
LDAPPWD('admin') +
SECCOMM(NO) +
USRFIELD('uid') +
SHORTUSR('uid') +
BASEDNU (' ou=people,dc=ibm,dc=com') +
AUTHORMD (SEARCHGRP) +
BASEDNG ( ' ou=groups,dc=ibm,dc=com') +
GRPFIELD('cn') +
CLASSGRP('groupOfUniqueNames') +
FINDGRP ('uniqueMember')
REPLACE

o714,

+ CONNAME-2 LDAP AH o] 3| gdl= SAE o] 5 W EERQLTE B/-S 95l ofg] 47} 2A5h= 49 0]
S HEE FREEE 523 AFESHo] 24T £ %

+ LDAPUSER= LDAPo]| 91 Z3}o] A& A R EE
Al o] =Yt}

72 IBM MQOJ| A A}-&5H= AL A}o] 3|3t
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+ LDAPPWD-= LDAPUSER A}-8-Ate] alj ot | H S YT,

* SECCOM-2 LDAP A{Hjof th gt FAlo| A TLSE RIEA] AF85H=A] of & A Qg o}, 7Hs-3t 2k
- YES: TLS7} AFR-E] 1 Q12 4= IBM MQ A7} Al 23t o},
~ ANON: IBM MQ AlHol|A] A5 F<1 Q1ZA] glo] TLS7F AF&-E Ut
- NO: 992 =3 TLS7} AHEE A &Yt

* USRFIELD+ A|-3-E AH&-A} o] 5] Y X|5h= LDAP 2|FE Yo BE=E

* SHORTUSR= Z 0|7} 12215 2351A] &+ LDAP 2|25 o] WEQfUth o TE Ujo] g2 QlFo] 445

5t Q13H ID7F Hy .

+ BASEDNU-= LDAP ZAlo]] RF= A AR8-3ljof 3F= 7|2 DNY Y.

+ BASEDNG= LDAP WollA] 1&2] 7] DN YT}

+ AUTHORMD= ARE-ALS] L& HIH A & s 4 5t7] 9ol AFS-oh= MAYUSF S Aoty vl 712] g4l
H4Yth
- 0S: £oFy o] 53 ATE = 159 29 AAE =Tt
— SEARCHGRP: Q155 AR82toll thet L& 55 LDAPOA] A g ot
— SEARCHUSR: QIZH AHEA} | T oA 15 HHA HEE A4t
— SRCHGRPSN: LDAPS] 15 GFEof|A] QIZ% A}8A} =2F o] Z(SHORTUSR T &0 ol5] Hoj=)S AA

Yyt

« GRPFIELD:= T4 o] 0] 3|ddl= LDAP L& 2| FE Woj|Ae] £A YUt &Alo] A AE= 4L o=
Hst Fof B ZEF o5t o AHEE £ A5 YT

* CLASSUSR= AF&-Ato]| aljdoh= LDAP L EA E ZajA Yt}

+ CLASSGRP= 15°] 3l935h= LDAP L BAE AUt}

* FINDGRP= 15 WH| Ao 3d5h= LDAP 2| = W9 £/ddytt.

b | LHJ Aol Yol A FE vl XS 4= AR T A FE-Z ok o] X Fof v x| oh= A o] f-&o5tthes A
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backup.mgsc
Fhkkkk R hk ke d Rk ek drh kR k kA kb kb ek ke k Rk

* Script generated on 2020-10-21 at 11.48.32

* Script generated by user ' CallumJackso' on host 'LAPTOP-VL(

* Queue manager name: gmil

* Queue manager platform: Windows

* Queue manager command level: (920/920)

* Command issued: dmpmgcfg -m gmi

L2 T2 R R R R R T R Y

DEFINE AUTHINFO(USE.LDAP) +
AUTHTYPE(IDPWLDAP) +
CONNAME( 'ldap-service.ldap(389)') +
LDAPUSER( 'cn=admin,dc=ibm,dc=com') +
LDAPPWD( 'admin') +
SECCOMM{MNO) +
USRFIELD('uid') +
SHORTUSR( 'uid') +
BASEDNU( 'ou=people,dc=ibm,dc=com') +
AUTHORMD( SEARCHGRP) +
BASEDNG( 'ou=groups,dc=ibm,dc=com') +
GRPFIELD('cn') +
CLASSGRP("'groupOfUniqueNames') +
FINDGRP( 'uniqueMember') +
REPLACE

ALTER QMGR +

* ALTDATE(2020-18-26) +

* ALTTIME(11.43.11) +

T TR el et LDAP 73S A¥AI YTt
LDAP A& 7 Baja} 7 o] oF AA|#HoF ghuth. DEFINE AUTHINFO &= HEZ ofali= ALTER QMGR &
Ayt A= 2 E AUTHINFO o] 5ol i35S CONNAUTH @52 £45HAI 2. of| & 0] o|H 9
Ao A= AUTHINFO (USE. LDAP) 7} 2] =] Q] 11 o]+= o] 20| USE.LDAPYS ot 1aju g
CONNAUTH (' SYSTEM.DEFAULT.AUTHINFO.IDPWOS')S CONNAUTH('USE.LDAP') 2 HASIAA 2.
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backup.mqgsc

khkkkhkhhhhhhkkhhhhhhhkkhhhhhhhkhhdhhhhhhkhhhhhhhkhhrhhhhhhid

* Script generated on 2028-10-21 at 11.48.32
* Script generated by user ' CallumJackse' on host 'l
* Queue manager name: gml
* Queue manager platform: Windows
* Queue manager command level: (920/920)
* Command issued: dmpmgcfg -m gmi
khkhkdkhkhkhk ke hkkrd ke d kb hk kb kb kb kb hkd
DEFINE AUTHINFO(USE.LDAP) +
AUTHTYPE(IDPWLDAP) +
CONNAME( ' Lldap-service.ldap(389)') +
LDAPUSER( 'cn=admin,dc=1ibm,dc=com') +
LDAPPWD( 'admin') +
SECCOMM(NO) +
USRFIELD('uid') +
SHORTUSR( 'uid') +
BASEDNU( 'ou=people,dc=ibm,dc=com') +
AUTHORMD( SEARCHGRP) +
BASEDNG( 'ou=groups,dc=ibm,dc=com') +
GRPFIELD('cn') +
CLASSGRP( 'groupOfUniqueNames') +
FINDGRP( 'uniqueMember') +
REPLACE

ALTER QMGR +
ALTDATE(2020-18-26) +

* ALTTIME(11.43.11) +
CCSID(850) +
CERTLABL( 'default') +
CLwLUSEQ(LDCﬁL) +

LDAPO] thet Zgho] FA] Bt =5 5l3 ™ ALTER QMGR © & HI=2 thZof 2kQlS F7}sto] REFRESH
SECURITY HH 2 SE3HIA 2.
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*backup.mqgsc
EE e e S T T T

* Script generated on 2828-10-21 at 11.48.32
* Script generated by user ' CallumJackso' on host 'LAPTOP-VLQKISUH'
* (Queue manager name: gmil
* Queue manager platform: Windows
* Queue manager command level: (920/920)
* Command issued: dmpmgcfg -m gmi
T T R T T T T T T L R
DEFINE AUTHINFO(USE.LDAP) +
AUTHTYPE(IDPWLDAP) +
CONMNAME( ' ldap-service.ldap(389)') +
LDAPUSER( 'cn=admin,dc=1ibm,dc=com') +
LDAPPWD( 'admin') +
SECCOMM(NO) +
USRFIELD( 'uid') +
SHORTUSR( 'uid') +
BASEDNU( 'ou=people,dc=ibm,dc=com') +
AUTHORMD( SEARCHGRP) +
BASEDNG( 'ou=groups,dc=ibm,dc=com') +
GRPFIELD('cn') +
CLASSGRP( 'group0fUniqueNames’') +
FINDGRP( 'uniqueMember') +
REPLACE
RLTER QMGR +
ALTDATE(2020-10-26) +
* ALTTIME(11.43.11) +
CCSID(850) +
CERTLABL( 'default') +
CLWLUSEQ(LOCAL) +
*  COMMANDQ(SYSTEM.ADMIMN.COMMAND.QUEUE) +
CONMAUTH( '"USE.LDAP') +
CRDATE(2020-10-26) +
CRTIME(11.43.11) +
QMID(gml_2020-10-26 11.43.11) +
SSLCRYP(' ') +
SSLKEYR( ' frun/runmgserver/tls/key') +
SUITEB(NONE) +
* WYERSION(®9020000) +
FORCE

REFRESH SECURITY

Ct20f| £3He =]
o] 7| LDAP H3t 2ol HHE 23] IBM MQ ¥1S duo] ES &u]7}1 & 9l& Ut

sAELLDAP IOLE 2: LDAP H3ot B0 ME2| 1BM MQ uiY] A

O|E
IBM MQOll A= 1BM MQ 2 B4/ o] tgt 9| A Aofats HA|H A3t Hof 722 A2t LDAPO] o)
ok Q1= 8 A% o2 MAe A9 U Ro] pHo] FaE Huw ol Ert W 4 glaytt,
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MZst7| Mo

o] B} 230 A= A8 A7t LDAP AJH{ol] chgh 9912 Sleflo] £ ek 7 gy ch
O] EfA3 MY
R

T2AN
1. apdo| A 7] 2] BE Wt Foi & AATYH.
Q] ok ol Al= ok o] Ao] m Zof SET AUTHRECE AlZtaHs of 2] & o] BAIE|ofof FHct,

A *backup.mqsc

Open~

AUTHADD(CRT)

SET AUTHREC +
PROFILE('@CLASS') +
PRINCIPAL{ 'CallumJackson@AzureAD') +
OBITYPE(QMGR) +
AUTHADD(CRT)

SET AUTHREC +
PROFILE('@CLASS') +
GROUP( 'mgm@LAPTOP-VLQKISUH") +
OBITYPE(QMGR) +
AUTHADD( CRT)

SET AUTHREC +
PROFILE('SYSTEM.ADMIN.CHANNEL.EVENT') +
PRINCIPAL( 'CallumJackson@AzureAD') +
OBITYPE(QUEUE) +

SF_CHG CIR DIT DSP GFT TNO PUT PASSALL PASSTD SFT SFTALL SFTIDY

SET AUTHREC +
PROFILE('SYSTEM.ADMIN.CHANMEL.EVENT') +
GROUP( 'mqm@LAPTOP-VLQKISUH') +
OBITYPE(QUEUE) +
AUTHADD ( BROWSE , CHG, CLR,DLT,DSP,GET, INQ,PUT,PASSALL,PASSID,SET,SETALL,SETID)

* Script ended on 2020-10-26 at 11.48.32
* Number of Inquiry commands issued: 14
* Number of Inquiry commands completed: 14
* Number of Inquiry responses processed: 295
* QueueManager count: 1
* Queue count: 57

* NameList count: 3
* Process count: 1
* Channel count: 11
* AuthInfo count: 4
* Listener count: 4

* Service count: 2

* CommInfo count: 1

* Topic count: 6

* Subscription count: 1

* ChlAuthRec count: 3

* AuthRec count: 199

* Number of objects/records: 293
*

R A A AR A AR A AR AR A A AR AR AR AR A A AR A AR AR A AT AR R A h Ak bk d b hkddhkhdhhhkddhhdhhkddrkhdhkhdkkd

7 52 Fok IS AL 2. 7P A7 S 7] Ee] BE SET AUTHREC 7742 41715111 LDAP
F2e Mo A 22 s YU

2. LDAPS] A W R0l B2 Aol gt
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AHEAFe] F BejR; Ak b 2 T1LFo] Srofl whet o] = A St Alto] AL E AU A A EEol F 4
& Ut the ol Aol A= Ag Aol F The]Abol] @10l © 77} 91T AFE A= LDAP L& apps©llAl
M AT 4 QB 5] fet= Ao 2 7}

SET AUTHREC GROUP('apps') OBJTYPE(QMGR) AUTHADD(ALL)
SET AUTHREC PROFILE('Q1') GROUP('apps') OBJTYPE(QUEUE) AUTHADD(ALL)

X WA AUTHREC B 8-2 7 3Ha] o]l A ASH] 935 PoHe Z7)stal, & HRs Foll thsh AN AE A2
°“4EP 7 WA ol Ojo QA A7} W @ 8t 72 ofel == 2 ALato] o QlukA el AL AT E 2
ot 7271 obH ™ Al '3 AUTHREC Dgeg o] W o3ttt

2
a2 = U dlAld Yok #2225 (admins)oll 7 ] abol theh WA M| A7} 2 Z7t A9 tha B

SET AUTHREC PROFILE
SET AUTHREC PROFILE
SET AUTHREC PROFILE

OBJTYPE (QUEUE) GROUP(‘'admins') AUTHADD (ALL)
OBJTYPE(TOPIC) GROUP('admins') AUTHADD(ALL)
OBJTYPE (CHANNEL) GROUP('admins') AUTHADD(ALL)

SET AUTHREC PROFILE OBJTYPE (CLNTCONN) GROUP('admins') AUTHADD (ALL)

) AUTHADD (ALL)
SET AUTHREC PROFILE OBJTYPE (LISTENER) GROUP('admins') AUTHADD(ALL)
SET AUTHREC PROFILE OBJTYPE (NAMELIST) GROUP('admins') AUTHADD(ALL)

SET AUTHREC PROFILE
SET AUTHREC PROFILE
SET AUTHREC PROFILE

OBJTYPE (PROCESS) GROUP('admins') AUTHADD (ALL)
OBJTYPE (SERVICE) GROUP('admins') AUTHADD(ALL)

("%")
("%
(3
I*I
SET AUTHREC PROFILE('%') OBJTYPE(AUTHINFO) GROUP('admins'
("%')
("%')
("%
("%')
('x') OBJTYPE(QMGR) GROUP('admins') AUTHADD (ALL)

CHe ol 23g H!

oA IBM MQ /oA IP 4 B SAE o] F35 A FH|7F HUF U

OpenShift SRR ME AL S IBM MQ LAOM IP T4 U SAE 0|2
HE

IBM MQ T4 1P F4 9 SAE o] So] A gulo] 9 4 Uitk L3 AFoIA L o] o] §A8 4 9
A5k 7|} Aol A= o] E o} gyt

A=ts}| Hof
of el I0l4 & AHg A LDAPE P Hiek i 2 ot

o AT WK

SRR

¥ o] 7 ol x| Ho|3 (DAP FATH MER IP 54 EE FAE o Zo| o] Y] WAL, o2
A ke e AadshiAle.

grep 'CONNAME\ |LOCLADDR\ |IPADDRV' -B 3 backup.mgsc
AE =

ek o ek ko o e ek ok ok ok ek ok ko ok ek ok ke ok ok o ek ok ok ok ok o ek ok ok ok ok ok ok ok
DEFINE AUTHINFO(USE.LDAP) +
AUTHTYPE (IDPWLDAP) +
CONNAME ('1dap-service.ldap(389)"') +
DEFINE AUTHINFO('SYSTEM.DEFAULT.AUTHINFO.IDPWLDAP') +
AUTHTYPE (IDPWLDAP) +
ADOPTCTX(YES) +
CONNAME(' ') +
REPLACE
DEFINE AUTHINFO('SYSTEM.DEFAULT.AUTHINFO.CRLLDAP') +

ZiE|0|4 2! IBM Cloud Pak for Integration 2| IBM MQ 87



AUTHTYPE (CRLLDAP) +
CONNAME("' ') +

o] clj ol A= Aol Al 7Hx] Z3kE e RghUch. 3 7H1 Ak o] Kol A els LDAP Aol S e,
LDAP AB 2] S AE 0] 52 S §AH B o] & RAIZ 4 YUtk T2 5 7o b ¥l A2 o]
B2 o] wak £AIG 4 &Yt 37 G 20| gl A9 o Aol UrA AdE 4 Y&t

o2 AN
1. g eE 55 olsiFdyrh.
IBM MQOlli= /4 9] thfst S Uof IP 4, SAE o] 5 W ZEVL 23Hd £ JIFUT} o] & F 71 |
2 2R 45y
| 5 22| Zke] 9JA]: o] F TE|xF7t AMESA Y el IBM MQ U E9] A Wie] of& 7 T2} E4= off
ZgjAlol oA A8 Al AHEE 4= U= A HEY YT
b. 7F T A} T& FE2] 9IA]: o] F TEAP7F Ll Qlojof St 7| 7 B AF = A|ARI] Q)X
o] Alug] 4= o] 7 TE|x}F /4 WAL ot HFstE &2 0] 14 oo Enta =gyt li'iur
o] F ezt YA & th2 F )AL == o ZE| A o] Mol A Fxete A9, g A2 o] F &
2ol x| ote & o] Edfjof Y E}.
AJolo] Esfjof 5= A H ot 4= Qe T 7HA] 7] L BA ETL QIS U T
- g/A: o]=IBM MQ7} HF o= HIEQ A 45 Yepd U
- CLUSTER RECEIVER 2'd: 7 #2]x}7} IBM MQ S8 AE| Q] Y8 Q] AL o] @ HA E 7} 23t} o=
71&%%24%}7}0375%#915 HER A 45 A3 YH
2. grep 'CONNAME\ |LOCLADDR\|IPADDRV' -B 3 backup.mqgsc B2 ¥a oA CLUSTER
RECEIVER g o] 2| =]o] Jl=2] Al Al 2. A o= o] Ql= % IP 45 Hulo| ESH Al 2.

CLUSTER RECEIVER z{gdo] o= of Ql=X] A|&H35}7] ¢l A= 2= S ol|A CHLTYPE(CLUSRCVR)©] %l
LR goyAe.

[}

a.

E
-
lo
=
=)

]_

DEFINE CHANNEL (ANY_NAME) +
CHLTYPE (CLUSRCVR) +

@50l gl 739 CONNAMES IBM MO Red Hat OpenShift Route 8o E5HIA].2.. o] 32 Red Hat
OpenShift 73S 7|80 & 511 o] & 71535 128 AR

queue_manager_resource_name-ibm-mq-gm-openshift_project_name.openshift_app_route_hostname

o & 501, cpai Ul A o] A Ujol|A] F |z} vl 2] 2] o] 0] qm1o| il openshift_app_route_hostname
o] apps.callumj.icp4i.com?! 4% 29 E URLL tt23 25 ytt

gml-ibm-mqg-gm-cp4i.apps.callumj.icp4i.com

ZQEQ ZTE S ‘?:_!HPJ. O 2 443994t} Red Hat OpenShift & z}7} th 2 4] G 3R] = oF, At
2 0 & o] gfo] ZHtE gt} o] JHE AHE-S1o CONNAME B EE o] EStAA| 2. ol & &

24,

CONNAME ('gm1-ibm-mqg-gm-cp4i.apps.callumj.icp4i.com(443)")

grep 'CONNAME\ | LOCLADDR\ |IPADDRV' -B 3 backup.mgsc §&e] Uz} Z2ol|A LOCLADDR &=
= TPADDRVO] T3t &H20] Qli=x] Belal4 Al Q. QLo Aol Al 2. o) Aol st Balo] gl
Yt

CtSoll e e

oAl ziH|o| Y 7 o] 7 A} S Aulo|EF FHIZF H S U
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[

SR SR E ZiE|o| L EHA 2 98t F 22|kl M AH|0|E
A

ZElo]Hol|A A3 5l -5 ZElolHof oJs £ 14 SHo] FoE Bz YW 40 3= 4 sy
A=tst| Hof

o] jAT A= AFR A7} IP F4 W S AE o|20] IBMMQ AS M 2o & 7k

O] EjA3 ME

= H-2 7 o] |7}k A ot

- glau] ol(FE EEo| sid3sh
A QN TLS A 29] 9],

I8 2 YEH 1S ddlo] Esfjof gt
1. g2 Ho] A|A.

2. TLS 7] A 4] 9] Ao,

T2 AN
1. 2~ el g AT,

Wl JLAJof| A DEFINE LISTENERE ZAMSHAA] 2. o]= AUTHINFO2} SERVICE A 2] Alo]of QlojoF g
q P2 AR IEA oL AASH Al 2.,
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*backup.mgsc
RALITUAITCEL ZUZU- 11l-ZU) +
* ALTTIME(11.43.28) +
REPLACE
DEFINE AUTHINFO('SYSTEM.DEFAULT.AUTHINFO.CRLLDAP') +
AUTHTYPE(CRLLDAP) +
CONNAME(' ') +
* ALTDATE(2020-10-26) +
* ALTTIME(11.43.28) +

EFINE LISTENER('SYSTEM.DEFAULT.LISTENER.LU62') +
TRPTYPE(LU62) +
CONTROL(MANUAL) +
ALTDATE(2020-10-26) +
ALTTIME(11.43.28) +
REPLACE
IDEFINE LISTENER('SYSTEM.DEFAULT.LISTENER.NETBIOS') +
TRPTYPE(NETBIOS) +
CONTROL(MANUAL) +
LOCLNAME(' ') +
ALTDATE(2020-10-26) +
ALTTIME(11.43.28) +
REPLACE
IDEFINE LISTEMER('SYSTEM.DEFAULT.LISTENER.SPX') +
TRPTYPE(SPX) +
CONTROL(MANUAL) +
* ALTDATE(2020-10-26) +
% ALTTIME(11.43.28) +
REPLACE
IDEFINE LISTEMER('SYSTEM.DEFAULT.LISTENER.TCP') +
TRPTYPE(TCP) +
CONTROL(MANUAL) +
* ALTDATE(2020-10-26) +
% ALTTIME(11.43.28) +
REPLACE
DEFINE SERVICE( SYSTEM.AMQP.SERVICE ) +
CONTROL(QMGR) +
SERVTYPE(SERVER) +
STARTCMD( '+MQ_INSTALL_PATH+\bin\amqgp.bat') +
STARTARG('start -m +QMNAME+ -d "+MQ_Q_MGR_DATA_PATH+\."
STOPCMD( '+MQ INSTALL PATH+\bin64\endmqsde.exe') +

2. TLS 7] 749 /A& ety
T B2 ol = 2 = S0 gk TLS /g o] ZEE o] QlE YTt o]+ HElojd §4attE2n =z 2
o Aglo| =7t Ba gk
* CERTLABL 55 default® 75t Al 2.
« TLS 7] A&42] ¢ %](SSLKEYR)S /run/runmgserver/tls/key= HASIHA| 2.
utQJojl A SSLKEYR 4432 9125 2t o 2{ SSLKEYRE AMSHI Al 2. UREA 0 2 shito] gEut dhAg Y
o}, of 2] o] WAL oh2 Aol ZAIE = AMEALZFQMGR L EA E S Y FR17] ERISH Al 2.
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*backup.mqgsc
L T T s T T R T R R R T Y]

Script generated on 2020-18-21 at 11.48.32
Script generated by user ' CallumlJackso' on host 'LAPTOP-VLQKISUH'
Queue manager name: gml
Queue manager platform: Windows
Queue manager command level: (928/920)
Command issued: dmpmgcfg -m gmil
L T T I T I T AR T R R R T Y]
DEFINE AUTHINFO(USE.LDAP) +
AUTHTYPE(IDPWLDAP) +
CONNAME( 'ldap-service.ldap(389)') +
LDAPUSER( 'cn=admin,dc=1ibm,dc=com') +
LDAPPWD( 'admin') +
SECCOMM(NO) +
USRFIELD('uid') +
SHORTUSR('uid') +
BASEDNU( 'ou=people,dc=ibm,dc=com') +
AUTHORMD( SEARCHGRP) +
BASEDNG( 'ou=groups,dc=ibm,dc=com') +
GRPFIELD('cn') +
CLASSGRP( 'groupOfUniqueNames') +
FINDGRP( 'uniqueMember'} +
REPLACE
ALTER QMGR +
* ALTDATE(2020-10-26) +
* ALTTIME(11.43.11) +
CCSID{RSAY 4
CERTLABL( 'default') +

* % ¥ ¥ ¥

*

*  COMMANDQ(SYSTEM.ADMIN.COMMAND.QUEUE) +
CONNAUTH('USE.LDAP') +
CRDATE(2020-10-26) +
CRTIME(11.43.11) +

QMID(gml_2020-10-26_11.43.11) +
col rpvp( ' 'Y 4

ISSLKEVR('frunfrunmqserverftlsfkey‘) + I
F L

* VERSION(09020000) +
FORCE
REFRESH SECURITY

Ch3of e =Y
ojA|= ziEo]Holl A A3 F<1 IBM MQ2| thf ob7| Bl S A e Ful7F H S YT

OpenShiFt : mdSESZ1E| 0| L{0f| A 413 =21 IBM MQ2| CHAF HA O} 7| Ell A
MEH

ZFZ3 =2 oY AAEA(HY Kubernetes ZH(Pod)) 2k T A AEIA(F 712] ZHPod))

AlZsto| Hofl
o] el 2T0) A AFE A7} 2AEo] L $7el 7 Trelxt 742 YeloEgcka gL,
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O| EfA3 HH

IBM MQ Operatoroi| A=+ 7] 271874 &4 & Alsgyth

o T AAEIA: T HEH o] (ZH(Pod)) 7t Al RFE ™ Aol HHAY A] 2| A]2LeH= Z1-2 Red Hat OpenShifte] 2]
Yt} Kubernetes WollA] stateful M| E Q] E4 O & Q13| o] Aol Bt A|7to] Zoj x| AU Te] XA & &5
afjof 5= o Ad=ol AHsUt

- OF A2"HA: F7H0] AHEH ol H (7 7HE ZH(Pod)oll &) 7 A1RHE] AL st g B Eo]al thE st T 7]
EEQUL o] EZEAS ALESH Aol 55171 o ALY YT o17]0) A= IBMMQ 84S S5k
Read Write Many o} A|Ag]o] I Q3h T,

o] B Aol A= th/ HA ob 7€l 92 A gty HElgt o} 7| El X & A oh= TA ol sl A= o] Alya] 2

o] &4 e A3(93 H|°o]#]2] TRed Hat OpenShiftoll A A| F a] &} ZHAlg )ollA] A3t

T2A|N
1. % 7he) g e A
A

o)f3t & S 4lol gk TR ML 24 5o|x|9] TZ1eo] oA BM MQO) thEt T7HEAL o Uh§-S
FEIAA .

2. /g HA o} 7|5l X & A =gy o,
+

S5 g Mo] 25 oW B AXTA FHO 2 ARSI o] Zlo] 17HEH LTAGE FHHEA
el

oAl Tela A2 AT a7} = gla Yt

i OpenShiFt €0 & CP4I-LTS EREIpNII DRI P
IBM MQ AT} TLS Q1=A] & 7] 2 Red Hat OpenShift 3+ 02 714 2 A A| 2.,

MZst7| Mo
o] Bl AT A= AHEAF ZAEl o] ol M A

o

20l IBM MO2] thA} o} 7| el 2] = Medgict T 7k

II.?l'.

Yk,

O] {23 HE

ojH Mo M F 7HA Al E FE, Aol E
« IBMMQ 74

+ TLSASA 2 7]

T T2} e x| =] 7] Hof| o]21%t 2+ -2 Red Hat OpenShift $7 0. 2 714 etof gttt

=)

Ao

2

Sy

T2AXN
1. IBM MQ 42 Red Hat OpenShift2 7} 2 A A 2.,

thg A A ARl A = @A) B2 £ 9] backup. mgscFeel IBM MQ 7ol itk gy oh, 137 &
o™ A187} 8732 7)uko 2 Tjel o] 22 AFg A} A elaof ),

a) oc loging AR5t S2|AEof 2alghch
b) IBM MQ 7-AS configmapol RESHIAI Q.

e S st AL,

oc create configmap my-mgsc-migrated --from-file=backup.mgsc

c) ttdo] 3 H o REH=A] Flgy
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the B AP AL,

o
ok

oc describe configmap my-mgsc-migrated

2. IBM MQ TLS AH S 714 &4t}

78 30| x[o] THElAr};: 7 2=} 7] Bl QlSM 5 5l Shiy of| A Argeh ukel 2o TLSE 7 e A} i 4]
ol Hash 4 olsych Wadt A4 Lcrt 9 keyE Lt o8] mhlo] ojn] Qlojof gt B x| A Fx
St o] S 7 2| AF2] Kubernetes A| .30l F7}sfjof gt}

g 5ol F Talate] 7] L AZ M7} Y AP ol B THe T U
* gmgr.crt

+ gmgr.key
ol2i3t utol & 71 e 2w thg e et Al e,

rJ

Kubernetesol A= Ax5H 36 2 719l 712 /1442 uf o] 883 RLelElS A2 FUc. o2 ol 7
2j2} A7) A7 o] 2713 F7F AZATE A

oc create secret generic my-extra-tls-migration --from-file=comma_separated_list_of_files

d|& Sof, 7}x 2 m}do] trustl.crt, trust2.crt 2 trust3.crt?! A HyLe ot 245 urc).

oc create secret generic my-extra-tls-migration --from-file=trustl.crt,trust2.crt,trust3.crt

[0l e K
o|A| Red Hat OpenShiftol| A A} F T|ZHE 2Hd S 1|7} = &Y T

» OpenShift €O |~ CP4I-LTS [-18

d
Red Hat OpenShiftol| A & QIAEA = ThHF

l_r(

Hat OpenShiftollAM Aj 7 22| X} =Hd
QIAE A 7 TelAbE HiX T
MZtst7| Mo

o] Ej AT oA = F T2 2H-S 2431 0 1 IBM MQ Operators Red Hat OpenShiftol] A X3tk 7y
ok

O] EfA3 MH

91 #flo]z]o] o] oflA A3 F
F 714 7hs o B2l EZ2EA7E s
- T QIARIA 7 P} HlA].

© G5 QIARIA F pE| A} ulA].

FOAG: M EERAE NOR 5 YBelE F s dRsHIAlL,

9 1BM MQ®] thit HA o7 el Alely oA theka] o & A3t upe} o]
Ut} 12ju g o Exol Mt £ o] A& o2 HEele 2 Az gy

T2 AN
. U QIAEA F TS w3}

D]’OI:LEﬂO]ﬁ% T ‘T'\’_}'EJX]"E_ YAML E‘]'OE]% /\]-—g-'c_?]—O:] Red Hat OpenSh|ft0ﬂ HHi]%‘/]E} E}‘-%.‘% }%,4%0]\1] O]
A Eol A ALGH o] 5& 7|Rte 2 Fhct,

apiVersion: mq.ibm.com/vlbetal
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kind: QueueManager
metadata:
name: gml
spec:
version: 9.3.5.1-12
license:
accept: true
license: L-VTPK-22YZPK
use: "Production"
pki:
keys:
- name: default
secret:
secretName: my-tls-migration
items:
- tls.key
- tls.crt
web:
enabled: true
queueManager:
name: QM1
mgsc:
- configMap:
name: my-mgsc-migrated
items:
- backup.mgsc

FekA|o) wah o d YAMLE AL8} A elaof & 4 QlerLith. o2 a4 k-2 o] YAMLO] it A
o},

A 3]
‘T‘o
3

o o
Lr

apiVersion: mqg.ibm.com/vilbetal
kind: QueueManager

metadata:
name: gml
o] Kubernetes L BAE /-5 Bl o] 52 Aol th AMEAL o7t H o9t AT B E= name ZEYUY
spec:
version: 9.3.5.1-12
license:

accept: true
license: L-VTPK-22YZPK
use: "Production"

Yk o2 AH8 A A olslof s 72, 172 0] 9]

ol Hj x| & 93t B A 2 alo| A A A Hoj s
ol Fx) oM AlTshe FEE ARSI L.

Fmg.ibm. com/vlbetaloﬂ o gt 2fo] A

pki:
keys:
- name: default
secret:
secretName: my-tls-migration
items:
- tls.key
- tls.crt

<

MQ TLS 8|2 A 7F4 2.7] Al Yo A ZHAJ = Kubernetes /\]EL S AZ5 0 g B2E(t]ls. . key 2
tls.crt)2 oc create secret tls RS AMEE uf &&= EF 0| = Kubernetesd Ut} A1E] #]
Baol 2748 271 AFA7F QIO ol AARE A0 2 2718 4 AW FRLE A 2] £ F A EHE
S5 el ol Bt o & So thg ES ALgstel AlE] A AFAE ANY 4 Yy,

TLSE A5 =E F TS A5 T Q54 U 7] & ZZ 3 oF gt secretName ZE=1B
ey

oc create secret generic my-extra-tls-migration --from-file=trustl.crt,trust2.crt,trust3.crt

pki:
trust:
- name: default
secret:
secretName: my-extra-tls-migration
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items:
- trustl.crt
- trust2.crt
- trust3.crt

Z2AH: TLS7F 22 5hA] oo YAMLY) TLS M-S AMAIsH Al 2.,

web:
enabled: true

o) B o] 9 E42 AS T 4 AU

queueManager:
name: QM1

ol 7 Bl ate] ol 8- QMIE HolFUth 7 BelAb ol S Sof M2 7 Belxt o BT 2L AR &7
AFgpol whef ARgAL o) g o,

mgsc:
- configMap:
name: my-mgsc-migrated
items:
- backup.mgsc

o] I E+= IBM MQ 1/ 714 7] AMof|A] 72 7 Tef Al g0l AdEYh oh2 o] 52 AH8SH A
o =my-mgsc-migrated % backup.mqsc2(E) $AdfoF gt

ME YAMLOI| A= Red Hat OpenShift 27 9] 7|2 A E 2] 2] S A7} RWX = RWO AE ] X] FejA 2
A Sl | QIC}aL 7P T AFRA} B0 A 7] 2gko] AolElo] 9lX) Oom AL e A A 2 AT A
sloF Uit thaw} 2ol YAMLE Bl o) 2 £aE 4 AUt

queueManager:
name: QM1
storage:
defaultClass: my_storage_class
queueManager:
type: persistent-claim

A8} B7o] AASLEE Sl A &Ajo] AHEAL Aol E HEEAE HAES FI}5HAA 2. AL BAo]
N 2B Seh2 0|28 HAlst2in kg WS At

oc get storageclass
=2 ol FEolA Bldst=AE S8 duH.

NAME PROVISIONER RECLAIMPOLICY
aws-efs openshift.org/aws-efs Delete
gp2 (default) kubernetes.io/aws-ebs Delete

O ZE+ IBMMQ 7432 7HA 7] Al oA 7k 2 IBM MQ +4& &&= WS
0|22 AFR5F 2ol =my-mgsc-migrated % backup.mgscS(Z) s sloF FUc}.

mgsc:
- configMap:
name: my-mgsc-migrated
items:
- backup.mgsc

T JIARA F WS HiX G U ol= HIEZ ES U ol A= Al ZdE o] Bl x| &S 4~
P 2|7} =&Yk,
0E AARA 7 B RS AU
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njo| 18| o] gl F TE] AH= YAML Y-S AF2-51o] Red Hat OpenShiftol] B x| Ut} o}2 A Z-2 o] Al
Mo A AFEE &= o] 52 7|Hto 2 gyt

apiVersion: mq.ibm.com/vlbetal
kind: QueueManager

metadata:
name: gmimi

spec:
version: 9.3.5.1-12
license:

accept: true
license: L-VTPK-22YZPK
use: "Production"
pki:
keys:
- name: default
secret:
secretName: my-tls-migration
items:
- tls.key
- tls.crt
web:
enabled: true
queueManager:
name: QM1
availability: MultiInstance
storage:
defaultClass: aws-efs
persistedData:
enabled: true
queueManager:
enabled: true
recoverylogs:
enabled: true
mgsc:
- configMap:
name: my-mgsc-migrated
items:
- backup.mgsc

2 ©] YAMLo|| gt AR AUtttk o] 42 T QAR A F 2R} v x| oF S ARt /A S Y5t
B2 oj7]o| M= 7 B2 A 7HAd Bl 2B SHof tisArt drgeh

queueManager:
name: QM1
availability: MultiInstance

ol F B2} 0] 22 QML() E A A5t 7|2 T A AHA TAl MultiInstance©l(7H HEE Hix| S
P alat
=20 H .

storage:

defaultClass: aws-efs

persistedData:
enabled: true

queueManager:
enabled: true

recoverylogs:
enabled: true

IBM MQ t5 128 A F e 2= RWX AE 2| K| of| mhe} thE Ut 7| 24 02 7 Hejzbes oY As A
Do iR H B R 5 JIARA HEZ HASHE ¢ 7 AEE X FAo] W aghtt o] YAMLAIS

o= Al W] 2B A] X4 EFI S A& BF SHUAE HoS Ut o] A& EF Fa A+ RWX

A E R A7) Hojof gt AFEAF B oA AEE|R] Fe A o] Fo] FASHA] Yo thg S 4
dYsto] o] = A 4= 95Ut

oc get storageclass

che-2 o] Faol A 2jRishs AE ZEYU e

NAME PROVISIONER RECLAIMPOLICY
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aws-efs openshift.org/aws-efs Delete
gp2 (default) kubernetes.io/aws-ebs Delete

iz—t— IBM MQ T/3& 714 .2.7] AlMoj A 7k4-2 IBM MQ 7442 325t Wi S BEojgych o2
O] 25 AF23H 2ol =my-mgsc-migrated ¥ backup.mgsc<(E) £ 3loF g
mqsc:
- configMap:
name: my-mgsc-migrated
items:

- backup.mgsc

0% A8~ 7 24 WA Fa U ol BEe E2 gF T o)Al Al Aeo] vz Bele 4
5} 2

b Openshife €0 b crar-uis JURI W IERT BT
o] A IBM MQ= Red Hat OpenShiftol] Bj x| =]l 0 2 & IBM MQ ME-S A}-8-510] 378 215t 4= 9141t}
AZtsta| Fof|

o] EjAF 0| A= AFHE-A7} Red Hat OpenShiftoll A A F T AHE 2Hdsickal 7h=g
ZQAK: o] AT = TLS7F 7 S| Aol A Abg o2 A ER] ke 7oz 7hEghy

O| EfA3 HH
o] EjAFof| A= o] Leflo] A 7 T zte] i o]y oA IBM MQ Al &S Ayt 12y & &4
of| A} A8 521 ZpA| o Al o) S AHEsH & 4= EY T
oS A 27 H Q3hct
« LDAP AHEA} o] &
« LDAPH|ZH S
- IBMMQ A'd o] &
o|&
o] oA ZEof M= thx AA S AR TH AREAF A7 o] THE A& FalsH Al 2.
+ LDAP AH&2} o] & mqgapp
+ LDAP H|UFS: mgapp
- IBMMQ g o] 2: DEV.APP.SVRCONN

T olE: 01

T2 A|A

1. A% 21 1BM MQ Ao o A Ay uch
o BE= ARESHIAl 2

oc exec -it gml-ibm-mg-@ /bin/bash
o} 7] A qm1-ibm-mq-02 93 H|o]2]2] [Red Hat OpenShiftollA] A F T&]AF 244y of Bi2]|$F ZH(Pod) Y
Ych 8% & ChE ol S0 2 e A¢ o] 3H AR HelshU AL L.
2. A A& SA Y
b HY S A A 2.

cd /opt/mgm/samp/bin
export IBM MQSAMP_USER_ID=mqapp
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export IBM MQSERVER=DEV.APP.SVRCONN/TCP/'localhost(1414)'
./amgsputc Q1 QM1

mgzes BAs HYHEE IS F oA S 4T 4 AU
3. v|AIA7F 4B H 0 2 S AE Q=R BelghTh
GET =2 ARt e

./amgsgetc Q1 QM1

F=n
76 Ho]X]2] FIBM MQOZ IBM Cloud Pak for Integration©. & ulo] 1g|o] My & =35 t)

CtSoll +8E &Y

03 ZEE AHEsHA & o 5333t nfo] 2ej|o]d Alute] oA =-go] Hur}.

Foll = HIAIA] mio] Lajjo]
Foll Q= 7189 HIA| A & vto] Leflo] dstel A 7 B 25 Hi x| gt & & A AR AFo]oj A dmpmgmsg

FEE ALE EFoj Q= Aol what HiA| 2| & WEWZ] 9 7FA @ 7|5k Al 2.

Red Hat OpenShift 27 2]F-oj|4 IBM MQol 12
Hi x| & - ¥H2] A= Red Hat OpenShift 27 2|52 IBM MQ 220 A E 8l 7 #e|ztof] 371E 4 A5Y
t}. = 2 A= Red Hat OpenShift #70] AZA351= 1BM MQ B of wha} th5 Ut} 146 = 0] 2] 2] [Red
Hat OpenShift 22| AE| 2| F oA 7 ¥ 2}o] AZASHE = Route 740 o] W8-S FRSHIA| 2.

SEEETENCTESENIBM MQ Operator AX|

IBM MQ Operator = OpenShift &4 &= B3 QIE]H|o] A (CLI) S AF2-5}0] Red Hat OpenShift of] A3 x|t
4 A5y

MZsto| Mo

A7} 7s Rt o A I E =5 st A A5 AlZshr] ol BE A2 8l 2 A ofsfisfiof

Utk 5 Hlo]x]e] Zie]o]yo IBM MQ Ay o] &S HR3A L.
z o A BREEIEIMNI5M MO Operators 412]5}7] Hof w2 223} of o3t )42 A Es}4

Al

Ol EfA3 HH
S oAl= IBM MQ OperatorE A ]517] 95t dut ejA3 Z2 202 vepduct
. Red Hat OpenShift Container Platform= A x| 5H4] A 2.,
CAEYA S FATHALL.
.1 o]m]A] (ofo] 7 &)
. IBM 3}4lAL L.
. IBM MQ OperatorE A 2|5}4
. QIEPO] ERIE 7] Al F3E 4 *06}*‘ A2 (Lol Mgk s,
. A AFe}: IBM Cloud Pak for Integration (CP4I) X 3ld 54 52 A 2|51 A 2.
. License ServiceS B X|5H Al 2.

T B2 A} v A].

O 0N oo WN P

T2 AN
1. Red Hat OpenShift Container Platform A 2] & =35} A| 2.
OpenShiftZ A x| 51= 2FA| S THAl = Red Hat £ E Q0] 4.6 0|4} A S FARFH4IA 2.
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ZQ AFg}: Q&= OpenShift Container Platform -2 A x| 3=%] RIS A| 2. o] & o], IBMMQ
Operator 2.0 °]/4S AH&-5F2{ ™ OpenShift Container Platform 412 0] &S AR sfoF gyt =3k
OpenShift Container Platform Extended Update Support (EUS) & 2] A%k 7\]%%141‘4-. oldg|lA=4.14
2 4,169} o] #4=o] B A AU th 2A|SH A H = IBM Cloud Pak% Red Hat OpenShift Container
Platform S2H3-& Z=xsHA A 2.
Red Hat OpenShift Container Platform CLIE AF&-5t= & ©AoA = oc loginE AFE3lo] OpenShift
S| 2o s of ftt. CLIS A XI5t ™ OpensShift CLI A &Fet7| & 2 5HIA 2.
OpenShiftE AX|3t & QIEfo] EME 7] A| A5 2H/goj|A] 2H/g 5= IBM QIEfO] S E 7| & AHE-5to] i E| 0]
H A Egojo] tfgt HAA|A S Flstal HA| AT 4= Q& YT

2. AEYAE AR
Red Hat OpenShift Container Platform oAl 2E 8] A] A5 A oJ5tal 7] 24 QIS FZ3 =
A E A & AAsoF gyt
ZF QA IBM MQ @ QIAEA 5l YA HATE W2 A= RWO HA|A HEES ARES 4= Q1= KHH HE]
AEIA F T ztoll= 20 H[o] %] 2] FIBM MQ Operatore] AE 2] A& Aty of A E 2 RWX7}
st} IBM MQ HE] Q1 A A F ] z}oj|= IBM MO of] th3t 28 1}l A|AE] B AEO| that X AJAFS

Abg3tel ol 4 9l 5% nhed A28 S4o] Wagyct.
orelzl #4 9 HE4 Thel AL B2 9 75} A G i ASARol thah HIAA-S 1BM MO T A2
Wl o5t el 2= ol 22 4 sleuel.

3.“5!.

o2} ofu) 7] (ollo] 73
ST 2E7 AR (°ﬂ
o]}:l 27]_;[1/\-]0 %
/\]2.

+ 1BM MQ ||| 2 m]2sfo} Fch. the S AHGBHAI AL L.

export OPERATOR_PACKAGE_NAME=ibm-mq
export OPERATOR_VERSION=3.1.3

© 3OS BE W20l true?l Sk o] 4e] F HEAE iAot = A R Ft 2+ AR HEE vy
BafofF 2y ‘:P.
- IBMMQ 9.3.4 o]4& AF& FdYth
- CPAI gfo| A S ARE FUY T
- IBM MQ Console 7} AH& 7Hs- @ .
- IBM MQ Console A= /\}?_]% (SSO) 01% 4 A3t Ho| & 93l IBM Cloud Pak for Integration
Keycloak AH| A5 /\P AU (7123
o] 70| true?l 7% SSO+= Keycloak of| A A|-Z-=H Th 7+ 11/ @ A& =] sfiof ghy.
- IBM Cloud Pak foundational services
Certificate Manager. H]7 4.40]%1 2] IBM Cloud Pak foundational services =3 At H{ & A |3t 7 ¢
Certificate ManagerZ 1] 2] & 3ljoF gt ct.6
IBM Cloud Pak for Integration
Keycloak (Red Hat OpenShift GAFz})
a2 o] 2| & /g5t oflof 74 S| AE|of| tfgt o|n|A] Hl2| S FEHHA L.
4. 1BM MQ Operator 7FEHE 1 AA S 2715144 Q.
S| AN AMNRE AT = U =5 of= 7HE R AL S 75 Al 2. 101 H]o]#]9] FIBM MO

Operator ZFEE21 AA 27}y o] &S ZRSHAIA 2.
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https://www.ibm.com/docs/en/cloudpaks_start/cp_start/cp_rh_version_compat.html
https://www.ibm.com/docs/en/cloudpaks_start/cp_start/cp_rh_version_compat.html
https://docs.openshift.com/container-platform/latest/cli_reference/openshift_cli/getting-started-cli.html
https://www.ibm.com/support/pages/node/6117868
https://www.ibm.com/support/pages/testing-statement-ibm-mq-multi-instance-queue-manager-file-systems
https://www.ibm.com/support/pages/testing-statement-ibm-mq-multi-instance-queue-manager-file-systems
https://www.ibm.com/docs/en/cloud-paks/cp-integration/2022.4?topic=requirements-storage-considerations

5. IBM MQ OperatorE Al x|5H4A A 2.
S & 34 3 shus AEsHHAI L (24E AFEsEAY CLLAR).

A 1: OpenShift £&-& A5l IBM MO Operator A2 %].
A

o

6. QIEFO] EHE 7] Al AR S 2HJsH Al 2 (224l A X5t alid).
IBM MQ Operator = 2}o] Al QIEFO| EHE HALS 88 5t= i H| o] HX A E |0 7kA 2 7 T2t
ojm x| 2 v x|t} o] ZAtoll= docker-registry pull AlA3l0] &= QElo| EHE 7|7} ot
Yot F T A XS v ano] Ao 244 Hof 7]7} ob4] gl= 79 th3 A A| AR el mhet QlEfo] &
E7]E 71X 1 E H|Y HJHE 2SI Al 2.
Z3: IBM MQ Advanced for Developers (Non-Warranted) 5 #2212t v x| 2 72 QlE}o] EHE 7| =
2317 54t
OpenShift Z& E= CLIE AHEo}o] QIEFO]ERE 7] A2 RS AT 4 dF U O o Al= CLIE AHS:
.
a. IBM IDol| | & QIEo| S E 7| & 7w Ut A4 o] Q= AT EQojet Ayte IBMIDY H|'WH S
£ AH&-5to] MyIBM of] 21215 A 2.,
b. QIE}C] EHE 7] AlHoj|A] 7] BALS AEi5to] QIEfO] EHE 7|5 S E Eof BAFSHI A 2.
c. OpenShift CLIOIA t}-3 H & Aldisto] ibm-entitlement-keydh= o|u] x| & A2 2514
A2,

iz}

oc create secret docker-registry ibm-entitlement-key \
--docker-server=cp.icr.io \

--docker-username=cp \
--docker-password=<entitlement-key> \
--docker-email=<user-email>

\ - -namespace=<namespace>

o] 7| A, <entitlement-key> = TA| bol| 4] BAFSE QIE}O|EHE 7|0 1, <user-email> = HFF FojH &
T E9oje} AxtE IBM IDO|H, <namespace> = IBM MQ Operator £ Al x5t U Anfo] AU},

7. 54: CPAT 2 oG T& 5= AX|SHA 2.

O Hgwo] 25 trueQl st o] 4He] F #e|AHE ui x| uff B 74A] 7L 4 HEHET}

IBM MQ 9.3.4 o] 42 AHE Fd YTt

CP4I 2to] A E AHS FJ YTt

IBM MQ Console 7} AF& 7158 o}

IBM MQ Console A= AFRI2 (SSO) *15 & H3t Fof & ]3| CPAI Keycloak AH|AE AFE SUUYT (7]

=20).

o] o] & &0l true?! 749 SSO= Keycloak ©fl 2J3l A 3= 1 th-g 7} HHAIE k= sfjof Shy .

. CP4I 2919} 53 A =] 2 =o]|A IBM Cloud Pak foundational services &3S A x|t Al 2. 2|
He A2 o] EelA0] 292 A B S FRSHA A L.

- A 4.40] 2] IBM Cloud Pak foundational services &G A 142 A x] 5t 72, Red Hat OpenShift
Container Platform2] cert-manager &3 A A |51 A] 2.7

* CPAL 2 FAHE AR5 2.

« YA Z2E UTE i A|sH Al 2.

a. ibm-common-services HlJAHo|AE 2T A| 2. CLIE 53l OpenShift 32| AE o] 2115
743 oS g S AYsta Al 2.

7p

Uk,

30

oc new-project ibm-common-services

FAALL.
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https://myibm.ibm.com/products-services/containerlibrary
https://docs.openshift.com/container-platform/4.12/security/cert_manager_operator/cert-manager-operator-install.html
https://docs.openshift.com/container-platform/4.12/security/cert_manager_operator/cert-manager-operator-install.html

8. License ServiceS H x5} Al 2.
ol= 7 Tejate] gto] A AbE-S 2 UE Y51 o W aghth License Service] AAARS T2 AIA] Q.
9. 7 T ALE Hi X sHA Al 2.
ol A "wk2 AJZF 7 2] 2} ui x| of] thgt R AJAFE-2 110 H[o]A|2] [Red Hat OpenShift Container
Platform 22| Agol] F |z} vix]y o] W8S HFREIAA L.
e EfAS
113 H|o]#A|e] [IBM MQ Operator A =] | A

Red Hat OpenShift & T+ CLIE AF8-5}9] Red Hat OpenShiftoll Al IBM MQ Operator & A x| A AT 4= 9l
AN
s,

"}21 Xl-x
105 o] 2| 2] [ofjo] 74 7o IBM MO Operator 2.x 2]y
o] gFAollA= OIEM Aol gl Red Hat OpenShift 22 AE{o]] IBM MQ Operator 2.x & A x]5t= WS

QHNFUITE, )E AE 2|2 Clufol A8 AL8 37} B2 0418 AL8 3] ollo] 7 B0l A TBM MO

Operator & A2 4= & Yth

EEETNSNEZTINIBM MQ Operator FHEF2 1 AA X7}

=
Openshift 22| 280l 71221 228 715t A2\ 4 Yt AR B2 o] IBM Q47 F7hg U,

A=t ol
o] jA T oA = 98 H|o]x|2] [IBM MQ Operator Ax]1 2] A& A &A S L& 3ict 714
o] A3 = Z|AE A7} =Fsfjof Y.
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Yet,

Ol EjA3 MHE

IBM MQ Operator 7}‘9&1— IBM AT E Qo] A|Z-S AF8-5}7] 95l Red Hat OpenShift Container Platform
22| AE 9] APIE 4ot o] AHEE 4= = AAkAke] Mldyrt.

22| 2E 7L ASHE (ol]o] 7Y) VIE A Sl A=A = S Ao QIE Ul tfgt BA|A Aol Ql=A] o]
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we} g4 A: ollo] 7 & 34 B: AEY 9.
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LM A: oo} 78 oo} 7 Y EQ A T AA 7R AAE Z7}5HAA| L.
a) IBM MQ Operator 71221 AA S 271514 A 2.
Zej bl FtgEa an F7te) AAANES AN L.,
7. 20z} A x| oA )2 o]u]x] (o] 71 HE)E oju] @EFPom B Fhekm g AA

o ergsle guct. ols 59, chaah ga Utk

oc apply -f ~/.ibm-pak/data/mirror/${0PERATOR_PACKAGE_NAMEZ}/$$0PERATOR_VERSION?}/catalog-
sources.yaml

fuj

2 g3k B
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b) F7F H4 A A0l i FFEE D AAE ZIISHIAI Q.

& B Eo] BE trueQl it oo F wejAHE v x| g w) 2 712] 27 H4 HEFUET QIS
IBM MQ 9.3.4 o]’4-2 AH& S Yt

IBM Cloud Pak for Integration 2to] A S AFE F Ut}

IBM MQ Console 7} AH& 7Hs-gU ot

IBM MQ Console 2 AFRI-2 (SSO) 915
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o] o] & iy 2ol true?! 42 SSO= Keycloakoll 2J3l |3 Ut} wata] IBM MQ Operator 7F&H2 1
220 2ot npd7iA| 2 o|gjet 27 W4 HEHE ZHzbo| i3] S| AE|of FME R AA FTL O HAE

S8y sfof gyt
— IBM Cloud Pak foundational services
~ Certificate Manager. 1% 4.40]%1 9] IBM Cloud Pak foundational services 22 #{7-& A x| gt 49
Certificate ManagerZ n]2{ ¥ sjof gtuct.8
- IBM Cloud Pak for Integration
. &4 B: QY QEYlo] AN AT 4 Q= B TR ET AAS ZT)SHAIA Q.
OpenShift CLIE AHE-5to] CatalogSource S 2HIsHI Al 2.
th3 YAML TS Red Hat OpenShift Container Platform & AE| o] -85t 712215 F718H Al 2.

a) CatalogSource YAMLS ZAJ5HAI Al 2.,
2 A+ Aol = catalog_source.yamlah= oA &2 2] A5HAAI Q.

apiVersion: operators.coreos.com/vlalphal
kind: CatalogSouzrce
metadata:
name: ibm-operator-catalog
namespace: openshift-marketplace
spec:
displayName: IBM Operator Catalog
image: icr.io/cpopen/ibm-operator-catalog:latest
publisher: IBM
sourceType: grpc
updateStrategy:
registryPoll:
interval: 45m

b) CatalogSource YAMLS Z-835H4A 2.

"+ 2 E FE5AY H Y32 AFESI] Red Hat OpenShift Container Platform ] £&0j 4] o] & 4=
oH o]—/\l /\]3,

ol Sol, o WS AHstol HUL

oc apply -f catalog_source.yaml -n openshift-marketplace

£

)
oo

6}A1A]£l.

c) A 3249l catalogSource ZH4] &0l

B
Yye AL,

go o}

i)

oc get CatalogSources ibm-operator-catalog -n openshift-marketplace

R gste thg Zo] £A UL

NAME DISPLAY TYPE  PUBLISHER AGE
ibm-operator-catalog IBM operator Catalog grpc IBM 28s

F<
O|A| IBM MQ Operator’d 2] 9] 5HAE &5 5 FH|7} H 5Tt

BEEETNCTES M O pensShift 2£2 AL2310{ IBM MQ Operator A X|

IBM MQ Operator = OperatorHub S A-&-5}o] Red Hat OpenShift o] Ax]& 4~ 915y th

MEst7| Hol
o] Bl AF0) A= 98 H[o] X8| IBM MQ Operator 43|y 2] 1-4%AE &5l 7P gy o
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T2 A|X

1. Red Hat OpenShift 22| AE 240 2 1154 A| 2.,

2. &4 o 'Jo]| A Operators > OperatorHubS 251441 Q..
OperatorHub o] 2| 7} E AU},

3. RE 5 20| "IBMMQ"S UHI A 2.
IBM MQ 7t &1 FEo] ZAIHYT}

4. IBM MQE AEISIA A 2.,
IBM MQ #o] A Yt}

5. 42 & ZEsHHAl 2.

2] H| o] x| 7} A EH Y.

A A
6. th& ke dEshAlL.

a) Ad & Agst wd oz A Al L.
X efst Operator 292 T 3l2H 11 #|o]#|2] FIBM MQ Operatoroil thgt M 291y o &S 4
EstAlL.

b) x| BE & "Z2|AE 9 EA v AHo|A" (ThZ BAlA 2T 4~ Q13) = 2B AFH HA Hel=
AL
ArbaRe] oh2 WA & oh2 Y| Ao] Aof A5k ZA|7H S 4= glon g FeAE A HIAE
et Zo] E5UtT databe Alo] ZEle] Eo] =& A= A5

o) &4 "ZeAE Y EA v ATo|A" & HEG F 2 HIdATo)A & AMAE AT A E (U
Ado|2) oz A L.
A3l 245 AHSSHO] GRS AT o 7| v Am oA, YA Al S 7] A AH o] A
ARESIAY A WA AT 0] AF 2 S 4= QlEUTH Al HIJ AT o] A5 2ot 1 Th-2-1} o] o] 4]
oM AgE 4 AFUTH &M ELHoI &> Z2AES Fsty ZRAE A2 et & A4S
Z2AE (dasolx) 9 o] 2 AHst AP S St L.

d) U A 2 A5z YA 2.

7. 432 & 2¥stal 2 JAT AT wj7hA] 7o A Al L.

Ax)7F SR =W Zelo] Al E Ut

A& ZRlotEH QA > AE SFYALZ o] 550 ZRAE T F the BEoA T2 A ES HEsH A

L A7t EEH RG] FEi7H 3o E HAE U

= T o2 -
o] A Qo] SHE 7] A|ZLS AH/d (98 B0 A 9] [1BM MQ Operator A 2]y o] 697)) & 43 FH| 71 =
Zuch,

ETEETNSNCTET MR ed Hat OpenShift CLIS A}23}0] IBM MQ Operator A |
IBM MQ Operator = "33} QlE{Ho] A (CLI) & AM&3}o] Red Hat OpenShift o] Ax]g 4= Ql& Ut

MZESE7| Hofl
o] el A= 98 H|o]x]9] FIBM MQ Operator Ay 9] 1-4THA1E &E Yt 7Hg 3ot

T2AXN
1. oc loginE AH85}o] Red Hat OpenShift 3 A E{=|o]A (CLI) o] 2115 Al 2.
2. 34 IBM MQ Operatorol] AF&-3 Y| AF|o] A S 2SI Al 2.,

IBM MQ Operator sh9] Ul Amo] ALy B WY Ano]AS ¥ 9|2 2| 5te] | 4= 5y ©]
A= o EASHA| = 54 vl Lu|o| 2of HX|ste = 49l B2t

CLIOIAM A dl Amo] A5 2 g5t ™ thZ = At Al 2.
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oc create namespace <namespace_name>

o} 7| A < namespace_name> 2 A& HY Ado] A 9] o] 2t}
3. OperatorHubol| A} 22| AE|of| AL 7H5 8 A4tA} H&52 BHAHA 2.

oc get packagemanifests -n openshift-marketplace

4. 1BM MQ Operator £ ZAA5to] 2| Q%= InstallModes 2 AFE 71535 Channels S EHQIGHAI A 2.
oc describe packagemanifests ibm-mg -n openshift-marketplace

5. 34: OperatorGroup< 2SI Al 2.

OperatorGroup2(+) OperatorGroupiH(2h) S A5 HYAm|o] A0 Qs 2 E 29 xof 35 RBAC
BMAE Aot td Y AF| o] AE HEiSH= OLM AHE Y Y T}

L PG Aol S25F= Y| AF|o] A0 l= AllNamespaces == SingleNamespace BE & 5FLQl 2 At
9] InstallModeJ—}(Q}) x| 5}= OperatorGroup©](7h oo gt

AX]ste]= &9A7F AllNamespaces REE AM&-SH= 742 openshift-operators HY Au o] Ao
o|n| A3t OperatorGroup 7} 0B 2 o] A S AYE 4 &)

2927} SingleNamespace B EES A2} o}2] 2435t OperatorGroup 7} Q1= 49 oS B2 A
gYsto] st Al L.

cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/vl
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace_name>
spec:
targetNamespaces:
- <namespace_name>
EOF

6. A Els}t Operator X8 T3l 11 Hlo]A]2] FIBM MQ Operatoro] tist A ]9y o] &3 HES}
SRS
| .

7. SYAE ARSI A L.

oS Hy S AR5 < ibm-mg- operator-channel> S AFg5ho] A2 E IBM MQ Operator A o] A dx}

A= A]7] 4L, "AlINamespaces" R EE AHE5= 79 < namespace_name> < openshift-operators
2 t."j%‘ﬂﬂ L, "SingleNamespace" EE,%— /\}%0}1_ 74-% IBM MQ OperatorE B x| & H|J A|o] A2 W
7oAl 2.

cat << EOF | oc apply -f -
apiVersion: operators.coreos.com/vlalphal
kind: Subscription
metadata:
name: ibm-mq
namespace: <namespace_name>
spec:
channel: <ibm-mg-operator-channel>
installPlanApproval: Automatic
name: ibm-mq
source: ibm-operator-catalog
sourceNamespace: openshift-marketplace
EOF

8. % & %ol 2yt Ax Ptk ohe WS ARsto] BE T4 247 4T Aefelx] SelstalAl L.
oc get csv -n <namespace_name> | grep ibm-mq

71X < namespace_name> 2 "AllNamespaces" 2 ES Al-&5t+= 79 openshift-operators °| 1!
"SingleNamespace" B E& AH&-5t= 74 Z2AE (U AT o]A) o] &Yt
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Ct20f| f3He =]
o|A| IE}o] EHE 7] A|F &l 2HJ (98 H|o]A]2] TIBM MQ Operator A =]y o] 6TA) & 434 FH| 7} =

Stk

% OpenShift |« 0‘"0'| 7H §|-7°:|0." IBM MQ Operator 2.x *"XI

o] 8}4¢ Aol A= 2l E]ull 912 o] gl Red Hat OpenShift 22 AEJol] IBM MQ Operator 2.x & AX/3H= 3

°H41°“45P Fo& 2EYA EJH}OI’\E AFESA L Bl A% T A1 S AF8-5}o oflof 7Y 2P7ﬂ°ﬂ/\1 IBM MQ
Operator & A& 4= 54t

AMZESE7| Hofl

o] ZJAJAFRE of|o] 34 2HA ol A IBM MQ Operator 9] 2.x HjAS d%]5}7] 915+ 214 Yt} IBM MQ Operator
3.0.0 °o)/F2 AX] oPE%Dﬂ 98 Ho]#]2] FIBM MQ Operator A%y o] Y& F%35AA Q. E5| oo] 74 EA
Aol FoJst Al 2.

S8 AEER|X| C|H[O|AE ALE510] 0f|0] 24 2tF0fl IBM MQ Operator &4

A% ¢t 35 @Al IBM Cloud Pak for Integration £419] Fi& A E2|2] 2|2 o]u]] n|2|q] & F=
SHIAl 2. IBM MQRE X5k 49 o3 874 Hiao] BE B82S of 7|0 Al g ro 2 Bt Al 2.

export CASE_NAME=ibm-mq
export CASE_ARCHIVE_VERSION=version_number
export CASE_INVENTORY_SETUP=ibmMQOperator

o7 version_number <= ol|o] 71 A2 & 435k © AR Ao 29] MY YTh ARG 7153 Alo] & B
9] HE-2 https://github.com/IBM/cloud-pak/tree/master/repo/case/ibm-mgs = o}“/\lﬁl AeyE
Operator X192 w3l 11 #o]#]9] [IBM MQ Operatorol] thst #{Z 2| ¢y 4 yes @Eowug

A M HAS AHRSH0] 0f|0] 74 2tA0llA IBM MQ Operator AX|

. 105 #[o]#|9] A3 =7,

.105 o] #]9] [FDocker HA|AE 2] 4]

. 106 H|o]x]Q] MHAH SAE FH|j

. 107 #lojx]e] TAx] g 18] gl ofn]x] Q¥ E 2]of 37 ¥4 2Hy

107 Hlojx]e] FIBMMQAX] =23 9 o]n|x| QI ED T2 &

. 107 "lo]#| 2] TOpenShift Container Platform S| AE| ol S2]AE #2222 27121
.107 #lo]#|2] TIBM MQ Operator©]] tgt Kubernetes W Am| o] A ZHA
.107 #o]x]9] Toju|x] mjz] Y FejAE A

. 109 #|°]%]2] FIBM MQ OperatorS A 2|5 Al 2.1

. 110 #lo]#]9] FIBM MQ Queue Manager Hi]J

O 00 9 O O A W DN P

=
o

MY =2

1. OpenShift Container Platform 2] A B2 A x| s}|of ghuth. 2| Y =)= OpenShift Container Platform B 7
o] 7% 11 #|o] 22| FIBM MQ Operatoro]] tist {7 2]y o] W8-S F=235HlAl L.

2. Docker HAAE 2] 7} AHE 7Hs-sloF @ ot AbA| s J H= 105 0] 2] 9] TDocker HIAAE 2] FH]y 9
U8 FxsHAl 2.

3. 7|2 A E FAdsoF ot 2HAIGE H B = 106 Ho] x| 9] MHAH SAE FH|y o] &S FRHAIL.

Docker H|X|AE2| ZH|

27 Docker HIA|AEE| = 22 &7l BE o|n| 2| & A7st=d| AFEH Ut o] 23t 2R AE & 2Hddlof
st o3 L FANE S S5ot=A] lsfiof gyt
- Docker Manifest V2, Schema 2& x|},
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https://github.com/IBM/cloud-pak/tree/master/repo/case/ibm-mq
https://www.ibm.com/links?url=https://docs.docker.com/registry/spec/manifest-v2-2/

« O35 oF7|E)A] o]n| x| & ALYt}

« W2 A8 2} OpenShift Container Platform 22| AF =& R FoA A A 753 ),

« HIAH SAEA th4 BRI AE -] o] & 4= = AFEARS] AREAL o] B2} B RIS Y}

+ Red Hat OpenShift 22| AF =0 gl i HIAAEZ oA o2 4= = AHEAFS] AHEA} o] &1 H] U H
27t A5YH

- ojn|x] o] Fol M &2 & 7|25 o &t

Docker Z|AAE 2] & 23t ol &= okt Zo] BRI AE & /dsjoF gt

. Te A AE 2] Q] o= Red Hat OpenShift £412] A|$He W E Q] T oA A& 9|35t n]g] R AEE] 2}/
of =& =0 JEFUTH

- 7} Ul ao] A7} kg R FARTE FEFHEA BRI AlL

- AE ARE S AU

8]
- AAAE AL A 4

- BEAHZAE AS 4 A= AHEAY] A9 H BT & UTH OpenShift Container Platform S22 E+& o]
234l JRE ARG T

HAM SAE FH|

OpenSh|ft Container Platform 22 A€, 27 Docker HA|AET] 9 Qg Elof] HM AT Q1= HAH E

A TA
ZH|SHI A 2. HjAH S AE = IBM Cloud Pak CLIZ OpenShift Container Platform CLI7} A5t 29
iﬂxﬂﬂ Q1= Linux for x86-64 Ze1&of| lojof g},

HAH - EojA ohg BA S SEHIA L.

1. OpenSSL {7 1.11.1 0|42 AA|5H A 2.

2. A = =0 Docker == PodmanS A |5 Al 2.
+ Docker& Ax|ste|™ o] g2 AP A 2.

yum check-update
yum install docker

« Podmang 42512 Podman A4 %] A AJAFES FRBHIAI L.
3. H|AF Eof skopeo HA 1.x.x5 AX|5HI Al 2. skopeod AX|st2H thg P g5 AYsHiA 2.

yum check-update
yum install skopeo

4. IBM Cloud Pak CLIE A |54 Al 2. ZlZof tfst 27 wtd o] 2| Al M-S A2 A| 2. AHA|SH B =
cloud-pak-cli®] &2 ZZ35HIA| 2.
a. 27 Tl S T}e 2 E A A

wget https://github.com/IBM/cloud-pak-cli/releases/download/vversion-number/binary-file-
name

ol 5%, chazt 2y,

wget https://github.com/IBM/cloud-pak-cli/releases/latest/download/cloudctl-1linux-
amdé64.tar.gz

b. 2% w}Ud S FE5H A 2.
tar -xf binary-file-name
c. the B Aysto] S ST 0| A 2.

chmod 755 file-name
mv file-name /usr/local/bin/cloudctl
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https://www.ibm.com/docs/en/openshift?source=https%3A%2F%2Fdocs.openshift.com%2Fcontainer-platform%2F4.4%2Finstalling%2Finstall_config%2Finstalling-restricted-networks-preparations.html%23installation-creating-mirror-registry_installing-restricted-networks-preparations&referrer=SSGT7J_20.2%2Finstall%2Fmirroring_operators.html
https://podman.io/getting-started/installation.html
https://github.com/IBM/cloud-pak-cli/releases/latest

d. cloudctl7F A2 of Jl=7A] RASIHA| 2.
cloudctl --help

5. oc OpenShift Container Platform CLI =& A |5 Al 2.

Z}A|st A B = OpenShift Container Platform CLI =& &5 A 2.
6. 2=l A AES st HH EE Ao Al 2.

tha2 oAl HE Byt o] ol & & DAl M AR HUt

mkdir $HOME/offline

b
|0

F3: o] 2mekol 472 Hlo| B S £ ¥ o] W55HA] YEE 2|4 H o]ofof FU T}, o] A& njejE x
2H A E of2] l AgalAL A7 2ol wek Agekt HlE =gol Buich

Ax| =% 9 o|0]X] QIHIEZ|of| EHA 4 =
Mz T2 o|n|| o] U o|n]A] Ml E e} S AtEslo] ke

i

35 AN L.

export CASE_ARCHIVE_VERSION=version_number
export CASE_ARCHIVE=ibm-mq-$CASE_ARCHIVE_VERSION.tgz
export CASE_INVENTORY=ibmMQOperator

o1 7] A version_number= oo} 7] x| 2 9|5l AFL3F A|o] A0] MU TH ALE 7F53t o] A BjHo] mE o
https://github.com/IBM/cloud-pak/tree/master/repo/case/ibm-mgE %5 Al 2. IBM MQ Operator©f]
oht A A9 S A Esto] Aeld 2gxt Afd S TEIAIALL.

IBM MQ &X| Z21% 9l o|0|X| QIHIER| CI2EE
ibm-mq Az =234 9 o]u]x] 21 YA S bastion SAEC| THEEESNA| L.

cloudctl case save \

--case https://github.com/IBM/cloud-pak/raw/master/repo/case/ibm-mq/$CASE_ARCHIVE_VERSION/
$CASE_ARCHIVE \

--outputdir $HOME/offline/

OpenShlft Container Platform S2{AE{ 0] S2{AH &2|XZ 219!
2 OpenShift Container Platform S2]AF o] 21215}17] 2|3t o gAYt

oc login cluster_host:port --username=cluster_admin_user --password=cluster_admin_password

IBM MQ Operator0| Ci$t Kubernetes HIQ A O] A Xt
Ul Aol A7} Qs 2H H4E A/ ste] IBM MQ Operatorg A x| 3t & U Am|o] A5 A5 Al 2.

export NAMESPACE=ibm-mq-test
oc create namespace $$NAMESPACE?

ojojx] oj2{ 3! E{AEH 1Y
& SAE €55t o|n| A & v st A E FAEY

23 gyl 2uh2 3 Hol| 52 7|55 AFESHA] oA . A& 501, args "--registry registry
--user registry_userid --pass registry_password --inputDir ~/offline"2(E) AHE35}
A opA A @, § eV} SR 2] ok o Wy o] Alufeh 4= Q)& o)

o
1. ©E &2 Docker FIAAEZ 0] tidt Q1S A1) HEE ATyt

2 E IBM Cloud Platform Common Services, IBM MQ Operator ©]1] %] 2! IBM MQ Advanced Developer
ojm|x]= Q1 5ol B 351A| &2 &8 A AE o AAH Yt 1=2{ut IBM MQ Advanced Server(H] 7H
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A1), 716t A1 E % W Eke] AE U E L L} ol 4ke]
elzo] W},

e cp.icr.io

I-'O

zg o ~E2s B gk 04 Hx AE o

« registry.redhat.io
« registry.access.redhat.com
ol2{ gt A AE 2]of thgh 2HM|EH Y B = B A AE 2] Y| AH o] A A S RS Al L.

Q1Zo| Mo BE e|x Ao that e ARE TAseld ohe §ye Agstol YUk 7 elx AEd
ol thal A o2 e g st e

cloudctl case launch \

--case $HOME/offline/$$CASE_ARCHIVE?® \

--inventory $f{CASE_INVENTORY} \

--action configure-creds-airgap \

--namespace ${NAMESPACE} \

--args "--registry registry --user registry_userid --pass registry_password --inputDir $HOME/

offline"
-2 $HOME/ . airgap/secrets Y x| o] ot A|ARIQ] midof HAAER] 4] HEE A4kl 7HAI G
Yrt.
2. 27 Docker Bl AE S A2 AW E 37 H42 243
export LOCAL_DOCKER_REGISTRY=IP_ or_FQDN_of_local_docker_registry

export LOCAL_DOCKER_USER=username
export LOCAL_DOCKER_PASSWORD=password

ZZ: Docker EﬂZ] Egl=80 =443 28 & XL E E AFESHYh Docker A A LHEZX
EE ALESHE A9, 2 host:portE AMESIe] ZEE X AHFHHA| L. ol & EH, E}%ﬂ Z5yrch

export LOCAL_DOCKER_REGISTRY=myregistry.local:5000

3. 27 Docker HAAE g o] thgt Q15 ERASRJIAYEE L/d5H A L.
;o] &A= SRt 3¥slof g
cloudctl case launch \
--case $HOME/offline/$$CASE_ARCHIVE}: \
--inventory ${CASE_INVENTORY%} \
--action configure-creds-airgap \

--namespace ${NAMESPACE%} \

--args "--registry ${LOCAL_DOCKER_REGISTRY} --user $$LOCAL_DOCKER_USER} --pass $
$LOCAL_DOCKER_PASSWORD}"

22 $HOME/ .airgap/secrets x| ot A| A=) u}doj H A AEZ] Al A HE 225131 7)A]
Y},
4, 22 ojn|z] pull £21&2l H 4 ImageContentSourcePolicyS A Al L.
a. L &5 OA] A|&eljof A o B8 ERISHI Al 2.
+ OpenShift Container Platform 7 4.4 o]/ 4 ofo] 743 AF-8-38l+= IBM MQ Operator 2] Al Ad %] o] x|

e

o] &A= Ze|AE L EE oA AJZ Y o S| AE A2 A E 2RI 2 482 w7t
A AHS-E 7}—°£¢ A&

+ IBM MQ Operator 1.8°]14] CASE = o|u]x|of] tfgt 27} n]2 Y AAS 2SI = o] EE YLt w
2hA] o] B4 9] IBM MQ Operator oA} H7 1.8 o]y 2 & J1go| B k& EW AlZto] EE|A

Hyoh

« o] Ao ke EE ThA] A|ASljoF oh=A] ZRIstH o] TA| < :"Zoﬂ --dry - run3A4E& F7Fs
AA L. 22 2|4l ImageContentSourcePolicy 7| A/d & o] 24 % (stdout) o] TA|EYth
o] ImageContentSourcePolicy 7| A H S AEQttE ImageContentSourcePol:i.cy7§
< O] A2 Y o

cloudctl case launch
--case $HOME/0ff11ne/${CASE ARCHIVE? \
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--inventory ${CASE_INVENTORY?} \

--action configure-cluster-airgap \

--namespace $$NAMESPACE} \

--args "--registry $$LOCAL_DOCKER_REGISTRY} --user $$LOCAL_DOCKER_USER} --pass $
{LOCAL_DOCKER_PASSWORD} --inputDir $HOME/offline --dryRun"

b. 224 o|n|x| & ]i%l 4 ImageContentSourcePolicyS 7/d5I™ --dry - run 34 ¢lo]
o] @Aof thgt ZEZ A5t Al 2.

cloudctl case launch \

--case $HOME/offline/$$CASE_ARCHIVE?: \

--inventory ${CASE_INVENTORY?} \

--action configure-cluster-airgap \

--namespace ${NAMESPACE} \

--args "--registry ${LOCAL_DOCKER_REGISTRY} --user $$LOCAL_DOCKER_USER} --pass $
{LOCAL_DOCKER_PASSWORD} --inputDir $HOME/offline"

5. ImageContentSourcePolicy A1 0] ZHJ | A =%] ERISHIAI 2.

oc get imageContentSourcePolicy

6. AEIALE): H| Hot H A AE S & AFRSH= ¢, 22 A AEYE F2AF insecureRegistriesol| &
7}sljoF gyt

oc patch image.config.openshift.io/cluster --type=merge -p '{'"spec":{"registrySources":
{"insecureRegistries":["'$$LOCAL_DOCKER_REGISTRY}'"]3$3:?'

7. 222 = AEE SN L.
oc get nodes

1mageContentsourcePol1c 4 229 o]n| x| pull EQl&I A 17} 225 & Ready, Scheduling
T+ DisabledZ =& JHE F2 T £ 5YTH BE =57} Ready JEHIE EAIS wj712] 7|the] 4 Al
Q.

8. o|n| A& 27 HA|AE o n]2| P

cloudctl case launch \

--case $HOME/offline/$$CASE_ARCHIVE?: \

--inventory ${CASE_INVENTORY?} \

--action mirror-images \

--namespace ${NAMESPACE} \

--args "--registry ${LOCAL_DOCKER_REGISTRY} --user $$LOCAL_DOCKER_USER} --pass $
{LOCAL_DOCKER_PASSWORD? --inputDir $HOME/offline"

IBM MQ OperatorE Mx|stHA.
1. Red Hat OpenShift 22| AF ¢ Z&0f 2215 A 2.
2 7920 228 AN L. o H BAF A

o
et
Y
i)
oft
e
ol
ol
o
=)
i
fo
>
>
oo
ol
iel)
128
>
fo

cloudctl case launch \

--case $HOME/offline/$$CASE_ARCHIVE? \

--inventory $$CASE_INVENTORY% \

--action install-catalog \

--namespace ${NAMESPACE} \

--args "--registry ${LOCAL_DOCKER_REGISTRY} --recursive"

3. Common Services A2 213 Operatorol 3} CatalogSource”} ZHA E| Q=] EQl5HA A Q.

oc get pods -n openshift-marketplace
oc get catalogsource -n openshift-marketplace

4. OLME AH-g-5to] IBM MQ Operators A 2| 514 /\]2.
a. &A1 1fj'd o)) A] Operators > OperatorHub=S S 514X 2.,

OperatorHub 0| 2|7} TA|H U T,
b. RE & Uof IBM MQE UHTHIAI L.
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l:l:l

IBMMQ 7t =1 = 5o ZAEY

c. IBMMQE HEsHiAl 2.
"IBM MQ o] A HYt}

d. x5 25t L.
Operator 75 2 o] x| 7} LA E U ch

e. A& Operator 2'd-& T st 11 #|o]#|9] FIBM MQ Operatoro] thst 7 2|91y o] Y8 4
ESHAS.

f. X RES 2/d5t E4 v AT oA = F2|AFH MA HY=E AASHA| 2.

g. T5E AL
IBM MQ-+= Installed Operators | o] x| of] =7} Ut}

h. A ] ¥ Operator 3| 0| 20| 4| Operatore] FEJE EQI5IAA| 2. o] A= A x]7F &2 =™ Succeeded
= a7y

IBM MQ Queue Manager Hij X]

A2 = AxER}o| A A F ) AHE ZHAJ 5™ 110 H]e] A|2]  TRed Hat OpenShift Container Platform 22| A
Efof] F Hez vy o] &S FRIHAIL.

HHEjA3T

120 o] A 2] Y o]} AR&-E] 2] ok-g]oflo] 7 F7 oA 24l IBM MQ 2.x & A = F TR J o]
= FH[y ]
oIyl A 0| gl Red Hat OpenShift 22| AE{ol|= IBM MQ 2.x &2 = 7 P 2HE dago|=5t7] A
of| £33 3ljof 5l= F8] TAI7} & UTh

EEENSNCETMRed Hat OpenShift Container Platform 22| AE{0f| 7 22| X}
HH X|

o] ol YAl (HIA£2]) AEA| S ARG-shE "hE AR 7 wE|AE vl 2 Skl IBM MQ HokS Huth F
2AHE TA] ARSI HIA A 7E A S E 2] kg Ut S 25k B2 7 B A e 4 st

O| EfA3 MH

o] EjA 3= OpensShiftol]l F | AHE v 2]517] 945k A 7HA] 348 Attt
1. OpenShift £&-& AHEsHo] F W AE HiX|SH Al 2.

2. OpenShift CLIE AR&-5to] 7 ¥ej2H5 i x| 5F A Al 2.

3. IBM Cloud Pak for Integration Platform UI & AF&5}o] 7 32| 2} v %],

o2 AN
- A 1: openshift Z&3 AHE-slo] 7 B AL HIX|SHA Al 2.
a) 7 T AE i sH Al 2.
a. Red Hat OpenShift Container Platform 22| AE 2|2} A1) %
ORI A 2.

b. ZRAE 5 IBM MQ Operatorg A x|t vl Amo] AR HASIIAI . ZRZAE & F 0} HE0f A
L-]]ol/\nﬂo]/\e eS| Q.

c. B TN FBA > A" 297
d. A" 2=} s d o] EZoj A IBM MQ
e. 7 A S SYsHA 2.

vy

HE A}&3}to] OpenShift 240 2

[o]

m]m

>4N' il
S
ot

o

>

>

to

it

7 BEA A BEE SYIA L. AAEA Ay sfdo] TAIE T AU T3] 9at £ A4
H|AE (A B7] 2 YAML 7)) & A3 T F4 By & 7| BH o2 Heso] gyt

b) 7 Belabe FHFHIA L
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20HA| S 1: A B7)o|A] LASHAIA L.
BRI A AT AT o 8 91% P S AT,

b. 2Fo] Al A A oo 5] sh=

c. BHEE Zesto =& ot =
oA AHE ZHs Yo f-a gt Efoléﬂioﬂ o gt ZpA| g @E% 172 lﬂlol A 9] |T'mq.|bm.com/
vibetalol tigt gfo]AlIA Bof ) o W& FRSHYA| L. 7 HEAE Hi x| ot o] A S
4>°]3H°FE¢LJEL

d. 34& SEstAA L. o] A A Z2A E (V| Anfo]A) o] F #e 2 HFo] EAIFHYT
QueueManageI% Pending “gElol] 3lojof atrt.

2THAI 24 2: YAML B7]of| A A3 Al 2.,

YAML 27| = QueueManagerol that oA YAML 5t & 23toh= W71 E AUt of2f T wjat

ot o] ZHS Ao EStA A L.

a. metadata.namespace & ZZAE (Y YA o|A) o] 202 HASIA AL,

b. spec.license.license o] &3 AFEAF9] @ AN U 2|5k 2ol Al A X}O*E HAG A 2.
gho] A M EAFGE 172 0] A]2] Fmq.ibm.com/vibetalol that glo] AlA Hof 2tz o Y &S
TR AI 2.

c. grolAlx AloFof] Z9o]3l= 79 spec.license.accept & true 2 HATIUAI L.

d. 34& ZestaA L. o] A A Z2A E (W] Anfo] A) o] F He| A HFo] EAIFHYT
QueueManager= Pending AFEfjoll 9lofoF gt}

c) Tt ﬂEW 214 & ERlsta Al 2.
SAE SEsto] 7 B AE A=A AT 4 AF Y

a. IBM MQ Operator & 233t v Ao 20] Ql=7] RISt Al 2.

b. & 3ol A EGA}F > A E LYAE 23 & 7 TEAE A e A X]H IBM MQ Operator & A
EHEHA A 9.

c. 7 A 2 2SI A L. QueueManager AEI7F Running?l 49 A4do] k2 HY .

&4 2: Openshift CLIS A}-8-5to] 7 B AL vl x|SHA Al 2.
a) QueueManager YAML TS ZHA5HAI A 2.

o & Eof, 7|2 7 WA= IBM Cloud Pak for Integrationol] A x|st ™, t}-& Al =% & 1} "mq-
quickstart.yaml"& 25 Al 2.,

apiVersion: mqg.ibm.com/vibetal
kind: QueueManager
metadata:
name: quickstart-cp4i
spec:
version: 9.3.5.1-12
license:
accept: false
license: L-VTPK-22YZPK
use: NonProduction
web:
enabled: true
queueManager:
name: "QUICKSTART"
storage:
queueManager:
type: ephemeral

%&A}%P:E}O]/;ﬂiﬁlokoﬂE—Jﬂb%—.—accept false S accept: trueZ WHASHIA L. gl

A Ao th gt 2RASE W-8-2 172 H|o] 2] 2] Fmgq.ibm.com/vibetalol tst 2fo] A Hof 4z o] L&
S FxHA L.
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o] ool = 7 T A}S AF&-5to] v x| H ) M= E3HE ™, IBM Cloud Pak for Integrationtjoll A A2
ARIZS AHESlo] §l &5 AFHEE = s BEEREM 15M Cloud Pak for Integration
2023.4.15E A2 AFl-20] 25512 ™ WA thE 1BM Cloud Pak for Integration 74 2 A5 A x| 8l oF
2yt

IBM Cloud Pak for Integration?t S # 0 2 7|2 F He|2t= A x5, oS A= 2 1} "mg-
quickstart.yaml"S 235 Al 2.

apiVersion: mqg.ibm.com/vibetal
kind: QueueManager
metadata:
name: quickstart
spec:
version: 9.3.5.1-12
license:
accept: false
license: L-AMRD-XH6P3Q
web:
enabled: true
queueManager:
name: "QUICKSTART"
storage:
queueManager:
type: ephemeral

%2:MQ oAl A Aloko]] Z2]5H= 79 accept: false2(Z)accept: true(2)Z HATIIAIL.
gho] Al Aof thgk ZbAIEE Uj-8-2 172 #|0] 2] 9] Tmg.ibm.com/vlbetalo]] T3t 2fo] A FHof ) 9]
U&= FEsH Al L.

b) QueueManager L EA E S ZFJSIA A 2.,

oc apply -f mg-quickstart.yaml
o) 7 A AL FelatlAl 2.
o TAIE gEsto] 7 wAE A=A A Al L.
a lx)e) f 534S HEHIA L.
oc describe queuemanager <QueueManagerResourceName>
b. JEHIE SIS 2.
oc describe queuemanager quickstart

+ <A 3: IBM Cloud Pak for Integration Platform UIS A}-25}0] 7 Ta] A2 ulj x| 5HI A 2.,

a) B&k2-#|of| 4| IBM Cloud Pak for Integration Platform UIS A|&}5HA A 2.,

b) IBM Cloud Pak for Integration Platform UIoA] QIAEIA AAJ-S S FIAA Q.

o HIAAS e & g2 FEHIAI L.

A2AEA 2 mjd o] A= 1L A 1/d517] st F 714 M4 (FA B7] 2 YAML B7)) & AT
AU FA B7] = 7|24 02 e o] &Yt

d) MEAE Al Ao A o] & & FRISHAL o] Estal 7 Haja} QIAHAE A4S 9 x]of A UPA
Hlo] A& A Al 2.

e) IBM Cloud Pak for Integration 2to] A A|2FS &Qlok= 72, gfo] A 83 H o = HASHIA| 2.
gho] Al Aof thgk ZhA| 3 U]-8-2 172 H|0] 2| 9] mgq.ibm.com/vlbetalo]] Tt 2fo] A Fof 2 o
&S Zxsta Al 2. 7 T AHE vl x| 2ho] A S SRIslof ST

f) F B2z Ao A 7] 2 F T Ao o] &2 &RlskA L ulo] ESHA Al 2. IBM Cloud Pak for
Integration Platform UIS] o] H{Zo| A= i |z} /8 A& AHESHI Al L.

7124 2 2 IBM MQ 20| A E o Z2jA| o] ol A AH&-Sh= 7 2] AFe] 0] 52 QueueManager?] ©]
S SR T SH 22| 52 FA; (of]: 5Fo] E) = A A E Yt
g) A& SEHHMIA L.
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ojA| A ZRAE (HYAd|o|A)o] F HE|AF B2 o] TAIHUTH A QueueManager= Pending?]
gEljoll ofof Tyt
h) 7 S| AF 242 ERlsta Al 2.

QueueManager ATE}7} RunningQ! 7-¢ ZAdo] ka2 gyt
2 EfA3
146 #0] 2] 2] IRed Hat OpenShift 22{AF Q] R0l A 7 #2| 2ol AESH== Route /3
Red Hat OpenShift 2] 2§ 2|Fojlx IBM MQ F T Aol o Z2]#| o] - A5 Red Hat OpenShift
2t E7F g o3t SNIE TLS 1.2 o]/3e] T2 EFo] AHEE ] TLS T2 E Zo| ATt ALE 71551 B2 IBM
MQ 7 He]zt 9 Zelo]AE o Ze]HA o] ol A TLSE A& 2 &2 A7 3ok gttt Red Hat OpenShift
Container Platform Routero| A= IBM MQ 7 & At2 24 & 2} 28 5H= o SNIS AF&-SHU .
161 #|°]#X|2] [Red Hat OpenShift 2] E of] Bi 2] = IBM MQ Console] A2
Red Hat OpenShift Container Platform 22| A E{ o] v x| ¥ 7 T&]2}2] IBM MQ Console o] 2 3}= HH Y
Yt
127 s|o]] o] T5f 2|2} 7+49<] ofl
T &e| A= QueueManager AH&AF 74 9] AR 9] ARI=E 2745t 4

EEENNCZIINIBM MQ Operator A X| &|7

e

4+ g,

Red Hat OpenShift &< &+ CLIZ AH&-519] Red Hat OpenShiftoll 4] IBM MQ Operator = A %] A A& 4= QL
H4th.
T2A|N

- 24 1: OpenShift £&& AF8-5to] IBM MQ Operator & A %] A A5 A 2.,
Z3l: IBM MQ Operator 7} 22| AE Q] BE Z 24 E /Y] An|| o] Ao AX|H 42 7 TAHE AAF 7
=2 Eof tis) the L2 A X0 2-60A|S a4 AlS.
a) Red Hat OpenShift Container Platform S2| A E #2] A J B E AFE5}o] Red Hat OpenShift
Container Platform €] 2<&of 1215} Al 2.

b) ZEAHE £ [BM MQ OperatorE A% A AZ U Aso] A2 WS, Z2HE EF The B0
A Ulg) 250 A5 A5l 2.

c) B B3dol A YA > ARH 2PAE S A L.

d) IBM MQ OperatorE 2254 A 2.

e) 7 T2 &} S Z5to] o] IBM MQ Operatorol| A 2] dh= F HE|AHE BEAA Q.
f) St o]/de] 7 TEAHE AHAISHI Al 2.

o35t 7 | A= AL A] A= 2T IBM MQ Operator $lo]+= oAtst | 2 ZHe61A] 42 4= Qth=
e FsA 2.

g) v A == 3¢ 7 HeAE Aot & 72t Z=A Eof tis) 2-6TAIE HHESHI Al 2.

h) Operator > x| & OperatorZ = E0}7FIA| 2.

i) IBM MQ Operator €oll =, & Al 7| = A E 75 22513l Operator 2| Al AE st Al 2.
« 3% 2: OpenShift CLIZ A}&3}o] IBM MQ Operator A3 %] A 7]

a) oc loginE ARE-5to] Red Hat OpenShift 2] AE{ o] 2115 Al 2.

b) IBM MQ Operator?} 5tute] W Amf|o] Aof] A x| H 7 -0l = th 519 TAIE St L.

a. 2] A|AE IBM MQ Operator & X gst= Z2H Eo] 9l =2] ERI5IA

3

oc project <project_name>
b. Z=AEo] A F HAE HAHAI L.
oc get gmgr

c. st ol4e] 7 BelA S ARt A 2.
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oc delete gmgr <gmgr_name>
o] gt F T At= Al A AP AT IBM MQ Operator ¢lo]= ol 445t th 2 2-535}4] ¢k
o= A2 Falst Al 2.

d. ClusterServiceVersion A AR AE HAAQ,

ru{o
>
30

oc get csv

e. IBM MQ ClusterSexrviceVersions AMA|SHI Al 2.
oc delete csv <ibm_mg_csv_name>

f. 758 BAA L.
oc get subscription

g BE F5Z AAsHIA L.

oc delete subscription <ibm_mqg_subscription_name>

h. Common Services& AHE-5FL l+= tHE 50| gl 4-%°lli= Common Services Operatorg A %]
A 75+ Operator 152 AHAE 5 % 9 9l &t

i) IBM Cloud Pak foundational services A& =419] 7|2 X8| A A 2] A|A of = A|AJAF o] w}
2t 35 AH| A GRS AR A ASHI Al 2.

ii) Operator 152 EAA| 2.

oc get operatorgroup
i) Operator L& AMA|5HAI A 2.,

oc delete OperatorGroup <operator_group_name>

o}

ulle
ol
(")
A
2
il

rr

c) IBM MQ OperatorZ} 2] AE 9] BE u|d Ao Ao Ax|x]o] AFE 7}53F 720
ASSHHA 2.

AR 2E F HRAE EAA L.
oc get gmgr -A
b. Stk o)A o] F BEAE AAISHAL 2.
oc delete gmgr <gmgr_name> -n <namespace_name>

ol 2t 7 Pl 2H Al4al 4 AYE AT IBM MQ Operator g0l ol ol 2 25ata] @ 4 9l
o= A8 2 sHA A 2.,

c. ClusterServiceVersion JIAEIAS HAAQ,
oc get csv -A

d. 2] AEo]A] IBM MQ ClusterServiceVersionS AHA|5HA Al 2.
oc delete csv <ibm_mg_csv_name> -n openshift-operators

e. 1T5S HAA| Q.
oc get subscription -n openshift-operators

f. 5= AAISH AL 2.

oc delete subscription <ibm_mqg_subscription_name> -n openshift-operators
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g. AEiALE): Th2 ofH A= 35 AH|AE AFRSHA] Y= 9, 35 AH|A GRS A3 AAT = A
=3 0]% 43 5]-21‘:'4 IBM Cloud Pak foundational services Xﬂ B A9 7]E AH|A A 2] A A
]

» OpenShift EALEITEIIBM MQ Operator I 7 22| X} i azflo|=

IBM MQ Operator-J Continuous Delivery (CD) % Long Term Support (LTS) HZof] tigt of2] dagoj= =2
AIA7F A5 U Bl ] f-3oll thet 1ol = BAIE SEsH Al 2.

O| EjA3 HH
IBM MQ Operator % 5 2|25 12| o| =5l ® thg BA| & sh5 eestAlL.
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export OPERATOR_PACKAGE_NAME=ibm-mq
export OPERATOR_VERSION=3.1.3
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export CASE_ARCHIVE_VERSION=version_number
export CASE_ARCHIVE=ibm-mq-$CASE_ARCHIVE_VERSION.tgz
export CASE_INVENTORY=ibmMQOperator
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cloudctl case save \

--case https://github.com/IBM/cloud-pak/raw/master/repo/case/ibm-mq/
$CASE_ARCHIVE_VERSION/$CASE_ARCHIVE \

--outputdir $HOME/offline/

. OpenShift Container Platform Z2|AE ol 22| AE H 2 2RI A 2.
52 OpenShift Container Platform 2] AE] o]l 1215}7] 9J5} o W Ao},
oc login cluster_host:port --username=cluster_admin_user --password=cluster_admin_password
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registry --user registry_userid --pass registry_password --inputDir ~/
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a. L= &2 Docker SR AEZ of T Q15 A Q) FHE A

I E IBM Cloud Platform Common Services, IBM MQ Operator ©|1] %] 2 IBM MQ Advanced
Developer ©]0] 2] = Q150] " Q351%] k2 3-8 A AEZ o Yt} 12iu IBM MQ Advanced
Server(d] 7H&2}), 71€F A& 2 A EatE] ﬁitLJ_E]_ st o] /de] /ISH e AAER S HQ 2
o2 B A A E 2o = Q150] %3?}43}.

e cp.icr.io

« registry.redhat.io

+ registry.access.redhat.com

o|2{ gt YA AE o] thgh ApM|SH Y H = H A AE 2] Y|P AHo] A A2 IR A L.

U0l B 2E o LEGol oIS Y A el oh WYL AIoF BT el
Eejol cha} AR H 0= Had e AL

cloudctl case launch \

--case $HOME/offline/$$CASE_ARCHIVE?: \

--inventory ${CASE_INVENTORY?} \

--action configure-creds-airgap \

--namespace ${NAMESPACE} \

--args "--registry registry --user registry_userid --pass registry_password --inputDir
$HOME/offline"

32 $HOME/ .airgap/secrets 9|9 ut A|A&lo] mtelof R AEZ] Al HE
AR
b. 272 Docker HA|AET] AF HH 2 24 H4E AU

i

A5kl 7)

export LOCAL_DOCKER_REGISTRY=IP_or_FQDN_of_local_docker_registry
export LOCAL_DOCKER_USER=username
export LOCAL_DOCKER_PASSWORD=password

ZZ: Docker YA AE =80 == 4437 242 B& T EE ARESHUth Docker EﬂXl Ly EX
T EZ AMESH= 4%, 74 host:ports /\Pﬂo}oﬂi S A5 2. ol & EH, DT—}@G‘«]‘:P.

export LOCAL_DOCKER_REGISTRY=myregistry.local:5000
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cloudctl case launch \

--case $HOME/offline/$$CASE_ARCHIVE? \
--inventory ${CASE_INVENTORY} \
--action configure-creds-airgap \
--namespace ${NAMESPACE} \

--args "--registry ${LOCAL_DOCKER_REGISTRY} --user $$LOCAL_DOCKER_USER} --pass $
$LOCAL_DOCKER_PASSWORD?"
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= mi7kA] ARE- %ﬂ'“’é =5 91?‘45}

« IBM MQ Operator 1.8°14 CASE = o]u]x]oj thgt 27} n|2jd 225
t} webA o] W7 o] IBM MQ Operator ol A B{Z 1.8 o]/ 4o 2 o
o] EgjAH Yt}

+ o] Ao ke EE thA] AlASlioF 5F=A] ZRISH ™ o] ©A|e] FEo| --dry - run A& F7}
St Al 2. 12H %Al ImageContentSourcePolicy 7} A& o] 24 % (stdout) 01] Al
Utt. o] ImageContentSourcePolicy 7} A4 2| AE e} th2
ImageContentSourcePolicy7d-¢ ThA] A|ZHE U T},

cloudctl case launch \

--case $HOME/offline/${CASE_ARCHIVE} \
--inventory ${CASE_INVENTORY?} \
--action configure-cluster-airgap \
--namespace $$NAMESPACE} \

--args "--registry $$LOCAL_DOCKER_REGISTRY} --user $$LOCAL_DOCKER_USER%} --pass $
{LOCAL_DOCKER_PASSWORD} --inputDir $HOME/offline --dryRun"

i) 224 o]u]z] & A| 28] Y ImageContentSourcePolicyS TASH™ --dry - run 4 ¢l
o] o] Ao thgt FEF AP Al 2.
cloudctl case launch \
--case $HOME/offline/$$CASE_ARCHIVE?} \
--inventory ${CASE_INVENTORY?} \

--action configure-cluster-airgap \
--namespace ${NAMESPACE} \

--args "--registry ${LOCAL_DOCKER_REGISTRY} --user $$LOCAL_DOCKER_USER} --pass $
{LOCAL_DOCKER_PASSWORD} --inputDir $HOME/offline"

e. ImageContentSourcePolicy A 0] ZJE A=4] ERI5HI Al 2.
oc get imageContentSourcePolicy

f. AEALE: H| o YA AE B & ARG A9, 22 #AAEZ S 2| AH insecureRegistriesol

Z7}slof gyt

oc patch image.config.openshift.io/cluster --type=merge -p '{'"spec":{"registrySources":
{"insecureRegistries":["'$SLOCAL_DOCKER_REGISTRY%'"]3}%'

g_£134/\51h:c:APa1E k=136 6} bﬂfl,

oc get nodes

I E7 A& ¥, Ready,

1mageContentsourcePol1cy 2 228 o]n|Z] pull 1€l
9 t}. 5 - &7} Ready AEIS EAIS o

Scheduling == DisabledZ = AE|E A2 £ AL
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cloudctl case launch \

--case $HOME/offline/$$CASE_ARCHIVE?® \

--inventory $$CASE_INVENTORY$ \

--action mirror-images \

--namespace ${NAMESPACE} \

--args "--registry ${LOCAL_DOCKER_REGISTRY} --user $$LOCAL_DOCKER_USER} --pass $
$LOCAL_DOCKER_PASSWORD} --inputDir $HOME/offline"

5. 720 AAE Jago|ESHAA| L.
o] UAZ YT 23t FAT BN DS ALEFHIA 2,
cloudctl case launch \
--case $HOME/offline/$$CASE_ARCHIVE?® \
--inventory ${CASE_INVENTORY%} \
--action install-catalog \

--namespace ${NAMESPACE} \
--args "--registry ${LOCAL_DOCKER_REGISTRY} --recursive"
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3 ofof 74 vle o]n]x] (ello} 7 FB)ol thet LA X A olu] $EF A AtgRL £AZ A G
she wAR ehe st guth o2 59, cheat Zauth

oc apply -f ~/.ibm-pak/data/mirror/${OPERATOR_PACKAGE_NAME}/${0PERATOR_VERSION?}/catalog-
sources.yaml

=22
HUt}. Operators A 22 /5 H o2 2o =512, IBM MQ Operator 7=l 4] A&l A
Al o] EsfoF Fct.
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oc apply -f ~/.ibm-pak/data/mirror/${0OPERATOR_PACKAGE_NAME?}/$$0PERATOR_VERSION?/catalog-
sources.yaml
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oc get packagemanifest ibm-mg -o=jsonpath='{.status.channels[*].name}"'
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b) Subscriptiona(E) x|5to] Yot AHo]E X & o] 5Tt o714 vX.yi= o] TAlol A A8
H A5t Aol E AE Ay

oc patch subscription ibm-mqg --patch '{"spec":{"channel":"vX.Y"}}' --type=merge
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+ spec.version
 spec.license.licence
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o] alj Aol A 7H4 MQSC o+ 7} 5}ute] INI 1}Y S E&H5l= Kubernetes ConfigMapS 2Hd 3ttt 1

ol o]2]3F MQSC B! INI ot & 2| sh= 7 #2|A7FHi | Yot
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Kubernetes ConfigMaps ! Secretol| A % o] &|ojof gt} o]2|3t =2
(=2 A E)o]| 2/ E]ofof ghyt},

RS vl XD H 23 0] &

Z3l: Kubernetes Secret-2 MQSC == INI utof] 91745t gjo| g7} E3tE] = 7@ ARg-sfjof ghyct,
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o] ol Ao A= = 7H2] MOSC utd ot Shte] INT uhel % 2 3}Fsl= 5huke] Kubernetes ConfigMapg gy
t}. 7 So) = o] 2{3F MQSC U INI 5F2)-S Hefsti 7 el A7} wiA Bt

ConfigMap °l - S22 E]o)] Th& YAMLS A 854 2.

apiVersion: vi
kind: ConfigMap
metadata:
name: mqgsc-ini-example
data:
examplel.mgsc: |
DEFINE QLOCAL('DEV.QUEUE.1') REPLACE
DEFINE QLOCAL('DEV.QUEUE.2') REPLACE
example2.mgsc: |
DEFINE QLOCAL('DEV.DEAD.LETTER.QUEUE') REPLACE
example.ini: |
Channels:
MQIBindType=FASTPATH

ol A QueueManager -3 == Red Hat OpenShift Container Platform ] &3 AF&5}o] th3 /o2

F prelas v AU

apiVersion: mqg.ibm.com/vibetal
kind: QueueManager
metadata:
name: mgsc-ini-qgm
spec:
version: 9.3.5.1-12
license:
accept: false
license: L-AMRD-XH6P3Q
use: Production
web:
enabled: true
queueManager:
name: "MQSCINI"
mgsc:
- configMap:
name: mgsc-ini-example
items:
- examplel.mgsc
- example2.mgsc
ini:
- configMap:
name: mgsc-ini-example
items:
- example.ini
storage:
queueManager:
type: ephemeral
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https://kubernetes.io/docs/concepts/configuration/configmap/
https://kubernetes.io/docs/concepts/configuration/secret/
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EH°P IBM MQ ZHHH—‘IE 7V EJrO]OLE_E A =|HAIA 2.

Mac—J 3-%: IBM MQ MacOS ToolkitE th+=Z =5}l A5 Al 2. https://

developer.|bm.com/tutor|als/mq macos-dev/
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1. U1 Q1% 7] 3ol ARRE 7)1l 7] 24

openssl genpkey -algorithm rsa -pkeyopt rsa_keygen_bits:4096 -out ca.key

W5 91 7] 2ke] 7HQ] 71 ca.keyehs Thdol A E T o] TS obHsa Bl 2 §X| | ojof Fc.
U3 912 7] 2ke] QlZ Aol Al o] Ar&E Y,
2. U5 Q1% 7] 2kl thah Aba) AEE A5 A ey

openssl req -x509 -new -nodes -key ca.key -sha512 -days 30 -subj "/CN=example-selfsigned-ca"
-out ca.crt
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openssl req -new -nodes -out example-gm.csr -newkey rsa:4096 -keyout example-gm.key -subj

' /CN=example-qgm'

Nl 7= example-gm.keynk Lol 2= L QAFA AT 272 example-gm.csr ok ofl 2 HY .
b) Y5 Q1% 7o = 7 pel} 7] A

openssl x509 -req -in example-gm.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out
example-gm.crt -days 7 -sha512

-days = 1547 fad d &5 2G4
M HE ASA = example-qm.crt 2t mhelof 2y ok,
o) 7 HEAH 7] B AFAE AHE-5FA] Kubernetes Al L3 21

oc create secret generic example-gm-tls --type="kubernetes.io/tls" --from-
file=tls.key=example-qm.key --from-file=tls.crt=example-gm.crt --from-file=ca.crt

example-gm-tls 21 Kubernetes A| 21210] BT o] Al 2300l 7 Belx), 38 AZA L CAQ
Z Aol gt 7§l 7]7F 23] o] gl Tt
4. o Za] A o] Aof th3t 7ol 7] & o1=A] ZHA]

o T1 O

openssl req -new -nodes -out example-appl.csr -newkey rsa:4096 -keyout example-appl.key
-subj '/CN=example-appl'

7M1 71+= example-appl.keynt Dol 2/ =] 1L /IFA AT 272 example-appl.csr B el A/dEY
o},
b) W& 1Z 7| #o 2 F He)zt 7] A9

openssl x509 -req -in example-appl.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out
example-appl.crt -days 7 -shabl2

-days © AFA7F RS D S5 A F Y
M H Q=M= example-appl.crt 2h= ok of] ZHAJ U,
c) oiZ Aol 9] 7] W AFAIE AHE-SFo] PKCS#12 7] A AE 25 Al 2.

IBM MO = 718 7] 542lo] opd 7] o] Ejulo] A5 AL FHU T, o] Liskel 7 Tl aH A 22le] 4
= 72 zjo] that 7] Hlo|Elulo] A5 ZHlAI R Zeto| AL ohZelA o] o] 4% 7] HlojEjHlo] A 4
5.0 2pysof gyt

openssl pkcs12 -export -in "example-appl.crt" -name "example-appl" -certfile "ca.crt"
-inkey "example-appl.key" -out "example-appl.pl2" -passout pass:<PASSWORD>

< PASSWORD> & AH&At7} Melat | 5 2 uHLAlA| Q.
7] % 4= example-appl.p122h= ool 2 Utk ol E Aol A 9] 7] B QIFAl= CA I SA Tt
otyz} "example-appl" €] "label" T+ "friendly name" & AH8-5o] Wi Foll 27 Ut

d) arm64 Apple MacE AH83H= 9 o ZelAo] 4 9 CA 91545 Adstol 27h mal e LA shof )
c}.
o2 59, tha Zauh

cat example-appl.crt ca.crt > example-appl-chain.crt

e AT

131 #|o] 2| o] Fof: = TLS /5= ARgsto] 7 ¥ 2k 74

o] of] = IBM MQ OperatorZ AF&-35Fo] OpenShift Container Platformoﬂ F T AE v Ut A4S TLS=
TLS Q15 Aol A 7 H2jxke] IDE §ig 57| 9lf 5ol AME-E Y

138 H|o| %] 9] [dj|A|: IBM MO Operator & AF8-3}9 118 HA :rL

o] ofjof|A{+= IBM MQ OperatorZ AF&-5to] YA 17184 7|5 /\}3#% B2 2x}= OpenShift Container
Platform ofl BiX] @t A& TLSE TLS ASA oA F TJEJX}PJ IDE g st7] 96l 15l AHEE YT
143 #f|o] x| 2] TIBM MQ Operator & AH&-51] th5 JIARA F A2} 1/
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o] of| = IBM MQ OperatorE AF&35}9] OpenShift Container Platform ©f] t}5 QJIAE A F #2215 vl X g
ot A4S TLSE= TLS /IS Al ol|A F ejzte] IDE Wy st7] sl 1ol AH&-Hu .

N S S SR TSN O - At TLS Q1F 2 Ar2sto] 7 2| Xt 1M
o] of &= IBM MQ OperatorZ AF&3}0] OpenShift Container Platformoll 7 #2] A& vl x| gt th A5 TLS+=
TLS AZAloll A F Tejzte] ID= W st7] sl Aol AHEFHYtt.

o] of| & &E ot WA thg B2 S Suslof Yo

- 0] o = 9J3t OpenShift Container Platform(OCP) =24 E /uf|J AH|o] A S ZFAIFHAI A 2.
« g YollA OCP S AE o] 2RI T 9 Y AH o] AR RS A| 2.

- 9 Y Az|o]Aof IBM MQ OperatorZ} A x| &]o] AL& 71561 = 2 SHAA] 2.

O| EfA3 HE

o] oflof| A= OpenShift Container Platformol| B x| &= F B 2HE A ol 5h= AF&-AF A 9] AHY YAMLE A58
Yt} TLSE AME 7He st =& 5to 7 el RS v x| ok o] W oot 37} ©A| =3 2hA|5] A =)o &yt

OZAN
1. 129 Ho]2]2] [OpenSSL 2 A&-31o] A B E PKI A4y ol A E 2 dEA 423 2T A 2.
2. MQSC ¥ % INI ohd & 2ofsh= 4 i 2
MQSC &S & 5l= Kubernetes ConfigMap & 2H/d5to] A 7 2 SVRCONN 23S 2H/dstal 2ol of
SHANAE 585t A IS HIZEE FIISHIAIL.
o] Fof 2 gt | YA o] A (A]&FS}7] ZoE) of =A] &RIgH & OCPH Z&olM = P S AHE
3lo] T YAMLS A E3HAl L.

apiVersion: vi
kind: ConfigMap
metadata:
name: example-tls-configmap
data:
example-tls.mgsc: |
DEFINE CHANNEL ( 'MTLS.SVRCONN') CHLTYPE(SVRCONN) SSLCAUTH(REQUIRED)
SSLCIPH('ANY_TLS13_OR_HIGHER') REPLACE
SET CHLAUTH('MTLS.SVRCONN') TYPE(SSLPEERMAP) SSLPEER('CN=%') USERSRC(NOACCESS)
ACTION(REPLACE)
SET CHLAUTH('MTLS.SVRCONN') TYPE(SSLPEERMAP) SSLPEER('CN=example-appl') USERSRC(MAP)
MCAUSER( 'appl') ACTION(REPLACE)
SET AUTHREC PRINCIPAL('appl') OBJTYPE(QMGR) AUTHADD(CONNECT,INQ)
DEFINE QLOCAL ('EXAMPLE.QUEUE') REPLACE
SET AUTHREC PROFILE('EXAMPLE.QUEUE') PRINCIPAL('appl') OBJTYPE(QUEUE)
AUTHADD (BROWSE, PUT, GET, INQ)
example-tls.ini: |
Service:
Name=AuthorizationService
EntryPoints=14
SecurityPolicy=UserExternal

MQSC+= MTLS.SVRCONN ©o]2t= g 9 EXAMPLE.QUEUEE: F-oll A1 QS A 2. H'E2 example-appl2]
"5 08" 0% AEAZ A Fole Satold =0t A AT 4 Q=S LA HYT o] 131 Ho] 22|
Ty @0l A A Q1EA F shol 4 ALEEl = 25 ol 2T o 28 o] -8 AbEal: o] Adel 3
Ao Be)apo) Al o ol UM AT 4 Qi Asto] Roj® app12] ALEA Do) YHEYTh INT
5hele app1 87} 107} 9% A8 A} X A o] 2A1E WR7} gl ofnjah Bet AHS AH Ths
a7 Ut} o] FAoIAE o] g0 mur ZAfgh T,
3. 5 B2l v
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g A7 9] A YAMLE ALgstel ) 7 el S 2k 40, o) SJALE Aatsl] Hol e v
dslol ol gl AU 0CPY 2ol £ FHYE Aol g vAMLE leloil e 2
2 ahol A7} A HE| Q=R BT, falsed trues A Asto] 2hol o] SOl AA 2.

apiVersion: mq.ibm.com/vlbetal
kind: QueueManager
metadata:
name: exampleqgm
spec:
license:
accept: false
license: L-AMRD-XH6P3Q
use: Production
queueManager:
name: EXAMPLEQM
mgsc:
- configMap:
name: example-tls-configmap
items:
- example-tls.mqsc
ini:
- configMap:
name: example-tls-configmap
items:
- example-tls.ini
storage:
queueManager:
type: ephemeral
version: 9.3.5.1-12
pki:
keys:
- name: default
secret:
secretName: example-qgm-tls
items:
- tls.key
- tls.crt
- ca.crt

A 3= example-gm-tls =131 H[o]|A|&] 1y TAo|A 2 &9l 2™ ConfigMap example-tls-configmap
2131 Ho]A|2] 25 TAo)A A= A&

4. 7 TR A F91A) gl
o| A 7 T AZF i X E]E U Th Al&5H7] Aol Running A Eioll 1A ERISHHAI 2. ol E9, th33
Z&yt

oc get gmgr examplegm

5. 7 dejAto] tiet A HAE

T HEA S TLS BAIE 8l A= A=A &lst™ 132 Hjo| x| o] Isigtol| A F | ztol thst 4f
STISYZHAE) o dAE mEHAL
At
ol TLS7HAFE 0 2 A H F TeAE a4 o2 ujx|gl o, o] = F #e|x}HE Q1535 IDE AlF
St7] 918l TLS QUSA ol A5 Al FAFGE AF-&3h

IS 2 sl A 7 22| Kol CHE 45 TLS P HIAE
IBM MQ Operator§ ALE5Ho] F A2 2o & F TEjRto] AASHAL HAIA S Wil 7 oA 7 At
7} &SR HIAES 4= Q5 Ut o] BlA T+ Kubernetes 2] AF 2] 5-9] A| A8 (o] &) o 4] A8j5}od
IBMMQ A& Z 21582 AFg-sto] Aot W& iyt

A =tst7] Ho
o ol g Estelw WA the WaxA S FR3fof FTh

=
« IBM MQ clientZ A |54 Al 2. t-S-3} ZHo] IBM MQ client o] 422 A x]& 4 Q1= amgsputc U
amgsgetc o] It
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Windows 2 Linux2] 79 https://ibm.biz/mg93redistclients ol A &% Al
ot 18M MO A3 7t FetolelE & Axlokl A e

mMaCJ 749 IBM MQ MacOS ToolkitE th-&Z =5}l A5 Al 2. https://

developer.ibm.com/tutorials/mg-macos-dev/

« Qoo 9 QIFA utd S AlAHIS] g Egof the R EsHAL 7] A4 HUH S E A3l =] RISt A
Q.02 Eof, t}S o}d -2 129 H o] X2 TFOpenSSL & AFE5to] ZFA| A= PKI AHAly o ZHAJ "y ch

- example-appl.pl2
- example-appl-chain.crt (armé64 Apple MacE AH&-5H= 7 -2-of7h

« o & 501,131 H|0]#| 9] Tof: 4T TLS A5 AHEsto] F ezt t4dy o GAE 35t TLSE 74
T T AE OCP Z3 2 E o] BRI Al 2.

Ol EfA3 HHE

o] oflof| A= 3} 22 Kubernetes 2] AF 2| Fo] A|ARIo|A] A3 FQ1 IBMMQ AE T2 133 AHE-S}
o] TLSE A% QueueManager ol A3 HA| A S B3 7}A & ‘4‘4-

o2 AN

1. 7 Tl 27t A3 227 gl
ol A 5 Tel 7} w2 =l Q15U Th A 4517] Aol Running Aeol Q] BRIsk4A 2. ol & S, theat
24y,

oc get gmgr exampleqgm
2. 7 -T'J-EL]Z]— SAE o]é 7‘(]—7]

A5 0 2 A e = 2R E S ARE-5to] OCP 22| AE o FolA F wejate] i #ejaF g SAE o] 55
zko 2™ exampleqm- 1bm mq-qmy =S AFESHA Al 2.

oc get route examplegm-ibm-mg-gm --template="3{3.spec.host?$"
3. IBM MQ Z=to|AE Ad A 9] Hlo] & (CCDT) 2
S AdZE AFR5}o] cedt. json THYS ZHAIGHAAI Q.

{
"channel":
{

"name": "MTLS.SVRCONN",

"clientConnection":

{
"connection":

"host": "<hostname from previous step>",
"port": 443

e
"queueManager": "EXAMPLEQM"

”éransmissionSecurity“:

"cipherSpecification": "ANY_TLS13",
"certificatelabel": "example-appl"
”%ype”: "clientConnection"
&
]
b
AAL ZLE 4435 AE3HUT) o]+= Red Hat OpenShn‘t Container Platform 2+--E| 7} | 5l= X E0]7|
f2dych Egfje2 2 E 14149] F # A2 dIGgyr}
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th2 2 d o] 55 AFESH A 2-oll= o| & A3l oF &y th A4S TLS S| Al|l= MTLS.SVRCONN ol2t= 29 &
ARgStyt

ZFA|GE A = JSON 2] CCDT 714 & FE3HAI L.
4. Zeto|AE INI 51U S ZHAdsto] A2 MEAREF 1A

A tlA B0 mgeclient.ini 2= TS A5 A 2. o] THU 2 amgsputc 2 amgsgetcoll A 215
U},

Channels:
ChannelDefinitionDirectory=.
ChannelDefinitionFile=ccdt.json
SSL:
OutboundSNI=HOSTNAME
SSLKeyRepository=example-appl.pl2
SSLKeyRepositoryPassword=<password you used when creating the p12 file>

SSLKeyRepositoryB|' @S S PKCS#12 TS A/ 8 uff Mgt v S = oj|o] Esfjof fhct, 53}
HHUHS AFE-S 23151 7] A4 B|UH S E A5t th2 Wi o] 9l yYth AbA|e H 2= IBM MQ
MOI client on AIX, Linux, and Windows®]] T3t 7] A& 4 H|UHS A3 & FXHAIA| L.

Red Hat OpenShift Container Platform Routero| 4]+ IBM MQ = %E]X}E Q& 29 HY5H= o SNIE AF
£3t= A8 A A 2. OuthoundSNI= HOSTNAME 4732 2+-2-E{7} IBM MQ Operatoroﬂ o3 74
H 7 ?H’—Eoﬂ ol 2Fdshe o B 23 A E7FIBM MQ S2to| A Eo]| e =& YT ZpAIR  H =
146 #|o] x| 2] [Red Hat OpenShift Z2{AF] @R ojA F Be|zlol] AZASHEE Route 24y o U182 %
ETCRYALY

5. arm64 Apple MacE AH&ot= 749 71 &7 & F/dsliof .

m

export MQSSLTRUSTSTORE=example-appl-chain.crt

o] utdofl= o Eg Aol d U CA JFSA S EFsto] A AFA A|Qlo] x£3tE o 5t
6. 7ol HIA1A] 27
b HY S AYSHAA L.
/opt/mgm/samp/bin/amgsputc EXAMPLE.QUEUE EXAMPLEQM
T rejRtol] tigh Ado] /g3t B foll= tha SEol 2HE Y
target queue is EXAMPLE.QUEUE
9Jolo] BlAES Y5}l EnterS 2712 B ¥ WHE ko] Fol b nlAIA 2 YoM Al 2,
&5t Enterg F ¥ FE2HA L.
7. Foll A HIAIA] 7
& B APt AL,

/opt/mgm/samp/bin/amgsgetc EXAMPLE.QUEUE EXAMPLEQM

ol SAoA F7Iet AR 7} o] G5 o EHE YT B 2 & o] FEHY

b |

EJ-I‘

ZS1EUTH TIS7L AMR 02 AR E i Belale] dd e HEH o Hlaegion] Feto|dEoA F Bz
S HAIA 8 WAL A E 5 918 EAREY .

TN 240l 1A MHIA ofizElo}d AHSX Fel
IBM MQ Operator= Hi 2] & 2912 IBM License Serviceoll A} 0. & Z7}5kUt}, o]= IBM License Service©]|
A RUYEEH 4= QlEto] 'SUJEOH ot HalA7F A H YT
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O| EjA3 MH

IBM MQ Operator7} 713k o] imEfo] 4.2 2 AFSo] A ol 4HE] of el o] o] ] 5 Balxt ujz] Fof Aele
2ho]flx 2he 7wk 2 g

of

License©|(7}) L-RJION-BZFQU2(IBM Cloud Pak for Integration 2021.2.1)&% A% %1l Use©]
(b NonProductiono 2 H7H 4-¢ th& ofimelo] o] 2 &gt
+ cloudpaklId: c8b82d189e7545f0892db9ef2731b90d

+ cloudpakName: IBM Cloud Pak for Integration

+ productChargedContainers: gmgr

 productCloudpakRatio: '4:1'

+ productID: 21dfe9a0f00f444{888756d835334909

« productName: IBM MQ Advanced for Non-Production

+ productMetric: VIRTUAL_PROCESSOR_CORE

 productVersion: 9.2.3.0

IBM Cloud Pak for Integration Yol 4] IBM App Connect Enterprise Hfx]of|+= IBM MQoj that #l|gte QlE}o]
EHE7} T Ut o] 215k Aol A= IBM License Serviceo| Al SHFE AF8-2 1|3 = 2 o] 2|3t o] ‘= E| o]
A tiAsoF FU . o] & 435t 157 H|o] 2| 9] I ¢ A} Ap¢lof] AFEAF 4] of i E|o] A Yl go] &
7hy ol A E T A ARSI Al L.

Hu o112
A&
213

FH

=°], IBM MQ7} IBM App Connect Enterprise QIEFO| EHE 2 v X 79 t}5 Z & ©Hof| EAIE g

=
FAS AFESHIA S,

apiVersion: mqg.ibm.com/vibetal
kind: QueueManager
metadata:

name: mgdace

namespace: cp4i
spec:

annotations:

productMetric: FREE

gho] Al of :mE|o]d & 7 sljoF she & 7HA tHE dREA QI o] = o3 25 YT
1. IBM MQ Advanced”} tH2 IBM | &2 QIEto] S Eof Z3tE o] Ql&U )

+ 0] A&toj| A= o] H ol IBM App Connect Enterprise©]| thall A H & 4] S A3 Al 2.
2. IBM MQ7} IBM Cloud Pak for Integration 2to] Al A2 ujj x| Ut}

« IBM Cloud Pak for Integration 2to] A7} Q1= 749 IBM MQ X+ IBM MQ Advanced H|-&°f o2t 7 &
2 AHE Hix| st s 24 4 15Ut IBM MQ H]&of whet vl x5k 79 AL HA 2= Advanced
Message Security®?} -2 11 7| 5& AHESHA| RE 5 sfof ST

» O] ZJRolM 2Ed8olle thE o kEo] A& AHE S Al L.

apiVersion: mg.ibm.com/vibetal
kind: QueueManager
metadata:
name: mgdace
namespace: cp4i
spec:
annotations:
productID: c661609261d5471fb4££8970a36bccea
productCloudpakRatio: '4:1'
productName: IBM MQ for Production
productMetric: VIRTUAL_PROCESSOR_CORE

- H]ZEE A ol ThS of iElo] 2 ALgBHIAl 2.

apiVersion: mq.ibm.com/vibetal
kind: QueueManager
metadata:
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name: mgdace
namespace: cp4i
spec:

annotations:
productID: 151bec68564ad4a47alde6£a99266deff
productCloudpakRatio: '8:1'
productName: IBM MQ for Non-Production
productMetric: VIRTUAL_PROCESSOR_CORE

EEEINNEYTTNIBM MQ OperatorS AL23sto] 7 22| xtol| ch3t 1712 M
O| EjA3 ME

T2 AN
136 H|o]A]2] IF HAJ .
138 H|o]x]2] [of#]: IBM MO Operator & AF8-5}o] 118 HA FAlg .
143 #|o]#| o] [FIBM MQ Operator & A-g5to] ThF QJIAEA F He|z; 4] .

[+ OpenShift b Aig Adv.jnEs)
8 HAS 9.5 25 2 2e ol ALEal 1ol 4T [8M MoS) 1R 1484 £ AUk

L§ HA TAOIA = o8] AR A AE Zholl B7 7Hs MQ o] El(o]: Bl A X)) & BAIsto], AE 2% Fof A
Hlo] B §A4S WAISHE I/LEA F Bel s ABFUC 7 Bels A F< ofef Ao ladaz T4
L}, SRS 2lefol 1 Lol 2] Aol 4 A] Al45A) ofof g ZHI7k B 9l AE AU o] 2 3} 7 22l
Ao} ol A| 2ol chgh o4l <5 2 chakghuich,

A HA 742 Al 712] Kubernetes H(Pod) 2 2 /=1, Z}Ztoll = 7 ¥2| 2} QIARIATE Q) ’\‘45} StLte]
AARIAE A 7 BejAo|H HAIR & X 2jstal B4 270f 7|2t 55 237 7| 22 winjch 274 7
e B H O okaf R T2 T ol AE Aof tlo|e} S AERLIT), 2 BARL Ax BT 21| 230, o]
Bl S 2RIt & Bl 55 270 M 2HA - tlol B & dullo| Edtyth. &/ F 2|25 A3 shE H(Pod)°]
Aolishd, 7 w2 Rpe] Ha 2 AARA F s 84 a2 AL, AR vlof e = 2 it

27498 alE 22 20 gyt 2AE 2% 718502 s 20 B 9 A5 oh o]0l A7} A8 7}
5o AE 2ol 27 892 BxstilAe. A 218 pelshs o AR s AT 5U% 7148 BAld
232 palae o Aga

Kubernetes Service= A /4 JAHAZ TCP/IP S20|UE A4S 2T uff AH&E M, o] = HES|A
Eeju] 27} © §U3 B(Pod). 0.2 AFEYtE o] Seto|9l = ofZe7lo|do] thE AIARAE Q143
] oo}z BRAEFL T},

22| 1 (split-brain) 48o] WA 754 B3] 2a:41717] i3l Al el H(Pod)ol ALEBUIL, % e 3t
(Pod)o] QL= T71-84] A|AEIo| 4= = BH(Pod) Atole] @lZo] FEHel m) 3t 1] AFgo] whalet 4 Qe
AZAE|A] S = B(Pod) & H 2 TFE o E|S - HahwA EAlo] 7 Bel A AW & LU o

ﬂ-'_ll-n:

2ol
AW A2 OFE B72] T ololel (B K7k QA H 3 B2 dole AE L AAT Hole AES wEs
2 45 7Hglo] ¢ &wc}.

1.6 HASIA = o] gl Ml He] BH(Pod) Al 2812 AFE3he] B ] 432 WAIEU T THE B(Pod) 3 3}

I AT B B(Mod) . S5 At 1210l S1 TRl 5 Bre]drol 88 e

27bE % AUk F HelAk st o] o] k2 BHPod)el A Al 4L FHPod)ol A BY3HE > glom

S0l % 7o) 24 AR AT 92 4 gluyth

+ T B(Pod)o] AskalE THE % B(Pod) 3 ShLto) 7 BelAk AAIE 4 Y& U F H(Pod)o] Afst
3(Pod)oll Aol L2 2 Lpoj2| BHPod)ol H 7 Ul 27k S Q2B A7} B 2 iU ch(boi Al H(Pod
2 TFE 5 B(Pod)o] ABPEA| E A4 A Fol1 A Zo| B HEAE 4 4 EUDh.

+ ©H GH(Pod)ol|A] @1 Z0] o] A B(Pod)oll= Hol §lo.82 F Felak o] B(Pod)olA] EdEHE 4 ¢l
&c}. Uoi7] = 3(Pod) £ A0 Y afLte] 3 BelA7t QAT 4 A4t E B(Pod)ol 4 270l
ol A7l 1ol = F(Pod)ol §LOB 2 F el A= o] = FHPod)ol H = B4 % gluict,

84 5H(Pod)o] Almat F thgol HE o] BAR o3z Lol ohAl A5 4 Ysuith

l
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s L AZAGE s YA HA 33 &7 AH-&-sHE S RWO (ReadeteOnce) 2| &2 AR RS AME S
5 = 21 %Z%Pt 73 A2ETA] AlZAFe] RWO E5°] Al gyt

. 22 282 A EAoIN SaUT,

. extd T XFS (POSIX 22 3ol) 2 & Alshg Ut
=2 85 T 244 2 "volumeBinding =& WaitForFirstConsumer" = x| gt ch

02 A3 A= BAIA o= S A" U

* NFS

+ GlusterFS

« 7|e} H] =5 A3t

O 182 o 7 e ko] Al QIARATZE A ZE| o] ol B x| &= LRE i x| & AU O

/Pod R

Replica
queue
manager

Pod ) ™
Active ueue
| q
queue / logs files
manager
N /
(Pod h
Replica
queue
A manager

Ty T
N ueue
logs 9

files

o /

J3 1. 0] HA 742 of x|
» OpenShift | waG Adv.  Jf19 MQ OperatorE AFESI 1R HA 714
4] HAL QueueManager APIE AHE3te] %)M 1 &L INI S AHg3te] A8 4 &Yt

AA HAE .spec.queueManager.availability API2] QueueManager2(Z) AH&5to] LA H YT 9
= =i = a1

apiVersion: mq.ibm.com/vlbetal
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kind: QueueManager
metadata:
name: nativeha-example
spec:
license:
accept: false
license: L-AMRD-XH6P3Q
use: Production
queueManager:
availability:
type: NativeHA
version: 9.3.5.1-r2

.spec.queueManager.availability.type @E+ NativeHA(2)E A7 = ojof ghct,

.spec.queueManager. availabilityOH/\i Bt o 7 Ba]x} I AEIA Zhof| AFRE TS A|T8 W o5
= _—ruqa 2 95Ut o] = 7 6hA 5ty 138 H|o]x]9] ofA||: IBM MO Operator & AF8-5}o]
HA%L J oM<= DA O}L}W 2 AL2 7Fssh et

B EYAS

138 #|o]#]2] [olA: IBM MQ Operator & AF235}10] I8 HA ;L

o] df|ojl A= IBM MQ OperatorE AF&-35to] YA| 17184 75 /\}30}% T+ &) AF= OpenShift Container
Platform of] B x| & ch. 43S TLSE TLS QIS ollA F {Jra] 1}94 IDE MWa}7] 9)5) 91=o] AF& = UL},
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apiVersion: vi
kind: ConfigMap
metadata:
name: example-nativeha-configmap
data:
example-tls.mgsc: |
DEFINE CHANNEL ('MTLS.SVRCONN') CHLTYPE(SVRCONN) SSLCAUTH(REQUIRED)
SSLCIPH('ANY_TLS13_OR_HIGHER') REPLACE
SET CHLAUTH('MTLS.SVRCONN') TYPE(SSLPEERMAP) SSLPEER('CN=%') USERSRC(NOACCESS)
ACTION(REPLACE)
SET CHLAUTH('MTLS.SVRCONN') TYPE(SSLPEERMAP) SSLPEER('CN=example-appl') USERSRC(MAP)
MCAUSER( 'appl') ACTION(REPLACE)
SET AUTHREC PRINCIPAL('appl') OBJTYPE(QMGR) AUTHADD(CONNECT,INQ)
DEFINE QLOCAL ('EXAMPLE.QUEUE') REPLACE
SET AUTHREC PROFILE('EXAMPLE.QUEUE') PRINCIPAL('appl') OBJTYPE(QUEUE)
AUTHADD (BROWSE, PUT, GET, INQ)
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example-tls.ini: |
Service:
Name=AuthorizationService
EntryPoints=14
SecurityPolicy=UserExternal

MQSC+= MTLS.SVRCONN o]2t= A'd W EXAMPLE.QUEUES Foll A1 A1 2. A'E-2 example-appl 2]
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apiVersion: mq.ibm.com/vlbetal
kind: QueueManager
metadata:
name: exampleqgm
spec:
license:
accept: false
license: L-AMRD-XH6P3Q
use: Production
queueManager:
name: EXAMPLEQM
availability:
type: NativeHA
tls:
secretName: example-gm-tls
mqgsc:
- configMap:
name: example-nativeha-configmap
items:
- example-tls.mgsc
ini:
- configMap:
name: example-nativeha-configmap
items:
- example-tls.ini
storage:
queueManager:
type: persistent-claim
version: 9.3.5.1-12
pki:
keys:
- name: default
secret:
secretName: example-gm-tls
items:
- tls.key
- tls.crt
- ca.crt

A3 example-gm-tls = 138 T|o| x| o] 1y TAo A ZH/d=| %) 2™ ConfigMap example-nativeha-
configmap = 138 H[o]A|2] 25 TAo|A 2= &Lt
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ol 5 227} ¥l X =) A5 U ok A&l 7] ol Running Abeoll Q7] BHlaHAl @ ol & S, che 3t
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oc get gmgr exampleqgm

5. 7 T xtof tist AZ HAE
F B 7F LA E o] AFL 7F535A] Eolste ™ 132 H|o]A| o] Fajetol|A] F ] xtof ths AFS TLS
HAE) o dAS G2 AL,
6. &/J 3h(Pod)o] Aulist= = 73| A3
T ZEAe] A5 B35 a4 HE557] Y8l FH(Pod) Ao = Al Eo] gttt
a) &/ 4 7] 3H(Pod) E.7]
e WS A Al L.

iih)

oc get pods --selector app.kubernetes.io/instance=exampleqgm

READY @ =ofl 4] 24 ZHPod) 1/1 32 2l EISkA|5E B4 % FHPod) 0/1 32 2lHigUch
b) /8 F(Pod) A
274 gH(Pod)2] WA o] 52 Aot th5 = LAt A L.
oc delete pod examplegm-ibm-mq-<value>

©) F(Pod) el thA] 171
ohe B AP L.

oc get pods --selector app.kubernetes.io/instance=exampleqm

d) F Tl ey 2]
th2 BH(Pod) & Shite) A ol B AW ste che WS AAsti AL,

oc exec -t Pod -- dspmg -o nativeha -x -m EXAMPLEQM
A5 S0 B4 JLHATFHAEAZS AJEfoll A EAIsof gyt

QMNAME (EXAMPLEQM) ROLE (Active) INSTANCE(instl) INSYNC(Yes) QUORUM(3/3)

INSTANCE(instl) ROLE(Active) REPLADDR(9.20.123.45) CONNACTV(Yes) INSYNC(Yes) BACKLOG(0)

CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE (inst2) ROLE(Replica) REPLADDR(9.20.123.46) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE (inst3) ROLE(Replica) REPLADDR(9.20.123.47) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST(Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)
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o A L EojA AAE AL G HA &G FHIE A Yh
o 27 HA F/dollA Al 7 IAEIA R 0] 2o JEiE =lghyTh
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ROLE

QIARIA O] A2 S XS Active, Replica == Unknown = St yth
INSTANCE

crtmgm PG| -1r 4 S AHEoto] 2H/dH ¢ 7 T zte] o] QIAE Ao tisf A& o] Fd Ut
INSYNC

JNAEAZFH QS 72 S/ AABAZA QARES 4~ Q=7 RS AT
QUORUM

number_of_instances_in-sync/number_of_instances_configured A .2 & A& g},
REPLADDR

7 227} dlaml 2 0] B o2,
CONNACTV

B2} 8 AR Ao AZE o] QiR o R HAGYTH
BACKLOG

QAR A7} Hof 9l KB 45 EAFY
CONNINST

o] & A HH QAAE AT} o] QIAE Aof AAEEA] RS AL,
ALTDATE

o] Hx7} nixjute 2 Qejo| =8 YRS EAFYTHYE 0l = Fo] glow Fu)
ALTTIME

o] B 7} utz|uto 2 o] EH AlZHS EAFY A o] EH Fo] glom Ful),

T2 AN
« AR AR 3t (Pod) & FoAIA 2.

oc get pod --selector app.kubernetes.io/instance=nativeha-gm
+ E3 F 5tolA dspmg=(E) HYFHIA L.

oc exec -t Pod dspmq

oc rsh Pod

thetA] 41o) 2% dspma(2) 28 Aad 4
o T B AARAT A AARAR AY FUX EE HAROR M FAXE

T 2|2 BOBL| &/ IARAE U ZHIE Bty

QMNAME (BOB) STATUS (Running)

T 22 BOBL| EA| = AR AE T HIE Eaghuch

QMNAME (BOB) STATUS (Replica)
H)EHY QAEIAL Chg AE)E Bagh .
QMNAME (BOB) STATUS(Ended Immediately)
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+ A B(Pod)el A AT A0 T6 HA 29 AE S BRI

oc exec -t Pod dspmg -o nativeha -m QMgrName

T ¥z BOBO B4 AHAE v AEE Bagiyh

QMNAME (BOB) ROLE (Active) INSTANCE(inst1) INSYNC(Yes) QUORUM(3/3)
T ¥ejzt BOBL BA| 2 AARHAE TS AJEHl S B gyt

QMNAME (BOB) ROLE (Replica) INSTANCE(inst2) INSYNC(Yes) QUORUM(2/3)
F #2)% BOBY] HEA AAEAL The AE|E BT,
QMNAME (BOB) ROLE (Unknown) INSTANCE(inst3) INSYNC(no) QUORUM(0/3)
© 3FHA PAOIN BE QAEIAC 3G HA 29 AEIS TER T
oc exec -t Pod dspmg -o nativeha -x -m QMgrName
F Tel2 BoBY] B AIATAS A9 ) ColA o] PYS AYsH= B9 Tk HS ST

QMNAME (BOB) ROLE (Active) INSTANCE(instl) INSYNC(Yes) QUORUM(3/3)

INSTANCE(instl) ROLE(Active) REPLADDR(9.20.123.45) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST(Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE (inst2) ROLE(Replica) REPLADDR(9.20.123.46) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE (inst3) ROLE(Replica) REPLADDR(9.20.123.47) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

227 BOBY| HAIE AT AZ M 9l o4 o] YIS AstE, Tk S £41T 4 A5y
G ol 242 2 shsk SHA 7 9 ee EAT L

QMNAME (BOB) ROLE (Replica) INSTANCE(inst2) INSYNC(Yes) QUORUM(2/3)

INSTANCE(inst2) ROLE(Replica) REPLADDR(9.20.123.46) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE (instl) ROLE(Active) REPLADDR(9.20.123.45) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE (inst3) ROLE(Replica) REPLADDR(9.20.123.47) CONNACTV(Yes) INSYNC(No) BACKLOG(435)
CONNINST(Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

T 2|2 BOBL| H|Z/Y JIARIAS A FQl - EojA o] i3 At b3 JEE AT 4 A5Y
ct.
QMNAME (BOB) ROLE (Unknown) INSTANCE(inst3) INSYNC(no) QUORUM(0/3)

INSTANCE (inst1) ROLE(Unknown) REPLADDR(9.20.123.45) CONNACTV(Unknown) INSYNC(Unknown)
BACKLOG (Unknown) CONNINST(No) ALTDATE() ALTTIME()

INSTANCE (inst2) ROLE(Unknown) REPLADDR(9.20.123.46) CONNACTV(Unknown) INSYNC(Unknown)
BACKLOG (Unknown) CONNINST(No) ALTDATE() ALTTIME()

INSTANCE (inst3) ROLE(Unknown) REPLADDR(9.20.123.47) CONNACTV(No) INSYNC(Unknown)
BACKLOG (Unknown) CONNINST(No) ALTDATE() ALTTIME()

QI AR~} A4 Bolo] FARlA] Te) i Folo] BAlRelx] Ashs 49 B e Ay, the AHE 4
RERIE el

QMNAME (BOB) STATUS (Negotiating)

BHEfAS
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HeartbeatInterval

SIEH|E ZHA 2 1.7 HA 7 #2|2he] 24 QIARAT Y EQ S SFEH|ES St RI= “‘wﬂﬂc)%
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HeartbeatTimeout
SHEH|E AFAIZHS B AR WSS 9582 A7) Fol TG HA 7 Trelate] 22 Qlaw
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RetryInterval
A= THA-S 15 HA 7 T 2p7F Aufist B4  3& A =sljof o= = (d Al
2= zHA]E 7+ ¥ 9= 500(0.5%)°14 1200002 2) 7k YUt} o] &4 A
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7 EES AU ths AaE A F B2t 37 52 ReadWriteMany 2E8 2] S A5 A
floF Ut Kubernetes 22| AE]9] 7| B AE 2R SaAL AHlA 0 2 ReadWriteOnce iEEJZl =
A (52 2EFA]) 82U Yt ol & &0, Red Hat OpenShift Data FoundationE AH&-5H= 49 AEE A
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2.129 H|o]x]2] FOpenSSL = AFR-51o] 2] A E PKI 24y o] A e T2 ol 2] #-2 A SHAI A 2
3. MOSC ¥ 2 INI IS E5}H51= A W 2y
MOSC W3S 235l Kubernetes ConfigMap < 2450 A F 2 SVRCONN S 2Hd st a1 2 dof| of
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apiVersion: vi
kind: ConfigMap
metadata:
name: example-migm-configmap
data:
example-tls.mgsc: |
DEFINE CHANNEL ('MTLS.SVRCONN') CHLTYPE(SVRCONN) SSLCAUTH(REQUIRED)
SSLCIPH('ANY_TLS13_OR_HIGHER') REPLACE
SET CHLAUTH('MTLS.SVRCONN') TYPE(SSLPEERMAP) SSLPEER('CN=x') USERSRC (NOACCESS)
ACTION(REPLACE)
SET CHLAUTH('MTLS.SVRCONN') TYPE(SSLPEERMAP) SSLPEER('CN=example-appl') USERSRC(MAP)
MCAUSER( 'appl') ACTION(REPLACE)
SET AUTHREC PRINCIPAL('appl') OBJTYPE(QMGR) AUTHADD(CONNECT,INQ)
DEFINE QLOCAL ('EXAMPLE.QUEUE') REPLACE
SET AUTHREC PROFILE('EXAMPLE.QUEUE') PRINCIPAL('appl') OBJTYPE(QUEUE)
AUTHADD (BROWSE, PUT, GET, INQ)
example-tls.ini: |
Service:
Name=AuthorizationService
EntryPoints=14
SecurityPolicy=UserExternal

MQSC MTLS.SVRCONN o|gh= 3’ W EXAMPLE.QUEUES ol A ABHAI Al 2. 292 example-app1°)]

"3 08" 02 ATAE A3t FefoldEolu oY + Y= s PHT T o & 144 Fo) )
r2) SN A A FH F Sl A AFG Sl 35 o SYUUTE o] 3§ 0] 52 AH§3HE o Adel A

22 7 Pejajol A 2el 1 o] Fol AHAT 4 91 Agko] 2oid app12] A Do) YHALIF. INT

5}9l S app1 ALEA} D7} 232 AR} A A E 3] Zafet Be s} 9182 olnlei Bok A S ALE b5

81 FUITE o] Aol A o] 50 28 EAghuIT,
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1§ A8 0] A1 YAMLE AHgslol ) 7 el e sl 2. ol el AaE Alel] ol A v

s ol 2ol 5L Q19 # ocPal ol 2 AHAE A gofol g vamLE QIefahalAl 2. gl

2 2ol Hl27} A Y E QA BRI, falsed true WA sto] 2hol 2ol SolotalAl 2.

apiVersion: mqg.ibm.com/vibetal
kind: QueueManager
metadata:
name: examplegm
spec:
license:
accept: false
license: L-AMRD-XH6P3Q
use: Production
queueManager:
name: EXAMPLEQM
availability:
type: MultiInstance
mgsc:
- configMap:
name: example-migm-configmap
items:
- example-tls.mgsc
ini:
- configMap:
name: example-migm-configmap
items:
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7.

- example-tls.ini
storage:
defaultClass: <STORAGE CLASS>
version: 9.3.5.1-12
pki:
keys:
- name: default
secret:
secretName: example-gm-tls
items:
- tls.key
- tls.crt
- ca.crt

< STORAGE CLASS>E 143 H|o] 2| 9] 1y TAo|A ATt AERZ] AR HASHIA| 2.

A2 E example-gm-tls = 144 H|0] 2| 2] T2 Ao A 2Hd = 21 ConfigMap example-migm-
configmap & 144 H|o|X|9] [3) Ao A 2= L]E}

71878 #3 °l MultiInstance® ‘37 = o] A &4 AE A7} A5 o2 e gy,

e e R R

ol A F WA x| =] A5 U AlL5H7] Aol Running AEjoll Y=2A] ERIGHAA Q. ol & 5H, thx}
25Uyt

oc get gmgr exampleqm

5 el e A HAE

F TR FAE o] ALg 7158 Belslei 132 Ho]x|e] [RiEfol A 7 Telxo] gt A TLS A7
HAE) o 2 AL,

2/d FH(Pod)o] Aulicte = A A3
T B2 AHs BE Fa24 AS5H7] |5 H(Pod) A3 E AlEE o]
a) 24 % tf7] H(Pod) 27|

D:]Eg o }\] 3H o]-/;:}/\]i_

oc get pods --selector app.kubernetes.io/instance=exampleqm
READY Z Eof A &/ TH(Pod)2 1/1 342 2l&5h= BHH, o) 7] ZH(Pod)2 0/1 g2 2o
b) &/d t(Pod) A
/g F(Pod)2] A o] 5= A5t th3 = Aot Al 2.
oc delete pod examplegm-ibm-mq-<value>
c) ZH(Pod) JEl Al 27
o2 S At A 2.
oc get pods --selector app.kubernetes.io/instance=exampleqm
d) 7 22 e 17
e 3 (Pod) o] AA| o] E= A1 sto] thg g2 At Al 2.
oc exec -t Pod -- dspmg -x
o & S0l 4 A2 AT A= U2 el A FAISoF Tt
QMNAME (EXAMPLEQM) STATUS(Running as standby)

INSTANCE (exampleqm-ibm-mqg-1) MODE (Active)
INSTANCE (exampleqm-ibm-mg-0) MODE (Standby)

&) 7 Telzfol ek AAL ThA] HlAESHIAL L.

F B AL BE QA Selsheld 132 sojxe] Taigtolx 7 Frelxtol tha 45 TLS 9 HlA
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wej2tg s x| 5kar &/ 3 (Pod) o] AuietH AHso

% ClpenShiFt CP41 ¥Y9.3.0 P Red Hat 0pen$hift E-E-IéE-I QI'EII'O'“A-I
7 22| xtoj] HESITE Route 4

Red Hat OpenShift 2| AF 2| Fof A IBM MQ 7 He]}o]| ofj E8]A| o] & A2 52 Red Hat OpenShift
2 E7 Z o3ttt} SNI= TLS 1.2 o] =2 EZo| AL8H ufj TLS T2 EZ 0| ATt ALE 755182 IBM
MQ 7 ]z W Zlo] A E o Ze]A o] Moj| A TLSE AHE-O 2 A 3l|of gt Red Hat OpenShift
Container Platform Routero| A= IBM MQ 7 T A2 242 2} 28 5H= o SNIS AF2-gHU .

O] EjA3 HH

Red Hat OpenShift 2} E o] "4 LA]L Ze}o] A E o Z2]A| 0] A 2] SNI (Server Name Indication) &2+
w2t thE Ytk IBM MQoll A& 74 2 Seto]AdE g0 whet A 2 th2 5 SNI &l A& ALyt SNI
dtj= Selo]AdE tAte] TAE o]20 72 HAE AL IBM MQ Ad o] &0 2 A E Ut IBM MQollA x1d
O|5& SAE o|&of {igst= WHol thsh JE = IBM MQO|A thF IS A 7] 52 Al&st= WS FXs5H
KN
SNI 3|7 IBM MQ A o] & & SAE o] 502 AAE|=4] of = OutboundSNI 4/JS A}-85}0] Ao
=Hych 7153 Z2H2 0utboundSNI=CHANNEL (7]232F) &% 0utboundSNI=HOSTNAMEY U T} AHA|EH A B
+ Zeto|AE 4 mhl o] ssL ARNREE X2 EHIA] 2. CHANNEL 2 HOSTNAME = AHEAF7E AFE-3He A 8ot
Zrluch, o] 7He AlA| Ad o] 2 == S AE 0|20 2 ¥t H 4 o] o] opd UL},
OutboundSNI A Ao] t} 2 Zelo|UE 57
OutboundSNI”} HOSTNAMEC 2 A A = -2 t}& Zalo|dE
SAE o]E SNIE AAF T
- C 2ol E
. H|Zg] o] NET E2fo|dE
« Java/IMS Zgo|dE
OutboundSNIZ} HOSTNAMEC. 2 AAE| Qo 3 o] 20] [P FAT} ALRE AL 1S Jelo|dEL T
H SNI &t & A A gyt
« C2eholdE
- H]3g] R o] NET Edo|dE
+ Java/IMS ZEtO|AE(SAE o] Fof| tiat '8 DNS A2 3
OutboundSNI”Z} CHANNELZ A A& AL} ool A A E|x] ke AL
o, SAE 0|5 & [P 4 A2 0| 59| AHE of Hof Aglo] &4 .
S S2to|JE 582 SNI 8|5 & IBM MQ Ad o] 2.2 A= A2 A YstA] ko, ujahi
OutboundSNI Aol A&3lo] &/ SNI TS TAE o|2 02 AA5te Al =gt
+ AMQP 22| E
« XR EElo]dE
- %) 2o NET 20| E (IBM MQ 9.3.00]d)
IBM MQ 9.3.05-E] OutboundSNI £4]0] HOSTNAMEC. 2 A A 5 72 1BM MQ 2] .NET Seto|HET}
SERVERNAME & 7}7}e] SAE o]20 2 AL E o] EX Y&t o] 2 E5) IBM MQ 28] .NET
Zeto] A E7} Red Hat OpenShift 2H--E & A-8-5to] F Be|ztol] A4 4 5T
Z2}o] A E o Zg]A| o] o] IBM MQ Internet Pass-Thru(MQIPT)2(Z) 53l Red Hat OpenShift 22 AF
of| uij x| & 7 e] kol AZA5HH= 77 2H-E A 2o]of| A SSLClientOutboundSNI £/82 AH-&-51o] SNIE &
AE o]20 g AL E MQIPTS(E) TAT 4 J&5Yth
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https://docs.openshift.com/container-platform/3.11/architecture/networking/routes.html
https://tools.ietf.org/html/rfc3546#page-8

OutboundSNI, t+5 2154 U Red Hat OpenShlft 2o E
A

IBM MQ += SNI 3|5 & AR8-5to] of 2] QIZA] 7]52= Al&&YT. of &8 A|o] 4 o] CERTLABL 2 =& 55
2 0FAE AFESIEE A H IBM MQ Aol ﬂ’é < 7% o =] A o] -2 CHANNEL®]

OutboundSNI A7 A5t AZ 3l oF gt

Red Hat OpenShift 2+¢E F4Joll HOSTNAME SNI7} E 235t 42 IBMMQ 9] th& Q& A 7|52 AH8E

4= glom IBMMQ Ad 2 A EojA] CERTLABL A4S AA T 4= gl&uth

CHANNEL ©]2]°] OutboundSNI A7-& Zt= off Z&] A o] M o] /IZFA] o] Eo] T/ H Aol A2 =7

2 o Za]A| o] -2 MQRC_SSL_INITIALIZATION_ERROR®} &t 7155 11 AMQ9673 HIA| A7} 77 22

ZPR 270 it

IBMMQ 7} T35 Q1541 7]5-2 Al g-ohe ol sieh ARt 2= IBMMQ 7 th 91541 7]5-2 Al go
= "I S I XFHAIA L.

o

o

SNIE MQ Ad = A7 5t= Seto| A E ofj ZgAlo| A ] A2 AAT 2+2+o] 2 d ol tisl A Red Hat OpenShift
RouteE ZHAdsloF Ut =5t 2xt2 7 Tejxt2 k-8 517] 93l Red Hat OpenShift Container Platform
22 2H P Zﬂoﬂ*ﬂ 173 A o] 52 A&l of gyt

IBM MQ 7} 2'g o] 5= SNI ol 93 5h= W] wlwoll MQ A'd o] o] &&= EUA| g+ 2ol T2y
o

Z}7}o] A Red Hat OpenShift Routeol] = 23t S AE o] 28 wHHslaH 7} xd o] SNI o] Tg3fjoF
ot ZRAIS F H= IBM MQOA B3 /154 7]'52 Al-aoh= S ZEsHIA| 2
a9 ohg S22 A0 A thg yaml & A-85}o] ZF A 'dojl tisl A} Red Hat OpenShift 2+ E-E 2H/d sl of 2ty

.

apiVersion: route.openshift.io/v1l
kind: Route
metadata:
name: <provide a unique name for the Route>
namespace: <the namespace of your MQ deployment>
spec:
host: <SNI address mapping for the channel>
to:
kind: Service
name: <the name of the Kubernetes Service for your MQ deployment (for example "<Queue
Manager Name>-ibm-mq")>
port:
targetPort: 1414
tls:
termination: passthrough

o] E o = &]A|o] A AZA AN EA}S}F LA

& B2 AYsto] 20| Ao AHET BAE oSS WET 4 Y&t

Ll

oc get route <Name of hostname based Route (for example "<Queue Manager Name>-ibm-mg-qm")>
-n <namespace of your MQ deployment> -o jsonpath="{.spec.host}"

Soto]|AHE AAS 95t LE = Red Hat OpenShift Container Platform 2H-2-E - YHFEA O & 4430]|A] AFR-E]
= ZE=Z AAsfoF &t

B A

161 #|°o]#|2] [FRed Hat OpenShift 2] A E of] B} x] ¥ IBM MQ Consoleo] A4y

Red Hat OpenShift Container Platform 22 Ag|of| v x| = 7 2] z}2] IBM MQ Console ol @2 5H= 1<l
yrt.
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MZsto| Mo

Q Fl:
S SRR SN R X 15 M MO Operator 2.0.0 B 29 thA| B == 1 o] A} ALS-
X gfom 71 dHo| EE £AISHA| FE U 29 HAI R EL] A} ARGZ A HA] ghotof ettt

SEEREN TN 1BM MQ Operator 2.4.0 28] 294 AR =7} Al AR UL} s 7 Thejz
ZAEo] 1 o]z | Y3H= IBM MQ Operator o A= % 9.3.3.0-r1 04| 7] 5 Te] 2ol ti3
29 YA REE A% AHEE 4 95U T IBM MQ Operatorol] thah Bl |91 11 Wlo] 7o) FAME
7H55HIBM MO By o &S HRFHIA L.

9 AR =] tigh 2| Y2 20241 6 30l FEHYT AAST BEE= AZEQ o] F3| W/
29 FUS FRBHIA L.

O] EjA3 ME

MQ Zetol Q1 E BRI S ALgBhe] $A15] = HAI g 24

T2 AN

1. F40] Atg 7haet 7 ez} vl =]
7|EH 0B FH 752 AR SV
IBM Cloud Pak for Integration Platform UI (previously the Platform Navigator) S AF-&3}o] B 2| 5}= 7
&, i 2] 5h= 5 F4 S AFHE 7Hs ot BtaL, A AFES H o R AdAotal 22 A E e AR v A
Ho] AR YlYAHo|A FA & HAAYdl= 5o T4 AHEE 4 Gyt F ez} v x| of] Tk Z}ASH A

H=1BM Cloud Pak for Integration Platform UIE AF85}0] 7 2] x} HiX] & FZ5HA L.

=
Red Hat OpenShift CLI &= Red Hat OpenShift 9] £4£2 A}85}0] v x|6t= 749 t}S YAML AUEIS &
& 23S AFg o2 AT 4 &y

spec:
tracing:
enabled: true
namespace: <Operations_Dashboard_Namespace

F2:MQ7H 22 A RE R Z2h]ojo} 7 Tl A7t AP UTHThe B F2).

o] 7)%50] ALG T 57 T2z} ZAefo] Wk opje} 5 7| Afe] =5} 71E o] Bl ("Agent" 2 "Collector”) 7}
Ay E Ut} ofjsk Afo| =7} HHefo] Lo Tigk o] n] 1| £ 7|2 MQ o] | Ao 5 AR 2 A A= ol 4 AL 7
55131 S5k PULL 48 9 PULL A 2312 AF8RMY Tk CPU X M= 2] gk e 7T 4 9l 27HA
o] gl& U,

2 gjA R.E E3fo] Qi 7 BelA7h o] Yl Am o) Aol 21802 wjx|Hl 79 24 A B.Eo] 52 3o}
1

o

N
o PN oX of

Ut
2351H F B2z} Pod7} A2 A 02 A|Zs||of 5l A| 28] @ HAIE 2 2 s o}

b OpenShift » CPAT

AEEENITBM Instana X3 IBM MQ S8
IBM Instana £ AF25}9] IBM Cloud Pak for Integrationjol| 4] ESHAMH-& F 45 4= Ql&Uth

A =S| Mol

o] A oA & A|AES B HAIR]E FA 5= T2 A AR IBM Instana 42 thE Ut} IBM MQ 7 &&=}
o] Ateflof T3t M| FALgEo] A E] = IBM Instana B U E| -2 th2 2] ¢k T} IBM Instana ol 2)3F IBM MQ
ZUE o] st Y E = IBM MQEUE S FZ5HA| 2. 915H ZUE o that 2pA|eH R AJAFE-2 150 H]
o]z]9] TTLSE A85to] Q125 IBM Instana U EE A o W8S HxRsHAA L,
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https://www.ibm.com/docs/en/announcements/software-withdrawal-andor-support-discontinuance-select-software-from-following-divisions-chief-operating-officer-data-ai-automation-sustainability-software-security-watson-advertising-weather-z-linuxone-products-part-numbers-vrm-some-replacements-available?region=US
https://www.ibm.com/docs/en/announcements/software-withdrawal-andor-support-discontinuance-select-software-from-following-divisions-chief-operating-officer-data-ai-automation-sustainability-software-security-watson-advertising-weather-z-linuxone-products-part-numbers-vrm-some-replacements-available?region=US

.+ 0] 7|52 IBMMQ Operator H 7 2.2.0 o] Aol A uk AR S 4 QI UL}, o] 7152 IBM MO HA 9.3.1.0-r2
o]/e] ”4 ALEzo| A RE X A E Y th

- o] IBM MQ 2 A+ B 7 Tej 2} B{Hol| A IBM Instana 34& AP 4 QAT 7| 2A o2 = A
Utk IBM Instana 2410 A] IBM MO 2] A4 & ZH23HAIA| Q.

IBM MQ &G A}2 A}&51o] IBM Instana 322 435t2{ A WA IBM Instana {2l = 4 IBM Instana oflo] &

EZ T ujx|siol gt 7]2- 0 2 IBM MQ F Bt 7 Bej 2} 3t (Pod) T 5 Y5 - Tof| v x| F IBM

Instana ol o] M EQ} S AIgH T}

i 9]

olv
mﬂﬂ

P
T BA

Ol EjA3 HH

IBM Instana 9}°] 532 AH8-0.2 A5 IBM MQ API 9 A E7} 7 2] 2tol] Ax|HUch API A EL 7
2= Fa ‘*E—:—EJ Al ] of] TSt 32 H]o]E] & IBM Instana of| o] M Eof] HAIg T,

API A E= 7} A X] o]l RFH2 3T & 718Ut} o] slloll= 32 JE7F £3tE of lau T

IBM Instana || E &= =2 ¢]o]E] & IBM Instana Bl =2 Z£8 2H0]o] 914U},

IBM Instana #]2l E 9! IBM Instana °f| o] E ulj x| o]l tgt 4] = IBM Instana 41| CPAI Platform UI°| A]
IBM Instana RYE] & AFE S ZZ5HAA 2.

T2 AN

52 0%

. IBM Instana 23S ALg5to] 7 TalalS vl x|5H4A] 2.
7]22 0 2 IBM Instana 242 A& okslo 2@ Ao 9l& ),
IBM Cloud Pak for Integration Platform UI (previously the Platform Navigator) === OpenShift ¥ &2
AFg s A8
1. DY W Eg) > 34 > InstanaZS S YUsHIA 2.

2. A2HA FHALE EZS true® A SHAI L.
YAMLE 53l 8 |5H= 749 oh2 243l S AHESH Al 2.
spec:
telemetry:
tracing:

instana:
enabled: true

= =]

+  https= 53l IBM Instana of|o] H E9} EAIgH ]t}
7122 0 2 IBM MQ 2] IBM Instana A E = htt
O] TAE ZAL F A7 AYY = zo] Lol Ip
Instana ®UE{ T B ARE of A= ATt A x5y
E 2Ygztol] o&f o MEZ v x| gy},

A IBM MQ & IBM Instana 2 A] EQ} IBM Instana 0| o] A E 7+2] B Al http == https T2 EZ2 4]
A3t} https S AH8-ste W HA TLS ¢53HE AF8-61E 2 IBM Instana o o] E& A slof gt
IBM Instana &A1 2] ofo] M E Q=X QI Eof thot TLS Yo st A & Fxs AL, I3 oS th-3-1 o]
IZETL hitps2 A3 4 d5UTh

OpenShift 9 £4-2 AF§3HE 79 The-2 SaatAl Al 2.

pE 53l IBM Instana o] o] E o} FAI G} ofo] M E
PF4a2 AXEH Ut} o]=IBM Instana =48] IBM
t}. o 7] 4 IBM Instana ©l|o] {1 E+= IBM Instana °f|°] A

YAMLE E5f v x| 5l= 42 oS AUTIS AFRSHAA| 2
spec:
telemetry:
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instana:
enabled: true
protocol: https

Set the agentHost

IBM Instana °ﬂ°l7<4 E7} 7 B A7t A8 Z91 Openshift 22 A oA Ol A EZ v %] & Z] 9k
NE7} A5 2Q] BAE o] g Ex [P 242 AAslol BLith

agentHost 4= IBM Instana of|o| %
agentHost I 2 Z2EES =X E

Ahg3}

saks}A] eotof ghct.

A FLS

OpenShift & &2 =
1. DY EQ > InstanaS =
2IAF TP EEF R EES
3. 90| E S AE QIAE AS}

YAMLE 53l vf %] 5h= 4 ¢

spec:
telemetry:
instana:
enabled: true
agentHost: 9.9.9.9

xiod
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CtSoll e %t

110 H)°]AX]2] [FRed Hat OpenShift Container Platform S 8] AE o 7 e A iy =

CP4I

CipenShiFt

f= Operotorz. 2.0 TLS% A'-.E |.0:|
IBM Instana oo

Al=rst7| Hoj

IBM Instana &412] "IBM MOQEYE]H" o] "FLAd" Al = IBM Instana U E & LA of] TsF dEE A
Tyt a2y F e af Adoll thsh Ml AR Z3tE o] 9l A] ek5 Tt

H2] IBM Instana 4
na ©4]2] CP4I Platform Uloﬂlxi IBM Instana =Y E]

IBM MQ 2YAHS AFg-310] IBM Instana 22 4~y 52 ™
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z 544l 2.
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15 El IBM Instana BL|E{E 74
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IBM Instana ©f|o] &

£ B ujx)3jo Gtk o] 2 Sestel @ 1BM Insta
YiHe B AR,
T2AIH
1. 9FAE YHHAALL.

2. IBM Instana ©l|°| A E & JLAISHAI A 2.
3. F TAE LASHHAIL.

4.2l 9l o,

2 AT

148 #|o] A 2] [IBM Instana =33} IBM MQ £3H
IBM Instana & AF8-5tof IBM Cloud Pak for Integrationtol| Al Eai

CpenShift

CP41

a
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e GLLEXSATBM Instana O|O| M E
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IBMInstana°1]0]7<459}#4ax}7}_4 TLS EAlo] Ao = r} ol = A9} 5

TLSE A}8-35}to] Q1=% IBM Instana XY E ™

150 Z1E|o]u{e] IBM MQ

ofL

S FA351H7] /s dl 7HA] Bl F A HAJd Y



H3: o] 23t QA o Ao AL E L gt TR SRR ALSEYTh Z2 e M B
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OZAN
IBM MQ 7 &)z}
TLSS E3l IBM Instana ol|o] M EQt EAIsI H 7 Ba] 2o Q12 A] D s 7)Ql 7]7} QlojoF U}, o] MM
MMmlt%%quwﬁ%aqﬁﬂui
1. 7 B2 Akl tigk IFA " 71l 715 Al 2.

= = AP,

openssl req \

-newkey rsa:2048 -nodes -keyout server.key \

-subj "/CN=mq queuemanager/OU=ibm mq" \
-x509 -days 3650 -out server.crt

IBM Instana ©|o| A E

o o] EZ} IBM MQ 7 Ta| 2o} TLS BAI-S 43)5}e]H of|o] H Eof @1 &4

AHE3H = JKS7] A& Ao 7l 7] & Q1=A] 7P oju] 9l 7ol A

2. IBM Instana oo Eof thgt Q1 FA] & 7 B
O B2 AdstaAl 2.

=

openssl req \
-newkey rsa:2048 -nodes -keyout application.key \
-subj "/CN=instana-agent/OU=app teaml" \
-x509 -days 3650 -out application.crt

3. PKCS12 7] 4ol 154 3 7K 715 At Al 2.
S WY& AYHo] your_password & 7) A4S HOFSHE Bl AHSE HILNER YA . BE $4
SAolA o] Al 2 S,

openssl pkcsl2 -export -out application.pl2 -inkey application.key -in application.crt
-passout pass:your_password

4. PKCS12 7| A5 JIKS7| AAFAZ HESIE A2,
e S At Al 2.
keytool -importkeystore \
-srckeystore application.pl2 \
-srcstoretype pkcsl2 \
-destkeystore application.jks \
-deststoretype JKS \
-srcstorepass your_password \

-deststorepass your_password \
-noprompt

keytool -changealias -alias "1" -destalias "instana" -keypass your_password -keystore
application.jks -storepass your_password -noprompt

6. T:rﬁrﬂlﬂ ASAE 7] AFAR 7 A 2.
e AYshiAlL.
keytool -importcert -file server.crt -keystore application.jks -storepass your_password
-alias myca -noprompt
CHS ol 233 Xrel
oA IBM Instana ZYE H-Z 9|5l o] o] M EE /g FH|7} = AH U T
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CpenShifE = CP: A EES Tnstana DL|IEE: oo|NME M
IBM Instana ol|o] Eof| 7] AH4E nf2ESH & B4 7 2| Atol| thgt RUE & FH/dsH Al 2.

A Zksto| Hof
o] jAF oA=& 7} IBM Instana O o] 1 E 4l F ] z}o] tfist =M W 7] =
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IBM Instana oj|o] A Eoj| 7] A& 4 nlLE
1. IBM Instana ©flo] { E u|J Am| o] A 0] JKST| A7 Aol A Al 2T -& 24

_]
o
thS S 4138510 keystore_secret_name 2 AFEE 0|20 2 HILAIA Q. L E f?—é Ao A o] A&
Sy Al 2.

oc create secret generic keystore_secret_name --from-file=./application.jks -n instana-agent

2. instana-agent Ul AH|o] A0 A oc edit daemonset instana-agent &= AFEsto] th3 =7}
volumeMount 2 £52 X33} = = instana-agent U A ES HIFHAIA 2.

volumeMounts:
- name: mqg-key-jks-name

subPath: application.jks

mountPath: /opt/instana/agent/etc/application.jks
volumes:
- name: mqg-key-jks-name

secret:

secretName: keystore_secret_name

E4 7 Aol g 2YElY 24

3. instana-agent Y/ A3f|o] 20| A oc edit configmap instana-agent &3 AH&3}o] instana-
agent configmap= HASHI Al 2.

4. configuration.yaml: |of2ho] thg 4Hg F7}al4A 2. o] Mg olv] Aele ol £l A
F B2 Z7lsHAA 2.

com.instana.plugin.ibmmq:

enabled: true

poll_rate: 60

queueManagers:

QUEUE_MANAGER_NAME :

channel: 'INSTANA.A.SVRCONN'
keystorePassword: 'your_password'
keystore: '/opt/instana/agent/etc/application.jks'
cipherSuite: 'TLS_RSA_WITH_AES_256_CBC_SHA256"

o7 A,
« your_password = JKS7| A 740l tigt W H S U}
* QUEUE_MANAGER_NAME & 5 &) 2} 1] A 4kzte] o] Eo] ofu]a} v % & 7|2 IBM MQ 7 T z}e] o] &
Ayt
#3: QUEUE_MANAGER_NAME ©] 7|2 5 Bg] 7} o|2.0 2 A5 x| &1 tAl Operand 2 A== =]
Eiaol 2h551A] g5y tt 7] 2 o] 52 F x| ] A4kzto] il spec. queuemanager . name ©f % <]
&lo} 5t

5. instana-agent Lﬂo‘/\uﬂol/\oﬂ/\i instana-agent3t (Pod) 2 AHA|SH A2, T2 AR&AF7} ThA] A 2LE] 1
M Ao E BUER S A2

Cheoll 438t ztef
o]A| IBM Instana ZUE]HL Q5] F Te|AE FAIT 247} a5
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OpenShift |- CP SRR Instana 2L E{3: 7 #a|x A
TLSS AL&:31o] IBM Instana olo| A E 8} SAIah 7 22l A8 A Z* g5t Al L. o] Aol et 1S2
SSLPEERMAPE- AF-g-51o 4~ €Ut}
AMZksto| Hof
o] EjAF0j| A= IBM Instana ZYE| = 93l o|o] M EE A d3tt

N
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ox,
il

Uk,

O2AN
1. MQSCHY INIS 25 AFg5lo] i Tej2}e LASHAIA L.

MQSC= A TLS AHS- AHd & A A OP% E” AHEEH, F4 H et Q1= IS A7 e 749 ¥4 IBM Instana
oo]HEZ Q=3 & g xS LA o] AF-L, CN=1nstana agent, OU—app teaml ZE&
2ok JISA7E = d4d Sto ]O‘i_‘f_g AR applol B AU 1™ th3 MQSC+= appl AHEAL
# IBM Instana E\/]Eialoﬂ 1 Q 5t 222 430e 4 Qe HIHS o

INI 5}2 92 AREA} applof|Al BehE K oishe o] AHE-g Ut

t}S configmapell= @4 MQSCHY INI A o] Z3tE|of Ql&Uth o] & 7F e A} ¥l As|o] Aof vl x| 514
AlL.

apiVersion: vl
data:
channel.mgsc: |-
DEFINE CHANNEL ('INSTANA.A.SVRCONN') CHLTYPE(SVRCONN) SSLCAUTH(REQUIRED)
SSLCIPH('ANY_TLS12_OR_HIGHER')
ALTER QMGR CONNAUTH(' ')
REFRESH SECURITY
SET CHLAUTH('INSTANA.A.SVRCONN') TYPE(SSLPEERMAP) SSLPEER('CN==') USERSRC(NOACCESS)
ACTION(REPLACE)
SET CHLAUTH('%') TYPE(ADDRESSMAP) ADDRESS('*') USERSRC(NOACCESS) ACTION(REPLACE)
SET CHLAUTH('INSTANA.A.SVRCONN') TYPE(SSLPEERMAP) SSLPEER('CN=instana-agent,OU=app
teaml') USERSRC(MAP) MCAUSER('appl')
SET AUTHREC PRINCIPAL('appl') OBJTYPE(QMGR) AUTHADD (ALL)
SET AUTHREC PROFILE('SYSTEM.ADMIN.COMMAND.QUEUE') PRINCIPAL('appl') OBJTYPE(QUEUE)
AUTHADD (PUT, INQ, DSP, CHG)
SET AUTHREC PROFILE('SYSTEM.%%') PRINCIPAL('appl') OBJTYPE(TOPIC) AUTHADD(DSP)
SET AUTHREC PROFILE('%') PRINCIPAL('appl') OBJTYPE(TOPIC) AUTHADD(DSP)
SET AUTHREC PROFILE('SYSTEM.**') PRINCIPAL('appl') OBJTYPE(QUEUE) AUTHADD(DSP, CHG, GET)
SET AUTHREC PROFILE('SYSTEM.%%') PRINCIPAL('appl') OBJTYPE(LISTENER) AUTHADD(DSP)
SET AUTHREC PROFILE('AMQ.*') PRINCIPAL('appl') OBJTYPE(QUEUE) AUTHADD(DSP, CHG)
REFRESH SECURITY TYPE(CONNAUTH)
auth.ini: |-
Service:
Name=AuthorizationService
EntryPoints=14
SecurityPolicy=UserExternal
kind: ConfigMap
metadata:
namespace: your-queue-manager-namespace
name: gmgr-monitoring-config

o} 7| A your-queue-manager-namespace + 7 2| A7 i 2 2 WY AHo] A QY
B AHEAR O] 78 BUE D= 73'% 3 Foll DSP, CHGH! GET # &S H-045to] configmap MQSC
of &7} ¥ F7telof . ol & 9, ot 25Ut

SET AUTHREC PROFILE('MYQUEUE') PRINCIPAL('appl') OBJTYPE(QUEUE) AUTHADD(DSP, CHG, GET).

o] oJA|o| 4= MQSCH INI tl|o]Efo]] thall configmape AF&-8FA|TF AF& 217 71sE ALgro] 7| Q1 749 A
A3E AHES 4= Ql5 Ut MQSCH INIS AHE-SHHf ] of] st UHt Y B =128 Ho]x]2] [of: MOSC &
INI o} A2y o] HE&S F2sHdA L.
2. TLS 922 ZHAJslei™ 7 #2217} IBM Instana o]0 A E 2] 1= & Al&|sljof gt} o] & 43Y5laiH
IBM Instana ol|o] M EQ] Q1Z ATt E3}5= A| 3 31-S 2SI Al 2.

oc create secret generic instana-certificate-secret --from-file=./application.crt -n your-
queue-manager-namespace
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3. 7 TelAbs TLS WE4lo) 30] sk XAl 9154 2 A Zahok kel Azl 72l 7ol Tist oM A7 W gy
t}. o] doll YA o] ] 283 7] U Q1EA7E TRHE A 22 S v AL L,

oc create secret tls gm-tls-secret --cert server.crt --key server.key -n your-queue-manager-
namespace

21’3 configmap™! A 23 Z AHESte] 7 HE| A A E 2D F8|7) S sy

4. 5 B2 &} YAMLO] F ]z} A o] ol A 7 H 4= MQSNOAUT = A 54| eb=4] FRIGHAAl L.,
O87] GO AMg o 2 AAE & Q1T HAHYFo| AH5otA] E Ut vl x| & A4S AAMNE HAYFo|
CHA] ALS 7Hs5H] S A gkom] 7 B 2hE ThA] 2Hd sl of Euct.

5. T2 AA-E 7 Tz ool E715H Al L. o 714 MYOM 2 F TE]&ke] o] =]utt,

spec:
queueManager:
name: MYQM  d(a)
ini: #(b)
- configMap:
items:
- auth.ini
name: gmgr-monitoring-config
mqgsc: #(c)
- configMap:
items:
- channel.mgsc
name: gmgr-monitoring-config

pki:
keys: #(d)
- name: default
secret:
items:
- tls.key
- tls.crt

secretName: gm-tls-secret
trust: i#(e)
- name: app
secret:
items:
- application.crt
secretName: instana-certificate-secret

2o Ze2fj 71 A H A2 o3t 2ol At
a. 7] 7w Rfel] AL7-3k o] §5 A=A EelstA /\li 7] 7w Rpof| {3k o] go] gle A B
YE o] o) =3t o 2 245514 = 4 ‘*‘44. o] o] 52 o|Hof T3y ¥ IBM Instana OHOW E
configmap®] o] 53} A x|sfjoF ettt
b. configmapoll 7] &% INI &7} F ] 2ol 7Y
c. configmap®l 7]ZH MQSC X7} F | zpoll =7yt
d. 7 B2 IS A " 7RI 7|7} 7 B A} 7] A% 4ol F7H Y
e. IBM Instana o] A E QIFA|7} 7 |z} A F] A 7ol S=7FE Yt
6. &A: EL] Bl 7 #E| Aol A IBM Instana 42 A& 2 A5 Al 2.
o|E 4352 148 H|o] x| 2] [IBM Instana & IBM MQ 53t o 8-S RS AIL.
7. #J&Eﬂx}% H}X]SFA Al 2.

CI20| e =
o]A] IBM Instana 2UEHLS &olsta oy a8 Fu)7) 55y,

QpenShift = CP: A EERS Tnstana DL|E{3l;: gtol ol CjHZ
IBM Instana o|o] H E & E5)| 7 B AS U E5teH oo|d E e} F we|atE B F LA sof .

A =S| Mol
o] EjAF 0| A= IBM Instana 2YE Y-S 95 F A= AT 7F gy o)
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T2 A|X

;e F
1. i x]o] A} 3-3l=%] &Helte{ ™M IBM Instana THA| R Eo| A F B2 HAA Q.

T+ e AbE ol E g Ao A T|o] A 2] AH|A A 9l Qlze} HI|o M & & 4= Qlojof YT
=L

Za: o] 7 DAl A= tjH N EZ A3

IBM Instana THA| R Eo| A F Tzt 2 &

£5lo] ZAFHAAl 2.

2. 2/ F | 3t (Pod) o] A& QI k=5 AHEFI4A L.,
T T A v ano] 2of A the S AP Al L.

oc get pods -o wide -n your-queue-manager-namespace

3. 7 HERtet 5 LS o)A Adl QI IBM Instana ©f| o] H E 3 (Pod) 2 HE5}2 ™ instana-agent U
An|o] Ao FAI FE = "aﬁﬂé}’é‘ AlL.

oc get pods -o wide -n instana-agent-namespace

4. IBM Instana of| o] 1 E 9] || = o]3}|5}2{ ™ IBM Instana 90| A E It (Pod) o] 2 15 7} 231 'mq' &=
= T TR o] 53 HHHEH FES oA 2.

ot HYe AR L.
oc logs instana-agent-pod -c instana-agent -n instana-agent
5. 7 Pelxt 212 ol Al 2.

oflo|H 7} 7 elafol] AAste 1 A Ee A9 7 Helat 21t o] Aufst ol f-5 EAIso} gy,
ohe e AAsHA L.

oc logs your-queue-manager-name -n your-queue-manager-namespace

Jﬂjﬂ
TLSE AFE-5te] Q15-% IBM Instana ZUEF & /d517] 913 | 712 238 5= 55U

SEEETNENCES MR ed Hat OpenShift CLIS AF2310{ AF2X} 2| MQSC 3! INI
nlo| ZEtEl oj0jx] WE

Red Hat OpenShift Container Platform m}o] T2}Q1-& AF8-5}0] o] o]u| x| & AF&-5t 7 Ta]zfof 2-85F MQSC
QF INI ot & 3t A IBM MQ ZE|o| 1 o] n| A & A5 Al 2. T2 A E Hefz}7} o] Ef AT E s dlof 3t
A =S| Mo

Red Hat OpenShift Container Platform B3 3) QlEJH| o] A& A X|5]|of ST},

]
cloudctl login(IBM Cloud Pak for Integration®] 74-%) == oc login& At-g5to] 2| AE o] 21215}
Al /\]_(2_
| .

Red Hat OpenShift 24| Eof| IBM Entitled Registry©l] th$t Red Hat OpenShift A| 3.3l 0] gl+= 7% QlElo| &
HE 7] A3 S 2 9] HAIE 24 A 2.

TZAN
1. 2H/dImageStream

olm|A] AE ] 2 AME ef 1= Red Hat OpenShift Container Platform U] Z1g|o] o]n] 2| & &x35}7] 9
St 33 At o|n| x| AEY W ad Ej L& AHESHH A 7Hs 3t o] R A1 & 9]’0]0}5'— a0
o|n| 2|7} A == 7ol = a3t E’ﬁ o|n| A& A&l =R FIE 4= lHUT
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oc create imagestream mymq

2. A oju]A]of] thet BuildConfig &1
BuildConfigollAl+=IBM &-4] o] 2 & 7|¥F O 2 &= Aff o|m|X]o] thet =& 5]-8-5FA| 9t ZdE|o] 4 A|
2} Al A3t MQSC B INT 342 Z7hghy ot
a) BuildConfig A& A olsh= YAML oHd 2
o & =0, o3& R = E AME-5H] "mg-build-config.yaml"o|2t= ot 2 2 g ot

apiVersion: build.openshift.io/v1l
kind: BuildConfig
metadata:
name: mymq
spec:
source:
dockerfile: |-
FROM cp.icr.io/cp/ibm-mgadvanced-server-integration:9.3.5.1-12
RUN printf "DEFINE QLOCAL (foo) REPLACE\n" > /etc/mgm/my.mgsc \
&& printf "Channels:\n\tMQIBindType=FASTPATH\n" > /etc/mgm/my.ini
LABEL summary "My custom MQ image"
strategy:
type: Docker
dockerStrategy:
from:
kind: "DockerImage"
name: "cp.icr.io/cp/ibm-mgadvanced-server-integration:9.3.5.1-r2"
pullSecret:
name: ibm-entitlement-key
output:
to:
kind: ImageStreamTag
name: 'mymq:latest-amdé4’

of S THA| FAF-S 32 H|o|x]2] TIBM MQ Operator®] Hg|A S| AER ) FXR). £4AFg o
o] u] 2| S thA] HESHH o] A S whEs|oF .
o] o A= 1BM 34 o|u] 2| § 7|59ho.2 Sh= A o]n] 2 S 243k "my.masc" 2 "my.ini" T+
< /etc/mgm HEE ] 7k o] Y E2]of Q1= MQSCH INI 3H5-2 A4} A] ZdE|ofu o] o
3l A EYch INLTH-L crtmgm -ii -4 A-&3to] 2850 712 INI oh 3} ¥ 3HE Yt MOSC
ahd 2 dupEl M 2 AU
)27t A2 wjotch A8 s 7] wj ol MQSC o] §H2 7HssttHe Zlo] 23y tt. o] & Ut
| © & DEFINE 8ol REPLACE Pi7iRi4>& £7}5Hal START H+= STOP 3 ofl IGNSTATE (YES)
Mg F7ehs 2& fndy.

b) Aol BuildConfig2(Z) A-83HA 2.

oc apply -f mg-build-config.yaml

oc start-build mymq
thg3} fAFEE 2 20] EA = ofof it
build.build.openshift.io/mymg-1 started

b) W e 2l
12 Sol, ol &l BAlol M 2jRiE WE AEAE g3kl ke HY

oc describe build mymqg-1
4. A o|m|x) & ALg3to] 7 el <t uj ]

110 H]o]#]2] [Red Hat OpenShift Container Platform S2] A E ol F TeJ A} v %]y oA AT H TA||
uhe} A AREAF 7 9] o]m| A 5 YAMLO] F7}.

o
>

gl:l‘
ok
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YAMLE] t}& AYzZlZ A¥F QueueManager YAMLOY| 7k 4= & T o 7|4 U o] & 372 AS- F¢

Red Hat OpenShift project/namespace®] 1l o] 0] x|+ o] of] 2k 5t o] 0| 2] 9] o] Z- Y th(el]:

"mymgq:latest-amdé4").

spec:
queueManager:
image: image-registry.openshift-image-registry.svc:5000/my-namespace/my-image

o A3
110 #|°]#]2] [Red Hat OpenShift Container Platform S&] A E{ol] F T&]| A} vl =]

of ol &= ] (]2 % ) AE 2 X| S AFGSHE "BHE A2 Pl -S ul A5l [BM MQ BeHe Btk 7
25 ChAl AR E B AR 7L A S STk TS 2] Be 7 HelA A4S AT S et

DI . 212K K20 ARt &) of Eo] M X 20| 7}

QueueManager HIE}t] o] E]of] AF-&2} A 9] of i E|o] A El B|o] &5 75t 4= QLG Ut

Ol EjA3 HH

AF§A ] of imeo] d 9 #lo] &2 PVCE AJeF BE Ateloll F74e 4 U h ALgA ] ofmeo]H &
2ol 2o] 7] ]2} Y]ah= 9ol = 18BM MQ Operatorell 4 474 zko] ALg-H LTk,

TZ2AX
« AR A o] o] iE| o] S FTIEHI Al L.

222t 2lo] 4§ 2t A o] ofieo] e E7bskel e metadatacl of Elol 1€ E7bsHaAlL. oS 5
W, o} U,

apiVersion: mqg.ibm.com/vilbetal
kind: QueueManager
metadata:
name: quickstart-cp4i
annotations:
annotationKey: "value"

AFg AL o) ol &2 Z7FekAI Al L.

T B2 Ao AFRAF A 9] Blo] B Z7}5lH W metadatad] o] ES E71sHIA 2. ol E EH, oh2 1}
25yt

apiVersion: mq.ibm.com/vlbetal
kind: QueueManager
metadata:
name: quickstart-cp4i
labels:
labelKey: "value"

b Openshit b cra1  LIEIETEE TR

et 1= Habs 22| 7] Fef A7) F w22l ths) 2 etA] gl e ZiAlste st A9l
370l 2 A5}A] Qe Aol o] HALE AMR kgto 2 HAE 4 Q&

O] EjA3 &

2etel Y& A 7 Bzt 24l el 2 gt of7) 4= AEle 7 pela gdol thel 2= e)x] Feha
7} A A 52 Folshc}.

T:r A 2ol 225 AZHE Eol8 sHA U, |23 HAE A1 9
g oo 2 HAS e 2 Aefdd 4 5yt
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Kel)
X
52
rlo
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T2 AR
. HER U AALE ALS Fato 2 MaHA A @,

metadatacl Tt o Ho|H S F7IsH Al 2. ol & &9, o33 25U th

apiVersion: mq.ibm.com/vlbetal
kind: QueueManager
metadata:
name: quickstart-cp4i
annotations:
"com.ibm.cp4i/disable-webhook-runtime-checks" : "true"

e L R Hlofl chet 712 2t 0| E Mg ot
BMMQOmmmﬂzﬁﬁﬂﬂﬂﬂﬂHZVGVli%&%ﬂ%ﬁﬂiﬁﬂﬂéﬂqq%#1ﬂ4£@%¢
YokA) oo 49 o 522 ALE o2 AT 4 AUk 7 WA el BEE of 3] Pulel=FY)
of.

T2AH

. #4341}7137*%101 ES AE Qgto 2 A L.

apiVersion: mq.ibm.com/vlbetal
kind: QueueManager
metadata:
name: quickstart-cp4i
annotations:
"com.ibm.mq/write-defaults-spec" : "false"

Z1L: o] 7]°5-2 MQ Operator 2.1.0 ]/ HA o Ak AR8-&F 4= 15U T} IBM MQ Operator 2.1.05-E] &
AIZF ool 7] B4 0 2 o] of w-eo] o] & &Lk,

BEEEN )| Mg 2E IY A AHORE 1BM MQ ZE|0|L] A%

IBM MQ Operator 3.0.0 % IBM MQ Zi€]0|1] 9.3.4.0%-E IBM MQ ZiE|o| 147} ¢ l A& FE upd Al AR}
A ARPE & S 5 AFU o= 3AAE B0 oA ot FEE EAH‘? o s AS ARG
Ytk

Ol EjA3 HH

97] M8 FE ot A|ARLES AFESHA ZiEH 0|y ot & WA E 4= glsUTh &, ZiE o]y ot A|AE]of|A] qu
AE & 4 AAR AT = glon A A& 24 = glsynh nh EE ot Al AR AT o d & 74
StAU A S 4 U

971 A& FE ot A|ARIo] AFE O 2 A=W = 7He] YA EF 232K L Tmp 7+ 2 =) 3L 7 E| o]

o] /xun 8 /tmp tiE =20 47} n2 Eg Y}

- A3ENX| EFole 7 RS Aok ol AFEE = oY, 7] A7 A 9 7| et ok o] 23tE|of QG

« Tmp EF0ll= ek o+ (of]: 7 B2 A} RAS 5HY) o] ZFE]of JlE Tt

oj2{et E&-2 AAIA0]7] wiZol o] F 25 o2 F (Pod) ThAl AlZF Al F-AH YT
T A2t ol ol tisl] A H 252 82 2EYA ol w2t e 7|24 02 2| &4 EFo] nhE
Efych == AEA] {0l ephemeral?_] 35 dAl EFC] rR2ERUH. S8l = TlolE 9 27]7}
sizeLimit 5"301] A7 H Fre 25t= 7% Kubernetes & ZIE| 0|1 S AW L Al ZE|oJHE 2/dE 4+
54t IBM MQ Operator 3.0.00] 9l = 7 & A} vlo] g of tisl] YA 2B A& AR W A7) fHAI7} A&
E]X] FAEY

7] & FE od A|AR2 7|24 02 ARG o 2 A e o] QA 55U o & ARgst | ths TS &R
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T2 AN
1. spec.securityContext APIE AF35}o] ¢17] A E 1} A|AEIS AFE 0 2 AASHAA]
T Tejztke] A2 184 #|o]x]9] [.spec.securityContext] 2] x
=2 ’2783}’?:}’\]2.
IBM MQ Operator = F 7112] Al &, 232X & TmpE 2t
2. A F Bzt dlolE AEYR] F8S AASHAY S A L.
7|2H o2 A&EH BF HF= /mnt/mgmoll o2 EHUTH E= type £/J 0] 183 10| %] 2]
I'.spec.queueManager.storage.queueManager) °A ephemeral 2 A H 4 YA BFo] 2L
np-EE ).
3. ZF A &0l tisl] dlolel7F 571e 4= = FS ASoHA A HSHI Al 2. ST S & X E5lo] sizelLimit
5/\—]_,] ZHe A AsHA AA AR 2.,

m

readOnlyRootFilesystem £/ true

o« AKX JA] BF 9] 4L 184 Ho]A| 2] T.spec.queueManager.storage.scratchy ©l|A] sizeLimit &
S AASIAAI 2. 7| 2582 "100M" Yy}
« Tmp YAl B52] ¢ 184 H|o]#]2] [.spec.queueManager.storage.tmp. A sizeLimit A4S A
Al L. 7] 2 4E2 "2Gi" YUt
- F WA E59) type 7} ephemeral 2 AAE 72 183 H0| 2] 9]
I.spec.queueManager.storage.queueManager] ©|4] sizeLimit &4 AAsIAA| 2. 7|27k

"2Gi" Ayt
EEEGENEEENIBM MQ Operator £ AI23510{ 7|2 HIX|AEZ|2 IBM MQ

Console 74
IBM MQ Console°ll 2719157 913]) 7 #e|atel] AREA ALf-o] /2 Al 4 AsH

MZsto| Mo

IBM MQ Advanced for Developers 2o I A S A}-85}0] T:F B A2 vl 2|5t A 712 Al
AUt 23 o] x| 9] T[MQ 9.3.4 2023 12¢¥] admin ¥ app AF&AF2] H|UH T 2 2| A 5= W
of| A F |2k YAML) S Z=R3HIAI L.

IBM Cloud Pak for Integration 2to] Al A F TE| 212 vl 2|51 742 A2 AFQIL2-S AFE-5}o] IBM MQ Console
o] 21915} %= % IBM Cloud Pak for Integration Keycloak 2}2] 53t& AF& 02 A 4 9l&5Ut} 161 10|
2]2] TRed Hat OpenShift 2] AE| o] v 2] ¥ IBM MQ Consoleo] A7) o] W8S ZAX3H4A| 2.

TZAN
1. v S E 253 securityUtilityS AFE5ko] 433l Al L.

ConfigMap & 7 | &tof] AAM| A5} o] AFRS= A HEE A A5 o] AFEEUTH BEoHS 74517
2]l securityUtility &2 AFHE-5H] o]21st Al AR E 1A gyt

E+= Kubernetes AlZollA Al A HE HE5H= /\]E_E}l% AFRSF 4 Q)& U au B UE S T X
A o d =45 AHESHH 7] 2 mhdo] oFHstA] oAl k2 E 4 AEU T
2. 341: Red Hat OpenShift §3 3] Q1 E]H| o] A (CLI) o] 2AASHIAI

OpenShift CLIE AFEsH= 4% oc loginE AHEste] 2aRI5HIAl L.
&= OpenShift &2 AHE S 4= AlsU
3. & A1E51o] ConfigMap S ZHJSHAA L.
XML T4 ZHd o]l tf st =222 IBM MQ Console B REST API EoFHS X 3H4A| L.

Th2 ol A= MQWebAdminGroup L& Weoll AHEALE ZHd &Y ot MQWebAdminGroup o oAl =
MQWebAdmin &&o] 2% E 1t} o] of#|of| A
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« HFEA] USERNAME 2 PASSWORD & AF&AF 11-8-2] 7k o & thA|slof g th. USERNAME & S| A|of| A &+

AR HY T
YEE A] NAMESPACE & IBM MQ Operator 7} 2| =] 3L F #e] 27} vl 2] 9] %] T+ o]n] v x| | 9|2 2
A7 s oF T,

ARE-5Fo] tH3 ConfigMapE Aot Al 2.

ftjo

a) OpenShift 24 =+ 33

kind: ConfigMap
apiVersion: vl
metadata:
name: mgwebuserconfigmap
namespace: NAMESPACE
data:
mgwebuser.xml: |
<?xml version="1.0" encoding="UTF-8"?>
<server>
<featureManager>
<feature>appSecurity-2.0</feature>
<feature>basicAuthenticationMQ-1.0</feature>

</featureManager>
<enterpriseApplication id="com.ibm.mq.console">
<application-bnd>
<security-role name="MQWebAdmin">
<group name="MQWebAdminGroup" realm="defaultRealm"/>
</security-role>
</application-bnd>
</enterpriseApplication>
<basicRegistry id="basic" realm="defaultRealm">
<user name="USERNAME" password="PASSWORD" />
<group name="MQWebAdminGroup">
<member name="USERNAME" />
</group>
</basicRegistry>
<sslDefault sslRef="mgDefaultSSLConfig"/>

</server>
b) 24: HH Y S AFE5l= ¢ ConfigMapE 2 &34l A 2.
oc apply -f mgwebuserconfigmap.yaml
L 2] SAo A= TS A 5 S-S At Al L.
+ IBM MQ Console©l| A A5H7] 95t LAd o2 Al F TeE| =2 vi X5 Al 2.
« 71& 3 B Ao i3 IBM MQ Console AN AE |26t LA S 2] 83 Al 2.
4. 3/1: IBM MQ Consoleol] HA|A5}7] QI L/ 0 & A F L] AHE vl A SHU A 2.

a) 7 BelAE 2t Al 2.

% 2 AN AFAE 5 02 AY5kT ohg &4 F S 53 Al 24 Confighap

mqwebuserconfigmap & A FHIAl L.

- 54 1: 7 T A YAML A

222 YAMLE] web A4 ofellol] thg R =5 F7elAlAl 2.

web:
enabled: true
console:
authentication:
provider: manual
authorization:
provider: manual
manualConfig:
configMap:

name: mqwebuserconfigmap

o2
ol
o
194
Ral

- 54 2: OpenShift 2& ¥4 H7]1& Soll th32 4
i) OpenShift &0 Y=} > AX]H SJAE A5 Al 2.

ii) IBM MQ Operator2] Hj x| & A A| 2.,
iii) 5 ¥z} £ J =511l QueueManagerd/d & S5t A 2.
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vae HEHO]-_T!_-E]}\-]H-] } % ruei @@OMME.

vi) 12 FA B2 ARE A A L.

vii) 2& 25 47tolA] Q1% 2 B3 o] REo| gt A FA & 2502 YA L.
vii) A B2 A2E oA /\]3

ix) ConfigMap 5= =5 11 159 #lo]z]e] I3 TAollA] ZHdH ConfigMap
mqwebuserconflgmap S AEsIA Al 2.

x) Z/d& 2N 2.
o]A] 159 H|o|x]e] 3y ©AoA] ZHE ConfigMap ol AIAE Al AHE E5) A 7 B2]x}e] IBM
MQ Console of] HA| AT 4= QlHU T}
5. 34: 7|& F ] Aol i3 IBM MQ Console & A& 02 AAsh= A2 2 235H4A 2.
IBM MQ ConsoleE AF85H= 7 Ta]Ake] YAMLS HA A 2.
a. OpenShift 20| A] 4=} > AX|H SGALS AEFHAA| 2.
b. IBM MQ Operator?] Hj x| & /\-]EH;]./J/\]_Q_
c. 7 BEA} & Aujstn 7 Belate] o)L HefatAl L.
d. YAMLS MEl5}AA] 9.,
e. 7 T22F YAMLE] 7| & web AA & th-g FEZ thA5HI Al 2.

> o

web:
enabled: true
console:
authentication:
provider: manual
authorization:
provider: manual
manualConfig:
configMap:
name: mqwebuserconfigmap

f. A% & S Al L.
o]A] 159 o] x]2] 3y ©AoA ZHdH ConfigMap ol AAE Al A EE =35 7]& F ] =19] IBM

MQ Console of] HA| A 4= Ql&U T

BEEEGNINCEZSINIBM MQ Operator £ AF25}0{ IBM MQ =S

T2 AN
161 H[0]x]9] [Red Hat OpenShift 22| AE{o] v x] ¥ IBM MQ Consoleo] A2 .
162 F|o]A9] [1BM MQ Operator AH&- A| ZUEF .

« 168 H|o]#]9] [FRed Hat OpenShift CLIZ A&-5to] F ]z} A] vl dl Bl |

AEEENENEY SN Red Hat OpenShift 22{AE{0]] HiX|El IBM MQ Console0l] &
Z

=

Red Hat OpenShift Container Platform S22 € ol v x| & F 2] zFe] IBM MQ Console ol AZ3= WY
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IBM MQ Console URL-> Red Hat OpenShift ¥ &£ %+ IBM Cloud Pak for Integration Platform UI
(previously the Platform Navigator)2] QueueManager AlFAFE H o] Aol A 22 4= Q15U T T+= Red Hat
OpenShift CLIIA] o3 & Ad¥sto] 22 4 A&

oc get queuemanager <QueueManager Name> -n <namespace of your MQ deployment> --output
jsonpath="'{.status.adminUiUrl}"
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Red Hat OpenShift Container Platform (OCP) ZUE|{T] AEHS AL8S 04 ojzjgt

oM HEY S A o3 T > HEY S ZHINA| 2. 7 TR HEZHS 7]%7‘4

7t .spec.metrics. enabled £ false2 A g Joto] AHE-QFsto & ’S@%EL 4 AHYh
B

Prometheust W E &S 9|5t A|A| G o o] gjH]| o] A W F2] 7} AR Ut} IBM MQ Z1E| o]+ Prometheus
ﬂﬁZQ&ANLWEEﬂEiﬂielﬂ&QQWEQEMQM g EdoN RUHY L &5 FHZ
SJaf Ayt

OpenShift Container Platformoll+= Prometheus A& AF&-5h= AP LA E 31, AFA A ] =] 31, 2HA] Addlo]
Egl= 2UEHF A8o] Z5E o] Q& Ut} OpenShift Container Platform U B3 AB12 AF2 2} o] 2
AES HUESES AdsHof ZMI AR A8 AL o] A Eo] RUE T AFRS FRSHIA L.
IBM MQ Operator() Prometheus & A7 AT 4= Q= HIEE & AHE-S1o] QueueManager&(E) 23
g ujj ServiceMonitor=(£) 2V/d &t

o] ¥ %12] IBM Cloud Pak for Integration©|| A= thAl IBM Cloud Platform Monitoring A B| A& A}-8-5}0]
Prometheus AH S A 3-3&Uch

EETEETNENCTESMN M MO Operator A2 A Z271El HE2]

T 2] x} A" o] = Red Hat OpenShift Monitoring2}t 3 7155t Ml EE] S F 708 4= 5 U th

HEg %3 My
ibmmqg_gmgr_commit_ |counter ZU|E &

total

ibmmqg_gmgr_cpu_loa |gauge CPURE -158 HH#

d_fifteen_minute_a
verage_percentage

ibmmqg_gmgr_cpu_loa |gauge CPURE -5E2 A
d_five_minute_aver
age_percentage

ibmmq_gmgr_cpu_loa |gauge CPURE - 18 HH
d_one_minute_avera
ge_percentage

ibmmg_gmgr_destruc |counter 27+ 714 2.7] & AbA(destructive get) 4| - Hio|E
tive_get_bytes_tot Fa

al

ibmmg_gmgr_destruc [counter 27+ 714 7] & AbA|(destructive get) S - 4=
tive_get_total

ibmmg_gmgr_durable |counter A& 7 L= diA &
_subscription_alte

r_total

ibmmqg_gmgr_durable |counter A& 7S L= 2 £
_subscription_crea

te_total

ibmmg_gmgr_durable |counter A& 7S L= A £
_subscription_dele

te_total

ibmmg_gmgr_durable |counter A& 7S = A7) 4
_subscription_resu

me_total

ibmmg_qgmgr_errors_ [gauge MQ & Tt A|AH] - o7 7

file_system_free_s
pace_percentage
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e_system_max_bytes

Eg %3 B
ibmmq_qmgr_errors_ |gauge MQ 5% o}l A|AHE] - ALE Z9Ql Hio|E
file_system_in_use

_bytes

ibmmqg_gmgr_expired |counter =23l DA
_message_total

ibmmg_gmgr_failed_ |counter Ao St 2ot R 7] 4~
browse_total

ibmmg_gmgr_failed_ |counter Aluf st MOCB 4=

mqcb_total

ibmmq_qgmgr_failed_ |counter Al=$+ MQCLOSE 4
mqgclose_total

ibmmq_gmgr_failed_ |counter Al sk MQCONN/MQCONNX 4~
mgconn_mgconnx_tot

al

ibmmq_gmgr_failed_ |counter Almi &t MQGET -
mgget_total

ibmmg_gmgr_failed_ |counter A3gk MQINQ 4=
mging_total

ibmmq_gmgr_failed_ |counter A 3$F MOOPEN 4=
mqgopen_total

ibmmg_gmgr_failed_ |counter Alufst MOPUTL 4
mqgputl_total

ibmmg_gmgr_failed_ |counter Aoi st MOPUT 4=
mgput_total

ibmmqg_qgmgr_failed_ [counter Almj sk MQSET 4
mgset_total

ibmmqg_gmgr_failed_ [counter Al sF MQSUBRQ 4
mgsubrq_total

ibmmqg_gmgr_failed_ |counter Al st JL&= 2R/ H A AN 4
subscription_creat

e_alter_resume_tot

al

ibmmg_gmgr_failed_ |counter T A Aol 4=
subscription_delet

e_total

ibmmq_qgmgr_failed_ |counter Alufist E¥ MQPUT/MQPUTL 4=
topic_mgput_mgputl

_total

ibmmq_gmgr_fdc_fil [gauge MQ FDC T+ 4

es

ibmmq_gmgr_log_£fil |gauge 27 u} AJAHE] - AR 29l H}o|E
e_system_in_use_by

tes

ibmmq_qgmgr_log_fil |gauge 27 1 A|AH - X "Hlo|E
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m=g #3 29
ibmmg_gmgr_log_in_ |gauge 2 - A ZQl Hlo|E
use_bytes

ibmmqg_gmgr_log_log |counter 21 -7|8% =g glo|E
ical_written_bytes

_total

ibmmg_gmgr_log_max |gauge 21 - g o] E

_bytes

ibmmg_qmgr_log_occ |gauge 271 - AAE 7Hs "9l ol Al 2FR] 5t Hlol B
upied_by_reusable_

extents_bytes

ibmmg_gmgr_log_phy |counter 23 -7|2% AA dlo|E
sical_written_byte

s_total

ibmmg_gmgr_log_pri |gauge 2 - A 2 A 12 27
mary_space_in_use_

percentage

ibmmqg_gmgr_log_req |gauge 277 - ufjx) B30 =W Q3 Hlo|E
uired_for_media_re

covery_bytes

ibmmqg_gmgr_log_wor |gauge 21-932c 13 F7Ho|&E
kload_primary_spac

e_utilization_perc

entage

ibmmg_gmgr_log_wri |gauge 21 - A7) 7] A7+
te_latency_seconds

ibmmg_gmgr_log_wri |gauge 23 -47] 37
te_size_bytes

ibmmg_gmgr_mqgcb_to |counter MQCB

tal

ibmmg_gmgr_mqgclose |counter MQCLOSE 4~

_total

ibmmg_gmgr_mgconn_ | counter MQCONN/MQCONNX
mgconnx_total

ibmmqg_gmgr_mqctl_t |counter MQCTL 4=

otal

ibmmqg_gmgr_mqdisc_ |counter MQDISC 4

total

ibmmg_gmgr_mqing_t |counter MQINQ £

otal

ibmmqg_gmgr_mqopen_ |counter MQOPEN %

total

ibmmg_gmgr_mqgput_m |counter ZHA MOPUT/MQPUTL H}O| E 4= §HA|
gputl_bytes_total

ibmmg_gmgr_mgput_m [counter 7H4 MQPUT/MQPUTL 4= T4

gputl_total
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wEe %9 He

ibmmqg_qgmgr_mgset_t [counter MQSET

otal

ibmmqg_gmgr_mqgstat_ |counter MQSTAT 4=

total

ibmmg_gmgr_mqsubrq |counter MQSUBRQ <

_total

ibmmg_gmgr_non_dur |counter A& Br7ls L5 2 4

able_subscription_
create_total

ibmmg_gmgr_non_dur |counter A& Brts L& A 4
able_subscription_
delete_total

ibmmg_gmgr_non_per [counter H] 2| & M| A| A] 2o} H 7] - H}o| E 4=
sistent_message_br
owse_bytes_total

ibmmg_gmgr_non_per |counter H| X & WA A] ZrolH 7] - 4=
sistent_message_br
owse_total

ibmmqg_gmgr_non_per |counter H| 2| < H|A| 2] 7}A 27| & AFA (destructive get) - 4=
sistent_message_de
structive_get_tota
1

ibmmqg_gmgr_non_per |counter 7}A-& "] 2| £ B A A] - H}o| E &=
sistent_message_ge
t_bytes_total

ibmmq_qgmgr_non_per |counter H| x| <& W A]X] MOPUT1 4=
sistent_message_mq

putl_total

ibmmg_gmgr_non_per |counter H| 2] < W A]X] MOPUT 4>
sistent_message_mq

put_total

ibmmg_gmgr_non_per [counter H| 2|4 HA] 2] W7] - H}O|E 4=

sistent_message_pu
t_bytes_total

ibmmg_gmgr_non_per |counter H] %] £ - £ MQPUT/MQPUT1 4
sistent_topic_mqgpu
t_mgputl_total

ibmmg_gmgr_persist |counter A& H|A| A] 2ol 7] - H}O| E 4>
ent_message_browse
_bytes_total

ibmmqg_gmgr_persist |counter A& WA A] ZrolH 7] - 4=
ent_message_browse

_total

ibmmg_gmgr_persist |counter A4 WA R] 7}A 7] & AMA|(destructive get) - 4

ent_message_destru
ctive_get_total
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ibmmqg_gmgr_persist |counter 7}A-& A& tA]A] - H}o| E 4=
ent_message_get_by

tes_total

ibmmg_gmgr_persist |counter |45 HIA] X MOPUTL 4=
ent_message_mqputl

_total

ibmmq_gmgr_persist |counter 2|4 WA A] MQPUT 4~
ent_message_mqput_

total

ibmmqg_gmgr_persist |counter A& WA X] @7] - Hfo] E &=
ent_message_put_by

tes_total

ibmmg_gmgr_persist |counter A4 - EO MOPUT/MOPUTL 4=
ent_topic_mgput_mq

putl_total

ibmmq_qgmgr_publish |counter JE=z}o)| A WY - Hlo] E 4~

ed_to_subscribers_
bytes_total

ibmmg_gmgr_publish [counter T ol Al WY - WA A] 4=
ed_to_subscribers_
message_total

ibmmq_gmgr_purged_ [counter IEAAY 7 &
queue_total

ibmmq_qmgr_queue_m |gauge PR ohY A AR - ol g 27
anager_file_system
_free_space_percen
tage

ibmmq_qmgr_queue_m |gauge T )R} A A AH] - AL FQ Hpo]E
anager_file_system
_in_use_bytes

ibmmg_gmgr_ram_fre |gauge RAM o] G- 2 Ul &
e_percentage

ibmmg_qmgr_ram_usa |gauge RAM B}o| E 37| - F fhejz} 274 2]
ge_estimate_for_qu
eue_manager_bytes

ibmmg_gmgr_rollbac |counter ZEud) £
k_total
ibmmqg_gmgr_system_ | gauge A|AE] CPU A|ZF - 7 B x}o] el B8 =2 %]

cpu_time_estimate_
for_queue_manager_

percentage

ibmmqg_gmgr_system_ |gauge A|AHE] CPU A E-&
cpu_time_percentag

e

ibmmqg_gmgr_topic_m |[counter EI MQPUT/MQPUT1 7+ gHA|

gput_mqputl_total
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wEe %9 He

ibmmq_gmgr_topic_p |counter 7+4 9] glo| E ¥ 7] §HA|
ut_bytes_total

ibmmg_qgmgr_trace_£ |gauge MQ 34 ot A|AH - of5 27t
ile_system_=free_sp
ace_percentage

ibmmqg_qmgr_trace_f |gauge MQ 34 o}t A|AH] - AL FQ1 Hlo] E
ile_system_in_use_
bytes

ibmmg_qmgr_user_cp |gauge AFEAFCPU AZE - - ref&bo Wil 28 7 %
u_time_estimate_fo
r_queue_manager_pe
rcentage

>

ibmmg_gmgr_user_cp |gauge AFE-2} CPU A|ZHEE-S
u_time_percentage
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A 26l FA o] AlAE HE

BETEENSNCZSMRed Hat OpenShift CLIS AF23t0] 7 Z2|Xt 7o uiQl 3 =g
F0eR} 7S NS F el 7o) 4 B9 AT Aelol F RS A WET 4 e,
o] I 2 A Ao M= 7 Tl 4 21 elo]e 2 Wt eich HAIAe] A4 vlo| wlEo] sl AEa 21
olel= 59l AlolA e & gl

AIEFSE2| Hofl
cil.o]udctl login(IBM Cloud Pak for Integration®] 7-%) ==+ oc loging AH85to] Z2{AE o] 21913
AA L.
T2 AN
T A S WA A 2.
dmpmqcfg ©§ 52 AH&-Ske] IBM MQ 7 #2|2ke] 442 H= e 4= syt
a) 7 T2 AFe] H(pod) °| F& 7HA s Ut

o & £9], queue_manager_name®] QueueManager A2l o} WS AlgYst 4= 9l ch

oc get pods --selector app.kubernetes.io/name=ibm-mq,app.kubernetes.io/
instance=queue_manager_name

b) 24 AR utd 2 28 P2 E A4 5to] ZH(Pod)ol A dmpmacfg 882 At Al 2.
dmpmqcfg= 7 ¥ 2o MQSC 42 S
oc exec -it pod_name -- dmpmqcfg > backup.mgsc
T YA S FLSHA AL,

o] E‘rﬁlﬁlﬁiﬂaol*“&@ W T2 A A0 2= 732 7 A A& Z3SH= backup.mgsc oY
< BRalof gt o] S A F | A}oll Hgsto] LS 5L 4 JHUh

o) 7 Bele] #pod) o182 ST,
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ol & £°]{, queue_manager_name®] QueueManager A t}3 HH-S AdPe 4= UH U,

oc get pods --selector app.kubernetes.io/name=ibm-mq,app.kubernetes.io/
instance=queue_manager_name

b) backup.mgsc L] ARI= 25 |4 5to] ZH(Pod)oll A runmgsc FH 2 AFSHHA 2.

oc exec -1 pod_name -- runmgsc < backup.mgsc

BEEENSNCEETINIBM MQ Operator 2| 2H|H &

IBM MQ Operatoroll 2417} 3= 720l AHE 7|&2S AHEsto] 2418 XTstal s 25t Al 2.

T2 AN

169 H[o]A|2] TIBM MQ Operator 2 B x| H 7 2] Ato]] cist EA41- 5|2 JE +3
170 o] x| o] TEA|H 314: F #2|z} ¢o] e o] thet YA A HSH 3y

SEEETNESNCTESENIBM MQ Operator 2 HIX| £l 7 22| xtoj| Cist 28|1H 82 HE

A XI
Td

M A Alo] A5 A|71e wf 1BM A€ AllE]of] Al g-3ljof 5= £A14 82 = 4.

T2AXN

1.

St E Al TA AEE Yo
o]+= Red Hat OpenShift 2] A F]

i
folr
[>
ol
_0|L
rlr
uju
i)
o
|r1
o@
E
L
o
2
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o
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c

A

LobleH PRE SHSHYAL L,

Red Hat OpenShift 22| AE 9] o}7] el 3] &= th2 & vyt
+ Linux for x86-64

« Linux on Power Systems (ppcé4le)

« Linux for IBM Z

.IBM MQ Hi 2] R EZ 273 A| Q.

a) bash/zsh & A5} Red Hat OpenShift 22| AE| o] 2 1251, A 2.
b) th& €74 H4E AAsHA A L.

export QM=QueueManager_name
export QM_NAMESPACE=QueueManager_namespace
export MQ_OPERATOR_NAMESPACE=mq_operator_namespace

o] 7] A QueueManager_name 2 QueueManager X 2] 0| 20|11, QueueManager_namespace = Hi
2] v Azo] A0, mq_operator_namespace = IBM MQ Operator 7} B ] ® d| Y Amo] AJ U
o]= QueueManager 4| An|o] A9} Zol st 2 9l LT}
o thE B S At mE 2 2 U2 1BM A Aol AlFEH A2,
# OCP / Kubernetes: Version

oc version -o yaml > ocversion.yaml

# QueueManager: YAML
oc get gmgr $QM -n $QM_NAMESPACE -o yaml > "queue-manager-$QM.yaml"

# MQ Queue Manager: Pods
oc get pods -n $QM_NAMESPACE -o wide --selector "app.kubernetes.io/instance=$QM" > "qgm-
pods-$QM. txt"

# MQ Queue Manager: Pod YAML

oc get pods -n $QM_NAMESPACE -o yaml --selector "app.kubernetes.io/instance=$QM" > "qm-
pods-$QM.yaml"
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# MQ Queue Manager: Pod Logs

for p in $(oc get pods -n $QM_NAMESPACE --no-headers --selector "app.kubernetes.io/
instance=$QM" | cut -d ' ' -f 1); do oc logs -n $QM_NAMESPACE --previous "$p" > "gm-logs-
previous-$p.txt"; oc logs -n $QM_NAMESPACE $p > "gm-logs-$p.txt";done

# MQ Web UI: Console Log

for p in $(oc get pods -n $QM_NAMESPACE --no-headers --selector "app.kubernetes.io/
instance=$QM" | cut -d ' ' -f 1); do oc cp -n $QM_NAMESPACE --retries=10 "$p:var/mgm/web/
installations/Installationl/servers/mqweb/logs/console.log" "web-$p-console.log"; done

# MQ Web UI: Messages Log

for p in $(oc get pods -n $QM_NAMESPACE --no-headers --selector "app.kubernetes.io/
instance=$QM" | cut -d ' ' -f 1); do oc cp -n $QM_NAMESPACE --retries=10 "$p:var/mgm/web/
installations/Installationl/servers/mqweb/logs/messages.log" "web-$p-messages.log"; done

# MQ Queue Manager: routes defined by operator
oc get routes -n $QM_NAMESPACE -o yaml --selector "app.kubernetes.io/instance=$QM" > "qgm-
routes-$QM.yaml"

# MQ Queue Manager: routes to QM
oc get routes -n $QM_NAMESPACE -o yaml --field-selector "spec.to.name=$QM-ibm-mg" > "gm-
routes2-$QM.yaml"

# MQ Queue Manager: stateful set
oc get statefulset -n $QM_NAMESPACE -o yaml $$QM}-ibm-mg > "qgm-statefulset-$QM.yaml"

# MQ Queue Manager: services
oc get services -n $QM_NAMESPACE -o yaml --selector "app.kubernetes.io/instance=$QM" >
"gm-services-$QM.yaml"

# MQ Queue Manager: PVCs
oc get pvc -n $QM_NAMESPACE -o yaml --selector "app.kubernetes.io/instance=$QM" > "qm-
pvcs-$QM.yaml"

# MQ Operator: Version
oc get csv -n $QM_NAMESPACE | grep "~ibm-mqg\|NAME" > mg-operator-csv.txt

## Cloud Pak Foundational Services: Version
oc get csv -n $QM_NAMESPACE | grep "~ibm-common-service-operator\|NAME" > common-services-
csv.txt

# Cloud Pak for Integration: Version (if applicable)
oc get csv -n $QM_NAMESPACE | grep "~ibm-integration-platform-navigator\|NAME" > cp4i-
csv.txt

# Output from runmgras (this may take a while to execute)

for p in $(oc get pods -n $QM_NAMESPACE --no-headers --selector "app. kubernetes.io/
instance=$QM" | cut -d ' ' -f 1); do timestamp=$(TZ=UTC date +"%Y¥m¥d_9%HBM%S"); oc exec
-n $QM_NAMESPACE $p -- runmgras -workdirectory "/tmp/runmqras_$t1mestamp' -section
logger,mqweb,nativeha,trace; oc cp -n $QM_NAMESPACE --retries=10 "$p:tmp/
runmgras_$timestamp/" .; done

# MQ Operator: Pod Log

oc logs -n $MQ_OPERATOR_NAMESPACE $(oc get pods -n $MQ_OPERATOR_NAMESPACE --no-headers --
selector app.kubernetes.io/name=ibm-mq,app.kubernetes.io/managed-by=0olm | cut -d ' ' -f
1) > mg-operator-log.txt

F4 ]

oj2it o] thRE-L F T A7}t e x| E Y Am| o] Ao tht HH|A7FH gt 2 IBM MQ
Operator 7} A x| ¥ S A H9l 2 IBM MQ Operator 212 35t H S A€ B2z} AH A
dgto] 2712 9% 4 FUrh

ZH EjA3

IBM 2| ¢ AlEfoll ch gt EA14 312 = 3

DN = | 512: 7 22Xt GlOIE{o] St AMA Hot 47

PVC AAF7| -5 ARE-ate] 5 )2t 3t (Pod) ofl 94 A3 A o gl 5 ]2k Pvce] mhadof ool A
A HHE AOAA| 2. o]=TF (Pod) ©] Exrox =+ CrashLoopBackO£f /o] 17| Wf7F < 4~ l&5 Ut} o]
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EAA | Ee 57 Yol A H 7 Ba)xpet AE PVC (Persistent Volume Claims) ©f] #17HE djo] gfoj] 2l A
A% 4 QH U o] & 8ot =8 AFESte] I P7] T} (Pod) M Eof PVCE T2 ESHAAI 2. 18 T
oA A AA7] 3t (Pod) o] 7F49bA 7L S 92 4 & L]‘:P

v 2] 5ol whet 1-3702] HALZ| B (Pod) ©] AHdHUTH 1§ HA == T AR A F He)zke] 214 = ot
(Pod) ol EA5t E552 AXH PVC AAH] B (Pod) ol A AHE 7Hs &yt 37 %%% 2= A7) o)A AL
7Fsgth AAH] 3t (Pod) 9 o] Sofl= Ade F &AL 3t (Pod) & o] So] Z3HE of &,

OZAXN
1. MO PVC A E1E T2 2 E35lAA] Q.
o] == https://github.com/ibm-messaging/mg-pvc-toolol| A} AH-& 7153 T}
2. S| AE o] 2I13=7] EQlstAA L.
3. 7 Telatel ol 3 9 7 Telairt A 59 g Anlo] A% oA,
4. 7 FelApo] thel HA] E7E AaatilAl L.
a) 7 T2 Aol F B s g vl Lu|o] A o] F5 A A she] thg = AsHAlL.

./pvc-tool.sh queue_manager_name queue_manager_namespace_name
b) E77} S2H W thg B Asto] A4 S A B (Pod) & BAIALL,
oc get pods
5. 4A7] 3t (Pod) ol mh2Ed utd & HAA 2.

2) 2 PVC AP 3t (Pod) © 7 )7 3t (Pod) 3} ATHE| B2 o} ZJAL7] 3t (Pod) o] 9 4 AU,
18 G2 Aol o1 3 (o) F 1ol A A,

oc rsh pvc-inspector-pod-name
ohe =g pvC te e g Eatehs tlelzelo] sl gyt
b) The B2 Agstel PuC ClelE el S LLsHIAL L.
1s
¢) 97 41 A4 o320l The Wag e Aasto] puce] 252 SelstAlAl L.

oc get pvc

N

d) thg B2 Aagsto] 7oA AE 3 (Pod) & HelsHIAL L.

oc delete pods -1 tool=mg-pvc-inspector
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QueueManager

QueueManager+= o Z 8] A|o] ol F Y WY /715 AMH|AE AHF-5H= IBM MQ A H Yt} IBM MQ &#A1:
https://ibm.biz/BdPZqj. 2}o] Al A 2F=: https://ibm.biz/BdPZ1q..

e

Ay

apiVersion £x+<¥

APIVersion @ HA|E o] o] T3 o] HHSE A7|nlE oot A{H]= QA H
A7|ukE A W] gho = Hglelof oh Q1A K| 2] b= gh& ARE 4= AF U
27} A’ https://git.k8s.io/community/contributors/devel/sig-architecture/
api-conventions.md#resources.

kind &2

Kind= ©] @ BHE7} LpEfU = REST Al 2 UrEtl = 2412 gyt M¥= 2
Zo|AE7F 8 H 3 &3 QIEERIEOA o] & 2 4= 15T} CamelCase]]
A Addlo|ET 4= 94Utk 271 A X! hitps://git.k8s.io/community/
contributors/devel/sig-architecture/api-conventions.md#types-kinds.

metadata

spec QueueManagerSpec

AH= AJEfe] QueueManagerd Y th.

status QueueManagerStatus

QueueManager2] ¥z AFeduch

.spec

A5h= el 2] QueueManagerd Lith.

ohoh Zo] FAIg YT

« 173 Ho]*]9] TQueueManager.]

e

vy

affinity

EZF Kubernetes A¥-aHA F-21 4 Utk 2FAISH A B =https://kubernetes.io/

docs/reference/generated/kubernetes-api/v1.17/#affinity-vl-coreE 22514
AlQ.

annotations Annotations

annotations ¥ =+ 3t (Pod) o] g0 o] MG} - 43 g o} AR A=
9]9] oj - EH|o] & o] Eof F7}51| F(Pod)oll A &= =5 & 4= AFHH ol F
Eo] ojleHold 2 Al S5 = 4-F 7] ofH| o] 42 Hol& Ut MQ Operator
1.3.0 o]’go] oyt

<

imagePullSecrets
LocalObjectReference H| g

o] QueueManager”} AF-8-5t= o|m| 2] S PULLSH?| 9fsl| A& &<
o] Belgel g ol jsh el 22 22Qiuyc A4 7

HE= AR 70 E o2 Ay ol & 01, dockere] 7%,
DockerConfig 3 #1217 Erto] QIZg H ot ZpAISH A H= https://
kubernetes.io/docs/concepts/containers/images#specifying-
imagepullsecrets-on-a-podS &Z5HI Al 2.

labels Labels

labels B E+= F(Pod) 2ol &2] M2t &S F Ut AFEA= 2] 2o
&2 o] Z&of| F7150] FH(Pod)oll A EEH =5 & 4 5HH. o] BES o] &2
AaE+E A 712 ol &S Holxyth MQ Operator 1.3.0 o]/do] "o g},

license o]l A

2ol Al20] 5912 Alojste A7 Bl ALg T ehol A4 M E YUk

pki PKI TLS(Transport Layer Security) ==+ AMS(Advanced Message Security)ol| 4] AF&
o719 JISAE Hst7] YAgt 37l 7] =zt A7

queueManager T ez} A ol 2 7| & F BejAto] tig A d Yo

QueueManagerConfig
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de A
securityContext F ] A} ZH(Pod) 2] securityContextol] 271k H ok A& Ut

SecurityContext

telemetry HHEZ

iR e E] /el tigt A Ayt MQ @4tAF2.2.0 ool 2o

template Template

Kubernotes 71 912 115 92| =l ch. 9512 1851 448717} 1B

MQ7} StatefulSet, Pods & Services®?} Z-0] 7] Kubernetes A & AiAJ 5= |

HS oujefo| S & gl ol & W ALGATS 917 Aolu] 22 AFg

=

A
o
9 MQ9| 44 252 ol 7Fs4 ol 9171 HEYUth QueueManager 242 ot

A A BE 2 HE2EL 4= tiAl gy

terminationGracePeriod
Seconds A4

5H(Pod)7 A @3k F2EE AeE 717HZ) YUk g2 ol ofd H4olo} g

Utk 0%k SA| AAIE ZAIG U 7 B2 A} FE7F A =5 =t AlgkelH, of

Zej7old 92 F LS o Aol Mgt R A9 B4 7 Bl
AR B2 Y ER Y, 7R H 02 3022 AgHY,

tracing TracingConfig

O
H
£ 2 oAl R o] et Feke.C Wute] £ 913 ALY

183 MQQ] B A & Alojst= AAJUTHES). o] & 50],9.1.5
5.0

version #At¥ A .0-r2+= 7|
oj O]DIZH & & 7172 AR5 MQ B 9.1.5.05 AUt ?ﬂ_EﬂOl
Y &4 A $F 712 o|n| Aol thdt ARG 22 7 A ol A8 Y
o},
web WebServerConfig A A E T A Ayt
.spec.annotations
annotations 8 E+ ZH(Pod) o i E|o] A o] MDA} A eH-Z 3ot AFE AL 2] 2] o] iH|o] & o] HEoj
F7F5to] ZH(Pod)oll A 8= =5 & 4= AFYT o] E9] o EH o] 2 A== 4 7|2 o Ho| S © o]
2 Uth MQ Operator 1.3.0 o]/do] 2 23t}
21} 2o A Y
« 173 #o]#| 9] [.specy
.spec.imagePullSecrets
LocalObjectReference &L st Y AT o] A Yol A FxH QEHAEES ZHE £ Q1= S EI QY E7F 23HY

}.
oh2-3f Zho] A EYt),
+ 173 0] A 9] [.specy

v

name FA+E

2z o)l& Yt 7} H . https://kubernetes.io/docs/concepts/overview/
working-with-objects/names/#names TODO: t}2 §-835t Wt & Z7}sh] ],
apiVersion, kind, uid?.

.spec.labels

labels E SH(Pod) &) 20] MDA} o2 Y ch ALAHE Aole] o] 22
(Pod)ol 4 85| =2 & 4 AUt o] WE

Operator 1.3.0 o]Afo]
th2 3} o] mAIE YLt
« 173 #|o]A| 9] [.specy
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.spec.license

2ol el 5912 Alof 5t

ch23f Zho] A E UL,
+ 173 o] A 9] [.specy

L7 8l AL§ ehol A HE QU e,

qc

accept boolean

o] 42 E glofe} Qg 2hol a0l FelahA] o U THES),

license 224

9l %9l gto] A 9] IDY UL AFR %91 MQ2] H{H 0 & SHIZ glo] AlA [Dojof
Ut} ZHFE ZHe https://ibm.biz/BdPZfq o] U-82 ZHZSHAA| 2.

1l ofy

metric =AY

AHg- 2ol A vl E RS A Heke AR YY) ol 5
ProcessorValueUnit, VirtualProcessorCore &=

ProcessorValueUnit2 &, Cloud Pak for Integration 20| MIAE AFRS}= 7
Qo =7|2Z 0= VirtualProcessorCore= AAH Y}

use A4

A Ego7} AHH WP S Hojsts Aol o}7] A eol AL T ALEL A
g}, 2FE g2 hitps://ibm.biz/BdPZiq o 8-S FEBHIALL.

.spec.pki

TLS(Transport Layer Security) &=+ AMS(Advanced Message Security)ol|A] AF&SF 7|2} QJIZS A S A 2] 517]

st 374 7] =t 4
thS 3 Zo] TAEYtTH
« 173 H|°]#|9] [.specy

qc

v

keys PKISource array

T @ RRe] 7] Ao F7EE iR 71 d Y

trust PKISource array

T B2 2RO 7] Aol F71ed IS AU

.spec.pki.keys

PKISource= 7| T ASA 2 22 371 7] =2t JE o 245 Aoyt

ohe o 2ol AIg Y

« 175 Ho]#]9] T.spec.pkiyJ

=

vy

name A+

0|52 7] Ei A1FAIS) o] 22 ALGHU T ARA 5 At ololo} g

.

secret Secret

Kubernetes Q121G 225 AR&-5He] 718 Al Ut

it

.spec.pki.keys.secret

Kubernetes 2121 S ARESHo| 715 Al 52Ut

oo o] FAIg YT

« 175 Ho]#]9] T.spec.pki.keysJ

gc A
items Hi G T 22} A" o]y of Z7}soF 5= Kubernetes £Q13IA E U 7] AUt}
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qe

v

secretName 24+

Kubernetes &

.spec.pki.trust

PKISourcet 7] = QISA9 22 57) 7] Qe B o] AAF Aot
Ch23t Zro] A E Ut
« 175 H|o]#|2] [ spec.pkiJ
o a2
name =A-4 o] F2 7] = RIFA Y glo| E= AR H U &2 AF Fe A £ A o of of 3
o},

secret Secret

Kubernetes 2Q12QIY H E A3l 7| & A5t}

.spec.pki.trust.secret
Kubernetes 211 B & At-g-5to] 7|15 Aoyt

ohZ3 2ol EAIF Y

« 176 Ho]A]2] [.spec.pki.trustl

e

v

items |

F )z} Ae| o] of| Z7}sloF 5F= Kubernetes Q181 B Uj 719t}

secretName 24}

Kubernetes 21201 H o] o] It}

.spec.queueManager

T & ZE oy gl 7] 7 wej At tieh A Ayt

oH-k Zro] EA Yt
- 173 H|o]A] 9] [.specy

e

vy

availability Availability

2/d-ti7] g2 Ar&sh=A

o 7hg4 AU,

ohwt 3

% 17h84

AFg3H=A ok o] 5 w3t

o

debug boolean

Ago|H EX T oA AgojY 212 Ty WA RS 238 2| o5
7|22 0 & false2 A HUTH

2yt

image &4+

A}8-8 71Eo]1] o] ] x| Yk,

imagePullPolicy ZA-Y

kubeleto] A A% o|n|z] & 35} L
IfNotPresenti“ﬁE‘l—]E]-.

Al =g o Alojoh= dAdYTh 7|24 o=

ini INISource array

7 A2AA4o] INTZ AIZ317] 915 4391 MO Operator 1.10 o1l 2

livenessProbe
QueueManagerLivenessProbe

logFormat &4+

o] Ziefo]uiol ALg3 =1 @A LIc. Zefo] Lol A ISON FAle] 2 To] ISON
2 AFgFY T BlAE 4] A X0 Basic & AFRaHAIAI 2. 7] 0 7 Basic
o= dAgUL
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metrics Prometheus-AEH] W E 2l o] A7t}

QueueManagerMetrics

mgsc MQSCSource array T iy Aol MQSCE Al&-517] gt A dUth MQ Operator 1.1.0 °]4fe] Z o
Yt

name A+ metadata.name} T2 79 7|2 MQ Queue Manager2] ]S Ut}, o] 50 EH?_
Kubernetes T2 & M2X] gk= F B} o] & (of: HEAE Zdet= ol = ¢
St 7% o] HEE ARSI A 2.

readinessProbe FH) TR B E A|ofst= A AU

QueueManagerReadinessProb

e

recoverylLogs RecoveryLogs | MQ B3 271 AA. MQ d4HA} 2.4.0 o] Aol W 3hc},

resources Resources AH Q@ AL Alofsh= A Jd Yt
route Route T B2z} 2 Eo ot A& AU th MQ Operator 1.4.0 ©]4to] @ 3t}

startupProbe StartupProbe |Al§ Z2EE A|ojst= AUt Multilnstance 2 NativeHA B x]ol| Tt 2] -85
Yt} MQ Operator 1.5.0 ©]4+o] = @3k},

storage F Bzt A& 55 D AEER] SYA ARES Alojst= AE R A JY
QueueManagerStorage c},

.spec.queueManager.availability

24-t7] 8= ARESH=A] o™ AR A7HE/d 2 AMEShe Al 9F 2ol F R Ake] 7HE Y A AUt
33} Zro] EAIE Y

« 176 H°o]A| 9] [.spec.queueManager)

= Ay

tls Tls NativeHA 542 Atoloj A o] Hek A5 FH/dst7] 9fgt el TLs A At
MQ Operator 1.5.0 o]/Jo] & "?JL]E%

type A2 A& 71 R U th 2 SH(Pod)el SingleInstance% AH-g-5tmH,

Kubernetesoll _46H 2= 0 2 ZHA|ZE U tHY B 7-2-0f). 3 #2] Podsol]
MultiInstance & AFESHAIAI L. o] & Slut= active 1:1’- e zpo] il o2 st
< 714y 1% 178/ BA2C] 9 NativeHAS AHERYTHMQ
Operator 1.5.0 ©|4to] W Q3h. 7|2 0 & SingleInstanceZ AAHU T} Al
H ARG http://ibm.biz/BdgAQaS FEsHAI L.

updateStrategy =A< MultiInstance 2 NativeHA 7 2] 2fof] A3 o] E ekl ot 7 &}
/do] M7 d wjuict A5 5 Hulo|EE AMHE S & A5t RollingUpdate
S AMESHIAI Q. AHs B8 LU0 EE A QFEFo 2 A5t OnDeletes Al
|5t Al 2. 12 BH(Pod)o| AHA|E = Aol 7] F 2910 2 Eg]AH BH(Pod)
AR 23} 7 A WA o] 48yt 71242 RollingUpdated Yt
MQ Operator 1.6.0 °]4o] & @ ghc},

.spec.queueManager.availability.tls

NativeHA HA| & Alo]oj A o] HF A& F1/d5H7] ¢ s A4 TLS A7 Yt} MQ Operator 1.5.0 ©]/go] &
3t

ottt o] EAE YT
« 177 Ho]A]Q] T.spec.queueManager.availability]
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v

cipherSpec &A+<¥

NativeHA TLSE €3} CipherSpec?] o] &Yt}

secretName 2A+¥

Kubernetes 21201 H o] o] St}

.spec.queueManager.ini
INI 74 ohd of ARy,

cheat 2ol AP

« 176 Ho]X|9] T.spec.queueManagerJ

dc A
configMap configMap2 INI B & X 3}5H= Kubernetes ConfigMap2 WeRH U T},
ConfigMapINISource

secret SecretINISource

secret2 INI A HE X $H5t= Kubernetes A| 238-& YeEHUTH

.spec.queueManager.ini.configMap
configMap2 INI A & Z3}Fsl= Kubernetes ConfigMap< YERH U T

oheo 2ol FAIg YT

« 178 Ho]*|9] T.spec.queueManager.inil

e

vy

items vl

Z] 85| ofof 5}= Kubernetes &2 Uf 7] 4t}

name =A<

Kubernetes £2A29] o] &1t}

.spec.queueManagetr.ini.secret
secret2 INI J B & Z3}5h= Kubernetes A| 3315 UERH U]

o} 2ol AU

« 178 Ho]#|2] T[.spec.queueManager.inil

=

ck

items i<

2 8 5] ojo} 5= Kubernetes A4 W 7)Yt}

name EA+E

Kubernetes A4 9] o] &It}

.spec.queueManager.livenessProbe
gtolH =2 H Z Aojst= A dYrh.

ohZ3 2ol EAIF YTt

« 176 H|°]A|9] T[.spec.queueManager.

gc A

failureThreshold A4 AT Z2E7L A 02 7hEE = 24 A4 AUt 7| 2Xoz2 12
A=}
=2"'od
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initialDelaySeconds A< [ AAEo|UZ} A|ZE & 2 H E AJZF5}7] A o] AJ7HZ)Y U Th. SingleInstance 2]
749 7| 27k2 902 Y Yt} MultiInstance 2 NativeHA v %] Q] A2 7| 2Zk2 0%
AUt 271 A’ https://kubernetes.io/docs/concepts/workloads/pods/pod-
lifecycle#container-probes.

periodSeconds A4 T2 HE St Rl E(R)JUT 7|23 o2 1022 A H YT

successThreshold A4 A & 233t A0 R HFE = T2 Ho] A AL e dUnh 7| EH oz 18
Ao}
2o d

timeoutSeconds A4 T2 HILAISAIZFS 206 AI7HE)J UL 7| EH o2 522 AAE UL &=7}
A’ https://kubernetes.io/docs/concepts/workloads/pods/pod-
lifecycle#container-probes.

.spec.queueManager.metrics
Prometheus-2AEFY M E 2] o] A},
oh3-3F o] A HY T}

+ 176 H|o]#] o] [.spec.queueManager]

gc Ay

enabled boolean A= ZQIE 9] Prometheus &8 M E& AL2 A o] Bolut} 7| 240 & true2
HA=EY
2o d .

.spec.queueManager.mqsc
MQSC 74 ohd of ARyt

Ch2a 2ol EAIEU S

+ 176 H|o]#] 9] [.spec.queueManager]

dc A
configMap configMap2 MQSC H B2 & X &sh= Kubernetes ConfigMaps LERH U T
ConfigMapMQSCSource
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https://github.com/ibm-messaging/mq-container/blob/master/docs/building.md
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mkdir /tmp/dockerVolume
2. o3 Hg 2 E3Y5to] sharedNamespacest= o] 52 = ZAE| o] of F T ZHQML)E 2SI Al 2.

docker run -d -e LICENSE=accept -e MQ_QMGR_NAME=QM1 --volume /tmp/dockerVol:/mnt/mgm
--uts host --name sharedNamespace ibmcom/mq
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3. secondaryContainergh= F HA| ZE 0| E AlZ6tal, ibmcom/mgE 7|8t 2 52| 9t o2 B =
Yoo 7 T AHE A SHA| HRE Al 2.

docker run --entrypoint /bin/bash --volumes-from sharedNamespace --pid
container:sharedNamespace --ipc container:sharedNamespace --uts host --name
secondaryContainer -it --detach ibmcom/mq

4, & 9 HAE|o] ol A dspmq H S th 2ol Adsto] & 7 He| ko] JEiE eIt Al L.
docker exec secondaryContainer dspmq

5. U2 B 8= Adsto] o2 ZEoju oA 8= = F Aol ths MQSC 2 A2 Al L.

docker exec -it secondaryContainer runmgsc QM1
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- dspmq 8P ] 47 ool TAIHYT

docker exec container dspmq

QMNAME (QM1) STATUS (Status not available)
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docker exec -it container runmgsc QM1
5724-H72 (C) Copyright IBM Corp. 1994, 2024.
Starting MQSC for queue manager QM1.
AMQ8146: IBM MQ queue manager not available
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docker exec container dspmq

- WOt R E Y YAFolAE +°o}Xl“P+% EES /var/mgm U Eg|of nf2ES}A &ron 8535t
IBM MQ tllo| ¥ HZ27} 9l+= (== IBM MQ tlo]g H 27} gl2) tlo]E 2+ IBMMQ Ax| o] a4 H
EYEo| D2 tieket 927} EAIF UL BlolE] 427 glow IBMMOS X5 4 glerutt.

the S Ayt ol2f3t ol Ao TAIEE AT AA SHS FESHE A9, UYES vhe EStAL
18M MQ tlel ] tlel = 22 A=A Selsiol gk,

docker exec container dspmq

'No such file or directory' from /var/mgm/mgs.ini

AMQ6090: IBM MQ was unable to display an error message FFFFFFFF.
AMQffff

docker exec container dspmqver
AMQ7047: An unexpected error was encountered by a command. Reason code is 0.

docker exec container mqgrc
<file path>/mqrc.c[1152]
1piObtainQMDetails --> 545261715

docker exec container crtmgm QM1
AMQ8101: IBM MQ error (893) has occurred.

docker exec container strmgm QM1
AMQ6239: Permission denied attempting to access filesystem location '/var/mgm'.
AMQ7002: An error occurred manipulating a file.

docker exec container endmgm QM1
AMQ8101: IBM MQ error (893) has occurred.

docker exec container dltmgm QM1
AMQ7002: An error occurred manipulating a file.

docker exec container strmqweb

<file path>/mqrc.c[1152]
lpiObtainQMDetails --> 545261715
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crtmgm -1lr instance_name gmname

A& &9, o2 Zsyoh
node 1> crtmgm -lr gml_instl gml
node 2> crtmgm -1lr gml_inst2 gml

node 3> crtmgm -lr gml_inst3 gml

2. 2y F A A A3 & o 2 AT NativeHALocalInstance B F7F AEA 7} F B A A ot
gm.inioll =7FE Ut} Name £/d0] Al3-H QAAE A o] 28 2| Y 5= A8Atof| 7E UL

e o 2 oh-& /443 gm.ini TP 2] NativeHALocalInstance ABHZLO)| 7k 4= QIG5
KeyRepository
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27 27 Eejoe) w50 L8 T AT AFAE BRIE 7] A7 34
2 A 2 1 AS 8 A G 6 B8 B Keyeposi oy G A
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CexrtificatelLabel

215X Egg e Boo AFEE YA Y IFAE A5t Q15 A] o] &Y YT} KeyRepository
7} A= A Certificatelabel 7F A= -2 7| 2%k ibmwebspheremqqueue_manager 7t
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CipherxSpec
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KeyRepository &= | Zal|oF g1t} KeyRepository 7} &= %A% CipherSpec 7+ 42k %
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LocalAddress
21 BA Ed & 5 &5ts 22 U EY T JE o)A AU Yt o] ARz &/do] Al ZEH "[addr]
[(port))" WAL AFE-3to] 27 L ES 3 Slefso] » B/ L TES AUk YES T Fat oA
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NativeHAInstances AB1Z}2] ReplicationAddress ol A/ H ZEE AF&3Yt}

HeartbeatInterval
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E AQoyct g% ﬂEHIE 2+ Zre] M $)+= 500(0.5% )011*1 60000(1+)77}7<l OlUﬂl Zkol o] R E
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HeartbeatTimeout
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RetryInterval
A ZHA2 3R HA 7 F2|27E et 24 35 AA 8l of sl Rl (R M E)E A2l ehy]
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3. 7F 7 wE|Ake] qm. ini oS WGt A ARARES F7FSHE AL 2. Al HA :Lvd— (BZH2HA xF
o] 7+ F A} AR 20] tfsf sk Al 7HO] NativeHAInstance 2”2HS F7HtUTh th& £42
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ReplicationAddress
JAAEI A0 TAE o] 5, IPv4 FEE] 1035+ Ex= IPv6 1673 F 4 FAE AHSIHA . FASE SAE

[¢]
o1, IPv4 R 53] 1084 E L IPv6 16084 242 AHE 4 YU BA] Zas ZL-r—_J EA PN
204 24 7hsstal 2He-E ZhssloF ok 21 EZﬂoﬂ AHER L E HG = oS Qo 2|7 sfjok 3t
Yt} o2 Sol, thet 24U,
ReplicationAddress=hostl.example.com(4444)
Fil: NativeHAInstance 28iZ= B E JIARIAO|A AT 2AHE 1432 AHESto] Ala-d 4= AEY

o} (cxtmgm -ii).
4. A 7M9] ZF A AEIAE A ZFSHA A L.

strmgm QMgrName
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K QAAEAS AT 12 = o] LA AL A% BA R0 2 A,
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NativeHALocalInstance:
LocalName=node-1

NativeHAInstance:
Name=node-1
ReplicationAddress=hostl.example.com(4444)
NativeHAInstance:
Name=node-2
ReplicationAddress=host2.example.com(4444)
NativeHAInstance:
Name=node-3
ReplicationAddress=host3.example.com(4444)
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ROLE
QIARIA O] A2 &S X A5 Active, Replica == Unknown Z St yth
INSTANCE
crtmgm 2] -1r FHE AHEsto] 2 H 742 F Bejake] o] JIAE Ao ts A|3-H o] &
INSYNC
AAHAT Wt A9 HA QAHARA QANE 2 Qx| o HE BAFTH
QUORUM
number_of_instances_in-sync/number_of_instances_configured ¥ 0.2 & HFejE Bt
REPLADDR
7 227} dlaml 2 0] B o2,
CONNACTV
=7t 84 Slaml20] A E 0] QiR of g EAIGHI T
BACKLOG
QAR AT} Fo] 9l KB 45 AR
CONNINST
o] & A A H AAE AT} o] IAE Ao AZAE=R] o] B E FAIFYTE
ALTDATE
o] Y7} mpz|ato 2 Qo] EX GA-E FEAIGUTHY || EH Fo] glom ).
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o F YA RJIAHAT S JIAHA R A FR1A] = EA 2 o= A A& wddtyr}.
dspmg -o status -m QMgrName
7 &2z} BOB &/ JIAHAE T AEIE Byt
QMNAME (BOB) STATUS (Running)
T #22F BOBL EAE QIAE AL thg el S Hughch
QMNAME (BOB) STATUS (Replica)
B84 QAEAL The AlElE Bt
QMNAME (BOB) STATUS(Ended Immediately)
o AR oA JIARAL] IH HA 29 AHiE Tt o2 385 Al 2.

dspmg -o nativeha -m QMgrName

T ejA BOBO| 24 JIAHAE thg AEHIE Eagy

QMNAME (BOB) ROLE (Active) INSTANCE(instl) INSYNC(Yes) QUORUM(3/3)
7 #e|A BOBY] A2 dAHAE thE AEE gy
QMNAME (BOB) ROLE (Replica) INSTANCE(inst2) INSYNC(Yes) QUORUM(2/3)
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QMNAME (BOB) ROLE (Unknown) INSTANCE (inst3) INSYNC(no) QUORUM(0/3)
+ 3G HA 0NN RE QAEIAY 1§ HA £ HEIE TE L,

dspmg -o nativeha -x -m QMgrName

217 BOBE] B4 A ARIAS A F9l oM o] P AYsht A9 kg HelE AL

QMNAME (BOB) ROLE (Active) INSTANCE(instl) INSYNC(Yes) QUORUM(3/3)

INSTANCE(instl) ROLE(Active) REPLADDR(9.20.123.45) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST(Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE(inst2) ROLE(Replica) REPLADDR(9.20.123.46) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE (inst3) ROLE(Replica) REPLADDR(9.20.123.47) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

7 Tel2} oY) BAIE IARIAS A F9l oA o B AP, Tk FENE 24T 4 ASY
O}, ol BAIE % ShpFSIA AT 9182 EAI R
QMNAME (BOB) ROLE (Replica) INSTANCE(inst2) INSYNC(Yes) QUORUM(2/3)

INSTANCE (inst2) ROLE(Replica) REPLADDR(9.20.123.46) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE (instl) ROLE(Active) REPLADDR(9.20.123.45) CONNACTV(Yes) INSYNC(Yes) BACKLOG(O)
CONNINST(Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

INSTANCE (inst3) ROLE(Replica) REPLADDR(9.20.123.47) CONNACTV(Yes) INSYNC(No) BACKLOG(435)
CONNINST (Yes) ALTDATE(2022-01-12) ALTTIME(12.03.44)

7 227 BOBO| HIEHA AATAE HaY F9 oA o] Wale Aayslel the JEE 448 4 UL
o}
QMNAME (BOB) ROLE (Unknown) INSTANCE (inst3) INSYNC(no) QUORUM(0/3)

INSTANCE (inst1) ROLE(Unknown) REPLADDR(9.20.123.45) CONNACTV(Unknown) INSYNC(Unknown)
BACKLOG (Unknown) CONNINST(No) ALTDATE() ALTTIME()

INSTANCE (inst2) ROLE(Unknown) REPLADDR(9.20.123.46) CONNACTV(Unknown) INSYNC(Unknown)
BACKLOG (Unknown) CONNINST(No) ALTDATE() ALTTIME()

INSTANCE (inst3) ROLE(Unknown) REPLADDR(9.20.123.47) CONNACTV(No) INSYNC (Unknown)
BACKLOG (Unknown) CONNINST(No) ALTDATE() ALTTIME()
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