9.0

IBM MO 2 ¢t

.||I




23

L,

o] Hme} o] Hu7} A Yat AEL ALEs}7] Mol 551 Mol Ae] TFelakaty o 3

A HEE ElsHiAl

o] ke A} 7h kol ME 2 WAIBHA] ohs &, 1BM° MQ o HiH 92 0% BE F4 P xok 2o APy

IBM2 F|5p7F IBMC 2 Bl JH 5 Fisto] W2l S sl = H el WollA 2dsietal 4

&4 sk
© Copyright International Business Machines Corporation 2007, 2023.



=0

O AT iiiiiiiiieeeeeeeeeseeeeeeeeeesssssssssssssssesseesssssssssssssssssssessssssssssssssssssssssssnnsnsnns 5
EHOE QALH O] ...ttt ettt et et et e e e e eteeeeeseaea ettt et et eseeeeeseseseneseaeatatsateseseeeseaeaeneneaeaenasateeeneeenas 5
ELOE TH ettt ettt et et et et et e e e e e e st ettt e e et et eeeaeaeseaea e ettt et et et et e e et eaeaeee ettt et et et eeeteeeteneneaenenaeas 5

O THIE B THIZ L B ettt ettt e e et et e et e e et et eae et eseese e eseseaesseneenentenesseneeaeneenen 5
IBM MO O THIZ LI B oottt ettt et et e e et et eae et eaees e e es et ese et eaees et enensenesaenteneeseneanens 20
EHOE @ TEAFEE AL oottt ettt et e et et eae et es et et e s et eae e e et es et eaenteneene et eneen et eretenennenea 64
ATE B OIZS B oottt ettt e et et e e e et e e et et aa et ese et eeeese e eae et eness et esesseseas et eseseneeseeeaeneenen 65
UBE O] ZHIZL .ottt ettt et et et e e et e e ea et ea e et en e et et ere et e e aae e eaeatene st et ene et enesaeneas 67
TIREA I ettt et et et ettt et et et e e et et ea et ea e et et eae et ene et et ete et eneene e ere et enenrens 81
THOTE] BRI ZHZL..c ettt ettt ettt e et e e ee et eae et et saetesaeseesese s eaeaseneesensenesseneans 88
ZEAE ZHZL ettt ettt et e et ettt et e et er e et et e s et et et et ere et ereea et erenteneeaeterenseneeaeneas 88
EE X0 G BE EOE A .ottt e et et e et et e et e e et et es et eaess et es et esassenessetenessenea 89
B SEE Bl O E Ll PaSSTN U  eveeeeeieeeeieeeee ettt et et e et e et e e e s et ese s esessenesae st enessesessensesessenteneseneanens 102
IBM MO fOr /OS EQF T8 HTEIAE ..ottt et e e ee et e et eteeseeeeseeeneeeeeenens 102
Ol A T ettt ettt ettt et ea et et a et et ea et et e eae et et e et et esene e et et en et et ene et et eae e et ene et eaeneenenene 105
UNIX, Linux, and Windows Ol Al B Ok AT et eeeeeee e eeeeeseeeeeeesseeseseeseeseseseseessseseseesseesases 105
Windows2| E Q| CHEEF EEHTE TTEIAFEE. ..ottt ettt s s e e e ese et ereen e sae e enan 125
IBM IOIIA B OF AT ettt ettt et et et et e st et eeeseteseseneeseneneateseseaeeeenesaseseneanenas 132
ZJOSOHIA L OE AT ettt et ettt e e et et e et et es et et et eae et et e re e et ene e et erene e et eneeeeenene 160
IBM MOQ MOI CLENt EOE AT ettt ettt e et et e et et ese e et se e et eseneeeeneneeeeeneneaes 233
IBM iO|A] SSL EEE TLSOI CHEE A AT ettt et et e et re et et e e e esesse e see et eneee 235
UNIX, Linux EE&= WindowsOllA] SSL EE= TLSO| CHEE SA M. e 236
Z/OSHI A SSLEEE TLSHI THEE S AIT ettt e et e et e s et eee et e eese et eneeneesneean 237
S TLSON THBE ZER .ottt ettt et et e e et e e e e et eaese et ss et eseesenessentesessensesaesesesseneenensenens 237
AEERE AT Bl OIZS ettt e et e e et et ee et eae et e e es et esetesess et eseetesessesseseseseaseneesentenessenesseneanan 288
TUBEO] QU AFREE. .ottt et e ae et e e ee et ese et eaesse st ese et eaesseeseentenessetesessenesaentanan 290
MOQCSP TEEE AFEEE0 AFRAE A Bl OIS ettt re et et e st e eaeeene 291
EHOFAMAIEOU|A Al Bl QIZ JLTH ittt ettt e et et e s et ere et et ese et eae et e e eae st ene s enesnene 292
THIAIR] LIAIE A ID THIL ettt e ettt a et e s e et eaeese et sae st eseeseseesetenessenessenseressenesnenee 292
APT HA|EQF APT WAF AIAIE XA ID BHI .ottt ettt et e eese et ene et e ese et eseseeeesseeenenes 293
TH| 7| E1 QIZAOf THEE EER .ottt ettt ettt ee et et ese et sae e et eseseteseseeeeeeneneeseaeneanenene 294
ER{T THSTE QB BEH(PAM) AER ..ottt ettt e et e et e eae et ese et eases e e eaeneeennenes 304
QETIEOf MIA BIBE ELOd ..ottt e e et ea et e e st et sse et esees e esseeteseesessesenessessenessenseseeas 304
UNIX, Linux, and WindowsOllA] OAME A5t LE M EOf| CHEE WM|A HOF.....cooveeeieeeeeieenne 304
FHRAO THBE T QHMIA BLOT .ottt et e et e e et e e ese e sae et eseeseesenensenesseneenesnenens 314
UNIX, Linux, and Windows O[A] IBM MQ & Zt2|TF= BBt 352
UNIX, Linux, and Windows OlA{ IBM MQ QEHEO| CHEF ZEQ BBt 353
EOFAMAIE A YMIA FO T2ttt et e e et e et e e s et esess e e sse et sae st eresae e enensenes 358
A K] UATE A BMIA THO] T2ttt ee e et et s eesesesesteseseeseeeneseeseneseseenes 359
APT AA|E Sl APT WAF AAEO A HMIA HOT TLT .ot 359
LDAP BHBE ELO oottt et et ettt et e e et e s eae e et es e e et et eaeaeesese st et ee e st et eseseatetenene et esene et eaene et enenenen 360
AT BUBE B0 ettt a et et e et et eae e et et et et et et s et et et et et ene et eneae e eeene et et eaeeneenes 361
TUBEELO] FEALL oottt e et e st e e e e et e s et eseesentese s eresse st es et eneas et eteteresneneene et erennene 362
LDAP FHTHEO] AR ALQ] ZIEF TR AEEE ..ottt ettt et e en e sne e enan 363
OS2 LDAP B THE O] EE ZE THTE . oottt e et e et ea et e e e erese et eae et eneanenene 364
LDAP BEE ettt ettt e ettt et a et ea et et et et ea e et e e et et ese e eae et et et et ere et et eae et ere et et ere e eae et eneenenes 365
THIAIRTQ] ZIZA ettt et et et e e et et es et sae et eseesentes et esessesteseseaeasesessentenesseneeseneeseneene 366
CIPNEISPEC A THS .ttt ettt ettt a et ettt se st ese e s etens e 366
SSL S TLS HIZ F] RHAIT ..ottt ettt ea et e e et e e sae et esaesesees e e enestenessensenessenessenean 385
AEXAAE TZ IBHOIAM 1A T oottt et et et et et et e estes e e eeeseneeeeeseneaeas 387
THI AL KT2] EHIOIE] EE A ettt ettt ettt ettt ee e e et et ese st e saeseateseseneaseseeaeeseseaeesenetaneseneseenenens 388
ZE R ettt ettt ettt et et a et et e e a et et e et et ere et et e e et et enet et eae st et ene et et et ene et esenent et eaeneneenene 389



SEAE] EHOE QX bt bbbttt s s 389
i Ll e =1 DA B DN DN E= s o] S = N [T 389
ot gle 7 22X HAIKIE AR RO 'EE HE B X 390
22E SHAE T HAKE D EHBEE O et 390
e = PN O = N o [0 B ket == L N 391
LQRSHK| @2 7 E2|Xt= SR AE UM ZHRIZ ..ottt 392
R L= PN O | N N e ke e E ==L N R 393
SSLITLS B E B AE oottt ettt ettt ettt et ae et et ese st ete e st ene et etenennas 393

L TR 395
R e R e B B 402
A== R SRR 414
AN e g BT B OO UTTT 416

IBM MQ CoNsole S REST APT E Q... ettt ettt et teeneeste et sreeneesneenteens 418
AFEREBL GG LA ettt ettt ettt ae sttt tete et et eae et eteae st eaennenes 419
REST API 5! IBM MQ Consolelt & Z22t0|HE QAUBM QB AP ... 424
REST APIZ HTTP 718 QlIZ AFE .ottt ettt ettt s sttt s st ensenens 428
RESTAPIZ E 2 J[BE QIZ AFS .ottt ettt et ae s sete st etennnnas 430
REST APIO| CHEH CORS TH ettt ettt ettt ss et eas st esens et esensenesens 434
a1 SRR 435
z/OSH|AM IBM MQ Console B! REST APIS| E O TTEAFEl . . oottt 436
MET REST APL E OE Gl ittt ettt e e e st e st e ste e st e saeesbeesabessaeesasesseesssesnseenns 443

UNIX, Linux, and WindowsOIA 7] S QIZ A BE2]. ...ttt 445
runmMAckm S runmMAaKm B ..ottt ettt ettt 445
runMACkm S runMaKM ZA ..ottt ettt re bt e reas 454
FUNMAAKM 253 T ettt ettt et s s b et s e st e et e ent e sbeeatesseesbeenessbeentesseentesneesteentesaeentesnes 457

COJEJHIOI A QIB O] T MIELAFE ...ttt sttt ettt sss e s st a st ettt ennaens 464

F L= =] L O L R O 465
AMQP Z2E0IRTE QU FIBE ...ttt ettt ettt ensete e sre s eneerens 467
AMOP KHEE JAAS T ettt ettt ettt e st te s e s e et e e see s enessensetessensaseneas 467

AdVanCed MESSAZE SECUITY...ccuiiiiciieiiieteeie ettt eetee e stee s st eeste e e steeesteeessteesssteessssessssseesssseessssessnsseesnnees 469
AMS THR ettt ettt et e et e tt e s st e s ae e et e s bt e e a e e satesht e sb e e bt e st e aat e st e eteesaresbeesateereas 469
Advanced Message SECUTItY K. . ..ottt n s 495
ZIOSOHAL ZEAF oottt ettt ettt ettt ettt et se e et et ae et et ne et ene st ene st eteneenetens 495
IS RS = U S I = OO OO OO 496
Advanced Message Security EOF B EB[ ..o e 519
e S U T 539
ZJOSE| Bll TEAT .ttt ettt ettt ettt et ae et et eae st eae et teneenetenn 541

s D = U -1 |

TE Y QUETH O] A TE ..ottt st ettt et s s e e s s s et et eteteseseasssnsssssnssesanas 552

A ettt ettt e et e e—t e et e et e aeht e et e eaat e et eaat e et e eatesat e et e esatesatesht e st s e bt e srreenaeesraeenrs 552



HRE2 IBM MQ oiE 8|70l 7HEAtet IBM MQ Al AE] 2| A} BFoA| S 2.9t ARG d YTt

A} 9] 2128 0] dof 9l BLE St} 9l 23 =g ojof hah 1|2 eo] o] o] prR 4|
o] Yefol E2 ¢ Telo] =5 11, Bt Ao E7F BAH L SA] A EHES SHIA L.

= 5ol tigh 2t dd|o| Eof Tt 7t HJHE FrohE 4 Q5 U
« = Z2HZ(IBM Security Bulletin)
+ 2/0S°2] HQt I A|AH] A APAR(IBM Z System Integrity X&)

E] Ho
[rn of,

Ol

Hot e

o] Ex] ZaH-2 IBM MQ B+ NS 2/t

Heb g Bl wAYUS2 2E e Al2dol 285 7] w2l o] Aol EAIE AL 1 Fof| s Eet wiAY
Zoll tigt Aol 2™ o]= IBM MQoilA A H Yt

Hotoiy R M7 L E

© Copyright IBM Corp. 2007, 2023

o] 4| ©-Zof| A= IBM MQ A x|l 4] al&sljof 5}= HeF S o tisl| Ao
SEH R 585« Bt w2 o3 25yt

- 5T0]A9] TAYE 9 Q1Fy

+ 6 T0|A|o] THF Foi
-+ 6 H|0]A| 9] ALy
- 6702 9] 7]Dds
« 7Hdo]x]e] [ojjo]e £A4y
HRtmAYZ S Eet M| AE s o] AFE= 71&2 Q] =49t 7[esdUth AU S 4 A&
%Zﬂ%—éﬁl Aol FAH 0 &2 =t 2 HAYZ o2 AUt 35 B vAYEY A= o 25
-+ 7H0]A ] TS 3}y
-+ 9 H|0]2]] THA|Z] @oF g A AT
- 9Ho]A 9] gAY AFAlY
+ 13 H|o]#]9] TZ7H 7] 7]R’F =2 (PKI)J
IBM MQ 7& & A& %91 49 AFgAlof|A] F .5 ok 34 -& F35h7] 9l st Bt WA USES a5}
AA 2. ol2fgt EXS ¢} 2 Fof it sfof & Akl that AfAlgH A %64ﬂﬂolxl——] rEQh o FAG A&y
o] &g FxsHiA L.
A
237 #|o]#] o] TsSL/TLSO thgt
o] FA|o A= 1BM MQE AHE-5F
2H Y-
TLSE AHgsto] £ 7He) 5 rejat A

1_‘

Ay
T

A
of TLS AFG T Balsl Ul B A2 Saysl] A8 A AAREE AR

A A A F) ofZelilo e DR At 75U Q5L ALE
S e R A ST A AR


https://www.ibm.com/trust/security-psirt
https://www.ibm.com/it-infrastructure/z/capabilities/system-integrity

oS Sof, A8} IDS} MU E S Q2iste] | ARlo] 2 1LBHE AFALE Tes) BAIA Q. AlAEL ALE A}
Aol AL IDE AL AU TH Al AR 212 Alof YJeish u TS} Sk A ZAbstel AL ALE S
Ye}.

50l X

391 W] AH| A Al 5 Q15 Mu] A0) S0 2 B 4 9l Th ANHA 0.2 B9l W)= elo] e st MR 0.
2 259 o 2 8FUt o2 Sof, AL AL T7] 9 74 S/H19] FRolLk @ Azl A the Azt
AF22 olAlet7] 9le Lol F2 St

2ol W] AE| AL AT S HAIX 7L 54 Aol kel =X 5 Swst] SsA AHe Ry Th

SOl W] AH| AL 5 o o] AEVES T3 4 YL 0)5 Z2e) FEUEL G /)52 ATt A
2] SAA7} $AFCHE 212 AR, AR F50] Qi Hel W] AMu|2sk $AZol Al 1 53 Aj9lo] vl A
A SAYUTH: AR 5 g FAS AZT 5 AEUTE BlAA ) 2AR7E T2 245K g AR,
Age] S3o] i 2ol gx) Au| A7k SAR A I EA AHRl0] HAAE SARTH: ARG 4 Gl FA
AgT 4 J&Uh

MAZ, AP 100% SRS FHAE 5, i ARG 4 gl A ojele REAUTH AA FFIA L of
® 7= SASHA HOlE|A) & o ok Bt T u] 2U A7 ol S 5 9l MR 9132 T dTts I
B] 2 ol Sof U, o]2l $7ol 4 291 Wha] Afu| o) Kk @A Fhx L, §old B 542 Al gt
Melol A At e A AE 4 9= Azuc,

51 WA 1BM MQ7} Hlo] Bl S A4 0.2 14 8h 4ol 7] u o] 1BM MQ B70ll A AEeH Bok Au] A
ULk oIS 59, E4 vl A A7 A= AL B I kel ofZ el 2lol Mol ofs) Al sl 54 &
At ded 4 dguct

Advanced Message Security”} Z35 IBMMQ= 7|12 7|5 £
A% o] A|F FA1= IBM MQ 274 Uioll A ZHA| AA|E 2 lS 2Hg5lo] 2FA| 24 0 2 HQl HFA] AH| A
EATE A=A

AR E ER1 2] Mu|Ag Al 53z Ut
F

2421 7
20 o] z]2] T1BM MQolA9] Al 9l 915
1BM MQoIA] Al A] ZEIAE A 8l A% Q152 ALg3te] A1 2 Q5 7RY 4 Y&yt

et 20

P Hoj= E3t Y= AHEA Y i of 28] A o] A o 2t HAA S A|SHoto] Al ARl A F 23t 2}
Shych 24dS W3t ¢lo] AFRSH= Zlout Hgho] Hoj x|z ¢k HFA] O 2 AFR5h= 1S Bhs Ut
2 7pd

20 H|o]x]e] [IBM MQojlA] st F oy

E72 7iQlo|ut o Z&] A o] o] IBM MQ E ol A £a88 4 Q1= A& AeHsl 7] Y3l Hek Holsh 4= &Y

>
(o
ftjo
1?
fol

A

ZPAHE ol 3] 3 i Wgho] gl 85 0] BAYRIER] Ei o)A B 49 AlES} ARLEA B 3] 5
OMIES 7|2 Ul FAFSHE ZR A AT

A A ol ek hAIgE R 67 ol A]] IS ol A2y W wal ske) FA1E FEHAAlL.
221 7y

21 o] x]2] I1BM MQ2] ZHAks
IBM MO 2lubdo]x] b F5o0] BAshs 2ol o] HIE WA XS Wayd 4 Y&t

w12t o] e} 2ol o} 9l B9 123 4 9107 912 4 Qleke 744 stol oalA A
of WA Uz o2 55 tlo|HE B 4 LU Agl el Boto] Wadh AL, HlolHg uske 4
9l U,

6 IBM MQ 2t



U oIE7 B MEYLE B9, 53], AEUs) 2ol US| e MEASIE Bof AsT w0l o
S}5}A1A 2. VIE$17 8740l 4 314 =4 50| Hlo]E| S A= A2 = Ao s A2 Mo HAUZL &
o

HlolE 224
dlole] 72/ M| A= dlolH7E AR glo] £ = A=A & AAIF U
Hlole] 733 7HAZ 4 = 7 71X fl9lo] Qlg Utk stEgo] Bl XS @ fojA Lt o9l S S Y
Y o] stEgo] AlE S AS TREZ = stEgof B WS @ 75 AX|sta s dste AUl s
Y. EﬂOlEi /g Mo 5242 o =2 Ql HYE AAshe Ayt
blofel A A A= el 7} A EIGl =) ol 2 AAIShs ANhe 5402 Fhurt Hol ezt 4 E 4
ol Hlol E1 el Fe = Selshe &4 = %’—‘19& 3t sy

Sith= Ao 3lofAM Hloj R dol] 7)o 4

A2 A o] A U F-2 &40l A] FaUTh

&3t IHY
o] A Zgoll A= IBMMQol 482 4 = =g 7ol sl eyt
&of AEJE= 7 Fa|2t, IBM MQ MQI client, 7HE AREAF = HIAIA| & ke o= 9l 7|8 THE AIAE S U
Efh7] 9iste] ARS-Hyth
LR

22 #[o]A] 9] FIBM MQO| ¥%
IBM MQoi| A= TLS(Transport Security Layer) T2 E 23 AF8-5lo] A5 3HE Al Zg .

ﬂJl

otSs
ot 9t

S 3Hcryptography)= 217 7Hs St HIAEQI AR EIAEQL 91.& 4= gli= ARl AT AtolofAje] et g
A2y,

o] th&a} Zro] ¥ty
1. $AIA7L R HAE B AR & S R0 2 fEStU o] Z2 A A SES 4 SHencryption)(W 2 AT
ﬂ(enczpherment))a}jl_ Fch
AT EE AR A AESH Y
3. AR FSE HAIA] S ThA] LYF EIAE QF4) 0 2 WRsh L) o] 2 M| A StE S E.5 3} (decryption)
(= (deczpherment))olE}J_ JIJE}

N

E"‘;%}—E— &= Betol MAIA] Q] BoFE WA st Hrlzo] G pIX]A] P A7) AbsAQl ddito &2 X
HYth 423k wAA] = olaiE 4= §l7] wioll a2 s} 7]eE Boll 71U o] R Eg gle B (=

%)E—‘%Ei HAIZ| & Bog ot mA| Xl FA8E& BAohs dAE A2 458 71eS AHE Yt ZAsH A

HiE=1810]2]9] FSSL/TLSS YAE A, o] W8-S FZE5H AL

Ao} 7] 2 719 Abgoll olsff EATHA| vhEol X AREA Q] A e Ea BAIZF Qe Ut el Fole = 7t

Xli Ry

< AR RE 22 Hel 7| & ARSSHE R of= YAl Y E. 3-F 71 E ARS ok eSS i garg &l
Eh St g Hojx] o] 2 1014 i 7] A& EHE HolFU T

- Ao 3}o] o] 7] & ARESlaL BEsto] OhE 715 AFEShe YaLE]|E. o] & F st Bl E {-A] E| ofof 517
RHOHE st 370 4 ST 370 H7HR1 7] S ARS St d eSS v e ol /Y
t}. g #|o| x| Q] & 20]Al= 27 7] & dtet i E S |t A 7] dEEE HojE U

AR ElE A2 3 5ot S 3NE 4 YA FF HeE 719k ARl 7]= Hg 2 fA|sfof U

IBMMQ &

e
%
0l
~



Symmetric key

I il ig g p plaintext
encrypt ien mqm.a“ decrypt P

plaintext

ciphertext

Public key Private key

=\"k‘—
; ==y Asymmetric key pair é&@%
L___

AT R
DAL e ¥ k J

. . p plaintext
encrypt g PR + decrypt P

Wﬂﬁﬂ
& g o 3 om0 0O
homrhmrea

iy y

.‘______ -

plaintext

ciphertext
2 2. H|thE 7| 2=t

8 70| x|2] 1 20 A= SAIAke] BH 7] 2 A BBkE| T S Ake] ARl 7|2 BE st Uuk e AE
Utk o =3k SR 5 2 B S 93k el 7] 2 B HAIN 7L $AA R RE e
A AT} AL ) A 15 6 S 9L, o1 SHEL AL o) 715 AR T AL ot} A
A2 25 8ks 4 ek Mol FolshAlAl 2.

e SN AL 37 e A2 Bk e 720 S ek + e, A1l 7
]2o] 31, 7| 714 Pt oF 4 Sk o Qe SOl B 71 = Aol el Slofof g
Ut} ol & 7] 2 2Adol el shich vicfy SknelEo] o malAlet, 7] Bu) B2l Yirks Aol Uk
Yck,

& sto] Al 7]et Golt T} Z&UT

A
JE°P§§} Free 7] 2712 wEE Y vty daejEe] 4 2 717 ey ol & =01,
1024H|E W2 A= vt 7]
2048H|E S A= v 7]
4096H|E E2 =] HHH 7]
4 7] o &Yt 2568 E 7|71 Z3s st Al 2sh
EE g5 g E

i3

s stgct ol & %01 RSA Data Security Inc. 4 RC2 Ogm_a—é%

8 IBMMQ H<t



o] ¥ EL 2 to]H Hpo|EolA 2AHYh AEY YN FL Ao R B2 dnelFHtubEY

HIAIX] 29 % C|x|H M
o4] ] 2.0k ]A|A] il Zof cigt

A 2719 42t EAAYh HAA] 2ok sA] B4 M=ol oy
ER ORI AL ETE R RN
WIAIA) .ok Mol A H L B4 ot The F 7122 FE 3ol Ik,
- g golofol it 7hs e B E BN A1 S HAESA 81 54 wAIA ool A shs HAIAIE 2] 9
s 942 HE e Zlo] /bt QhE Y,
7o goko 2 SIAEL 5 7] B A XIS 27 913 2 2o ol FuT,
WA %] 2.oke o x| A2} o] SAIP T 4417k X xoi g 20kS B o] & £4lxke] 2okt
W38 4 9l 5k BN A 2A4S % o)A 7] 2oto] EeAg 4%l SHIBLTE Aok Soto] HjAIA & &
83t 7o) Eai| the wiA] %] 2 .ofo] UL,
H] Sh 7] S AR§Sto] AL HIAIK] Lok HIAIK] Q1% ZE(MAC)ZHR SHed) ol 2 E 8 lAIAI 747
7] ¥oke-S Tl 4 917 WEeiU,
AR AR 20k YA TIAE M-S FABFSHE Wk 7] 4] 79 712 ALEsto] 2oFS g et
o % st 18 ok A 204 YR okt ulmsly] Hol 4ol A B 5 ojo} gt
2421 i

18 uﬂOlXH rSSL/TLS2] tjA & A

A g Mg HA x| 2dS 0&9}0}04 AU d5sh= Al 71l 715 AHEskal, 84S sl
HE mA] Zl kaﬂﬂ oz} o Al 2| @ ko] thaf 2-s-gct.

CIXIE 21IFA

A E S A= Y o2 HE BS5t 37l 7|7F A A H el Elo)] &5h=2] ER1gUtt. o]& 915 7| Toll A
2R

HAd A5 A 2847
7

2]} e T2 o @ QIE|E|QIXo] Aglo] E7H 712 )
= A ZYUTH ut Y 7] A2 AHRE o 27) 7)) Ago]
| lzAeb s gt o)A = Aole el elof gt 27) 717 QUi 270

Ja}7] mleo] g1of ot
g 2ol LA Q1ZA S
717} 1 AEjEjo] &3t

QIZA7} 7 Qe

] ‘—é—_ — —
QB 2 S0l o8 A9 7%, DEAE A QBA L AR AE AL T

CIXE QSN2 Lig
HAE Q15Aoll= X.509 E—%Oiﬁ‘ﬂr‘gﬂ‘—;— Mol EX HHo] Tt}

IBM MQoll A AHg-3H= T A1E @
X.509+= EF2] X.500 Alg| =29 Q13
A QZ Aol Hol = Q1Z 1 9l Qe elo] tjat the HHL A&
. 287370 7]
]—}\]tﬁ o]E

Lr_
0 olN
N
[T
i
oo,
i)

[
HrF
5

. re

- QZAE W cAS) Ajd o] 2
RS- AR e

- AZA W) 9

.
o

[e]

3

r
M
o
©

IBM MQ &



=
ZA7h ol H e 25U,
21541 2 W CACIA A ABHE 8 DY YT, D ML A5 A S By CA Uoll A 2

A2 NHE 5 7o) QB4 7L S U Ao WE g 7h 4t gyt

Jomo o
)
rE
fol
o
rlr
0 I

|t

S
Lo ¥

Lol

iu
offl
ne,
ro
O
>
ro,
o|N u

T L
2
o

d 2 ASAM = LY 1D U 313 IDE Z3}skH X.5
o shA}

pa
2

orlr
2]
Q.0
23
M
m
I &
i M
o o
> 0%
ol 2~
gr[r
o H
]O -l |

S~
> Jﬂ
o

i ofN
=)

il

U

o
3

—

o [ T

—

2o gx el
| 79 AAe Be
(]

2 oy x

o
>

I
of/ mt -

[>
T,
(o]

o

i

(o e
>,

ot

ol

D

e
ol

ol

o
1o
o
R
r
o
o
rlo
:Ig‘
oft
rO
o|N
R
fjrt
R
o
ot
ol
O
>
1o
=
=oX

oft 0%

SO

ot
ror
\
N
ol
)
°
(@]
>
ro,
o|N
Rl
rlr
ol

el Q1 Mol Chet 2 TA
IBM MQOIA & X.500 B £4:5H TlAE 15412 AU o] 49 Setol9le Q15 g4ol Be gy

IBM MQ7} T o] & 1mjo] A|AE|o] 7] wj&2of] SSL/TLS &ojoA] Seto|HE Q1= 0o 2 FAFH U} wela] Seto]
AE Q1F2] 7] AHE-S 5]-8-5F2 W SSL/TLS AZofl AFEE= 7121 AFA7F 2 st BE QIFA oA o] &
o] AFEE|R] = 7] W&ol QIFA] Al Z A= EQL QlFAlof tist 2 E CAo|A] 220U E QIF o] ASHE =

sllof gk,

RERERCE DI

>

[o
B}
oX
ol
ol
rr

84S FEFETF ol QleM o) fEA S WiEske HEE ey o]

ot BEFEL2 574 539 Hel uhE FAI57] 93] Alztol 24 JHo| EFE U oS 501, 0]% 9| X.509 H]
A 182 AFA = JASM7FTHE ISA Aol AR-SHA AFEE 4 =215 BAISHA] dStsyt. oA, o
KRN ARGA7F AR Aol M 7HR ISA & S Este ThE ARG AE BRete & AAE A ASA & A
A = A5y
X.509 B 3 QI1S-A & AF8-5l= 79 BasicConstraints 3 KeyUsage 2154 427} th-& IS4 & 25|
AP 4 Qle AFAE A%ste ol AFS-FHUTH IETF RFC 5280 EE2 &4 oS 7A|old £ZEQ0]7} 9]
&A= A7) s ol sk d@ o] ISA fEY AT S AFFUH. A A N EE AT
A R84 AT Aozt gyt
IBM MQoIIAM 2] QISA 84 435 Aol that 2pAleh Y E= 38 mo] 29| FIBMMQS] ASH fa/d dF
A o HE= FEAIL.
E 7
RIS 71#(CA)2 NEIEl 2] 370 717} AR 3T QIE Elof] S3h=4] geld 4= e 5 YA E ISA S 233t
= A% 7Hs et M EstE| Y o
CA9l A2 thaah syt
« HAE ISl et 84 2 AlsH, 7H1 ASAME - E, AT, Bl"lst7] Aol 2% #ke] IDE =7l

sl CA A5AollA ALl ZHA| 370 718 A&

+ QIZA B7] BE(CRUIA T o4} AFE 7] h Q1ZA B2S B, 27} R 294 F|o]A]e] [|7]H
Q= Aol tht 2]y o] U188 FxHAAL
0CSP 287} ¥ 2 2250} Q2] 1)7] Abefol et oM 2 212

SENE
A o] E(DN)2 X.509 21541 Ule] AElEl g 1R31A] Aaghct.

SSLPEER ZE|o]| A AF2E 4 Q5 YT} QISA DN 11 2|9 443 Zgat 4+
s A= ZEl o] 5185 A k5T

>

Zo): ohg To] £
A, olefa 4ol

B 1. SSLPEER HE{O| M At = 1= DNO| £8 39

&4 73 v
SERIALNUMBER ASA U ¥
g ojm| Y FA

10 IBM MQ EQF



H 1. SSLPEER HEO|M AF8E 4= = DNO| £4 28 (%)

8 73 A

E ojH|U FAMAILETH A3 0 2= o] AME-E| 7] 25-3)
UID &= USERID AH&-AL 1D

CN & °l&

T A=

ou Z A &9 o] &

DC I ARIE

0 Z 4] ol&

STREET M F2/FA2FHA =

L Ao o] &

ST(E=SPEES) Al EEZ o5

PC SHHD

o =7}

UNSTRUCTUREDNAME IAEO|E

UNSTRUCTUREDADDRESS IP 34

DNQ Al o] & A
X.509 EF2 HE DNO| #22 o] 72| &= & £/ A ostu, AEiZQ &3 HAE dSA oA Ala
4= AsHH
X.509 EE-2 DNo| £AHE A 02 AHYH & A FHYT ol & &9, th=22 254

CN=John Smith, 0OU=Test, 0=IBM, C=GB

38 O B(CN)2 7Y ALgAI, o2 Sof 9 Mulet 2o ThE BE el 2 HyE 4 ASUT

DNol| of2] 7] 0U % DC 4/do] TEHE 4 Y&k 71ek 2 £499) B9 Shke] 918l a5 g-g Utk o
212 §Bo) SHE ZaUTh £47F 2% BRl(OU) ol 5 AE S 2l @bl ehelne v AP

pC A FE | 4 F 2T

1BM MQo] A= 41’8 Aaho] 21 57 DNV 5188 Lick. AHHIS) 32 SSLPEER ol o et 1BM MO 51 & 3
Z5HA L.
ERE

9 mlojz]e] MA|E AZFA{2] -8y

A" IZA o= X.509 BEF O & s = A Ho| £ FEo| g yrt
21F T ol THRl QIS M =t

AZE 5 9l o7 AF 7| B(CA)OIM dFAE FEE 4+ sy

A IBAE AT 2 PR J1E CAo| BUiA 2 e 4 Sl X.509 o] o] o] cie
WS Holabalnt AR CAL AHH 02 1g Falo] ATk A2A 2L Unka 0 2 A Adol A AFES
£ 1zA B2l Bz 4Py ol;

. HE] ZHZof| A iKeyman =+

mz/osei RACF®.

o] = X sHA E“(_]';H F OI'L]E]- 7]-] ‘_] 7= _L‘?__HH'E].x] u]-}\l Ae.

IBM MQ 9t M& 11



O
>
N
N
ko
ftjo
>
rz
ol
ol
r2
N
-
S
o
oN
R
i
e
I
ol

11 0] 2 7HQl Q1ZA 2 ARgAtol|A| 2lelsl7] ol IDS &Hel gy

o},
12 #lo] A 9] Od 3+ CARRE UAE JIFSAE FEt= Z2A|AS HoAFUH
User Certification Authority Digital certificate
: Public
Private key
key
. Build I~
Public - Verify certificate Cert|f|calt|on
key Request W’/ . user > for " | Autlhlorltly
to identification user identification
Certification
User » Authority User
identification identification

Return to user

____________________________

Y 3. CIX|Y Q1A 2w

to]of Lo AY:
» AF&AHIDOl= A& AR o] §o] g Y
+ AF 71 IDOl= ISAE TSt AT 7129 A o] Fo] =3

O] Q1Z Aofl = Thojoj Lalo] HA|E|: M= o|ejof & 27} BE} )
et ApH S R e 9 mojx)e] TrjAld Qi Ale] Ugy o) Ee BEaAIAL.

—

QIZ M Aol TS

Ch2 Bl 93 QAFAE SA5H, 2E CAASAE @7] 93l A5A ML ALgslor & 4 YsUch
Q1% A2etiE sH A2 Al Qe S EsH B AL EE 1EA 22U AQ, B AR 1
QE|E|2] ol A 2 A|2bal i, A1o] gl 7F AZ A £ H2Io] Y thg Q1= Ao 4] A el AEIE|o] o8 A
ek A9E 22 CAITHE SRAT, B2 CADISHE B UG IRCH A A BT e A

1o
PD
2
o[
_t
x
o
O
{ru
|t
O
>
ro,
oN
x
=2
1
c m
ek -
> 8
_\1
k&
2
&
g
gL
L
1

B A =] Zﬂ?lol /\17—‘1*5] © FECAMA Y IS 25 HojgY

.—”~

12 IBM MQ EQF



Owner's DN

Owners public key

Issuer's (CA) signature
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SSL Client

(3)
Verify server
certificate.
Check
cryptographic
parameters

(1) "client hello”

SSL Server

Cryptographic information

(2) "server hello”

CipherSuite
Server certificate

"client certificate request" (optional)

(4) Client key exchange

Send secret key information
(encrypted with server public key)
(5) Send dient certificate

(7) Client "finished”

(8) Server “finished”

(9) Exchange messages

(encrypted with shared secret key)

(6)
Verify client
certificate
(if required)
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> d 191 -8/ AT o] GA Bt HE-S A5 4ot WS wEE
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ASM a8 A5 B2 th3t o] Z2E 9 e o) e} o5t
- BE EF0] Java 2 IMS o Ao ] 42, ISA B AT 432 JRE(Java Runtime
Environment)2] JSSE HEH Eof wte}t oY QIZA F854 AT Aol gt 2kA|gt 7 H= JREC] thet
BEAE ZZSIAA L.
« IBMi A ARS] AR RIFA f843 HS HA2 2 AA oA Algsts B A7 gto] B of uet oY
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A2,
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2. 20| AE 7 W4 MOCERTVPOL AHE-. o] M-S AHE-3H= o] Tigh AFAIE % 2= MQCERTVPOLS &%
S AL,

. Zeto]AE sSL 2812} A5 2 w74 A7 CertificateValPolicy A& ©] 472 AF&-5H= o] that 2HA|
3 QBT Zeto|olE 74 uFelo] S AEIALS] 82 HESHIAI S,

A E A5 74 Aol thek AbAIRE J H= 38 #|o] ] 2] [IBM MQ2] ISM fa/d A5 H4y o W=

w

IBM MQO||M C|X|® 215 M2} CipherSpec®| =2

o] £Ex2 IBM MQ@ll A CipherSpect T A& Q154 APOH TAE Alste] Bk A 2o ol 23t
CipherSpec ¥ H A& IFAE AEot= BHol st 2 E Al

IBM WebSphere MQ 7.1 o] o] & 2] A0j|A x| E]= 2= TLS CipherSpec2 Ul X|E A W 7] A|2Fo] th5
RSA ¢112]5& AMS RIS UTE A /I5A1Y] A1 Qs+ B E §32 A Y5+ 2E CipherSpect S2HE| Q)
7] w2l HA " QJISAE 754 Fae =E A doll tisl CipherSpece WA 4= AAEU T

IBM WebSphere MQ 7.1 o]Ato| A& 2] &= ClpherSpec MEAMEROZ|E Q1FA]9] 2| == 2E FFol
AFEE 4= JEU T meba, A" )ISAfol tis A &3t CipherSpecE A EialoF 0“45} o|e} F-AlsHAl 4]
o] Heot Yol A £7 CipherSpece AHE-SHEE 2511 3l CipherSpecol] thal| Aghet t 2|4 01%‘—*%3—54
HajjoF Yt}

MD5 CIX|E AME ¢12|E % TLS 1.2

MD5 &112| &S AHgsto /\1‘3351 O g QIZA = TLS 1.2 TEEZ0| AFRE = AL AR} OIZﬂf L;,t
9 £/ MD5 Ye)FE Fol T A7E T 88 WS 9] IV T1S 1.2 TRESS )
W0 2 5H= 2|4 CipherSpec A 8512/ 7l T A 12417} s} T4/ Aol MD5 2 2] 58 A8
£ 2 ojof ST TLS 1.0 B2 E2Z ALE3HE o CipherSpece of A 2A1%0 2 #|3h] 4] &0 5] MDS ]
A8 MO JAFME A& AHER 4= A5 T

£ Aol tiet HAE M7 a2 E2 27] siA runmgakm S AR 4 5 U T

runmgakm -cert -details -db key.kdb -pw password -label cert_label

oy 7] A, cert_label> EAISH £ HAE A <1252 )ISA lolad Utk AHAIRH 82 HAE ISA
Eﬂ ]EQ_ 2z ].}\l A]_c‘)__

"’3'— runmgckm(iKeycmd) 2 strmgqikm(iKeyman) GUIE AH-8-5to] TiX| & A &t
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Label : ibmmgexample

Key Size : 1024

Version : X509 V3

Serial : 4ede93fl

Issuer : CN=0ld Certificate Authority,0U=Test,0=Example,C=US

Subject : CN=Example Queue Manager,0OU=Test,0=Example,C=US

Not Before : August 19, 2011 5:48:49 PM GMT+01:00

Not After : August 18, 2012 5:48:49 PM GMT+01:00

Public Key
30 81 9F 30 OD 06 09 2A 86 48 86 F7 0D 01 01 01
05 00 03 81 8D 00 30 81 89 02 81 81 00 98 5A 7A
FO 18 21 EE E4 8A 6E DE C8 01 4B 3A 1E 41 90 3D
CE 01 3F E6 32 30 6C 23 59 FO FE 78 6D C2 80 EF
BC 83 54 7A EB 60 80 62 6B F1 52 FE 51 9D C1 61
80 A5 1C D4 FO 76 C7 15 6D 1F 0D 4D 31 3E DC Cé6
A9 20 84 6E 14 A1 46 7D 4C F5 79 4D 37 54 OA 3B
A9 74 ED E7 8B OF 80 31 63 1A OB 20 A5 99 EE OA
30 A6 B6 8F 03 97 F6 99 DB 6A 58 89 7F 27 34 DE
55 08 29 D8 A9 6B 46 E6 02 17 C3 13 D3 02 03 01
00 01

Public Key Type : RSA (1.2.840.113549.1.1.1)

Fingerprint : SHA1 :
09 4E 4F F2 1B CB C1 F4 4F 15 C9 2A F7 32 0OA 82
DA 45 92 9F

Fingerprint : MD5 :
44 54 81 7C 58 68 08 3A 5D 75 96 40 D5 8C 7A CB
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Fingerprint : SHA256 :
3B 47 C6 E7 7B BO FF 85 34 E7 48 BE 11 F2 D4 35
B7 9A 79 53 2B 07 F5 E7 65 E8 F7 84 EO 2E 82 55
Signature Algorithm : MD5WithRSASignature (1.2.840.113549.1.1.4)
Value
3B B9 56 E6 F2 77 94 69 5B 3F 17 EA 7B 19 DO A2
D7 10 38 F1 88 A4 44 1B 92 35 6F 3B ED 99 9B 3A
A5 A4 FC 72 25 5A A9 E3 B1 96 88 FC 1E 9F 9B F1
C5 E8 8E CF C4 8F 48 7B OE A6 BB 13 AE 2B BD D8
63 2C 03 38 EF DC 01 E1 1F 7A 6F FB 2F 65 74 DO
FD 99 94 BA B2 3A D5 B4 89 6C C1 2B 43 6D E2 39
66 6A 65 CB C3 C4 E2 CC F5 49 39 A3 8B 93 5A DD
BO 21 0B A8 B2 59 5B 24 59 50 44 89 DC 78 19 51
Trust Status : Enabled

Signature Algorithm 32 MD5WithRSASignature &11e]&o] AFREl = AL HojF U} o] d11g|&
2 MD5E 7|§Fe & 5}7] w20l o] T2 € Q1ZAl+= TLS 1.2 CipherSpect 20| AHE-S 4= gl& YTt

Elliptic Curve ¥ RSA CipherSpec?| 435 284
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Curve B2} 7], Elliptic Curve T A Curve
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2 ECDHE_RSA_ RSA 37) 7], Elliptic Curve Hol 7] RSA RSA ECDHE
9 RSA OAE M L] F2 At
8-5}= CipherSpec.
3 (LA 25) RSA 37l 7] A RSA T A7d & |  RSA RSA RSA
11 2] & AH8-5h= CipherSpec.
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c}.
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3 1 CipherSpec?] -9 7121 1549l Elliptic Curve 371 717} 2 &i Lt} o] CipherSpeco] At
Elllptlc Curve Diffie Hellman Ephemeral 7] #|2Fo] 7§0ﬂ thSh Hot 7] Aol AFg-Hutt.

oo
in
rlr
ol

3 2 CipherSpec?] 4% 711 Q15A417} RSA 37 71 & Z3}aljoF T}, o] CipherSpeco] AHE-E]= 7 ¢
Elllptlc Curve Diffie Hellman Ephemeral 7] #|2Fo] A Z o] tijgt H ot 7] A of] AR FH U},
33 ClpherSpeCJ 471! "J?*l = RSA 371l 7] & Z3tslof gt o] CipherSpeco] AHE-El= ¢

RSA 7] Wsto] & 7501] I:Hol Hol 7] AAof| AFEE U

Ol xﬂ S EE52 ehHkA] grom Ao whet A4S 2ot 7|50l 7 TS E 4 Ae FIHAIG AS
AFYT Oll% Eol, IBM MQ7} FIPS 140-2 == NSA A9 E B &S £43l%

l%il T/ M= Agty ot AHAsE Y H = l:}g A H2FAA Q.
U F TR E= ZEo]AE o 2 A| o] Aol A CipherSpec?] th2 383 A8l of 5h= -9, 432l
A ol 4 ClpherSpec AstS Zelo]AE Holo| A LATAAL.

Al 7HA] 5339 ClpherSpec— AH AT 8EA gon o]=dx) TLS &9 AlghAdUUth o2 &

QM1 7 T Atof| A TO.QM1 4= le ol thsl ECDHE_ECDSA_AES_128_CBC_SHA256 CipherSpece At

SOt S HE Rt 7Y o) A A 2.

ECDHE_ECDSA_AES_128_CBC_SHA256-2 23 1 CipherSpeco|”] wlZoj 21'd T0.QM12] 92 $AIz} =&

Elliptic Curve 7] ¥ ECDSA 7|4t t] 2| & A o] e 7191 1Z A7} Qlojof ghuch 92 £ X1z} Al do| o]

SIS %‘—ﬁﬁlxl o™ g A|zbo] Alufjgtct.

F TR QMo AE F9I ElE AHd-2 th2 CipherSpecE AHEE 4= 9l o o] =3l 22 2] CipherSpecoll

ol 28t /-39 OJ%H Zk A d o] Akg-sh= 7ol syt ol & E0], QM10] TO.QM2 £412 2HE &
Abg5te] mj AR = sz_q 1:}% 7 B %ﬂ Shobar 7 s A AR, d 9] FFo X RSA 370 71 & 25

Sl QEAM S AFRSHE ¢ A TO.QM2= 19 3 CipherSpec TLS_RSA_WITH_AES 256_CBC SHA256<

AHEE 4= Q5T OlZAl ol & A ’**é% 7 dof i3l ok QIEA & 1A o] AHEE 4 &y

IBMMQ U EQ]TE A& T ufji=TLS7} B8 AE S AlFotA st ZF A ol AFEE = Q1SA]e] 50|

sl 21 doll A CipherSpecyt &7 AF-8-5}7]of] 2 gHstA] 2Is A Al 2.

A Aol tha 0D M 2 E 2 37 7] 932 8ela}7] ) runmaakm B AFEE 4 QU]

.

runmgakm -cert -details -db key.kdb -pw password -label cert_label

oJ71A, cert_label:2 FEAISoF sk HAIE M &l F2o] ISA glolE Utk AMAIR W-&2 YA E 1 F
Al ol &8 FEsHIA 2.

runmgakm §3 AP 271 7] 4

ftjo
=]

At 222 AP,

Label : ibmmgexample

Key Size : 384

Version : X509 V3

Serial : 9adbeeef5d756f41

Issuer : CN=Example Certificate Authority,OU=Test,O=Example,C=US

Subject : CN=Example Queue Manager,0U=Test,0=Example,C=US

Not Before : 21 August 2011 13:10:24 GMT+01:00

Not After : 21 August 2012 13:10:24 GMT+01:00

Public Key
30 76 30 10 06 07 2A 86 48 CE 3D 02 01 06 05 2B
81 04 00 22 03 62 00 04 3E 6F A9 06 B6 C3 AO 11
F8 D6 22 78 FE EF OA FE 34 52 CO 8E AB 5E 81 73
DO 97 3B AB D6 80 08 E7 31 E9 18 3F 6B DE 06 A7
15 D6 9D 5B 6F 56 3B 7F 72 BB 6F 1E C9 45 1C 46
60 BE F2 DC 1B AD AC EC 64 4C OE 06 65 6E ED 93
B8 F5 95 EO F9 2A 05 D6 21 02 BD FB 06 63 Al CC
66 C6 8A OA 5C 3F F7 D3

Public Key Type : EC_ecPublicKey (1.2.840.10045.2.1)

Fingerprint : SHA1l :
3C 34 58 04 5B 63 5F 5C C9 7A E7 67 08 2B 84 43
3D 43 7A 79

Fingerprint : MD5 :
49 13 13 E1 B2 AC 18 9A 31 41 DC 8C B4 D6 06 68

Fingerprint : SHA256 :
6F 76 78 68 F3 70 F1 53 CE 39 31 D9 05 C5 C5 9F
F2 B8 EE 21 49 16 1D 90 64 6D AC EB OC A7 74 17
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Signature Algorithm : EC_ecdsa_with_SHA384 (1.2.840.10045.4.3.3)
Value

30 65 02 30 OA BO 2F 72 39 9E 24 5A 22 FE AC 95

OD OC 6D 6C 2F B3 E7 81 F6 C1 36 1B 9A BO 6F 07

59 2A Al 4C 02 13 7E DD 06 D6 FE 4B E4 03 BC B1

AC 49 54 1E 02 31 00 90 OE 46 2B 04 37 EE 2C 5F

1B 9C 69 E5 99 60 84 84 10 71 1A DA 63 88 33 E2

22 CC E6 1A 4E F4 61 CC 51 F9 EE A0 8E F4 DC B5

OB B9 72 58 C3 C7 A4
Trust Status : Enabled

o] 4% a7l 7] 3 -2 AZAell Elliptic Curve 571 7|7+ S
EC_ecdsa_with_SHA384 ¥ 112 &0] AlE £ & HojF o]
o] °91=x{&= 84 1 CipherSpec AF-g&of et 3y

W3 F A3 7S runmqekm F P S AFEE = l5UTH E3 strmqikm GUI= 7] AFAE Gl
A golES FH Zst= A HAIE AY g1 E ERlof AMEE & E Yt 184 runmgakm =
£ AR&ste] A E JAF A S Elsliof gt o] = P Qs ¥ elo] 4 &S X Y5ty tfEd Yyt

S22 HoFyth o] A A g E
+ ECDSA ¥a18] &2 7|Hte & Jht},

K

(]

Elliptic Curve CipherSpec % NSA A9|E B
IBMMQ7} AQIE B 4 TLS 1.2 Z2u}d-& F45tE = LA =¥ 585 = CipherSpec ¥ U & A5 &1L

& 7}53t Elliptic Curve 7] 9= /8 E Eet 2jHllo] we} Fol5Yth.

128H|E AQ|E B He ef¥loj| M QISA A5 F7H 7]:= NIST P-256 = NIST P-384 Elliptic Curve S A-§-5}
7L} NIST P-256 Elliptic Curve B=+= NIST P-384 Elliptic Curve 2 A% & ojof gt} runmgakm 32
EC_ecdsa_with_SHA256 5=+ EC_ecdsa_with_SHA3849] -sig_alg tl7H¥H 45 AF235}0] o] KH ok jj#lof| st
YA ISA & 235t tl AFEE 4= A5 YT

192H|E AQIE B HokgHllof A Q1Z 4] 4| Z7l| 7]= NIST P-384 Elliptic CurveS AM&-5}3 NIST P-384
Elliptic Curve® A= ofof gttt runmgakm -2 EC_ecdsa_with_SHA3842] -sig_alg ti7iH 45 AHE-
Stof o] Het 2filof thgk t A E AFAE 235t | AMEE 4= JFH T

A Y =]+= NIST Elliptic Curves ThH3k 54 th,

H 5. X|®IE|= NIST Elliptic Curve

NIST FIPS 186-3 #H o] & RFC 4492 #|H o] 2 Elliptic Curve 7] 27](H]E)
P-256 secp256rl 256

P-384 secp384rl 384

P-521 secp521rl 521
Z31: NIST P-521 Elliptic Curve= A9 E B &4~ &) AMES 4= gl U Th

LR
366 #|o]A] 9] [CipherSpec AH& 715

DEFINE CHANNEL MQSC 3 == ALTER CHANNEL MQSC & oi|A] SSLCIPH mfi 7l ¥ 4= A}-&5}o]
CipherSpece AHE 7150 & A 34X 2.

234 #lo]#]9] MQI Zeto]AEoA] FAEFY A] FIPS Q1 Z: CipherSpectt A8-5HE = 2|4

FIPS &4 AXEQo] 5 AtE-ato] 7] 2445 2/ e th-3 Ad o] FIPS-Q1Z CipherSpecs AH&-3llof &2 ]
HEH A2

35 H|o]#] 9] FIBM MQoJ|A12] NSA A9 E B Cryptography.

This topic provides information about how to configure IBM MQ on Windows, Linux, and UNIX to conform
to the Suite B compliant TLS 1.2 profile.

19 #)o]A]2] FNSA(National Security Agency) 29 E B &5}
0] R = dlo]e] 43S ZISHIT A|AH] 9 Hoto) tish 7]& 222 A4t} US NSA(National
Security Agency)ollAl= sl A9 E B BEo|A 4e & 7t d2st d e & N ES AU
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M2 elsI3s

A oA A2 Al AEo] 518 WA AE GusHA Alofsta € 4% AE AF HZEE AHE

et

L

kol 1] WIRASA 98 £ 4SS 583 B0 ALBA 1D E A9 A AL A DS ALE
AFgALo] 5 2he) ol A A mahe 21 WS 4 Y&YTh W'Y 215 TS AL o Fefo|ol =0 of
o oM A2 apeka & QAU ohl, Sefoll =7t SefollE B Eol ML SuEA|RE AH BeiEo] 4
£ oh 4 gl Uk ke WO AFEAL DS AHEE 4 ABUTH A Q15 A ZEE ALES) L83 AL
A 108 2uhe A-87} Dol W 4 Ut

Abg2te] 7 B 2poll A 255 Aoy ZetollE ofZajAo] o] WAiE 4 YTk of o Z 7]
Ho| dos|t BAZEE AuE BEsteln daks 71 o] gujo| £5 7L} Zefo| 2l E of =7l o] do] 44
= w7 Zatol I o Eaj7|o] o] AW T Qe 1P F4E ALE3) AAH o2 Aerajol gk A A=
SIS Aol Setolol= ol aﬂﬂﬁlﬁéa%up4i%imﬁh¢ﬂsqq

L% 08 o dl it A 015 e Al

Ut

A OJ% Eﬂi_c_g 7} kA oluf
AHESHIAL 2.

CHLAUTH 722 A olHfe = Ao
Oﬂ E]-]o]- otdog XPA%E]___ ZHL—] MCAZ2

C g Aloj5t2 ™ MQSC 2 ALTER QMGR CHLAUTH (ENABLED) =

"o 2 A== A'd MCAol A Huth 2ZojA AlAtE = A
CHLAUTH 2] 0] -8 5] 2] k5t

g
oM, rok
Ho o[o

H 6. MZ CHE xH'E Yofl ths CHLAUTH 80| MEk|l= E 2

A 83 CHLAUTH 73 o] 2-85]&=MCA

SDR-RCVR RCVR

RQSTR-SVR(SVROI|A] A ZH) ROSTR

RQSTR-SVR(RQSTROJA] AJZHH) SVR

RQSTR-SDR(SDROI|A] A ZHH) ROSTR

ROSTR-SDR(RQSTROI| A} AJZHH) %27] AZAE 95 SDR. =4 A7 9] 79 RQSTR.
0 7152 WS A IS AZ =S AT = AsUTH

O O O O
ox ox o?i ox ox ox o o
= n >

2 Aol thsl AH8-SH=S MCAUSER 242 A7 2]

IP 42 HE AZ5) o},
. &2 IDE o]-&5h= 2& A'dell tis AF&-5H=5 MCAUSER gt A8y
SL %= TLS A1¥ o] &(DN)= 2t =& A 'dof| tis MCAUSER #t-& AHEot= S A7ty

—L‘m*

T TEAZ R E AAsHs BE 2ol tisl AME-SHE = MCAUSER 42 A4
. FA2HE| 9 Aol old A9 EX 7 T2 EE Q] AZA S ATt
IP FAZEEC o] ofd 2 EA SSLELTLS 22X E A A5t AA S gt

Abgol A TS Hof|A] = o 2}A|5] A st ot

MQSC "= SET CHLAUTH == PCF ¥ Set Channel Authentication RecordZ AH&5}o] g QI
Z HIEE AN, &4 == A A )
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IP =4 Xjch
1P F A2 HE|S) AH AS TS A AurE 0 2 Yot o] JFA ULt SR IBM MQ Al Lo i
A2 Agko] Qe IP FARRE A2 A% 9lo] W S fuo| E5}7] Wl X H o2 F4E A of

_llm

_l

3 797k 14T ol2lgt 9122 1BM MQ A 904 A% 5 Zo] ofUie} IBM MQ 2] 214 & Ao 2 =2
AR FE o2 27 o Ze|A o] ol A A= &= AU YT 83 BLOCKADDRE] 2d Q15 #| =5 A5}
o] Ip 742 ATSHIALL. B 7 ol 4] Fa, 24 WSle] F4 EE SfQETES HEE HES A4 5 9
4t

o] §FAl 0 2 Ip F4A7} AphE o Qb & AZ o] ARE winjrt 2 o|HI EV} ALE 7Hs-she 7 e 27t Aeg
20l 49 o8 FA27} MORQ_CHANNEL _ BLOCKED ADDRESS?! o|HIE HA] %]

MQRC_ CHANNEL _BLOCKED7} HPO“E“—IEP 5 AT AA Al 27t BHEE o] 2lAlfo) s A =7} H =5}
oIrE 022 2lEsly] Mol AL 3027 A Al E g%

£4 ‘HL&OMDJ IP F45 AldstAY @ 75 2'lst7] Mol A A A &= 5t H USERSRC(NOACCESS)

o7 4=& AF-&5to] ADDRESSMAP 189 Ad 915 elFZ =& AAsHAl L.

o|2|%t o]-fF & sl IHf2= Ao AREH 2d o|HIET} ARG 7hestH F wE| A AR S A5 ©l

F
27} MQRQ_CHANNEL_BLOCKED_NOACCESS?! o]HIE H|A]X] MQRC_CHANNEL_BLOCKED” }Hgﬁ =24
o},

334 Ho]A]9] [E7 1P F4 215 o o] & FE3HAIA L.

AF2 XL ID KHCH

E4 AHEAHID7} %EPO] E IS &5l AdA5HA| 25HA] 2o BLOCKUSER 43 9] Al 0= g7
BAaHAAL. old ge] MY Q1% Bl AT L Zato IO*EXHLWI“JE,%E]W] H A Z] ol = @RQ%] o1
Ltt. Sk 7R o] o] 7HE AFg-X %Z]Xgéﬁ 2pekat 2= Qx| uk ol Tyl e = AFRSF 24 95U Th

o] o] 2 Qlute-= AZFo] AREH ALt o]l E H|A] 2] Q] MQRC_CHANNEL_BLOCKED7} ©]-§ 4 #+¢]
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1. CHCKCLNT (REQUIRED) = CHCKCLNT (REQDADM) 7} A A =] 9 A3 CONNAUTHS 7 ulj L] #] ol A{
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IDPWLDAP
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ALTER QMGR CONNAUTH (USE.PW)
DEFINE AUTHINFO(USE.PW) +
AUTHTYPE (IDPWOS) +

FAILDLAY(10) +

CHCKLOCL (OPTIONAL) +

CHCKCLNT (REQUIRED)

REFRESH SECURITY TYPE(CONNAUTH)
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DEFINE AUTHINFO(USE.PW) AUTHTYPE (xxxxxx) +
CHCKCLNT (OPTIONAL)

SET CHLAUTH('*') TYPE(ADDRESSMAP) +
ADDRESS('x') USERSRC(CHANNEL) +

CHCKCLNT (REQUIRED)

SET CHLAUTH('') TYPE(SSLPEERMAP) +
SSLPEER('CN=+"') USERSRC(CHANNEL)
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MQRC_NOT_AUTHORIZED (2035)
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MQRC_NONE (0)
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ALTER QMGR AUTHOREV (ENABLED)
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Metwork
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Userd + pwd3
MQOPEN
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MQCONNX Checks
Userl + pwd1 -
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ALTER QMGR CONNAUTH(USE.PWD)
DEFINE AUTHINFO(USE.PWD) +
AUTHTYPE (xxxxXX) +
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CHCKLOCL (OPTIONAL) +
CHCKCLNT (REQUIRED) +

ADOPTCTX(YES)
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ADOPTCTX(YES)
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SET CHLAUTH('MY.CHLAUTH') TYPE(ADDRESSMAP) DESCR('Block all access by
default') ADDRESS('x') USERSRC(NOACCESS) ACTION(REPLACE)

SET CHLAUTH('MY.CHLAUTH') TYPE(USERMAP) DESCR('Allow user bob and force
CONNAUTH') CLNTUSER('bob') CHCKCLNT(REQUIRED) USERSRC(CHANNEL)
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LDAP Server

}”{ =
Metwork
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*. Application (User2)

Queue Manager
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| / Repository

MQCONNX
User1 + pwd1
a7 7.5 2 QEME 2Y

DEFINE AUTHINFO(USE.OS) AUTHTYPE (IDPWOS)
DEFINE AUTHINFO(USE.LDAP) +

AUTHTYPE (IDPWLDAP) +

CONNAME ( '1dap1(389),1dap2(389)"') +
LDAPUSER('CN=QMGR1') +
LDAPPWD (' passw@rd') SECCOMM(YES)
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Authority to administer IBM MQ on UNIX and Windows systems
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For more information about the authority you need to administer IBM MQ on UNIX and Windows systems,
see the related information.
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Zeto]AET} g SVRCONN A'E S AH-g-5to] AZASHH CSQ4BCX32 MQCDEFE] RemoteUserldentifier
4l RemotePassword & AF&5Ho] 1=gh ). Q1=0] A-251H RemoteUserldentifierS
MCAUserIdentifierol] 2AFsto] Ag|E9] ID AYAE S HAZ L]

MQ Java Zeto]AEE 2 F2 7ol HH S AHE-5to] AFEAHS 235]81a1 MQEnvironment.userID 2
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2. 2t glo|Hejg7t 2 I A|o] ]S RIS Al 2.
3. SYSTEM ADMIN.SVRCONN EQF A E CSQ4BCX3& AHESHESE S Al 2.
4. IBM MQ Explorerol|A] z/0S F 2|z} o] & vt A QEZ hx 2 ZE5t1 AZ AIRAFE > B4 > AH:
A} IDE A EI5ET 7/0S AFEAF IDS Y HTH Al 2.
5. H{UH S & & 5}to] 2/0S F ] xfof] AASHA Al 2.
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CSQ4BCX3 HAES =217 o] 7ol A A5t CHIN 4 Ftof| 2EH 2E Z2 T2 4|of
2to] B 2] g]of| 4] R = x|ojok gt} o] & Sof, STEPLIBS| RE zto]Haja] W CSQXLIB DDOlA] o] & |4 H
L& gtol B Ut 2E gto|Hejg] 5 =28 A|o] = d7st2H RACF B2 APt 2. o o]
A 2 E gto]H 2] o] §-2 MY.TEST.LOADLIBY Yt}

RALTER PROGRAM x ADDMEM('MY.TEST.LOADLIB'//NOPADCHK)
SETROPTS WHEN (PROGRAM) REFRESH

SVRCONN 92 ¥ 735} CSQ4BCX3S 735 H th3 MQ HH S A3 Al 2.
ALTER CHANNEL( SYSTEM ADMIN.SVRCONN) CHLTYPE(SVRCONN) SECYEXIT(CSQ4BCX3)
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Primary LU Secondary LU

D

BIND(RD1)

v

BIND-RSP(ERD1. RD2)

FMH-12(ERD2)

>
@

Legend:

BIND = BIND request unit

BIND-BSP = BIND response unit

ERD = Encrypted random data

FMH-12 = Function Management Header 12

RD = Random data

J8 12 JEE IS E2ER

A e QIFe] T2 EZF2 o33t 25Ut Z2A|F o] Qle HE = 97 Ho]A]e] 17 129] o sigdt

|B]=

1. 12} LUZF 2219 dlo] & ZHRD1)S A4 5k BIND 3 0 & 23} LU A £AIgH o},

2. 22} LUZ} 2219] Hlo]Ef7F 9l BIND 242 44181, DES 41 8| S-S AFE5to] ol g & 45 3}shal LU-
LU B[P S o] AFES 7] 24 ZF Yt 2™ 23} LuZt 23 £219] dlo]E] ZH(RD2)E AY/dstal o] & U=
5}= do|E](ERD1) 2} 84l BIND 2H9] 13 LUE 4415t}

3. 12 LUZ} BIND 2 & 4415, e AAdiE 721 djo] e oA &S st ool B o] AbA] A& 22§
Utk DES €118 &2 AFE51o] o] A 311 LU-LU BIYHI S o] AHE-S 7|24 7 Uth 08 &, BIND S
oAl 415 = 3tE dlol el et & A O M-S vjwdh Tt F gho] o™ 1af LU+ 2} LUZF 22 H]d '
SE VMo AL 4A E 3L 24 LUZE JISEH YT F gko] €A|okA] o™, 13 LUZF A S S5
[B]=
I3 th3, 1%} LU= BIND -3 HollA] 415F 2219] tlo]E & 353}
FMH-12(&4> 3] st 12) & 2} LUl Al &A1 ot

4. 22+ LU7} FMH-125 $415HH, 2 A E F2He] dlojglof| A &5 gkd ool el o] ZpAl| Md-& A2l gy
ok %1 2, FMH-128 415 F 2 ok t|o &l et o sl g M S Hlwekuoh, &= gho] o™, 1} LU7t
QlZEUth T gro] Ax|5HA] o™, 2at LUZL M-S S35t

S T A0 sl f U2 ESE Algohe T2 EZ Q| A HE ol A, 2% LUE LU-LU B S o] ALES

7|24 AF&-3lo] RD1, RD28} 22t LUS] A 4| o] 2 0 2 BE| DES HA|A] °1&F FE(MAC)S &gty tt. 23 LU

7} ERD1 thAlof BIND S92 2 MACS 13} LU A A8t

12} LU= BIND -3 E0llA] A9 MACH Bl k= AH:1 9] MAC W S ] 8]5to] 2aF LUE 153yt O3 &,

12} LU= RD1T} RD29] T A MACS *]2]5}1l, MACS ERD2 thAloll FMH-12& 23} LU Al &A1},

}a1 9t st o] | (ERD2) S
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22} LU= FMH-120f|A4] 2415 MACH B 2 5H= AHA 9] 23F MAC B A& 2] 8] 5to] 13F LUE Q)
Al 2 Q1F S B ol Thidh A E= SNA A BA AR A& FZ5H Al 2. Al 2l 150l tlisl] o &t
29l A K= Systems Network Architecture LU 6.2 Reference: Peer Protocols, SC31-6808< FZ 3 Al 2.

CHSt 2| Q15
2A TPt atEY TPE gt & 3}341 o, 24 W7 EY WE FF 23S SAlshH, ey L7t ot
EY TF’E ARSI S ettt ojd oAM= HF Qo] HbAEE 23t ¢~ lom, ot EY U7t =
ATPE Q osP— | o] & /\Pﬂ‘?;f o AF Y o= tig} 2H Q15 = AR ARG AL Eelo] gkl fhy Tt

= FA oAM= IBM MQ7} o} 2l Q1F-ol thigt 2| & #|-3-5t= ol ois Ao
th s} ¥l Q1Zof tht RIS A H = Systems Network Architecture LU 6.2 Reference: Peer Protocols,

SC31-68083 A E5H4I Al 2. /0S| EA == A B = 7/0S MVS Planning: APPC/MVS Management,
SA22-75995 ZZIHIAL.
CPI-Coll thgt ZkAISE H = Common Programming Interface Communications CPI-C Specification,

SC31-6180S Z=35HAA] 2. APPC/MVS TP Conversation Callable Servicesol] tst kMgt A B = z/0S MVS
Programming: Writing Transaction Programs for APPC/MVS, SA22-76212 ZZ M A 2.

Windows LN RNV 1B i, UNIX % WindowsOl|l A CHa} 2{| 215 X| &l
o] FA|E AR&5te] IBM i, UNIX B Windows®ll A that 24 Q15-0] 21-5-5h= ol thet 7] 2.8 =lshiAl

L,
IBM i, UNIX % Windowsol|A] t3} |3 Q13- 2] -2 98 l|o] x| o] 7 130]|A] g Hct. tholo] 15Ho] Q)
o] s :

£ ¥Ee I Fo 2= Aol = WMo syt
DEFINE CHANNELC(...) + Logical unit
CHLTYPEC...) +
TRPTYPE( LU62) + Characteristics of
. Attach request (FMH-5)
T USERTDCANDREAS SEE— Sty
r | ' n
’{PASSWDRD( 'THASOS" ) i A LI By By
f ANDREAS, THASOS

Set:

i i » Security type
/ | e » User ID
/ ! Initialize the Caller MCA v Password
) ! characteristics of L
the conversation W CAl | CMINIT(..., "MARS', ...)
! .. CALL CMSCST(..., CM_SECURITY_PROGRAM, ...)
Ii' e f _{CALL CMSCSUC..., "ANDREAS", ...)
! CALL CMSCSP(..., "THASOS", ...)
| B cALL CMALLCC...)
':; CPI-C sidefinformation
\ Symbolic
'1\ destination Partner LU Partner TP Mode
Y name name name name Security type User ID Password

R VENUS pGALAX\’.SOLAHLU VENUSTP | #INTER | CM_SECURITY_NONE

MaRS GALAXY.SOLARLU | MARSTP | #INTER | CM_SECURITY_NONE
SATURN | GALAXY.SOLARLU | SATURNTP | #INTER | CM_SECURITY _NONE
PLUTO | GALAXY.SOLARLU [ PLUTOTP | #INTER | CM_SECURITY _NONE

i
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IBM i, UNIX, Windows©l|A] MCA+= CPI-C(Common Programming Interface Communications) &2 AH8-5}
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* SH MCAQI THEY TP o] &
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B AR GRS the MO YR E AT 4 A5 U

- HQHRY
5] 7= = B 432 CM_SECURITY_NONE, CM_SECURITY_PROGRAM, CM_SECURITY_SAME©| 4]
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* AREAFID
HEHE
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HE @& el g 5,5 -5)S TE Y LUR £A13HTHe).
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t}. S22 MCA7} tiEHE 6} SAMEOIE}— Hol §§o] EFolA A HY} 22|22, APPC/MVS LU
7} o2& thshrt OME} 2 tistol] i A gt 2] & ER1-E x| st7] w&oll, = 7HA] 7HeAd o] s

o}

* TFEUY LUZ} APPC/MVS LUS E3{AEs]IL ofn] 2eld AH&ALIDE 59151, APPC/MVS LUZF HH&-& 23
ot WP 23S $AIUY
- A A7) F4 FZEAREATID

- RACF7F ARG H = AE A2H7] F4 31 AREAHIDS] @A A2 5 o] &9 ot Z2utd o]
- o]u] ERl=E EA]7]

+ T-E LUZF APPC/MVS LUE EB{AESHA] gfal o|n] 2Rl AHEAHIDE 5ISHA] @821, APPC/MVS LU7}
HFHRE oA = HF 23S SAY.

all
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27 72 u £ 5A% 22 79| JARAS EekslT FAT A ohZelAlo]do] AAEAZ AU 4
oyt

el 7 Beljol AAE hgalaol o) M S B E 7 B Aol ARG Bihele ol
£ 72 $41518 1BM MOE o] $418 7 eI AR . thsl ohEejol o] ol A% Faixe]
ol S5 e 49, M NOE ol Ut g wgste o o Relol (a2 WeLg ST
AE A F 2B A28 F o1} Aol 1BM MOE Alnkek Al2slol] A2 whA] helx)

= la)zjol A 92T Wi AZ A& 92|}
T AR 2 AHE AMSShE A9 oY Eot #AIS A slof
- AeE F w7 gRt 2 wA A S SAIHES o &
- YRE F WAt e E AR ANt 7 BEjAte] FE WA A& SAIGHEE 5§
- TR AE " OH gj#|o] o] HEA% 22 E A2l oA z]% 2N EE 58
o] o, F2AEE AR Qo d oS S
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N oo wN

el

od A
40 o oo
e o md

Y

ot

E

Ztof| Tk MQZAO_CONNECT H3$t
+ PCF 8= 3517] /I3t 7 ¥ xk2] MQZAO_DISPLAY H&F
= pC

» o]AAo| = PCF BT HIAE UlojA] MQSC & Edst= Ut

ALTER object
QHAE g4 Ask
= MQZAO_CHANGE
=7 MQZAO_CHANGE
2 AA MQZAO_CHANGE
T e A} MQZAO_CHANGE
S ERE=] MQZAO_CHANGE
A HH MQZAO_CHANGE
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[EAE g4 At
= MQZAQ_CHANGE
Zeto|dE A4 Ad MQZAO_CHANGE
EIEXE MQZAQO_CHANGE
A H] A MQZAO_CHANGE
A HR MQZAO_CHANGE
CLEAR object
2B8AE L4 A
T MQZAO_CLEAR
A MQZAO_CLEAR
LEAA A8 els
T ez} A8 ols
°IF 25 288 5ol
A58 488 Qe
2 g ele
Zeto|AdE A4 AHd A8 48l
CIESE A8 els
AH| A A8 ols
SN HH A8 els

DEFINE object NOREPLACE (113 H|°]x]9] 1; )

LHAE g4 At

s MQZAOQ_CREATE (123 slo]x]9] 2 )
A MQZAO_CREATE (213 sl°o]x]9] 2 )
ZEAA MQZAO_CREATE (213 #|o|x]9] [2; )
T 22t A& 4 els

ol 5 & MQZAO_CREATE (213 #|o|x]9] [2; )

MQZAO_CREATE (113 B|°]x]9] I2; )

MQZAO_CREATE (113 #|o]x]e] 2y )

ZetolAdE A4 aHd MQZAO_CREATE (213 #|°]X]2] 2 )
EIENE] MQZAO_CREATE (113 #J°]X]e] 2] )
AH| A MQZAO_CREATE (213 #|o|x]9] [2j )
A AR MQZAO_CREATE (123 #j°]#]9] 2] )

DEFINE object REPLACE (113 H|o]#]2] 1 , 143 #|o]%]e] I3 )

oHAE

g4 U

=

MQZAO_CHANGE

IBMMQ =2t #F 109



onAE 245 A%

=37 MQZAO_CHANGE
T2 A4 A MQZAO_CHANGE
7+ ezt 288 4 9ls

0] = BHE

MQZAO_CHANGE

MQZAO_CHANGE

MQZAO_CHANGE

MQZAO_CHANGE

MQZAO_CHANGE

AlH| A MQZAQO_CHANGE
SA AR MQZAO_CHANGE
DELETE object
QHAE 44 U
= MQZAO_DELETE
=7 MQZAO_DELETE
T2AA MQZAO_DELETE
T ez} A8 els
oz 2= MQZAO_DELETE
A= AHH MQZAO_DELETE
g MQZAQ_DELETE
Zalo|dE AZ 2 MQZAO_DELETE
SIENE] MQZAO_DELETE
AH| A MQZAO_DELETE
ENAHE MQZAO_DELETE
DISPLAY object
SBEAE g4 A
F MQZAOQ_DISPLAY
=7 MQZAO_DISPLAY
2 AA MQZAO_DISPLAY
= ezt MQZAO_DISPLAY
SE=-i=1 MQZAQ_DISPLAY
A= AK MQZAO_DISPLAY
I} MQZAO_DISPLAY
2ol E A Ad MQZAO_DISPLAY
SIENE] MQZAO_DISPLAY
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[EAE g4 Ask
AH| A MQZAQ_DISPLAY
SAHHE MQZAQ_DISPLAY
START object
[EAE g4 Ask
T A8 els
ZA A8 & ele
LEAA A8 els
F ez} Aegd 4 els
ol 5 & A8 49l
A HH A8 els
g MQZAQ_CONTROL
Zeto|AE AZ A A8 els
SIENE] MQZAO_CONTROL
AH]) A MQZAQ_CONTROL
EN R A8 48l
STOP object
2LBAE g4 A
T e ele
=7 A8 48l
LEAA A8 els
T we =} A8 ols
°E &5 288 5ol
A58 488 Qe
A MQZAO_CONTROL
Zeto|AdE A4 AHd A8 48l
CIESE MQZAO_CONTROL
NEIES MQZAO_CONTROL
A A8 els
g He
R SBAE g4 sk
PING CHANNEL A MQZAO_CONTROL
RESET CHANNEL A MQZAO_CONTROL_EXTENDED
RESOLVE CHANNEL 2 MQZAO_CONTROL_EXTENDED
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el
i
o
o | ot

i SBAE g4 A
ALTER SUB ZA MQZAO_CONTROL
DEFINE SUB A MQZAO_CONTROL
DELETE SUB A MQZAO_CONTROL
DISPLAY SUB A MQZAO_DISPLAY
HeotHd
R REAE o4 A
SET AUTHREC T et MQZAO_CHANGE
DELETE AUTHREC F Bt MQZAO_CHANGE
DISPLAY AUTHREC 7 ezt MQZAO_DISPLAY
DISPLAY AUTHSERV F Bzt MQZAO_DISPLAY
DISPLAY ENTAUTH F Bzt MQZAO_DISPLAY
SET CHLAUTH 7 At MQZAO_CHANGE
DISPLAY CHLAUTH T ot MQZAO_DISPLAY
REFRESH SECURITY F Bt MQZAO_CHANGE
G EA
R REAE o4 A
DISPLAY CHSTATUS T ot MQZAO_DISPLAY
g 5ol CLUSSDRo|™ 4
ol +ing HIHEE=
MQZAO_INQUIRE)°] = 23+
}.
DISPLAY LSSTATUS 7 At MQZAOQ_DISPLAY
DISPLAY PUBSUB T ot MQZAO_DISPLAY
DISPLAY SBSTATUS F B MQZAO_DISPLAY
DISPLAY SVSTATUS T+ At MQZAQ_DISPLAY
DISPLAY TPSTATUS F ezt MQZAO_DISPLAY
e B R
) SBAE g4 dsk
DISPLAY CLUSQOMGR F HE =k MQZAO_DISPLAY
REFRESH CLUSTER 'mgm' 15 WH AN 2
RESET CLUSTER 'mgm' 15 WH Y E4
SUSPEND QMGR 'mgm' L& WA 24
RESUME QMGR 'mgm' 15 WH Y g4
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7|er &2 ¥

g SBAE g4 A
PING QMGR = Tt MQZAO_DISPLAY
REFRESH QMGR 7 &2t MQZAO_CHANGE
RESET QMGR 7 &2k MQZAO_CHANGE
DISPLAY CONN F Bt MQZAO_DISPLAY
STOP CONN T B2t MQZAO_CHANGE
2k
1. DEFINE B3 9] 7%, LIKE L BRI E (XY H 7-2)o] thgk MQZAO_DISPLAY H3t= ™ 51w, LIKEZ} AY2F
RS 4 ?_PSYSTEM DEFAULT.xxx gﬂxﬂEoﬂ EHOHJOPOI Zaghyc

2. MQZAO_CREATE HIrE EXH o HAEL} QHAE O
& QMGRS %3l 7%

o LBAE &

NOREPLACEZ 43§ EUt},

R

Z2]AE3: REFRESH CLUSTER AR& 24> A2

l|1o., UE
.2 g
r
llo o
e Trlo rr
iu)

o dlo

o
U o
i
o
5
2

)

3 MQZAO_CONNECT

- PCF B2 43 ﬂﬂ%&#ﬂﬂNA

QZAO_DISPLAY #

Jel 7 o] el ot o
3. o] H}E @ B A7} o]n] 9l Aol E &Pk ExfalA] o

ol EA =] kHu ) 2 F3h2 setmgaut B
H A Eof Hojguc},

ok= 749, Z A= DEFINE object

E4 st MQZAO ALL _ADMINO||= E4 QEAE = @ HAE f3of| EX3}A] &= MQZAO_CREATEZ

ALt e HAE o

ol BT 013 B0 BE UGS

object 73

oHAE o4 Ut

= MQZAO_CHANGE
Eg MQZAO_CHANGE
=2 A MQZAO_CHANGE
F =2zt MQZAO_CHANGE
o2 BE MQZAO_CHANGE
o= A MQZAO_CHANGE
2 MQZAO_CHANGE
SatololE aiA Y MQZAO_CHANGE
CIENE MQZAO_CHANGE
SEIES MQZAO_CHANGE
PR MQZAO_CHANGE
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object A $-7]

LHAE 44U

= MQZAO_CLEAR
£ MQZAO_CLEAR
A2 A8U ~ele
et 282 43l
olE BT 282 43l
A5 A8 43l
A A8 43l
Zeto|AE A4 A 282 4+ 3le
EESE 282 43l
A2 282 43l
BAAHR A8 43l

object E-AH(TH A | 2])(1)

ouAE

1)
4

2

L g

e

MQZAO_CREATE (2)

MQZAO_CREATE (2)

MQZAO_CREATE (2)

M8 4 ole

MQZAO_CREATE (2)

MQZAO_CREATE (2)

MQZAO_CREATE (2)

MQZAO_CREATE (2)

MQZAO_CREATE (2)

MQZAO_CREATE (2)

MQZAO_CREATE (119 #|°]x]e] 2y )

Copy object(H}3L7] &

eHAE

s

e

MQZAO_CHANGE

MQZAO_CHANGE

MQZAO_CHANGE

488 4 9l

MQZAO_CHANGE

MQZAO_CHANGE

MQZAO_CHANGE

114 IBM MQ E¢t




[EAE g4 Ask

2ol E A4 Ad MQZAO_CHANGE
EIEXE) MQZAQ_CHANGE
AH] A MQZAO_CHANGE
SA AR MQZAO_CHANGE

object 2}/ (A 1 2])(3)

QHAE g4 as

T+ MQZAQ_CREATE (2)
EY MQZAO_CREATE (2)
T2 AA MQZAO_CREATE (2)
7 ezt g3 4 els

ol EEE MQZAO_CREATE (2)
NS HH MQZAO_CREATE (2)
A MQZAO_CREATE (2)
Zeto|dE AZ A MQZAOQ_CREATE (2)
EEE MQZAOQ_CREATE (2)
AH| A MQZAO_CREATE (2)
A HH MQZAO_CREATE (2)

Create object(H}37] Z31)(3,4)

2BAE g4 A

Tt MQZAO_CHANGE
Eq MQZAO_CHANGE
TEAA MQZAO_CHANGE
7+ ezt 488 5 gl
o]é B2

MQZAO_CHANGE

MQZAO_CHANGE

MQZAO_CHANGE

2ol E A4 Ad MQZAO_CHANGE
EIEXE) MQZAQ_CHANGE
AH] A MQZAO_CHANGE
EA YR MQZAQO_CHANGE
object AHA]|

QHAE g4 Agk

T+ MQZAO_DELETE
Eyg MQZAQ_DELETE
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[EAE g4 A
| MQZAO_DELETE
7 ezt g el
ol EEE MQZAQ_DELETE
AN AHE MQZAQ_DELETE
A MQZAOQ_DELETE
Zeto|AE A2 A MQZAO_DELETE
GIEXE MQZAQ_DELETE
AH| A MQZAQ_DELETE
A HE MQZAO_DELETE
object 23]
2BAE "4 A
i+ MQZAO_DISPLAY
Eg MQZAO_DISPLAY
T ZAA MQZAO_DISPLAY
7 w2} MQZAQ_DISPLAY
o5& MQZAOQ_DISPLAY
NS AHH MQZAO_DISPLAY
A MQZAQ_DISPLAY
Zeto]AE A2 AHd MQZAO_DISPLAY
EEE MQZAQ_DISPLAY
AH| A MQZAQ_DISPLAY
S HH MQZAO_DISPLAY

21 U4 A
T+ AL Qe
A AL Qe
TZANA ZA} oFst
T w2} A b
olF 55 ZPN il icis
AS HE A Qe
A AL Qe
Zetol|AE A4 2id AL Qe
22 At o
AH] 2 At e

116 1BM MQ 2t




fo
[z
2
{m
el
>
)
e

ol
>
c}a_l_;i
oY
>~
>
>
ok

SBAE g4 A
Tt g3 4 ele
=7 g el
I A2 A8 els
7 welg 488+ 92
ol &5F Age 4 el
AZSHHE 483 4 gls
k! MQZAO_CONTROL
Zeto|dE A4 AHd A8 ols
SENE] MQZAO_CONTROL
AH] A MQZAO_CONTROL
S AR 488 5 gle
object A
QHAE g4 as
T A& 4 el
A Age 4 el
=2 A A 483 4 gls
7 2zt g3 4 els
oI5 2% 488 5ol
AZHHE A8 5 els
A MQZAO_CONTROL
ZetolAE A4 A g3 4 el
DENE] MQZAO_CONTROL
AH| A MQZAO_CONTROL
EAAE A8 els
g Hg
) SBAE g4 A
2 ping 2 MQZAO_CONTROL
A 2% A MQZAO_CONTROL_EXTENDED
g 2A A MQZAO_CONTROL_EXTENDED
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el
I
o
o | ot

:gl EBAE 44 A%
= w7 z=7 MQZAO_CONTROL
L= 2 ZA MQZAO_CONTROL
N ZA MQZAQO_CONTROL
OE 23 =7 MQZAO_DISPLAY
Heot Wy
3y uAE o4 4
HitIe AH T ez} MQZAO_CHANGE
B Y I AHA =l MQZAO_CHANGE
At Y AT 23 = v} MQZAO_DISPLAY
A5t M)A 23 = o)z} MQZAO_DISPLAY
ANE]E] {3k 23] 7w MQZAO_DISPLAY
9 Q= AT A Tzt MQZAO_CHANGE
A Q1S HEE 23] T ez} MQZAO_DISPLAY
HoF A= 11%]7] 7 et MQZAO_CHANGE
G EA
=k QBAE g4
A e 23] F ezt MQZAO_DISPLAY
g g3 o] CLUSSDRO]™H £
ol +ing HIHEE=
MQZAO_INQUIRE)°] & 23t
=2
A A e 23] T ezt MQZAOQ_DISPLAY
dhal) | 1= ALE)| X 3] H Ze) =} MQZAO_DISPLAY
D= Ae] 25 = vz} MQZAO_DISPLAY
AH| A e 23] T Bzt MQZAO_DISPLAY
=3 Abef 23] = vz} MQZAO_DISPLAY
Fej2E ¥y
= 2BEAE g4 ag
2824 7 A 23] T Bzt MQZAO_DISPLAY
S| AE AZ 13]7] 'mgm’' L& WHA D4 'mgm' 15 WA 24
I AH QA 'mgm' L& WA Z4 'mgm' L& HHA 2
T 22 S A YA S 'mgm' 15 HH A I 'mgm' L& HHA 4
I Ba)A 2 A AA 'mgm' L& HHA "4 'mgm' L& HHA D

118 IBM MQ E¢t



7|er &2 ¥

g QHAE —2 Ps
T ¥e] 2} ping T ez} MQZAO_DISPLAY
T e A A= 1 A]7] T ezt MQZAO_CHANGE
S et P | R T ez} MQZAO_CHANGE
A AAEH 7+ MQZAO_DISPLAY and
MQZAO_CHANGE
AE =3 7+ &2t MQZAQ_DISPLAY
A A T+ At MQZAO_CHANGE
2k
1. BAF 3] -2, From £ BA Eof| thgt MQZAO_DISPLAY H3tE H aghct.
2. MQZAO_CREATE U2 EH LEAEY @ BAE §5of E4 &R gr5U T A4 U2 setmqaut ¥9
of L BHE 33 QMGR= XW Shof 2= J*EJX}OH 3t & @ HAEo] Bojg U
3. 2 ©g o] A%, sl SYSTEM.DEFAULT* ZA]| (object)
4.0l v 2 BAE7} oju) 9l= Aol A& YT fle A9, ks AR E= A 7] els)el o

BTN ATXOIM O 5 = 5 32

H |1 o
AIXOl|A] NIS Ei= NIS+E AFE5HA] G -9 SMITTY S AFg-5to] Lol thaf 2Hdsh Al 2.

SN A X0 M 25 =Y

SMITTYS AH&3to] 189 24},

O A|X

1. SMITTYolA] Hot W ALGALE MBS Enterg 24 A 2.
2. 155 AE5lal Enters F244]
3. 1§ F7+5 A ™stal Enters —.——’En A2

4. 7% 0|8 U 5ol F7bsel L RE ALEA o] 2 HER THI JSHAL.
5. EnterE 2] 15& A5 A L.

l-o

oA 1FZ AdPE U

ST A X0l M 20| ALR X} 27}

SMITTYZ AL&5}o] T12of Abgx} 2715k},

T2AX

1. SMITTYOIA Ot 8l ALG RS AEls}T Enter FEAIA| 2.

2. 155 A5t Enterg F2A A 2.

3. 1& 5/ 7 [ BA S AHStal EnterS 24 2.

4. 25 7Y 555 BAsH € 1F olg2 YAl L.

5. 5ol F7F5t3 = AHgAL ol 2 H B E #2081 FIISH Al 2.
6. o] 52 5ol F7l5tH ™ Enterg FE2A A 2.
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ST 1 1x0| 250l U= FA BA

SMITTYE A235to] 180 Q= A9

o
==
>
sk
L
o

T2AXN

1. SMITTYollA| EQt W AFEA}E AEStAl EnterE FEH A 2.
2. 15 AE5ta Enterg FE2AA 2.

3. 1§ 54 W7 /| BAE st Enters F24A 2
4. 1F 739 58S A= 1F o5& dHshiAl L.

&1}
TF 74e] EAPUL,

ST A1X 2| DS 0| M A2 XL H|H

SMITTYE ARE3t] TFoll A AREALE AIA R T

TZ=ANK

1. SMITTYollA] Bk 2 AL 2LS Hed5l T EnterS 24 A 2.
2. 15< AEst Enterg FEAHA| 2.

3. 15 54 W3 | EAE AJEstal Enterg FEHA L.

4. 3F 7Y H55 BASH € 1F ol5= UL,

5. ZFolM A A st = AREAF ol 52 AMAIsH Al 2.

6. 15olA o] 55 A5 Enters FEH A L.

2

oA ZLFolM AHEARE AIARAF U
BETENHP-UXOIM 5 = ol #a

HP-UXOllA] NIS 4= NIS+E AHE-5HA] %= 7% SAM(System Administration Manager)& AH&-5to] 150
sl 2k st Al

BTN HP-uxOI N 28 Bt

System Administration Managers A8t 150) AMEALE F7Fsh )

T2AXN

1. SAM(System Administration Manager)OllA] AF82F 2 15 Al S F H S5 A 2.
AES FH ZEHGAEAIL.
L ZA| oM 27t EhE& Adsto] Al LF 7 E & EAISHAI L.
)

A2 2Ysto] 1FS AL,

SETEN HP-UuXxO| M 1E0i AFRXL X7}

System Administration ManagerS AH-83510] 1&0f AF&ALE F7Fgh )
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o2 AN

. SAM(System Administration Manager)ol| A AF&A} 2 I8 A2 T H S A| 2.

5SS FH ZHAAL.

& OB ARBEAISHL 2| £ Bt AEsto] 7|2 1F +74 HdE2 EAIsH Al 2.
. g0l F7tete = AFEALE A Esto] 718 S5t Al 2.

. OHE 5ol ARSAF 7ok ZF ARS-Afo] tisl 4TA|E REESHI Al .

. EEo| o] FUHE &S5t ERlS ZHAH A 2.

og A WwN R

21t
o4 g ALEAHE E7HHE Yt

BIETENHP-Uuxe] D20 Q= AS HA|

System Administration Managers AH8-5t0] 152] 7144 9-& ZAIE Yt

T2AX

1. SAM(System Administration Manager)ol|A] A8+ 2 & Al S F ¥ S2H4A 2.

2. 15< ¥ 2.

3. 15 o|F& AR EAISHL 2A|o|A £ Eth22 Adsto] 159 AHA &8-S BT 7|& 15 &%
Ed 2 FAGHAI L.

21t
JE F49el AR

SLETENHP-UuX2] O Z20j| A AL XL H|A

System Administration Managerg AH8-510] L E oA AH8-AHS A AE T

OZAN

. SAM(System Administration Manager)ol|A] AF&2t 2 15 A& F ¥ SEsHAAl 2.

CAES T ZEEIAL.

& OlEE BRIEASHL 2 A|0|A = Brhe-S AEste] 7|E 15 74 jd S BASHIAI L.
. g0l A Ast = AHEALE A Est] AIAE SHHAIL.

. g0l THE AFEALE A7k W 2 AREAtol| tisl] ATA S RHESHI Al 2.

. BEoA o] 5 AAE HEFIE RIS S A L.

= ==

og A WwN R

21}
oAl T AHEAHE ARSI,

ST Linuxol M 08 o 9 2l
Linux©ll 4] NIS E= NIS+E5 AHE-5HA] eb= -9 /etc/group & AHE5to] 150l tisl 2 st Al 2.

TN inuxoll M O A

X}
groupadd H g AHESto] 1ES 2

-

S
t

Yk,

T2 A|X]

M 15 A/ ok B S A AlL. groupadd -g group-ID group-name
o} 7] A, group-ID= 152] 22} IDO] 1L group-nameS 15 o] &Y Yt}
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23
1 /etc/groupd 1E AHE B {3hch

TR L inux0l| M D 20f| AL XL X7}

usermod B S AF_5lo] &0 AFRALE 278 L)

T2 AN

B3 g0 PAAS F71teIH usermod B AYstol AHEAL AR TALR BE 1F R ALEAT} 7
gglo] 5|t BE 1§ s,

S 501, AFEAF groupalEe] F/dU o]l groupb o] /ol H= A tha B P ol AR HU
usermod -G groupa,groupb user-name

o7]X user-name = AH&A} oY YTt

ST inuxe| DB = 1A HA|

getent B3 AL 3lo] 152 2HUL BAFU

OZAN
59 FHURJA AHEAE EAoF W oh3 B2 Ao Al 2. getent group group-name
07| A, group-name& 1& o] &t}

TR L inuxe] J20|M AL XL H|A

usexmod g2 AHE5Ho] Foll A AREAE A AU H

T2 A|X

H= D20 LAY E A 75t ™ usexrmod S A3Y5t0o] AEAE LAY Z U AEHEHE 182
FEAITHAIL.

& Sof, AF&ALe] 13 D50 users O] AHEAL7L mgm, groupa ¥ groupb1&2] A Y0l 7| & S S
mgm LE0]| A AH&AFE A A5 thg W o] Ak&HUth usermod -G groupa,groupb user-name
o} 7] A user-name-2 AHEA} o] 29Ut}

BT M solarisOl A O8 =M 9! 2t

Solarisol|l A} NIS B=+= NIS+E ARE-5HA| = 739 /etc/group 3t & AR5l g0 tish 2HAsta Al .

ST solaris0l| M 15 =y

groupadd 32 AH&sto] 152 A/d gyt

—_—

T2AKN
th& B3= Y5t Al 2. groupadd group-name
o] 7| A, group-name& 1E o] 2},

&1}
1Y /etc/groupe 18 AHE HQFH T}

BT M solarisOl M J20f| AF2 XL X7t

usermod 3 A&kl Lol ALGAFE F7hahL,
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T2 A|X

B2 O20 2AYLS 271512 usermod HH S Aasto] AFEA7F A AU HE 05 W AMER 7
‘o] Bl= BS 15 YAl L.

& 501, AH&A7F groupalE-2o] 7/ el Al groupb o 74 <d0] H= 7% usermod -G

groupa, groupb user-name T2 AHESHIAI L. 7| A user-name & /\}ﬁx} o|l&dyrtt.

BT solaris2| D150 = P42 HA|
Jetc/group 5l & Zalsto] 18] - ;w%—;— EAIFY

T2 A|X

. 280 TAAL A2 Jetc/group HAolH AT 15 0] FEL HAHIA L.

BT M solarisS] I 200 M AL XL H|A

usermod FH /\}4‘1‘]-01 oA AFEAE A A

T2 AN

B3 IF0A /39S AlA5tEH usermod 2 A3Ysto] ALEALE LAY R GAFE = S 15
BEAISHAl 2.

A& E0l, AH&Are] 12} 1F 0] users ©] i ARE-AL7F mgm, groupa ¥ groupb1E9] /3ol 7] & §F 7%
magm ZLE-of| A] /\Pﬁl}i AAsHH th2 ¥ o] AFE-EYth usermod -G groupa,groupb user-name.
o7]A user-name & AH&A} o] &4 Y.

BT wWindows0l| M -E— Zh ol 2|
o] XA QT AE 0| = Y AH] A|ARIA 1FE Teots ZEAAE Faf Yt
=9l Ao 7] o] th3l] AF-&AF 2 152 Active Directory=S £3f 2] g Uth. Active Directory AR-&-0f] thgh Z1A|
3 s Y 2 A A AAGS FEIA AL,
2AE 15 WA o] ot BE HAARGS F T 27 A ZE AU MQSC ¥ REFRESH SECURITY (%2
= PCF )-8 )2 W ah7hx) A4 517 U,
A T 39S AFESko] AFEAF W 15 o) ARSI 2. B 2L AR Aol thak mE M AA
S AL O] m28 mbx) 2 8ER| ghe 4k gt
Windows Server 2008 2 Windows Server 2012

Aojg > AR D GBS > B £7 > AFE Bel S AHEste] o] ol Ax| AT,
Windows 7 ¥ Windows 8.1

o) 27> AFE BelS ALg3to] of sdo] x| AHI AL,

BT windowsOoll M 15 =t
Alojehe AHE3te] 152 A4 T

odlt rlo

), Oﬁ.

O AN
1. Ao g ol A2
2. % E7E % ¥l FYHAlL,

o] =7 wjdo] Juch,
3. AFE Vel T 2L,

217E 7] mjdo] AU,

4. 2A ALY 122 HAJAA L,
5. 152 0}929] 0 2% thx 25w A 1§...2 HeSHA L.

A 2% mido] EAF YT
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BT WindowsOlM 150 ALK} X7}

Alojare ALg3to] 1ol AHgALE F7FE o,

T2 A|X

1. Ao} o Al 2.
2. B2 E7E 5 W 25N L
e) =7 ajdo] dAYT,
3. 4%H BelE 5 9 2L,
AFE B o) JAYt,
4. ZFE B ol N 22 AHEA L 115G BAMAL
5. AHEAFE HEBHAIAL L,
6. 150l 75t LGS £ ¥ 2FHIA 2.
AbgAL 2 shdo] EAIH .
7. e 92 AeEHAL L.

d) ABE BEC] 15 0| 52 YYHIAI 2.
El, 0.2 25 A3 2712 29
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o] YK F AF-85to] MM A A Hof Bdol tial] o]sistd Al 2.
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H 15 MQI = &0 Cigt Aot 2o
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*ALTUSR 2 Abg2te] Hgto] MQOPEN ¥ MQPUTL S&0l| AHE-E| = = 5183t}
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*CONNECT MQCONNZ &&5t0] 2|4 E 7 ] 2o o ZejA|o| S A4t
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*RESUME MQSUB S&-& Ar85to] 52 A7 &t
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*SUB MQSUB 2&& Ah8-sto] Ego thdh 52 2Hd, thAl| == A7ty o

>
0z

4

[e]

IBM MQ £ 9t 139

r
n



H 16. AHAE SZ0f it He 20

AUT A

*PASSALL AAsH 7ol RE HEAEE Mgt RE AEAE Wy Qe Q3o 2 HE &
Ayt

*PASSID A A= Fo] ID HEAEE AIShc) D AHAEE Qo] A AEQL =T T),

*SETALL A Fof| R E HEIAE S AAShc o] 72 E4 A|AH SE T Eof| A AR
=3

*SETID 2|74 Foll ID EAEE AAShUt} o] A2 E4 A AH] f-E2 2 E]o)|A] AFE-SHU T

¥ 17. MOSC 5! PCF = Z0f| Cist Hst 20

AUT A

*ADMCHG AQE LBAE] £42 HA T

*ADMCLR A g @ B E (PCF Clear 2 BEAE Hoj|ut s h) S 2]t
*ADMCRT 2 A= 95 0o] o HAE 2 2H 3]}

*ADMDLT AAE @ HAEZ Abgsh o

*ADMDSP A" LBAE £ FARY

AUT v

*ALL QL BAEo| A8 7t53 BE 242 AMEE U all U3 QL BAE {of At
Hstalladm, allmgi 2 systems AEsH 2 5584},

*ALLADM L BAE tal 48 4 e BE T 2242 £y}

*ALLMQI RLEAE HEE £ = BEMOIEES AHERY T

*CTRL A, 2la, Ae| A0 Al Bl SR E Aoyt

=
*CTRLX =A RIS E A5l ITk9-E A& syt
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GRTMQMAUT E3 Al

Agto] W F A9, GRTMQMAUT §H & A5} 54 @ B Eof N AsHE AMSAF T2utd it AbgAF 1
Foll ¥%h2 Fof g 4= QlE Yt thg ol Al= GRTMQMAUT o] AHEE| = i 2 ARyt

1.

GRTMQMAUT OBJ(RED.LOCAL.QUEUE) OBJTYPE(*LCLQ) USER(GROUPA) +
AUT (xBROWSE *PUT) MQMNAME ('saturn.queue.manager')

o] | A|of| A

+ RED.LOCAL.QUEUEE 2 EAE o]Z]t},

« xLCLQ(EZ F)&= LEAE Uyt
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*BROWSE= FollA HIA A& 2H7] 913k dehE 7kt th(browse &A1& 225ko] MOGET 23).
*PUT2 ol HIAIA & ¥=(MQPUT) Hdhs F7FY T
+ saturn.queue.manager+ 7 |z} o] EY Yt}
2. oh3 Y2 AMSAF JACK B JILLONA] 7]+ 7 eEjzpo]| tisf mE 2 A|A Fo)of A8 7Hseh HE Hd
Foigyrt.

ftlo

GRTMQMAUT OBJ(*ALL) OBJTYPE(%*PRC) USER(JACK JILL) AUT(*ALL)

3. T}S &2 A2 2} GEORGEONA] 77 &) A} TRENTO| A 5 ORDERSO] HIA| A & @ = HsHS Fojgh ),

GRTMQMAUT OBJ(TRENT) OBJTYPE(x*MQM) USER(GEORGE) AUT (*CONNECT) MQMNAME (TRENT)
GRTMQMAUT OBJ(ORDERS) OBJTYPE(%Q) USER(GEORGE) AUT(xPUT) MQMNAME (TRENT)
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Ytk
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RVKMQMAUT OBJ(RED.LOCAL.QUEUE) OBJTYPE(*LCLQ) USER(GROUPA) +
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o] ol Ao A FofH 2| Foll HAIA|E F&= Hto] GROUPAS] ths Al EH YTt
2.

RVKMQMAUT OBJ(PAY*) OBJTYPE(%Q) USER(*PUBLIC) AUT(*GET) +
MQMNAME (PAYROLLQM)
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MQCONN &4
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MQZAO_CONNECT

H 20. MOOPEN = &0 CH3H

th2oll st dst de T BAE(144 Ho]X]9] |ZZANA QLHAE T @A L BAE
r)
MQOO_INQUIRE MQZAO_INQUIRE (144 =] | MOZAO_INQUIRE (144 3] | MQZAO_INQUIRE (144 3|
o|x]e] I2; ) o|x]e] I2; ) o|x]e] I2; )
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H 20. MOOPEN S 0] CHslf Z st Hot At (Al%)

cheof dist st = F BAE(144 Ho]A] 9] |ZEAN|A EBAE e L BAE
ry)

MQOO_SAVE_ MQZAO_INPUT = 9s 28d 4 gle
ALL_CONTEXT (144 |°]
Ao 13j5)
MOOO_OUTPUT(AA ) [ MQzAO ouTPUT Hgs 4 gl Hag s olS
(244 =°]A]9] 4y )
MQOO_PASS_ MQZAO_PASS_ 88 9 AL Qe
IDENTITY_CONTEXT (144 | IDENTITY_CONTEXT
Hlo|x]e] [5; )
MQOO_PASS_ALL_ MQZAO_PASS 285 4~ gle ZAA} Qt5}
CONTEXT (144 =|o]A]e] | _ALL_CONTEXT
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FéJ )
MQOO_SET_ MQZAO_SET_ MQZAO_SET_
IDENTITY_CONTEXT (144 | IDENTITY_CONTEXT IDENTITY_CONTEXT (144
glo]x]e] [5; , 144 o] #lo]x]e] [7;)
Ae] Tey )
MQOO_SET_ MQZAO_SET_ MQZAO_SET_

ALL_CONTEXT (144 3]9]
Ze] 5,144 o|#| 9
rgy )

ALL_CONTEXT

ALL_CONTEXT (144 3]9]
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MQOO_OUTPUT(H 4 )
(244 o] x]e] 9y )

MQZAO_SET_
ALL_CONTEXT

MQZAO_SET_
ALL_CONTEXT (144 H|°]
Ao 75)

MQOO_SET

MQZAO_SET
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MQOO_ALTERNATE_
USER_AUTHORITY

(1244 =o]x]°] 10y )

MQZAO_ALTERNATE _
USER_AUTHORITY (144
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MOPMO_PASS_ MOQZAO_PASS_ st gle AL St
IDENTITY_CONTEXT IDENTITY_CONTEXT (144
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MOPMO_PASS_ALL MQZAO_PASS_ 2835t 4 9ls HAL gt
_CONTEXT ALL_CONTEXT (144 © o]
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MQPMO_SET_ MQZAO_SET_ Aes 4 9ls MQZAO_SET_
IDENTITY_CONTEXT IDENTITY_CONTEXT (144 IDENTITY_CONTEXT (144
#lo]x]e] 12y ) #lo]x]e] I7;)
MOPMO_SET_ MOQZAO_SET_ Aes 4 gl MQZAO_SET_
ALL_CONTEXT ALL_CONTEXT (144 3]9] ALL_CONTEXT (244 #°]
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H 21. MOPUT1 &0 Z Qs Hot Hsh (A4

okl e dst ge 7 2BAE(144 ¥o|X|9] |ZEA|LQHAE 7oA L BAE
)
(A% ) (144 Ho)Ae] | MQZAO_SET_ A8+ el MQZAO_SET_
r9;) ALL_CONTEXT ALL_CONTEXT (144 5 °]
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USER_AUTHORITY USER_AUTHORITY (144
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MQCO_DELETE _PURGE |MQZAO_DELETE (1443 |[H&d 49< A8+ 93
o|z]e] 14 )
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« MQZAO_CONNECT
- MQZAO_INQUIRE

* MQZAOQO_SET

- MQZAO_BROWSE

* MQZAO_INPUT

- MQZAO_OUTPUT

- MQZAO_PASS_IDENTITY_CONTEXT
- MQZAO_PASS_ALL_CONTEXT

- MQZAO_SET_IDENTITY_CONTEXT
- MQZAO_SET_ALL_CONTEXT

- MQZAO_ALTERNATE_USER_AUTHORITY

2. MQZAO_DELETE(144 H|o]x]9] 14y 3 &%) % MQZAO DISPLAY:=
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ALTER object

BAE g4 A

= MQZAO_CHANGE
Z7) MQZAO_CHANGE
T2 MA MQZAO_CHANGE
7 ezt MQZAO_CHANGE
oz BZ MQZAO_CHANGE
Ql= M H MQZAO_CHANGE
L= MQZAO_CHANGE
Zajo|olE A4 g MQZAO_CHANGE
CIESE MQZAO_CHANGE
AJH] A MQZAO_CHANGE
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CLEAR object

2BAE 24 A
T MQZAO_CLEAR
A MQZAO_CLEAR
LEAA A8 els
7 ez Hed 4+ gl
ol &BF e ele
AS HH A8 48l
A A8 els
SetolIE A4 Ad A8 ols
GBS A8 els
AlH| A A& 4 el

DEFINE object NOREPLACE (149 Hjo]#]e] 1y )
2BAE U4 A
T+ MQZAO_CREATE (149 H|°]#]2] 2] )
A MQZAQ_CREATE (249 sl°]|x]9] [2) )
TZAA MQZAO_CREATE (249 #|°]A]2] 2y )
7 Bzt A8 48l
o5& MQZAO_CREATE (249 #|°]X]9] [2; )
o= AHH MQZAO_CREATE (249 3|°]X]9] [2; )
g MQZAQ_CREATE (249 =l°]|x]9] 2 )
2ol E A4 Ad MQZAO_CREATE (149 H|°]A]9] 2] )
EESE MQZAO_CREATE (249 #|°|x]9] [2; )
AlH] A MQZAO_CREATE (149 3|°]A]e] 2] )

DEFINE object REPLACE (149 Flo]z]e] 1) , 149 Hlo]A]2] [3) )
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e MQZAO_CHANGE
TEAA MQZAO_CHANGE
7 e 2t 288 & ole
oz 22 MQZAO_CHANGE
Q= Ay MQZAO_CHANGE
JE| MQZAO_CHANGE
Sajo|dlE oA Y MQZAO_CHANGE
) A4 MQZAO_CHANGE
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[EAE g4 Ask
AH| A MQZAQ_CHANGE
DELETE object
SBAE g4 A
T+ MQZAO_DELETE
A MQZAO_DELETE
TZZAA MQZAO_DELETE
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ol &BF MQZAQ_DELETE
AZS K MQZAQ_DELETE
g MQZAO_DELETE
Zefo|AE A Ad MQZAO_DELETE
EIEXE MQZAQ_DELETE
AlH| A MQZAQ_DELETE
DISPLAY object
2BAE "4 A
T+ MQZAO_DISPLAY
A MQZAO_DISPLAY
T2AA MQZAO_DISPLAY
7 Bzt MQZAQ_DISPLAY
o5& MQZAOQ_DISPLAY
A HH MQZAO_DISPLAY
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AFHHE A8 els
A MQZAO_CONTROL

IBM MQ Eot M& 147



o [m)]
L L
(m] (]
= =z
L L
= =
X >
L L
o o
o o
op| oo o |om|on]|om|on|on]| S |on]on ojn on|on|on]|on| S| op|o|op|om
5| TF | oF of | G| o | oR | OF | oF w % | &F LE of | TE | oF | oF m LL 5| oF | OF | TF
| <k [ < | <+ ezl Gl I IR PR RN IR ] R g2 Il R G IR I I el | <F | <F [ < [ < | <+
| | e | By G Ko B e B e = ke R ™| By o [ | e | e | < | G ol B B R
Ak | oo [ o | oo < | oo | oo fdo|do|do|de|S|dofde Ak | oo oo | co | oo do| S| <+ co | ofo | dfo [ oo
R R KT PR RCO RO R KRR =R KT R KRR (R = | & L X R R | "
o n g
T T m T
B = B z B
w| % s w| <[ = | % I | < | = | H %_L S| w < [ = [
7o |T|«| E|® o el e S ol el R A (Tl ||z« §|7 = T | o
) |w (<= | © a3 T [Pl |=| 5|1 = (o | P np | o | T | Ar = | S| = | # | e
of [mu|a || S loA|m[N|H|mE|[o || |m|m (x| S |A|[mE|N|H|mE|o|a|T | T| £ | Ne{HRE TR
i i =
o o (7]

148 IBM MQ E¢t



QHAE g4yt

A HH A8 ols
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STOP object
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2d MQZAO_CONTROL
Zelo]AdE AZ AHd A8 48l
SENE] MQZAO_CONTROL
NEIES MQZAO_CONTROL

. DEFINE 39| 72, LIKE L BEAE (A H 7)o t5t MQZAO_DISPLAY 3t T Q3 LIKEZ} A=k
SRRkl SYSTEM DEFAULT.xxx 2 B A Eof tfj gt Hgto] F g}
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present [ absent
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& 2l BohS BE ALg St 9 IBMMO: it #ej Al o 5ol XJ—‘,:——‘?‘—E 2719 220t S AARU L 2

F AT 3R AE o5 AFR7 27t Z2atd & AR & 22 akg] »E 2ol sk

dd e 40] Aoyt

%] = v 2] 53 A2 2ol tisf A2 F4 F7tol] AT AFEAFIDZF A ZEato]] BN ASHEE 518

;HOF %H—IEP o & Eof, t}-& RACF H S AFgstH CONNTQMl 189 A}RXP}?{-J—PE'JZ}TQMlOﬂ AZAg
& AFUTH i AHEAHIDE B E HlA| = v %] 53 A Aol 58 dUth

RDEFINE MQCONN TQM1.BATCH UACC(NONE)
PERMIT TQM1.BATCH CLASS(MQCONN) ID(CONNTQM1) ACCESS(READ)

SETIEIN = = o] H}9II =l OfZ2|3|0] 41 CHCKLOCL AFS
CHCKLOCL— BATCH 922 E8ijA 25 AZAofut -85 31 CICS =+ IMSo| A ZHA]H A Z o= 2] -85 %
Syt g A7 S 538 2 H 722 CHCKCLNTol 23] Ao g Ut

e

z/0S T # A 24 2 "I H o Z A o] 2] A7} obd AR ol thal] AFEAFID W H|UH S HANS A A
SHEE AJskal A2 7 -2oll= oS 9 271 1448 3y sloF gyt

o]of] th$} o] F+= CHCKLOCL(REQUIRED)®] /3 Fofi= MQCONN API S &3 A-&5t= A A| HiZ] of 22
Alo]d-& o o] F Tejatol] AZAT 4+ EU

7/0S2] ZHQolgh =4 Z7ro] )12 HoFS 7|Hko 2 st Bt A E5tE mj# U= S EYs] Ao
sl 2 &% CHCKLOCL(REQUIRED) T-A]-2 CHCKLOCL(OPTIONAL)C] th& 2 E5}= o) AR5
AFEE HAYUSZS L thS "l AEo] o9} 5h| A E o] Ql& Ut

CHCKLOCL( REQUIRED)®|A] EVERYONEX.C} T 2 MBS 5] -83517] Y3l T4 F7HS MQCONN S A9
hlg.batch 92 Z2utdo] AZst= A A APQX} IDO] YA A BEl-E 5= At g2 Yoz
CHCKLOCLS A3 Al 2.

%4 B7F A8} Do) AZ5}7] 915l B R 3 248 READ A AT 9l -0l CHCKLOCL T4 o] 4
CREREE LN

N
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4 37+ AH&A}F IDO] UPDATE A2 (% o]4)7} 919 % CHCKLOCL T-4J-2 OPTIONAL % E0jl A 253
A0 5 M S A4 B SR A S Aol A 3t S o 4o
ofo it}

) Eﬂ
HI

/\1 A ZFSHAIA @, 2 A 3E B E AF2ZFID W H|UHS 7 AZL 9))
2 1 WS Agstel 217l 1 E2ajolo] e SHLAT} S BE AL LlahIALe.

RLIST MQCONN MQ23.BATCH AUTHUSER
A& 501, ol B2 3= BEAGU

CLASS NAME
MQCONN MQ23.BATCH
USER ACCESS ACCESS COUNT

JOHNDOE READ 000009
JDOE1 READ 000003
WASUSER  READ 000000

3. READ A 27F 1= A0 2 Yh = 24 ARGAHIDS] 4% YN A s A2,

UPDATE:- PERMIT MQ23.BATCH CLASS(MQCONN) ID(JOHNDOE) ACCESS(UPDATE)

4. 1BM MQ 7-/d-2 CHCKLOCL(REQUIRED) 2 H 734 Al 2.,

MQ23.BATCHol| thist UPDATE HA| A2t &zl A7 o] 232 CHCKLOCL(OPTIONAL)S At Y& oJn|gt
[B]=

5. oA sl P ojlA] L= R E AZAo| AFR2FID X H|'UH S E A|-23 4= == CHCKLOCL(REQUIRED)
&4E o] 57 AHE-AL ID(oll: WASUSER)©ll 485t Al 2.

che WY Aagsto] o] Mol Ae MAAY S ATste] 0|2 St AL

o=

PERMIT MQ23.BATCH CLASS(MQCONN) ID(WASUSER) ACCESS(READ)

z/0S 7 B2|xtofl FHEIX] b2 HE Hot
o] oA, thZ& F3sof eyt
1. o S A3gsto] MQCONN S A0lA] h1q.BATCHS] A2 Z2utd-& g5t Al 2.

RDEFINE MQCONN MQ23.BATCH UACC(NONE)

2. o] =2u}Aof th3t UPDATE & IAE 7H 4 Q=2 ulix] AA S 25 B E AR} Do) F e Abo] of
ot UoHS HostA A 2. o] & 43851H A Aloj] AFRA} 1D} H] W T °] CHCKLOCL(REQUIRED) & 7-A}

s

ol FA U}
che Wad e Aagste of

SayshaALL.

mm

PERMIT MQ23.BATCH CLASS(MQCONN)ID(JOHNDOE) ACCESS (UPDATE)

ol 7)oz AL} 107} EEHE Ut
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a. CSOUTIL, ISPF ojd 2 7|} 24 2 il =& & tof ALYt}

b. 7 | ztol] AAx 22 vl x| e} A Yt ol & S°1, Advanced Message Security, IBM Integration
Bus, Db2 AEO0J=E T2 AJ#], USS X TSO AH&2 U Java o Z ] Al0] A& 13 Al 2.

3. oS B S Assto] 7 TeE|rpe] AR Z2utd S ARSI Al 2.,
h1lqg.NO.CONNECT.CHECKS
4. o)A st JgoA o= 2 E dZo] AF2AID W H|UH S E A ZS 4= 9 == CHCKLOCL(REQUIRED)
52H2 ofite] £ A&} ID(C)l: WASUSER)©ll 2-&5H4 Al 2.

thg e Asiatol ol Mol 2Hdsh MAANRS B 0|2 SN Q.
PERMIT MQ23.BATCH CLASS(MQCONN) ID(WASUSER) ACCESS(READ)

ST s i zioj| ch3t iz Bt m2ny
A7 7AALZ o]at mantel e Hof| CIcS Tol7t @ = 7 weja El
CICS 4 Z7tol AT AFE2} IDo]| 2 T 21} of tfj$t READ A A
A7 7 2

A EEviee ohg ofAS AT,

= O 1

e U

hlq.CICS

o{7]X hlge gqmgr-name(F B2} o] §) E= gsg-name(F &7 L& ol 8)dUth 7 Hejxtet 7 3/ 1
& 2 BohE B AFESte 9 IBMMQE F BEjzt o] §o] HEHE 7hd mRutd g AARch 2
SRS F TR IE OIEY FFRF7HE ZEo A S AR & 20ty B & 2o Ajsh=

3, A 23] dufghyt.

C1cs9l 2 2o thsl CICS 4 F3F ARGAF IDRE 12 L2 ufQlof] M| AskES 5] &3fof .

ol & E%, th3 RACF &2 CICS 54 37+ AR-AF ID KCBCICS7} 51 &2k ToM1oll A2 E 4= A 518
Yt

RDEFINE MQCONN TQM1.CICS UACC(NONE)
PERMIT TQM1.CICS CLASS(MQCONN) ID(KCBCICS) ACCESS(READ)

SRETIENN s o Zof cifgt 1 ot mant
IMS 94 ZALS et ZEnH-2 Holl IMS Hoj7t @ = 7 Hejat B
Ao} 8l £4; oJo] ALgA 1ol A2 Z2ahelo] tjgt READ A 25

IMS &2 HAt Z2ubdl 2 ohF A S AHESY

T 15 olg22 Fddyth IMS

o
2
ol
>
>
fo

hlqg.IMS

°7]M hlge gmgr-name(F# B4} o] F) = gsg-name(F 3+ L& ol:)dUch # HA et 7 3/ 1
& 2l Hobg B AREShE 739 IBMMQE 7 At o] 5ol HF 2 F7He T2l 3 HARM o 2
5 Pe A 7 3F 1F oIS AT 7 Z2ahd e AR F 22utd 5 7)o Aujiste
3%, 94 230l Auidy

IMSe] A2 @ ol thall IMS AH|o] & & J G AFEAF DO A2 Z2utd AA A H
o & 0], th RACF 32 tF22 5|83yt
o 7 2 TOMLol| AZ3SE7] 95 IMS P A8} ID, IMSREG.

o

& BojshAl e,

el
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* BMPGRP 1&9] AH82H= BMP 2 AlE8 4 A5t

RDEFINE MQCONN TQM1.IMS UACC(NONE)
PERMIT TQM1.IMS CLASS(MQCONN) ID(IMSREG,BMPGRP) ACCESS(READ)

SETIEN 2 A=t off Yt 12 H ot TR T

A A)Z7)olA e d Bare 946_ T2 e 2 phejzl £ 7 2§ 18 o] 23 1 Hoj o= CHINO.Z 7
HEUCE R AR 2 AR Bl AT 24 270l AFRE = AFEA} IDo] 9172 2 atelof tjat READ A

AZ HolstAA| Q.

A AA7IoM AES HAsHE Z2utd 2 the FAS ARSI

hlq.CHIN

°1714 hlg gmgr-name(F ¥ 7t 0 F) == qsg-name(F &+ L& ol S) AU 7 BejAet 7 3/ 1
& 2 Hebs 2 AH&5h= %3¢ 1BM MQ T At ol & °l %‘3%%‘— F7He Z2ubd 2 HARM G 2
P T A Y E—J AR5 371 Z2ad e Ao & 22utd =5 7)o Aujiste
39, A7 2ol *‘HHC*LJE}

A A ZE719] A8 2o sl A'd AR = AR B AT A Fo| A AR H = ARG A IDO] His)
Tz A AE 7@‘345 AL,

ol & o1, o2 RACF B &S AH&-5HH AHE-AHID DQCTRLE A3 F0l g AJ2H7] 4 F1to] 7 Hajat
TOM10l| 918 7Hs 8y

RDEFINE MQCONN TQM1.CHIN UACC(NONE)
PERMIT TQM1.CHIN CLASS(MQCONN) ID(DQCTRL) ACCESS(READ)

b 205 ENCLD g Si3t TR0
T Hobo] Eshe ¢ sl Fefi Lol T2utel g Holsia g o|u} AHER} 1D i = 2 ko] of
3k QA2 5 Gt G, 7 Hot Zentle 7 pela E% %Trf 2 dej e o wet AP "ok

T Hobo] &/dshe 7 tha= s slof Sy

- EAE © Z23td S A-SHE %% MQQUEUE 1= GMQQUEUE 22 Aol =2 hl-S % of st Al 2.
Haeat &8 2 utd-g AHE-SH= 739 MXQUEUE 4= GMXQUEUE 22 o] 21t 7 o] sh Al 2.

- "Rt aF0lu AR} 1D 3 Z2uplof] thok HM|AE 585t 7FE AHESHE IBMMQ API 832
e 4 QS dof Fhuick.

T HEebS et Z2atdl 2 thg FA S AR
hlg.queuename

1714 hlq= qmgr-name(FF #e| 2t ©|5) &= gsg-name(F &/ L& °15) 3 st 4= 2131 queuename

%Wm%NawamligﬂﬁiﬂﬂEqAaaHﬂﬂ@%qg%Lo%ﬁﬁﬁgqq.
T:’rT&EJXP o] 5o FFFE F7he T2utd 2 8|7 7 FE Aol A T 7ol et AN AE Aoyt 7 37

o|29] YEHI} Z7tH Z2utd e F F§ IF U] B E 7 H Aol A sY o] 22| s}t o] A}e] o
EHOP WAL = 5 W2 Ao 7 wejake] 37 ol thet AAMAE Aojgdy . o] WMl L= sl F el &t
ofl A o] ol thal 7 #ela} ol mzujelg uo}oq 7N 7 )bl A A 753 ok
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F At 7 26 1) Welol 1 7 e atel 7 39 1E HW BILS BE ALgSHE
Pej} o Bo] YEHE e meue e WA FARIY T 22 5 ok 49 7 28 18 o829 dERs}

il meside gapy

THAEAE A A 7 37 15 2l Bots Aot & AAd Y
5 ol 5o ol s mi mel 7 MMEIEIINC) o 52l 49 7 Botol Aok upol g AAE v g-2
Tr6 sfol o] rerelola ol clg Ze|AiE 3 176 solA9] o o Gt melAy o U Hx
AL

75 o o] B3t RACF M A& 2|4 € MQOPEN = MQPUTL 4ol ufe} b5t & ol/de] MQOoO_*
3! MQPMO_* 410 :*EQPH‘?%_ T;r 1ok ZA B3 74 =2 RACF Aatol sl P

H 31. MQOPEN EE= MQPUT1 R EE AE5H= 7 EoHo]| CHEE MM A 2

MQOPEN == MQPUT1 34 hlg.queuename |20l T RACF HA| A &

MQOO_BROWSE READ

MQOO_INQUIRE READ

MQOO_BIND_* UPDATE

MQOO_INPUT_* UPDATE

MQOO_OUTPUT %= MQPUT1 UPDATE

MQOO_PASS_ALL_CONTEXT UPDATE

MQPMO_PASS_ALL_CONTEXT

MQOO_PASS_IDENTITY_CONTEXT UPDATE

MOQPMO_PASS_IDENTITY_CONTEXT

MQOO_SAVE_ALL_CONTEXT UPDATE

MQOO_SET_IDENTITY_CONTEXT UPDATE

MQPMO_SET_IDENTITY_CONTEXT

MQOO_SET_ALL_CONTEXT UPDATE

MOPMO_SET_ALL_CONTEXT

MOOO_SET ALTER
o & Sof, IBM MQ F a2} QM770ll 4] RACF 12 PAYGRP2] B E A}-872} IDL 'PAY'E A|ZtE] = o] 29] B
£ oA HIAAE 7FH A Y of 710l HIA| A & ¥ 7] ol BA| A7 Fofd YTt oh3 RACF 2 2 o] & 4=
B3 4 Slsyrh

RDEFINE MQQUEUE QM77.PAY.x* UACC(NONE)
PERMIT QM77.PAY.** CLASS(MQQUEUE) ID(PAYGRP) ACCESS(UPDATE)

E3F, PAYGRP T159] & AFEAF IDE PAY ©] & A1 125 ARESHA] = FHoll HIAI A1 & g2 3ol lofof
sty ol s =¥, o3 Asuyo

REQUEST_QUEUE_FOR_PAYROLL
SALARY . INCREASE . SERVER
REPLIES.FROM.SALARY .MODEL

GMOQUEUE 2 20]4 o ol chet 2 2utel & o)5t L o183} 20| sl Fah20] a2 Rofstof o
£ 5% 4 sy
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RDEFINE GMQQUEUE PAYROLL.EXTRAS UACC (NONE)
ADDMEM (QM77 . REQUEST_QUEUE_FOR_PAYROLL,
QM77.SALARY .INCREASE.SERVER,
QM77.REPLIES.FROM.SALARY.MODEL)
PERMIT PAYROLL.EXTRAS CLASS(GMQQUEUE) ID(PAYGRP) ACCESS(UPDATE)

2

1. ofE2|HA|o] o] 7 Eet = 2ukof| thsl| 7HA| = RACF A A| A 2| Hlo] Fg =, ’AGAIS2 sl 7ol ths

S (F, A MQOPEN) LE A @ B A E ghSo] sl 2 8 U ch. s W52 Mo 7ol thaf 7| =
oM ~5 A5 Ao o] m] Qe ol Z o] o] 7] oA~ 2Hlo] ok et ol thal wE ol
2 2ug AL @30k sl 49, 7o) BRd 7t o HAE 5o s 2 B2 F ohA] Fofof Fuith.

2. ool A 5 @] 2F o] 5 QM772 F 5 15| o5 £= AFHH.
A7E 47] 34 9 2Agehd Het figol wheh ok Het A R 75 4 i 2 Y £ Sy

188 H|o|x|o] TEAE Hotg ot T2ufol) 9l 187 wo|x|9] TLhA] A&A} HotS 9fet
z2rel) o gk AEatiALL. 7 A AE B oA ARga Heto] B gdshd 49 Wath 47] 54
9 beH TS WojR L o B0 22 180 o] A|2) T 369] L-8-8 HE AL
/T2 AHE S 9ol tha2 esioF gy MOsUB 2 27g0] 222 m Hel Aik= 235 4
Ol AF4F 10| A 1BM MQ ol A 2|5 271 sl Bk HA| A ko] 9l=] B IBM MQ B =0 B

23 M2 Asto] YI=AE Selal] 915 Saigyt

H 32. MQSUB 2 =S ArE%t= 7 229l AN 2

MQSUB 4 hlg.queuename HA|20f T 23 RACF HA| X
MOSO_ALTER, MOSO_CREATE, UPDATE

MQSO_RESUME

.

1.h

mgam 0 chgt mefAL

efof2 ol tial MQOPEN = MQPUTL 52 Ealishe 3¢ IBMMQ= ©&0lA| 2 BAE g gH
(MQoD)ell ZWH 7 o] 5ol thall 2k AAE Syt th/d 7 ol Foll thall AF§AFe] HAM| L7} 5185
A= AARSHA s U

oIS 51, PAYROLL.REQUEST ©] 59| 2|0 F-= PAY.REQUEST| tl’d #2 s g Ych. 5 Hto] 245}
%)™ H PAYROLL.REQUESTO| T+ OHH]A—}EE A3t Hojg]ojof gt} 7 PAY.REQUESTOl YA ASI== A
St 2o =7] FRI5t= HAM= £+ HA] g5yt

SN 22 0~ 2= AFRBEO] MOGET & MoPUT 28 2
SfLpe] oA 2lo] H ALE T 4 1 MOT 52 491 MQPUT 5% (= MQGET 537 5185 =2 570 1
3 A A AR E AP BAL B & UG FE Y F2 AT 03 T o) deloj A5 Hol3}
o H5 5 4 QG Ut Sht= off Z 8] #A o] o] FolA HAR & 7HH L == 0130}“ arajojAo|1l T2 St
= o Zg]A| o] do] Fol HIAR] & Y25 5t= dejojA/JdYTh

AN

& A E L 1BM MQol 3] 7E Holshs ol izt ol 2 BelEUc,

o

DEFINE QLOCAL (MUST_USE_ALIAS_TO_ACCESS) GET(ENABLED)
PUT (ENABLED)

DEFINE QALIAS(USE_THIS_ONE_FOR_GETS) GET(ENABLED)
PUT (DISABLED) TARGQ(MUST_USE_ALIAS_TO_ACCESS)
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DEFINE QALIAS(USE_THIS_ONE_FOR_PUTS) GET(DISABLED)
PUT (ENABLED) TARGQ(MUST_USE_ALIAS_TO_ACCESS)

t}-S RACF Aol & 2HA&flof g},

RDEFINE MQQUEUE hlq.MUST_USE_ALIAS_TO_ACCESS UACC (NONE)
RDEFINE MQQUEUE hlq.USE_THIS_ONE_FOR_GETS UACC (NONE)
RDEFINE MQQUEUE hlq.USE_THIS_ONE_FOR_PUTS UACC (NONE)

23 o8 7 hlg.MUST_USE_ALIAS_TO_ACCESS®l| talf A A H3to
g2t 15 AN A okejof ol RofatA Al L. TFS RACF B2 & o

it yo0
4> rlr
o
st
ofr
o
=2
2
2
et
>
>

PERMIT hlq.USE_THIS_ONE_FOR_GETS CLASS(MQQUEUE)
ID(GETUSER, GETGRP) ACCESS (UPDATE)

PERMIT hlq.USE_THIS_ONE_FOR_PUTS CLASS(MQQUEUE)
ID(PUTUSER, PUTGRP) ACCESS (UPDATE)

Z, AH&-2} ID GETUSER ¥ GETGRP 15-9] A&} IDYF 22| o] A F USE_THIS_ONE_FOR_GETSE 53i
MUST_USE_ALIAS_TO ACCESSOﬂH A2 & 7}A @ = 2 5] 8 Uk A4 ID PUTUSER % PUTGRP 15
o] AL§AF IDTF 2ol & 3 USE_THIS_ONE_FOR_PUTSS 53] WA & Y2 51 8F U

1. Ol o 7|42 Abgste | o 22 A o] 4 Aol Al SRk AL slg 21 AU AAlstE R
afjoF g,

2. =B AR ALQF B A] Fol| A B ES 7] = AR A E LR = 42 MQSUB API 230l A] A
ot FAA] Fol disl] o] 7eS AR 4 sy

b 205 SRR EN

zd 75 dfH 29 7 2|9 s dstel e 54 7 ZFE D 4 3lojoF Syt IBM MQ R 22l E| ol A AHE-H
= &4 75 Egsto] 54 Foll tieh AR RACF Z2utd 5 7 ofsti Al .
2 75 4 wf IBMMQ Eob2 79| 7 Bk HAS 2 ey,

1. B2dl FHof N A Hslo] &Y 7)?

2. 2d F7t s E = 54 Foll HA AT H3to] JAEY7?

54 7 ol g0l ] BEM) A A= 4%, ol *=1BM MQOﬂH = AL 2 v A A /-3 o] 59
4 77t 3‘.”\3%‘4‘3]'. JIZ AT o] %“é% ]— S w3lsl= M| o] 20| YdF HAN| AFRE] 7] wlBof| st
of thgk Uut == utel-S A ofsfof P,

o £ 501, MQOPEN &% CREDIT.CHECK.REPLY.MODEL %! 53] th”|¥ 0| =<2l CREDIT.REPLY* F ¥z}
(£ 7 37 18) oAl MQSP.

ol 435t ™ ths RACF 2 ralistol Hadh 7 m=updl s Jojsjo ety

RDEFINE MQQUEUE MQSP.CREDIT.CHECK.REPLY.MODEL
RDEFINE MQQUEUE MQSP.CREDIT.REPLY.**

3l RACF PERMIT & = 2Haislo] sjd =2 ut A of] gt AR} HA AL 53l oF ghy T},

MQOPENC & ZHA &)= JHbA Q] 54 7 0] 22 CREDIT.REPLY.A346EF00367849A03 S AU T}, mpx| 2t
AR A= k2 o AdE 4 gl7] wi&of| o]7] 7/ o] Fofl dvt =2 utd-S ARg-slof gt
o1

B2 1BM MQ L E} BN A & 54 Foll Y&yt th 54 7 o] Soll tis) L2upd g Hojata B At
£} 100] RACF UPDATE 9] 1512 3ofsliof g THE uH2 AL8-A) Do) sl 4 = 207 o] x1] (705
o] ot HALS 9Jet AFEAHIDY HR).

_9_
::, O]
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SYSTEM.CSQUTIL.* (used by CSQUTIL)

SYSTEM.CSQOREXX.* (used by the operations and control panels)
SYSTEM.CSQXCMD.* (used by the channel initiator when processing CSQINPX)
CSQ4SAMP. (used by the IBM MQ supplied samples)

ofZejAold =2 DYy A Hlujol|A] 7|22 0 2 ALRE = 54 o] & AMS-S Aofstr] Yol ZRutd 7
ol e 4 AF YT IBM MQA|F ZHa] Foll+= CSQ. * ?1 7|2 DynamicQName?} 3= o] JIEUT o] &
AFRS 04 14 45H RACF =2t o] A g},

o)l chs ofEeiA ol 4 T2 Tafuls} & Ao *5 X YohA] RES A L. I S
*§@Jﬂ¢“qqM@wﬂmiﬂ*W“LnEﬁ“°Mﬁé 9100, P jat oM 2~ U
of 3o} ghch, =, o] m2utel o o EAE RACF Z2utd & ®3}5}7] Qi oh2
Gl A1 A7} S ASHR S ol S 4 91 L

TN > 2~ = x =004 27| SM

ofZ2]7|o] o] th2 o Za]A o] Moz ZAH A7 4 =2 72 91 MQCLOSE SH 02 g 7 AH S Al
S} A2, 915 271 Kok AA} Al £ Alo] 4 o},

33 Y7E S F0|M 27| SMol| Cht A A 2|

MQCLOSE &4 hlg.queuename©i] = 23 RACF A A ¥l
MQCO_DELETE ALTER

MQCO_DELETE_PURGE ALTER

N = ot o) 2o 3

HAA S 2| E Fof Y& u] 24 F 2|2t FHste F B2 HRE F5 & uf] 2 == ol sl ut

2} eyt

oS 720 A8yt

1. 2] E {7} IBM MQ DEFINE QREMOTE ¥32 &3l 24 7 Zejz}o] ZLIEJ el APEJ% FeYEE F
o|EdUtt. o & 50, gl R E 77} 7 ez} MQS1ol E%%ﬂ 2ol Hol= =4

&f

DEFINE QREMOTE (BANK7.CREDIT.REFERENCE)
RNAME (CREDIT.SCORING.REQUEST)
RQMNAME (BNK7)
XMITQ(BANK1.TO.BANK7)

o] 749 BANK7.CREDIT.REFERENCE2] =21} MQQUEUE Sl 20 & o] =] ofof gt
2. 2ol tht ObjectQMgrName°] 2Z F TeE|A2 2= X] b= H9, B HAP L s 2 H (2| R E) 7 e
2} o] Zof ti5f| £ = HAZ} S AE 7 o] &0 sl £ u= S| AE Fo| A= Algyct
o2 Sof, 24 7 BANKL.TO.BANK7©°| 7 2]z} MQS1ol o] H U th MQPUT1 232 ObjectNames

BANK1.TO.BANK72| ObjectQMgrName % BANKL.INTERBANK TRANSFERS -2 2|4 5Fo] MQS1of|A] &
FYUITh o] A2, 23S 2~k AFEAFS BANKLTO.BANK7O! that 24 A~ Asto] glofok gk,

3. 7ol tiall MOPUT 232 433513 ObjectQMgrNameS =7 7 2| x}e] YejojA o]|20 2 A H5H= 7
&, 7 o] 52 7 AL ob 2} E}tol oish AARE Yt

B EE 7 AR AR S 7 0= B, 37t B Aert 2 E o= ey A FE= 77 # o] %]
o] YA wAA o] Holy o] 88 FX3AA L.

ST = 2| 7 ot

thso] AL A HIE-2 ] ol B A X & 9 s AT oA FA1S 93 M AL A AghE ] o
2ol Bl=-alH Fol = 545 wejakgto] 48P Ut ol }E RACF WS Hl=-2H 7 2 Lejol A Fof

2 g3kl 9T 4 Y&y
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o] WA A E -2 Fela sk B4 7ol 98 4 gyt o FolH F2E £ 9= U by
7 S Uk Gl A8 A} o] ol el g A AIsHA] Bk 517 915 ol2l Kok LARYE 1eishof g
o}

HA 2 & d E-2 ] Fof] Yo thg ZH2bo] 5-g= ofof ghch.

- o Z Aol =25,

- g AR F4 37 o] MCA AHEAID. (RESLEVEL Z2utdo] QA A o] = o] Ad AHE-A} ID7} 7
AbEl = 79, AHE AHEAF IDE Bl =-gE] Fol| AR S YoeH Hdto] " ashct)

« CKTI, CICS Al CICS EjA 3 AJ2}7]

+ CSQQTRMN, IBM MQ A|-& IMS E&] A U §,

HlE-2E Fol A HAIX S A 5 9l ATk o Zelllol e o HAIXE M 'S4 o Zel o]
10| ofoF FLIT}, L% A% MQPUTS 913 | =-2lle] Fol chat RACF UPDATE A2 o 21| ol %ofst
MQGET &2 AHE3to] o)A 2502 Bl Al 2 A AIE 4 917 thgol] 2AHEAE T 7hd 27] 22
theA s BlE-elE 72 ALS 7Hs s RS 4 QLo I3 Astu B4 ofZ el Aol M b v

AAE A 4 gy,

o] ZA| ol thigt 3k 712 s A A2 ol =-2 5 Foll EHﬁH o] WA AE FATh= A AU CKTL HAIA]
A ofo] HE ERAA = A A|2L7] 4 F3F B IESSH ol & EHIO]*MI% 217 WA A7 QlE YT o
£ o Eg}Alo] 2 %_FEM* FE SoliA vt Hl=-2E F %‘ AT 4 JAEUH o] dEjojA= o Zg Aol A
o] HA| A & HE-2|E FollX 7k 7] flsiA7} ofet ¥& 4= A =5 5]-&517] a2l = AdY
o= el o/dE S AY T
1. AE thlqual. SCSQPROC(CSQ4INYG)oll EA| &= A X £/ PUT(ENABLED) %! GET(ENABLED)= A&
sto] AA| d=-2E 7FE FofshAl 2.
2. Th3 AR8-A}F IDof| sl RACF UPDATE #
« CKTI ¥ MCA &= A A2 4 F
- 'ESH HE-gE 7 X o Z2 A o]
3. AA| HE-2E F2 25 = geloA 7

12
=

15-S o =-2E] ol ofal ANl L.

Zro] A=l ALEA} ID.

Aol k] = AHEA} 1D.

& 343 Yool Fol PUTENABLED)

GET(DISABLED) 43S 2 5 A 2., eFejol 2 o gle-gE] 5 o] 23} =3k WAl o 2 2| a1
o] 7)of "PUT" BAt2 2716144 Q. o2 = E]]E aﬂa F o] 5] hlq.DEAD.QUEUESQ! 7% gelojx 7

0] £-2 hlq.DEAD.QUEUE.PUTY YT}
4. H=-H g Fof AR S ¥7] Y&l of Z|FA| o] L da|ojA FE AFESHY T th2-2 o Zg]AH o] M o] 4+~
sfjoF gt
- AR dE-gE 7 o] &S AAshYtt 3Y517] 915 MQOPENS AHE5to] 7 Wt L EAES H31
MQINQES walsto] dl=-gE 7 o] &2 7F--3Utt.
« 0] o]Fof \PUT'E F7}5l] LelojA F o] &5-& =g th(o] 7% hlq.DEAD.QUEUE.PUT).
« Y2]o]A 37 hlq.DEAD.QUEUE.PUTE oJ A A| 2.
« MQPUTS &eojA ol thsl Eafsto] AA| ol =-2g Fol HAIA & Yo
5. o E 2] A o] ol At A8} IDo]| &e] o] Ao] thek RACF UPDATE ?ﬂﬁi% E‘—O%PXIUJ AA H=-E F
o 3t M| AL Hofslz] oA A| @ (HEF NONE). o] t}8-g o] )t
- ofj ZEjA o] & Leloj A FE Ao H=-2|E] Fol| HAIA]E ¥
« o ZE|A o] AL deloj A FIt 7HH 2.7] Z 2ol AREE 4 gl7] ufEol
Foll A AR E 7 & 4 gl Ut
of Z2]# o] & 2H}E RACF Hgto] Qloj A A gl =-2 gl FollA of® WA A & 7} & 4 iUt
179 H|o| A 2] 3 340)|A & o] &£F A 9] theFsh FrtAtol| H gk RACF WS Q oFgh Tt
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H 34. 4|E-2E 7 U i L2[o{A0| CHS RACF HTt
A AHEAFID AA d=-g g F 22oj A gl=-YE F
(hlq.DEAD.QUEUE) (hlq.DEAD.QUEUE.PUT)
> Iy s XN Ol 1]
E"Eﬁl}* A A7 T4 3B op e NONE
S A=A [ ONE
487 A BT [0 UPOATE
o] HIAEE AFE851H off Z2|HA| o] -2 H|=-3| g 7] 2|t WA A] Zo](MAXMSGL)E HET 4 glaYtt. o]

£ MAXMSGL &7d 0] ggjo]A oA A E7}55H7] tf AUt whehA], off &2 7| o] A2 | #|A[ 2] Zo]
7} IBM MO for z/0OSol|A] x| Yst= X off =791 100MBaL ZHEsloF Syttt A A o =-3 g 2] MAXMSGL
&_A-IE 100MB= 249,]5]0-]0]: —al—qq..

1 A8 AL 2 o Z 8] Alo|d =R e
U7 gk ol 2 S8 ==zl e ol A

b 205 NPSTIERE

E Al 28] Fol thet E AFEAFID YA A S 5]-8517] 5l RACF YA A E Al of ghct,
ko] Al AH] F= IBM MQY] BX uhEo| A YA AT T}

« CSQUTIL 8= 8E

o ZZd zojgh

- 2 A7) A FHEE /S O 29

. WMQ Console & REST API (nqweb A1H) o] 4] AF&-E]= mqweb Liberty A/ 44t}

b 0 2 o] A8 A} AHE ALgao] oA A & Bl -2 ol
-a+ AFEA}ID 47} 2ol 5 LT},

179 "|o]A] 9] 3 3501 FA|= = A Y A== AHEAL Do A= D Foll thet RACF Al A7} o] ofof

Pyt

H 35. IBM MQOI|X SYSTEM T0f| 2R3t M| A

SYSTEM CSQUTIL | CSQOUTIL | WLP for Z g Alo] | £4F 792 9
MQ Server o gk 21 g A&7
SYSTEM.ADMIN.CHANNEL.EVENT - - - - UPDATE
SYSTEM.ADMIN.COMMAND.QUEUE - - UPDATE - -
SYSTEM.BROKER.ADMIN.STREAM - - - - ALTER
SYSTEM.BROKER.CONTROL.QUEUE - - - - ALTER
SYSTEM.BROKER.DEFAULT.STREAM - - - - ALTER
3\IK\ISI'£EA¥I.3§ICS)KER.INTER.BROKER.COMM ) ) ) ) UPDATE
SYSTEM.CHANNEL.INITQ - - - - UPDATE
SYSTEM.CHANNEL.SYNCQ - - - - UPDATE
SYSTEM.CLUSTER.COMMAND.QUEUE - - - - ALTER
SYSTEM.CLUSTER.REPOSITORY.QUEUE - - - - UPDATE
SYSTEM.CLUSTER.TRANSMIT.QUEUE - - - - ALTER
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I 35, IBM MOOIM SYSTEM 70l LRt HNA (AL)

SYSTEM 3 CSQUTIL | CSQOUTIL | WLP for ZZ A Aol | FAtFI= 4
MQ Server ) kA A1E7)

SYSTEM.COMMAND.INPUT UPDATE - - UPDATE UPDATE
SYSTEM.COMMAND.REPLY.* - - - - UPDATE
SYSTEM.COMMAND.REPLY.MODEL UPDATE - - UPDATE UPDATE
SYSTEM.CSQOREXX * - - - UPDATE -
SYSTEM.CSQUTIL* UPDATE - - - -
SYSTEM.CSQXCMD.* - - - - UPDATE
SYSTEM.HIERARCHY.STATE - - - - UPDATE
SYSTEM.INTER.QMGR.CONTROL - - - - UPDATE
SYSTEM.INTER.QMGR.PUBS - - - - UPDATE
SYSTEM.INTER.QMGR.FANREQ - - - - UPDATE
SYSTEM.PROTECTION.ERROR.QUEUE - - - - UPDATE
SYSTEM.PROTECTION.POLICY.QUEUE - UPDATE(1) - - READ
SYSTEM.QSG.CHANNEL.SYNCQ - - - - UPDATE
SYSTEM.QSG.TRANSMIT.QUEUE - - - - UPDATE
SYSTEM.REST.REPLY.QUEUE - - UPDATE - -

ST o X9 ot A W2 KT

MQOPEN, MQPUT1, MQSUB, MQCLOSE 241 3 Ct2 219l Hob f-&of W st A A Qof

H 36. MOQOPEN, MQPUT1, MQSUB, MQCLOSE &M 3! H~ Hot @Bt (1)1t 20| A== S0t22 0| H|o|£2| &1
£ LIEHRLICE,
T 23 %4 RACF AN
MQQUEUE =
= MXQUEUE [MQADMIN = | MQADMIN =
RACF 2| 2: | MXTOPIC @ = MXADMIN |+ MXADMIN
RACF Z23Y: ((15 £=16) |(2) (&) 4

MQOPEN 34
MQOO_INQUIRE READ (5) ZAA} okt A} okt
MQOO_BROWSE READ ZAA} oFa} A} okt
MQOO_INPUT_* UPDATE ZAA} oFat A} okt
MQOO_SAVE_ALL_CONTEXT (6) UPDATE ZAA} oFat A} okt
MQOO_OUTPUT (USAGE=NORMAL) (7) UPDATE ZAAL okt A} orsk
MQOO_PASS_IDENTITY_CONTEXT (8) UPDATE READ A} oFst
MQOO_PASS_ALL_CONTEXT (8) (9) UPDATE READ A} okt
MQOO_SET_IDENTITY_CONTEXT (8) (9) UPDATE UPDATE A} oFs
MQOO_SET_ALL_CONTEXT (8) (10) UPDATE CONTROL A} oksf
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H 36. MOOPEN, MQPUT1, MQSUB, MQCLOSE &
£ LIEHELICE (A15)

e

| LI A Ho

=4 Hiok Ut

.

(D)2 20| EA|E[= S0HR2 0| H|0|229| H1

T 23 %4 RACF AN
MQQUEUE =
= MXQUEUE |MQADMIN = MQADMIN =
RACF 224 | MXTOPIC @ £ MXADMIN |+ MXADMIN
RACF Z23Y: ((15 £=16) |(2) 3 (€]

MQOO_OUTPUT (USAGE (XMITQ) (11) UPDATE CONTROL HAL @k
MQOO_OUTPUT(ET 2 HAE) UPDATE (16)
I\i/l\—Q%))O_OUTPUT(EEJ 2BAEN R L | ppaTe (16) | UPDATE
MQOO_SET ALTER A} QFst AAF el
MQOO_ALTERNATE_ USER_AUTHORITY (12) 12) UPDATE
MQPUT1 &A1
/8 5ol §71(7) UPDATE AL QFet A} oFet
MQPMO_PASS_ IDENTITY_CONTEXT UPDATE READ ZA} oFst
MQPMO_PASS_ALL _CONTEXT UPDATE READ AAL kst
MQPMOQ_SET_ IDENTITY_CONTEXT UPDATE UPDATE AAL kst
MQPMO_SET_ ALL_CONTEXT UPDATE CONTROL ZAAL kst
MQOO_OUTPUT

UPDATE CONTROL AAL ket
A 7ol ¥€71(22)
MQOO_OUTPUT(ET 2 HAE) UPDATE (16)
'\_"A_QT%O—OUTPUT(EQ @ EAEA R L ppare (16) | UPDATE
MQPMO_ALTERNATE_ USER_AUTHORITY (13) (13) UPDATE
MQCLOSE 24
MQCO_DELETE (24) ALTER AAL Qb AAF Qe
MQCO_DELETE_PURGE (14) ALTER AAE gt A QFsH
MQCO_REMOVE_SUB ALTER (15)
MQSUB 4
MQSO_CREATE ALTER (15) a7 (18)
MQSO_ALTER ALTER (15) a7 (18)
MQSO_RESUME READ (15) (W) AL @k
MQSO_ALTERNATE_USER_AUTHORITY UPDATE
MQSO_SET_IDENTITY_CONTEXT (18)

wL

al:

1.0 gHe F2 AFEA Ut o5 B2

MQPROC T+ MXPROC S A.

o]] th&F MONLIST E= MXNLIST Sl A 2 I 2 4| A0 thdt
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2. RACF Z 21} hlg.resourcename= AHE-SHAA] 2.,

3. RACF =21} hlg.CONTEXT.queuename = AMESHI Al 2.

4. RACF =21} hlq.ALTERNATE.USER. alternateuseridE& AH8-sHA Al 2.
alternateuseride QEAE tAAHE|C] AlternateUserId B Eo] A% += AHEAIDY Y. |
ol 127t9] AlternateUserId BE7} o] ZAtol| AREE]H o] = Th-& ZAtol| A ARE-AFIDS] A3 8T AL
S5 &= A eyt

5. 23] g5l 7 TEAE o= A -foll= AAE Y= A] b5yt

6. MQOO_INPUT_*%= 2| Aok gt o] 27, mel i okejol A Hof tfs) gaghch.

7. o] A= Usage 7 49 °] MQUS_NORMALS! 2 0|ut 28l Fofl s 3 en] gejoj A =2 E
F(AAE 7 | =to] Ho))ol thei M = sFH Yt 771 0bjectQMgrName(H A F ¥2|=} o] 20| o}
S YAH L& A Hsto] Pel= 22 E F2l 7%, ObJecth’lgTNcrmeJﬂL U o] 52| F(Usage 7T &
A}o] MQUS_TRANSMISSION®! 27 F-ojof ghof tisl| A} 43 H .

8. MQOO_OUTPUTXE A A 3f|oF ghUtt,

9. MQOO_PASS_IDENTITY_CONTEXTE o] 402 FA g}

10. MQOO_PASS_IDENTITY_CONTEXT, MQOO_PASS_ALL_CONTEXT, MQOO_SET_IDENTITY_CONTEXT=
ol FHo= mAFHYTh

11. Usage 3 £4J°] MOUS_TRANSMISSIONS! 22 & 2 e Foj|A o] AA} 4= 28& 95| 2H
Yt 2 RE F5 o& Foll= F&HA EsYTh

12. MQOO_INQUIRE, MQOO_BROWSE, MQOO_INPUT_* MQOO_OUTPUT = MQOO_SET Zol|A] 5}t o]
&= A oF Ytk £ == AAE A 5= ohE 549 Akt %?z_‘°‘t4t}

13. 5= A A== o2 S ke Iy

14. ol= 24 75 55 9 Zo] opyzt Ay 7 F+-4 54 Foll i et &5t A 53 7 AHA|
Alofl= Heto] I Q5}2] eyt

15. RACF =21+ hlq.SUBSCRIBE.topicname= AH&-3HI Al 2.,

16. RACF Z 21} hlq.PUBLISH.topicname& AHE-5H A 2.

17. MQSUB 2ol M T Z-& SAlote = I FAA] FE A 5h= 749 Bt HAP} s Foll gk 271
Hzto] A=A & 39l 1517] 5l Foll tisl =3 F Yt

18. MQSUB 2%0llA] MQSO_CREATE = MQSO_ALTER 34E 2| A5k MQSD %ol 9 2] ID HAEA
= d7%35le™ MQSO_SET_IDENTITY_CONTEXT 34 % A A sl|oF 5t 22| %] Fof thet HE|AE
ol chal At Hete F gt

o
=
=

[l |m

ST = o) Dot ofst mamt

E3 Hoto] BA5tE 4 o S| Ao mEulA S Holsla Wast 5ol AL- A} IDo] s =z atelo]
st A A 5] L sfoF 3

Ex B2 UojA EX 2ot /dS Hok dhay/L=of A Am g

E3 Boto] BAstE A4S ThS 22| S S8sfof g,

- MXTOPIC = GMXTOPIC S22 o] T21}elS HolatA Al L.,

- 5k 0|} A8} IDO S T 2utol T3t A AS 5 85}0] EuS ALESHE IBM MQ APT &
St 5 Qw2 dok gk,

E5) BolS gjoh mzntele thg oFAl ARE T

] o
E

hlqg.SUBSCRIBE.topicname
hlq.PUBLISH.topicname

o714,
* hlge gmgr-name(F ¥ A} 0] F) £ gsg-name(F 3+ 15 °l8)dHth
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+ topicname& MQSUB &2 £3) 115 Z0|# 1} MQOPEN &3 £ dt
o] £ #a| -t o]Educ},

7 Uelaf ol go| YER2 3718 mR AL o) 7 el Aol A el Exo] ofa AN2E Ao 7 7
§ 38 oo AERI} 27beE menl e 7 28 18 vlo] BE 7 welxjol A S 7 ol 2] si} o] 4o
E 0] tigt AH|AZ Aofghct. o] AN AL ST 7 g2l folA] o] Exlo] el 7 B2l o Teupelg
AJolste] A 7 welafollAl ohAl sy ek

F A7t 7 B9 18] WHjol 3 7 HeAtet F 39 LF ¥ Hore m ALRHE 49 IBM MO
B2lAp o) Bo| YRR F/1E T2aUS BIA AAUD 2 5 Yt B9 7 28 18 ol8e W)
Zote meatele AaEt

o<
ol
%

Egof e B EF

l

s

3y
MOSUB 2 4% HAHE 4 T8 1t ZA] S

- ST ERE FRIE HUY B2 Ae) U o AT B AR ) BeAREA
- g oAk ol thal A ofals efto] gl o

E 37, PEdtels 1) 200 LRt ofyA o

Action o 9 3} AN A &

Exof tfgt MQSUB MXTOPIC S0l A hlq.SUBSCRIBE. topicname T2
helofl chsi .25 RACF A&

MQSO_CREATE ¥ MQSO_ALTER ALTER

MQSO_RESUME READ

MQSUB - H| 8] 22| 2] Fof tigt =7} Hst. | MOADMIN H== MXADMIN Szl 2 0f A
hlq.CONTEXT.queuename =21} of th3l 3t RACF
HA A

MQSO_CREATE, MQSO_ALTER, UPDATE
MQSO_RESUME

MQQUEUE E+= MXQUEUE Z@£0lA hlq.queuename =
Zutdoj s = B Q3 RACF A A

MQSO_CREATE % MQSO_ALTER UPDATE

MQADMIN F+= MXADMIN 22} 20f A]
hlq.ALTERNATE.USER.alternateuserid T2} o]
o3l = 23k RACF YA~

MQSO_ALTERNATE_USER_AUTHORITY UPDATE

TEot2{ = 22| Foil e a2{Are

B9 L £01g 22T 5 AEAE AU Ao BT AT el 2] A A ol
227] ol sl WAIAI S 3 WA AT YA S W] YA Bek A sE A ehaY

) T BAY AR 4 sy

AHE-5= 2@ F+= SYSTEM. DURABLE .MODEL . QUEUE % SYSTEM.NDURABLE .MODEL . QUEUE4d Y T}.

o] Bdl FolA 2 &= The| F= tA g RS o4 4 gl
SYSTEM.MANAGED.DURABLE . A346EF00367849A0 2!
SYSTEM.MANAGED . NDURABLE . A346EF0036785EA0 YAl-S AF&3HU .
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g Foll il o] AFEAFA| = HAM| A S HoJhR] np Al 2, F= Hgto] Hojg|x] ok QF4
SYSTEM.MANAGED.DURABLE . * 2 SYSTEM.MANAGED .NDURABLE . x2] ¥t 25} 8 A} 85tc] HS 7}
s&yrch

HA| A= MQSUB 23 0l|A] 2|8 &= HES A8-5to] el FollA A 7Hs gyt

MQCO_REMOVE_SUB &A1& 2|4 5to] F-50f tidl MQCLOSE &2 YAIH o2 Hafstil o] HEE B7] 5

Ql 58S 2ot 2 A9, 22 £ SHEE Hgho] Jl=A] &5 sl B2 wf Bot HAL =3

ek,

H 38. A= B7| =20 ot ET] Hot2 2o TEOHU0| T Qo M A 2w

Action o3k AN A

MOCLOSE(F=-9]) MXTOPIC S22 20lA hlq.SUBSCRIBE. topicname T
mhdoj tfsf = 23k RACF A A

MQOCO_REMOVE_SUB ALTER

o

Egof| M &eysiaH B 5l gejojA FE AR T Aol EElolA Foll= dM A7 d gyt
EH

H 39, & Zxtof CHot £ 2otS ISt T=mtelof 2ot oHAA 2H

Action Rkl gl P

MQOPEN(Ed2]) MXTOPIC Z2}20llA hlq.PUBLISH. topicname Z2u}
of sl B3 RACF HAA

MQOO_OUTPUT 4+ MQPUT1 UPDATE

MQOPEN(Z2|o|A oA ET o) 2] o} ol ths] MQQUEUE E= MXQUEUE Sl 0] A
hlqg.queuename ZZ2u}U o] EHoH I Q3FRACF A A

MQOO_OUTPUT 4+ MQPUT1 UPDATE

Ex o]0z s A= deoja F7HEY de= o 2 ol o

2184 mo|| o] NIy 225 93 Exfof ths) s A= FejolA Fof gt wALRYy o] W8-S FEshA
A2,

dejo] A 77} PUT E= GET Alghol] thsl H24 2] Fof| ALEE =8 Jajshe 7ol 175 o] A 9] dz]of
2~ ol ojgt TRy o U8 BRI,

of Z2] 7ol o] Ex Het Tzupdof tis) 7}A]= RACF Al A efdlo] A== 739 MAAIY2 dlig =0
S o

ofsl 8155He BE A 9 BAE GhS(%, Al MQSUB = MQOPEN)S! Tial A 4 &g uich. g aise w7
o] =5lof tfgl 7| AN AS §AISHE Aol o] Y&t Eat, 7] TEAHE ofn] £l BE 7ol
S M A BRgh)
Tl =%E flo] ETfol cioll sHA== H2[oA 7ol chist n2{Ard
Egof s} i Z == da|oj A Fofl tha] MQOPEN E+= MQPUTL S&-2 Wa¥shs 7%, IBM MQE F 719
A AAHE ey
« A A A= MQOPEN B+ MQPUTL S&0lA 2 BAE AT HE(MQOD) A st= dElojA 7 ol &
off thet AArd .
F R dEloja 77t s A s = Exof tieh dArd Yo
o] F2}2 &elo| A 7t th Fol tis] sl s = 799 $A = thEU . B3 22 ALsted £ T2t
o Fol| thsl] ZHhE Yu A Aol Tkt

184 IBM MQ 2t




MAH £ Eot
ohe A28 AL A AlZ]

RESISEE

e ol
185 H[o] x| 2] 3 400] A== A AY= = AFEAL DO A= sF Foll thsh RACF A A7} H o] ofof
syt

H 40. SYSTEM ETI0f| Z 3t HM|A

B>
A 01“_]
F—\.i
=2
2.:

SYSTEM EX) zzay A FYES sk Ag A1E
SYSTEM.BROKER.ADMIN.STRE | PUBLISH.topicname UPDATE

AM

SYSTEM.BROKER.ADMIN.STRE | SUBSCRIBE.topicname ALTER

AM

SN 2 M A S 98t T2t
T2 A~ Heto] B43tE A9 sig Feoo] ZRutd S Folst o s 1go|u ARgAL 1D siF =2 u}
ol thgh HAAE o] -8-3fjoF Fch
L 2N Heto] E/dotd ¢ tha2 aslioF gy th.

A& ARE 5291 79 MQPROC 5= GMQPROC 22l ~of T2 u}l-& A 0|54 /\]2.
Eﬁ}%‘—% A %91 749 MXPROC tE+= GMXPROC 22 20 = 2u}
&2 IDoﬂ g ninP‘Oﬂ thet N AE 5] §5to] ZRAAE A

ofo m

Sl IBM MQAPI&

hlg.processname

o714 hlgE qmgr-name(F B2} 0| 2) E+= qsg-name(F 3+ 15 ©|5)°l™ processname= &2 9}
Y P

27 ol go] ERE /b8 Teutdle i 7 Belaol A T a2 Aolof that AAAE Alofd
Utk 7 86 1 0|59 4FRt 2bE ZEnle 3 26 15 el BE 7 HelxtlA 8F o] 52 sht
o] aFo] 2 4|2 A oo Tk S| A S Hoj T, o] M| AL SlE 5 Trejxfoll A o] T2 A % olo] T 7
i el Z2akel e Yolstel A 7 elAtol A oiAl ZHs T

7 VA7) 7 35 150 W0l T 7 DA T 35 1 oY BorE mE g
Belaf o] go| WL Z 21 2utalS wia] AARTH 28 4 9l 49 7 2% 18 olge B}
F7be ZEvtd e AU,

O E= Z2A|A G770 o3t ANAE HojFUH

H 41 TENA HOHOI| CHEE A M| A 2

MQOPEN 34 hlq.processname©]] = 23 RACF A A &
MQOO_INQUIRE READ

oA & Eof, 7 ¥2 A MQS9°ll A RACF Z1& INQVPRCE V ZALZ A2 e = RE T2 A A0fA £3](MQINQ)S
AofofF Y. oo thgt RACF Aol = tha 254t

P
T A

RDEFINE MQPROC MQS9.Vx UACC(NONE)
PERMIT MQS9.V* CLASS(MQPROC) ID(INQVPRC) ACCESS(READ)

m2AA g e BAET} A uf 2| E = G7] §4ol wet cha] AL} Heko] BAEHE & gyt
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o5 H5 Hto] @ty = ¢ A det S AR mrukd S Holstal Wadt OF T AMSAFIDO S =
Zatdo] tfgt AN AE AFd U

olF 55 Helo] &/d3tH A o2 sysoF it

2 MQNLIST == GMQNLIST S Ao Z2u}U S A oJstal Al 2.

%91 72 MXNLIST =+ GMXNLIST Sefj2of Z2utd & oJstiAl L.,
g4 AFoI AHEAL 1D &85 Al 2.

hlg.namelistname

o371 hlge qmgr-name(F &} o] &) == gsg-name(F 37 1& ©0]2)o]al namelistname & &
UAE °olE FEJY

F pelx} o) o] WERR Frbe Lutele s 7 Bel Aol 4 T o] & B 2o gt x| A E Aof gt
29 1E oo AR FbE m2ntele 7 264 1E Wo| BE 7 welxjol A sig o £o] st o 4
o] o] & 2= 3t AN A E Aot} o] HA|A L sje T Telzfol A o] o] & B 2o cis 5 Telz} 2
=2t 2 Hojsto] A 7 el Aol A T ZHs U o,

7 AT T g ol 3 7 HeRe 36 15 Y O B A

e 5H 79 BM MOE 7
Bt ol ol WFEE 27bE ealde MA AT 22 4 9t 49 7 24 :

L=
-
%15 olg9) AR}

F7Hd 2ok % Ay

O F& 0|5 55 470 223t HNAE HojFUT
H 42. 0|8 55 H0tol CHot AMA 2|
MQOPEN A hlg.namelistname©]] ¥ 23} RACF A A &l
MQOO_INQUIRE READ

& Eof, F T AHEE 7 35 L&) POM30A] RACF L DEPT571-2 3T 0|5 H5oflA] 23| (MQINQ)E
4 3lofof g tt.

"DEPT571"% AJ&5h= BLE °] 5 &5,

- PRINTER/DESTINATIONS/DEPT571

+ AGENCY/REQUEST/QUEUES

* WAREHOUSE.BROADCAST

ol & +35h= RACF Ho= b53t 25Ut

RDEFINE MQNLIST PQM3.DEPT571.* UACC(NONE)
PERMIT PQM3.DEPT571.%x CLASS(MQNLIST) ID(DEPT571) ACCESS(READ)

RDEFINE GMQNLIST NLISTS.FOR.DEPT571 UACC (NONE)
ADDMEM (PQM3 . PRINTER/DESTINATIONS/DEPT571,
PQM3.AGENCY/REQUEST/QUEUES,
PQM3 . WAREHOUSE . BROADCAST)
PERMIT NLISTS.FOR.DEPT571 CLASS(GMQNLIST) ID(DEPT571) ACCESS(READ)

)
allf
u i
Ju
fo
|
)
L
N
12
s
=)
N
ON

= 7] A0 wet thA] ARgAF Eoto] @4dekd 4 /syt

=2 1BM MQ-—] HX atEo| A AT TE
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H 43. IBM MQO|X SYSTEM O|E 220 Z HAMA
SYSTEM 0| & 55 CSQUTIL 2z Aojgt | BAFFYS 95
g A&
SYSTEM.QPUBSUB.QUEUE.NAMELIST - - READ
SYSTEM.QPUBSUB.SUBPOINT.NAMELIST - - READ
ST A AF2 X HOtS I3 mEnt
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MQOPEN, MQSUB =+= MQPUT1 ¥4

= 23 RACF HA| 2 2

MQOO_ALTERNATE_USER_AUTHORITY
MQSO_ALTERNATE_USER_AUTHORITY
MQPMO_ALTERNATE_USER_AUTHORITY

UPDATE
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F, A AE, o)A AL87} Heto] B FAstel = 49 Wad A7) &4 U ok 7ALE Hojxi QokElo]k
ol thal A= 180 Blo] x|2] & 369 U182 BE4 A2

A AHEAF =202 oA AF8-A} IDOY 2| H AFE-AL IDOY| ATHE Ak ol thal 2% AF8-AFID AN AS F
oAyt o5 Sof, 7 T A QMPY <) *}%x} ID PAYSERVOM 213l 20l PAYROLL A1H1 PSE A|Zbels=
S 70Q1& 282 DS RS AUt 8% AF8-ALe] AF82} IDE 488 %= PAYROLL A{H{oj|A] Z}do] 4=
P == 517] 3l A AFEAF Foto] AHE- I—IE} PAYROLL A= @3 & Jalo]
MQPMO_DEFAULT_CONTEXT HA|Z] ¥ 7] 34 S AHE-5to] HA|A| & *H*“‘ J5}7] uf&2of] thA| AF&AFIDE A
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RDEFINE MQADMIN QMPY.ALTERNATE.USER.PS* UACC(NONE)
PERMIT QMPY.ALTERNATE.USER.PSx CLASS(MQADMIN) ID(PAYSERV) ACCESS (UPDATE)
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2. MQOO_ALTERNATE_USER_AUTHORITY, MQSO_ALTERNATE_USER_AUTHORITY ==
MQPMO_ALTERNATE_USER_AUTHORITYE A3}l AlternatelUserId ZEES Q EAE t] A3 H
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MQOPEN =+ MQPUT1 ¥4 hlq.CONTEXT.queuename©]] 2 23 RACF
HA| A &
MQPMO_NO_CONTEXT ZEAE Hot ZAF Q1S
MQPMO_DEFAULT_CONTEXT ZIHAE HoF A gla
MQOO_SAVE_ALL_CONTEXT ZEHAE HolF A gla
MQOO_PASS_IDENTITY_CONTEXT READ
MOQPMO_PASS_IDENTITY_CONTEXT
MQOO_PASS_ALL_CONTEXT READ
MQPMO_PASS_ALL_CONTEXT
MQOO_SET_IDENTITY_CONTEXT UPDATE
MQPMO_SET_IDENTITY_CONTEXT
MQOO_SET_ALL_CONTEXT MQPMO_SET_ALL_CONTEXT [CONTROL
MQOO_OUTPUT ¥+ MQPUT1(USAGE(XMITQ)) CONTROL
MQSUB 34
MQSO_SET_IDENTITY_CONTEXT (&1 2) UPDATE
ZF71.
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M AHEE = AFEAFIDY O] W8-S RS A L.
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RDEFINE MQADMIN MQS1.CONTEXT.** UACC(NONE)
PERMIT MQS1.CONTEXT.*x CLASS(MQADMIN) ID(BACKGRP) ACCESS(CONTROL)
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Sof tfsAl = 180 o] A|0] 3 36] U8 & HEFI AL,

AAH 7 HEAAE w0l

B2 A 28] - 1BM MQO] B2 e o] of ) AP YT (of: D Al2H] Fa 37 IR, and the
IBM WebSphere Application Server Liberty Profile for IBM MQ server (WLP for MQ Server) used by the
IBM MQ Console and administrative REST API).
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H 46. AHAE ZX0f| CHolf SYSTEM ROf| 2Rt A
SYSTEM BAFFAE Qs A A& WLP for MQ Server

SYSTEM.ADMIN.COMMAND.QUEUE - CONTROL
SYSTEM.BROKER.CONTROL.QUEUE [CONTROL -

SYSTEM.BROKER.INTER.BROKER.CO [CONTROL -
MMUNICATIONS

SYSTEM.CHANNEL.SYNCQ CONTROL -
SYSTEM.CLUSTER.COMMAND.QUEUE [CONTROL -
SYSTEM.CLUSTER.TRANSMIT.QUEUE [CONTROL -
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AEA AR HOH Y 7 38 0F ot B Ssten 27 Z2uele gl A9, W Kok PA: ALg At
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CMDSCOPE 442 AH&3lo] § S 7 29 180 the 7 )
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191 H[0] A 9] & 479X = Z} IBM MQ MQSC g goll tisl 3 == 3 Eet HAtel B st zulel 5l
MQCMDS ZejA 9] 7} m 2 ntJof| sl g5tz WA A 2HllS HolF Ut
196 B °o] | 9] 3 480f|A+= 7} IBM MQ PCF ®g gof| thsl] +-3== = Eok Ao 2o gt =zujel gl
MQCMDS Zal|20] z 2 utof| sgst= YA HHS HofFU

H 47. MOSC HH, T 2mQ! Sf{ 2k | A 2|

e MQCMDS©] tgt 3 =2 [ MQCMDSol | MQADMIN == MXADMIN©]| ( MQADMIN
o e AM A | S Y A Z2akd re
i MXADMIN

of| gt A A

28
ALTER AUTHINFO hlg.ALTER.AUTHINFO ALTER hlg.AUTHINFO.resourcenam | ALTER

e

ALTER BUFFPOOL hlg.ALTER.BUFFPOOL ALTER AL Q& -
ALTER CFSTRUCT hlq.ALTER.CFSTRUCT ALTER AAL et -
ALTER CHANNEL hlg.ALTER.CHANNEL ALTER hlg.CHANNEL.channel ALTER
ALTER NAMELIST hlg.ALTER.NAMELIST ALTER hlg.NAMELIST.namelist ALTER
ALTER PROCESS hlg.ALTER.PROCESS ALTER hlg.PROCESS.process ALTER
ALTER PSID hlq.ALTER.PSID ALTER AAF S -
ALTER QALIAS hlg.ALTER.QALIAS ALTER hlg.QUEUE.queue ALTER
ALTER QLOCAL hlg.ALTER.QLOCAL ALTER hlg.QUEUE.queue ALTER
ALTER QMGR hlq.ALTER.QMGR ALTER HAF QFg} -
ALTER QMODEL hlg.ALTER.QMODEL ALTER hlg.QUEUE.queue ALTER
ALTER QREMOTE hlg.ALTER.QREMOTE ALTER hlg.QUEUE.queue ALTER
ALTER SECURITY hlg.ALTER.SECURITY ALTER AAF Q& -
ALTER SMDS hlg.ALTER.SMDS ALTER ZAAF Q& -
ALTER STGCLASS hlq.ALTER.STGCLASS ALTER HAL et -
ALTER SUB hlq.ALTER.SUB ALTER A QH3 -
ALTER TOPIC hlg.ALTER.TOPIC ALTER hlg.TOPIC.topic ALTER
ALTER TRACE hlq.ALTER.TRACE ALTER AAF S -
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ey MQCMDSo] tgt 3 =2 [ MQCMDSol | MQADMIN == MXADMIN©]| ( MQADMIN
o e AM A | e Y A Z2akd LA
i MXADMIN
of| gt A A
28
ARCHIVE LOG hlg.ARCHIVE.LOG CONTROL | A} ket -
BACKUP CFSTRUCT | hlq.BACKUP.CFSTRUCT CONTROL | ZA}orgt -
CLEAR QLOCAL hlg.CLEAR.QLOCAL ALTER hlg.QUEUE.queue ALTER
CLEAR TOPICSTR 195 | hlq.CLEAR.TOPICSTR ALTER hlg.TOPIC.topic ALTER
Ho]x]9] 3y
DEFINE AUTHINFO | hlg.DEFINE.AUTHINFO ALTER hlg.AUTHINFO.resourcenam | ALTER
e
DEFINE BUFFPOOL [ hlg.DEFINE.BUFFPOOL ALTER AAL kst -
DEFINE CFSTRUCT hlq.DEFINE.CFSTRUCT ALTER AAF Q& -
DEFINE CHANNEL hlg.DEFINE.CHANNEL ALTER hlg.CHANNEL.channel ALTER
DEFINE LOG hlq.DEFINE.LOG ALTER HAL et -
DEFINE MAXSMSGS | hlq.DEFINE.MAXSMSGS | ALTER AAF et -
DEFINE NAMELIST hlg.DEFINE.NAMELIST ALTER hlg.NAMELIST.namelist ALTER
DEFINE PROCESS hlq.DEFINE.PROCESS ALTER hlg.PROCESS.process ALTER
DEFINE PSID hlg.DEFINE.PSID ALTER AAF S -
DEFINE QALIAS hlg.DEFINE.QALIAS ALTER hlg.QUEUE.queue ALTER
DEFINE QLOCAL hlg.DEFINE.QLOCAL ALTER hlg.QUEUE.queue ALTER
DEFINE QMODEL hlg.DEFINE.QMODEL ALTER hlg.QUEUE.queue ALTER
DEFINE QREMOTE hlq.DEFINE.QREMOTE ALTER hlg.QUEUE.queue ALTER
DEFINE STGCLASS hlg.DEFINE.STGCLASS ALTER AL ¥ -
DEFINE SUB hlq.DEFINE.SUB ALTER AAF S -
DEFINE TOPIC hlg.DEFINE.TOPIC ALTER hlg.TOPIC.topic ALTER
DELETE AUTHINFO [ hlg.DELETE.AUTHINFO ALTER hlg.AUTHINFO.resourcenam | ALTER
e
DELETE BUFFPOOL | hlg.DELETE.BUFFPOOL ALTER AAL st -
DELETE CFSTRUCT hlq.DELETE.CFSTRUCT ALTER AAF gt -
DELETE CHANNEL hlq.DELETE.CHANNEL ALTER hlg.CHANNEL.channel ALTER
DELETE NAMELIST hlg.DELETE.NAMELIST ALTER hlg.NAMELIST.namelist ALTER
DELETE PROCESS hlq.DELETE.PROCESS ALTER hlg.PROCESS.process ALTER
DELETE PSID hlq.DELETE.PSID ALTER HAL et -
DELETE QALIAS hlq.DELETE.QALIAS ALTER hlg.QUEUE.queue ALTER
DELETE QLOCAL hlg.DELETE.QLOCAL ALTER hlg.QUEUE.queue ALTER
DELETE QMODEL hlq.DELETE.QMODEL ALTER hlg.QUEUE.queue ALTER
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L MQCMDSo] tgt 3 =2 [ MQCMDSol | MQADMIN == MXADMIN©]| ( MQADMIN
B e AM A | e Y A Z2akd Tr=
i MXADMIN
of| gt A A
294
DELETE QREMOTE hlq.DELETE.QREMOTE ALTER hlg.QUEUE.queue ALTER
DELETE STGCLASS hlg.DELETE.STGCLASS ALTER AAL kst -
DELETE SUB hlg.DELETE.SUB ALTER A} QFst -
DELETE TOPIC hlg.DELETE.TOPIC ALTER hlg.TOPIC.topic ALTER
DISPLAY ARCHIVE hlg.DISPLAY.ARCHIVE READ A} Q] -
195 =] A 9] 11y
DISPLAY AUTHINFO [hlg.DISPLAY.AUTHINFO  |READ AAL kst -
DISPLAY CFSTATUS | hlg.DISPLAY.CFSTATUS READ AAL ks -
DISPLAY CFSTRUCT | hlg.DISPLAY.CFSTRUCT READ AAL kst -
DISPLAY CHANNEL [ hlg.DISPLAY.CHANNEL READ AL Qe -
DISPLAY CHINIT hlg.DISPLAY.CHINIT READ AAL kgt -
DISPLAY CHLAUTH hlg.DISPLAY.CHLAUTH READ AAL kg -
DISPLAY CHSTATUS [ hlg.DISPLAY.CHSTATUS READ AAL kst -
DISPLAY CLUSQMGR | hlg.DISPLAY.CLUSQMGR [ READ AAL kst -
DISPLAY CMDSERV | hlg.DISPLAY.CMDSERV READ AAL kst -
DISPLAY CONN 195 [ hlg.DISPLAY.CONN READ AL Qe -
Ho]x]o] 1y
DISPLAY GROUP hlg.DISPLAY.GROUP READ AAL kgt -
DISPLAY LOG 195 ¥ | hlg.DISPLAY.LOG READ AAF S -
o|z]o] 1y
DISPLAY MAXSMSGS [ hlg.DISPLAY.MAXSMSGS | READ AAL kst -
DISPLAY NAMELIST [ hlg.DISPLAY.NAMELIST  |READ AAL kst -
DISPLAY PROCESS hlg.DISPLAY.PROCESS READ AAL kst -
DISPLAY PUBSUB hlg.DISPLAY.PUBSUB READ AL -
DISPLAY QALIAS hlg.DISPLAY.QALIAS READ AL -
DISPLAY QCLUSTER [ hlg.DISPLAY.QCLUSTER READ AL Qb -
DISPLAY QLOCAL hlg.DISPLAY.QLOCAL READ AAL kst -
DISPLAY QMGR hlg.DISPLAY.QMGR READ AR QHet -
DISPLAY QMODEL hlq.DISPLAY.QMODEL READ AL Qg -
DISPLAY QREMOTE [ hlg.DISPLAY.QREMOTE READ AL -
DISPLAY QSTATUS hlg.DISPLAY.QSTATUS READ AL b -
DISPLAY QUEUE hlg.DISPLAY.QUEUE READ ZAA} okt .
DISPLAY SBSTATUS | hlg.DISPLAY.SBSTATUS READ AAL kst -
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o e AM A | e Y A Z2akd LA
i MXADMIN
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DISPLAY SMDS hlq.DISPLAY.SMDS READ AL Q& -
DISPLAY SMDSCONN | hlq.DISPLAY.SMDSCONN | READ ZAAF Q& -
DISPLAY SUB hlq.DISPLAY.SUB READ AAF et -
DISPLAY SECURITY | hlg.DISPLAY.SECURITY READ AAL kst -
DISPLAY STGCLASS [ hlg.DISPLAY.STGCLASS READ AL et -
DISPLAY SYSTEM 195 | hlg.DISPLAY.SYSTEM READ AAL st -
Ho]z]o] 1y
DISPLAY THREAD hlg.DISPLAY.THREAD READ AAL kst -
DISPLAY TPSTATUS | hlg.DISPLAY.TPSTATUS READ AAL kst -
DISPLAY TOPIC hlq.DISPLAY.TOPIC READ AL et -
DISPLAY TPSTATUS | hlg.DISPLAY.TPSTATUS READ AAL kst -
DISPLAY TRACE hlg.DISPLAY.TRACE READ AL st -
DISPLAY USAGE 195 [ hlg.DISPLAY.USAGE READ AAL st -
Ho]z]o] 1y
MOVE QLOCAL hlg.MOVE.QLOCAL ALTER hlg.QUEUE.from-queue ALTER
hlg.QUEUE.to-queue

PING CHANNEL hlg.PING.CHANNEL CONTROL | hlq.CHANNEL.channel CONTROL
RECOVER BSDS hlg.RECOVER.BSDS CONTROL | ZAF<Qtst -
RECOVER CFSTRUCT | hlq.RECOVER.CFSTRUCT |CONTROL | ZA} QFsH -
REFRESH CLUSTER hlg.REFRESH.CLUSTER ALTER AAF gt -
REFRESH QMGR hlg.REFRESH.QMGR ALTER AL bt -
REFRESH SECURITY | hlgq.REFRESH.SECURITY  |ALTER AAF Q& -
RESET CFSTRUCT hlg.RESET.CFSTRUCT CONTROL | ZA}¢orgt -
RESET CHANNEL hlg.RESET.CHANNEL CONTROL | hlq.CHANNEL.channel CONTROL
RESET CLUSTER hlq.RESET.CLUSTER CONTROL | AL ekt -
RESET QMGR hlq.RESET.QMGR CONTROL | #HA} <+l -
RESET QSTATS hlg.RESET.QSTATS CONTROL |hlq.QUEUE.queue CONTROL
RESET SMDS hlq.RESET.SMDS CONTROL | ZA} ot -
RESET TPIPE hlq.RESET.TPIPE CONTROL | ZA}orgt -
RESOLVE CHANNEL | hlg.RESOLVE.CHANNEL CONTROL | hlq.CHANNEL.channel CONTROL
RESOLVE INDOUBT | hlgq.RESOLVE.INDOUBT CONTROL | Al ekt -
RESUME QMGR hlq.RESUME.QMGR CONTROL | A} QFsH -
RVERIFY SECURITY  [hlg.RVERIFY.SECURITY ALTER AAL kst -
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H 47. MOSC B, ZT2I, sl HMA 2 (A%)
e MQCMDSo]| ti3t 3 =2 | MQCMDSe]l | MQADMIN == MXADMINC]l [ MQADMIN
B e AM A | e Y A Z2akd LA
Zd MXADMIN
of| gt A A
294
SET ARCHIVE hlg.SET.ARCHIVE CONTROL | A} o3t -
SET CHLAUTH hlq.SET.CHLAUTH CONTROL [ ZAFQHe} -
SET LOG hlg.SET.LOG CONTROL | ZAF st -
SET SYSTEM hlq.SET.SYSTEM CONTROL | AL QHgt -
START CHANNEL hlg.START.CHANNEL CONTROL | hlg.CHANNEL.channel CONTROL
START CHINIT 195 H| | hlg.START.CHINIT CONTROL | ZHAt sl -
o|z]o] T4y
START CMDSERV hlg.START.CMDSERV CONTROL | A} st -
START LISTENER hlg.START.LISTENER CONTROL | A} 3t -
START QMGR 5 195 #|o] x| 9] 2] - - -
START SMDSCONN hlg.START.SMDSCONN CONTROL | A} 3t -
START TRACE hlg.START.TRACE CONTROL | ZA} st -
STOP CHANNEL hlg.STOP.CHANNEL CONTROL | hlq.CHANNEL.channel CONTROL
STOP CHINIT hlg.STOP.CHINIT CONTROL | ZHA}¢t3l .
STOP CMDSERV hlg.STOP.CMDSERV CONTROL | ZA}orgt -
STOP LISTENER hlg.STOP.LISTENER CONTROL | ZA} otat R
STOP QMGR hlg.STOP.QMGR CONTROL | ZA} otat _
STOP SMDSCONN hlg.STOP.SMDSCONN CONTROL I ] -
STOP TRACE hlq.STOP.TRACE CONTROL A} oFst -
SUSPEND QMGR hlg.SUSPEND.QMGR CONTROL | etgt -
FIAE:
1. oG H P2 7F T Aol A Y H A o= dafe 4= Qlom o] 79 H3to] HALE 7] eyt

2. IBM MQ+ START QMGR &S 24a) 5= AL
AF235}Fo] START QMGR &

Heb7l5&
Ut
o]-0:1 T%

o] 3= 00F3

3. hlq.TOPIC. topic 22 TOPICSTROJA E&2H B @ H
/7= Hoby o] Y82 XA Q.

#)o] rur

o] RACF 47t
N5k oh, o] =2 Al x]of| T3tk 2pA B Ul

Administrator's GuideS ZZ5HA A 2. o] 7|8 AM85t @St gl

021622 Tt}

i

g0 Ahg 7
T2 9 5] = START xxxxMSTR
4 (OPERCMDS) ELEHAOM MVS.START.STC. xxxxMSTR =Z2ut OHHIA g Ao
2 z/0S SecureWay Security Server RACF Security

© AL 7 B A2 Al m sk

AAFSHA] oLtk 18Rk RACF
Eﬂ OH/\ﬂ/\E x-]]o—]

- -
EEZR

% EH A|
2 9%

gzt ZAIS J 2= 395 H[ o]

. IBM MQ for z/OS V6 ©] & 2] E‘JEJMM MVS.START.STC.CSQ1CHINO]| thgt Bt A}, IBM MQ for z/0S

&ut} o)z

V6 o]/dol| A 2 o] Foll= s 2HE AlZF7] Al Aol &

A7F ey 4= 5yt
BAE sl 25t ™ MVS.START.STCS HFHLAIA] @ ssid CHIN - MVS.START.STC2H= 21lo] = 2 n}Q] L&}
ssid CHIN .* T£= MVS.START.STCE M e} A A .. ssid CHIN. ssid CHIN. o] 7] A ssid+= 7 T2]z}o] 512
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A28 IDY Yt} o] 72, RACF UPDATE @3&to]
A2 At L 249 o] Fofl tigh z/0S AlF A1

=
ssid MSTRo]| tj 3t START= JOBNAME= o7l 4=

o Q
=0
S

2T AN G e 227
sHa Al

£ 23514 bk YA S 913

2, MVS "5, RACF

MVS.START.STC.ssidMSTRo| th 3t T 21}-S MVS.START.STC.ssidMSTR*Z A Ho]EE 4= 9l&U T
¥ 48 PCFEY, T2IHY, ot A i
53 MQCMDSe]l tig W3 =23} | MQCMDS®| | MQADMIN = MXADMINC] tigt | MQADMIN
A i B e B B e ) =
e MXADMIN©]|
gk BA A
i
H1Q] CF L2 hlg.BACKUP.CFSTRUCT CONTROL A} okat -
A=AHHE A E HAY hlq.ALTER.AUTHINFO ALTER hlg.AUTHINFO.resourcename ALTER
CF 1% ¥4 hlg.ALTER.CFSTRUCT ALTER ZAAL ¥ -
e HA hlg.ALTER.CHANNEL ALTER hlg.CHANNEL.channel ALTER
ol 55§17 hlg.ALTER.NAMELIST ALTER hlg.NAMELIST.namelist ALTER
T2AA A hlg.ALTER.PROCESS ALTER hlg.PROCESS.process ALTER
787 hlg.ALTER.QUEUE ALTER hlg.QUEUE.queue ALTER
T A A hlg.ALTER.QMGR ALTER AL ¥ -
HebHA hlg.ALTER.SECURITY ALTER ZAAL b -
SMDS ¥ hlg.ALTER.SMDS ALTER ZAAL ks -
AEZ A YA HA hlg.ALTER.STGCLASS ALTER ZAAL ¥ -
5 HA hlg.ALTER.SUB ALTER ZAALF Qg -
EgHA hlq.ALTER.TOPIC ALTER hlg.TOPIC.topic ALTER
A7 hlg.CLEAR.QLOCAL ALTER hlg.QUEUE.queue ALTER
EQ 224 21271199 | hlg.CLEAR.TOPICSTR ALTER hlg.TOPIC.topic ALTER
Ho]x]9] 1y
°91Z AHH QBAE HAL [hlq.DEFINE.AUTHINFO ALTER hlg.AUTHINFO.resourcename ALTER
CF & BA} hlq.DEFINE.CFSTRUCT ALTER A ¢l -
g EAt hlq.DEFINE.CHANNEL ALTER hlg.CHANNEL.channel ALTER
o|F &5 FA hlq.DEFINE.NAMELIST ALTER hlg.NAMELIST.namelist ALTER
TR A BA} hlg.DEFINE.PROCESS ALTER hlg.PROCESS.process ALTER
FEA hlg.DEFINE.QUEUE ALTER hlq.QUEUE.queue ALTER
TE BA} hlq.DEFINE.SUB ALTER AL e -
AEZ R FEhA BA} hlg.DEFINE.STGCLASS ALTER ZAA} okt -
Ex B} hlg.DEFINE.TOPIC ALTER hlq.TOPIC.topic ALTER
1F HH QHAE 24 | hlg.DEFINE.AUTHINFO ALTER hlg.AUTHINFO.resourcename ALTER
CF % ZHA] hlg.DEFINE.CFSTRUCT ALTER AL ¥ -
g 24 hlg.DEFINE.CHANNEL ALTER hlg.CHANNEL.channel ALTER
o| & 5& A/ hlgq.DEFINE.NAMELIST ALTER hlg.NAMELIST.namelist ALTER
o2 A|A A hlq.DEFINE.PROCESS ALTER hlg.PROCESS.process ALTER
2 hlg.DEFINE.QUEUE ALTER hlg.QUEUE.queue ALTER
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H 48 PCFEYH, =20t ofiTh AN A 2|H (A<

e MQCMDSe]l thdt Ha =23} | MQCMDS®l | MQADMIN == MXADMIN®]| thdt [ MQADMIN
A et AN A (PP AL =2atd EE
e MXADMIN©®]|
gk BA A
e
AET A FPA A hlg.DEFINE.STGCLASS ALTER AL ¥ -
= A hlg.DEFINE.SUB ALTER AL ¥ -
By 2y hlgq.DEFINE.TOPIC ALTER hlg.TOPIC.topic ALTER
°91Z A K QBAE AR [ hlq.DELETE.AUTHINFO ALTER hlg.AUTHINFO.resourcename ALTER
CF & AHA| hlq.DELETE.CFSTRUCT ALTER HAF ¢l -
A A hlg.DELETE.CHANNEL ALTER hlg.CHANNEL.channel ALTER
o|F &5 A hlq.DELETE.NAMELIST ALTER hlg.NAMELIST.namelist ALTER
I 2 M| A AL hlg.DELETE.PROCESS ALTER hlg.PROCESS.process ALTER
A hlg.DELETE.QUEUE ALTER hlq.QUEUE.queue ALTER
AET R A AHA hlg.DELETE.STGCLASS ALTER AL el -
T AR hlq.DELETE.SUB ALTER ZAAL ks -
Eu AbA| hlq.DELETE.TOPIC ALTER hlg.TOPIC.topic ALTER
o}7lo]H %3] hlg.DISPLAY.ARCHIVE READ AL ¥ -
Q% HH @HAE 23] | hlq.DISPLAY.AUTHINFO READ AL _Fet -
Q1% JH @BAE o] | hlq.DISPLAY.AUTHINFO READ AL _FRt -
%3]
CF 7& 23] hlq.DISPLAY.CFSTRUCT READ HAF ot -
CF X 0|2 23] hlq.DISPLAY.CFSTRUCT READ HAF Qrat -
CF -2 ATl 23] hlg.DISPLAY.CFSTATUS READ AL Qg -
g %3 hlg.DISPLAY.CHANNEL READ AL ¥ -
Qg Q1= #l At 23] hlg.DISPLAY.CHLAUTH READ AL ¥ -
AN A 27| 23] hlq.DISPLAY.CHINIT READ ZAAL b -
g o] & 23 hlg.DISPLAY.CHANNEL READ ZAAL ks -
g Abef 23] hlg.DISPLAY.CHSTATUS READ ZAAL Q¥ -
Z2H F P22 23] | hlg.DISPLAY.CLUSQMGR READ AL FE -
AA %3] hlg.DISPLAY.CONNPCF READ AL ¥ -
18 23] hlg.DISPLAY.GROUP READ AL ¥ -
271 %3 hlg.DISPLAY.LOG READ ZAAL b -
o] B2 %3] hlq.DISPLAY.NAMELIST READ ZAAL ¥ -
o|E BE 0|2 %3] hlq.DISPLAY.NAMELIST READ ZAAL ks -
TEAA 23] hlg.DISPLAY.PROCESS READ AL Qg -
T ZA|A 0] & 23 hlg.DISPLAY.PROCESS READ AL ¥ -
W5l L= ALEf 23 hlg.DISPLAY.PUBSUB READ AL e -
7 23] hlg.DISPLAY.QUEUE READ ZAAL b -
T E|AF 23 hlq.DISPLAY.QMGR READ AL Qg -
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H 48 PCFEYH, =20t ofiTh AN A 2|H (A<

] MQCMDSo]l th3t W3 = 2u} | MQCMDSo| | MQADMIN = MXADMIN®| ti3t | MQADMIN
E ot AN A | HE A Z2aty T
i MXADMINC]|
L I B
Ik
T ol =3 hlg.DISPLAY.QUEUE READ A} okst .
T /dE =39 hlq.DISPLAY.QSTATUS READ A} ore} -
Hok 23] hlg.DISPLAY.SECURITY READ ZAA} QFst -
SMDS %3] hlg.DISPLAY.SMDS READ ZAA} QFst -
SMDSCONN %3] hlg.DISPLAY.SMDSCONN READ ZAA} ok} .
2B 7] FeA 23] hlg.DISPLAY.STGCLASS READ AL orat -
AEZA] FP2A 0]2 F | hlq.DISPLAY.STGCLASS READ ZAA} okat .
3]
= x5 hlg.INQUIRE.SUB READ AAE Qg -
7= 3E 23] hlg.INQUIRE.SBSTATUS READ A} okt -
A| A8 23] hlg.DISPLAY.SYSTEM READ ZAA} Qkst .
£ 23 hlg.DISPLAY.TOPIC READ ZAA} QFst -
Eg o]F x3] hlg.DISPLAY.TOPIC READ A} Qb3 -
E9 gef 23] hlq.DISPLAY.TPSTATUS READ ZAA} k3t -
AHE 23] hlq.DISPLAY.USAGE READ A} ore} -
FolE hlg.MOVE.QLOCAL ALTER hlg.QUEUE.from-queue ALTER
hlg.QUEUE.to-queue
2 ping hlg.PING.CHANNEL CONTROL hlg.CHANNEL.channel CONTROL
CFz =23 hlg.RECOVER.CFSTRUCT CONTROL [ ZA} S+ -
2| 2E A2 21X]7 hlg.REFRESH.CLUSTER ALTER ZAA} okl ]
T A M= A2] 7] hlg.REFRESH.QMGR ALTER ZAAL Q¥ -
HRF A= 31%]7] hlg.REFRESH.SECURITY ALTER ZAA} okt ;
CF -z A% hlg.RESET.CFSTRUCT CONTROL [ ZAFerg -
= R ! hlg.RESET.CHANNEL CONTROL hlg.CHANNEL.channel CONTROL
== B = I B s hlq.RESET.CLUSTER CONTROL ZA} QHsl }
T+ w2 A LA hlg.RESET.QMGR CONTROL | ZA} ¢+ i
7 &A AAEA hlq.RESET.QSTATS CONTROL hlg.QUEUE.queue CONTROL
SMDS #2474 hlg.RESET.SMDS CONTROL | ZAl <t -
g A hlg.RESOLVE.CHANNEL CONTROL hlg.CHANNEL.channel CONTROL
T Bzt A hlg.RESUME.QMGR CONTROL ZA} okl .
F @22 Z2 26 A7 | hlg.RESUME.QMGR CONTROL | ZA} gt .
ok Ajgkel hlg.RVERIFY.SECURITY ALTER ZAA} okt -
of7fo] B 44 hlq.SET.ARCHIVE CONTROL | A} gt -
A Qs 2 dA hlg.SET.CHLAUTH CONTROL | At <Het -
2344 hlq.SET.LOG CONTROL | A} qtet -
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B 48. PCF B, T2, sieh M| A i (A<
S MQCMDSo]l th3t W3 = 2u} | MQCMDSo| | MQADMIN = MXADMIN®| ti3t | MQADMIN
E ot AN A | HE A Z2aty radl
Ik MXADMIN©]|

L I B
Ik

Bt s hlg.SET.SYSTEM CONTROL | ZAF <t -

A A2 hlq.START.CHANNEL CONTROL [ hlg.CHANNEL.channel CONTROL

A 2] A2 hlg.START.CHINIT CONTROL | A<+t -

=R BN E PR hlg.START.LISTENER CONTROL ZA} okt .

SMDS A& AlZ hlg.START.SMDSCONN CONTROL | ALt -

A S hlg.STOP.CHANNEL CONTROL [ hlg.CHANNEL.channel CONTROL

A 27| SA hlg.STOP.CHINIT CONTROL | Aokt -

A glay FA hlg.STOP.LISTENER CONTROL | 7Aookt -

SMDS 912 &7 hlg.STOP.SMDSCONN CONTROL | ZAF<He} -

TR LA FTE hlg.SUSPEND.QMGR CONTROL | ZAFSHS} -

T ezt Z2{28 YAl [ hlg.SUSPEND.QMGR CONTROL | ZA}orgt -

s

BTAE:

1. hlq.TOPIC. topic Y2 TOPICSTROAM &2 H E
rarsy/ s Hoky o W82 FRSHA L.

#)9)

b v9.01 e MQ Console= AHESH 79 "4

M
©] TFIBM MQ Console - ¥4 5 HoF =21}l of &

BECE NS 511 10 Console -

o o
IBM MQ Console T+= administrative REST API% AHE %EL R
o My FA Z7F /\]-_9.;(]- 1Dol E4 PCF H3S A&ar 4~ 9l = F3lo] @ sk}

199 H|°] x| 9] & 4909]|A]+= Z} IBM MQ PCF

Console AF& A MOCMDS Sl A0 9= ZF =21} of

i

o
o

QBAEES gt AAIG FH = 395 H|o]

WebSphere Application Server Liberty =

RgollM s g Het HAafol Hagh =2utel B IBM MQ

sHe A~ e EAG T

H 2o

H 49. IBM MQ Console PCF B, 21} 5l STk HAM|A 2
oy MQCMDSo]| th3t W8 =21} | MQCMDSol | MQADMIN ¥%+= MXADMIN®] ti3F | MQADMIN
a st AN A | HY AL = 2atd xE=
Y MXADMIN©]|
ot HA 2
Y
AZH e BAHE HZ |hlg.ALTER.AUTHINFO ALTER hlg.AUTHINFO.resourcename ALTER
A B hlq.ALTER.CHANNEL ALTER hlg.CHANNEL.channel ALTER
F¥7 hlq.ALTER.QUEUE ALTER hlg.QUEUE.queue ALTER
S = P B hlgq.ALTER.QMGR ALTER AL etk -
Eg A hlg.ALTER.TOPIC ALTER hlg.TOPIC.topic ALTER
T A7 hlg.CLEAR.QLOCAL ALTER hlg.QUEUE.queue ALTER
QZ2 AR oBAE 24 | hlg.DEFINE.AUTHINFO ALTER hlg.AUTHINFO.resourcename ALTER
g 2Hg hlq.DEFINE.CHANNEL ALTER hlg.CHANNEL.channel ALTER
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H 49. IBM MQ Console PCF

Y, Z20Y gl oiE ANA B (A1)

MQCMDSe]l ti§t W3 = 2u}
ol

k) MQCMDS°|l | MQADMIN == MXADMIN®]| th3t [ MQADMIN
i B e B B S e ) =
e MXADMIN©®]|
i B
e
T2 hlq.DEFINE.QUEUE ALTER hlq.QUEUE.queue ALTER
= A hlq.DEFINE.SUB ALTER AL ¥ -
By 2y hlgq.DEFINE.TOPIC ALTER hlg.TOPIC.topic ALTER
°o1Z AHH QBAE AR [ hlq.DELETE.AUTHINFO ALTER hlg.AUTHINFO.resourcename ALTER
A A hlq.DELETE.CHANNEL ALTER hlg.CHANNEL.channel ALTER
A hlg.DELETE.QUEUE ALTER hlq.QUEUE.queue ALTER
T5 AR hlq.DELETE.SUB ALTER AL e -
Eg AA hlg.DELETE.TOPIC ALTER hlq.TOPIC.topic ALTER
Q1% HH @HAE 23] | hlq.DISPLAY.AUTHINFO READ AL _FRt -
1% YK @HAE o] |hlq.DISPLAY.AUTHINFO READ AR QFSH -
%3]
g %3] hlq.DISPLAY.CHANNEL READ HAF Qrat -
A 1 Y FE 23] hlg.DISPLAY.CHLAUTH READ ZAALE Qg -
Mg A ZH7] 23] hlg.DISPLAY.CHINIT READ AL e -
g o] & 23 hlg.DISPLAY.CHANNEL READ AL b -
g Abe] 23 hlg.DISPLAY.CHSTATUS READ ZAAL b -
H =3 hlq.DISPLAY.QUEUE READ HAF Qg -
T HE A 23 hlq.DISPLAY.QMGR READ HAF Qg -
Fol2 23] hlg.DISPLAY.QUEUE READ ZAAF Qg -
T AH 23] hlg.DISPLAY.QSTATUS READ AL Qe -
1= 23] hlg.INQUIRE.SUB READ AL ¥ -
TE= A 23 hlg.INQUIRE.SBSTATUS READ ZAAL b -
Ex %3 hlg.DISPLAY.TOPIC READ ZAAL ks -
Eq o]Z 23 hlg.DISPLAY.TOPIC READ HAF Qg -
Ex Aej| %3] hlg.DISPLAY.TPSTATUS READ ZAALE Qg -
' ping hlg.PING.CHANNEL CONTROL hlg.CHANNEL.channel CONTROL
S AEH AR 114]7] hlg.REFRESH.CLUSTER ALTER AL FE -
Hob A& 11x)7] hlg.REFRESH.SECURITY ALTER ZAAL ¥ -
g 247 hlg.RESET.CHANNEL CONTROL hlg.CHANNEL.channel CONTROL
g 24 hlg.RESOLVE.CHANNEL CONTROL hlg.CHANNEL.channel CONTROL
A AF A HA hlg.SET.CHLAUTH CONTROL A -
g A2 hlg.START.CHANNEL CONTROL hlg.CHANNEL.channel CONTROL
g FA hlg.STOP.CHANNEL CONTROL hlg.CHANNEL.channel CONTROL
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T T2 F - 15 fwjo]al o] =2 utl g F yhejz} o] HolstA] gk A9 AL e JFS

zL wg2uloo] F 29 1 g aﬂuﬂoﬂ Aolgl *5 gg—qq = AFR 2} ID HAAFE ﬂﬂg} }e{™ RESLEVEL ==
Jﬂr°‘(¥’r wEz} ol 5 = FIAEolEoR HF }%‘sﬂ) UACC(NONE) .2 A o|5}o] & AL x}of|A|
o] L2u}Uo] th wa} —‘%O%HX] ULE im E}.

A A|ZF7] AFERF IDZF RESLEVELOY 7HA| = YA A S 12 st uff 2HE AR7| 2 A AL Ao A= AL
25 = A2 Yo F9 oP“AlE A A|ZF7] AFEA}F IDO] st 2 E 2L HoF AL *c‘i%*%i stedd2 ag

243§ 2E Ajdo] st Bt AALE AjEFshu ol RESLEVELSY tist Ad A|&7] AFE-A} ID A A7} NONEOI

obd 7%, shte] A8} ID(READ = UPDATES] A A 2f|Hlof chsl) Tk H A Aof Thsl ZHARE] ALy AF-&2}

o
<
O

Msg
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ID(CONTROL T+ ALTER A2 =0 t3l) 7} Y Af| Aof thsl AAE A] &Yt} RESLEVEL®] tisl NONE
o|2|o] HA|A S AHE A|Z}E7] AFE A} IDOY| Foi5t= 79, A dol| thsl| a3 =] = E ot HAlol| A o] A7 o]
Foll tish olsistar QlofoF .

RESLEVEL Z 23} AME-2 A/ Hot AL 8| ZE7F AFSE A] o= AS oju|gt . of| & E0f, AF8-A}o|
UAUDITE ¥+ 4%, MQADMINOM hlg.RESLEVEL Z 21} of] Tt A A= AL 2] 55Ut

RACF WARNING &A1& hlq.RESLEVEL Z 21} o] X A&-5H= 79 RESLEVEL 240 L 2ul-lof tifs)
RACF 731 WA 2] 7} A/ =] 7] ek5U T,

CODet 22 H 1A tA] z]of tigt Ht HAl= el o Z2]# o] dof] AH RESLEVEL =21} 2 o] gy},
SER=S HHX] I AF&-2} ID7F RESLEVEL Z 21} of] o5l CONTROL == ALTER H3HS 71| = 742, i %]
Qo g ’\OHE] BE Y AA R o 7)ol = B A WA A] BQF AAME T T}
RESLEVEL =231} -S 7 5t= 749, W7 o] -85 7| Mol Ab& A= A4S &2 T ThA] A28l oF

7)ol BAF F9 F4 37 AFEAFIDZF RESLEVEL Z 21t ol thal 742 AM A7 R == 49 Ad A2}
7] $A 4 Bl A2 e e U ))

RESLEVEL ZAHS 112{™ RESAUDIT A|AE] tf7HRH & ARSI A 2.

MM RESLEVEL B HiX| A

7|82 0 2 IBM MQ A+ o] HHx] 2 Hix] 83 AAS 53l BAA F9) - ALEAH= EA &0 tigh 2k
K27} Bojs|ofof ghith. XM RESLEVEL 2|5 A sto] Bok ZALE Jeke 4~ gLt
AL AL AAF o] B A Aof| AFRE| = AF8AFIDE 7|5Eo 2 Sl A4 Ao AFRE| = AR} 1D S UG
o},
|2 Sof, AF 5= ALEA7L Hj 2] AAS B EA 2F ol M| A5 AL oS API AHY HOF AL 43
| Z] okz|ut AlE] 5}1] or = AL 8217 S A S 2}l of] QM| AE A =5 Eo]— AXTL AAH O 87 AdE e 2
RESLEVELS A48 5 QI&LITh AL A S 255] Al=)5k s AL&A7} EEJE‘E% *e'ﬁé‘% + 7$-clRt API
A1) Hok HAHS ksl = RESLEVEL HAHS A A sliof g,
Che Ee v 2] AAo] tish 3= = HARES BoisUh

H 50. HiX| AZOf CHall CHE RACF M| A 2| Hol M 3= HA

RACF 942 22 A} e
NONE Y5 = Ahel A
READ Y= = A A
UPDATE Y= 2 A
CONTROL AAFSHA] ‘E—a‘%q }.
ALTER HAAbobA] g5 U

BTENRESLEVEL U A|AHEI 7|5

Z2} gl Alojx 9 cSQUTILOY| thgk RESLEVEL o Z2] Aol A
Z2F gl Alojx 9 CSQUTIL F-2 2|8 = vl %] {3 2] o E2Alo] A o= 7 wrejate] | Afujol gt 2 4

8)517] wj 5ol 203 mo]x|2] FRESLEVEL L six] A7 oA Agsh= wajatate] thAreluch RESLEVELS
AL85lo] AFR-E| = SYSTEM.COMMAND.INPUT 2 SYSTEM.COMMAND.REPLY.MODEL 7ol tf g+ ot AALS
AJ2FSIA| T 52 F SYSTEM.CSQXCMD.X, SYSTEM.CSQOREXX * & SYSTEM.CSQUTIL*o|| thdt E ok ZHAAE A
eho}a] 23 = Uguih

HY A= 7 TEate] g4 gtE R AE oL RESLEVEL A glaUth BQHS f-A| B 45t i
*Mﬂ J o Ze] o] M| AHgA}FID7} S ol AFE S F & 7|0l thgt Hate 712 T2 jof st} o] =
27} 91 Alofgko] jal) A= SYSTEM. CSQOREXX* YU t}. CSQUTILS| 7?0l = SYSTEM.CSQUTIL* Y YTt
179 so]A|2] TA|A8] F Hot) ol AWk U2 RojH m.E RESLEVEL A3t o] 2ol = Aol s
3 A& F3hE glofof gLk,

HE AW E ARGt THE of E2|Alol M 9] 7
o 2z AHEAIDE T O] A3t 4 9l AR

—r““o

SE Y AR o) 5 AW 7YY o)2l T ofZ a0l
= 93 AU AL E A A AelAER)ste] Asto] gl 7

IBM MQ E9t & 203



oA HIAA & vl 2| SH= R Y A E £ += U o] 5 WAI5H] 913 CONTEXT Z23td-& AHg-5}o]

SN RESLEVEL B! cIcs ¢
7|24 02 API At HoF HALZL CICS 2ol 35 = 9 F 712] AHE-AF ID7F HAFE Y Th RESLEVEL =&
S A A5to] AR = AFEAFIDS HAE 4 S

ZAAE] = A 1A AFEA}F ID+= CICS 4~ 37He] AREAFIDY YT o]+= CICS 2ry 9] &4y 7h=of] tigh AHg-A}
ID %= z/0S STARTED 22| A & A& Z2AJA] Elo]&of| o8] CICS A2t B A0 2|4 &= AREAF IDYY
t}. (CICS DFLTUSER= obdUt})

AALE = = A AFEA} IDE CICS EdiA Mol A3t = ARgAF IDY YTt

sho] Qe 79, 242 9FE & MQRC_NOT_AUTHORIZEDZ
Ayt CICS 4 3 AFEAFID Bl CICS EHA S A% T AREARS] AFEAFID BfF= SHEE 2d o]
At ol thgt M| A7} Qlofof St

RESLEVELO| £=3k|= AL == ek

[=] o
RESLEVEL X2l A7 o] whek 2pelol gt |27k 29 uf ZAHEE ALgAF DS WAE 4 &Y
ok, AbAsk 4B 204 Ho| A o] % 510] 1&-2 FEFHIAIL.

HAYE] = AHEAF IDS A2 Alo]] AR5 = AFER}F IDO) wHE Yt} &, CICS F4 37t A8} 1Do)| whet thE Y
t}. o] Ao & AF&-31H o] A|AE|(of: H|AE A|AE] TESTCICS)o|A] 4415 = IBM MQ 2% of| ti3ll API
HOF HALS AYekslal T2 A A'l(o: T2Y M A|AH] PRODCICS)l| tidliAl= o] & 3 g 4= 5 Uth
31 "trusted" 4439 CICS F4~ F3F AHEAF IDE STARTED 22| 1= RACF A 2F T2 A|A] Hlo| &
ICHRINO3ol| A 5}lH o] = 7 #a]zlo] ths) RESLEVEL ZE2u}d 2 AAE CICS 4 7o) tfdt R E A&
ZHID HAFS AIEUTHS, 7 B A= CICS 4 3 7tol tisl Bt HANS 438512 kau ). AHAISH H &
+= CICS Transaction Server for z/0S V3.2 RACF Security GuideS Zr=25HI Al 2.

& HE+= CICS A2 tish 3= = AAHE Bofs U

H 51. CICS HZ 0| ol CH2 RACF HM|A 2[RIZ 2EHE|= ZAL

RACF A A &l ZAAL e

NONE IBM MQOJIA] CICS F4 33t AFEA}F IDS Ell 2 AFER} IDE AAFEY

READ IBM MQol|A] CICS 4 Z7F AMEAL 1D AAR U T

UPDATE E g o] cICSo th3l RESSEC(YES)Z A 2] H 749, IBM MQoj| A=
CICS 4 3%+ AHE-AL IDSF EiA A AME-AF IDE AR o}

UPDATE EgiAHo] CI1CSoll th3ll RESSEC(NO)Z 2] ¥ 72, IBM MQofl A=
CICS 54 57 A& IDRF AR .

CONTROL %= ALTER IBM MQOi| A AH&2} IDE ZAFSHA] 45U Th,

ST RESLEVEL X IMS S

712202 API AFY et AALZ} IMS Aol 43 E= 9 = A o] A&A} D7} AAFE U T RESLEVEL T2
kol e A st ZAAE]E AFR A} IDS WS 4 e U

7184 0 2 AP A9 BoF A} IMS Aol o] 85 A9, T A2} ID7} AANE o] AHY M A 8

of B2 Stolghr),

AAFES 3 WA AFR A} IDE IMS Q9] A Z7HAFEAF DY T o] = & 7h= o] USER WE = 7/05
STARTED 2 A = A|2Hel I 2 A1 o] E(SPT)2] 2ol 2|4 H A&} Dol A AFS-E U,

AALE = © A ALR A} IDE £4 o ol 4] 43 20 2o ATE U] o] = M A&} ID7} IMS(tm)
Aol o] T E= HPol EAEE T2 £4 oo g8 nfel wEE U
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3 8 S 5 A IMS AL§AH ID B Shfoll Helo] et M A Asto] gl A9, R e $E I

MORC_NOT_AUTHORIZEDE Asj gt}

IBM MQ RESLEVEL =21} A2 IMS ElA A o] IBM-supplied MQ-IMS E&| A ZU g T2 73
CSQQTRMNO| M A E 5= AHEAHIDE A 4~ §lsHTh. ©] AR&-AH D= sid E2| A 2L E 2] PSBNAME
o7 7]EA 0o g CSQQTRMNY Y th.

rlo

RESLEVELO| +3E|= HAL| F= I
RESLEVEL Z2utel 417 ubviol] ufet ahelo] i nl2rt 49 wf AANE & AH8AL 1DE WA 4 A%y
th. 7h53 Ak theat 24Ut
* IMS A F4 FFAREAHID B 7 RIA] AREAL ID B A AHEAFIDE AR YT
+ IMS 2| F4 FZHALGA} 1D AR o
- o]® A2} IDE HAFSHA gh&uTh

& F= IMS o) tsl] 3= = HARE BolEU T

H 52. IMS HZ0| CHal| CH2 RACF YM|A B Z | = Z AL

RACF A~ 22 AL 2

NONE IMS F4 37HAFEAHID U IMS T WA AF&A}ID == oA AFEAFIDE 7
ARy o

READ IMS 54 1F AHEAHIDE AR ot

UPDATE IMS =4 FF AREAHIDE AAR U T

CONTROL AAFsHA] b5y

ALTER AAFSHA] S5yt

ST RESLEVEL U MY AIRP| A

7|24 02 API AH Hot A= A AlA7| 2 43 E 1
Aot HAtEE AMEAHIDE BT 4 AFYTh
7|24 02 API AM Hot AR A AlA7| 2 43 E 1
A,

HAFE AR&AF ID= MCAUSER Al'd £/d 0.2 213 AREAFID, HIE Aol A A1 - ARAFID 2 AlAH7] 5
& 37| AFAHID H= A A AT E] Q] tha] AREAHIDY 4 QG Ut AALE = AFEAH D= A S
A T2 EF 8l PUTAUT A'd £ 9] Aol whef chgy o 2MIeE JE = 210 H|o] 2] 2] Tl Al2}7] o) A
AHEE = AHEAEIDY o W82 FEsH Al 2.

o] AR&AFID Z shitoll Z-dol] thgt HA A Hto] Qi 7¢, 2% 2 ¢H8 Z= MQRC_NOT_AUTHORIZED=Z
Alofsi o,

= H

= AF2AFID7F HAAFE Yt RESLEVEL Z 20t &

S ALEA D7} A AbE o] 2bel GhH A 318 o BE

RESLEVELO| £=3k|= AL == ek

a
RESLEVEL X2l 47 o] whek 2pelol et 27k R4 uf ZAREE ALGAF ID 2 2 5142 47
SF 2 O]L\_L]E]_
=T M»ga .

the HollAE A A% 92 8 o] ABS AT

o

159] mE Aol ths) £3E)E S HolF Ik

H 53 ki A|XH7| 20| CHSH CH2 RACF M| A |2 23HEl ZH A}
RACF HA| A & ZAA g

NONE = A2 IDE HARH L,
READ shite] AFgA IDE HAFHTh
UPDATE kel ALgA} IDS ZHARHULE
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H 53, M9 A|EH7| HZ0f| CHol CHE RACF UM A BRI ZE SHE A AL

RACF A& 28 A e
CONTROL ZAAteA] o4y,
ALTER ZAAFeHA] UL,

FAL: A= AFEAHID A 2ol sl M= 210 H[o] A 9] FAE AJAH7] o M ARGE= AFEAFID) O] &2
RE PR

ST RESLEVEL 2 L8 12 3Y
71840 & APL A9 HoF AAM: 18 U] 79 oflo| I E 2 35| 1 © AL} ID7} AANE o] AHY A A &
o] B2 stolgh ]l RESLEVEL Z2u}lS AAsto] AAbe L AL A} IDE W 7e 4 et

_ R

A= AF2 AL IDE A 7 TE]Z1o] IGQUSER 470l o)) 3 , HIA A &

SYSTEM.QSG TRANSMITQUEUEoﬂ Y= F 382549 #%ﬂﬂ I8} 1D = T HA] A 9] HIA|A] YA
HE|o| A UserIdentifier O] xlﬂﬂ A A}ﬂx D HﬂoP AH =213 Ho] A 9]
MY 8 35 F9 olo]HEZ} AFE 8= AFEAFIDY o] W& FEHIAI L.

98 Y 7 olo]MEE YR 7 Bela gj 2T 0] 7] uj2o] ‘%MIX o 17 242 WA}
221 1DZ APVt 21§ U 7 olo| 4 E L 7 Bl 27|35 Alol AlZEUT 1

st Zoll 1IBM MQ& 7 ] zto]l ABE AHEA} ID7F S&F MQADMIN S22 X2
~2 7R

-

13 5 Bl ate) A

oo E 2]
wtalel] ol 74A|= ot

hlq.RESLEVEL

o] ZAAH= hlq.NO.SUBSYS.SECURITY 291 X17} 448 7498 A|elet s g4k s g Utk
U

RESLEVEL Z25}2lo] gli= 7.9, IBM MQE 5 AH82} Do} thsh ZIAHS: A& EUITh. RESLEVEL Z2sfolo] 9]
79, Al e = ealolol el 7 22l ate] AL&A} 1Dl 2ol A2 e o) e} gL, 15 U
79 oflo] ¥ Eo] thal the RACF() A~ 2ol A 4aw] = 7 Ak 15 U 79 ofl o) H =0l Tilsf Syl
ZAtE ol FUL,

H 54. OF W 7Y O|0[THE0 Cioli CHE RACF M| A 2 Eoi| M x| = ZHAt

RACF 24| A ¥l ZAA g

NONE = AR IDE AR T

READ alLte] AHgAF IDE HARTh

UPDATE stukel A8 A IDS AU

CONTROL AAEHA] 24U

ALTER HAAFsHA] G5

231 AAE = AFL 2} ID A Qo] tha A= 213 Ho]A|e] FUjE 12 9] ofo] M EF} A}& 5= AR} 1Dy
o] Y& FEsHA 2.

5 T2 A8 IDo| thak RESLEVEL Z 2utelo] Hojd Ago] WA 15 W 79 ool dEL A Y&
KHehst7] 918 228 5 AA A slor Tk, 15 U 79 oo ES S YA 0 2 FAST ANZE 4 Yt

#o] Q17| w2l o] 2 913 7 el Ake 24 T A <o Tk,

SEETENN 7 AL 3t RESLEVEL 2 AF2 X} ID

RESLEVEL TZu} A7 9l e} x| A Hof of 7]

%] o] T2 uke o] 2o tha HALE &= AFEALID - LU 6.2 2 TCP/IP M| A7 A d o] T 2utel
8 ZAYE| = A8 A} D= RESLEVELO] CFE MOI 2ol tha ZAFE] = AFEAF IDol A3k i
U,
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o2 Sol, ha T 2 2 7ARE] 7 Telx QMoo & U .

« AF2AFWS21BE 2FY ool A AU},
F4 FZFAHSAFID CICSWXNoﬂ/\i Al3) %91 CICS7t Al 25l B 23 WXNCICSE RESSEC(YES)Z 2l H
E i dof| cisiArt A A 2 HAME U

245 RESLEVEL T 2u}2-2 # o] 5l ™ thS RACF B S 2H3iat A A 2.

RDEFINE MQADMIN QM66.RESLEVEL UACC(NONE)
T8 g ohg W o 2 o Taukolo] sl ALEAL A AS HofatilAl e,

PERMIT QM66.RESLEVEL CLASS(MQADMIN) ID(WS21B) ACCESS(CONTROL)
PERMIT QM66.RESLEVEL CLASS(MQADMIN) ID(CICSWXN) ACCESS(UPDATE)
AREAHIDZE T el A QMe6ell A Stk ol S st iAol 2-8+7) Aol ALe At Ad
& 2 Foll thA] AZsloF gy,
AHEAR A Alel] M EA|AF] HQbo] F/otE| x| A vl o] AREAF7F of Ho] A= of JITh A HAI AR Hob
& A A 2l BoF HAPE AREAtel 2 &g YT A8 AR= SHHE RESLEVEL A2 5 913 thA] A2
sliof g,

STEENz/0S2| Hot HALE 2|8t ALK} ID

IBM MO AFEAL, EJu]d, o Z2]710] 4, 7|Ek A}elo] Q1ehel 182} IDS 7]k & mek ZALE AlZHgh ),
o] Eul ZelH e 7} Mo At ol ALEEl = AL A IDE LR T

ST o1 2ot 9|3t ALK} ID
g AL AL IDE A7 9o wfe} ohE U

a2 83 AH&AHID HEI=

Hjz] 12 A ejA39] AFEAFID. o & 1 v 25yt
 TSO AHEAHID

+ USER JCL Hi7l¥ 4= = v x] 2F}]of] A7 == AH&-AFID

 STARTED & A = A|ZHE =2 A]#] g|o] B2 A|ZFE] = ej A0
A &= A& ID

cics Az CICS &4 33 AFEA}ID.
IMS A2 IMS Ao 4 F7FAREALID.
g A2 A2 A AR F4 33 AFEALID.

D= e ey 7)ol whe} kgt

ey 9)4)... AH&7} 1D Al =

CSQINP1, CSOQINP2 = | AN} 48w 7] ok&u T},
CSQINPT

N EEDEE

UOR

S Z3sh= WA R Q) HAIA] AT HE 9] UserIdentifierolA] AHEA}
ok Ut MA 7t UserIdentifiers EaHelA] = 79 Zufo] A}
1D

I =
7} Hot | xtof| Al ME-EHych

°
=
=

]_

%
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dh3) 9] %] AHEA}ID "=

=& AHERF ID7F 2& 0] ARl 235Ut 24&0] ARI2 5 X] gF2 A9, 7] &2 ALEA}
ID= CSQ6SYSP2] CMDUSER Al AH] nf7f¥ 42 A g},
F&o A HegS daYste]H Z40] 2/0S SYS AUTHORITY £4J o] Qlojok &
=3

SDSF/TSO & TSO == 2 A2} ID.

22} gl Alojg TSO AH§-AHID.

22 gl Al oji2 ARgSt = A, A "shs 220l sigote H Eaol B gt
Hgto] lojok gt} S MQCMDS Za A0l A BE hlq.DISPLAY object T2
u}hl o tf3l READ A2 HFto] 3lojof 511 o] = nli'd o] thefgt DISPLAY B
& AHg-sto] BAISHE = R E 6k diEd Yy

MGCRE MGCRES} UTOKENS ZE‘OI AFE5H= A9 UTOKENS] AF2-2}ID.
MGCREZ} UTOKEN glo] =] = 7%, TSO == 2Hd AF8-A}F D7 AHEEH Y )

CSQOUTIL A AFEA}F ID.
csouTiL 2l A8 1D,
CSQINPX A A7) F4 F7re) AHEAFID,

ST A2l Bote 9|t

o] JE =7t 32| Aol thsh
RESLEVEL = 2u}al 2 Aot}
2 IDY Y

2]-‘1 ‘2 E A]-_Q_x]- DT g - _{’\_/I\JQE
"bob"e Z5Fst= A A}RX} ID¥C

SETIEIN x| 20 ol ZAEI= AFRXFID
v 2] Aol Tl HALE] = AFR AL D= Bj AT A3 W 2 o] AFRALID A of Hoj whe} ok Sy ),

A2 X} ID(MQOPEN, MOSUB MQPUT1)
g4t 9 Al AFgAF 1D ARg2LID R ZE HoFYTh AL 8
7 HE] = AH2-A} ID+= MQOPEN, MQSUB 5= MQPUT1 S Z0il AF&- &= ALE

A AP ek g 595 4] gk o] o & Sol, "Bob, "BOB",
A

H 55, HiX| HES ?let T2t O|F0fl gt ArEXL ID &AL

2 7] Aol tA] AFE | hlq.ALTERNATE.USER.userid | hlq.CONTEXT.queuename = | hlq.resourcename T2
AH1ID A4 o 7 2y 23d o
oly e - JoB JoB
o JoB JoB oA

7|:

oA

oA AH-&AF ID.
JoB

* TSO H£ USS AFRI2-9] AREAFID.
- "] 2hdol) 27 &= AHEAF ID.
* STARTED S A2 A2 BjAT = A2 T2 A Hlo] 2ol A4 &= AF-A ID.
« A% $ Db2 AE0E T2 AR of] AetE = AHEAFID
Hij %] 24912 RESLEVEL®] READZ 27 =] 3 tha AREAFID AAbE A