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20 H|o]#| 2] [Migrating the database tables on Db2 on z/0S to IBM MQ 8.0J

If your database is Db2 on a z/OS system, you must complete the following steps to migrate from IBM
WebSphere MQ File Transfer Edition 7.0.3 to IBM WebSphere MQ File Transfer Edition 7.0.4, and from
IBM WebSphere MQ File Transfer Edition 7.0.4 to Managed File Transfer in IBM MQ 8.0. Db2 E|o] &29] 71X
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ST Migrating the database tables on Db2 on z/0S to IBM MQ 8.0
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The BIGINT data type is available in IBM WebSphere MQ File Transfer Edition 7.0.4 Fix Pack 3, or
Managed File Transfer in IBM WebSphere MQ 7.5.0 Fix Pack 1 or later.
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g) WA A E&oj TransferTemplatel.xmle] AR =25 E3I5l= HA| A & 24 F HJAH] SYSTEM.FTE E
Tof] LYt Al .
£ ol Z Aol S AL EX EAE S A G SH Al 2.

SYSTEM.FTE/Templates/<template_id>
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o] 7| A <template_id>+ TransferTemplatel.xml Ttdojx| 2t& 4+ Ql= A5 HE2E DY
t}.

A= =01, ol xmlo] th5 F=2 E35h= 37,

<?xml version="1.0" encoding="UTF-8"?><transferTemplateid="a7838085-0f2a-4980-

bh958-2dbhdfh22702"
version="6.00">

£9 EAde 08t Zotok g,
SYSTEM.FTE/Templates/a7838085-0f2a-4980-b958-2dbbdfb22702

h) MFT fteCreateTransfers H 32 AlE5lo] AA|SH HES £50F ThA] AAFIAAl L.

MFT AlLI2|2 TR

o] o= A|AES A5 B AE HA XS HE5H= Alu2] 2.9 $H7] 3-8 Managed File Transfer EZ 2

A& Uy
- 3R EERA
- 712 AE A

MFT 328 EEZX]
o] Hojl A<= 3-8 Managed File Transfer EZ 24| 2 1}Q3Ht}, 7} tho|oj T2 o] oFuba} sPAE = 7 a7}
ol thst A4S LrepUT)
A A7 o] Tt AAS HR = 30 HlojAe] FAAA TEjAlsh o Y8 FxaAAL

stLte| 7 22| Xt A= 712 EERA

Base Server
IEM MO Server
Queue Agent
manager: MFT1AGT1
MFTH
@778
MFT1 roles:
Coordination
Command File logger
Agent MFTILGR1

2
712 B2 = 24 7 WeiabsS Zadshe A 7S UE Ut 34 ol 52 24 7 BefAkel oI5t 5
gt 27 7 ez} o] gol MFT10]H, /9 o] 52 MFT1d U th.

7|2 EZEA = 455 A WA Managed File Transfer 7/ 4 Ut} 7|2 /g o] &5 EH ¢4 AjH o] otE Y

oo AET} 7] 2 Aol #7kelof el makgh k.

)2 EESAL 712 EE2A MY el sl g R e T 712 £E2A § A1 g3t e

2 5T AH | hE X 2 0|58 4 Yo mR A BA o2 b 4 LU
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StLte| IHEL] o] METL U= 7|2 EEEX|
Partner Server Base Server
Agent Queus Queus Agent
CSMRAGT1 manager: manager: MFT1AGT
CSMA MFT1
@775 1778
CS5M1 roles: MFT1 roles:
Command Coordination
Agent Command File logger
Agent MFTILGR1
Base topology
2] 3. 5L MEL O0|HET U= 7|2 EEEX]
o] EZ 2] % of| o M E 7hol] utd S waHet 4 Q& Ut 27} akEY ofjo]d
QAL HFAl 0 2 2715 4~ 9l &}

Al 7}A] Managed File Transfer 5 2|2} & 2. %of o 3]

B2 AL S

I 4 d&U

olg Sol, 24 7 Belxt JF 1o

el 298 4 Asyth

7% A3z o] MEjo] Qi U oo E 7 PR} 7| 4

2 shue) 7 BYRE AHET 4 9lon ¥

EEEE:

O|AE F=MQI HE & FL/4d =] ofof Frct.

Z A 7 Te) 2o tigk A AL fteSetupCoordination ol o3l A HUth 24 {7 Le|x} AZo| IE

] Als{o|A] IBM MQ Z&to] <
AejollA deyd o Aot

"ol = 7 E|Xtet siLte| THEL] o[o|METL U= 7|2 EEEX|
Partner Server Base Server
Agent Queus Queus Agent
CSMIAGT1 manager: manager: MFT4AGT1
CSMA1 MFT4
@175 @1rr3
CSM1 roles: LS
Command Command
Agent Agent
- t
Cueue File logger
manager: MFTSLGR1
MFTS
a1 mn
MFTS5 role:
Coordinator
Base topology
2l 4, o) Y 7 22| Xt StLte| IHEL 0| METL /= 7|2 EEEX
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& 95Ut

Managed File Transfer Agent IIEL{7} Q= 7|2 EEZX]

Partner Server Base Server
Mo IBM MG IBM MO Server
Agent Quee Agent
MOQCLAGT1 manager: MFT1AGT1
MFTH
1778
MFT1roles:
Coordination
Command File logger
Agent MFTILGR1

Base topology

12l 5. Managed File Transfer Agent HE LIt Q= 7|2 EZZX|
o] EZZ A& F ofjo] M E Thof| mpd & w4 95yt
Cho]o]1gioll Al MQCLAGT1E E¥H mtE U o o] E 9] AjH{o]li= IBM MQ A|¥{7} A x| =] o] JIA] &Yt}
TEY ofo] H E= IBM MQ7F A X A et 5 U3t & AREsto] A= A9 A7 ol 97} 5 o
. ;liréd ofo]MEQ] /g2 7] 7 BeAt = 7 T zto] gt IBM MQ Z2to|AE A4S AHgsfiof &
« TEY ofo] HE A o] 1/ g o &2 A/ 27 7 WA 4T IBM MQ ol & AT B art syt
Z27 7 WA Y7 72 AHef o]n] 5y
dey o3& gsfioF Y
- TE U AHo)|A] ofo] HEF A/ e uff /dE oflo]HE LEAE 2]
- Ao g 7= A AR ALt e
- 7] Aol ol o] E 7 B2t = Al E F e Afol| A o] & A gt
o]l 4L MFT1E Al 7}A] AaHe 25 A F5tH, MFT1 7 Be] Ao A= of o] 4 E MQCLAGT10] T3t @ B
A EZ ZAshct

LBAE Hol5 7|2 MH 2 ARt tAl oo E F #A7} Q= 7] A1 9] o o] E MQCLAGT 1]
Ojsh FteDefine W A 4 Sl LT freDefine HEHO 2 A Hol S ALg3ko] oo E 7 T
2| z}of| A W4 ofj o] M E A o) = ZHA5HA A L.

m]m

24t

Pt}

u:°|'

HU

okl

A S S0f, BAE tolo| 2o M= otEY AH 9] o o] E tH E2|of|A 7|2 /g AH =
MQCLAGT1_create.mgsc oY 2AFSH MFT1 7 | ztojl A " ofo] M E Aol 5 2H g3yt
m}E ] of|o] HE AMrof| ] &3t 742 Managed File Transfer 714 T2l E 2|t W4 EAJ ufd & A3

1H1°ﬂ/\1 IBM MQ 9.0.1%-E{+= Fix Centralol| 4] Managed File Transfer 2B} £ 7}5 &
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H3L: MOMFT AU 7Hs Zehol91= = o] ] 3712 =]of 9131 genmapke - De/El 2 AL S B} girks
AojlA] 18M MQ Al 7Hs o]l =0k chEUh AbAlsh Y RE AT b SetolRl=g st AL,

HEM nE{Ale
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TAollA deist= A2 /32 A3 w7 ol whet oY o
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MZEsta| Hof

Ch ool & v 2ol 7y o

+ 30 30]A] 9] IAZAY AR} de HECH /ol 7 Bejzte] tiet A2 9] f3o IS nAl=
S olshig .

+ A S 1IBMMQ lzekdu ek 7 HE Ak Aol gt HH = IBM MQ F 22} A4S FE5H Al 2.

- IBMMQ EQFEj AT 7} A& LUt
ot YA AL -2 BE AAE] 2hel 2 AT Hoto 2 S Hu
Managed File Transfer E.QF 714 of] Tjslj 4| == Managed File Transfer2] E 2t 7} 9 Managed File Transfer
Z2]0l| thet AR&A} HokS s AL,

- AIE Z2 032 ARESto] HA A S BUA #EAY AE amgscnxe & AFESE] IBMMQ S2to|1E /3 A
4E HIAESIO] IBMMQ £ 4% & 2E IBMMQ 22 HIAEFUTh
amgscnxc A 52 HE FEoA Ad A2 S g oJsto] F B xboll AZdYth. o] ZE+= MQI = IBM
MQ S0 E /53 A4S AHS-S wl Managed File Transfer 7} A4 5}= WA 1} f-ARY O

« ZA AR ol A= 7] /g ol] AHE-5t= AlHf ol 5FLFe] IBM MQ H{Z o] A x| & o] Iotar 7Rttt 7]2 AH
of o] IBM MQ7} A x| = o] QL= 7%, AH&sta = IBM MQ B Kol tj3lf Sut2 ot H 2 & AH8StEE 3
ofsfjof gt

« o2 A Aol AFEE 7 wEjAtellE A2 1Sl BaskA syt

A2 IZF o] A WA /& &Fshs Aol B Tdd 4= AR g Lefo| 2o A AE 1SS A A
o

R o E o
Sl|of 5h= - MQMFTCredentials.xml Al HH u}U & 1A= 1 of] thgh A A A2 Managed
File Transfer 2 IBM MQ 912 1= & ZX35HAA| L.
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Partner Server Base Server

Agent Cuaus Cuaua Agent
CEMIAGT manager: manager: MFT4AGT
CSMA MFT4
@1T7s @773
CSM1 roles: MFT4 roles:

Command Command
Agent Agent
— :

Queue File logger
manager: MFTSLGR1

MFTS
&7

MFT5 role:
Coordinator

Base topology

T2 6. x| = T Ee|Xtet otLte| THEL 0| MEJt Qs 7|2 EEZX
O| EfA3 HH
oAA e 7 Tzt 92 oh3a 254t
« 712 A
- F TR MFTsE 24 F FERgych
- &2 MFT4+= o|o] - E MFT4AGT19] ofo| M E 7 | A= AHEE|H 7] & AH o] MFT5 /g o] th st
Hy F Atz AR
« THE U] AJH]
- T A CSM1L oo E CSM1AGT19] oflo] M E 7 ezt & mhE L A¥ o] MFT5 /Adof tish &
T B R E A H YT
- 7|2 Mol F B2 MFT5E= 24 F Bzl ych

T2 AN

1. 2% 7 #ejx 24
2. 95 7 ezt 724
3. 9o|HE HH

4. 27 8%

5. T A8 74

S
ME AR S H2AES = =5 MOMFTS AHE-8 MOExplorerS AASHIAl 2.

MEst7| Mo
o] Alu2] 2of| thsl| A7t 7 T2 &} Ato]of] &gt AA/do] YA=A] ERIsHIAl L.
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0| EfA3 Mu
o] B3t 27 7 BEl A MFT5S Ak o] Mol A AARGS Shutel 1BM MQ A% 2 Zhefaha gleki 7y

.

o3 A 29] ¢, 4 AT E AZst7] Kol setmgenv HE S AHE-5to] IBM MQ H =25 Q5 IBM MQ2
o2 AAsfof gyt

OZAN

1. Managed File Transfer ¥z} 2 2 QIS A 2.
2. b Mg Astol 24 F Belate Ay 74 telEe) T2E AREIALL.

fteSetupCoordination -coordinationQMgr MFT5

24 7 Bz s
C:\data\mgft\config\MFT5

coordination.properties T
C:\data\mgft\config\MFT5\coordination.properties
P2 24 F A C: \data\mqft\config\MFT5\MFT5.mqscell tisl] AaysoF s MQSC ¥

& gt

data\mqft\config\MFT5 t £ 2 HASHIA| 2.

4. Th B AYstol 7 RS 2 F VAR Bt ES TYSHIA
32 Ho]2|2] T2y TAo|A AgYst ol oJsf] A== MQSC H ot %l%ﬂ%%qq
runmgsc MFT5 < MFT5.mgsc > mft5.txt

5. ASst= HY7)E AFESto] mits. txt 2T otdE& A HA| L. H o7t e o2 A= Q]
AL,

CC

o}
C:

1o rok
l-o

SERER

rr

Ci80] g e

Ty 7 B2lx 24
93 7 welare 743

27 7 BelAtE PATEA S . ARG YRE 31 Holxe] T2 Pelak 74 o WS Bz

TZ=ANK
= = AdstAl

fteSetupCommands -connectionQMgr MFT4

thS WA |7} A EH U} BFGCL0245I: C: \data\mqft\config\MFT4\command.properties Tt o]
A= AE YT
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B8 7 B Aoll= F7FIBM MQ A 2)7F H 2514 ¢b5 Ut £teSetupCommandsE A 35t
command . properties I o] MFT5 4] t]ell Eg]of] ZHd U},

Oflo|]HE 87

AgYs)|oF 3= MQSC 2P E S Z3}sto] utd A4 of o] E MFT4AGT1S FH]5He W duch

AlEFSE7| Hofl
3 72l Aol e A Ao 32 el e) TR 2 el 2y of g b

O| EjA3 MH
o] EjA2 3+ Windows T+ A4 of] o] H EQl MFT4AAGT1S <H| gt

fteCreateAgent -agentName MFT4AGT1 -agentQMgr MFT4
fteCreateAgent 32 AF§3to] oo HES 243 ¥ agents Tl Ee] U ofo] HES| ABriH £
QI MFT4AGT10] MFT5 2| Egjof] Z7be Ut}
data\MFT5\agents\MFT4AGTL U Egjof|A th-3-S &S 4 dH YT
. agent.properties oY
« MFT4AGT1_create.mgsc &Y - oflo]{ Eof H @35t IBM MQ A &J7} L gg| o] lEUt}.
2. data\MFT5\agents\MFT4AGT1 U E2| 2 ¥} o2 &S Agdsto] P4 ofjo
o & 2HgatA Al 2.
runmgsc MFT4 < MFT4AGT1_create.mgsc > mft4d.txt
3. MEshe W72 mitd. txt 27 S A1 o7t 43 H 02 AYE QLA SISt L,
4. fteStartAgent MFT4AGTL FH S YH5lo] o] EE A2 Al L.
5. fteListAgents FF2 U5t o] o] ES HAISHIAI L.
OH2 2t F-ARRE Z8 o] A& ojof gty
5655-MFT, 5724-H72 Copyright IBM Corp. 2008, 2023. ALL RIGHTS RESERVED

BFGPRO127W: No credentials file has been specified to connect to IBM MQ.
Therefore, the assumption is that IBM MQ authentication has been disabled.

Agent Name: Queue Manager Name: Status:

MFT4AGT1 MFT4 READY

Z11: Managed File Transfer &7l A A4 QIF-S AHE L 2 A7 5HA] 9b-2 79 BFGPRO127W HIAI A&
AR 5 QgL

ftelistAgents Y= 23yt BFGCLO014W: ®ixif ME J|ZF1h LX|Sh= O0|HETL i&LICt. 2
£ wA A7} BAIEH, 2§ e 272 o] A 9] FiteListAgents &0l A MFT ollo] HE 7} hds]#) o
E 79 2T A9y o YES BEFIAL.
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23 83

AIESE7| Hof|
che-2 A shof gyt
R LR
- e 7 el

- ool E

fteCreatelogger -loggerQMgr MFT5 -loggerType FILE
-fileLoggerMode CIRCULAR -fileSize 5MB -fileCount 3 MFT51lgrl

fteCreateLogger B2 A3Y5IH data\mqft\config\MFT5\1loggers T2 E&]7} MFT5LGR1 A
oo} oA 2d gy
MFT5LGR1 A Bt E2]&= logger.properties oY & B/t =3 f Egfo&= 27 o st
IBM MQ A 2]7} 9= MFT5LGR1_create.mgscet= o o] Q&)
2. data\mqft\config\MFT5\1loggers\MFT5LGRL ClE E 2] 2 M5 A 2.
3. A¢H MOSC ¥ oS AaYsHiAl L.
runmgsc MFT5 < MFT5_create.mqgsc
270l B e g golg g
2) QBAE Aolo] Aitg HEste] B4 0B AES} A 02 A=A FAIA L.,
4. fteStartLogger MFT5LGR1 W2 AldYsto] 24 Z AJZSHAI Al 2.,

5. data\mqft\logs\MFT5\1loggers\MFT5LGR1\1logsolA] output0.log o] A= E HESI4A|
2

270f et 27k 9l o™ mpx|ef BT Fofl thg HA| X7} 2ok of lojoF gy Tt BFGDB0023I: 277t

o
AE #ES AROH XF MY SYut,

7320l upet 27} 23 A2 w] 271 F KB 7} output. logell 7ISEH A ¥ 4= AEHT
output0.log ot o] Hjof 1 O™ fteStopLogger MFT5LGR1S Y& 5lal Enter 7|15 8|4 2EAE A
A 2SI Al 2.

fteStartLogger MFTULGR1S Y35}t Enter 715 53 A 2AE AAIZSHI Al L. oA
output0.log ol o] El7} A H YT

ool A EZ} 28 A2 u 5YU3H A50] outputd. log oA o) ofjo| M E wAH7}A] S}
fteStopAgent & fteStartAgent YIS AFESHA] olo] M EE FX|5kaL A|ZFSHA Al 2., O3 T of|o]
ZE output0.log ool 7| 5% =1 dlo]El & AT

-

o] T/l thet =24 F HAS x5t 718 A E FARUSH

CtSoll e e

ol 4] 917 oflo| M E7} et shEY Aol thal SASE 2l S ST,
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OIEL] A 7Y
718 Aujo] o] 24 7 BRI 9= A9 TEY A S TAsHE P,

MZESE7| Hofl
T3 7 BEAE 2ok 718 A E AASH] A BE A3V 5] HREUEA 2

ol
ro
ol
ol
j12d
>
fo

O| EfA3 HHE
IBM MQ Z =2} IBM MQ & E et t/Adof theh 5L st 7MY -2 ohE U AHo)| = &8 H Ut}
MFT5 4] T2l E2]S 435l fteSetupCooxrdination &2 AF83lo] 24 F Bajx}2 A|H5l= Zlo
2 A&t A L.
OTZAN
1. o2 B2 Adfsto] otEY A 4] = £ & A/dsH Al 2.
fteSetupCoordination -coordinationQMgr MFT5

-coordinationQMgrHost 177.16.20.15 -coordinationQMgrPort 1771
-coordinationQMgrChannel MQMFT.MFT5.SVRCONN

a. 27 F FE A7 o EY AH et thE AEo) e B 712 A 27 F TR}l tigt dA S Setold
E 4742 Aolsfok 3}

mtE U AufollA 27 7 Be|zt AZS IBMMQ ZEtolAE A2 olatx] ZolH 27 7 ezt
A A= 2 E Managed File Transfer B3 o] Aufghu o},
27 7 He|Rpol AdAsh= ¥ o] o= fteListAgentsd L Th
b. 7|2 A& 78 wf 274 7 e|atoll B2t H o7t 2= IBMMQ H o E AT 27k jlsY
o}
2. th S Adgste] WE] 7 B RS A A 2.

fteSetupCommands -connectionQMgr CSM1

%o 7 Belafol s %7} 1BM MO Hol7t Mo syt
3. the Wl Aasto] iU oo HE 7 e AE AL B oo HE 7 B AHE AU,

fteCreateAgent -agentName CSM1AGT1 -agentQMgr CSM1

. CSM1AGT1 TR E 2] 2 HAsHA A 2,
. T}e WS Agsto] ofo] M Eo] W IBM MO Hol 2 ZHISHAIA| 2.,

o b

runmgsc CSM1 < CSM1AGT1_create.mgsc > csml.txt

a) & oh= W72 csml. txt S-S Fo] BE o] E "4 o7t F3A o2 A= =7 Felst
A‘A]jl
6. The WP S AYsto] o o] HEE A|ZBHI Al 2.

il

fteStartAgent CSM1AGT1

~

. fteListAgentsZS JZH5}o] ofo] HEE BAISIIAI L.
Che 2} §AFSF Z2]o] EA|5]ojof FhUIT

C:\>fteListAgents
5655-MFT, 5724-H72 Copyright IBM Corp. 2008, 2023. ALL RIGHTS RESERVED
BFGPRO127W: No credentials file has been specified to connect to IBM MQ. Therefo
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re, the assumption is that IBM MQ authentication has been disabled.

Agent Name: Queue Manager Name: Status:

CSM1AGT1 CcSM1 READY

MFT4AGT1 MFT4 READY
Z11: Managed File Transfer 2704 A4 Q15-& A8 &2 A7 5HA] &2 7 BFGPRO127W HIAIA| &
A 5 Qg
ftelistAgents H g3 A5t BFGCLOOL4W: ¥xH MEH J|&=1t UX[st= Of0|HETL Ql&LICH. 2t
= AR 7L A=W, 2T G B = 272 9]0] 2| 9] TfteListAgents 5ol Al MFT of|o] H E7F YA & 7] ¢k
LA SUT A o] WgS FRHIAL.
ofo] HE F 5tt2] A Ell7F UNREACHABLER! 742 571 = 274 1| 0] 2| 9] [ojlo]d E7} UNKNOWN
B2 BAEE Ao suT A o hg-S FRPIAIL,

MFTZE Al25}10{ IBM MQ Explorer 84X
o] EjA 3= IBM MQ ExplorerE Managed File Transfer 7Ajol] 1 451 o =-20] HUt}.

T2 AN
1. IBM MQ Explorer2 A|Z5HAA 2.,
2. Y& Navigator T dof| A o2 2 A3 E38lo] EH]E H 2|4 A 2. Managed File Transfer.
27 7 2 2ko] 4 = o] EAHUCh MFT5
3. MFT5S 0f9-A @ 2& thx2 ZE510 AZ S AEEt4 Al 2.
a) Yel= T & ofe W7ol A AgentsE A E15LT T of| o] E MFT4AGT1 2 CSMAGT10] Ready A el
17| Eelst Al 2.

CHe ol $3e ol

IBM MO ExplorerE AF&-5}lo] oA AA 2 H|AESIAA Q.

IBM MQ ExplorerE Al2510{ It M4 HAE

o] AT oA FA|of| A Arg 35t tf 2 IBM MQ ExplorerE A %% $of] IBM IBM MQ ExplorerS Managed
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AMZESE7| Hofl
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Eg)9] test-file.txt WUo] AF&E 1 7P},

C:\temp\mft> dir =*
Date stamp 61 test-file.txt
1 File(s) 61 bytes

O2A|X
1. Windows©l| 4] IBM MQ ExplorerZ A &5 Al 2.
2. 9Z Yu|A ol g o dolA Managed File Transfer ZCE XA L.
Z27 7 we|Ake] Ay o] EAIH YT MFTS
3. MFT5E Fh-A R E2& T2 Z26t1 A4S HEsiAl 2.
4. AZEH MFTSE nhe-A R 2& w32 Z2lotal A A4S A=A L.
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From IBM MQ 9.0.1 in Continuous Delivery, and IBM MQ 9.0.0 Fix Pack 1 in Long Term Support, if an
agent has been configured with a user or agent sandbox in order to restrict the locations that the agent
can transfer files to and from, you can specify that additional checks are to be made on wildcard transfers
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g EEE fUEd o] F £ HolHMY e 7 ol 52 Al 070/ g2 EAFeF At

-~

E2E = U EF o]59] H&s] st FA} = Hlo|HAY = F o] 29| A xtet A&,
*%*
T 70 i Fx7F 07 o] 4de] &g o] 53 A X|5HA Y Hlo]H A E o] & = F o] &l 071 o]4¢e]
FAAE UL Bt A2 L2 7|32 Bues 2ol = YA A oL H 2o] Bofl 27Ut whet
Al /home/user/= /home/user/**2+ =dgtc}.
& &9, oh=3 g5yt
o [*xx/test/xx= 20| test U E 7} = A7}t A x| gH ot
- /test/file?= file ZAFE & A|&StaL ol 3k 7le] A7 = /test HE Eg] W] ot} L] gy
=
« c:\test\*.txt=c:\test YA EY W . txt THAE 2= B E opd 3t LA}
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e c:\test\#*\*.txtE 'c:\test U EF = HEUA EE] = oA | txt FHAE 2= 2 E 0l
o Ak

. BT/ TEST .+ .DATA' = 3 WA A717F TESTO| T 9l ole] = vzl g zkel A WAl 74717}
DATASQ! 2E Hlo|&] | E S} x|t}

- *@QM1 = T AR} e T Bajxt oMl o] BE Feob A |3},

+ TEST.*.QUEUE@QM12 A WA A7} TESTo| 2L 2] o] = RIA) 1 Ak} Al W4 78 A7+ QUEUES!
ez oM FoF Yx1Fch

- *@QM1 = 7 Tejxt QM1o) BE ok A FYTh,

rln

A E ]

<include> % <exclude> £40] StE P I = 2] A3}o] UserSandboxes.xml Td o] mt 7 Zof AF8-5}
= BE 7|5 J3E 3] sfAsliof @Yt ol E E01, /var 7} /SYSTEM/var= W¥ &+ 7|8 d37 A+
7% o] A2 E <tns:include name="/SYSTEM/var"/>E A AdloF gt 12 x| ok o ™ A&} AHEHE
A HQF 52 9l o =gt X &o] Aufjgtct

o

o] o|A|&= AGENT_JUPITERS] A tH Eg]of| Q1= UserSandboxes. xml o o} <sandbox> 24
F7Fsto] MQMD AHEZ} o] E-0] guest Q1 AFEA}7F /home/user/public TR EE] == ofo]HE
AGENT_JUPITER7} Al8) 3l A|AHRIS] MECIH E 2|04 olo] U S HE5T 4 s o= S HoF
B]=

<?xml version="1.0" encoding="UTF-8"?>
<tns:userSandboxes
xmlns:tns="http://wmgfte.ibm.com/UserSandboxes"
xmlns:xsi="https://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://wmgfte.ibm.com/UserSandboxes UserSandboxes.xsd">
<tns:agent>
<tns:sandbox user="guest">
<tns:read>
<tns:include name="/home/user/public/*%"/>
</tns:read>
</tns:sandbox>
</tns:agent>
</tns:userSandboxes>

ofl

o] of &= MQMD A&} o] & account Foll $F A A7t = AFEARE: accountd) 7} ThE 22| & o] €A

A5 sh=A] BojFUth

+ AGENT_SATURN of|o] " E7} Al 9l A|AE|o| A /home/account/private tE2]= A5k /
home/account | Ee] T = o] AMETH E] o] TS L

« AGENT_SATURN oflo]H E7} Agl =91 A|AEIo)A /home/account/output TIE]EE] = o]9] A HT]
dEDZ gd S AL

- 27 F Bejzte] FollA HEE ACCOUNT. 2 AJZeH= WA A& )51 th(HW|A|X] 7} ACCOUNT . PRIVATE.
O 2 A2t A (5, & ¥4 ol PRIVATEC] 91-2) Al<).

. BE 7 A zjolA] HEE ACCOUNT. OUTPUT. O 2 A|Ztst= Fof dlo] g & 4T}

)=
MQMD A&} o] &0l account & AREAL7E o] 2|5t 24| & 283 4~ =5 5t AGENT_SATURNS] /3
tA Eg o] 9= UserSandboxes.xmlm o] Tt <sandbox> LA S 27} A 2.

<?xml version="1.0" encoding="UTF-8"?>
<tns:userSandboxes
xmlns:tns="http://wmqfte.ibm.com/UserSandboxes"
xmlns:xsi="https://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://wmgfte.ibm.com/UserSandboxes UserSandboxes.xsd">
<tns:agent>
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<tns:sandbox user="account[0-9]" userPattern="regex">
<tns:read>
<tns:include name="/home/account/*x"/>
<tns:include name="ACCOUNT.*x" type="queue"/>
<tns:exclude name="ACCOUNT.PRIVATE.*x" type="queue"/>
<tns:exclude name="/home/account/private/*x"/>
</tns:read>
<tns:write>
<tns:include name="/home/account/output/*x"/>
<tns:include name="ACCOUNT.OUTPUT.*x" type="queue"/>
</tns:write>
</tns:sandbox>
</tns:agent>
</tns:userSandboxes>

B AZ
46 Holx|e] TetAEste M4 Ao] E7h HAANE

From IBM MQ 9.0.1 in Continuous Delivery, and IBM MQ 9.0.0 Fix Pack 1 in Long Term Support, if an
agent has been configured with a user or agent sandbox in order to restrict the locations that the agent
can transfer files to and from, you can specify that additional checks are to be made on wildcard transfers
for that agent.

43 H[o] 28] TMFT AR&A}F AHEEFAOf T3k 2H]

&S 873 AHEALS] MOMD AHER} o] Eof| 7|4tsto] I & S4AE 4= Q= ot A|A”le] JoFE A|oHe
4 A5y

497 #|o]A| 2] [MFT agent.properties T}

7} Managed File Transfer Agent olli= ol o] A EZ} 7 T2|A}ol] A4 5}+= tl] ARE-Sh= A B 7t EE| ofof Sh=
2H £/ 1+ (agent.properties) ©] &Y} agent.properties Tt o= ofo] M E 9] H2HS B
Ste EAE x3hd 4= 5yt

EFRNENF N C e M& AlQ| 71 MZAALS

From IBM MQ 9.0.1 in Continuous Delivery, and IBM MQ 9.0.0 Fix Pack 1 in Long Term Support, if an
agent has been configured with a user or agent sandbox in order to restrict the locations that the agent
can transfer files to and from, you can specify that additional checks are to be made on wildcard transfers
for that agent.

additionalWildcardSandboxChecking £

stk Aol sl 27H4 Q) ALE 2 85kel W, ZAbstel = oo A Eo] that agent . properties 1t
o the B2 Z7tHIAlL L.

additionalWildcardSandboxChecking=true
= opol g 37] 918) Hol R MEue)
9|5 917 5 9ol 3 A Eahe A4 242 2Ashe Aol Amgch. 3 A4 2o oj) Flo] Aol Tyt
o] il o] 5 8% F st AHEHENA 9] B QX 5 g egith Aujish= 49 A A Fo] Auigu et At
AujjstH Auj o] {71 27 HAIA| 2 Al S-H Y
additionalWildcardSandboxChecking £/J0] of[o] d E 9] agent.properties Tdof gIAHL o] EAJ0]
false2 A4 4% slid ollo]M EQ] et E7LE HEof tisli A= F712] 1 AL o] F0i 2] 7] ek U

SIUEIIE ZHAle| RF HIAX]

the HAI A= WS 27 o) A EFFE nhd A 27F ARk AHEREA oo Ql=
BFGSSE077E: T 22 path2(S) 9losi= AlEst HREQIsL,

ko]
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BFGSSEO78E: MU F=2 87| Al: pathZt THE HEOR SAIE

HgtEl HE MESA QROIN VIS AERY| HEYLICE.

tha A A= ok o] Aot A =ufA o) ol 9l 749 Sy

BFGSSEO79E: WY file paths(E) HASHE A7t HEEUSLICH

ojdo] HMietel H& MEHA QR0 AFLICH

tHa WA= THE L E7HE S 24 0 2 Q15| o] 83 o] FAIE= o2 A 83 olA] T
BFGSSOO8OE: I file path2(E) HH:= AEIt HAREJELICEH.

Hotel H& MEHA QIROIN Q7S A= WHEYLITH.

St EFtES 2ekaia] ohe Tl Thel Mol A, MEUA o) Rof 9l mhelo] Fgol BaAE L A9 HIEE
S AI A o0 el 2o A WAE A kgt ch.

BFGIOOO56E: "FILE" ILiUS °'9E1E NEZb HARERAESLICE.
ool Mzt & MEBtA 2o USLICE.

S ===

I

e S

43 o]z 9] FMFT AF&A} A =HlAo chat 2+

058 9% ALBALS MOMD At 84 o] B 7 ¥Felo] SH & 41%t 4 9
2 0] A

= AFUH

42 F|o]z|2] TMFT oflo] X E Al = HlAof tist 2]

Managed File Transferol] =7} Het 2l & F271517] 9Jsf ofl o] dEZ} AA| AT 4 Qe uhd A|AR G2 A
o 4 sy

497 Ho]x]9] TMFT agent.properties 3} J

Z} Managed File Transfer Agent of|&= ofjo|H E7} 7 | zfof] AAS}= ¢ AR5 HH 7T 28 oo} 5=
AHA| £/ ok (agent.properties) o] Y&yt agent.properties m}elof|= ofjo] M E o] E2FS H A
she 54 29 4+ dsUnh

rlr
£
i)
>
[>
o
lo
of
12
llo
2
rok
st

MFTQ| SSL &£ = TLS &35t 71 M

IBM MQ Managed File Transfer 2 §H7] SSL == TLSE AF&-3}o] of| o] E 2} 3l of| o] A |2t 5
g AAE = 7 AR EEEA] Yo F JJFE'JX} A Aol o gk bt 7 T AF ke 5’?_—% ?_F%E} > AE
o,

Al Z}s}7| Hof
SSL &= TLS ¢S 3= AHE-5lo] IBM MQ Managed File Transfer EZ22 A & 5ol 2295 = HAIA & 43S
9}’%#9}3‘4@ th3o] kgt
« o] HEQ} 3G o] o] E F whE| &} Alo]of] M| = A A Y Yo}
- AAE0] Y= E 7w Aol gk HAI A DY
- Oo]HME F 22, B 7 v X EEZR] Yo 274 F WA Tl ER9E = UE HAAdYH

o] Ej23 HH

IBM MQOI| A SSL AF-gof| thgt Uik Y H = S| = TS| gt 28 FZ 54 A2, IBM MQ &0fofl A
Managed File Transfer= E Java Z2}0|AE OH g A o] Yt

2 DAIE $3351o] Managed File Transferol] SSL& AH&-8H Al 2.

TZANAN
1 A1) A4 B S AAS L MM O 7] At B S BN (0 5 Thlo) $UT 5 18). 2
o]l 1% (=, #14°] SSLCAUTH=OPTIONAL)®| 2314 & 4 ¢ 7] 4442 A gatx] ook Pyt

7 Beiatel A5 A 2 Az steld AlE A4t W g,

A2 24 W 7] A7 Ao gt QI ZEA S 251 o] AFRE = 7] 91| E2 IBM MQ2}F 25512 RSA
oJojof gt}
2. SSLE ARSI EE IBM MQ 7 e &S AA5HAA 2.
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SSLZ ARESHES 5 B AHS A4 St 4 (oll: IBM MQ Explorer AR )oll Tt A H = F e Ahe] sSL+
/vl S RSN 2.,

3. 418 A4 obd 8l 7] A A w2 A= A G |0l AsHAl L. AR A=
config_directory/coordination_qgmgr/agents/agent_name T E|Jc},

4. 3l Managed File Transfer 574 }lof| A D Q.of] w2} 2} SSL AR e Ato] et sSL 542 d7dshi
A2 hte] 7 Bl A7) = A olare] e 2T 4k AT 2 EA MEL AW F B Olo]HE,
24 9 9e)s 2zgd

CipherSpec L= CipherSuite 54 5 slite= 24U Yt o] /o] glom Sato]AET}FSSL §lo] A

2 A=yt IBM MQ2t Java 7Holl+= §-0f x}o] 2 218l CiphexSpec =+ CipherSuite £/J0| & &
Zﬂ HuUct Managed File Transferol A= E4 9 T4 W3S €°10PDE F EA B 5 AAoHA| Yot
Hutt ciphexSpec =+ CiphexSuite 5443 = F XA 5l= 4%, CiphexSpec©] /\} %L]E}.
PeerName 532 A&yt A4 7 Tejzte] AW o] 5ol EAES AT 4 AE Y. Managed
File Transfer= Y 2|5HA] &= A1E o] 50| = SHFE ] ¢8-2 SSL AjHof| tigt AA-& AR}

SslTrustStore I SslKeyStore S/dS A= A4 4 7] A4 otd S 7te]7] = ot o] 02 A%
SHAlR. o]n] Ay Fol ofo]HES] E/4dS 4 [O]HEE FAIAI7]12L A Afsho] SSL EEOﬂ

A ThA] S Al 2.

£/ hdof ARt HAE HUH SV} 2otE B 2 o uhd AJAR] ARt A S HsHIAl 2.

SSL E/gdol| tigt 2bAlIg % = 546 #|o] A 2] TMFTS] SSL %
5. of[o] M E F 2| 2}7} SSLS AHEoh= - AHE A= olo]HE
= GAE #35to] ool HEE A5l A 2.
a) fteCreateAgent Y32 AL-E5to] O|o|HEE Ao Al 2. o] M E o] 22 & 27 7 Ta|zollA|
23yt 4= gloll ot 4 7F Al E Yo
b) o] TAol A 2HdH agent.properties TtYS HASE SSL JHE F7ISH Al 2. o[ o] HET} A
2| o] ThA] Al =" YT,
6. agent.properties Y == coordination.properties T2l SSL EAJo] HA &= S0 IBM
MQ2] ofo] M E HE= IARATZF AFY F91 4% o o] H E F= IBM MQ Explorer& A A|2aljof ST,
A HE
497 m|o]A|2] TMFT agent.properties &}
Z+ Managed File Transfer Agent ol = ollo| - E7} 5 2| 2ol AA5t= o] AH&oh= FE 7T Z3tE ofof &=
A4 EA o+ (agent.properties) o] A&U T agent. properties mtdof= ofjo] M E Q] H2+S H7Y
St EAE Z3hE 4 JEYHh

M AEoz S20[QE RE9| 7 Ea|xfol HE

IBM WebSphere MQ 7.10A4 = 1 &|Hlol| A tf H&51A] A AZ Aof5l7] Y8l A A= B FEE =Y
&uUth oot e A= HAL 7| B o2 A2 A H IBM WebSphere MQ 7.1 o]AF 7 B 217} Managed
File Transfer AZHE 9] S2}o|AE AH S AR on|dch

Y o= 3t A AT AR L 2y Q= I e

=2 o

=2 a
Managed File Transferol| A] Al-&%F SVRCONNO] tfj gt L MCAUSER ID& A Hst= 7
<, Managed File Transfer Agent 2! el o] a2 A 255t 4~ Qe 2 F ez 7 2 Edo tigt EA At
g EE Hofsfjof Yttt MQSC ¥ SET CHLAUTH %+ PCF {8 2id 915 2| F & A& AHg-sto] 2id
o= Y I 2 2, S E= xﬂﬂ—wA]g IBM WebSphere MQ 7.1 o]/g2] 7 J«LEJX}OH %750}84 HE
Managed Flle Transfer ofjo] M Eof t3l] =E ofjo]H Eof A& MCAUSER IDS A5t} Z} ol o] E Q] 74
H MCAUSER IDE A4 4~ &yt

Z} MCAUSER 1D9]| T} H3HS Hofshd Al 2.

pis

- 7 welzbol W st Ak e

pis pis
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m e
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— connect
- setid
- ing

48 Managed File Transfer



A=Y
AE B4 F(thg 550l agent_nameS & = 7 0]5)2] 4%, Se}o|AE JZ& AH8-5}od
IBM WebSphere MQ 7.1 0|/ 7 2] 2ol] A2t = 7} of| o] d Eof thsl sl 7 A2l =2 % 2}/g sfjoF

re 01] HE EX%

Fyr,
- put, get, dsp(SYSTEM.DEFAULT.MODEL.QUEUE)
- put, get, setid, browse(SYSTEM.FTE.COMMAND.agent_name)
- put, get(SYSTEM.FTE.DATA.agent_name)
- put, get(SYSTEM.FTE.REPLY.agent_name)
- put, get, inq, browse(SYSTEM.FTE.STATE.agent_name)
- put, get, browse(SYSTEM.FTE.EVENT.agent_name)
- put, get(SYSTEM.FTE)
- Ego] Wast At HRE

— sub, pub(SYSTEM.FTE)
. 0} Mo West Yt Ak,

a2 Bl i ofl o] Eof| thisl| 7HE MCAUSER ID7} Sl 739 &2 Bl ti/d & Th ofl o] M E ol A gt 2]

FU

A=

ru{m

I-A-] o}/\l }\]2'

o] & £0], &4 of o] HE 9] MCAUSER ID7} userao]| 1l th/d of| o] - E MCAUSER ID7} usex2?! 79 ofo]

HE AHgAfol hal thg Aehe I AL,

oo|HE AgAt |7 e A
userl SYSTEM.FTE.DATA.destination_agent_name put
userl SYSTEM.FTE.COMMAND.destination_agent_name put
user2 SYSTEM.FTE.REPLY.source_agent_name put
user2 SYSTEM.FTE.COMMAND.source_agent_name put

Connect:Direct E8IX| 0J|0] ME 2} Connect:Direct .= AFO|0j|A] SSL EE= TLS
M
o

Connect:Direct B 2] of| o] M E E/d u}d oA /S AL 7] 74t A2 74
EZS 53 A& AZASI == Connect:Direct B2l A] of|o] - E2} Connect:Direct = EZ —T“é 5

Ol EjA3 HH
o|2{3t DAloll= 15 7] ol A YT 715 7HA 7] 9I3F A A AFRYo] 23HE o] 915y
3k %

%) oFe 49 A AW AEHE AT S AaUTh 2R A AZA Aol ek 2 g R E UNIX 2

Windows A|AElo] A SSL FE= TLSO thdt 2 S FZ5HI Al 2.

__I.I.

o]2{gt 7ol = Connect:Direct B X] of| o] E O] A 7] #7549l Al 2] % %4 2 Oﬂ gt A /\]*}“Ol =3t

%]o] Ql& Ut Connect:Direct B 8 A] of|o] - Eof] IBM MQ #4347\}01] QA SHA l Ash= o) AR 5= 7
Aot 418 747} o]u] Q1= 742 Connect:Direct ‘o =0f| QFH 1A A2 ujf ]—f— 7| %At ’l\l—E»] A

| A

RS

S A& 5 UUITh AR B 47 ol Ale] [MFTS] SSLEL TLS 9hast 14 o) 8-S 2254

2.

OT2AXN

Connect:Direct = E2] 3¢ t}S THA| S A E3HUA 2.
1. Connect:Direct 20| 5] AHE =A]2} 7] & AAIFIAA| 2.

IBM MQe} &7 A5 5= IBM 7] & =75 ARESHo] o] & e 4= g th AAIS 2= SSLE=

TLSO thet A& st Al 2.
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2. NHE 715 7HAH W Q1S 7|of] S SAISHI Al 2. O QIS A S syt
3. A= 7|9 Il 7|5 x5t dAE 0t S A A 2 (9: /test/ssl/certs/CAcert).
4. Connect:Direct = 50| A] Secure+ OptionS A 2|5 A 2

0
Lorboln] Qs A Ax 23S thA] Agstal 7| A x| 9] 92| & XAkl Secure+ OptionTh A
25t = /;jEl,*o]-Of] Secure+ Option& A& 4= &Yt}
5. A IAE u}d-2 ZAASHA A (o] /test/ssl/cd/keyCertFile/node_name. txt)

6. /test/ssl/cd/privateKeys/node_name.keyol U= Q= 7] W 71 7|0 A $=415t QIZ A& ©l
AE ﬁ}OloﬂlaA}s}AlAISL
/test/ssl/cd/keyCertFile/node_name.txte] B == th-3 & 4] o]ojof Tt}

----- BEGIN CERTIFICATE-----
MIICnzCCAgigAwIBAgIBGjANBgkghkiGOWOBAQUFADBeMQswCQYDVQQGEWIHQJES
MBAGA1UECBMJSGFtcHNoaXJ1MRAwWDgYDVQQHEwdIdXJzbGV5MQuwwCgYDVQQKEWNJ
QkOxDjAMBgNVBAsTBULRSVBUMQswCQYDVQQDEwIDQTAeFWOXMTAZMDEXNjIwNDZa
FwOYMTAyMjYxNjIwNDZaMFAxCzAJBgNVBAYTAKdCMRIWEAYDVQQIEW1IYWiwc2hp
cmUxDDAKBgNVBAOTAOLCTTEOMAWGALUECXMFTVFGVEUXxDzANBgNVBAMTBmMIpbmJh
ZzCBnzANBgkqhkiGOwOBAQEFAAOB]QAWgYKCEYEAVEP1QIk1U9ypSKD1X0o0Dolyk
EyMFXBOUpZRxrDVxjoSECOVtWNcJI199e+Vc4UpNybDyBu+NkD1IMNofX4QxeQcLAF]
WnhakqCiQ+JIAD5AurhnrwChe®MV3kjA84GKH/x0SVqt1984mu/1DyS819XcfSSn
c00MsK1KbneVSCIV2XECAWEAAaN7MHkwCQYDVROTBAIWADAsBglghkgBhvhCAQOE
HxYdT3B1b1INTTCBHZW51cmFOZWQgQ2VydGlmaWNhdGUwHQYDVROOBBYEFNXMIpSc
csBXUniW4A3UrZnCRsv3MB8GALUdIwQYMBaAFDXY8xmj41Vz5+FVAoQb++cns+B4
MABGCSqGSIb3DQEBBQUAAAGBAFCc7k1XadpGKYgwchxKpE3ZF6FNwy4vBXS216/ja
8h/v18+iv010CL8tOZOKSU95fyZLzOPKNCH7v+ItFSE3CIiEK9D1Zz2U6W091ICwn
17PL72Tdfal3kabwHYVE17IVculL+VZsZ3HjLggP2gH09ZuJPspeT9+AxFVMLiaAb
8eHw

----- END CERTIFICATE-----

----- BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC,64A02DA15B6B6EF9

57kqxL0J/gRUOIQ6hVK2YN13B4E1jAil1gSmeOI5ZpEIG8CHXISKB7 /0cke2FTgsV
1vI99QyCxsDWoMNt5fj51v7aPmVeS60b0m+UlGre8B/Zel183Vj204K2Uh72xDCXE
5e6eFxSdUM207sQDy20euBVELJtM2kOkL1R0doQQS1U3XQNgIw/t3ZIx5hPXWEQT
rjRQO64BEhb+PzzxPF8uwzZ9IrUK9BJI/UUnqC60dBR87IeA4pnID1Ivb2ML7EN9Z
5Y+50hTKI80GVBVWX04fHyvIX5as1whBoArXIS1AtNTrptPvoaPlzyIAeZ60CVo/
SFo+A2UhmtEJe0JaZG2XZ3H495fAw/EHmjehzIACwukQ9nSIETgu4A1+CV64RIED
aYBCM8UjaAkbZDH5gn7+eBovOssXAXWDyIBVhUOjXjvAj/elh+kcSF1hax5D/ /AT
66NRMZzboSxNgkjcVd8wiDwP+bEjDzUaaarJTS71IFel Lw7eJBMNAKMGicDkycL0O
EPBU9X5QnHKLKOEYHN/1WgUk8qt3UytFXXfzTXGF3EbsWbBupkT5e5+1YcX80VZ6
sHFPN1H1uCNy/riUcBy9iviVeodX8Iom0OchSy05DK18bwzZNjYtUP+CtYHNFU5BaD
I+1uUOAeJ+wjQYKT1WaeIGZ3VxuNITJul8y5qDTXXEX7vXxM500WXa6U5+AYuGUMg
/1itPZmUmNIHjTk7ghT611IQ0aBowXXKJIB1Mmq/6BQXN2IhkD9ys2qrvMlhdi5snAf
egmdiG501oLnBRgWbfR+DykpAhK4SaDi2F52Uxovw3Lhiw8dQP71zQ==

----- END RSA PRIVATE KEY-----

7. Secure+ Admin =75 A &SI A 2.
+ Linux == UNIX A|AElo] X spadmin.sh 32 A Y5t A 2.
+ Windows A|2Eloj| A AJZF > =273 > Sterling Commerce Connect:Direct > CD Secure+ Admin
S35 S L.
CD Secure+ Admin =& A&y},
8. CD Secure+ Admin =70l A] .Local &S F ¥ S2]5lo] 7|2 SSL == TLS A4S HAUSIIAI L.
a) AH& %<1 =2 & Fof w2} Enable SSL Protocol == Enable TLS Protocol3 A Ei3}A] Al 2.,
b) thAl| AHE E7FHs2 HEISHE Al 2.
c) |4 shte] fe AQEE HESHA A 2.
d) FFEF Q5S Ydh+= %2 Enable Client Authentication?] 412 YesZ WS A 2.
e) Trusted Root Certificate T =0 A| Q135 7|3o] 3-8 Q1A ot o] Tt 2 E UHHHAI L. /
test/ssl/certs/CAcert
f) Key Certificate File = =of| 4] AF&A}7} ZHAJ St A o] A2 E AHSHI A L. /test/ssl/cd/
keyCertFile/node_name.txt

9. .Client 2 F ¥l Ze5}to] 7|2 SSL == TLS A S HAGHAIA

L2,

ot
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a) AFE =9l = 2 E Zoj u}2} Enable SSL Protocol *== Enable TLS Protocol-S
b) thA| AHE B7H5S AEHSHH A 2.
Connect:Direct B8l %] o o] HE o] 72 t}2 WA & L35l A| 2.

10 A12) A2 A4 2. Tr] 72 AT =

che W ALe T 4 daut

keytool -genkey -alias dummy -keystore /test/ssl/fte/stores/truststore.jks

keytool -delete -alias dummy -keystore /test/ssl/fte/stores/truststore.jks

11. 913 7|1 9] 3§ AFAE N2 HFAZ 7HH QA2
ohe FYL AT S AU

keytool -import -trustcacerts -alias myCA
-file /test/ssl/certs/CAcert
-keystore /test/ssl/fte/stores/truststore.jks

12. Connect:Direct EE X] of|o]H E EA] o} S HASIA A 2.
ool ohS S ZFA| 7| H AL L.

cdNodeProtocol=protocol
cdNodeTruststore=/test/ssl/fte/stores/truststore. jks

cdNodeTruststorePassword=password
o] ©&A|9] ojlo| A protocole AFE FQ1 T2 EZ(SSL F+= TLS)°|H password= A& 3
A7 e m L B el ),

13. FYF AFS A5h= 42 Connect:Direct B3 2] o] o] M E Q] 7|9} QI ZA & A5 Al 2.

2) 7 A9k 7|8 A A 2.

ohe WYL AET 4 ASUIT

keytool -genkey -keyalg RSA -alias agent_name
-keystore /test/ssl/fte/stores/keystore.jks

-storepass password -validity 365

b) A 23S /dst Al
g HHe e 4 e
keytool -certreq -v -alias agent_name
-keystore /test/ssl/fte/stores/keystore.jks -storepass password
-file /test/ssl/fte/requests/agent_name.request
) NBHe IEAE 7] AAR 7 24 2. A5 A= 509 Aol oo gt

keytool -import -keystore /test/ssl/fte/stores/keystore.jks
-storepass password -file certificate_file_path

d) Connect:Direct 3R] ofjo] M E EA u}d-& HETHIA| 2.
o] o8 YL EFFA]Z|AA| 2.,

cdNodeKeystore=/test/ssl/fte/stores/keystore. jks
cdNodeKeystorePassword=password
o] &A|9] ool A password+= 7] A4S A/ wf) A5 Bl e o
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127 o] ] 2] [Connect:Direct B3 A 24 J

Managed File Transfer U/ E$] 3.2} Connect:Direct U|E$ 3 7tol] i+ d-& % 45H =5 Connect:Direct 23]
£ Ut Connect:Direct B3 %] 9] ZZHE = 3 F = =2}0] 541 14§ Connect:Direct ==& 4!
Managed File Transfer of[o] 4 EQJt}, o] ofo]d E = Connect:Direct B8l %] o]o]d Ea} 1 gt

MFT 4

d2] Zof Managed File Transfer?] 7|52 A 4 &tk
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oo|HE = F |27t AR B71sS 90l A A = HIEH A #ol), Managed File Transfer= o
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246 H|o]A]2] TMFTAE-Z 9|3t JIE 8l |y

32 Managed File Transfer 280l gt 2 7}2] kAL A Yt
138 H|o]A|9] IMFT ey
Managed File Transfer &2 AH-&-5}0f
o= IBM MQ ExplorerE AHE& = 9l
#HHEjAS
152 #o] 2| 2] TMFT A} BB
Managed File Transfer AL (of]: 7 E=+= T E2))2 ZUESH 4= Q5 Uth o] Ao 270 Z2EH A &
UE 7} oY 53 22 ef 235 A2y IBM MQ Explorer-& Managed File Transfer Z2] 1910]|A]
fteCreateMonitor §3 =t BUE E7|E A}85}o] 21Y RUEE 2 4~ Ql5 )

39 m|o] x| HE]Z el E oA MOMFTCredentials.xml 743 J

Managed File Transfer (MFT) 7} EQt AFE- 0 & JLAJH 79, A QlFoll= 7 el xtet AZsto] A8} DY
HUH S A YHE A|-5dh= 2E MFT Higo] E a3t np7tR| 2, MFT 27 += tlo| gl H|o] Ao A%
) AF-82FIDY H|UH S E 2] slof gt o] A HE = MFT A1 HE opdo) 444 = 5yt

2h b x

336 H[°]#]9] TMFT ¥,
1= Managed File Transfer & -2 Z}Al|gH Aol thgt & 3.9k 34 L d Yo

37 H|o]#|9] TMFT ESky

Az 215 A E] 2] -2 Aefjo] A Managed File Transfer= 25 3H7 o] A H|AE E&= 7} 22 of 2gst
Qe HF S 7k 1 QS Uth SHA R 22 G M S0l A= ot ML 22HS A12FE 4 Qs AL

U oA & Q)1 & 4 Qe ARE A Y whd o] RAA S B S5k W ol s - Aloj &

497 H|o]x|2] [MFT agent.properties I+ J

Z} Managed File Transfer Agent ofl+= o] o] A EZ} 7 #e|zpol] AZ 5= o] AFg-dh= HE 7T EEE| ofof 8=

24| E4] 5} (agent.properties) o] Y& UTh agent.properties W ojj= oo]HE Q] S2-S- ¥

shte EAE x3hE 4 syt

227 H|o]x]e] TMFTOl Apache Ant AH&J

Managed File Transfer= 1Y A% 7|52 Apache Ant =710l E§5}= o] AFRE 4= Q= BjAI S A 23

Managed File Transferg ¥&| & 4= QU ot 5 JF B A3
S
Sy

A
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244 #o] 28] TEA SHZMFTy
S Zx JHE AFESHY] Managed File Transferd] 255 Xs 4= gyt
HE|ZAZ M2 MFT 714 M

Managed File Transfer=Ad7oj tist $2
35/ o2 AlF AR Al Fojgt 4 dEl Egof sy
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og] LA S HEES 718 £ 9lon 7F 1A 4 A|Eoj= shte] talgr W EA o}l A|EV} So] 94
Ch. B ol o2 atE BAIH 2= X514 u-}% 3k, ol2igt E4d okl A 2] Zto] & Managed File
Transfer & 9] 7| &2 uj7H 2 AR YT}

AHE FQ1 712 7 &4 MEE H7 5t fteChangeDefaultConfigurationOptions H3 S AHES
AL, 7 ol ARE FRl 14 & M EE W45t -p #7455 Managed File Transfer %‘%‘J—} 7
A AL L.

FA A HEQ o]2L2 2 F TEx}e] o]Eo|H, o] = HAS}A] &= Aol E2LHUTH LA S HE o2
7T 4 gl 212 ol AR config 2 logs U E2 9] o] 82 MAsIok Tt o ool A 74 A4
H|E2] o] &2 coordination_gmgr_nameL. 2 EA| Ut}

TY S CYER X

AES Fdstes ddstd, 4 g Egfof o2 22 722 HH e 9l £4 npdo] 2 gyt
fteSetupCoordination, fteSetupCommands, fteChangeDefaultConfiguration ¥
fteCreateAgent H& S AL85to] oj2fst tlalEa] W EA oS HAS 4w Qi)

MQ_DATA_PATH/mqft/
config/
coordination_gmgr_name/
coordination.properties
command.properties
agents/
agent_name/
agent.properties
exits
loggers/
Logger_name
logger.properties
installations/
installation_name/
installation.properties

coordination_gmgr_name HH E 2= 4 A A E YUt /4 dHEg o] & o]/ 4 S HHE
27} A& 4+ JFUTh agent_name YA E 2= oo] M E A EZJ Ut} agent. properties oS X3t
sh= A Qloll, o] tj Egjof = fteCreateBridgeAgent 2 fteCreateCDAgent YO 2 A JH A&2L
AN E 28 9 oheh XML T 2] 7|2 ]2l exits HHEZ = 5of AU 4 54 AlEQ] agents T
g E o] F o9 oo]E daA E2)7} & 4 AF U

=4 T

installation.properties
installation.properties T2 7|2 74 &4 A EQ] o] &5 AT o] A= FE2
Managed File Transfer2, AF83H 14 0] Q= 725t td e 2 EH o} M EZE 2 AgH ) UHEE
0Z P 3 HNES o] 52 AT A F A9 ]EOME} installation. propertles quoa‘Oﬂ
THSh ZkA|SE A H = 484 B|o] 2| 2] TMFT installation.properties Tty o] W-8-3 FX5H Al L.

coordination.properties
coordination.properties Ttd2 =% F | xlo] tfst AZA M BEALES XA g} of2] Managed
File Transfer 2|7 543t 24 7 B2AE 3/ 4+ JCBE F§ o EoA 35
coordination.properties Ttdof tist 7| H A5 A}B_oP 2 °1 )& o
coordination.properties ot ol thsh z}A|gH JH = 489 H|o] 2| 9] TMFT coordination.properties
o0y o &S FESHA L.

command.properties
command.properties U FigS AP w AAT Y& 7 |2 2 Managed File Transfer 7}
G 7 Bzl H&ote ol 288 JHE XYY} command . properties ot of ohdh ZpAgE B
+ 493 H|o]x]2] TMFT command.properties T+ o] W& ZXsHIAl L.

agent.properties
Z} Managed File Transfer Agent ©ll+= ol|o] - E7} F 2| z}oll AA 5= o] AHEsh= H B 7t 3= o of 5
= A E4 o+ (agent.properties) ©] A5Uth agent.properties T o= of|o|H E o] 532}
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2 WHsts EAE 28E 4 JF5 YT} agent. properties ot ol thdh zpASH J H = 497 H|o] x| o
FMFT agent.properties Ty o] W& ZXSHAUA| 2.

logger.properties
logger.properties otd2 2 Ao tfgk 3L
A A HE= 106 H o] X9 TMFT 24 74

E48 At logger. properties T+ of| gt
31 o H-&& st AL,

LM o

EM ol 3 3= Ho[X]|
JavaQ] A|stAtero 2 Qlsl ®E Managed File Transfer £/ 3t o] el 2= n|= g o] 2 | o Qlojof gt}

ST Z/0S0l| A 2] MFT 1M S M
z/0S2] Managed File Transfer 7t4 342 B AL Z 8 Zoj A =Lt

4T 5
BE| Ze) o) o] 74 Aol thek AR R 52 M| x|e] THE| Tzl A o] MFT 74 841 ©f L&

S AR L.
z/0Soll A= 743 §1 X171 @7 ¥4 BFG_DATAZ 2] H U th BFG_DATACN A &=25}H= UNIX System Services
]2 E2] ofjo] o2 S/ o] EANSHA] eF= 739 MFT B PDSE 2ho] 2.212] o] ] Al E2] BFGCUSTM JCL
ATYETL S 25k ol s 2G-S Ayt 29 oS o] e o] A A& Alsysh uff f+4do]
2Pyt g 2Hd2 M| A 7HsSE 7|2 g B & F2 5= BFG_DATAO] o] &3,

HE| ZHFH 2/0S BFoA AL 7hsoh 5UT fte W& AFESIo] S Aot fA RS
Ut fte Y30 552 336 H|o]A|9] IMFT P&y of 4§ FZ2HIAIL.
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Iy

BEXFWNRedistributable Managed File Transfer Agent

Configure the optionally provided Redistributable Managed File Transfer Agent to connect to an existing
IBM MQ infrastructure and enable users to transfer files without installing IBM MQ to get the Managed
File Transfer functionality.

A=t ol
Redistributable Managed File Transfer Agent= Managed File Transfer?] 7|52 A|35}A 2 t}2-2 of| 9]¢

Uk,

- 27, 9% B ollo]HE F Hejlol Ut uield BE Ade A AsA] gong, Jeto|dE mE AD g A}
3ok gyt BFs AP uf, 1BM MQO| B2 4% Managed File Transfers AHg-3H= 739 =%

(S, 7 S SAE, ZE o] & Bl A o] F)E Als-sioF gyt

- fteCreateCDAgent.cmd

- fteCreatelLogger.cmd

- fteDeleteLogger.cmd

- fteMigrateLogger.cmd

- fteSetLoggerTracelLevel.cmd

- fteShowLoggerDetails.cmd

- fteStartLogger.cmd

- fteStopLogger.cmd

AHE 7h53 el M BEe A E MFT B HES
« Managed File Transfer Connect:Direct= A| & #] ok ch
« IBM MQ Explorer= X3t 7] ok& U,

BTN R e distributable Managed File Transfer AgentS AF&5t2] ™ A| Ao Th-& Microsoft 2to] 2.3
2 & dX|slof gt
+ Microsoft Visual C++ Redistributable 2008
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« Microsoft Visual C++ Redistributable 2012

o] 2}o] B2 2] = Microsoftol A AHE 7Fs Ut A U&= 2|4 Visual C++ T2 EE S XA

Ol EjA3 HE

AHEARZEIBM MQE AX|6HA] 4l 2 2H4 1} 7| IBM MQ Ql =2} Jhofl kel & A5 4 )= & 51851
2} ghyt}, Redistributable Managed File Transfer Agent& th& 2 & 2 2E512H t}3 THA S 3514 A
Q.

o2 AN

1. IBM Fix Centralol|A] Redistributable Managed File Transfer Agent 7] x| & th2 2 =5 A 2.,
_o'__o:] ZﬂZﬂOﬂ EH°]' U—H7] Z] = /1\:]_1;_']4—5—]./‘\:}/\]2'

- BT Mo 0.1.0-IBM-MOFA-Redist-Win6d
. BT 0 .1.0-IBM-MOFA-Redist-LinuxX64
. TS 0 .1.0-IBM-MOFA-Redist-LinuxS390X

. T 0.1.0-IBM-MQFA-Redist-LinuxPPC64LE
b) 71X & 2238 Celga) S AEsl A 2. o
" Viindons [RNTRE
- ETEN ) hone /MFTZ
2. Fe 2t EH o7 x| o] AHl =S ZEFHAA| Q.
- TR vindows BH47] =512 AFgato] 2 &51A1A] 9.
- T o v} 7o) 22511 A4S SHABHAIAL.
gunzip 9.0.1.0-IBM-MQFA-Redist-LinuxX64.tar.gz
£ Y3 g, ot P2 AY
tar xvf 9.0.1.0-IBM-MQFA-Redist-LinuxX64.tar
e teE a7t 2 g,
. Windows SOITESN b in: 2 & I MFT 9L 23ksh )
- T i n64: Windows 641 E 05 #)lol| B a8 eo|Haje) 2 marehch,
Windows SLITESN java: IBM JRE 2 IBM MQ gto| B8] 2] & x&sh
Windows Linuzx licenses: 2to] Al A mhal- & xabahch,
) Viindows SUCESIngft: Ant A9 2 Fo} MFT 7] Aol Hedtant X 1ib e Ee] S =
St
Windows 1 _Linux__SWSRAPSCE R EIEREC MR E RN PR RS
sw1dtag g gkt
CHS Ol 38 3]
MFT AgentE 782 &= 3= EHI7F H U th ths D71 56 HlolA o] T27] 74 24y 4]
Al /\]_Q_
BE #x
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Redistributable Managed File Transfer AgentS 4] & ufj WAYSl= 27 HAA]
2 My
H| ] 2.: Redistributable Managed File Transfer AgentZ A x|} 11 LA 5= 2 (YouTube)

x7] 74 BY

7]& IBM MQ tAlol| A 23} E Managed File Transfer AgentS A S 4~ J5Uth

*I’“OWI Hoil

Redistributable Managed File Transfer Agent H7] 2] o] HEHIZXE t} 22 =
E}. Z7} AR =54 1o)X 2] [Redistributable Managed File Transfer Agent] 2] W83 IZ3IAA| L.

O] EjA3 HH
IBM MQ Serveroll A A2 <l 7 eejzok A25}7] ¢l

ol

P ALY 4 9oed B ANEHIA L.

T2 AN

1. Redistributable Managed File Transfer Agent2] 272 ZHJsHd Al 2.
fteCreateEnvironment %% A1 MFT oo =0 that 74 387} = MFT Blo] ] cf 2= 2]
7} 24 E Ut o2 =8 MFT Agent B 7Hs AXZHE S &5 o] 24 bin t 2 E2]o] Qlojof gt
Yrt. the el e AgshAlL.

. Windows

fteCreateEnvironment.cmd -d datapath location

- Linux

./fteCreateEnvironment -d datapath location

o] WL sfie] el ofji4g
-d
MFT /g o] 2Hd, 2174 & f- A1 ¢e] == tlol g F =] YxdYth AHEA7} H|olE] /%] & A4 51|
%31 fteCreateEnvironment £ A35h= 7% Redistributable Managed File Transfer Agent 7}
%25 930l nftdata el B
Fa: Al 7Hs 5 Oﬂolx* E7} Windows AlH| A= A3)E 739 AH| A7} 245512 BFG_DATA £
7—']H4/\‘—}\]/\E‘ﬂ 9,]—72101] 15]0—]0]:01—],]]’;]-

dlolE Z 2 91x|e}F 37 BFG_DATA &7 45 AT = QlEUth

30

BFG_DATA=Datapath location

ofo] ME Ti= thE2 WS 2Hg, AlZH Y FA]517] Kol BFG_DATA ¥4=7F 412 dlo|g A =Z Y2 AH
Elof Q=4 gelsfioF gt
2. IBMMQ A2 S A5t Al 2.

a) fteSetupCooxdination H= % }3;}01 ZA 7 HAE A 2.
fteSetupCoordination Y& 2% 7 ¥ ztol| Q35 A3} 27} /dof o st B & 2
gtttk Redistributable Managed Flle Transfer Agenti= 22to|E HEO|A 25518 R 7 E ‘%"7‘]
st o] W at @7 71 ei7iH 45 Al g-elof Yt HiRlY R E= A= 2] 7] wZd YT,

fteSetupCoordination -coordinationQMgr PRMFTDEMO2
-coordinationQMgrHost 9.121.59.233 -coordinationQMgrPort 3002
-coordinationQMgrChannel SYSTEM.DEF.SVRCONN
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fteSetupCoordination B AH-8-0l tish M| AL 2 THA| = 464 T 0] %] 2]
FfteSetupCoordination) o] W82 =5 Q. 24 7 BE|AFS LA 5= Hh ol o
Hojzo] FMFTS] 24 F et 74y o We-& ¥= } A2,
b) = 7 TEAE A D AAGSHEA 2.
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fteSetupCommands -p PRMFTDEMO2 -connectionQMgrHost 9.121.59.233
-connectionQMgrPort 3002 -connectionQMgrChannel SYSTEM.DEF.SVRCONN
-connectionQMgr PRMFTDEMO2 -f

fteSetupCommands 7 Ah-&of tigh Ml EANG L ©Al= 462 H|o] 2| 9] [fteSetupCommands: MFT
command.properties T+ 2Hd ) o] &S FRHAA 2
3. dl= Il Eof thsk MFT Agent 2] = ZJ5HA Al 2.

fteCreateAgent -p PRMFTDEMO2 -agentQMgrHost 9.121.59.233
-agentQMgrPort 3002 -agentQMgrChannel SYSTEM.DEF.SVRCONN
-agentName AGENT.TRI.BANK -agentQMgr PRMFTDEMO2 -f

fteCreateAgent g2 AHgoto] of o] HE Y of o] HE F | AHE FL/d 5= 1 of] thsh AhAISH B
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fteStartAgent -p PRMFTDEMO2 AGENT.TRI.BANK
che B Aol oloj HES] et shelat 4 ch
ftelListAgents

fteListAgents H 3 AFgof Tigh AFANISH &2 427 H|o] K] 2] [ftelistAgents: 274 F Te|Atof cist
MFT oflo]HE U<y o] Y& FEsHAI L.
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52 Hlo]x]e] IMFT 144
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Managed File Transfer= A% of ot %3
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SETEMFT 00| E i 27 B2 HlOE| ME
EX 24 95l E% Managed File Transfer Agent ==+= Managed File Transfer Loggeroll T3t Managed File
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1. MFT ¥ §]l 22 E PDSE gto] B2l 2] t|o]E M E SBFGCMDSE EAFSHI Al 2.

ST s eMDs = Al 2ol Befe] 2 B A ojof Stk of: prefix. agent. ICL_. Aello]EH
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« ++supplied-library++Z SBFGCMDS PDSES] 435t o] 50 2 HFHLAA| 2,

2. A MFT & PDSE 2fo] 221 2] glo]&] Al E2] 7-¢- ICL A3 - ERQI BFGCUSTM M| & A5 o]
= 20 thet B e AREAL FOYSIAI 2. ZH W +4 5 0| F4r FA O A HD o5
O 2 upgof gk, et ICL Hiol] gt A2 70 30| %9 Iz/0S ICL W4y o] Ul-8-& FZ3HA
2. BFGSTDIN DD &2 Al 7H2] Rl Wi, S/ Sl B 02 W5 FoAdyrt. o] B2 P42

cheat 2 U,

[Variables]
variablel=valuel
variable2=value2

variableN=valueN
[Properties]
propertyl=property valuel
property2=property value2

propertyN=property valueN
[Environment]
custom_variablel=valuel
custom_variable2=value2

éﬁéfom_variableN:valueN

Hes 2o 2o st A 9 8 M MEE Aol
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3. I MFT & P