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fEIARAS L ZESZ 1% MQTT version 3.1 J@illE. IBM HIATE MQTT fAARAS &S &g B, 245 IBM
WebSphere MQ #1 IBM MessageSight, #52/ 5 122 HAY THHLGEMH MOTT RSN -
2. JERMEM: BLE MQTT fAARER.
g;j IBM WebSphere MQ I, #ENEFERN RYUE—1E3E, DARE(THE AR AL B HiEH (MOXR) Ak
- 5126 HY MEETECE MQTT AR#5J
- %5 128 EHY I{# ] IBM WebSphere MQ Explorer Bt E MQTT AR#.J

EHANAIRES |, ZBIfAIRES X, Really Small Message Broker AEEHITTMECE SR, S
7 Really Small Message Broker,

3. T#{ Mobile Messaging and M2M F FimE M i Z24% MQTT SDK,
AR, BHRRET FRIER.
a. N# Mobile Messaging and M2M i P&,
b. N IR 4 SDK HIERIAK,
ERTRERIE R A 44 2 MQT T,  TEIEHE, HERIKRHIEE SR A sdkroot,

c. I¥B4EHT Mobile Messaging and M2M H FIREMF IEENAERE| sdkroot W, JEBHEE DA
sdkroot\SDK BHSERY H $#45,

4. 24 Java BRI EM (IDK) 55 6 Ml E i A,

(Al 2 S 1EAE B %% Java JEFHFESX for Android, FifPA IDK #ZEAK H Oracle, &I DA Java SE FEUEUS
JDK .

5. &l g T8 DAL Java #ifsiE FAEZ MOQTT F P
512 HIY MEE21T4 =20 5T Paho F2NHi I
58 14 HH ¢ Eclipse #zZ A HATATE MQTT P i Java JEAFEY
% 16 HIY I Android _EBASAEEH B Java B MOTT FH Pl
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https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=d5bedadd-e46f-4c97-af89-22d65ffee070
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.oracle.com/technetwork/java/javase/downloads/index.html

SDK H& 7 R MQTT FH P usidif Java fEFFER:

MQTTV3Sample
I #E I 7RRERT 77> IBM WebSphere MQ, H##45% com.ibm.micro.client.mgttv3.jar Ef,

Sample
Sample f\ji* Paho EffH, Wififi45=E org.eclipse.paho.client.mqttv3 Eff, EFELUR
MQTTV3Sample; &<FZI&—{lil MQTT EHfFARTEMK,

SampleAsyncWait
SampleAsyncWait 7f org.eclipse.paho.client.mqttv3 EffH, E#HIERE MQTT
APL; EEfFAFMEUTSHE, BREIETR, FEIUTHER AT EMIESE, HRIFEDEHIEESR
MOQTT ENESE AT T4E

SampleAsyncCallBack
SampleAsyncCallBack £ org.eclipse.paho.client.mqttv3 Effr, EEREIIEF
MQTT API, dEFIZ API ANEEfRF MQTT SERUREEREIY ; B RIZIEAEN, BAEXEHITHEAME
¥, KRB N —EEMFEE, DUETEM, MOTT TE5SREIERE, &A% H Rl i a e A=,
HOERE) MOTT /1 HIEFH R Android FIE At AR BRE) 3¢ R AR ARG FTE B2 U MR A,
BN, EF mqttExerciser HifFan{arfsh ARG FITEBIFE X EEHEASK MOTT ¥4 2 Android,

mgttExerciser
mgttExerciser /& Android H#EIFIFER, HAHEENBITHARE, HIESHIERH, E2H
25 16 HIY T{E Android _EBA4AEEH E AL Java B9 MOTT M3 o

AR

IEESmaE T E B E IBM WebSphere MQ BifE2& MOTT fAliRk#:HY IBM MessageSight ) MQTT Java &
FAFE A HH,

T

Wi5T Javadoc 2 A& 5520 %65 14 HIY T Eclipse #msZ B THTE MQTT FH P im#ifi Java fEFIFE
A PR 14 5 M3y . 504, BHR Mobile Messaging and M2M i P &)
SDK\clients\java\doc\javadoc H#H Javadoc html %,

I 1THRZALENIT Paho FETUEE(I

WG SIT M2 HAT Paho HEiFIEMFER Sample.java, ®HifF7E MQTT SDK 1, 1M 2 {5 )
org.eclipse.paho.client.mqttv3 B MQTT Paho I FufE N ETE B, ‘E/nfli 7 MQTT M
FIGETRE,  f8nT DAFAR R 77 X B R A TAH R B 8P i R Paho #if, T M€ AR5 ey
MOTT VR 2,

RG22 Al
BUTF PR S 11 5/ My E 11 5 T4y, PABCE MOTT fAlflkés A &L Mobile
Messaging and M2M H FimE M,

RARIEIRIER
7% SDK 1o i difs] 7 H #% SDK\clients\java\samples #mzElf #4T Sample.java, Java fCHETEH %
SDK\clients\java\samples\org\eclipse\paho\sample\mqttv3app #.
EF
1. fE A P om i) B #h @7 Script , DIMEASERH TG Lims2i#IT Sample .
R%1| Script &7 Windows _ 4wl ¥ T #if5],
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https://www.ibm.com/software/integration/wmq/index.html

@echo on

setlocal

set classpath=

set JAVADIR=C:\Program Files\IBM\Java70\bin

"9%JAVADIR%\javac"

-cp ..\org.eclipse.paho.client.mqttv3.jar .\org\eclipse\paho\sample\mgttv3app\Sample.java
start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b localhost -p 1883

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b localhost -p 1883
pause

endlocal

5: #meEN T Sample. java
2. #4T Script,
MR

Connected to tcp://localhost:1883 with client ID SampleJavaV3_subscribe
Subscribing to topic "Sample/#" qgos 2

Press <Enter> to exit

Time: 2012-11-09 17:23:22.718 Topic: Sample/Java/v3 Message: Message
from blocking MQTTv3 Java client sample QoS: 2

6:MQTTV3Sample s]1R&E

Connecting to tcp://localhost:1883 with client ID SampleJavaV3_publish
Connected

Publishing at: 2012-11-09 17:22:07.734 to topic "Sample/Java/v3" qos 2
Disconnected

7: MQTTV3Sample &

AR R ET RS E AR BT, RIEERRPUTETRIE ., WslFEEN AP 1D BERTREMEMA, &
FEIE R0 AR R 5 o 1D BTN MOTT AP, MERTDAREE - 1 BETEAR S H P ID, DA
PARIRFE TSR ET RE &
WRAEFERPATHFRIR AP, ST AR - c BIEARE), NAE cleansession &4 false RFEIH =
Ui, [HFHFZIEIE, A ARR BTN P b bE B ESE AT 20

3. #% Enter S a{BHPAT & ARG HET R o

T2
##T Script ARG AT SDK\clients\java\samples\org\eclipse\paho\sample\mgttv3app ¥

Hegrhr ARG, HEEE 13 HAVE 5 WA Script, Mif#H SampleAsyncWait 8¢
SampleAsyncCallBack HfX Sample, HAh#fIZ R Sample FXAVAERIhiiA,
SampleAsyncWait
SampleAsyncWait 7f org.eclipse.paho.client.mqttv3 Effd, B HIEFRZ MQTT API;
FEMARPUTEE, BREMETER, FEFUTH A AT HMIESE, ERIFEDEHIEESER MQTT &)
VESERRA A TAE
SampleAsyncCallBack
SampleAsyncCallBack £ org.eclipse.paho.client.mqttv3 Effd, EGREIIEFZ MQTT
API, AEMZ API ANEERE MQTT SERUEHERENY; CamEEAER, BAESGHITEMIESE, RiE
B P EERE, DUEITEE, MOTT 7E5eUR iy, i ErmiamulgmER. HrrEE)
MQTT /I AR Android FHE At S BRENF3E R AR AR TG EFE ks s A,
B, &EFE mqttExerciser HifFanfarf ARG AITEBEIFE ALK MOTT ¥4 = Android,
e EEH R E A0 > MQTT R RAE SR MQTT H P imRE BT SHI R B, B MIER = T 745 R
BISEREAY,  DAMGsR TE)CER IR Y (O] jE ) R BRIt E
HiFREAE MQTT F P i rR PR E [R5/ T B m AR AR
1. & MOTT [EEHAHEK HBIR;, SampleAsyncWait ANE&EH,
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2. SampleAsyncCallBack A& HigH, &% MOTT AP Imse L MEIE, JavaScript B 5 E B E 25
My MQTT F P ufile, FR2if8%, JavaScript HEIASEEH, BIERIELE MR 2R SR T4, ¢
T R U 425 2 R PR RIS 1Y MQTT R AR

¢ Eclipse 42 RHITFRE MQTT AR iHEEf Java FEATE

Sl AT Mobile Messaging and M2M F FimEMFHET MQTT F P ium#if] Java IEAER, TBMR#E T
MOTT #¥ g S ETRI

B EIRIER

Hn sl AT Eclipse HAY MQTT Java #iif5] Sample 1 MQTTV3Sample , Sample £
sdkroot\SDK\clients\java\samples\org\eclipse\paho\sample\mqttv3app SDK f =i+ H
#krp, MQTTV3Sample.java f£ sdkroot\SDK\clients\java\samples #,

EF
1. R# Eclipse IDE for Java Developers,
2. £ Eclipse &/ B2 MQTT Samples HYJ Java HZE,
a) B > Fridt > Java #FE FIES MQTT Samples, % BF—2,
FAAEA JRE 215 A EMESCERTARA, ISE WZHZ 1.5 IRECEHTRA,
b) f£ Java f&E | HEH, 42— NHssHMRIFE R,
c) #IH BIEH A% MQTT Java SDK ERIRATH#%, JEHL sdkroot\SDK\clients\java\samples
Bk, Rigte HE > T8 > k.
d) 76 NJava @) W&, #%— FREUE > Bigdhis JAR,

e) BB HTE HA 24 MQTT Java SDK ERIKRAYHER, i sdkroot\SDK\clients\java ¥k},
Wi¥EE org.eclipse.paho.client.mgttv3.jar fl com.ibm.micro.client.mgttv3. jar
FEZE; $4— T BRI > S8

MQTTV3Sample.java &5 &§#452 com. ibm.micro.client.mqttv3.jar, paho HE#iAHRY
#if ErffistE org.eclipse.paho.client.mqttv3.jar,
com.ibm.micro.client.mqttv3.jar &f#¥ FaK, EHEN MQTT JE AR AR 1 B 1 BT,
MG A A5 E,

MQTT Samples HEHEHE, &HH %L (HEHER,

t# Package Explorer 52 =R ¥ = H
=,

LT com.ibm.msg.android.ClientConnections
-2 MQTT Samples

--Hg (default package)
& MQTTV3Sample.java
- org.eclipse.paho.sample.mgttv3app
3 Sample.java
+ SampleAsyncCallBack.java
#-[J] SampleAsyncWait.java
+-2 JRE System Library [JavaSE-1.7]
-2 Referenced Libraries
+ -Qa:_v org.eclipse.paho.client.mgttv3.jar - C:\MQT T \Install\mgxr\SDK\clients'java

=

%) ford com.ibm.micro.client.mgttv3.jar - C:\MQTT\Install\mgxr\SDK\clients\java

8: WA Java BI MQTT AR IREHER
3. MR 2255 MOTT AP i Javadoc,
2% MOTT P Javadoc 212, Java SmiHes & s BIZEER A MOTT 28571,
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https://www.eclipse.org/downloads/packages/eclipse-ide-java-developers/junosr1

a) 1f Java HEHEIM BRI > S2HRAUH . g G#E—
org.eclipse.paho.client.mqttv3.jar > W%,

b) f£ TN BEEIRH, % — T Javadoc i H,

c) 7 [ Javadoc /i | HHH4%— T Javadoc URL > B , i=1K
SDK\clients\java\doc\javadoc &% > HEE,

d) #%— NEERE > W,
R G B GR E A5 DA R S
e) ¥t com.ibm.micro.client.mqttv3.jar #%E, BEHIIEF,
4, BN ME NEIRIE BUTRAARCE, PABUT mqttv3app.Sample EHER,
a) A RG#TZ— T Sample JHil, A%&i%—T PUT85 > PUTHCE.
b) FE R A#Z— T Java BEHFE > it , R1Z#EI A% F8 SampleSubscriber,
o) ¥— R, REBEARERGIY, & —NE,
-a subscribe -b localhost -p 1883
d) EEEE AL ERDIES. SamplePublisher Bt &, W& -a subscribe 28,
5. ¥UfT mgttv3app.Sample FTRIHE, BiERi#H,
a) #%—THUT > PUTHCE.
b) #%—~ SampleSubscriber > #f7,
B TG B, 3TREE &S5,

Connected to tcp://localhost:1883 with client ID SampleJavaV3_subscribe
Subscribing to topic "Sample/#" qos 2
Press <Enter> to exit

c) ¥%—F SamplePublisher > 17,
B TG HlE, EGE23hiE B L.

Connecting to tcp://localhost:1883 with client ID SampleJavaV3_publish
Connected

Publishing at: 2012-11-09 14:09:29.859 to topic "Sample/Java/v3" qos 2
Disconnected

d) M EE A RE VIR ERTRE LA,

PR AERS =,
STRH T

Time: 2012-11-09 14:09:30.593 Topic: Sample/Java/v3 Message: Message from blocking
MQTTv3 Java client sample QoS: 2

6. SELEIERY: X MQTTV3Sample HEz & i S aT REE BUTIRHARL &,
a) i A #%Z— T~ MQTTV3Sample FERI, RZ¥%— T PUTH7 > BUTHCE,
b) FE BA#E— T Java A > Hidt, R&#H AR MQTTV3SampleSubscriber,
) #&— o EUEE, REBRAENXG B, &R —TEH,

-a subscribe -b localhost -p 1883

d) EHERE P BEDAIEY. MQTTV3SamplePublisher FLE, &l -a subscribe 2,
7. JEEREN: PUT MQTTV3Sample 5TRIHE, B iH.

a) % — NPT > BUTHCE,

b) ¥%— K MQTTV3SampleSubscriber > #17,
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PR TG HE. TRE &SR3,

Connected to tcp://localhost:1883
Subscribing to topic "MQTTV3Sample/#" qos 2
Press <Enter> to exit

c) ¥ — "~ MQTTV3SamplePublisher > #17,
B TR HlE, 0T DIE I3 EA 3,

Connected to tcp://localhost:1883
Publishing to topic "MQTTV3Sample/Java/v3" qos 2
Disconnected

d) M =R A HEVIRETHE LG,

PR AERS =,
STRIE B

MQTTV3Sample/Java/v3
Message: Message from MQTTv3 Java client
QoS: 2

£ Android ERAAER EAR Java B MQTT ARk

#EA] DL %€ Android 19 MQTT S difil] Java IEAIAER, FHAREL MOTT fARES 2GS,  IEARE K
H IBM i MQTT SDK iU P, Zn] DIE B ERAREN, sUREFRC B R A (E ),

BAYEZ Bl

« NITRIEARSZ IR N2 I8 MQTT H P im -8, #4206 IBM Mobile Messaging and M2M H FimnEHF KRR T
Ko

« WSRH P umb R RS < AT KO, B EA S MOQTT B &,

« MQTT FH it i P A= =X 451138 R Ice Cream Sandwich (Android 4.0) }2 ik,  IHilkAAY Android 1F
SEAR FE St RE TR (L B I MR B R AT

RARIEIEIESE
Android B MQTT Fi P imifs] Java EAFENME A "mqttExerciser”, IHEMBERMEHNE MOTT SDK #
AR, A MOTT AR A E,

el DA BT B AR, RBIF T Eclipse MEH & mgttExerciser.apk, =#f] Mobile
Messaging and M2M i P EFN) sdkroot\SDK\clients\android\samples\apks &R H{E At

ZEmattExerciser.apk R FECHEEHGIEAHEN, REEFQTEEEAESN, CEENMEER

E@ BT 2 TE U EEROE A for Android IEFFES, anitERT BB B AR H 5178
315

EF
1. JBERAAAT DHERE I 5 i i A2 2N MOTT falfiRs.

IR B ZE 782 MQTT version 3.1 i@ E. IBM HFTE MOTT FIIRESES & a3 B, 45 IBM
WebSphere MQ #1 IBM MessageSight, 2R 5 122 HIY FEAGMH MOTT fAiRZS) o

2. BUSIERERT TR,

228 Java B EM (IDK) 28 6 Wk B #TkAS, R IEFERI %% Java fEFFESX for Android, FffPA IDK £
JHACH Oracle, &[] PAYE Java SE F#HUS IDK

1B FREL Eclipse FASEIREE, HAMNAJRE Eclipse 3.6.2 (Helios) B il A, Eclipse 2/ NEZEH 6 DL I
1 Java Srafes IR, A REBLERY IDK MHEF, &R LAY Eclipse Foundation Ex5iE—1l,

1%, EFHE Android SDK, &R DAE Get the Android SDK EXf§Itt T &,
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https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.eclipse.org/
https://developer.android.com/sdk/index.html

3. R#k Mobile Messaging and M2M F F & 1 Z28% MQTT SDK,
BRARERN, BHRRET FERIESR,
a. N#{ Mobile Messaging and M2M H FIHEL,
b. BT L% SDK B RIR,
ErTREARAS R A 44 2 MQT T, TEIGHE, B RIRIVERIERE 2 sdkToot,

c. B 4EHT Mobile Messaging and M2M H FIREM IHENBEHE| sdkroot W, JEBHEEALLA
sdkroot\SDK FASHRY H ##is,

4. IR #E for Android B mqttExerciser & A2 #if),
Bt & Eclipse #1 Android T &, 3fift MOTT SDK FE AW & mqttExerciser HE,

sk NSRRI B, AT A A PR B B R AR (MQTT SDK Y
sdkroot\SDK\clients\android\samples\apks &K RKHZHEE mqttExerciser.apk) o

a) 71t IDK ff [ IRE X&) Eclipse BAZEERIR,

eclipse -vm "JRE path"

b) 1& Android SDK HEHIf Z & —HEM BT,

SR A REM, DR Google BRI T-& R EMTEE,

% SDK “F-5 752 Android APT JE{X 16 SCEHIE IR, AR APT JEIXR, MERNER] D e 5
c) 1 Android Bf#$ T E. (ADT) AMEFE R = Eclipse,
d) ¥ mgttExerciser JEHEREZHBIME A Eclipse, AEBIEEETR,

i) fEB$1E sdkroot\SDK\clients\android\samples\mqttExerciser #, & MQTT SDK FE A
i {51 e F AR N 2
TR HEeY M2 B8R, R N RIRED RS, et E bR,
i) # org.eclipse.paho.client.mqttv3.jar FEREHEKF| Android HEH libs BRI,

#an, £ Windows b, 1827 sdkroot\SDK\clients\java BKIK R, k&
HUr TR A, BREREREE, KRB — THE,
i) e AT — T HEE RIS com. ibm.msg.android; #%— T Android T.E ... > ¥ Z K
..o BERENGEEZATHENGR, RiBIE—TNRE,
iv) FE EA Y — FHEEERK com. ibm.msg.android; #%— F Android T.H ... > B IFHEEN

23
o

v) MR TAEEAYE R 84 fAiHZR (SBIEBERERTER) , NgwEas T Mg T aEme sy 1.5 88
fi%. Android SDK £ 16 M PSR aR tHAT ML RN & RN 1.5, 5 BEIERI FAYSARR, sR52 B

WlEi7 ¥
a) ME A Android SDK ELEER Eclipse #MEMFESR, i A-#k (WLERIESE) %2 Android SDK 55 17
Fiizo

b) FE B AE#T4— T~ com.ibm.msg.android HEE R, RZBIEE NE > Java Sinsktr. M
SRR TR, HEHEATD 1.6, REBEEETIERE,
HEMNOEE, gl —sgd EmER,
5. 1£ Android #£ 8 FZ2H800 B MQTT F P Uil Java EFHRES .
#H2 Rl developer.android.com EH Running your app.
MBI E R R E A Eclipse B2, 1] DA Eclipse MBI =% IE 2,

MREEEAEREN (APK) #£% mqttExerciser.apk, AJLA#EH Android Debug Bridge (ADB) 2744
%, IFHLEEE Eclipse 24, AR EHF APK MR EEET 1, Q0 SR FH 78 5 2t B Y i 151 e FH
X, HIfZE % sdkroot\SDK\clients\android\samples\apks\mgttExerciser.apk,

6. {#if for Android [ mqttExerciser A2 EFI A @R, ZTE M 33 2 3,
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https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://developer.android.com/sdk/installing/adding-packages.html
https://developer.android.com/tools/sdk/eclipse-adt.html
https://developer.android.com/training/basics/firstapp/running-app.html
https://developer.android.com/tools/help/adb.html

a) FARL Android Y MQTT HH F usiifil Java FEFHFZ .
AR B & 7E 2R Android 258 rhBH Rk :

b) JE % MOTT AR as.
) $&— 1 + SECABIRCHTHY MOTT JHAR,

f.; Mew Connec.. CONMECT ADVANCED

Chent 1D

Server
Port

Clean
Sesson

i) 7EH)P Ui ID MR FH i AERIME—AY ID,  SEMHOSERR, 1ZHEE R eI,
iii) FEAINR SRR AL ALE MQTT fRIfRARAY TP Ardik,

A B S — 8 B A B AR, IP MHEAR1S % 127.0.0.1
iv) B\ MOTT B4R FrEEE%,

—f% MQTT AR THERIRSE 2 1883,

f.; Mew Connec.. CONMECT ADVAMCED

Client ID Buzz

Server 9146.175.231

e 1883
Clean
Session

v) #— N,

WL NY), EEED IEAERE" SR, B E A
Buzz
-C'::;nwmpcm'} 146.175.231 }

o) AIF .,
i) % — e,
DGR RE &R, HEyIHER:
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f',;:, Connection Details

HISTORY SUBSCRIBE PUBLISH

Client: Buzz created
Client Connected
i) #— NRIBIEE, WA FETH,

f',;:, Connection De... SUBSCRIBE

HISTORY SUBSCRIBE PUBLISH

Topic Moonshot

iii) $%— N RTBAEIE,

bE RN & B — N T R AT B AR
iv) % — NIEFHRER,

R RN E AL & RT R :

f‘,;:, Connection Details

HISTORY SUBSCRIBE PUBLISH

Client: Buzz created

Client Connected

Subscrbed to topic: Moonshot

d) BIAEFE MR AR Y 3
i) fZ— NRIEER, S\ JEET BRI A RO R T T R, EAGGHUR

f',g, Connection Det... PUBLISH

HISTORY SUBSCRIBE PUBLISH

il Moonshaot

opic
Message Been there, done that
aos ®010)2
Retained

i) $%— N EEE,

RERI &R —/ DERRF IR MIERLE, JoR" 3", RER"CRIR". BMERREREES G
SrFRAR e T HL R AT BRGIRREAR B o
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f‘,;:, Connection Details

HISTORY SUBSCRIBE PUELISH

Client: Buzz created
Client Connected
Subscrbed to topic: Moonshot

Published Message: Been there, done
that to topic: Moonshot

Received message Been there, done
that

Topic: Maonshot

e) HHETH = i BB AR

) s FreieEy. 1

Android f) MQTT H Funi#ifi] Java MEFFENX G ThENEaE ) 8Pt = MQTT g EanE
R HE,

f‘,;:, Connection Details

HISTORY Disconnect

Client: Buzz created
Client Connected
Subscrbed to topic: Moonshot

Published Message: Been there, done
that to topic: Moonshot

Receiwved message Been there, done
that

Topic: Maonshot

ii) % — T EdiaR
L RGIR 8 & 5 5 2 O R B AR
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f",;:, Connection Details

HISTORY SUBSCRIBE PUBLISH

Client: Buzz created
Client Connected

Disconnected by user

f) 1% E—BEIF| MQTT F S i Java fEHIFEIN BE B AFSERITE L

& maTT .

Buzz >
Disconnected from 9.146.175.231

o FZ—TINSELAEHTEY MQTT M i Java B AR NRE B/,
o g NHRETEAR A 5 i DA T AL
o % LB R HETE .

g) 14— MEREIGH DA HIEESUTREMAER, 4 MOTT A in#ifH] Java AR, 1HEHEREH
feifeeETm, DARAPAE,

T—%

MR B TEE AR, EHmZrIitGHEEE C R Android EAFES, FEIY MOTT 2R AR 2
B, A DAfE mqttExerciser FRRYEER FEN7 Android IEFIFESVAUREAY, 5 ERFSTEIR, F58H%
mgttExerciser HEH com.ibm.msg.android fil com.ibm.msg.android.service FHVEERIELE
Javadoc

G
i F ADT &P Eclipse HYH %

B JavaScript B9 MQTT E: A B IS

BRI P v i 5 E R B TS AT IR, BRI BRAG A FIE R JavaScript B MQTT &A=
Uit A EBURILE H, A DARCE MOTT falllkas PA%AZ A H MQTT {EEiH P im#E ] JavaScript H i fYE
B, BTE Web BIBEZSrH# N IETE(AIRES EFCERY URL, AR JavaScript f) MOTT &G S i & 7R AR
RKE EABE), A B SRR ERH PR E H, EmEES AR, B msf, EERR KR
At & R A A

FYEZ Al

BRERE HIREIE B IE, s SR R el R P omdifl | B, SR, M ARETEHEHI
RS LR AE N, 758 AR s A A R K,

IRTE MQTT fAIARSY, A RESCEEERIR JavaScript [ MQTT EERH B s,  HAAARES 4 ZHIZE 1B WebSockets
F & MQTT V3.1 i@l E, IBM MessageSight & IBM WebSphere MQ Version 7.5.0, Fix Pack 1 PAK BE#7
IR, X% WebSockets L[ MQTT protocol . #E2EEE 122 HIY TBHLGEMH MQTT fAARES) » i
IBM WebSphere MQ PAEEST 90 KB, 52H% 124 HIY M245E IBM WebSphere MQJ o

WebSocket protocol /2 filr #3710, W5 P v B fe] A as & FFZTERG Ko, FEfaEs B AR5 WebSockets
ERITE, R, SRR BRI 258 RS2 WebSocket protocol® #5E(d F 5 Uift 23 FH AR 2B R H
ﬁ%ﬁﬁ@ﬁﬁ*%f#ﬂ%’éﬁﬂ%o 522 HINR LFIH 7 —LeBI 8 ay, HEHThRA IS I AT B
Fmbc & E A,

1 HBENS, WSEARFEE RFC 6455 (WebSocket) 1ZH#E,
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https://developer.android.com/tools/projects/projects-eclipse.html

& 1: AT ELEAR JavaScript B9 MOTT E: AR RS ELfE NS 1288

Android i0oS Linux Windows

for Android [ Firefox Safari 6.0 AN EHTHA | Firefox 6.0 AN FEHThRAS | Firefox 6.0 DA B HThR A
19.0 DAS EE HrhlA Chrome 14.0 PAR B #ihi | Chrome 14.0 PAR Bk | Chrome 14.0 AR B #hk
for Android ) Chrome | A& Vi 7N

25.0 DAN B RRA

RARIEIAIEE

HAEZEF IR P BRI EC E MOTT fAlfikdy. FEUE AR JavaScript FEF AP mTRN—Y], #EEHUT
Y $% WebSocket protocol HIE 25,

1£ IBM WebSphere MQ L, EfEHHRD B DUB B 7 8 JE #i 2K A IBM WebSphere MQ Telemetry, J#
2R 1883 LAHIFITERE MQTT WebSockets JEJE, {#EHH P im#if & H URL 2 IBM WebSphere MQ |
i http://hostname:1883,

£ IBM MessageSight |, Z#E e EHSEE, FCE SO AR EER, i #y MQTT WebSockets Ui

2o

EF

1. N#k Mobile Messaging and M2M I FumEM:, STk 5 o i A A2 X B R 1 MQTT fRIAR
%go

sR2 B 5 9 HIY TRAGREEAH MQTT AP
2. FLE MQTT fAlARAS, DARESZAK HIEM A JavaScript i MQTT {E&HH P Ui HTML B (1 B4R
£ IBM WebSphere MQ _f:
- WMSECEHE MOTT ECE IBM WebSphere MQ ATHIEFIFES, FE& FHmEE R A@EHE, P
[FIRFSZ$% MQTT F1 HTTP, #4521 ALTER CHANNEL,
- %%%% IBM WebSphere MQ T4 E 2, IiACEHB MQTT WebSockets Ui, #H5EH N4
—JH :
- %126 HRY TEESATRCE MOTT IR# 4
- %5 128 HRY i IBM WebSphere MQ Explorer FLE MQTT fR#5.J
3. TEEAEE LR Web BB 2%
4. SN EERA P sl E 5 A URL,
£ IBM WebSphere MQ |, 1t%% http://hostname:1883
£ IBM MessageSight |, [t% http://hostname:port
HH, hostname KM Socket (J&1E IBM MessageSight L E LB 2 FH P i is ZE 10
Uit®h) [ DNS ZHBak IP Ak, port 2I& A P ikitEIRAG %R R TCP/IP Ha5E,

BRIV SRR P m e B &
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https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.adm.doc/q085170_.html

messaging

o Limlity Refensnce Tulonas

Welcome to the IBM messaging utility sample, This sample s provided to help you explore, understand and utilize the Javascript libraries for Mobile and M2M Messaging
with WebSphera MQ). Here we provide the information you need o get started creating your own maobile messaging applications. This utility includes links ta the IBM
messaging community, which contains a seres of artickes to help you create your own apps as well as a web clent tutorlal so you can get hands on quickly and see
messaging code in action. Then once you have explored the tutorial, have a look at the TBM WebSphere web dlient wtility itself, which will help you test your own
messaging applications. This sample is provided in good faith and AS-15.

PN i Wieb Messaging Utllty

. Toolks to try out Web Messaging

a4

m Application Programming Interface documentation j;;gsﬂm

] c

MOServer API Documentation

. To get started, try our Web Messaqging tutorial

N

Iiﬁmmm 1BM Messaging Community
WehSphera MO InfoCenter

9: @RI JavaScript B9 MOTT BB EREEHIE B

g8

R E$HE WebSockets B E MOTT J#jE,

TEJE R R JavaScript [ MQTT A B us v #Ei G S H, #%— 1 Web fSE2 G SR B im AP H
IS REAFEIIRE, filan, &e]DUERE R E A 5TRGHE, REBRMEHIHE, Bheig—T
Web fSERFGEBE, DI G ] ~7 49 B AR WAL 38 A 7Y JavaScript (19 MQTT EEHH 5 APL,

TERAEE

%5 106 EHIY M@ JavaScript B MOTT (&R P s & Web 2

%5109 HAY Fan{a/4E JavaScript At EEHE R 28 TR 2Nk ETH )

iz

%71 HIY NiFEi#E SSL & WebSockets i#4#% 8 i JavaScript i MOTT {#HH P i

{5 /] JE R A JavaScript [ MQTT {#5RUF P um #5f1 HTML EEHEEC SSL M WebSocket protocol, #%¥ Web [
R % & HE R % IBM WebSphere MQ

FMREREAR C B MQTT AE iR
TEASAT AR SLH 4R C RUARBROFE T 6 b, SO BTIBFRAS C Y MQTT FIS UL, BRa ] AR
IBM MessageSight 2 IBM WebSphere MQ {2 MQTT fallR 3 A T C HUEHI MOTT Fil Fiifo
FA4E Z Al

- QISR P B R s < A PG, SRR E A S B MQTT BRI R,

- IFERFEAR C 2 Z/N2IE MOTT FHFE A, 752/ IBM Mobile Messaging and M2M f FifE
RS FE K,
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https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811

BARETRIESE

BT (T4 417501 Microsoft Visual Studio 2010, £ Windows I-&iEKC ST C ) MOTT /i
Futidifl, Microsoft Visual Studio 2010 tBFFRTEFE ATHIGIH ARaE M F il BSHEAT Script PATEH A
T AR T,

EF
1. JEIBAAT DU A5 S A A2 MOTT iR,

AR A$ A JE 738 MQTT version 3.1 @3 E, IBM HHFTE MOTT AR ESER &S B, 45 IBM
WebSphere MQ #1 IBM MessageSight, #a2H 5 122 HAY TBHIGMEH MOTT RSN -

2. EIEEE BRI VG L2k C BRI,
A EREREHIFPAY make BRI T AR HER:

. BRI~ i0s, 15 B4 0S X 10.8.2 i) Apple Mac I, {8 Xcode FIf i0S BEE T A,

. iﬁﬁ’\‘ Linux, %5 Red Hat® Enterprise Linux 6.2 i gec 4.4.6 fil,
glibc CREREHMRMTIREINA 2.12, Linux O RIKSZ BRI A 2.6.32,
N Windows [ETIeS Windows, % Visual Studio 10.0 iR,
3. R#{ Mobile Messaging and M2M A P &4 Ui 224 MQTT SDK,
BARERN, BHRRRET TEIER,
a. N#{ Mobile Messaging and M2M F FEH:,
b. FENIEZE 4L SDK BRI,
IERTREABIS BRI AR 44 2% MQT T,  TEIEM, HERIRATER SR 2 sdkroot,

c. 1M Mobile Messaging and M2M H FfEN HEENAERE] sdkroot H, JERAE DA
sdkroot\SDK BHEEM H #%EH,

4. JERMERY: G 55 28 HAY MEEBEAR C M MQTT HEmfE ) i,
#HIE7E Mobile Messaging and M2M H P& ANMUEEHR HESEEH C P umfeUER;, A #dTit

5. fspli BT MQTT FH Pum#ifi C EAFEN MQTTV3Sample. ¢,
EHE21T, BIESE 24 BN TEE21T8E LT MQTT F PusEif] C AR Fav b ERETT,
¢ IDE, A5 25 HAY FHE Microsoft Visual Studio Smsg A8 T MOTT A P il C ARy

I BRI T,
RIESITURERENIT MQTT BB R im&Ef5l C FEFAAIE
PER2A1TH 2 N BT MOTT H P um#Eif C EAFE, #ifIfE MQTT SDK H, ‘EI/r#i 17 MOTT ## i K51 R
o
BB Z B
L8 C BRESIREE; 5 an 5] A F B9 Microsoft Visual Studio 2010,

RAREIEIESE
BT SDK P+ H #% sdkroot\SDK\clients\c\samples A C #iffil MQTTV3Sample,

EF
FEFH P vmaE (| H @Sz Script,  DAEREGEIERYF- & L4211 HUT Sample o
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https://developer.apple.com/xcode/
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere

%I Script &7F Windows 32 77t F & (EEE Microsoft Visual Studio 2010) 4w B THIfF], ¢
sdkroot\SDK\clients\c\samples FH#EEIT Script.

@echo off

setlocal

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86
cl /nologo /D "WIN32" /I "..\include" "MQTTV3Sample.c" /link /

nologo ..\windows_ia32\mqttv3c.lib

set path=%path%;..\windows_ia32;

start "MQTT Subscriber" MQTTV3Sample -a subscribe -b localhost -p 1883
@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

MQTTV3Sample -b localhost -p 1883

pause

endlocal

5

Al ST R E i S A B S -

Setting environment for using Microsoft Visual Studio 2008 x86 tools.
MOTTV3Sample.c

Connected to tcp://localhost:1883

Publishing to topic "MQTTV3Sample/C/v3" gos 2

Disconnected

Press any key to continue .

10: REEMERE L

Connected to tcp:-~localhost:1883
Subscribing to topic "MATTU3Sample~H#H" qgos 2

Topic: MQTTU3ISample.~Cruld
Meszage : Meszage from MQTTud C client
GoS: 2

11: REFTRER &L

{{ Microsoft Visual Studio #4R:ZER 1T MQTT A Fix#Ef Cc FERIZEIU

£ Microsoft Visual Studio #ia ¥ T MOTT H P im#if C EFFEN, #iffIfE Mobile Messaging and M2M
R FEmEMN f, EnEl T MQTT #ii# KETRIE,

FYEZ Al

#if5if# F Microsoft Visual Studio 2010, #&1] PATE Windows M EH A F& i HA C BA3sEREE; filan,
Eclipse IDE for C/C++ Developers,

RARIETEIESE
f# ] Microsoft Visual Studio 2010 #z$lfi $1T C #ifl MQTTV3Sample . MQTTV3Sample.c £ SDK Fi = ¥
FH#%k sdkroot\SDK\clients\c\samples H,

ZEF

1. /&) Microsoft Visual Studio,

2. WEHRAREEEHIESE,
a) ¥&— T HZFE > e > BIAEREAPIEE,
b) JEEX Visual C++ 1F A H i v Y B R A,
o) #h—H,

3. 18 THZEMBEMEERNE SEPEE2
a) #4— FBIE, 5K sdkroot\SDK\clients\c\samples H##,
b) 1§ H a4, %4 MQTTV3Sample,
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https://www.eclipse.org/downloads/packages/eclipse-ide-cc-developers/junor
https://www.eclipse.org/downloads/packages/eclipse-ide-cc-developers/junor

o) #r—4,
4 FHERE R ER R G EAREAERE, % TR
5. (#ELE TFRES) BlHE,
k78R, Microsoft Visual Studio & 31T KEREAELE, fE4EEHEF, SECEPRIEIE, & ZREm
EER, SEEPRE TECE A BRI,
a) té#? B > MQTTV3Sample W% > BLE BN, HEGHMTELMHPN T RAE, IEERE
b) HEEX BRI 1F 2 VEIYP R EREE > B,
SEAR AR AR FYIATAE S BRBeL ThREE) B,
6. % TMQTTV3Sample WA E | H1 C/C++ 5E,
a) 1£ MQTTV3Sample WA HH HEH, B ACENE > C/C++ > —i%,

b) fE— M NAREE T, % — FHAth Include HEE, RIBMFIEN) H SRR ST 2=
sdkroot\SDK\clients\c\include ifi#%— &M,

7. BUOHES AN T
a) G BEE A > SEAGET > —i.

b) TE—MENATEE A, $%— NHMARREH S, ASER B EHE2
sdkroot\SDK\clients\c\windows_ia32

o f£ NE&hds) NAREES, % w25, EHMAEEE RS, #A mgttv3c.lib, &
B — TNEM.
8. MEHEMER MQTTV3SSample. c JRIARE,
a) £ T R RBIEAY | LA B MQTTV3sample > JRUARE BRI,
b) FE A #E%— F MQTTV3SSample.c > EHEHEER
9. @'# MQTTV3Sample HZ%,
a) 78 [HZRAE ) HHWEEAH#E— T MQTTV3sample HE, ARy — FHHE,
HEGER, HETAER,
10. P miERT 5%, DABUYT MQTTV3Sample 1£24 (ETBIE ) K T3 HUTIEAEH],
ﬁé%@;fﬁ'ﬁ%J N TETBIE ) HEEE ST MQTTV3Sample 154, B AREE, HARGUSTMER
a) £ TR RBIER ) 1, AIERARE—T MR * MQTTV3Sample * > Hill > HifE %,
b) TEAMMNIH, #A Subscriber, fREFER Win32 HIEGEMREN. #%— FHEE,
'Win32 ERIFEUREE ) RI& i,
o 7£ 'Win32 JERIRUREE ) , #&— NP, AEBHE > K
d) ISR Ta e ) BHE,
e) ARG HIE—T T3TRH) BF, RBi%—TSAMGEEHE
527 HWE 12 BR T T R4EE ) A,
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5 124 MQTTV3Sample
¢ MQTTV3Sample.c
- 24 Publisher
L1 Header Files
_d Resource Files
_d Source Files
- 21 Subscriber
L1 Header Files
_d Resource Files
_d Source Files

12: MQTTV3Sample fER AR
11. icE TETRIE ) WARH,

a) 7F MR RBIEA , AEEGHEL—T STBE WA > BLENS > NE > R
MmERGEEEG A RIRENEHR]

b) %—"Ffﬁ‘iﬁo FEN path=%path%;sdkroot\SDK\clients\c\windows_ia32, AEH%—TE
8 sdkroot ARFEIEIERR,

c) #&— F4, iF MQTTV3Sample BAHMEKFEEUR $(TargetPath)
filtn, sdkroot\SDK\clients\c\samples\debug\MQTTV3Sample
5 sdkroot ATFAIEHIERE,

d) #%&—F 52518, V#iAN -a subscribe -b localhost -p 1883, ARi&f%—F EH,

12. BiE Mg WAH,
P BRI D — '~ T R%E ) HEPRRERTRNE HHE,
a) #H¥ M) EE TRTRE ) B
162 518(% -b localhost -p 1883

13 fFI e TEE ) & TRTHE ) SEWERERT,
a) EEMBREPINAEF, H— TREEHER, WE (87 & (RS ECESE s M
METRAE ) TERREEE, % — TR,
14, FUTHIA,
a) #%— 1 F5 DUKE) TETRI#E )
b) £ [ R&AE ) PAERAGES— NS, K& — TR > MEFmIER,

5

A Ma] B Gt =1 OM A, Visual Studio GRHPAZMIFHRE, FEE NEFFRIETREERA,

& T LARAEA,
Connected to tecp:s-slocalhost:1883
Subscribing to topic "MQTTU3Sample H#'" gos 2

Topic: MQTTU3Sample~Cru3

Message: Meszage from MQITud C client
QoS: 2

13: REFTRENELY

T—%

EEWHITIERS RS NETRE ., #if/2 sdkroot\SDK\clients\c\samples Hf
MQTTV3ASample.c F1 MQTTV3ASSample.c,
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EBEERR CHMQTT ARiRIENE

G NYEE, DUEEEAR C 1 MQTT AP umfEE, AFEEEHNTF L2 L6004 N asEHR, DA
KAE i0S 1 Windows _ 78 8 #5220 = 1Y i sl

BAYRZ Bl

1. (SRR E C PR UE, $i%5 SDK\clients\c T H##H SDK (RELEAISEM) hAVTECES
P P imfECE (WA P i B HESE SR .

2. B8 MQTT fAIfiRkes, PARIEUEMEH MQTT M Fim#if C AR ENEE, 20 5 122 HY

FEAGAEER MOTT fAfREs) . IBEBUTHEHH—E MQTT P in#ifEHER, RKEREFARSSACE,

3. MR EERRE L 2N C BERERA (3742 SSL (Secure Sockets Layer)) , #ZiEM/EEE OpenSSL 27
B, FE2R 5 41 5 [EE OpenSSL EH o
B NEUSCEHACIE OpenSSL B B ST BAS I RE NS HE AR, AR BRI I 1, TETR
ERE NEMZH, AR A EE,

BARSEIRIESR

BIEE 41 HiY TEE OpenSSL Ef) HfeR, PATNEMNEE OpenSSL F2RNE, EWHEE
OpenSSL, AREEEZEMEHT C 1 MOTT AP e UEMA, BENZIRER MQTT ERXERANTE
% OpenSSL, BYESBRE4EEE AR i0S & Windows FIFE = #ifi,

BB C BHEE U TR & MOQTT $RH8HH%E T 54 (SDK) MHEEE 6 I, AREEBAR C Y MOTT A
Fomfe U, $EE make DU B RER BAR T GRIFENE, EmpFA % 29 HRY TMOTT ARIFEH)
FEEIRIH) FPRLEEYEE, S HE B BT make fERTT- 6 S ER:

. BOTEEN ;50 1 T Apple Mac FEEEEAIR C (19 MOTT FIS iRaRE, DUEEL j0S S BHSHD
I

- T s 36 =00 T Windows BB MOTT 22U,

EF
1. EEEEER TG Bk C B RN,
AR E AR make R AT E R HE:

. BEERN - 2, i0s, frE 0S X 10.8.2 [ Apple Mac |, f#iff Xcode il i0S BI%E T A,

. ;”Hﬁ(‘ Linux, % Red Hat Enterprise Linux 6.2 kix*1 gcc 4.4.6 i,
glibc CFEUEMRAR ARG I A 2.12, Linux L AIRAR ARG IR A 2.6.32,
. miﬁﬁi‘ Microsoft Windows, # Visual Studio 10.0 i,
2. N# Mobile Messaging and M2M H FitiE M il Z28E MQTT SDK,
AR, EREREM T FTHIESE,
a. F#{ Mobile Messaging and M2M F P&,
b. BN IEZE L4 SDK B RIR,
IERTREABIS RIS i 44 2 MQT T,  fEIEM, B RIRATES SR 2 sdkToot,

c. 1¥BE4EH Mobile Messaging and M2M H Pt HEENAERHE] sdkroot W, BRI EE#I DA
sdkroot\SDK BHEEF H $#k,

3. JEBAE AR C I MQTT F P o2 2R Y R 46T

JR UG &R A sdkroot\SDK\clients\c\source.zip,
4, EEMER: #E OpenSSL,

E2F % 41 HIY VEE OpenSSL Ef o
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https://developer.apple.com/xcode/
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere

5. @B C I MQTT P e,
%29 HAY IMOTT RFEIFERVEEEIE) ol T EREEE S NIETE,

EIE N HIEHIFR S B make 18, DISHEHMER BECF AR EBEAR C K MQTT AP imfE U,
- %30 HAY I4£ Apple Mac FHEIEMNN C A MQTT AP iU, DUEEL i0S SEE AR

. %536 HMY T{F Windows FEE MQTT fE0E

MQTT REIFEREERIA

TERAIM AT ER T & FEEBEAT C 2 MOTT F = e 2U8E Y A o A jd BEIH,

r 2: MOTT ARITFEMNEE RIS

Ex
tr
a
Op
ti
on
EE Compiler Compiler Options Linker Options s
AIX -fPIC -0s -Wall W1, -G
-DREVERSED
Linux s390x -1 MQTTCLIENT_DIR
-m
Linux gcc 64
x86-64
Lg:gz -
Xeo 32
-shared -W1,-soname,
Linux ARM  |arm-linux-gcc -fPIC -0s -Wall -I |libmgttv3c.so
(glibc) MQTTCLIENT_DIR
Linux ARM
. arm-unknown-
(uclibc) 1inux
-uclibcgnueabi-
gcc
¥TE@°WS32 /nologo /machine:x86 /
ML manifest
/D "WIN32" /D ke;ne132.11b user32.1ib
" " gdi32.1ib
_UNICODE" /D : . .
" " winspool.lib comdlg32.1lib
UNICODE ) .
/D advap132.}1b _
cl " CRT_SECURE_NO_WAR she1132.11p ole32.1ib
NINGS™ oleaut32.1ib
/ uuid.lib odbc32.1ib
nologo /c /02 /W3 / Odgccg3i:élb
Fd /MD /TC ws2_32.11b /
implib:mgttv3c.1lib)
/pdb:mgttv3c.pdb) /
map:mgttv3c.map)
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R 2: MOTT FEIFEEEEIS (#E)

gcc -arch i386

RES -DNOSIGPIPE
-DOPENSSL

-0s -Wall -fomit-
frame-pointer
-isysroot /
Applications/
Xcode.app/\
Contents/Developer/
Platforms/\
iPhoneSimulator.pla
tform/
Developer/SDKs/
iPhoneSimulator6.0.
sdk

-L/Applications/Xcode.app/
Contents/Developer/
Platforms/
iPhoneSimulator.platform/
Developer/SDKs/
iPhoneSimulator6.0.sdk/usr
/1lib/system

Ex
tr
a
Op
ti
on
FH Compiler Compiler Options Linker Options s
iOS ARMv7 |gcc -axch armv7 _DUSE_NAMED_SEMAPHO
i0OS ARMv7s RES -DNOSIGPIPE
-DOPENSSL
-0s -Wall -fomit- -L/Applications/Xcode.app/
frame-pointer Contents/Developer/
-isysroot / Platforms/
gcc -arch Applications/ iPhone0S.platform/
armv7s Xcode.app/\ Developer/SDKs/
Contents/Developer/ | iPhone0S6.0.sdk/usr/1ib/
Platforms/\ system
iPhone0S.platform/
Developer/SDKs/\
iPhone0S6.0.sdk
i0S
ARMi386 DUSE_NAMED_SEMAPHO

SNCENN7E Apple Mac B EREK € 8 MOTT FAEIRIENE, LUEH ios BB

f&H

EIE MY EIEE make 18, DATE Apple Mac B EEMR C K MQTT i FumfesE, DUERGIE i0S 4

FEBCIER]
FEZ Al

1. £ Apple Mac 0S X 10.8.2 BB AR 22853 E T A, B3 &#HIT make #,
2. %45 Xcode WHESIT TR, HA 45 make FEX, i Xcode F&#IESITT A,

BIRETRIESR

337 make #8, PASFEIEUT ARMV7 B ARMv7s BEHEARHY iPhone BY iPad, JTE i386-64 i tiEiidAs L#UT
[ iPhone 1ifiEas, ZEENEMN C 1 MQTT e E, 20 i0S SLEHH,

P 5 34 HIY) TMQTTios.mak make #1550 #IH T 522410 make H&.
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https://developer.apple.com/xcode/
https://en.wikipedia.org/wiki/List_of_iOS_devices

1. HEGE RGBS,
2. FIGHE AR R TRIRTPE T TR IR, FE2RPER % 32 HIY 8y
3. MR FRIPER 5 34 HIY 9y HAIIHATE LM AHIT,

EF
1. NI 2% i0S B TH,
a. (EHEAEHEMERNFEHE ID BA,
b. &R Apple Mac 275 45 10.8.2 hRELE #TAR A
c. BE#Huk Xcode , LA Mac App Store & Xcode
d. 4% Xcode., FELATERIE MRS,
!715% Mac JEEFHFE R SR AL T ARt ahi A, SRR B 2 AR U & HARAY 10S JE& A HIRR

2. 37 make & MQTTios.mak
AR S

# ERTEKPEEREBRY,

# MQTTCLIENT_DIR H4ZBEEMEE MQTT AFEWmEFERBHELRHE .

# FERR MQTTCLIENT_DIR RB{THR

J# ¥ TOOL_DIR = /Applications/Xcode.app/Contents/Developer/Platforms

J# FEE% OPENSSL_DIR R sdkroot/openssl , #H¥IH sdkroot/sdk/clients/c/mqttv3c/szc
# OPENSSL_DIR #4ZEIEEEE OpenSSL BEMEZAHEK,

4 &l :make -f MQTTios.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mgttv3c/src all

3. BE MOTT JRBERIALE,
£ MOTT JR4EREAH R A H #8047 make £, 2ii%E MQTTCLIENT_DIR {82172 8L

make -f make # MQTTCLIENT_DIR=sdkroot/SDK/clients/c/mqttv3c/src

1% RHIATHTHE 2 make 1:

ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = ${CURDIR}

endif

VPATH = ${MQTTCLIENT_DIR?

#Hiffl s VPATH & Hik, Hr make 143 RIAME AN RGN, Blan, BEH R0 A EEERE,
4, JEEMER: 5%7F OpenSSL 2RI E,
HEBEAR C 1 MQTT H P umfEzU=ER SSL RARTF Z I P 5,
5 OpenSSL R FU R THRR IS 6 5% A TR MQTT SDK UAHRI H %, 7SHI, #1% OPENSSL_DIR i A&fE
BIT2HL
ifndef OPENSSL_DIR

OPENSSL_DIR = $$MQTTCLIENT_DIR}/../../../../../../openssl-1.0.1c
endif

$Em: OpenSSL ZEEFTH OpenSSL F H#k) OpenSSL Hik, AAIREFRZNY H SRS HE L R e AL
B, RAeEs BErzsn B,
5. B E R THH%,

R ENS Xcode ZEEEHAMN E, FEEEITHERE TOOL_DIR,

|

p={}

ifndef TOOL_DIR

TOOL_DIR = /Applications/Xcode.app/Contents/Developer/Platforms endif
IPHONE_SDK = iPhone0S.platform/Developer/SDKs/iPhone0S6.0.sdk
IPHONESIM_SDK = iPhoneSimulator.platform/Developer/SDKs/iPhoneSimulator6.0.sdk
SDK_ARM = $STOOL_DIR}/$$IPHONE_SDK?}
SDK_i386 = $$TOOL_DIR}/$$IPHONESIM_SDK}?

6. A B8 MQTT F2XNEM TR IRIGHE, S5t soeZEER MOTT FENER2 M M AE,

MOTT fii/ 31


https://developer.apple.com/xcode/

T NHATHIEE make #8, DIFIHIFTA MOTT JR4AHE:
ALL_SOURCE_FILES = $fwildcard $$MQTTCLIENT_DIR}/*.c}

JFIEREAR G BRI R R AR P2 U, ARG S SSLME.
FHEHAp—{TPA L, WEEENBEEME, 7E darwin_x86_64 HisrhE AN,
o A REZRE:
MQTTLIB = mqgttv3c
SOURCE_FILES = $ifilter-out $IMQTTCLIENT_DIR}/MQTTAsync.c ${MQTTCLIENT_DIR}/SSLSocket.c,

$$ALL_SOURCE_FILES3?
MQTTLIB_DARWIN = darwin_x86_64/1ib$$MQTTLIB? .a

o [P, e
MQTTLIB_S = mqttv3cs

SOURCE_FILES_S = $ifilter-out ${MQTTCLIENT_DIR}/MQTTAsync.c, ${ALL_SOURCE_FILES3?
MQTTLIB_DARWIN_S = darwin_x86_64/1ib${MQTTLIB_S} .a

o JRFEPP. REIRE:
MQTTLIB_A = mqgttv3a
SOURCE_FILES_A = $ifilter-out $$MQTTCLIENT_DIR}/MQTTClient.c $§MQTTCLIENT DIR?}/

SSLSocket.c, $$ALL_SOURCE_FILES??
MQTTLIB_DARWIN_ A = darwin_x86_64/1ib${MQTTLIB_A} .a

o ARFE. Za:
MQTTLIB_AS = mqgttv3as

SOURCE_FILES_AS = $ifilter-out $§MQTTCLIENT_DIR}/MQTTClient.c, ${ALL_SOURCE_FILES?}}
MQTTLIB_DARWIN_AS = darwin_x86_64/1ib$$MQTTLIB_AS} .a

7. FE et N A eI,
E2E AFCEA N MQTT EE R IH BRI A& IEE,
a) 1% Gnu HZ C } C++ (gcc) ik AdaEas.
B RS RS, A ANFIRYAEE I iPhone Mg EAE AR :

CC = iPhone0S.platform/Developer/usr/bin/gcc
CC_armv7 = $$TOOL_DIR%/$iCC% -arch armv7
CC_armv7s = $3$TOOL_DIR%/${CC% -arch armv7s
CC_1386 = ${TOOL_DIR}/$iCC} -arch i386

b) 8 i e o 12
CCFLAGS = -0s -Wall -fomit-frame-pointer

c) Wl OF ABRTE,
CCFLAGS_SO_ARM = ${CCFLAGS} -isysroot ${SDK_ARM} -I$SOPENSSL_DIR%}/include -L$
{SDK_ARM} /usxr/1lib/system
CCFLAGS_SO_1i386 = ${CCFLAGS}? -isysroot ${SDK_i386% -I${OPENSSL_DIR}/include -L$
{SDK_1386%/usr/lib/system

8. EREEHE
P B BB —EE T W HEDUE N T ITHEH,
a) 7 all HIZ,
"all' HEEE BB AR E,

all: $$MQTTLIB_DARWIN} $fMQTTLIB_DARWIN_A} $$MQTTLIB_DARWIN_AS} ${MQTTLIB_DARWIN_S?

SeF| Y B R TR B A
a) BERD, K2 AENFERE libmgttv3c. a,
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$$MQTTLIB_DARWIN?: $$SOURCE_FILES?}
-mkdir darwin_x86_64
$$CC_armv7% $3CCFLAGS_SO_ARM}* -c $3$SOURCE_FILES?* -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.o0
m *.0
$$CC_armv7s?t $3CCFLAGS_SO_ARM?* -c $$SOURCE_FILES?* -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s *.o
m *.0
$$CC_1i386% $3CCFLAGS_SO_1i386% -c $3SOURCE_FILES?* -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_i386% -o $@.i386 =*.0
m *.0
lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

gﬁﬁnnhoﬁ%%ﬁﬂ%*ﬁ%i@@ﬁ%%ﬁ%#ﬁolmo%%ﬁzﬁﬁﬁﬁﬁﬁﬁ*ﬁ%

b) EEIEFN . KZHAREMNFEXE 1ibmgttv3a.a.

$$MQTTLIB_DARWIN_A?%: $$SOURCE_FILES A%}

-mkdir darwin_x86_64

$$CC_armv7} $3CCFLAGS_SO_ARM? -c $$SOURCE_FILES_A% -DMQTT_ASYNC
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.o0

m *.0

$$CC_armv7s?t $$CCFLAGS_SO_ARM* -c $$SOURCE_FILES_A} -DMQTT_ASYNC
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s .o

rm *.0

$$CC_i3863% $§CCFLAGS_SO_i386% -c $§SOURCE_FILES_A} -DMQTT_ASYNC
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_i386% -0 $@.i386 =*.o

rm *.0

lipo -create $@.armv7 $@.armv7s $@.1i386 -output $@

BRIATK tm % o BRI EHF ~ERERERE AT AEMIFE. 1ipo #5rE = EfE sV S R —E R
%,

c) EF, ZenfENE 1ibmgttv3cs. a,

$$MOTTLIB_DARWIN_S¥: $$SOURCE_FILES_S%

-mkdir darwin_x86_64

$$CC_armv7? $3CCFLAGS_SO_ARM? -c $§SOURCE_FILES S? -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR%/armv7 -1lssl -lcrypto -o
$@.armv7 *.0

m *.0

$$CC_armv7s?t $$CCFLAGS_SO_ARM% -c $$SOURCE_FILES_S% -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o
$@.armv7s *.0

rm *.0

$$CC_1386% $3$CCFLAGS_SO_i386% -c $$SOURCE_FILES_S% -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/i386 -1ssl -lcrypto -o
$@.1386 *.0

rm *.0

lipo -create $@.armv7 $@.armv7s $@.1i386 -output $@

BRATK tm * .o EMEREEHE —ERERER S AFTAEM . 1ipo d$ArE = (EfE sV Rl —
%O

d) BEIEFEN, Z2fERE libmgttv3as. a,

$$MQTTLIB_DARWIN AS?: $§SOURCE_FILES AS?

-mkdir darwin_x86_64

$$CC_armv7% $3CCFLAGS_SO_ARM}* -c $$SOURCE_FILES_AS%* -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM? -L${OPENSSL_DIR}/armv7 -1lssl -lcrypto -o
$@.armv7 *.0

rm *.0

$$CC_armv7s? $$CCFLAGS_SO_ARM* -c $$SOURCE_FILES_AS?* -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o
$@.armv7s *.0

rm *.0

$$CC_13863% $$CCFLAGS_SO_i386% -c $$SOURCE_FILES_AS} -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
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libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/i386 -1ssl -lcrypto -o
$@.1386 *.0

m *.0

lipo -create $@.armv7 $@.armv7s $@.1i386 -output $@

BOA rm *. o FHERSH S —ERERERE I EYHRE, 1ipo #FFTA = (EFE B EAS R — R
%O
e) EF clean HIZ,

"clean" HIZEFEER make R EA I FTE R K& H §%
o BRER: BR

clean:
-rm -f x.o0bj
-rm -f -1 darwin_x86_64

9. T make t&.

make -f MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mqttv3c/src

5

sdkroot/sdk/clients/c/mqttv3c/src/darwin_x86_64 Hi#F & . RHIREE,

libmgttv3c.a.armv7
libmgttv3c.a.armv7s
libmgttv3c.a.i386
libmgttv3c.a
libmgttv3a.a.armv7
libmgttv3a.a.armv7s
libmgttv3a.a.i386
libmgttv3a.a
libmgttv3cs.a.armv7
libmgttv3cs.a.armv7s
libmgttv3cs.a.i386
libmgttv3cs.a
libmgttv3as.a.armv7
libmgttv3as.a.armv7s
libmgttv3as.a.i386
libmgttv3as.a

MQTTios.mak make &5 8

# ERTEKPELEEERE,

# MQTTCLIENT_DIR H4ZBEEMEE MQTT AFEREFERBHERE .

# FERR MQTTCLIENT_DIR RB{THIR

J# FE TOOL_DIR = /Applications/Xcode.app/Contents/Developer/Platforms

J# FEE% OPENSSL_DIR R sdkroot/openssl , #HER sdkroot/sdk/clients/c/mqttv3c/szc
# OPENSSL_DIR #4ZEiEEEE OpenSSL BEMEZAEK%,

J# &l :make -f MQTTios.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mgttv3c/src all

ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = ${CURDIR?}
endif
VPATH = $$MQTTCLIENT_DIR?
ifndef OPENSSL_DIR
OPENSSL_DIR = ${MQTTCLIENT_DIR}/../../../../../../openssl-1.0.1c
endif
ALL_SOURCE_FILES = ${wildcard $$MQTTCLIENT_DIR?*/*.c?
ifndef TOOL_DIR
TOOL_DIR = /Applications/Xcode.app/Contents/Developer/Platforms endif
IPHONE_SDK = iPhone0S.platform/Developer/SDKs/iPhone0S6.0.sdk
IPHONESIM_SDK = iPhoneSimulator.platform/Developer/SDKs/iPhoneSimulator6.0.sdk
SDK_ARM = $$TOOL_DIR?}/$SIPHONE_SDK?
SDK_i386 = $$TOOL_DIR?/$$IPHONESIM_SDK?

MQTTLIB = mqttv3c

SOURCE_FILES = $ifilter-out $$MQTTCLIENT_DIR}/MQTTAsync.c $$MQTTCLIENT_DIR}/SSLSocket.c, $
§ALL_SOURCE_FILES3}

MQTTLIB_DARWIN = darwin_x86_64/1ib${MQTTLIB} .a

MQTTLIB_S = mqttv3cs

SOURCE_FILES_S = $ifilter-out ${MQTTCLIENT_DIR}/MQTTAsync.c, ${ALL_SOURCE_FILES3?
MQTTLIB_DARWIN_S = darwin_x86_64/1ib${MQTTLIB_S? .a

MQTTLIB_A = mgttv3a
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SOURCE_FILES_A = $ifilter-out $$MQTTCLIENT_DIR}/MQTTClient.c $$MQTTCLIENT_DIR%/SSLSocket.c, $
SALL_SOURCE_FILES%%

MQTTLIB_DARWIN_A = darwin_x86_64/1ib${MQTTLIB_A} .a

MQTTLIB_AS = mqgttv3as

SOURCE_FILES_AS = ${filter-out $SMQTTCLIENT_DIR}/MQTTClient.c, ${ALL_SOURCE_FILES%?
MQTTLIB_DARWIN_AS = darwin_x86_64/1ib$$MQTTLIB_AS}t .a

# compiler

CC = iPhone0S.platform/Developer/usr/bin/gcc

CC_armv7 = $$TOOL_DIR%/$iCC% -arch armv7

CC_armv7s = $$TOOL_DIR:/${CC* -arch armv7s

CC_i386 = ${TOOL_DIR}/$4iCC} -arch i386

CCFLAGS = -0s -Wall -fomit-frame-pointer

CCFLAGS_SO_ARM = $fCCFLAGS? -isysroot $§{SDK_ARM? -I$$OPENSSL_DIR}/include -L$$SDK_ARM}/usr/lib/
system

CCFLAGS_SO_i386 = $$CCFLAGS? -isysroot $$SDK_i386% -I$SOPENSSL_DIR}/include -L$
$SDK_1386%/usr/lib/system

# targets
all: $$MQTTLIB_DARWIN} $fMQTTLIB_DARWIN_A} $$MQTTLIB_DARWIN_AS? ${MQTTLIB_DARWIN_S?

$SMQTTLIB_DARWIN?: $$SOURCE_FILES?}
-mkdir darwin_x86_64
$$CC_armv7% $3CCFLAGS_SO_ARM%* -c $3SOURCE_FILES?* -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.o
m *.0
$$CC_armv7s?t $3CCFLAGS_SO_ARM?* -c $3$SOURCE_FILES* -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s *.o
m *.0
$$CC_1386% $3CCFLAGS_SO_i386% -c $3SOURCE_FILES?* -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_i386% -o $@.i386 =*.o
m *.0
lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

$$MOTTLIB_DARWIN_A%: $$SOURCE_FILES_A%

-mkdir darwin_x86_64

$$CC_armv7t $3CCFLAGS_SO_ARM? -c $§SOURCE_FILES_A} -DMQTT_ASYNC -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.o

m *.0

$$CC_armv7s? $$CCFLAGS_SO_ARM?* -c $$SOURCE_FILES_A* -DMQTT_ASYNC -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s *.o

Tm *.0

$$CC_1i386% $3CCFLAGS_SO_i386% -c $3SOURCE_FILES_A%* -DMQTT_ASYNC -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_i386% -0 $@.i386 =*.0

m *.0

lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

$$MQTTLIB_DARWIN_S?%: $$SOURCE_FILES_S%

-mkdir darwin_x86_64

$$CC_armv7}t $3CCFLAGS_SO_ARM? -c $$SOURCE_FILES_S* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7 -1lssl -lcrypto -o $@.armv7 =*.o

m *.0

$$CC_armv7s? $3CCFLAGS_SO_ARM?* -c $3$SOURCE_FILES_S%* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM% -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o $@.armv7s
*.0

rm *.0

$$CC_1i386% $3$CCFLAGS_SO_i386% -c $$SOURCE_FILES_S* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/i386 -1lssl -lcrypto -o $@.i386 *.o

m *.0

lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

$$MOTTLIB_DARWIN_AS?: $§SOURCE_FILES_AS?

-mkdir darwin_x86_64

$$CC_armv7t $3CCFLAGS_SO_ARM? -c $$SOURCE_FILES_AS? -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR%/armv7 -1ssl -lcrypto -o $@.armv7 *.o

m *.0

$$CC_armv7s? $$CCFLAGS_SO_ARM* -c $$SOURCE_FILES_AS?* -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM? -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o $@.armv7s
*.0

m *.0

$$CC_i3863% $§CCFLAGS_SO_i386% -c $§SOURCE_FILES_AS? -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR%/i386 -1lssl -lcrypto -o $@.1i386 *.0

m *.0
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lipo -create $@.armv7 $@.armv7s $@.1386 -output $@
o Rf: B
clean:

-rm -f *.o0bj
-rm -f -r darwin_x86_64

BTN Windows EE MOTT i2:XE
G NAI BREE make R, DAfE Windows FEEEEHF C 1Y MQTT A P uimfe 2V,

FEZ Al

1. WEREE, FEEEE TrE F28E 88 Gnu make FTIEE ) make FEHZAR Make hiAs; FSHIGE N
Gnu make WEE T, FEZR GnuMake, #HuG Make for Windows 21 Make for Windows i R] 225EkKk
A,

2. B FEHA Windows [ Linux 64>, DATE make #& & FP ] clean HAZ, f&R] DA Cygwin ZJEM
435 HN S Windows Y Linux 54,

RARSIETEIESE

#37 make 18, DA%y Windows 32 AT 2 & BB R C Y MQTT AP Ui f xR,
PR 55 40 HY TMQTTwin.mak make F&i&E B FIIH T 5281 make #&o

1. WG B R R,

2. FEHE E R TRIRTE o AR, 2R 55 38 HIY 7

3. AR R ER 88 39 HY Tog FhaIHI eI ASI T,

EF
1. #37 make ¥ MQTTwin.mak
WERTS

# ERTEKPEERBRY,

# MQTTCLIENT_DIR H4ZBEEMEE MQTT AFEWEFERBHELRHE .

# FE3R MQTTCLIENT_DIR RR{THIR

# ¥R OPENSSL_DIR & sdkroot\openSSL , #¥IR sdkroot\sdk\clients\c\mgttv3c\szc

# OPENSSL_DIR #4E¥EEE OpenSSL EEMEXHR,

4 &l :make -f MQTTwin.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mgttv3c/src

I+ REBBRE , flw:

# %comspec% /k "" C:\Program Files\Microsoft Visual Studio 9.0\VC\vcvarsall.bat"" x86
# set path= %path%; C:\Program Files\GnuWin32\bin;C:\cygwin\bin

2. i%E MOTT JRUARERIN B,
1EEL MOTT JRUGHREARIRIRY H 8T make 1, 2(i%7E MQTTCLIENT_DIR 621728

make -f make 4 MQTTCLIENT_DIR=sdkroot/SDK/clients/c/mgqttv3c/src

1% RHIATHTHE 2 make 1:

ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = ${CURDIR?

endif

VPATH = ${MQTTCLIENT_DIR?

&% VPATH 5% 4 HEk, Hrh make €48 RIARER BRGNS, Hlan, 28 TR ATE EEE,
3. IEEMR: 3E OpenSSL FERERIAL B,
BN C 1 MQTT H P unfE V=Y SSL AR FF I A R,

36 Mobile Messaging and M2M


https://www.gnu.org/software/make/
https://gnuwin32.sourceforge.net/packages/make.htm
https://www.cygwin.com/

% OpenSSL F2 AU Y FEER I 1K 5% & E 2B MQTT SDK RUAHIR H #%, 7HI, &5# OPENSSL_DIR #%2i5
/\\/*ﬁ
1128,

ifndef OPENSSL_DIR
OPENSSL_DIR = ${MQTTCLIENT_DIR}/../../../../../../openssl-1.0.1c
endif

$&R: OpenSSL B EFTH OpenSSL - HER) OpenSSL H#%k, MErTREFRZNG H SRR RS B I R B & 1L
H, RATES BENZN-EER,

EREES—E MOTT BAEMBERITE AR, b, e ERER MOTT FEURER 48 M ALE,

15 NEUTHIEE make f, PAFIHATE MQTT JRIARE:

ALL_SOURCE_FILES = $iwildcard ${MQTTCLIENT_DIR}/*.c}

JFiatE RS S B RE R AFRIP R, MAEER G S SSLME,
HHIEHR—1TRL L, HEEBERNEEME, windows_ia32 H &k idy R A & s 5,
- . REZRE:

MQTTLIB = mqgttv3c

MOTTDLL = windows_ia32/${MQTTLIB? .dll

SOURCE_FILES = ${filter-out ${MQTTCLIENT_DIR?/MQTTAsync.c $$MQTTCLIENT_DIR%/SSLSocket.c,
$$ALL_SOURCE_FILES3?

MANIFEST = mt -manifest ${MQTTDLL?.manifest -outputresource: $$MQTTDLLE\; 2

o [P, e

MOQTTLIB_S = mqttv3cs

MQTTDLL_S windows_ia32/$$MQTTLIB_S? .d11

SOURCE_FILES_S = $ifilter-out $$MQTTCLIENT_DIR}/MQTTAsync.c, $$ALL_SOURCE_FILES?}%
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: $$MQTTDLL_S}\; 2

o ARFEP. RZMRE:
MQTTLIB_A = mgttv3a
MQTTDLL_A = windows_ia32/$$MQTTLIB_A} .d1l
SOURCE_FILES_A = $ifilter-out $$MQTTCLIENT_DIR}/MQTTClient.c ${MQTTCLIENT_DIR%/

SSLSocket.c, $$ALL_SOURCE_FILES??
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: $$MQTTDLL_S?\; 2

- JEFE. 22

MQTTLIB_AS = mqttv3as

MQTTDLL_AS = windows_ia32/${MQTTLIB_AS}? .dl1l

SOURCE_FILES_AS = $3filter-out $$MQTTCLIENT_DIR}/MQTTClient.c, $JALL_SOURCE_FILES}?
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: $$MQTTDLL_S?\; 2

. TEFR ARy M A A T,
20 ARNEFER MOTT & EEIEF R R FE & 1EIE,
a) 1% Microsoft Visual C++ 5% 2 4% o5,

cc = cl
b) T Al B R FLA#IH,

CPPFLAGS = /D "WIN32" /D "_UNICODE" /D "UNICODE" /D "_CRT_SECURE_NO_WARNINGS"
c) T A o AT,

CFLAGS = /nologo /c /02 /W3 /Fd /MD /TC
d) Hrid i A BRI,

INC = /I $IMQTTCLIENT_DIR} /I $IMQTTCLIENT_DIRZ/..

e) IEEEVER: WA BN R Z 28U, EHTHY AT B R HaREIE,
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CPPFLAGS_S = ${CPPFLAGS? /D "OPENSSL"
f) BBV RSB R LR, 5HTHY OpenSSL M,
INC_S = $$INC} /I $$OPENSSL_DIR}/inc32/
?ETFEE%E $$0PENSSL_DIR}/inc32/openssl H, {H ssl.h t&EFEMIR "openssl/
ssl.h"

6. RUE SAEL A N Bl A 2RI TH,
a) 1% Microsoft Visual C++ 25 2% 8e

LD = link
b) T A AR IH,

LINKFLAGS = /nologo /machine:x86 /manifest /dll

o) HrigfE U E IR AE,
WINLIBS = kernel32.lib user32.lib gdi32.lib winspool.lib comdlg32.1lib\

advapi32.lib shell32.1ib ole32.1lib oleaut32.lib uuid.lib\
odbc32.1ib odbccp32.1ib ws2_32.1ib

d) it rh e A

IMP = /implib: $f@:.dl1l=.1ib}
LIBPDB = /pdb: ${@:.d1l=.pdb}
LIBMAP = /map: ${@:.d11l=.map}

e) JERIERY: MR EER R L2, FFHY OpensSSL #2H,
WINLIBS_S = ${WINLIBS} crypt32.1lib ssleay32.lib libeay32.1ib

f) BRI RSB R LR, EFTHY OpenSSL A2 U IR 1K,
LIBPATH_S = /LIBPATH:${OPENSSL_DIR}/1ib

7. E VIR E H A,
a) EF% all HiZ,
PR E 2R H BB ER S — A T H DUE N T BAEE,
"all" B S @ E AR,
all: $$MQTTDLLY $$MQTTDLL_A% $iMQTTDLL_AS% ${MQTTDLL_S%
b) BEFL, KZAEMFEXE mgttv3ce.dll,

$SMQTTDLL?:: $$SOURCE_FILES}
-mkdir windows_ia32
-rm ${CURDIR}/MQTTAsync.obj
$$CCt $$CPPFLAGS? $$CFLAGS} $SINC} /Fo $$SOURCE_FILES}
$iLD? $SLINKFLAGS? $$IMP? $$LIBPDB} ${LIBMAP? $IWINLIBS} *.obj /out: ${MQTTDLLZ?

$IMANIFEST?

BHIAF -rm $ICURDIRY/MQTTAsync.ob] EfMiFR*sik 5 B HI{E(T MQTTAsync . obj,
MQTTAsync.obj 1 MQTTClient.obj HJF.

o) BEAEFRY. RZMAENFENEmgttv3a.dll,

$IMQTTDLL_A?}: $¥SOURCE_FILES_A?}
-mkdir windows_ia32
-rm ${CURDIR}/MQTTClient.obj
$$CCY $ICPPFLAGS? ${CFLAGS} $$INCY /Fo $§SOURCE_FILES_A%
$LD? ${LINKFLAGS} ${IMP3 ${LIBPDB} $iLIBMAP} $IWINLIBS} *.obj /out: $IMQTTDLL_A}

$$MANIFEST_A?
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IR -rm $$CURDIR:/MQTTClient.ob7j &R Ad H HAZE N F94E MQTTClient. obj,
MQTTAsync.obj Al MQTTClient.obj HJF,

d) BERW. ZeiEUE ngttv3cs.dll,

$SMQTTDLL_S?: $$SOURCE_FILES_St%

-mkdir windows_ia32

-rm ${CURDIR}/MQTTAsync.obj

$iCCt $$ICPPFLAGS_S% $3$CFLAGS} $$INC_S? /Fo ${SOURCE_FILES}?

$iLD? $SLINKFLAGS? $$IMP: $$LIBPDB} ${LIBMAP} ${WINLIBS_S}? ${LIBPATH_S% *.obj /out: $
§MQTTDLL_S?

$$MANIFEST_S}

BFIARF -rm $$CURDIRY/MQTTAsync.obj EffBR A8 F B S ZHI{EM MQTTAsync . obj,
MQTTAsync.obj Al MQTTClient.obj HJF,

e) BEIEFN. Z2MFENE ngttv3as.dll,

$$MQTTDLL_AS?: $$SOURCE_FILES_AS?

-rm ${CURDIR}/MQTTClient.obj

$$CCt $SCPPFLAGS_S?* $$CFLAGS? $$INC_S?* /Fo $i{SOURCE_FILES_AS?

$$LD? $SLINKFLAGS? $§IMP? $SLIBPDB? $SLIBMAP? $SWINLIBS ST $SLIBPATH_S? *.obj /out: $
(MQTTDLL_AS?

$(MANIFEST as?

PR -rm $(CURDIR}/MQTTClient. obj EIFR Ak B HEM MQTTClient. obj,
MOTTAsync.obj fIMQTTClient.obj H/¥,

f) EF& clean HIZ,
"clean" HIZ &R make KA AT A RE 2 K H §%

o %\ﬁ: ;\%%
clean:
-rm -f *.obj
-rm -f -r windows_ia32

8. BEPIT make AT Windows F&1E,
RO ARRER 7y,  PAPCRCAES Y 25,
a) 2E Microsoft Visual Studio B,
%comspec% /k ""C:\Program Files\Microsoft Visual Studio 9.0\VC\vcvarsall.bat"" x86
b) # & Path #EILAEL A make FERX % Linux 52 BRI,
set path=%path%;C:\Program Files\GnuWin32\bin;C:\cygwin\bin
9. HUT make #&,

make -f MQTTwin.mak MQTTCLIENT_DIR=sdkroot/SDK/clients/c/mgttv3c/src

Pon: RN IR T ILLAZIERIER, TARRFHR.

SR
sdkroot\SDK\clients\c\mgttv3c\src\windows_ia32 HEkFH&H FIREZE,

mgttv3a.dll
mgttv3a.dll.manifest
mattv3a.exp
mgttv3a.lib
mgttv3a.map
mgttv3as.dll
mgttv3as.dll.manifest
mgttv3as.exp
mgttv3as.lib
mgttv3as.map
mgttv3c.dll
mgttv3c.dll.manifest
mgttv3c.exp

MQTT f&/ 39



mgttv3c.lib
mgttv3c.map
mgttv3cs.dll
mgttv3cs.dll.manifest
mgttv3cs.exp
mgttv3cs.lib
mgttv3cs.map

MQTTwin.mak make ;58

# ERTEKPEERERY,
# MQTTCLIENT_DIR #EEMEEE MQTT AFRERBRBHERHEK,
# FERR MQTTCLIENT_DIR RR{THI
# FEF OPENSSL_DIR =& sdkroot\openSSL , ¥ sdkroot\sdk\clients\c\mqttv3c\src
# OPENSSL_DIR #4ZEIEEEE OpenSSL BEMEAHEK%,
# #ifl :make -f MQTTwin.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mqttv3c/src
# REZBRE , Hiw:
# %comspec¥ /k "" C:\Program Files\Microsoft Visual Studio 9.0\VC\vcvarsall.bat"" x86
# set path= %path%; C:\Program Files\GnuWin32\bin;C:\cygwin\bin
ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = ${CURDIR}
endif
VPATH = $$MQTTCLIENT_DIR}
ifndef OPENSSL_DIR
OPENSSL_DIR = ${MQTTCLIENT_DIR:*/../../../../../../openssl-1.0.1c
endif

ALL_SOURCE_FILES = $fwildcard $$MQTTCLIENT_DIR%}/*.c?

MQTTLIB = mqgttv3c

MOTTDLL = windows_ia32/${MQTTLIB? .d11l

SOURCE_FILES = ${filter-out ${MQTTCLIENT_DIR}/MQTTAsync.c ${MQTTCLIENT_DIR}/SSLSocket.c, $
$ALL_SOURCE_FILES??

MANIFEST = mt -manifest ${MQTTDLL?.manifest -outputresource: $$MQTTDLL:\; 2

MQTTLIB_S = mqttv3cs

MQTTDLL_S = windows_ia32/$$MQTTLIB_S? .d1l

SOURCE_FILES_S = $§filter-out $$MQTTCLIENT_DIR}/MQTTAsync.c, $SALL_SOURCE_FILES}?
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: ${MQTTDLL_S%\; 2
MQTTLIB_A = mgttv3a

MOTTDLL_A = windows_ia32/$$MQTTLIB_A?* .dl1l

SOURCE_FILES_A = ${filter-out ${MQTTCLIENT_DIR}/MQTTClient.c ${MQTTCLIENT_DIR:?/SSLSocket.c, $
$ALL_SOURCE_FILES}?

MANIFEST_S mt -manifest $SMQTTDLL_S*.manifest -outputresource: ${MQTTDLL_S%\; 2
MQTTLIB_AS mqattv3as

MQTTDLL_AS = windows_ia32/$$MQTTLIB_AS? .d1l

SOURCE_FILES_AS = $$filter-out $$MQTTCLIENT_DIR}/MQTTClient.c, $fALL_SOURCE_FILES??
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: ${MQTTDLL_S%\; 2

# compiler

CC = cl

CPPFLAGS = /D "WIN32" /D "_UNICODE" /D "UNICODE" /D "_CRT_SECURE_NO_WARNINGS"
CFLAGS = /nologo /c /02 /W3 /Fd /MD /TC

INC = /I ${MQTTCLIENT_DIR} /I $$MQTTCLIENT_DIR%/..

CPPFLAGS_S = $$CPPFLAGS} /D "OPENSSL"

INC_S = $$INC% /I $$OPENSSL_DIR%/inc32/

# linker

LD = link

LINKFLAGS = /nologo /machine:x86 /manifest /dll

WINLIBS = kernel32.1lib user32.lib gdi32.lib winspool.lib comdlg32.1lib\
advapi32.lib shell32.1ib ole32.1lib oleaut32.lib uuid.lib\
odbc32.1ib odbccp32.1ib ws2_32.1ib

IMP = /implib: ${@:.d11l=.1ib}

LIBPDB = /pdb: $i@:.d11l=.pdb}

LIBMAP = /map: $$@:.dll=.map}

WINLIBS_S = ${WINLIBS} crypt32.1ib ssleay32.lib libeay32.lib

LIBPATH_S = /LIBPATH:$$O0PENSSL_DIR}/1ib

# targets
all: $$MQTTDLL} $f{MQTTDLL_A? $$MQTTDLL_AS}? $$MQTTDLL_S?

$SMQTTDLL?: $$SOURCE_FILES?
-mkdir windows_ia32
-rm $$CURDIR}/MQTTAsync.obj
$$CC? $$CPPFLAGS? $3$CFLAGS} $SINC} /Fo $3$SOURCE_FILES?}
é{LD} ${LINKFLAGS? $$IMP% $SLIBPDB% $$LIBMAP? $SWINLIBS} *.obj /out: ${MQTTDLL?}
$MANIFEST}

$$MQTTDLL_A%: ${SOURCE_FILES_A?
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-mkdir windows_ia32

-rm ${CURDIR}/MQTTClient.obj

$3CCt $ICPPFLAGS} $ICFLAGS? $IINC: /Fo $iSOURCE_FILES_A%

%{LD} ${LINKFLAGS? $$IMP: $SLIBPDBY $$LIBMAP: $$WINLIBS: *.obj /out: $i{MQTTDLL_A?
SMANIFEST_A%}

$$MQTTDLL_S?: $$SOURCE_FILES St

-mkdir windows_ia32

-rm ${CURDIR}/MQTTAsync.obj

$$CCT $ICPPFLAGS_S? $$CFLAGS? $SINC_S? /Fo $ISOURCE_FILES?

${LD? $SLINKFLAGS? $$IMP: ${LIBPDB} ${LIBMAP? ${WINLIBS_S3* $SLIBPATH_S% *.obj /out: $
$MQTTDLL_S}¥

$$MANIFEST_S?

$$MQTTDLL_AS?: $$SOURCE_FILES_AS?

-rm ${CURDIR}/MQTTClient.obj

$$CC? $SCPPFLAGS_S?* $$CFLAGS? $$INC_S?* /Fo $iSOURCE_FILES_AS?

$5LD? $SLINKFLAGS? $$IMP? $SLIBPDB? $SLIBMAP? $SWINLIBS_ ST $$LIBPATH_S? *.obj /out: $
(MQTTDLL_AS}

$(MANIFEST as?

o BEE: BB
clean:
-rm -f x.o0bj
-rm -f -r windows_ia32

B8 OpensSL Ef¥
HEBEAR C. mgttv3cs M mgttv3as %4 MQTT P imfesNE 2 i, #E/CEE OpenSSL &M, #HE
G EEZERERAR C K MOTT P umfE Uil A & OpenSSL &8 EH T B2 U=,

BY& 280

1. EEERIN Os make 1 £ 3TVF 28 M AT 10S6 (0B FEHEE . 10S [ 18 o B3 BRI B 2T (2 7]
eI

2. LTI indows make & & 2T/E @A 32 RITHE.

RARIEIE(EE
NERI 2 8% OpenSSL B AT AME#RES, HET OpenSSL make £, MEE FAER HEEF-A 1 OpenSSL
FEVEE, £ Windows and Linux I, make & & OpenSSL 8@ KEH T H,

EF
1. %% OpenSSL Eff.
a) 7€ OpenSSL &L OpenSSL Ef:
HY: FE SRR OpenSSL B HE ST BAS REN SR R, DA S i ik 1k, 1E
PUERT NREMFZAT, FEFTEE RS
b) AR 4ERE N EBHE| sdkroot,

1E OpenSSL 444l News 4 N &R, DSFWEMEFN TRAE, EMFMES tar X, BIEHS

Ftar.gz, RN, BFg@ I TEEE RIS opensslversion; il openssl-1.0.1c, #iffl

ﬁ#%ﬂ%ﬁ’]ﬁ%f«fﬁfw %openssl% (£ Windows ) fil $openssl (£ i0S _L); f5l4n, 1 Windows L,
%openssl% & sdkroot\openssl-1.0.1c,

fﬁﬁzﬁﬁiﬁi@ﬁ@ R4 OpenSSL B HERIRTE, HMAaEHRGEBEW opensslversion B}
HRJF IR
) Windows |

EEEMERY: 7 Windows |, R#E{I25E Perl, #2MH perl.org,

BRI, 7€ ActivePerl Downloads R Perl,

3. EECENE
JRIBHERY: 16105 |, R =108,

MOQTT /T 41


https://openssl.org
https://www.perl.org/
https://www.activestate.com/activeperl/downloads

$ssarm7 = $openssl/arm?
$sslarm7s = $openssl/arm7s
$ss1i386 = $openssl/i386
¥R 10S, Bz 2 = (AR BERE - 5 B & OpenSSL £1f,
4. FEE OpenSSL make &, DAZIERIRERE R AESE RS E OpenSSL £,
a) 1 %openssl% of $openssl HEFFBHIMEE S E,
b) DUEE 2 ##EH T Configure Perl 54,

perl Configure VC-WIN32 enable-capieng no-asm no-idea no-mdc2 no-rc5 --prefix=%openssl¥
ms\do_ms.bat

./Configure BSD-generic32 no-idea no-mdc2 no-rc5 --prefix=$openssl

5.
1Ei0S b, AAFEM Apple 25 & HETEA M OpenSSL make #,

a) =1 make #% $openssl/Makefile RYREIA

$openssl/Makefile_armv?7
$openssl/Makefile_armv7s
$openssl/Makefile_i386

b) 85 5 —{lE make FEHH "CC=gcc" BR,
CC=gcc BRIARTES 62 1T/, MIFEEE L NES:

$openssl/Makefile_armv7

CC=/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/
Developer/usr/bin/gcc -arch armv?7

$openssl/Makefile_armv7s

CC=/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/
Developer/usr/bin/gcc -arch armv7s

$openssl/Makefile_i386

CC=/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/
Developer/usr/bin/gcc -arch 1386

c) B H S —{E make FEH Y "CFLAG=. . ." BiA=,
BARINTESR 63 /TG (O A=ATUAMEREE)

CFLAG= -DOPENSSL_THREADS -pthread -D_THREAD_SAFE
-D_REENTRANT -DDSO_DLFCN -DHAVE_DLFCN_H -DTERMIOS
-03 -fomit-frame-pointer -Wall

FIr 7R SDK A B RAE) Xcode ZHEEIHINE, SDK MIRRA A ZE 2 H I B make HEIEERSE
R E
iPhone Filkt%s

iPhone f5#E 2% make #% /& $openssl/Makefile_i386,

CFLAG= -isysroot /Applications/Xcode.app/Contents/Developer/Platforms/
iPhoneSimulator.platform/Developer/SDKs/iPhoneSimulator6.0.sdk
-DOPENSSL_THREADS -pthread -D_THREAD_SAFE

-D_REENTRANT -DDSO_DLFCN -DHAVE_DLFCN_H -DTERMIOS

-03 -fomit-frame-pointer -Wall
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i0S
i0S make f&/2& $openssl/Makefile_arm7 M $openssl/Makefile_arm7s,

CFLAG= -isysroot /Applications/Xcode.app/Contents/Developer/Platforms/
iPhone0S.platform/Developer/SDKs/iPhone0S6. 0. sdk

-DOPENSSL_THREADS -pthread -D_THREAD_SAFE

-D_REENTRANT -DDSO_DLFCN -DHAVE_DLFCN_H -DTERMIOS

-03 -fomit-frame-pointer -Wall

6. HUTEAR make i,
N Vindows |

nmake -clean
nmake -f ms\nt.mak
nmake -f ms\nt.mak install

. EEEN ;o5 -

make clean

make -f $openssl/Makefile_arm?7

mv $openssl/libcrypto.a $ssarm7/libcrypto.a
mv $openssl/libssl.a $ssarm7/libssl.a

make clean

make -f $openssl/Makefile_arm7s

mv $openssl/libcrypto.a $sslarm7s/libcrypto.a
mv $openssl/libssl.a $sslarm7s/libssl.a

make clean

make -f $openssl/Makefile_i386
mv $openssl/libcrypto.a $ss1i386/1libcrypto.a
mv $openssl/libssl.a $ss1i386/1ibssl.a

5

EEEGESEEZENEAR C K MQTT AP imfe SUBRRA R R H AR VR, F2 7R M AREARE,

£ i0S LRAR{EREAL C B9 MQTT AR iR

B B i0S EAAER, DAE MQTT fAliRes s #ailE, A ZAE i0S 258 (HliPhone B iPad) _Efdif,
TEENENE 2 MQTT BREEBI R B — R AN R 4GS, EEBAR C 1Y MQTT H P iz U,

FAtE Z Al
1. §#%5% i0S Dev Center , WiAHLEANATFAEE i0S HIMEFHEL,
2. Bf5 Apple Mac OS X 10.8.2 B{EEHThRA, PAFAT Xcode & FAFEIRER (IDE)

3. (EH) 7£ Windows 2§ Linux FACE C FAFSERIE, BA%E MQTT i0S IEAFEZHi, £ Windows B{ Linux
FEENHUT MQTT H P im#if C AR SREH, o, thn] AR EGIRGHS, A E

il

4. TSR AR C RS2SR M2 MOTT AR5, #2061 IBM Mobile Messaging and M2M i = ¥
EMFNARATF R,

5. WA P i LR AR s < AP KO, sERERR BN & E8H MQTT B RHiL &,

) PRI

55 1T NP BRI 7

1. Z@0E, B NBIT MOTT Al i A2z DUGERTIR C B9 MQTT M imfeaE, ZRIgME MOTT
HIRE T

2. 1f Apple Mac EZ3EHTR i0S #Y Xcode BHEEER IR,

3. HUTIEZE 55 28 HIY FEEBEHNR C I MOTT AP umfesUE) |, PABREBEHR i0S 2£E 1 MQTT P
C 2,
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https://developer.apple.com/devcenter/ios/index.action
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811

EF
1. ERRAART DU P ot jEE FH AR AT MQTT fAlkds
fAINRES AL ZE 3% MQTT version 3.1 i@, IBM FIfTE MQTT fafiREs A &Sy, 115 IBM
WebSphere MQ #1 IBM MessageSight, #52H 5 122 HAY TR MOTT RSN -
2. N# Mobile Messaging and M2M H FitiE M il Z28E MQTT SDK,
AR, BHRRER T THEZ,
a. N# Mobile Messaging and M2M F P&,
b. HEN 24 SDK B RIR,
IERTREAF R AR M4 2 MQTT, TEIEHE, HLERIRIVEREM A sdkroot,

c. 1¥BE4ER Mobile Messaging and M2M H P HEENAEHE] sdkroot W, R EE#IZ LA
sdkroot\SDK BHEEF H $#H

3. EENER: @B MQTT H P im#ifs] C AR MQTT APL,

a) #1#f Windows % Linux & [F2 MQTT F Fim#ifs| C lEF 2K MQTTV3sample.c., #E2R 5 23
B TRIGAEE A C B MOTT H P

b) % MQTT version 3 fAlfllkes, ABIFMAETEMARES LAY FER—E,

c) FFRIFE GBI MQTT API XX, W17 MQTT H P imfE BRI Fim API SCFHE4S, 55260 MOTT A
Fimfe st 2% FHit,

BTSRRI E], AR TEEN A R E MOTT AP, A3 MAIETRI MOTT 1,  [FIb#Eif L
EFDEIE MR, AR AR MOTT TR REE, #HRESRIA 0 MQTT 2 LAZAZE MQTT
FEFEREMEAY N2 APL,

d) 7€ Windows 5K Linux BB C AEFS MQTT i FimfeE, #HSR% 28 HIY MEEREA
J* C B MQTT H P kU o

e) BB NHITIERIP MQTT P i 234 A2 5TRe C B AR,

f) W52 MQTT H PimdifFldEE> C ARG N MOTT 2% X,
BB R AERRG /i, REEEHRITEIEEEN MQTT IERFE,  BLE AR/ 09 i F20H
bb, mIREIYIERZD A RS RIFRERHECE BRI ), Hrl#E—PiE R E MmN,
EFP A A A W E R R
i) BB — AR S RTE MQTT H P A2 X B 5157 2K B fr] i A 23 415 IRE A R T SR e A X
i) 28 AERR R TE P um R SR R R A ARAR. BN ET B S A MR B IR R PR BE I A AR K

4, N#EIIZ28E 10S BA#s T A,

a. i BV BRSO AT 1D B,

b. & EH Apple Mac J& 75 A 10.8.2 hREEHThR A,

c. BZE#Huk Xcode, PAE Mac App Store RN# Xcode

d. Z%E Xcode, FEATEREE MARHEAR

Zg% Mac JEFEFE TR T 2 AR SRA, 5B RN A EAEAECE HAER i0S JE XA IR

5. 76 i0S b, BEFEAN C K MOTT AP mfE=UE, 2% 28 HAY M EEAR C Y MQTT AP iifE
E

L 4
1. BB BRI C [ MQTT Fl P U

a. ffi ] Xcode BRIEERIE DUSwEIERIZ> MOTT FIF imdif] C AR, WiHisE B R ZIRERBEHAR C 1Y
EFEIH MOTT H R imfE =,

b. f# ] Xcode BH#$HREE, 1 i0S #5E FHITIERZ MOTT H P umaif| C ERFER, i Eifs 2= 18R
B MOQTT version 3 fAliRes; H2RE 126 HIY MEHESTECE MOTT IR® o
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https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.ibm.com/docs/SS9D84_1.0.0/com.ibm.mm.tc.doc/tc00200_.htm
https://www.ibm.com/docs/SS9D84_1.0.0/com.ibm.mm.tc.doc/tc00200_.htm
https://developer.apple.com/xcode/

2. #H#1i0S B2 MQTT P C EARE X, JEFP C AR IS HI IR A E B, #HZ
sdkroot\SDK\clients\c\samples HH MQTTV3ASample.c F1 MQTTV3ASSample.c . fEZ&k
H, FHICHGEE MOTT /5] F#iF,

POR: QTR AR AR AN R R, SEEE MQTT H P im#f) c iIEMAEEmHER, #2058
16 HM IfE Android _EBA4EH A JE A  Java B9 MOTT F P o
MQTT 5L 1TiE=U a1
MQTT $5 1T FE A RETE N 2 8L,

R
BEAFIET B

Syntax

-q — false -a — publish
1 [ [ 1
—— MQTTV3Sample >
L -h J L -q— true J L -a — subscribe J

1
M MQTTV3SSample ——

2
M Sample —

2
M SampleAsyncCallBack —

2
—— SampleAsyncWait —

I_ -t — default topic T J_ -m — default text T f_ j
L -t — topic name —J L -m — message text J t -s—0 j ]

-s—1

-s— 2

Y

r -b — default host name T f_ -p— 1883 j
M—— -b — host name —— L -p — port number J

“—— -b— IPaddress ———

»
»

A 4

3

>«
SSL parameters

Paho parameters

f_ -i — default client identifier T f_ -¢ — true T
L -i — client identifier —J L -c — false —J

SSL parameters

L -k — keystore —J L -w — keystore passphrase J L -r — truststore J

I—-v—o— I—falseT
] L-v—:I.—I—true—J -

e
2t
11BM WebSphere MQ sample

A 4
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2 paho sample

3 Not MQTTV3Sample.
28
-h

HIENIERBAS T, ARIBIR
-q

BOE B, AR A TR false 15,
-a publish|subscribe
1EEEZ A publish 8 subscribe, MiAZIRFRTEZIZMHEIE,
-t topic name
BHEETR topic name, MiAZEMEGETRITERERE, THRFEN FFR:
Paho #ifl

P
Sample/Java/v3
aIB
Sample/#

IBM WebSphere MQ #iifjl

i
MQTTV3Sample/Java/v3 8¢ MQTTV3Sample/C/v3
#IBd
MQTTV3Sample/#
-m FEXF
i message text, MANBEIRTHHR LT, FHR T4 "Message from MQTTv3 C client"s(
"Message from MQTTv3 Java client"

-s 0]1]2
ROEIRAEL (QoS), AR QoS 2.
-b AR

1 E host name 5 IP fiilk, MiAEHEBERTER WA, Paho HiffITHR TR A
m2m.eclipse.org, ¥jid IBM WebSphere MQ #if§l, & /& localhost,

-p port number
{3 port number, TWiASRE{HFHTERRIR 1883,

Paho 28]

-i client identifier
1A P ID %4 client identifier. THEXH P ID 4 SampleJavav3_"+action, HM
action /& publish &{ subscribe,

-c true|false

AOETRIRIE BV E SRR, THRER true: RIBIANAIEENT,

SSL 28

-k keystore
A E (RS A PR S SR MBSy keystore, IR C #iffl, f#fFER A%
INEEREE ) (PEM) 526, BHR Java #iff], HA Java S8@GETFE (IKS),

-w keystore passphrase
52 FH P i A7 B B ol A7 Y@ T e 4k 2% keystore passphrases
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=¥ truststore
HHELE PRS2 MOTT AR A G SR 7B EH A truststore, B2 RN
SR (PEM) BEZE, ¥R C #if], FEfFEA TRZIMsEIE M (PEM) HEFR, ¥R Java #iffl, HZA
Java #8f# 17 (JKS),

-v O|false|1]|txue
AFEREIEIER A 1] true AR ERRAS RS, TERMEA 0| false: MoEfMARAHER ., SSLIBE—FHE
i

HEIER 2 0|1 (54 C#230) M true| false (454 Java #2:X),

TR (E

5511 HAY THAGAEEHE AR Java B9 MOTT HIJ= ¥

{1 IBM MessageSight B IBM WebSphere MQ 12 MQTT falfiR#¥, AT Java Hifl e 2N
MQTT F S, #ifIEAMENMHAE IBM £ MQTT #RH8 5% T HA (SDK) AYH Fiffe zU,
SampleAsyncCallBack #ifyllfE 22—, FREESEAR Android M H S AFERE)EE R AN

MOQTT FERAFE,

5 23 HIY TRAGAEERIEAR C B9 MQTT M5y
FERER] DATEH P4 C JRAARERIE A b, BNIMHUTEAR C I MQTT FH P undifl, B anr DUEH
IBM MessageSight 5% IBM WebSphere MQ {E% MOTT fAIARAF AU TIE L C BFIHIFH] MQTT FF o

%528 HiY FEEFAR C I MOQTT ity
B YRR, DAEEER C Y MQTT P imfeNE, AFEHEHANGF L EEmdnE sk, D
JZAE i0S Fl Windows -7 B #% X 2 ) i3],

MOTT &2

DATE MQTT Zal =fHEAMS: By, MBI, 5oy nl % B IRE NIRRT A P a4, i
AITRBE R PSR B oy, 2R R EE 2 F P R (A RERR.

EnlL G

« 56 50 HY MEELPITL 2 MQTT AP in#if] Java ERER

- %5 58 EHRY [EiE SSL #$% Android £ MQTT A P im#ifil Java JEHFERU
« %5 67 HIY A JAAS 871 MOTT St Java fEFHFEZ

- RN 71 = (i SSL K WebSockets Ji: R JavaScript (1) MOTT (2R Sy
<5 79 E TREREUTR AN MOTT FilF iEH] C R

55

EE A P ID, fEF#H ID s BN EREARAI MOTT P, BLBMhE —HEER T HP RS9,

MOTT frIAR#R 85 A SSL =R 1o e $8 Al F P (Bt A 3Gas, sl Pl A P s A A S 8B Al FH P ot B 700 fRIAR A

MR R Pt & 23 das il P ot o] DATE B S T

MOTT frIfR#R 5 A 1P ik K2 BUA7 a8 BATe A Pt MQTT P umffi Al SSL Ja st ioh e i 51 e AR o EIE Y

i, EHREENT, EFAAIRSN DNS f R85 S 2 H AR R 1 R RS S it BB R E A

satg NAIE A —RE 77 U P umAg & 0

F i 1D
MgttClient 87| (CHAIMQTTClient_create 5k MQTTAsync_create) AIFEHum ID, FEAY
FREM T, PN ID A28, sERRIEEEAH P ID, P ID fEE EEE ARSI
Pt ZERME—RY, A AR Ly EEEARS, FrE AP uERLEE AP DD,
B RAR G E, 20 5 116 HY THPH ID)

f#iH# ID
MgttClient %85 (C HfJMQTTClient_create B MQTTAsync_create) AJ#GH P u{d & 1D &%
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IBM WebSphere MQ f# F SSL J@ =Rtz 8B P imias. 1% L E R TAE IBM WebSphere MQ
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TERETEIR jaas. config HEZRM MQXRConfig Bl E RIS AL E JAAS, #Z%tERFFEE IBM
WebSphere MQ &SI qmgrs\QmgrName\mgxr H##H,

%2y JAASLoginModule #£%5 login /7iEAREE M FmIEEE M, 525 105 HRY NENEE
JAAS IiEE ) o

IBM WebSphere MQ Telemetry & {8 ~5|2#45 JAASLoginModule.login 7774:
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- #8314 1D

- AR
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I&EA] DARYE Windows #if5l], 7En] A& HiwE C JRGHEIEMIEER S b, @y NHUTZ 2E5 C R
Ko FEBFEE AT DAFE IBM MessageSight 5% IBM WebSphere MQ {4 MQTT fAlfilk#s A THIE C FERFE
o

%5 50 EHiY TEENPUTZEM MOTT H P im&is] Java fEFAFER

% Windows #iffll, #5A] DITE IBM MessageSight 8¢ IBM WebSphere MQ £ MQTT frlfiRes - RGE@Eh I 4 7
2| Java ERFER, &R IFEEBA ISE 1.5 s E EhRAS (B "Java HZAE" ) BUFE 3T B R
Java i) MQTT AP um FEFIAZR

%71 HIY NiE#E SSL M WebSockets i##% J# i* JavaScript B MQTT {# 1 F i)
{5/ JE AR JavaScript 9 MQTT {E5[UFH P i # HTML B #AEC SSL A& WebSocket protocol, % Web &
R e HjE %5 IBM WebSphere MQ

% 58 HW &A@ SSL H#iFE Android _EAY MQTT f P um#if Java EAETY
BHAAMET TIE IR SSL HiRZ % IBM WebSphere MQ HJ#if Android MQTT i,

B 67 HAY A JAAS S5 MOTT FHF ¥ Java FEFHER
B JAAS SR P, SeRIESEF DR, DUBREFIFEN JAASLoginModule . java, ifi
it & IBM WebSphere MQ PAIH] JAAS #71 MOTT i Java FEFFER,

EBEERITERESM MOTT AR iEEEfI Java FEBIER

9% Windows #iffill, 0] PATE IBM MessageSight 8. IBM WebSphere MQ {2 MQTT faliRas L eI #f 7
24 Java IEFFE, &R DATE(L{T A JSE 1.5 s kA (B "Java fHE" ) BIFE& BT EHR
Java ) MQTT H F i JE 2K

Gzl
1. N ERESI{EEZ 4% MQTT protocol over SSL 1 MQTT version 3.1 fal k&8,
2. (SR A PumE A RS 2 AR KO, s e A g EE MQTT BERR &,

3. SR DATEAEM A ISE 1.5 s A (B "Java AHAE" ) B9F-& _EHUT BHI Java 9 MQTT A1 FEM
2. 5520 IBM Mobile Messaging and M2M HI P S EFII R 5T K,

4. SSL JEE VAT E,

B EIRIER
(AR, ASCRRITIEE A TAER BT Windows LI0%4: MQTT I F i Java HEFI A2 .
(o P R B P 2 B ) B 1 B R SSL B,

EF
1. JESBAAT DU FA5 OHE A A2 MOTT iR AR,

fAIRR AR ZH S 1R 18 SSL Y MQTT version 3.1 J@&fE. IBM HHIFRE MQTT fAllks#s &l & 18 B,
IBM WebSphere MQ #1 IBM MessageSight, a2k 5 122 HY TBAAEH MQTT fARERS o

2. BN S 7 IRBCEHTCARR) Java B#EEM: (JDK),
5 7R, AREBUT keytool 15K M, WREAITH BB ETIRE, HIATTES 7 ik IDK,
3. F# Mobile Messaging and M2M F P EMF ifi 224 MQTT SDK,
WERRENX, EHUZEH T FTERIEZR,
a. N#{ Mobile Messaging and M2M F Fim B,
b. BN B L2 4L SDK HIE R,
ERTREA IS BRI A 44 2 MQT T, TEIEM, HERIKRIIEE SR A sdkroot,

c. 1¥BEMEH Mobile Messaging and M2M Fl FifiEH HEENAERE] sdkroot H, R E DA
sdkroot\SDK BHEEF H $#k,

4, BNINFAT Script DAEEAE S H8AHFIERE, i IBM WebSphere MQ BLE 2 MQTT fAiR#s.
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B 26 88 HIY IEAeimMNIReE) P EEAREN I #AT Script, 55 52 HRY A Windows Bt &
SSL #&ERY Script &5y 151G IELE Script,
5. & SSLdEIE & & IEfEHIT, HAEMITEIAEE,

1E£ IBM WebSphere MQ F, Rg&HEHHA RIS
.

echo 'DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM
echo 'DISPLAY CHANNEL(SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM

echo DISPLAY CHSTATUS(SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL(SSL*) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM

6. 337 Script DAEE MHUTZ 2 MOTT M P im#if Java EHE,
a) BN ST ssjavaclient.bat, PAHIEASZEI B % RE &R SSLIEIE,
b) B N#HAT cajavaclient.bat, PAMIEASZ 2GS M A0 B HIREE IRER SSLIEIE,

1T MQTT &2 Java AFIRKEY Script
JeETEE 52 HIY % Windows BB SSL #&5 Y Script #if5lls 1Y Script, SAZFEHITIELE Scripto

HA HEEBN MQTT %4 Java HI i,
fEAEFIFHEIT sscerts. bat Script ATENZ Y B %S 2T I Script,

@echo off

setlocal

cd %jsamppath%¥%

set classpath=

set JAVADIR=C:\Program Files\IBM\Java70\bin

cd %

"9%JAVADIR%\javac"

-cp ..\org.eclipse.paho.client.mgttv3.jar .\org\eclipse\paho\sample\mgttv3app\Sample.java
ping -n 2 127.0.0.1 > NUL 2>&1

start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportopt% -k
%cltjkskeystore¥ -w %cltjkskeystorepass¥® -r %cltsrvijkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportopt¥ -k %cltjkskeystore% -w
%cltjkskeystorepass¥® -r %cltsrvijkstruststore¥ -v true

pause
ping -n 2 127.0.0.1 > NUL 2>&1
start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqgttv3.jar

org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportreq% -k
%cltjkskeystore® -w %cltjkskeystorepass¥% -r %cltsrvjkstruststore® -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportreq¥ -k 9%cltjkskeystore% -w
%cltjkskeystorepass¥® -r %cltsrvijkstruststore¥ -v true

pause

endlocal

14: ssjavaclient. bat

FIR RSP OB B, PUT MQTT L4 Java H P,
fEHERHEUT cacerts. bat Script A 2 a8 B H O3 2 IR AR HITIE Script,
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@echo off

setlocal

cd 9%jsamppath%

set classpath=

set JAVADIR=C:\Program Files\IBM\Java70\bin

cd %

"9%JAVADIR%\javac"

-cp ..\org.eclipse.paho.client.mgttv3.jar .\org\eclipse\paho\sample\mgttv3app\Sample.java
ping -n 2 127.0.0.1 > NUL 2>&1

start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportopt% -k
%cltjkskeystore®% -w %cltjkskeystorepass¥% -r %cltcajkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportopt¥ -k 9%cltjkskeystore% -w
%cltjkskeystorepass¥% -r %cltcajkstruststore% -v true

pause
ping -n 2 127.0.0.1 > NUL 2>&1
start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar

org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportreq% -k
%cltjkskeystore¥ -w %cltjkskeystorepass¥ -r %cltcajkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportreq% -k %cltjkskeystore% -w
%cltjkskeystorepass¥% -r %cltcajkstruststore¥ -v true

pause

endlocal

15: cajavaclient. bat

*EBB*EEIIL\

%47 HIY TMQTT Z4J

DA MQTT ZeM = EHEAME: G5, #AINH, S90] 4B E R ERERIH P immsa. sl
AR PRI & 7y, TR ] S B A P m R A RERR

HERATE

% 88 HIY INEASHRMLIERE

G NAIFER, % Java Ml C P (F14E Android A2 i0S JEFFEZN) DAK IBM WebSphere MQ il IBM
MessageSight frl AR # i AE 588 M IRas

%8 58 HAY % SSL E#E Android EFJ MOTT FH E i Java FEHER
BHAAMET TIE IR SSL HiRE % IBM WebSphere MQ HJ#if Android MQTT F i,

B 67 HAY A JAAS S5 MOTT FHF ¥ Java FEFHER
B A JAAS SR P,  SeRIESEF DR, DUMBREFIFEN JAASLoginModule. java, ifi
it & IBM WebSphere MQ PAIH] JAAS #71 MOTT i Java FEFFER,

% Windows EZE SSL R:8AY Script S35

&nbsp;

TR REHIG B IRE SRR R, RIS ERATA, 1Ak, #HREEIE MOTT H 5 & X
el P R AR P S eB A R, S0 &N IBM WebSphere MQ F&F ) SampleMQM. bat Script, AR
HETAIE AR,

initcert.bat
initcert.bat & E keytool & openSSL {55 Fiis 2 &l N H 2 B S RBFIEE 1S, Script HHEY
FEAREAA T 1B E

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK
@rem and to the directory where you built the openSSL package.
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@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70
set keytool="%javapath%\jre\bin\keytool.exe'
set ikeyman="%javapath%\jre\bin\ikeyman.exe"
set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, 0OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%password¥

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%passwordy

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mgttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%password¥

@rem server key stores

set srvjkskeystore=%certpath®\srvkeystore.jks

set srvjkskeystorepass=%password

@rem server certificates

set srvcertreq=Y¥certpath¥\srvcertreq.csr

set srvcertcasigned=%certpath¥\srvcertcasigned.cer

set srvcertselfsigned=%certpath%\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mqttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%passwordy

@rem client key stores

set cltjkskeystore=%certpath%\cltkeystore.jks

set cltjkskeystorepass=%passwordy

set cltcertreq=%certpath®\cltcertreq.csr

set cltcertcasigned=%certpath¥\cltcacertsigned.cexr

set cltcertselfsigned=%certpath%\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.
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@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.
set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvjkstruststore=%certpath%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%passwordy

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=%certpath%\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=9%certpath®\cltkeystore.pem

set cltpemkeystorepass=%passwordy

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%passwordy

set cltsrvpl2truststore=Y%certpathf¥%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=%password¥

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=9%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set gm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

=V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=Y%certpathf%\wmq.log

cleancert.bat
cleancert.bat Script FHIFEL EMIBR MOTT A5 bivf 751 % BEAR 2X DARE R AR AR A R 58 ol 7 B R BHUE
R1% S HBREIHI 24 Script BENZHIFTE S8R 778 MBS

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i %qm%

dltmgm 9%qmd%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore®

erase f%cacertf

erase %srvijkskeystore%
erase %srvcertreq®

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore%
erase %cltpl2keystore®
erase %cltpemkeystore%
erase %cltcertreq®

erase %cltcertcasigned®
erase %cltcertselfsigned%
erase %cltcajkstruststorey
erase %cltcapl2truststore
erase %cltcapemtruststore®
erase %cltsrvjkstruststorey
erase %cltsrvpl2truststore
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erase %cltsrvpemtruststorey
erase %mqlog%

@echo Cleared all certificates
dir %certpath%\*x.*x /b

genkeys.bat
genkeys.bat Script FHFE LG AENHEHBEEHSP D, ARSI P uiE sz s,
@rem
@echo

@echo Generate %caalias%, %srvalias%, and %cltalias® key-pairs in %cajkskeystore%,
%srvijkskeystore%, and 9%cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname? -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥ -keypass %cltkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool¥% -genkeypair -noprompt -alias %srvalias¥® -dname %srvdname? -keystore
%srvikskeystore¥ -storepass ¥%srvijkskeystorepass¥ -keypass ¥%srvkeypass¥ -keyalg %algorithm%
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool¥% -genkeypair -noprompt -ext bc=ca:true -alias %caalias¥® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepassy® -keypass %cakeypass% -keyalg
%algorithm¥@ -validity %validity

sscerts.bat
sscerts.bat Script FRVTES G H S 7B P om A ARES B 2EE, ARG FARSSEEREA
R P S EREFE, WA PSR A RS SR TE, ARSREEEMHTE, BEELSFEH
Pt IKS (FEREFRE, DA PEM RS =UE ST F P i S LR 7,

@rem
@echo
@echo Export self-signed certificates: %srvcertselfsigned? and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias 9%srvalias¥® -keystore %srvijkskeystore®
-storepass %srvjkskeystorepassy® -file %srvcertselfsignedy

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool% -exportcert -noprompt -rfc -alias %cltalias% -keystore %cltjkskeystoref%
-storepass %cltjkskeystorepass%® -file %cltcertselfsigned%

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned® to client trust store:
%cltsrvijkstruststore¥

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvjkstruststorepass

@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned® to server trust store:
%srvikskeystore®

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore¥%

@rem
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%keytool¥% -importkeystore -noprompt -srckeystore %cltsrvijkstruststore¥ -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥%

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy® -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystored -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass%

cacerts.bat
It Script SFHREEHAOL EEBHBEA S-SR AR, 72 CA TEEE, A ERHERDOH
BIERRE 2 MHE 85, cacerts.bat Script @1EH SR 77 EERE 5 i S IRAs &S HH 55
Script @ffif] cajkskeystore. jks SHf#FEHRABHEHEPONEHE, RKEBBHRGE, REH
8 Y JRR 6 O [ 42 H R B B R — M B 3@ 7 R, FE NG (] CA F 2R IRGEHE,  Script &1¢H
Bt IKS [FERETFE, DL PEM MRS =UEEN B {5 (T fE 17 R

@rem
@echo
@echo Export self-signed certificates: %cacert¥
@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias% -keystore %cajkskeystore% -storepass
%cajkskeystorepass¥ -file Y%cacert¥

@rem

@echo

@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore®, %cltcajkstruststore®,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias 9%caalias® -file %cacert¥® -keystore 9%srvikskeystore%
-storepass %srvijkskeystorepass¥%

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepassy

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepassy

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥ -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass

@rem Create a certificate signing request (CSR) for the client key

%keytool¥% -certreq -alias %cltalias¥ -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore®% -storepass %cltjkskeystorepass%

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned? and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool¥% -gencert -infile ¥%srvcertreq¥ -outfile ¥%srvcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool% -gencert -infile %cltcertreq® -outfile %cltcertcasigned% -alias %caalias®
-keystore %cajkskeystore¥ -storepass %cajkskeystorepass¥ -keypass %cakeypass¥
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@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvikskeystore¥ and %cltjkskeystore¥

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file ¥%srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepass%

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepass

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore%: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool% -delete -alias %caalias¥% -keystore %cltjkskeystore% -storepass
%cltjkskeystorepass¥

@rem

@echo

@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore®

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepass¥ -deststorepass %cltcapl2truststorepass¥
%openssl¥\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepassy® -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

mgcerts.bat

Script @41 &8 H it e R ReE, A%, EgE MOTT #ififryEHE, B2 e
FA) & I8 E
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem
@echo Create queue manager and define mgtt channels and certificate stores
call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq®%)
SSLCAUTH (%authreq%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mqlog%
echo DEFINE CHANNEL (%chlopt%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%)
SSLCAUTH (%authopt%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mqglog%

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT(%portsslreqws%)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlssloptws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

@echo MQ logs saved in %mglog%echo
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=il SSL i#EE Android LAY MQTT AR iEEE Java FEBIE

BR4AMETTIE IR SSL EiRE % IBM WebSphere MQ HI#if Android MQTT i i,

Fa Z Al
A SRR D PUT Android AP EIX 14 (ICS 4.0), BRIEREA R, (HFERGMERRRA
DUEFTA7ER

1. B EBESITFEGZ $8 MQTT protocol over SSL F MQTT version 3.1 fAlAR 28,

2. R A FimB R RS < ARG, SR e N g E8E MOTT BRhA &,

3. WNRIEESHEA R Android 25 E _FRVELE, ATREFREL SD R A REIHERE BRI E,
4. NRIEELAEEEE Android 468 _FRVTELR, RIGESIEERSEERCE SD .

5. SSL JETE X ZH R,

BIRETRIESR

SERILIESE, DAZIE SSL #UT Android B MQTT FH S il Java IEAFE, NEFISERK SSL &R AT R
Android Z¢ B EL MQTT falfilkds < I 2 ERINEIEIE, FAARSHIS 7 CEEE R,

1 Android K¢, f&RTDAZIE SSL ARBAIMAIARES. AT DASRAISEE, BR300 AS SRR IE BRI
G EE A E, A KeyChain API B JAAS, ZR&HI MQTT Android &2 A2 AEHY A P i ID. H
JF vt TP A7 kB A FH 5 44 A8 A B 1S

2255 Android fF{ERE 7 EERYEAT X.509 I&E AL HHEREH PO, ERplh, EeREEEH
FRLARE BIELE Android ZEE AT L KAVERE. Android KE M ETHICZERT 2 T EIEHE.

TEWLZESEAE Android BB EHENZSHIE, RIRALRIEREE. S nBT M AEEARAERRN TiREEE
ZRIE

EF

1. BT DR I 5 i I AZ N MOTT iR es.

fRIRAS A EZ %1% 1E SSL Y MQTT version 3.1 J@#RtHE. IBM HHIFTE MOTT AR & &S B, 15
IBM WebSphere MQ 1 IBM MessageSight, #E20H 2 122 HIY TBHAMH MOTT ksl -

2. TERZREN MOTT JEJE |, 4T for Android B MQTT H P im &5 fE A2 "MQTTExexciser", &#
B 26 16 HIY T1E Android _EBHgAEF E AR Java B MOQTT H Pt o

T PR A A2 M AR AR Il 22 il iE

GIRIEEHE) Android HERERE, FEEHARRFIITHIRE,
3. IR IR 7 MEEHTARHY Java BH#EEMF (JDK).

557 W, AREHUT keytool fEL AR B, AIREATREEEIETEE, AIATFES 7 ik IDK,
A, AT Script DAL SISMHMIER, Ui IBM WebSphere MQ FLE 75 MQTT filfiikds.

E1E 55 88 HIY TE/Eei@ &) P BRI #UT Script, 58 61 HY I'Z Windows B E
SSL &G Script #if5ly At HIELE Script,

R EEEEHAOAHIEE UL ARG S8, EATEM P ImEE, sUEMRA . pem =2 . p12
ARG,

5. M2 SSLIEE RS IEERUT, A& ERE.,
1£ IBM WebSphere MQ |, RIESIRE AN RYIIES:
.

echo 'DISPLAY CHSTATUS(SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM
echo 'DISPLAY CHANNEL (SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM

W

58 Mobile Messaging and M2M


https://developer.android.com/reference/android/security/KeyChain.html

echo DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL (SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM

6. 1% E B OB HETE Android [EEREFEH,
#Hif R E P OE RS cacert. cer,
a) I ez & E #4424 cacert.crt
b) 1 5% i 6 1 B P 77 B8 B SD R AVAR H 8%,
Eﬁgﬁ*ﬂ@ﬁﬁ%ﬁ, FEBHRL Eclipse BEEILfT Android Debug Bridge (ADB), DA% a5 18 23 &
Eclipse
i) BT Eclipse, A1&FA DDMS #ist,
i) TEEMRE A, B TRERBIEE A,
i) B mnt/sdcard H#%,
iv) 1 cacert.crt #EEHHNE mnt/sdcard HEx,
ADB

) FARE 2 RIE, WifE android &4E H Bt HIIAT Hiks 2y android-sdk\platform-
tools; fil4 C:\Program Files\Android\android-sdk\platform-tools,

i) 1B E mnt /sdcard H#:
adb push %cacert% /mnt/sdcard/cacert.crt
7. KHRFE LZHEAE Android $4E VIR FEREE R,
& WZHHA Basic Constraints 7], HEZ Subject Type=CA,

a) MERREEE e Bl 12— /M2,
b) 1% — N & > K4 > Baahfi (7 > 7€ SD &K,

Name the certificate

Certificate name:
cacert

The package contains:
one CA certificate

Cancel

o) MBI RN, A — FHEE.
FE: IR A B RS, LI Android BRI ERIE,
8. MR BB e E b,
a) T RIS > WA | WS, MR BEURE (2R R,
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{ '_ Trusted credentials

SYSTEM

IBM

mgttca.ibm.id.com

9. E 4T MQTTExerciser EHER, WEREREARES SSL H AR ER MQTT J@IE,
a) B Android B MOTT F P iméifil Java EHEZ,
AR B & 7E 1Y Android 258 rhBE L :

b) %= MQTT falfk#s.
) %1 + SRCABIRGHTHY MQTT JH#AR,

f"@. MNew Connec.. CONMECT ADVANCED

Client ID

Server

Port

Clean
Session

i) 7EH)P Ui ID MR Fh i AAERIME—AY ID,  SEMH OSSR, 1ZHEE R RERRIE,
iii) TEfRAR AL ER AL MOTT RIARERAY IP Azt

IR IR S — (8 R 2P BR ISR AR ES.  IP AabASG2 127.0.0.1
iv) Bl MOTT JELRHYHRGE,

HIREE 2 8884, HAEHI] Script HHZE %sslportopt® iE, MIREREEBBENER F
58 HIY T4y mEfTH#if Script, 244 SSL AP il B/ MQTT JEE VR IE,
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f',;:, Mew Connec.. CONMECT ADVANCED

Chent 1D Buzz

Server 9146.175.231

4
Port 888
Clean

Sesson v

v) $— THEREERER, AR SSLIEIH, 14— Thkfr.
vi) 1% — T %,
GnSREAR Y, EEER IEEER" R, RiEE IS AR

Buzz >
Connected to 9.146.175.231

HR

MQTTExerciser J& RN ZM R AR A G iRl SR, (EAEH AT T H94T 2% Bl il 2 i A
TR AL 5,

1ERAEEE

%47 HIY TMQTT Z4J

DA MQTT el =BEAMEE: G5, @A, 5590 &SR NRERNH P m4. #al
A ER ML PR B oy, AR A] S 4 FH P i b A AR,

HERAT(E

%6 88 HI IEA &g IBE L

BIE NYIRER, % Java f1 C F P (BLE Android A i0S IEFFEF) DAK IBM WebSphere MQ f1 IBM
MessageSight frl AR ay 2 2L S8 M IR

%5 50 HY FEEKRBITL LN MOTT A il Java EAERY

R Windows #if5l], &R]DATE IBM MessageSight 8¢ IBM WebSphere MQ E2 MQTT faliik#s b oEh il #47
i Java BEAFER, &R DIE(E A ISE 1.5 SUE SARA (B "Java #HZA" ) B F& _EHUT EHR
Java [ MQTT HF it lEFIFES

5% 67 HIY I\ JAAS 8 AI MQTT Al Pt Java JEFHAERY
B JAAS BRI P, SERIESERREE, DBk JAASLoginModule. java, ifi
Bt & IBM WebSphere MQ DAJf] JAAS $5] MOTT i P i Java FEFIFE R,

2 Windows BRE SSL &iEM Script S5l

&nbsp;

FEREH G LIRS MR AR, NVESEP R BRAR,  teAh, #RLE SR MOTT H P u{T5E HE
iR 2 R IRAS BB R, Hif5] & PEA IBM WebSphere MQ Fikff ) SampleMQM. bat Script, kR
T E AR
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initcer

t.bat

initcert.bat &% keytool & openSSL {55l 2 ik M H At S B L R AR,
FEAREAA T IR E

@ech
@rem
@xem
set
set
set

@xem
@rem
@xem
set
set
set
set
set

@xem
@xem
@rem
@xem
set
set
set
set

@rem
@xem
@xem
@rem
@xem
@xem
set
set
set
@rem
set
set
@rem
set

@xem
@rem
@xem
@xem
@rem
@xem
@xem
@rem
@xem
@xem
@rem
set
set
set
@xem
set
set
@xem
set
set
set

@xem
@rem
@xem
@xem
@rem
@xem
@xem
@rem
@xem
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Set the path where you installed the MQTT SDK
and short cuts to the samples directories.
SDKRoot=C:\MQTT
jsamppath=%SDKRoot%\sdk\clients\java\samples
csamppath=%SDKRoot%\sdk\clients\c\samples

Set the paths to Version 7 of the JDK

and to the directory where you built the openSSL package.
Set short cuts to the tools.

javapath=C:\Program Files\IBM\Java70
keytool="%javapath%\jre\bin\keytool.exe"
ikeyman="%javapath%\jre\bin\ikeyman.exe"
openss1=%SDKRoot%\openSSL
runopenssl="%openssl%\bin\openssl"

Set the path to where certificates are to be stored,

and set global security parameters.

Omit set password, and the security tools prompt you for passwords.
Validity is the expiry time of the certificates in days.
certpath=%SDKRoot%\Certificates

password=password

validity=5000

algorithm=RSA

Set the certificate authority (CA) jks keystore and certificate parameters.
Omit this step, unless you are defining your own certificate authority.

The CA keystore contains the key-pair for your own certificate authority.
You must protect the CA keystore.

Script R

The CA certificate is the self-signed certificate authority public certificate.

It is commonly known as the CA root certificate.

caalias=caalias

cadname="CN=mqttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
cakeypass=%password¥

ca key store

cajkskeystore=%certpath%\cakeystore. jks

cajkskeystorepass=%password¥

ca certificate (root certificate)

cacert=%certpath%\cacert.cer

Set the server jks keystore and certificate parameters.

The server keystore contains the key-pair for the server.

You must protect the server keystore.

If you then export the server certificate it is self-signed.
Alternatively, if you export a certificate signing request (CSR)
from the server keystore for the server key,

and import the signed certificate back into the same keystore,
it forms a certificate chain.

The certificate chain links the server certificate to the CA.
When you now export the server certificate,

the exported certificate includes the certificate chain.
srvalias=srvalias
srvdname="CN=mqttserver.ibm.id.com, 0OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
srvkeypass=%password¥

server key stores
srvjkskeystore=%certpath%\srvkeystore. jks
srvijkskeystorepass=%password¥

server certificates
srvcertreq=%certpath%\srvcertreq.csr
srvcertcasigned=%certpath%\srvcertcasigned.cer
srvcertselfsigned=%certpath®%\srvcertselfsigned.cer

Set the client jks keystore and certificate parameters

Omit this step, unless you are authenticating clients.

The client keystore contains the key-pair for the client.

You must protect the client keystore.

If you then export the client certificate it is self-signed.
Alternatively, if you export a certificate signing request (CSR)
from the client keystore for the client key,

and import the signed certificate back into the same keystore,
it forms a certificate chain.
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@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath®\cltkeystore.jks

set cltjkskeystorepass=%password

set cltcertreq=%certpath%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath¥\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.

set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvijkstruststore=Y%certpath®%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=9%certpath®¥\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%password

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=%passwordy

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set qm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

*V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=%certpath%\wmq.log

cleancert.bat
cleancert.bat Script FHYFELSGMIBR MQTT H P Ui 741 E FRAZ X DARE LR A AR 2188 il F A BH 2,
K% S HIBREI 224 Script BN T S 17 AR

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i 9%qmd%

dltmgm %qmd%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore%
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erase %cacert

erase %srvijkskeystore%
erase %srvcertreq¥

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore®
erase %cltpl2keystore%
erase %cltpemkeystore®
erase %cltcertreq¥

erase %cltcertcasigned%
erase %cltcertselfsigned%
erase %cltcajkstruststore
erase %cltcapl2truststorey
erase %cltcapemtruststore
erase %cltsrvjkstruststore
erase %cltsrvpl2truststorey
erase %cltsrvpemtruststore®
erase %mglog%

@echo Cleared all certificates
dir %certpath%\*x.*x /b

genkeys.bat
genkeys.bat Script RIS & AN HHEF B0, RS M P itz S8,
@xem
@echo

@echo Generate %caalias%, %srvalias%, and %cltalias%® key-pairs in %cajkskeystore%,
%srvijkskeystore%, and %cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥ -keypass %cltkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias® -dname %srvdname?% -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥® -keypass %srvkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepass?® -keypass %cakeypass% -keyalg
%algorithm¥@ -validity %validity%

sscerts.bat
sscerts.bat Script HIVFEL G 1EH S 17 B Mt P o M A Res B 30REs, RIBRHERAS s e A
RS R, Wk P imnRas AR S, RS EBIEMERE, BYEHESg1EH
P IKS (BT, DA PEM AR EE P i S (T4 7 R,

@rem

@echo

@echo Export self-signed certificates: %srvcertselfsigned% and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias %srvalias% -keystore %srvjkskeystoref
-storepass %srvijkskeystorepass%® -file %srvcertselfsigned%

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -exportcert -noprompt -rfc -alias %cltalias¥® -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass¥% -file %cltcertselfsigned¥

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned® to client trust store:
%cltsrvijkstruststore¥%

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥
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@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned% to server trust store:
%srvikskeystore¥

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias® -file %cltcertselfsigned¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass%

@rem

@echo

@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore®

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltsrvijkstruststore¥ -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥%

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy® -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass

cacerts.bat
It Script SFHREEHAL EEEBHBEA S-SR FE, 72 CA TEEE, A ERHEROH
BIERRE 2 MHE 85, cacerts.bat Script @1EH SR 77 EERE P i S IRAs RS HH 55
Script @ffif] cajkskeystore. jks Sf#FEHHABHEHEPONEHE, RKEBBHRGE, REH
85 Y IR 6 O [ 42 H R B B R — M B 3@ 7, RE NG (] CA R 2R IRGEHE,  Script &1¢H
Bt IKS [FERETFEE, DL PEM MRS =UEEN B {5 (L RE 17 R

@rem
@echo
@echo Export self-signed certificates: %cacert¥
@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias% -keystore %cajkskeystore% -storepass
%cajkskeystorepass¥ -file Y%cacert¥

@rem

@echo

@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore®, %cltcajkstruststore®,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias 9%caalias® -file %cacert® -keystore 9%srvijkskeystore¥
-storepass %srvijkskeystorepass¥%

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltjkskeystore¥%
-storepass %cltjkskeystorepassy

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepassy

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥ -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass%

@rem Create a certificate signing request (CSR) for the client key
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%keytool¥% -certreq -alias %cltalias¥® -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned¥® and %cltcertcasigned¥

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool¥% -gencert -infile Y%srvcertreq¥ -outfile %srvcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypassy

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvijkskeystore%% and %cltjkskeystore®

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepassy

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepassy

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore?: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass%

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepassy® -deststorepass %cltcapl2truststorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass?®% -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass%

mqgcerts.bat
Script @5 H B BIRf R U8R, Ag, EEEN MOTT @5 EMHEN, WAiEZ 2
&I ETE,
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem

@echo Create queue manager and define mgtt channels and certificate stores

call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq%
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥%

echo DEFINE CHANNEL (%chlopt9% CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
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MCAUSER (%mcauser%) | runmgsc %qgm% >> %mglog%

W 7.5.01
echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT(%portsslreqws%)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL (HTTP) | runmgsc %qm% >> 9%mqlog%
echo DEFINE CHANNEL (%chlssloptws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt®) SSLKEYR('%srvjkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%
echo DEFINE CHANNEL (%chlws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%
@echo MQ logs saved in %mglog%echo
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ERHEEN. E20 IBM Eiltt it T, SHIGEEEEN Sample. java BIA,
a) 7 Paho #iffil#H %M org.eclipse.paho.sample.mqttv3app Effr, BHIMEMBRIER,

b) FHiE B G #E— 1 Sample.java #% > Wi b, 7F TR S+, BALRE
SampleForJAAS,

c) I FHIFEXEATHIE E main F5i%.
) £ "boolean ssl = false;"{T{&MM, &% userName & password #£EL:

null;
null;

String password
String userName
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n 4=

ii) f£ "case 'v': ssl = Boolean.valueOf(args[++i]).booleanValue(); break;" 1T

&I, HIHTEmEHTEA S 8

args[++i]; break;

case 'u': userName
args[++i]; break;

case 'z': password
i) /£ "1f (action.equals("publish")) {"{THil, #% userName & password #i=
Sample @158

Sample sampleClient =
password) ;

d) ¥ userName & password #i = Sample HIEAE T,

public Sample(String brokerUrl, String clientId, boolean cleanSession,
boolean quietMode) throws MqgttException {

new Sample(url, clientId, cleanSession, quietMode, usexrName,

S

public Sample(String brokerUrl, String clientId, boolean cleanSession,
boolean quietMode, String userName, char[] password) throws MgttException {

e) 1 AR T = Sample BT
1£ "conOpt.setCleanSession(clean) ;" 171&M, i Sample F77%M conOpt ¥ EE
userName A password Z#i:

if(password != null ) {
conOpt.setPassword(this.password.toCharArray());

if(userName != null) {
conOpt.setUserName(this.userName);

f) 7€ publish K subscribe FikH, B FAIFEREETT:
# "client.connect() ;" {75 H A

client.connect(conOpt);

3. &4E) JAAS #iflE#S7 Java % JAASSample,
a) ff Eclipse LfEH, BB THiit Java B FEE: % — MR > ¥t > Java BE,

b) fEHEAMMNAIF, #A JAASSample,
c) 7€ JRE JEIEH, L J2SE-1.5 fEAITIRIR IRE, ARBIE F—%,
#% JRE WZHFFE IBM WebSphere MQ AR #FTEITHI JRE,  IBM WebSphere MQ Version 7.5 #4T
J2SE-1.5,

d) 7£ NJava @) HEH, $&— TRUBEEE, REBL—THMINE JARS..., BIE
EUMQ_FILE_PATH%\mgxr\lib H#%, AZIEE MQXR.jar; &— N 52
4. FEN JAAS #iffil JAASLoginModule #1 JAASPrincipal %87,
a) EE#%U%%%EP, R RARIZ— T JAASSample HEFEA ... > — > ERS, Ri&ie F—
Vo
b) BIE S %MQ_FILE_PATH%\mgxr\samples ifi%)i# JAASLoginModule.java &
JAASPrincipal.java; AB%— N5k,
o) f£ TEMBIELR J, HEEQH AR RAEZE— TEmME Java %, M ... > BE),
d) £ TF88h) (R, Bes¥Ci®E JAASSample fEAEMEICEN HIH, REL— NEVEMH...
e) 1£ it Java B HEENIARHAAH AN samples; AREL— Rk > HEE
Eclipse Bl & it & EfE A Java FHRI, iR —LHRBARNEZ B,

5. EHan44 JAASLoginModule %5l
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a4, DAMEERESFE 8 IBM WebSphere MQ FEFfHIEE] JAASLoginModule XA 77,
a) EEHBIELR+, ﬁﬁ(’%“ﬁﬁ’ifﬁﬁ? N JAASloginModule.java Bk ... > EHifm .

b) & 'HE¥ianAMsrEoe) HEd, FHARMMEAE JAASloginModule B£F 2
MyJAASloginModule; #A1&i%— F5emo

6. 1B MyJAASIoginModule FEHI, DA% H BRI A
a) ¥ FHIFEEET T34 = MyJAASloginModule. java,

System.out.println("Username=" + username
+ "\nPassword=" + new String(passwoxrd)
+ "\nClientId=" + clientId
+ "\nNetwork address=" + networkAddress);

HELATEIRBIA "if (true) loggedIn = true;" MIERITH
b) #% CTRL+Shift+0 AEMHMEAIHE, AREBMEESE,
7. 1% JAASPrincipal EHrfn44 4 MyJAASPrincipal,

ERrmasziEn, DA EEH JAASPrincipal FHRNIREIE. fE#EiFIH, {£FF MyJAASPrincipal E7!
HIN B AEE,

8. RTITAEHRE A FRIMEHE 1D, 1RMHE JAAS HHIH read K execute #FAIHE,

a) f£ 'Windows R4 | v, BIMUER Eclipse TR Bk, fELMLHIFIF, Eclipse TIEENALEH
Eclipse ## workspace_loc {3,

b) B =& MyJAASLoginModule 2 MyJAASPrincipal JEHAIMY H #%,

H k1A workspace_loc\JAASSample\bin\samples
o) EEUI I A #IE— TEmEERI, RE%—TNE; %—T TWE SHEPNZEEE,
d) #%—F ¥ ..., BAYHLRE mgm, REE—T BEAR DB, %1 M.

e) I THEAHBRMEM B AR (EH A mam, 3% mom 2)3EFF A REE B A AR BT A, SRR
1 THEE) o

9. Bl'E IBM WebSphere MQ, PA#I{T MyJAASLoginModule 3,

a) 1% service.env HEE#HH S IBM WebSphere MQ Bl &, PAEFFEFIBEIEAEA
MyJAASLoginModule %51,

TE WMQ_DATA_PATH H#gHr, i FHIEEFIES ISR service. env fEE:

CLASSPATH=user.dir\JAASSample\bin

Hruser. dir 21F Eclipse TYEEH 4aE 2 FAIMEIAR E#%, WMQ_DATA_PATH H##flZ gmgrs
Hik, =2 REMIREEY,
$R: CLASSPATH=user. dir\JAASSample\bin AJRESE service.env FEEFPHHE—BHIAR

b) ##E¥% MyJAASStanza #iti £ jaas.config ##%, PAHBIER MyJAASLoginModule FEAI (#H
¥R service. env HERHPRVEBIFRE)

jaas.config MiMTHIE FEER magxr HEk WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mgxr
W,

BEH T
MyJAASStanza %
samples.MyJAASLoginModule required debug=true;
c) i JAAS Bl BB V&4 M8, RECE IBM WebSphere MQ Telemetry J&jE,
RS E BT IR

echo DEFINE CHANNEL('MyJAAS') CHLTYPE(MQTT) TRPTYPE(TCP) PORT(1890)
JAASCFG('MyJAASStanza') | runmgsc MQXR_SAMPLE_QM
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ZIELENE MyJAAS JEIEEAE R jaas. config #EEHMI MyJAASStanza, WIREEIEERH A IE
& MCAUSER i#JH, 3{#5%E 7 USECLTID JEIH, HIGZ@EE GRS H MQTT H P infe e AL/
HHRMARFRUTAEEAEAETR, FHEEF, P& A% "Guest",  H#EIFIHIE
FfEFH SampleMQM H52HEFTELE Guest MBI RIE,

10. EHHE) IBM WebSphere MQ Telemetry AR#, DASEBGHTVEC & &R
+ BEHTE) IBM WebSphere MQ Telemetry i, #&#¢ 1BM WebSphere MQ Explorer) WE{75%E
PR ERTS, sEE S EEHIET N AIES:

echo stop service(SYSTEM.MQXR.SERVICE) | runmgsc MQXR_SAMPLE_QM
echo start service(SYSTEM.MQXR.SERVICE) | runmgsc MQXR_SAMPLE_QM

11. #f7 Sample 23X,

i ERLE SampleForJAAS MHUTECE, #EEIEDEE 6 67 HW Ty MEERR, 8T RYIE

%

a) IFRGERE A 1890 DAFA MQTT JHEIERC &,

b) fEfE % Sample FEENZ Y TETRIE ) N T8 BLEM Tx)=5180 S8 L, 28 -u
Guest -z password Hil =B

PRIGSEEIAE Ty 1890 MidE 1883 Z b, HUTHIGIRE A 2 B AyH i A (LT .

1£ WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM H#kH, BHM mgxr.stdout fE%., KH
MyJAASLoginModule HJ#iH &% A mgxr.stdout:

Username=Guest

Password=passord
ClientId=SampleJavaV3_subscribe
Network address=/127.0.0.1

T—¥
QR R G EEE M, FEREE JAAS FUREEEHEME TR 163 HIY MARERRIE: Telemetry AR APEAY
JAAS AR , ABER TYIRREEE ik,
1.1 -verbose H = WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mqxr\java.properties H )2
B, WrtHEH, rTUEBEFERZGIEF A,
i &% N\ WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mqgxr.stderr,

2. #H WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\errors\mqxr.log FEMHA
MyJAASLoginModule AR R, TR, WREE L= {E password (27 ITkEsm
EFE) , RIEH 2R,

3. &% WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\errors\AMQERRO1.log, %I userName HIff
i E L RRE AR ETY B AR NE TR, HAEA MCAUSER 8¢ USECLTID JEHARACEIEIE, Al
TEIL IR R 2 AT A SR,

4. K325 WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mqgxx\jaas.config FE& M4 G275 Blgt ¥t
Sample A F s st 2 AL E M MQTT JEIEH A MHF,

5. BRSPS BT A Eclipse H MyJAASLoginModule FEFIAIREAS; #ilan:

MyJAASStanza §
samples.MyJAASLoginModule required debug=true;

6. 2RSSR E S EN AR IEMEDE WMQ_DATA_PATH N service.env HEREHHEBIIRES, HBE
%MQ_FILE_PATH%\mgxr\bin\controlMQXR.BAT H "set
CLASSPATH=9%MQXRCLASSPATH; %CLASSPATH%" 17, DAL SMRAVRERIBEEE, A& thn] DAE] % BB
&€, (B, HNZEDBEAEE service. env AT EIERIBEE, RIS EERBN
controlMQXR.BAT tEZEREARIEH,

70 Mobile Messaging and M2M



1ERAEL S

%47 HIY ITMQTT Z4J

DA MQTT el = EEAMEE: G5, #AI N, 5590 AT NREERNH P imma. sl
AJER ML PR B oy, AR n] S A P bR A RERR,

% 105 HfY NEHNEE JAAS FLE
BC'E JAAS DASEHIH P imfEiX R Username,

HERAIE
%163 HIY MEREE: Telemetry ARIGAFEIL JAAS B AFEEH )
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BRGAMETTIE I SSL #R% % IBM WebSphere MQ RY#if Android MQTT i i,

HERAE
HAFR A B

iEIB SSL Bz WebSockets i&Ei% B AR JavaScript B MQTT S A R in

{6 18 A JavaScript f9 MQTT &R o v i) HTML EEEEC SSL A& WebSocket protocol, # Web JE
7% & HE R 2 IBM WebSphere MQ

Gzl
1. ZEE 4% MQTT protocol (& WebSockets) ) MQTT version 3 falfk#s B A 17 B,

2. BB A PR SSL I WebSocket protocol, #2 R 8 155 EY TR SRERH A SSL 2178 HEH
Web JE AR SZIR IRl

3. SSL J@EE W ZE L ED,

BARETRIESR

SERUEAESE, DA SSL#UTIEAIR JavaScript (9 MQTT {#GEHH P im & Bl B, MrEREisEias 258
88 HIY VEA MG , DUESIEE NACE IBM WebSphere MQ,

G EE P LR B S H & SR SSLIEIE,

EF
1. SRR DUE R P o e 22X MOTT fRIARES.
fRIARES A ZESZ 4% MQTT protocol (EiBZ 4] WebSockets) o

IBM MessageSight, IBM WebSphere MQ 7.5.0.1 Jilt DA S B #ThRAS B S48 s @ s 7 2
2. BN 228 Java BHEEEME (IDK) 55 7 RREE BT A,
SRR E R RS, W BAREE A B RReE, RIFRZEMH IDK 2 7 ik keytool 54 DASHEGE AT

R, WREEREERIERRA, WERBHRBEK (CSR) FIERIMNBER SN, HIANFESE
7 hix IDK,

3. EENIEUT Script PAZEE S #BAHFTERE, W% IBM WebSphere MQ AL & % MOTT frlfikes.

B 26 88 H IEAeiaMNIERsE) P ERAREN I #AT Script, 28 73 HIY I'A Windows Bt &
SSL #&ERY Script &5y HtFEIELE Script,

el Al e 8 X0 P 42 R 0 ZE BRI IR A0 dB I Y DNS A RBAHTT . F o0 B BE 8 1252 (15 1 PR 4 T T LA I
o :

MOTT fii/~ 71


https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.adm.doc/q021000_.html

"CN=localhost, CN=%.example.com"
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B HThRA A]
4. M SSLIEE R & IEERYT, HunERIFEIRE

£ IBM WebSphere MQ I, G HEHFA IR
)

echo 'DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL'
echo 'DISPLAY CHANNEL(SSLx) CHLTYPE(MQTT) ALL'

| runmgsc MQXR_SAMPLE_QM

| runmgsc MQXR_SAMPLE_QM

echo DISPLAY CHSTATUS(SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL(SSL) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
5. 1480 8 22 S AL B B I A fol A7 JE
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o Lty Relerence Tuloriasl Uzeful Links

Welcome to the 1BM messaging utility sampde, This sample is provided to help you explore, understand and ufilize the JavaScript libraries for Mobile and M2M Messaging
with WebSphera M. Here we provide the information you need to get started creating your own mobile messaging applications. This utility includes links to the IBM
messaging community, which contains a seres of artickes to help you create your own apps as well as a web chent tutorlal so you can get hands on quickly and see
messaging code in action. Then once you have explored the tutorial, have a look at the IBM WebSphere web client utility itself, which will help you test your own
messaging applications. This sample is provided in good faith and AS-15.
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initcer

t.bat

initcert.bat &% keytool & openSSL {55l 2 ik M H At S B L R AR,
FEAREAA T IR E

@ech
@rem
@xem
set
set
set

@xem
@rem
@xem
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set
set
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@xem
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@rem
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@rem
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@xem
@rem
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@xem
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@rem
set
set
set
@xem
set
set
@xem
set
set
set

@xem
@rem
@xem
@xem
@rem
@xem
@xem
@rem
@xem
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Set the path where you installed the MQTT SDK
and short cuts to the samples directories.
SDKRoot=C:\MQTT
jsamppath=%SDKRoot%\sdk\clients\java\samples
csamppath=%SDKRoot%\sdk\clients\c\samples

Set the paths to Version 7 of the JDK

and to the directory where you built the openSSL package.
Set short cuts to the tools.

javapath=C:\Program Files\IBM\Java70
keytool="%javapath%\jre\bin\keytool.exe"
ikeyman="%javapath%\jre\bin\ikeyman.exe"
openss1=%SDKRoot%\openSSL
runopenssl="%openssl%\bin\openssl"

Set the path to where certificates are to be stored,

and set global security parameters.

Omit set password, and the security tools prompt you for passwords.
Validity is the expiry time of the certificates in days.
certpath=%SDKRoot%\Certificates

password=password

validity=5000

algorithm=RSA

Set the certificate authority (CA) jks keystore and certificate parameters.
Omit this step, unless you are defining your own certificate authority.

The CA keystore contains the key-pair for your own certificate authority.
You must protect the CA keystore.

Script R

The CA certificate is the self-signed certificate authority public certificate.

It is commonly known as the CA root certificate.

caalias=caalias

cadname="CN=mqttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
cakeypass=%password¥

ca key store

cajkskeystore=%certpath%\cakeystore. jks

cajkskeystorepass=%password¥

ca certificate (root certificate)

cacert=%certpath%\cacert.cer

Set the server jks keystore and certificate parameters.

The server keystore contains the key-pair for the server.

You must protect the server keystore.

If you then export the server certificate it is self-signed.
Alternatively, if you export a certificate signing request (CSR)
from the server keystore for the server key,

and import the signed certificate back into the same keystore,
it forms a certificate chain.

The certificate chain links the server certificate to the CA.
When you now export the server certificate,

the exported certificate includes the certificate chain.
srvalias=srvalias
srvdname="CN=mqttserver.ibm.id.com, 0OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
srvkeypass=%password¥

server key stores
srvjkskeystore=%certpath%\srvkeystore. jks
srvijkskeystorepass=%password¥

server certificates
srvcertreq=%certpath%\srvcertreq.csr
srvcertcasigned=%certpath%\srvcertcasigned.cer
srvcertselfsigned=%certpath®%\srvcertselfsigned.cer

Set the client jks keystore and certificate parameters

Omit this step, unless you are authenticating clients.

The client keystore contains the key-pair for the client.

You must protect the client keystore.

If you then export the client certificate it is self-signed.
Alternatively, if you export a certificate signing request (CSR)
from the client keystore for the client key,

and import the signed certificate back into the same keystore,
it forms a certificate chain.
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@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath®\cltkeystore.jks

set cltjkskeystorepass=%password

set cltcertreq=%certpath%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath¥\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.

set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvijkstruststore=Y%certpath®%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=9%certpath®¥\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%password

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=%passwordy

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set qm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

*V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=%certpath%\wmq.log

cleancert.bat
cleancert.bat Script FHYFELSGMIBR MQTT H P Ui 741 E FRAZ X DARE LR A AR 2188 il F A BH 2,
K% S HIBREI 224 Script BN T S 17 AR

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i 9%qmd%

dltmgm %qmd%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore%
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erase %cacert

erase %srvijkskeystore%
erase %srvcertreq¥

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore®
erase %cltpl2keystore%
erase %cltpemkeystore®
erase %cltcertreq¥

erase %cltcertcasigned%
erase %cltcertselfsigned%
erase %cltcajkstruststore
erase %cltcapl2truststorey
erase %cltcapemtruststore
erase %cltsrvjkstruststore
erase %cltsrvpl2truststorey
erase %cltsrvpemtruststore®
erase %mglog%

@echo Cleared all certificates
dir %certpath%\*x.*x /b

genkeys.bat
genkeys.bat Script RIS & AN HHEF B0, RS M P itz S8,
@xem
@echo

@echo Generate %caalias%, %srvalias%, and %cltalias%® key-pairs in %cajkskeystore%,
%srvijkskeystore%, and %cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥ -keypass %cltkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias® -dname %srvdname?% -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥® -keypass %srvkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepass?® -keypass %cakeypass% -keyalg
%algorithm¥@ -validity %validity%

sscerts.bat
sscerts.bat Script HIVFEL G 1EH S 17 B Mt P o M A Res B 30REs, RIBRHERAS s e A
RS R, Wk P imnRas AR S, RS EBIEMERE, BYEHESg1EH
P IKS (BT, DA PEM AR EE P i S (T4 7 R,

@rem

@echo

@echo Export self-signed certificates: %srvcertselfsigned% and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias %srvalias% -keystore %srvjkskeystoref
-storepass %srvijkskeystorepass%® -file %srvcertselfsigned%

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -exportcert -noprompt -rfc -alias %cltalias¥® -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass¥% -file %cltcertselfsigned¥

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned® to client trust store:
%cltsrvijkstruststore¥%

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥
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@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned% to server trust store:
%srvikskeystore¥

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias® -file %cltcertselfsigned¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass%

@rem

@echo

@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore®

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltsrvijkstruststore¥ -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥%

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy® -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass

cacerts.bat
It Script SFHREEHAL EEEBHBEA S-SR FE, 72 CA TEEE, A ERHEROH
BIERRE 2 MHE 85, cacerts.bat Script @1EH SR 77 EERE P i S IRAs RS HH 55
Script @ffif] cajkskeystore. jks Sf#FEHHABHEHEPONEHE, RKEBBHRGE, REH
85 Y IR 6 O [ 42 H R B B R — M B 3@ 7, RE NG (] CA R 2R IRGEHE,  Script &1¢H
Bt IKS [FERETFEE, DL PEM MRS =UEEN B {5 (L RE 17 R

@rem
@echo
@echo Export self-signed certificates: %cacert¥
@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias% -keystore %cajkskeystore% -storepass
%cajkskeystorepass¥ -file Y%cacert¥

@rem

@echo

@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore®, %cltcajkstruststore®,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias 9%caalias® -file %cacert® -keystore 9%srvijkskeystore¥
-storepass %srvijkskeystorepass¥%

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltjkskeystore¥%
-storepass %cltjkskeystorepassy

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepassy

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥ -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass%

@rem Create a certificate signing request (CSR) for the client key
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%keytool¥% -certreq -alias %cltalias¥® -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned¥® and %cltcertcasigned¥

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool¥% -gencert -infile Y%srvcertreq¥ -outfile %srvcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypassy

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvijkskeystore%% and %cltjkskeystore®

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepassy

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepassy

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore?: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass%

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepassy® -deststorepass %cltcapl2truststorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass?®% -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass%

mqgcerts.bat
Script @5 H B BIRf R U8R, Ag, EEEN MOTT @5 EMHEN, WAiEZ 2
&I ETE,
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem

@echo Create queue manager and define mgtt channels and certificate stores

call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq%
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥%

echo DEFINE CHANNEL (%chlopt9% CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
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MCAUSER (%mcauser%) | runmgsc %qgm% >> %mglog%
WV T7.5.01

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT(%portsslreqws%)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL (HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlssloptws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

@echo MQ logs saved in %mglog%echo
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https://developer.apple.com/xcode/

glibc C FEAEMEBRARTIRGIRE 2.12, Linux BoL M RIRZIRE IR A 2.6.32,
. mﬁﬁ(\ Microsoft Windows, 7% Visual Studio 10.0 /i,
4. Nl Mobile Messaging and M2M I P&l 1 224 MQTT SDK,
BARERN, BHRRRET TEIER,
a. N#{ Mobile Messaging and M2M F &R,
b. FENIEZE L4 SDK BRI,
IERTREABIS RIS AR 44 2% MQT T,  TEIEM, HERIRATER SR sdkroot,

c. 1M Mobile Messaging and M2M H FfiEN HEENAERE] sdkroot 1, JERAE DA
sdkroot\SDK BHSE H ###H,

5. BEFRVERY: JEME 25 28 HY TEEBEA R CHI MOTT AP imfE Ny HrPER,
FEEAE MQTT SDK NS IR BRI ER#IN R4 C APt s, AT,
. m&iﬁﬁﬁﬁb mgttv3cs.lib (%) L mgttv3cs.dll (FHREUT) o
N Linux  JERNHA libmgttv3cs.so
. CE s libmgttv3cs.a

6. FENZATEAT Script DAEEL S:84H &S, A% IBM WebSphere MQ i % MQTT fAlfiR &,

G 55 88 HIY TE/Eei@ &) P BRARENI N #UT Script, 55 82 HY I'Z Windows B E
SSL &G Script #if5ln At HIELE Script,

7. MiEE SSLIMIE R & EEHUT, HUEMTEIHRE,
£ IBM WebSphere MQ £, WRESHE N FYIIES:

. Linuzx

echo 'DISPLAY CHSTATUS(SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM
echo 'DISPLAY CHANNEL (SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM

echo DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL (SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM

8. #17 Script DAEE NHUTLZ M MQTT H P um#Eif C A,
a) BN KT sscclient.bat, DAHIEAAZE H 2 &5 (R#EN SSL@EE,
b) 3 N#AT cacclient.bat, PAHIEEZE|H%IEHREN SSLIEE,

5

A IR T AR SZ CRAE R FH = v

Connected to ssl://localhost:8884
Subscribing to topic "MQTTV3SSample/#" qos 2

Topic: MQTTV3SSample/C/v3
Message: Message from MQTTv3 SSL C client
QoS: 2

Connected to ssl://localhost:8885
Subscribing to topic "MQTTV3SSample/#" qos 2

Topic: MQTTV3SSample/C/v3
Message: Message from MQTTv3 SSL C client
QoS: 2

16: Z2METEE
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Setting environment for using Microsoft Visual Studio 2010 x86 tools.
MQTTV3SSample.c

Connected to ssl://localhost:8884

Publishing to topic "MQTTV3SSample/C/v3" qos 2

Disconnected

Press any key to continue

Connected to ssl://localhost: 8885

Publishing to topic "MQTTV3SSample/C/v3" qos 2

Disconnected

Press any key to continue

& 17: T2 MHE

AR#ITRE MQTT AR in#Ef c FEATER #Y Script
JeETE 82 EHY % Windows FCE SSL &5 Script #ifdily AfY Script, SABEHITIELE Script,

FIH B BB OE MQTT HI P intiif e &2,
AR FHEUT sscerts. bat Script A7 1Y B % REE KBTI Script,

@echo off

setlocal

cd 9%csamppath%

erase MQTTV3SSample.obj

erase MQTTV3SSample.exe

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86

cl /nologo /D "WIN32" /I "..\include" "MQTTV3SSample.c" /link /

nologo ..\windows_ia32\mqgttv3cs.lib

set path=%path%;%csamppath%\..\windows_ia32

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore¥ -w %cltpemkeystorepass¥ -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host% -p %sslportopt¥ -k %cltpemkeystore¥ -w %cltpemkeystorepass¥
-r %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportopt%® -k %cltpemkeystore% -w 9%cltpemkeystorepass% -r
%cltsrvpemtruststore¥ -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore¥ -w %cltpemkeystorepass¥ -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host% -p %sslportreq% -k %cltpemkeystore% -w %cltpemkeystorepassy
-r %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportreq% -k %cltpemkeystore% -w 9%cltpemkeystorepass% -r
%cltsrvpemtruststore¥ -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

endlocal

18:sscclient.bat

AR E PP OB B ISR, PUT MQTT Z M Fimdif] C A,
HEFREAAHAT cacerts. bat Script ATE . 2 & E B A LB B IR K HUTIL Script,
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@echo off

setlocal

cd 9%csamppath%

erase MQTTV3SSample.obj

erase MQTTV3SSample.exe

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86

cl /nologo /D "WIN32" /I "..\include" "MQTTV3SSample.c" /link /

nologo ..\windows_ia32\mqgttv3cs.lib

set path=%path%;%csamppath%\..\windows_ia32

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore®% -w %cltpemkeystorepass¥% -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host¥% -p 9%sslportopt¥ -k %cltpemkeystore® -w %cltpemkeystorepass
-1 %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportopt% -k %cltpemkeystore% -w 9%cltpemkeystorepass% -r
%cltsrvpemtruststore® -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore®% -w %cltpemkeystorepass¥% -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host¥% -p %sslportreq¥ -k %cltpemkeystore® -w %cltpemkeystorepass
-1 %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportreq% -k %cltpemkeystore% -w %cltpemkeystorepass% -r
%cltsrvpemtruststore® -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

endlocal

19:cacclient.bat

*EBB*EEIIL\
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FEREEI G & B RS SRR R, QIESE AP ERATIA, tb4h, #HLR K MOTT A A {75 E AR
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initcert.bat
initcert.bat &% E keytool X openSSL {5 i = kil M H M2 B L REFIEETE,  Script FHEY
S fAEREH T3 n:aﬁﬁo

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70
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set keytool="%javapath%\jre\bin\keytool.exe
set ikeyman="%javapath%\jre\bin\ikeyman.exe'
set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%password¥

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%password¥

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mqttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%passwordy

@rem server key stores

set srvjkskeystore=%certpath%\srvkeystore.jks

set srvjkskeystorepass=%passwordy

@rem server certificates

set srvcertreqg=%certpath%\srvcertreq.csr

set srvcertcasigned=%certpath%\srvcertcasigned.cer

set srvcertselfsigned=%certpath%\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath%\cltkeystore.jks

set cltjkskeystorepass=9%passwordy

set cltcertreqg=%certpath%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath%\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.
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@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.
set cltcajkstruststore=%certpath¥%\cltcatruststore.jks

set cltcajkstruststorepass=%password¥

set cltsrvjkstruststore=%certpath%\cltsrvtruststore.jks

set cltsrvijkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or iOS client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=%certpath%\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%passwordy

set cltcapl2truststore=Y%certpath®%\cltcatruststore.pl2

set cltcapl2truststorepass=%password¥

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=%passwordy

set cltsrvpemtruststore=Y%certpathf%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=%password¥

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set gm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

=V 7.5.0.1 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=YXcertpath%\wmq.log

cleancert.bat
cleancert.bat Script FHAYFELEMIBR MQTT H P Uit T21E BRAZ X DARE LRAAI AR 28 1838 /7 A BH 2,
IR S HIBREIB] 224 Script BENXZHIFTE S8 fE 17 H MRS,

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i %qm9%

dltmgm 9%qgmd%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore

erase %cacert$

erase %srvjkskeystore%
erase f%srvcertreq¥

erase %srvcertcasigned%
erase %srvcertselfsigned%
erase %cltjkskeystore®
erase %cltpl2keystore%
erase %cltpemkeystore%
erase %cltcertreq¥

erase %cltcertcasigned®
erase %cltcertselfsigned%
erase %cltcajkstruststore
erase %cltcapl2truststore®
erase %cltcapemtruststore
erase %cltsrvjkstruststore
erase %cltsrvpl2truststore®
erase %cltsrvpemtruststore®
erase %mglog¥%
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@echo Cleared all certificates
dir %certpath%\*.*x /b

genkeys.bat
genkeys.bat Script FHIFE L & AN HHEF B0, RS M P itz S8,
@xem
@echo

@echo Generate %caalias%, %srvalias%, and %cltalias%® key-pairs in %cajkskeystore%,
%srvijkskeystore%, and %cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥ -keypass %cltkeypass¥ -keyalg %algorithm%
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias® -dname %srvdname?% -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥® -keypass %srvkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepass?® -keypass %cakeypass% -keyalg
%algorithm¥@ -validity %validity%

sscerts.bat
sscerts.bat Script HIVFE L G 1EH S 17 B Mt P i M A Res B 30REs, RIBRHAARAS R e A
RS R, Wk P imnfRas AR S, RS EBIEMHTE, BEHESg1EH
P IKS (BT, DA PEM AR NE P i S (T8 7 R,

@rem

@echo

@echo Export self-signed certificates: %srvcertselfsigned% and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias %srvalias% -keystore %srvjkskeystore%
-storepass %srvijkskeystorepass%® -file %srvcertselfsigned%

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -exportcert -noprompt -rfc -alias %cltalias¥® -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass¥% -file %cltcertselfsigned¥

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned%® to client trust store:
%cltsrvijkstruststore¥%

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥

@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned%® to server trust store:
%srvijkskeystored

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore¥

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltsrvijkstruststorey -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
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%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥

%openssl%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

cacerts.bat
It Script & &R EHE PO T 2EEE AR HSMH AR, 7% CA FEERE, AT ZEHEEEH
TSR 2 BE M, cacerts.bat Script @1EH B M7 ERE H P it A Al AR SR S
Script @{# i/ cajkskeystore. jks 7R HABEEHEP LN, RKEBRBHGE, RERK
EA E AR FE R H R EE R A — i@ 7 . A CA T EIEE G, Script 7EH
Pt IKS (ZERETER, DA PEM IR VST F P im S (L b 7,

@rem
@echo
@echo Export self-signed certificates: %cacert%
@rem

@rem Export CA public certificate
%keytool¥% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore¥% -storepass
%cajkskeystorepass® -file %cacert®

@rem
@echo
@echo Add CA to server key and client key and trust stores: %srvjkskeystoref%,
%cltjkskeystore%, %cltcajkstruststore¥,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %srvjkskeystore¥
-storepass %srvjkskeystorepassy

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass%

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias® -file %cacert% -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepass¥

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool% -certreq -alias %srvalias® -file %srvcertreq¥ -keypass %srvkeypass¥ -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥

@rem Create a certificate signing request (CSR) for the client key

%keytool% -certreq -alias %cltalias® -file %cltcertreq¥ -keypass %cltkeypass¥® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem

@echo

@echo Sign certificate requests: %srvcertcasigned% and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool% -gencert -infile %srvcertreq¥® -outfile %srvcertcasigned% -alias %caalias
-keystore %cajkskeystore¥ -storepass %cajkskeystorepass¥ -keypass %cakeypass¥

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypassy

86 Mobile Messaging and M2M



@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvikskeystore¥ and %cltjkskeystore¥

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file ¥%srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepass%

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepass

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore%: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool% -delete -alias %caalias¥% -keystore %cltjkskeystore% -storepass
%cltjkskeystorepass¥

@rem

@echo

@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore®

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepass¥ -deststorepass %cltcapl2truststorepass¥
%openssl¥\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepassy® -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

mgcerts.bat

Script @41 &8 H it e R ReE, A%, EgE MOTT #ififryEHE, B2 e
FA) & I8 E
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem
@echo Create queue manager and define mgtt channels and certificate stores
call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq®%)
SSLCAUTH (%authreq%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mqlog%
echo DEFINE CHANNEL (%chlopt%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%)
SSLCAUTH (%authopt%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mqglog%

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT(%portsslreqws%)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlssloptws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

@echo MQ logs saved in %mglog%echo
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initcert.bat
initcert.bat @& keytool X openSSL 5% ds 2 &8 M H A2 BN A RBFIEE TS, Script HHY
FEAREAA T 1B LR E

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70

set keytool="%javapath%\jre\bin\keytool.exe"

set ikeyman="%javapath%\jre\bin\ikeyman.exe"

set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%password¥

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%password¥

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,
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@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mqgttserver.ibm.id.com, 0OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%password¥

@rem server key stores

set srvjkskeystore=%certpath%\srvkeystore.jks

set srvjkskeystorepass=9%passwordy

@rem server certificates

set srvcertreq=%certpathf%\srvcertreq.csr

set srvcertcasigned=%certpath%\srvcertcasigned.cer

set srvcertselfsigned=%certpath¥\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath®%\cltkeystore.jks

set cltjkskeystorepass=%password

set cltcertreq=%certpath%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath¥\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.

set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvijkstruststore=%certpath®%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=9%certpath®\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%passwordy

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=9%passwordy

set cltsrvpemtruststore=%certpath¥%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set qm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
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set chlopt=SSLOPT
set portsslreq=8885
set chlreq=SSLREQ

=W 7.5.0.1 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=%certpathf%\wmq.log

cleancert.bat
cleancert.bat Script FHIFEL EMIBR MOTT A5 bivf 751 % BEAR =X DARE R AR IR A R 58 ol 7 R BHUE,
K1 S HBREIGI 24 Script BENZHIFTE S8 778 MBS

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i %qm%

dltmgm 9%qm%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore¥

erase f%cacertf

erase %srvijkskeystore%
erase f%srvcertreq®

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore%
erase %cltpl2keystore®
erase %cltpemkeystore%
erase %cltcertreq®

erase %cltcertcasigned®
erase %cltcertselfsigned%
erase %cltcajkstruststore
erase %cltcapl2truststore
erase %cltcapemtruststore®
erase %cltsrvjkstruststorey
erase %cltsrvpl2truststore®
erase %cltsrvpemtruststorey
erase %mglog%

@echo Cleared all certificates
dir %certpath®\x.x /b

genkeys.bat
genkeys.bat Script HIFEL G AENHHERE PO, AR S H Pz e i@,
@rem
@echo

@echo Generate %caalias®%, %srvalias%, and %cltalias® key-pairs in %cajkskeystoref,
%srvijkskeystore®, and 9%cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool% -genkeypair -noprompt -alias %cltalias® -dname %cltdname? -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥® -keypass %cltkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool¥% -genkeypair -noprompt -alias %srvalias¥® -dname %srvdname? -keystore
%srvikskeystore¥ -storepass ¥%srvijkskeystorepass¥ -keypass ¥%srvkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias¥® -dname %cadname®
-keystore %cajkskeystore% -storepass %cajkskeystorepass® -keypass %cakeypass% -keyalg
%algorithm¥® -validity %validity
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sscerts.bat
sscerts.bat Script FRVTE S G H S 78t P om KA ARES B 2, ARG FRIRSSEEREA
R P S EREFE, Wl P S E AR SR TE, ARSREEEMHTE, BEELSFCH
Pt IKS (FEREERE, DA PEM IR ZUE ST F P i S L R 7,

@rem
@echo
@echo Export self-signed certificates: %srvcertselfsigned% and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias 9%srvalias¥® -keystore %srvijkskeystore®
-storepass %srvjkskeystorepass%® -file %srvcertselfsignedy

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool% -exportcert -noprompt -rfc -alias %cltalias% -keystore %cltjkskeystore%
-storepass %cltjkskeystorepass%® -file %cltcertselfsigned%

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned® to client trust store:
%cltsrvijkstruststore¥

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvjkstruststorepass

@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned® to server trust store:
%srvikskeystore®

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore¥%

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltsrvjkstruststore® -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥ -passout pass:%cltpemkeystorepass¥

cacerts.bat
It Script G EEEHEPO T 2EEE AR H M AR, T2 CA FEERE, AnETZEHEEEH
TSR 2 BE M, cacerts.bat Script @1EH BT EIE HH P i A A AR SR S
Script @{#f cajkskeystore. jks & F R HABEEHEP LN, KEBRBHGE, RERK
EA E AR FE R H R EE A — i@ 7 . A CA TEIGEE G, Script F1EH
P IKS (ZERETER, DA PEM IR ZUE ST F P im S T RE 17,

@rem
@echo
@echo Export self-signed certificates: %cacert%
@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore¥% -storepass
%cajkskeystorepass® -file %cacert®

92 Mobile Messaging and M2M



@rem
@echo
@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore¥, %cltcajkstruststore¥,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %srvijkskeystore¥
-storepass %srvjkskeystorepass%

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias 9%caalias® -file %cacert® -keystore 9%cltjkskeystore¥
-storepass %cltjkskeystorepass¥%

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltcajkstruststore®
-storepass %cltcajkstruststorepassy

@rem

@echo

@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%

@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥® -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥

@rem Create a certificate signing request (CSR) for the client key

%keytool¥% -certreq -alias %cltalias¥® -file %cltcertreq¥ -keypass %cltkeypass¥® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned% and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool% -gencert -infile Y%srvcertreq¥ -outfile Y%srvcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypassy

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -gencert -infile Y%cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvijkskeystore%¥% and %cltjkskeystore®

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvijkskeystorepassy

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepassy

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore?®: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass%

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepassy® -deststorepass %cltcapl2truststorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass® -passout pass:%cltpemtruststorepass
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@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

mgcerts.bat
Script § %I HEE HixrP SR MEE, AR, EEE MQTT #FTHIEREX, WRlEZ e
NP BGIBEN
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem
@echo Create queue manager and define mgtt channels and certificate stores
call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq®%)
SSLCAUTH (%authreq%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %qgm% >> %mglog%

echo DEFINE CHANNEL (%chlopt%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%)

SSLCAUTH (%authopt%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mglog%

V7504

echo DEFINE CHANNEL(%chlsslreqws %) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreqws$%)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser¥) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlssloptws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

@echo MQ logs saved in %mglog%echo
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MQTTClient mgttClient = new MgttClient( "ssl://www.example.org:8884", "clientIdl");
mgttClient.connect();
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SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA
SSL_DH_anon_EXPORT_WITH_RC4_40_MD5
SSL_DH_anon_WITH_3DES_EDE_CBC_SHA
SSL_DH_anon_WITH_AES_128_CBC_SHA
SSL_DH_anon_WITH_DES_CBC_SHA
SSL_DH_anon_WITH_RC4_128_MD5
SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
SSL_DHE_DSS_WITH_AES_128_CBC_SHA
SSL_DHE_DSS_WITH_DES_CBC_SHA
SSL_DHE_DSS_WITH_RC4_128_SHA
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
SSL_DHE_RSA_WITH_AES_128_CBC_SHA
SSL_DHE_RSA_WITH_DES_CBC_SHA
SSL_KRB5_EXPORT_WITH_DES_CBC_40_MD5
SSL_KRB5_EXPORT_WITH_DES_CBC_40_SHA
SSL_KRB5_EXPORT_WITH_RC4_40_MD5
SSL_KRB5_EXPORT_WITH_RC4_40_SHA
SSL_KRB5_WITH_3DES_EDE_CBC_MD5
SSL_KRB5_WITH_3DES_EDE_CBC_SHA
SSL_KRB5_WITH_DES_CBC_MD5
SSL_KRB5_WITH_DES_CBC_SHA
SSL_KRB5_WITH_RC4_128_MD5
SSL_KRB5_WITH_RC4_128_SHA
SSL_RSA_EXPORT_WITH_DES40_CBC_SHA
SSL_RSA_EXPORT_WITH_RC4_40_MD5
SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA

LA BSS| RSA FIPS WITH_AES_128 CBC_SHA256
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SSL_RSA_FIPS_WITH_DES_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA
SSL_RSA_WITH_AES_128 CBC_SHA

LA SSS| RSA_WITH_AES_128_CBC_SHA256
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SSL_RSA_WITH_NULL_MD5
SSL_RSA_WITH_NULL_SHA
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SSL_RSA_WITH_RC4_128_SHA
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MQTTClient mgttClient = new MgttClient( "ssl://www.example.org:8884", "clientIdl");
mgttClient.connect();
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TEAMR A SSL BRI TR, —LAIN EERZM (VPN))  (Bilan IPsec) , & #iRI TCP/IP HARM

BE, VPN SNBSS EE IP B, — BENIEHE VPN B4R, BNES RSN, 0T BUEE VPN

SEEE R TCP/IP #% MOTT FH o i Ei 2z S8 5& JIm i,

f&A] DABCE Java MQTT F P B iE JIEE > MIR0E4R, DA AZERE TCP/IP 1Y SSL B E, #EELemN

ARBCE SSL DA ISSE B iMiE, r] ABLE AR Z2ER, tREZENEERG:

1. ERFFEEMN MQTT P umEsE, (1% MOQTT A P il 2 EERENNEE, = H P imfTs &SR
AR, 52R% 95 HY TfiA SSLEST MQTT A u#EA

2. 1514 MQTT H P umE R 2 ETHNENNEE, IR mA TP EEAEXZ HERE; E20% 908 HIY

P A SSLEfTIEH@EIER A -
3. =R Fim ATy EEER Z BERE,; S2R% 100 5 DENDEE ER3 RS

JSSE fiE 281

1B ISSE 28, DA HEELE SSLEARM /75, JISSE Bl B 2 BAH A — (8%
1. IBM WebSphere MQ & HIiE)E

2. MQTT Java Ff P

3.JRE

/] TIBM WebSphere MQ %) ARIECEEN@EESH, £
MgttConnectionOptions.SSLProperties B A EE MOTT Java HHF M %, 1EH P imAl AR
&, BB IRE e HEPHIMEE, B IRE ZR2H,

IBM WebSphere MQ & iflljfiji
/] TWebSphere MQ K[ Z | &€ A ERIEIE SSL 28,
ChannelName
1EFFEIEE b, ChannelName #F 2 MBI 2 8L,
TENE A% R A B E SR SR AH BRI EIE,  ¥hEiE a4, DAGBIEERE MQTT Ptk

PoxrtNumbex
EFFAEIEE F, PortNumber #2128, ¥R TCPIEIE, THR%(EH%A 1883, %A SSLI@JE, TH
%87 8883,

S IEEARBAREAY TCP/IP SR5E, BiRfa &R MIER TR, 5§ MOTT FP imiEiE =iEiE, 5aE
EEA SSLINE, HIM P AE M SSL @ TER:; flin:

MQTTClient mgttClient = new MgttClient( "ssl://www.example.org:8884", "clientIdl");
mgttClient.connect();

KeyFileName
KeyFileName J& SSLIEIENNE 28, ¥R TCPIME, WHEM,

KeyFile B8 2 Java SMEFENRL, HAPESERENENEE, EARSLE, #H IKS,
JCEKS 8¢ PKCS12 1E A< il 17 BErany,

68 FH IS 1) o — {1 6 0 2 20 1 < St 7 JEE R Y -
.jks
.jceks
.pl2
.pkcsl2

{58 P AR AT AR 42 ) < S ol 17 A AR 25 JKS Bl 7 o
HE AT DA el s b ) HL mh — e B St £ B SRR = it ) At B Sl £ B AR A S

A A e B B RGBSR B, BB A A IRAEE, B U2 B &G, thall
R EEEPLATR R EER . — 7,
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QNS AAAE RS S, SHIR AR R IR RS B Rl ks B S Sl 2 B
AR RS S IR B AT &, EHE R P DA R A ARES & 77
WREEH ClientAuth RE A Required, HIBEaREFEMEESHEAIH P ARG R,
P e ek B SR BRI, [FIRNE B IR S RGEFE N ARG, DUEDRIAY S — {1 5 5 Ak Al
iﬁ%o 7 0 FH R S, RV 2 {18 5 i e AR TR B FH P i ?’*tﬂ IS R A FH B — s i AR
20

PassPhrase
PassPhrase /2 SSLIEIER VN E2E, ¥ TCPI@IE, WHE,
AT ERAR P ORE B el 17

ClientAuth
ClientAuth 2—EiEM SSL 281, EIHEKAABUTH P mER, % TCP@E, WHAK,
AR EGEH] (MOXR) AR5 SCHAIH P im, F AP mEE 2 ENEE, 50E ClientAuth,

GRIREE ClientAuth, RIFIFuLAZEM SSL R RMAREY, WMAIFEIRES. (FRaE
ClientAuth AUASIR, HIPum @5 BRGNS 7 E P T A ER R E MRS, HE
(%%iﬁﬁbﬁﬁﬁlﬁ“ﬁ‘(%jﬁ G ENEIE IR 7B IRE cacerts FR T IRE G, MHELSE

nﬂo

CiphexSuite
CipherSuite B—ffi&M SSL 28, ETEXAEMNEEMAR CipherSpecs, #f/i* TCP J@iH,
WIEAENE,
R F4FE CipherSpec, 5% CipherSuite %@ AW B HREAT SSLHARRY CipherSpec %
o

Telemetry iR#A] MOTT P iR IR s LA B CipherSpec, i —f% CipherSpecs, 4l
A AR — I e 2 iR TE E R CipherSpec, HII'E A ZEELS —iiHY CipherSpec #H4F.

BB H AR L BTG = ISSE,  RHEH MRS,
Federal Information Processing Standaxrds (FIPS)
FIPS B —JHIEHRE, KR GHHBE,

Nﬁufﬁfiﬁﬁﬁﬁ W% FJmEA, sE#H runmgse, ] PAE%E SSLFIPS, SSLFIPS f8@E& &
5 @8 FIPS SRR B,

=1
SRR HENRE, RIESA g B HBOE,

EHEFRERN TNy EmEd, sFE#H runmgse, AJPLERE SSLCRLNL, SSLCRLNL #5&EH
AR AR B RGN B RS B s 4 B,

AN MR E SSL WA THIE R 28,
MQTT Java JI 5
£ MgttConnectionOptions.SSLProperties Hg%E Java HF il SSL NZ; f5il4n:

java.util.Properties sslClientProperties = new Properties();
sslClientProperties.setProperty("com.ibm.ssl.keyStoreType", "JKS");
com.ibm.micro.client.mgttv3.MgttConnectOptions conOptions = new MgttConnectOptions();
conOptions.setSSLProperties(sslClientProperties);

R E WA REB{ETE MgttConnectOptions By API XHH &G ATERAA, 17 MOTT AP ufife s
PP APT SCHFGAS, 5920 MQTT M P infE\akat 2% T+t

Protocol
Protocol ZEMIEH,
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iR R EELE R AR s 1 s R A, AN RETRE R e EaR i, AIERTDUREE, aREIAE
e A kzadaR e, RIESR R

ContextProvidex

ContextProvider EEMIEH,

KeyStore

KeyStore BIEMHEHE, WRIEMIRIMBIE ClientAuth DLRHIEHIH P, &5 AL E,

56 FH 2 S R < B R O P P S N3G, IO\ R SRAat 7 B, 50 Rl 17 R B 1A B
SRR HE RIEAIEE ., IKS BHESEAY, IBMICE Bt fitE.,

TEEANRIR ST EIRALE, DSIRPE SRR NER, BRE SRS 2,
EOE G 7 EI A E T T BIA RS, DAEBIL KeyManagerFactory,

TrustStore

JRE

]

TrustStore BEMEH, &0 DHFEEETEBEAIE cacerts fEfFEH,

WA A AR PR G EERE, HEGEEARE, R ARS26HEH cA (BEiFHEE
TRGEHEFIE cacerts ) WMEMNESE, LB ETRHFE,

1Rl AR AR A B B s B BRI 2 TR E, Iife e ST ERSHZEN, JKS 2
FERIER IBMICE 2TEZARMLE,

FEERFREEREER S, USRS A ERAENER, Bl FEEHE A,
B GERE A ER AT P AN, DLERHE TrustManagerFactory,

A Pom M AR RAS b SSL AT A& Java 22 H A /7, 7F JRE FELE, Windows ERIECERENR

Java Installation Directory\jre\lib\security H, NSREMHHIIZ IBM WebSphere MQ
FEFAY IRE, RIBSIEUN NRAR:

% 3: JRE SSL FREREREREE (KkTa)

Fa FEARMAFF
Windows WMQ Installation

Directory\java\jre\lib\security

Linux for System x (32 fi77z)

WMQ Installation Directory/
java/jre/lib/security

HAh UNIX and Linux ‘E&

WMQ Installation Directory/java/

jre64/jre/lib/security

(i Fea=gi il v

cacerts #EEAEHARBEEP ONTEEL., RIEKECEMLMER, TRKRTER A
cacerts, WHRIEMH cacerts B{LEZHEEAIRMSTMHETFE, RIAEMRIEE cacerts
MEEERE, DANEENZ 2K,

&R DA FH T IBM Key Management 2NFHFER WebSphere MQ #54 strmqikm. 2GR
cacerts, fHH%NS changeit, #¥ cacerts fEZ& IKS HEZRBEL BUE AMEERERNL S,

AL B 2

i/ java.security fs LS H AL IR AN M TR L 2NE,

FFIfHE

f#H] java.policy HEERBEMIZEETFIHER, javaws.policy &%Hl javaws. jar IR

JnEEsEE

—42 IRE fR AR IRIS RIS, IR I8 N SRRk EE, TSR A] REZ N 2 HY 5 I
99, #F B stemqikm {5 HE) ikeyman, sETE IBM BEE B2 2 EEN T EE S EIEH
[ SZ IR AR SR
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Y (P R BSE /Hs AT RE & BN R A 1, A5A ., el ] 2 A SR /i R A
T2 NG AR E BORIE R B, W EREEERR MR EE, SeaiEn, (56, i
FHFNSE AR B AAHBRE RN ECR,  HIETR S RRTas ik,

B SR EE AT AR RER R FiRS

HHFHAAFATETE (SR A, DARANAITE MQTT M P imfe KRR 2 0 e, BRI & T I = bt sl A i e o
Al AEARY SSLIEAR T ANE (EARAL S,

% 104 HRYE 20 HRIFEINHES Snippet &2 MQTT F P ifia% € AcceptAllProviders (B{LiR & METE
@*fﬁo

java.security.Security.addProvider (new AcceptAllProvider());

java.util.Properties sslClientProperties = new Properties();
sslClientProperties.setProperty("com.ibm.ssl.trustManager", "TrustAllCertificates");
sslClientProperties.setProperty("com.ibm.ssl.trustStoreProvider", "AcceptAllProvider");
conOptions.setSSLProperties(sslClientProperties);

& 20: MOTT F P imtZ=UES Snippet

package com.ibm.mq.id;
public class AcceptAllProvider extends java.security.Provider {
private static final long serialVersionUID = 1L;
public AcceptAllProvider() £
super ("AcceptAllProvider", 1.0, "Trust all X509 certificates");
put ("TrustManagerFactory.TrustAllCertificates",
AcceptAllTrustManagerFactory.class.getName());
%

21: AcceptAllProvider.java

protected static class AcceptAllTrustManagerFactory extends
javax.net.ssl.TrustManagerFactorySpi {
public AcceptAllTrustManagerFactory() 1%
protected void engineInit(java.security.KeyStore keystore) 1%
protected void engineInit(
javax.net.ssl.ManagerFactoryParameters parameters) 1%
protected javax.net.ssl.TrustManager[] engineGetTrustManagers() 1
return new javax.net.ssl.TrustManager[] i new AcceptAllX509TrustManager() %;

22: AcceptAllTrustManagerFactory.java

protected static class AcceptAllX509TrustManager implements
javax.net.ssl.X509TrustManager {1
public void checkClientTrusted(

java.security.cert.X509Certificate[] certificateChain,
String authType) throws java.security.cert.CertificateException {

report("Client authtype=" + authType);

for (java.security.cert.X509Certificate certificate : certificateChain) $
report("Accepting:" + certificate);

public void checkServerTrusted(
java.security.cert.X509Certificate[] certificateChain,
String authType) throws java.security.cert.CertificateException {
report("Server authtype=" + authType);
for (java.security.cert.X509Certificate certificate : certificateChain) {
report("Accepting:" + certificate);

public java.security.cert.X509Certificate[] getAcceptedIssuers() 1
return new java.security.cert.X509Certificate[0];

private static void report(String string) {
System.out.println(string);

¥

23: AcceptAlIX509TrustManager.java
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i&3E5E JAAS BicE
BLE JAAS DASEAIH P i 2% Y Username,

WebSphere MQ & ## & EMILE MOTT B TR Z M H JAAS AT Fim#Al, 52 ZHIT JAAS BRI &
ENEIER) JAAS FLE 2B, EIER] ALIERMERR JAAS BLE, ] DUER AR JAAS BLE, BB ER
1£ WMQData directory\gmgrs\gMgrName\mgxr\jaas.config /i,

jaas.config HEEM JAAS BLEAMAM, FHMENERSE Fm, 2 TBA) BEFE,; 5208 % 105
HE 24,

JAAS TRALPUEFERE T8 A FRAH, AZEME NT i UNIX &AL W4 E A ZRRHIE,

JIndiLoginModule
FHHIE INDI (Java aifafl HERAED TECER B ERARBET#R,
Krb5LoginModule
i/ Kerberos @ &M 7 & AT A
NTLoginModule
B T AE R NT 228 R TR,
UnixLoginModule

BT UNIX 2B T8,

il NTLoginModule 8{ UnixLoginModule WRIEREHR (MQXR) A% A mgm 73817, MiAZLA
MQTT J&iE & 24T, mam ZEEZ NTLoginModule B¢ UnixLoginModule PUEITHERIN &4y, TR
F P Uit B 5

GRS, FEEEECN TBAL BH, sCEEHEMEEE T8 A B4, WebSphere MQ
Telemetry [ T #iff] JAASLoginModule.java, Ef& javax.security.auth.spi.LoginModule
AHERENE, 7T A EARBHEHE B CRIERITT %,

TR BERIFTA BT LoginModule K RIER L ZETEE T (MOXR) AR HIEERIFE TS b SE70IE B RIICE L BRI RS
[ WebSphere MQ Hik b, HIYEHCHIHER, EzIEHN (MOXR) IRFSHISE R RIEAL,

BB service. env BEEHEEBEBIRLE, 0T AFEREH] (MOXR) AR # FH FIRERIFE S, CLASSPATH #4
ARG, M BRI EHA R A EE S T, ANGEFE CLASSPATH HH{di FHA8EL; f51lan
CLASSPATH=%CLASSPATH 5t /& NEMER, &R (MOXR) A% &k e HE B RIRE, S ERE
service.env FH) CLASSPATH #rit & 228 B R 155,

EH (MOXR) IRFSTEAEMERIFE, B M€ E[aE R 2 MOTT JBIERH P imiY Username M Password, f#
&R I B FETE MgttConnectOptions M, FE2RBIEE 106 HAVE 25, PABUSAN{AIFEEL
Username fl Password H#ifl,

55l
B B4 E MQXRConfig Y JAAS it B A #if),

MQXRConfig {
samples.JAASLoginModule required debug=true;
//com.ibm.security.auth.module.NTLoginModule required;
//com.ibm.security.auth.module.Krb5LoginModule required
principal=principal@your_realm
// useDefaultCcache=TRUE
// renewTGT=true;
//com.sun.security.auth.module.NTLoginModule required;
//com.sun.security.auth.module.UnixLoginModule required;
//com.sun.security.auth.module.Krb5LoginModule required
// useTicketCache="true"
// ticketCache="${user.home?${/¢tickets";
k;

24: &1 jaas.config FEZE

FIAAS BN ) HBEHEE], s H 28I MQTT F P iumfe it Username 1 Password,
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public boolean login()
throws javax.security.auth.login.lLoginException {
javax.security.auth.callback.Callback[] callbacks =
new javax.security.auth.callback.Callback[2];
callbacks[0] = new javax.security.auth.callback.NameCallback("NameCallback");
callbacks[1] = new javax.security.auth.callback.PasswordCallback(
"PasswordCallback", false);
try {
callbackHandler.handle(callbacks);
String username = ((javax.security.auth.callback.NameCallback) callbacks[0])
.getName();
char[] password = ((javax.security.auth.callback.PasswordCallback) callbacks[1])
.getPassworxd();
// Accept everything.
if (true) %
loggedIn = true;
t else
throw new javax.security.auth.login.FailedLoginException("Login failed");

principal= new JAASPrincipal (username);

%t catch (java.io.IOException exception) {
throw new javax.security.auth.login.LoginException(exception.toString());

% catch (javax.security.auth.callback.UnsupportedCallbackException exception) {
throw new javax.security.auth.login.LoginException(exception.toString());

¥

return loggedIn;
b

25: &5 JAASLoginModule. Login() %

AR IRIE TVt

AE TGRS, AT BI BRI MOTT protocol 3.1 iAY Java P, S-SR EN
com.ibm.micro.client.mqttv3 F&kfZ API SXHHRTHH T,

com.ibm.micro.client.mqttv3 E&% MQTT 3.1 MilasERY Java BEIEIREL AR T IEREER, 228
IBM WebSphere MQ Telemetry FfEkf com. ibm.micro.client.mqttv3 B, PLKE/E Java SE & ME
FAy 3 L b o O Bl B S

A LA NIT MOTT HI P, TN P8 R RSB, EATREZERRI P i
TTIRFH,
PP S A2 AR IO, IR 7 it 0 32 1 4l e A o

Java A A2 MQTT protocol 3.1 RIS IR EE, ErDUAHEAARNFAEE FENARES, RESHH
R AP, #%20 Telemetry Transport format and protoco, PABUSEEANE RS,

Eff com.ibm.micro.client.mqttv3 B APT XA P umpmE I Ak, 05 MOTT A
FimfE U P APL SCfFGEsS, 5520 MOTT AP e \EEt 2% FM. H P e s 2 AR A RS
e, HATARRESIRE AR, FHiRIARMIAH P UGEE RS IBM WebSphere MQ J&HI| (MQXR) ARFSIFT
1T %50

WA JavaScript B9 MQTT fE: A/ ixA Web FEAER

HEIRL, ¥ Web ERREFETRENRG DGEERERAER, —BEAREENGE S B AR, R
REIERTE 2/ DAEER, 1% JavaScript BUEFIARCAEM, #Fa RIS amiER, EAREHEMAERET S Web
FERRERR, BIRDREHN NMEMR TR B BRI P T e, (R AR, JIH EEpr R B
ar, WLERIABFTIRA, BT aE & B2 2 X T SR R RHUE (B,

snfeIfE A Web FERIZNE BRI EPE

WERAEHE (Flan) 1BM WebSphere MQ _E B #% M 8 E 4 HERE AR NS, AIRE 2R MY B 2
7
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1. RHUEHE N R P e U=

2. ZHUEBE L HEEBCIR AR — AR A e HA I A2 b 2 R AR AR K

3. EREIEEERY, REEHEGEEATHIPR (RIS EEHERER) .
NIRRT AR N 5 Web EAAES, RIBEEEREFAIT:

1. RHVEMHFAE URL LR Web FERIFEN A P g 2R,

2. —fRAE I BB AR IR Web 8 AR 208 = A U

3. EEANSAE T H TR AR BEAR Ry, SEEEAR (R EEHRAEE) .

AJREREEE Web FERIER P22 BB R EIREREANERE

GnSRAEHAE JavaScript ¥ EAREFGEI TR AR HALER, ERTREA BUBANEEERARST (B4 IBM

WebSphere MQ) {4 i :

- IEREEB AR AR MIRIGRE,  RSE A TR AEXE,

- R AR FEDERE, AU Web BEARAATLL TRERENS) o JERG R mah#EH, 1R
HIEEENE, AERREABAREREEEMEREEE, BAENANEREER AR, SRR
EEAIFHUE S R A E M

- EEAS R FEFREREH, AR IRERRE NS R RZEREOR, ARESWHEE, Mk, £
PEAEERRHEIER, FEERS @R ARG PmERREN, BHERE, EErRENEE
RERI AP, MR AR O e e

o SFOFERENH EEUE & AR M E B P R S B R SR, B AR B AR A < R A
fik, DAAER ARG BR, FEE BRI RSETEIRIRE EHUT, I H PSRRI T,
SRR E 2,

HEER 5 RIS & E(F

18 ? JavaScript B9 MQTT {EafH B H P e e, DAL AREXERHG] web EHAER, &AL

EEEHOWERERERN Web ERFER, AE, f Web BRI F G2 UEEEEEN RUL ErT

A, flan, B MQ rAEHEE (WTREMR) sHEAEFERE. BIEHREHA Web ERHEXNAHFA

ARV, SR1E Web FEFIAE U € 6 1 %08 25 55 MOTT fAlfREs (4 IBM WebSphere MQ Telemetry 5%

IBM MessageSight) , i BIHHERE,

TR R

1. FHERE RS B & SR Web FEFAZEZNnT Y URL ZBAR, Wi EopthRAE Web 1E 20N H
P i A X R\ T 2R

2. Web JEFAREE i MOTT iZi® WebSocket protocol i T4 EHAE, I 7T RIEXELER ) 3=/,

3 ATHE R X AERELR, BEFE Web XA ERETRENEE.
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Queue

manager
MOTT over HTTP with s )
Browser i WebSockets =—|:|— . . —
[ . n \ mgs subscribe ."/ Your \
l pub.sub |
. app /
— 1 P
publish
n - msgs
-—
HTML and JavaScript o
over HTTP
Client app
IBM client code

26: {FFR BB M TREENAER JavaScript B9 MOTT {E:18 F ik
Web JEFERESERAEERE, & MOTT [AARESH URL, ERIERFHM %, EAERGERS
MOQTT fAfiRAY, BV HFZENEIR, ABREGFREEEREEINZRI R T,

Web JEFFETAF MOTT FIfEIZEIE WebSockets B TR EIE € A THIRE . Ao HB e 28 vl DUEEAT
WebSockets jH#i4g, ZEiE#F WebSockets, Web JEHFENA] DUEEHESZ HTTP & WebSocket protocol fY
B KOs EDERRR, I B AT DUEIRERIE AL (B 4 "FIHE") , FRIGEF TCP over IP —#%,

& Web ERIFEEORAUEE 2 MOQTT fAiREsis, fAfkasimfERFE s & EF AR AR  (EANIERUEZK
H BT a8,

EERITH MQTT {AIAR2E

MOQTT frlAR &% & e B A AR AR om A B I, T RTFECRIE IS Web FEAFEURIRIERE, WA A E Web

JERRER MG FE AR, BHAMTA MQTT ks, LK NP ER:

« BN fAIARAS.

* %%ﬁo

- EFHHI MOQTT JEIE,

- BLE A Web FERFE DUEIEHT MQTT I8 8 H 1 2R AR,

1308 T T ) B AR 0t Web JEFIAE N THE JavaScript, NS IBM WebSphere MQ Telemetry, 1%

FER%, MOQTT fIAR#R & A Web AR REREE MOTT fAARERFIAHF MQTT J#IE A AT HAESE, W
RIBEER MOTT, EEHBIEPIERMGE NHIT, BRERIESE, RS EigERES, EnaEHE =8
P e AR A AR RS (514, WebSphere Application Server) , fE{EBIEE 24 Web EREREHUT
& JavaScript,

sk R AT 2y i fdim B BRI sk s, FfPA IBM MessageSight TEHASEUTILIESE,

Blan, ansREE ) Z IBM WebSphere MQ Telemetry, HIFI{#] 1BM WebSphere MQ Explorer | it
ENNEERE T TR A0 8

1. AR AR

2. EEE (RTHR 2 1883) o

3. EFOHAY MQTT J#IH,
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4. FLE P Web BRI DOZIBHTHY MQTT JHIE 2 IR AR,

Web JEFHFEREUTHE JavaScript LA DA GEA) EiEMEFENEE Ty SRR, & EHUTILESE,
A E AR AN E R MQTT K HTTP, WREEHR % MQTT BLEMTAIE A, FIDAEEH MQSC 5%
7T EAfE@IEE R E R E, DA MOTT K HTTP, #£R ALTER CHANNEL,

Web JEFH 23X K08 F % JavaScript B9 MQTT (R Ffi F P o N A RGRE |, R (E I AR U A AR
FHEHERERNGEE S, WREMHH IBM WebSphere MQ Telemetry, Web JEFFE 20K o oA 27U
BREEE N5 B

MQINSTALL
|

m
|
|
| WebContent

| sample web app (the "Web Messaging Utility" sample HTML pages)
| |

|

|

|

q

WebSocket
IBM client library (the messaging client JavaScript classes)

gmgr_name

mgXxxr
|
WebContent

your_client_app (your own JavaScript pages)

#if5 Web [ FIFRE I FH P oA B 6 77 76 MQINSTALL /mgxx/SDK/WebContent HEkH, ILHEHIE
KT ATHE AR M, MR RIS BRI LEAEELEER, fiEZE L E R ERAER
K, HEMIEAEARES EH"J*&'ﬁﬁ%)ﬂﬂiﬁﬁﬁﬁB‘Jﬁﬁﬂ%@ﬁiﬁqﬂﬂ)ﬂ, faAT DA E AR CE TR
MQINSTALL/qmgrs/gmgr_name/mgxr/WebContent HEkA, 5 ELEEUME LR A B JavaScript 28
BIDATE URL H¥2EAREs, (T2IERAR G EEH B ORI WebContent Bitrh=, RBIERI
WebContent HE¥gkH =k, TESChinVEIG]H kMR, (TH1EEREXI2EE your _client_app } JavaScript JE7
A B R

H EE T E AR UT IE TR 4 Web IERREXBUTHE, sUBSUTHIEEAEXSHPUTHEINE, &0 DAELE
webcontentpath W%, Wi HFHZE mgxr. properties #, #EZ2E MOXR W%,

TR

%6 109 EMY TF4nfaf7E JavaScript W HE R 2 TR kE T

HEHRTE

%71 HRY NiE#E SSL M WebSockets i#4#% & 7 JavaScript i MOTT {EHH P it

{fi /i JE A JavaScript Y MQTT {#5RUF P i #5f HTML EEHAEC SSL M WebSocket protocol, #¥ Web [
7% & HE R 2 IBM WebSphere MQ

5% 21 HRY TE R JavaScript B MOTT {E&RH P im A

75 B FET (ST P i 0 e M R B T P S A S R, B AT BRAGE F B A A JavaScript 9 MQTT {#ERAHF
Ui, A ERUNILE H, A DARCE MQTT fAIARSS DA 2K B MQTT EEHH P fi#ifs] JavaScript H i jE
41, SRIBIE Web B8 25 ¥ N\ BEARSS EACER URL, 18R JavaScript Y MQTT EERH F im & 7E 819
45E FEEE), W HeRREAPEG e H, HEEES AR BB S, FREHE K
HihA & s,

YN{AI7E JavaScript FEEAEBAIER ETIENRE

WA JavaScript ) MOTT SR Fumfl SHaE s, Hrh g REian gz il 2 K 5TR Web [EF 2
Ro BIEIRE "First steps, Hello world" FEFFEME, AT DA ARR i A AMEERAY Web ERFEAETRER
BGIRioL i

GISRAEIC S A B T SR B3 MR B R EEE AR, BT RE& 328 58 110 HRY [JavaScript 4iff
femd NETRA M. AR BHER A RE R AR E 1Y JavaScrlpt bEE, ASE(Ess 112 5y MEEUE
Wy /N B T R RS R R,
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Example Web Messaging web page.

Connect
Make a comnection to the serves, and set up a call back wsed of 2 message arnves for this client

Canmect

Subscrnibe
Make a subscription 1o topic " World"™.
Subscribe

Send

Create a Message object containing the word "Hello” and then publish it af the server
Sand

Recepre

A copy of the published Message 15 recerved i the callback we created earlier

Disconnect
Mow disconnect this cheni from the server

Disconnect

PAN AT — BAYEERE, DIBRAMATE HTML ARC A P iR A A 2

<!DOCTYPE html>

<head>
<script type="text/javascript" src="../WebSocket/mqttws31l.js"></script>

<script type="text/javascript">

var client;
var form = document.getElementById("tutorial");

function doConnect() %
client = new Messaging.Client("whistlerl.hursley.ibm.com", 1883, "ClientId");
client.onConnect = onConnect;
client.onMessageArrived = onMessageArrived;
client.onConnectionLost = onConnectionlLost;
client.connect({onSuccess:onConnect});

b

function doSubscribe() %
client.subscribe (" /Woxrld");
%

function doSend() {
message = new Messaging.Message('"Hello");
message.destinationName = "/World";
client.send(message);

function doDisconnect() %
client.disconnect();

// Web Messaging API callbacks

function onConnect() %
var form = document.getElementById("example");
form.connected.checked= true;

i

function onConnectionLost(responseObject) 1§
var form = document.getElementById("example");
form.connected.checked= false;
if (responseObject.errorCode !== 0)
alert(client.clientId+"\n"+responseObject.errorCode);

k

function onMessageArrived(message) 1
var form = document.getElementById("example");
form.receiveMsg.value = message.payloadString;
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</script>
</head>

<body>

<h1>Example Web Messaging web page.</h1>

<form id="example">

<fieldset>

<legend id="Connect" > Connect </legend>
Make a connection to the server, and set up a call back used if a
message arrives for this client.
<br>
<input type="button" value="Connect" onClick="doConnect(this.form)" name="Connect"/>
<input type="checkbox" name="connected" disabled="disabled"/>

</fieldset>

<fieldset>

<legend id="Subscribe" > Subscribe </legend>

Make a subscription to topic "/World".

<br> <input type="button" value="Subscribe" onClick="doSubscribe(this.form)"/>
</fieldset>

<fieldset>
<legend id="Send" > Send </legend>
Create a Message object containing the word "Hello" and then publish it at
the server.
<br>
<input type="button" value="Send" onClick="doSend(this.form)"/>
</fieldset>

<fieldset>
<legend id="Receive" > Receive </legend>

A copy of the published Message is received in the callback we created earlier.
<textarea name="receiveMsg" rows="1" cols="40" disabled="disabled"></textarea>
</fieldset>

<fieldset>
<legend id="Disconnect" > Disconnect </legend>
Now disconnect this client from the server.
<br> <input type="button" value="Disconnect" onClick="doDisconnect()"/>
</fieldset>
</foxrm>
</body>
</html>
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- JEHEE

=G

1E Linux 2 AIX FAc & & A7 41 & BiE K

£ Windows _F Zi&IRC & {751 & PR X

AL E T DU R BIE R MQTT H P

B WebSphere MQ Telemetry

%24t IBM WebSphere MQ

EIE NAITER, DABUSIZ24E IBM WebSphere MQ , ilfiff Windows 8¢ Linux _EFCE IBM WebSphere MQ
Telemetry o

FYaZ a0

W7 IBM WebSphere MQ _E#UTHY MQTT RIS FT X IRAIES R4, #E2 R IBM WebSphere MQ Telemetry
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1% RH|H A —fE 75 NS IBM WebSphere MQ 2245 % LBl A K 4 -

1. [F] IBM WebSphere MQ B ERSZEEE R}, Wi ffEaB K] DA SZIRRES Ko

2. Buf5 IBM WebSphere MQ 1 90 Kk, #h2RH #F{f: IBM WebSphere MQ,
3. lH IBM WebSphere MQ, #&EZ:FH IBM WebSphere MQ & i HLH,

RARYIEIE(EEE

£ Linux _EPA root &5 NAE Windows b DAETEH & 7 Z24E IBM WebSphere MQ . ZZ2EHRF, FfisE B fth)%
TEERIBRIE SO A B g, DLZe%E IBM WebSphere MQ Telemetry o, EN7{#HFH#E ID DUEFE IBM
WebSphere MQ, NMIGEEZRECEFKEMAE ID, 1 MOTT ARFSHEC E &K AR E M HE ID, DU
MQTT fZBUERZEL IBM WebSphere MQ,

7245 IBM WebSphere MQ 2 1%, #E#UT 28 126 HY MEIEL21TECE MQTT iR#. 8¢ %8 128 HAY T{#f
IBM WebSphere MQ Explorer Fit & MQTT AR#5 HHAYZ BRA I ED MQTT AR#S.

EF
1. 7 Linux ERA root 538 A, BUE Windows | PAEHE & 738 A,
2. %85 IBM WebSphere MQ,

FHIETE 1E Linux _%2%E WebSphere MQ faliik#s 8¢ £ Windows _%2%E WebSphere MQ frliik#s HHI$5
o JEHGERIRIE SOEBI A F s, DLZe%E IBM WebSphere MQ Telemetry 7t

£ Linux b, 80 R "F—%" —HirhiiER, BB ERA T ERS, RIH 2828 T e Er

— IBM WebSphere MQ %8, JRaEid ik € A E B2 4E, E2RECE A BLZEEN WebSphere MQ 7.1
Fle B BT RS [ B — 2 28

S AN EEIGTE R, NS B R,

LA RSB AR R B EHUT setmaenv 155, BEEEE TR FAHE SR E TEE IBM
WebSphere MQ B35, 2R EZEE,

R B C R IR M TER Z4EA B, HIl IBM WebSphere MQ Z 454 R4 H §%H :

Linux 64 {7t

/opt/mgm
Windows 32 it

C:\Program Files\IBM\WebSphere MQ

Windows 64 iyt
C:\Program Files (x86)\IBM\WebSphere MQ

2 H B2 MQ_INSTALLATION_PATH

3. BB R AL ] E P IBM WebSphere MQ RO FH & #7128t T/Eus EAY mam BE4H,
1€ Windows b, I EREEAN, KALR LA Windows EH#E 573 A& IBM WebSphere MQ , 752
RI1E UNIX M Windows &4t L& WebSphere MQ FIRERR,
ARIER) Windows TAEUZEBINKE, #E2EEIEHEZL 2R Windows 2000 #8IE A FHRL
Z2REFRAY Windows 2003 & Windows Server 2008 #835,
£ Linux b, ZZ8ENEG @y HE mam, EAHA magm KB, ALLERAERENS, s HAand
M (mgm EAHEZHE) .

4. BN DU A mam BHERBIEHE S EN,
£ Windows &, IHBEREEAN, KALH DL Windows & H#E 57> 3K & H IBM WebSphere MQ ,,

5. AR TAE RS CEFAREMHE 1D,
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#id % ID 7 Windows % "guest", 7E Linux k% "nobody" ., HEMHE ID REE(LfI1EE
RIFRERR

AER

1B EAE TAEYS 223 IBM WebSphere MQ £% 1% IBM WebSphere MQ 225, if & HH mam, &€
RHULEHE IBM WebSphere MQ HIHEFRR4G mgm BHHAYE, Windows FHVEMEHHK BN EAE IBM
WebSphere MQ FIRERR,

T

1. fE452178 IBM WebSphere MQ Explorer Bt & MQTT R#; 552 Rd 55 128 EfY Tl IBM WebSphere
MQ Explorer fit & MQTT fR#5. 50 58 126 HY MEFEATHCE MOTT IR

2. HIEER Android, i0S. WebSockets, Java A "C" MQTT FH Fii,

3. SEAHIERIE, #E1E Windows F#UT MQ_INSTALLATION_PATH\mqxxr\samples\CleanupMQM.bat {5
4> WiAE Linux F3#UT MQ_INSTALLATION_PATH/mgxxr/samples/CleanupMQM.sh #5§%, DAREBR(T
HIEHFELZ MOTT AR,

HHREA

2245 WebSphere MQ Telemetry

£ Linux %% WebSphere MQ fAlfiR%s

1£ Windows %% WebSphere MQ Al #%

W5 S 1TECE MQTT ARTS

EE NYfeR, PAHERTESITECE IBM WebSphere MQ 2R#1fT IBM WebSphere MQ Telemetry & F 2 #i
B, JZLEH BRBE RN AT Script , DAfER A MQXR_SAMPLE_QM {74 BlfE 20 _E N7 MQTT AR,

FtaZ Al
fEs 7 A TBM WebSphere MQ {511 BRI B FEAZIAE, A RERE MOTT fils.  JUA R/ 5AAT
BT E A

1. U5 IBM WebSphere MQ FJEIZA, AfifE4 EH O Linux 8% Windows TAEuG FES(THEHAER, #HE
5 124 HY %245 IBM WebSphere MQJ  HHUFE/REUS I Z25E IBM WebSphere MQ,  #ETFE, &4
eI 0 E R BGE A RIS MO A P, ] DUBHER G 224, DU LeisIE,

2. B4% IBM WebSphere MQ B #, R %% IBM WebSphere MQ Telemetry (A[3%) AYfAIRES F AT
HETERE RS PR A, WA W5 (75 S PR A R 2 oh, /BT WE TCP/IP 3 (AR
MQTT AJZiE WebSockets AR MQTT) . NSRMEEHENEREZ 2/ P, KER/DEFRZEMEE,

G BRI PNRHATIEE R ER, N ZEREE . —ERE 4 MQXR_SAMPLE_QM {7 E 2, H TCP/IP
11883 WZHZ AR I,

BIRETRIESR

TEMESEAH, MEBUT Script ZRENATHE MR, REBECE MQTT AR¥S ATER 1883 LiZHE MQTT V3.1 A
FEAR, A E TR E A\ B ST R EEFF eI, R N BRI E A/, TEIER R
BUEZ BRI 2 dbis Ty EHER, HEENZE2NEREHEHIT IBM WebSphere MQ [z MQTT, &4
MBS, #ZACE IBM WebSphere MQ K2 MOTT W% 4, wE2 R IEZEAS AR BEAS

=K
1. AEA IBM WebSphere MQ EHERRAE#E ID & A,

HEEFREFA IBM WebSphere MQ BHHERIIMEHE ID, 520 5 124 HIY I%5E IBM WebSphere
MQJ FHI B 3,

2. BB BLE MBI THE S Script #if], DU REI#E 2 MQXR_SAMPLE_QM & MQTT AR M7 & 1
=i A
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&if Script FUBSTEIE %MQ_FILE_PATH%\mgxr\samples\SampleMQM. bat (£ Windows ) F
MQ_INSTALLATION_PATH/mgxx/samples/SampleMQM.sh (£ Linux 1),

B\ TSI DU S A B 551 PR
Ny Windows |

"9%MQ_FILE_PATH%\mgxr\samples\SampleMQM.bat"

N Linuz

MQ_INSTALLATION_PATH/mgxxr/samples/SampleMQM. sh

R
IEIBI & Windows LY NHINA AR REA PlainText Ay MQTT J#iE:

com.ibm.mq.MQXR.channel/PlainText: \
com.ibm.mg.MQXR.Protocol=MQTT;\
com.ibm.mq.MQXR.Port=1883;\
com.ibm.mqg.MQXR.Backlog=4096;\
com.ibm.mqg.MQXR.UserName=Guest;\
com.ibm.mqg.MQXR.StartWithMQXRService=true

% com.ibm.mq.MQXR.UserName=nobody Z#4F, Linux ERIEIENAE Windows A,

fEFE com. ibm.mg. MQXR. UserName R # 1D Rz £ 1883 f7HUHE IBM WebSphere MQ
) MQTT V3.1 F Fiiti,  #if5l Script {#F %] IBM WebSphere MQ 52 % B {# 3 ID:

setmgaut -m MQXR_SAMPLE_QM -t topic -n SYSTEM.BASE.TOPIC -p com.ibm.mq.MQXR.UserName -all +pub
+sub
setmgaut -m MQXR_SAMPLE_QM -t g -n SYSTEM.MQTT.TRANSMIT.QUEUE -p com.ibm.mq.MQXR.UserName -all
+put

B2 A0 A TR AL I M AN 5T RS A = AR K RERR 1Y = EIRERR,, 58 2 A E fe (i sHUE ik
B1E SYSTEM.MQTT. TRANSMIT. QUEUE {&iii{7T41] FRIMERR, MOTT IRF% &%
SYSTEM.MQTT.TRANSMIT.QUEUE FRIEHEMEAZHGEIXE MOTT 5T,

Script §1EATHVEBAE LE) MOTT Ak, DAREHENR 1883 LAYIHAR,

T2
EE RAISEE, DUBIEET MQTT V3.1 Java JiE A F2E &1 At 4R
#iffl) Java MEFAZINAIZRIENLA MQTTV3Sample . java FEEAH,

PUTHLFBITHE ZRETESARE ., £ AR & RTREE 5 2 SUTHE, 15 — 18R & DAI i B 7 T
1,

3 Vindows ZE iR TN S TR
"9%MQ_FILE_PATH%\mgxr\samples\RunMQTTV3Sample.bat" -a subscriber
AR, FEPUTIES:
"9%MQ_FILE_PATH%\mgxr\samples\RunMQTTV3Sample.bat"
- TN T, AT OIS
MQ_INSTALLATION_PATH/mqxxr/samples/RunMQTTV3Sample.sh -a subscriber
AR, FEPUTIES:

MQ_INSTALLATION_PATH/mgxx/samples/RunMQTTV3Sample.sh

MQTT fii/ 127



B ST B & B A AR O

Connected to tcp://localhost:1883

Publishing to topic "MQTTV3iSample/Java/v3" gos 2
Disconnected

Press any key to continue . . .

27: REZHMERNE D

Connected to tcp://localhost:1883
Subscribing to topic "MQTTV3Sample/#" qos 2
Press <Enter= to ex1t

Topic: MOTTV3Sample/Java/v3 .
Message: Message from MQTTv3 Java client
Qos: 2

28: REFIHEREH

frIRERBIE T2, PIRREHIE MOTT v3.1 AR,

I

i H] WebSphere MQ #RFR5ACE MQTT Ak#s

A5 NFIfER, {4 IBM WebSphere MQ Explorer ZRAC & IBM WebSphere MQ , PAE{THiff IBM
WebSphere MQ Telemetry Fl P, B8P BREURUMAEIT Define sample BLERE A E . MOTT AR
%o

=g

WebSphere MQ Telemetry

BA%E WebSphere MQ Telemetry JEFFZT

E I WebSphere MQ Telemetry

WebSphere MQ Telemetry %4

£/ IBM WebSphere MQ Explorer B2 & MQTT BR#%

B RY48/R, fH IBM WebSphere MO Explorer 2Rf & IBM WebSphere MQ , DA T#ifs] IBM
WebSphere MQ Telemetry Fl P, B8P BREURUNMEIT Define sample BLEE A E . MOTT AR

%o

Gz al

BZEEA IBM WebSphere MQ (T4 E AR ETFZEUE, A fEsE MQTT iR, EEAZHEIEKRE
BT EHER:

1. Bif§ IBM WebSphere MQ [EIA, £ H K Linux 88 Windows TAE, FEN(THEHER, il

PE2E 124 HY 22485 IBM WebSphere MQJ S/ REUS I Z2 5% IBM WebSphere MQ, FaTEE, 5%
FHE W EEDGE BRI SO B AP, Ehn] DUBHBOREZEE, DUFiig eeiEE,

2. 4% IBM WebSphere MQ EFHZE, TR\ Z24% IBM WebSphere MQ Telemetry (A]35€) HIfAARES BT
FE AR PR ke, WA N (75 S R ARG Ah, B BT WE TCP/IP 3 (IR
MQTT A% WebSockets IR MQTT) . HIRMEEHEE 22 P, 2/ DEFRZEWE R,

B SERGITR BT EEF R BE, B ZERE N — % 2 MOXR_SAMPLE_QM T4 E#EFE, H TCP/IP
¥ 1883 WEB AN,

BIRETRIESR

EIZTEEEN, B84 T IBM WebSphere MQ Explorer Define sample ECBFEE AR, MOTT AR, A
PRI 1883 _EAY MQTT V3.1 H P UmiEAR, A E TR IS8 N\ 336 K ET BT 2 EAEr e i, Ze NIEH
EHINECE A/, THHMER R FBREZ RN Z2M% ERry SR, &EENZ2MNREFHIT IBM
WebSphere MQ K& MQTT, EMWHRLE LS, 4 ZHLE IBM WebSphere MQ & MQTT H% 4, sRSBIHAE
AL R AR AL
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EF

1. AR IBM WebSphere MQ B FEERR A& ID A,
#ZEFAA IBM WebSphere MQ EHERAVMEN# ID, 26 % 124 HIY %4 1BM WebSphere
MQJ FHHJPER 3,

2. BARESRE, Wi#4T IBM WebSphere MQ Explorer 6% stxmqcfg DURE) IBM WebSphere MQ
Explorer,

3. ENATHIE ERE
a) EnHrR T HE PR R

&) IBM WebSphere MQ Explorer (1) D=
Eile Edit Window Help
5. MQ Explorer - Navigator 2 = O || B MQ Explorer - Content 2 # | gh ¥ = 0O
(b =
& B Queue Managers fad
= €3 IBM WebSphere MQ
: X Filenesctandand for Queue Managers =
Show All Hidden Queue Managers
-E= IMS Adminic Show/Hide Queue Managers... nager name Command level | Version| Queue manager status| Qu
92 file:/Ca/n Add Remote Queue Manager...
Ox . .
=g file:/C:/] New » Queue Manager... L
(= Conne Transfer Queue Managers... 3
(== Destin
= Managed Fi| Tests 5
== Service Def  Sets U
= SDR 3] I | (2]
Scheme: Standard for Queue Managers =
Last updated: 15:39:47 (0 items) @
Select a queue manager to show its connection details here:
[E4 MQ Explorer - Test Results &2 g~ =0
0 errors, 0 warnings, 0 infos
Description Object name | Category
Al I 2]
= 1 items selected :

b) BEAMTHIE BN, NMAETAENREIFR PN RE, A R, iR R Ty e B
Ko 1E— T
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Create Queue Manager = @

Queue Manager

Enter basic values

Queue manager name: * MQXR_SAMPLE_QM

Make this the default queue manager
Default transmission queue:

Dead-letter queue: SyYSTEM.DEAD.LETTER.QUEUE

Max handle limit: | 256 :}

Trigger interval: | 999999999 =)
Max uncommitted messages: | 10000 {:}
@::l Mext = ] [ Einish l [ Cancel

IBM WebSphere MQ Explorer & #3751 &2 A BN T
4. T NEN EFRACE RIS,
a) T E IR X Telemetry ERIK,
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€3 1BM WebSphere MQ Explorer (1)

Eile Edit Window Help

©5.MQ Explorer - Navigator 2 =0 (
& B~

MQ Explorer - Content 2

IBM WebSphere MQ

= €3 IBM WebSphere MQ

é---Ey Queue Managers Welcome to MQ Telemetry
=K MQXR_SAMPLE_QM

----- = Authentication Information
----- = Communication Information
----- (= Security Policies

----- = Queue Manager Clusters

== JMS Administered Objects Define sample configuration...
o= e
& file:/C:/mq/ Run MQTT Client Utility...
Fz file:/C:/INDI-Directory/
= Connection Factories MQ Telemetry documentation

# @~ =0

The MQ Telemetry feature supports the connection of telemetry devices from the edge
of a network, to WebSphere MQ. These telemetry devices range from sensors and
actuators, to mobile phones, smart meters, medical devices, vehicles, and satellite

----- = Subscriptions locations. This connection is made possible by the WebSphere MQ Telemetry Transport
#-[= Channels (MQTT) protocol.
..... =

MQTT is an open message protocol that enables the transfer of messages from

""" = L|5te.ner5 telemetry devices to a message server or vice versa. MQTT is designed to run on

""" (= Services constrained devices and over constrained networks (for example, low bandwidth, high
""" (= Process Definitions latency, or fragile networks). Examples of constraints on devices include: Low memaory
----- = Namelists and low processing power.

In order for a queue manager to accept connections from a telemetry device, one or
more telemetry channels are needed. Running the Define sample configuration wizard
creates a telemetry channel and starts the MQ telemetry service.

& Destinations MQ Telemetry Service: | SYSTEM.MQXR.SERVICE | Status: |Not dsfined

----- = Managed File Transfer

== Service Definition Repositories

[ MQ Explorer - Test Results 2

S % -0

0 errors, 0 warnings, 0 infos

| Description

Object name

Category

E)

o m 12 (&1

= 1 items selected

b) #%— T FAC B R A DA ENE T
o) #&— NoeDAENERIARES, AEREIT MQTT HF A AR
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Define sample configuration

=] %]

Define a sample configuration

Setup MQ Telemetry on this queue manager

settings of this queue manager.

Define the MQXR service
Define the service SYSTEM.MQXR.SERVICE
Start the MQXR service
Start the service SYSTEM.MQXR.SERVICE
Define the MQXR transmit queue
Define the transmit queue SYSTEM.MQTT.TRANSMIT.QUELE
Sets the queue manager's default transmit queue to
SYSTEM.MQTT.TRANSMIT.QUEUE

client. Messages destined for MQTT clients are routed through the MQTT
transmit queue on the queue manager to the client whose client identifier
matches the queue manager name that the message is sent to.

Add the MQ authority for user "Guest" to put messages to
SYSTEM.MQTT. TRANSMIT.QUELE
Allow publications and subscriptions on any topic
Add the MQ authority for user "Guest" to publish and subscribe to the topic
SYSTEM.BASE. TOPIC
Define a sample telemetry Channel
Define the telemetry Channel "PlainText"

Launch MQTT Client Utility

The following actions will be performed to create the sample configuration. Review
these actions carefully as they will significantly change the configuration and security

Enables WebSphere MQ applications to send point to point messages to MQTT
clients without the need to create a separate queue manager alias for every

Allow messages to be sent to clients attached to the MQTT Listener

= ..
(?) Einish l ’ Cancel
+
faR
b S \ N
BHRL Telemetry Channels & }5€ DA% H i 1E #if
5/ MQ Explorer - Navigator &2 =l s & |gp ¥ 2O
@B Telemetry Channels
= &3 IBM WebSphere MQ
== Queue Managers Filter: Standard for Telemetry Channels =
=8 .MQéE;f:SMPLE_QM ¢ Channel name Channel type | Xmit protocol| Channel status | Port | Local address| MCA user ID| Use client ]
= ¥ PlainText MQTT TCP Running 1883 Guest No

= Topics
= Subscriptions
== Channels
(= Client Connections

(= Channel Authentication Reco <
== Telemetry
= Channels Scheme: Standard for Telemetry Channels - Distributed
e SR i Last updated: 13:59:03 (1 item)
< >
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TR DMESUIETE AT, A AR T i A BRIE i

L 4
BT MQTT FHF U A PR A 4,

1 BB AR, FPHM Telemetry KRR, SMERM FHUT MQTT HF I AR,
Rl TMQTT JF AR AT @R, ISR, (A5 D R,

MQTT Client Utility B|=[%]
Eile Help
Connection
Host: Incalmlj | Port: | 1B83 + | Client identifier: mqtt_L3CD887_3
Status: Disconnected Options... ” Connect Disconnect
Client history
Event Topic Message | QoS | Retained Time
W m essage... | Clear history | (] Scroll lock
Subscription
Topic: testTopic w
Request QoS: |0 - At most once e Subscribe nsubscribe
Publication
Topic: testTopic w
Message: Test Message
Qo5 0 - At most once v | [] Retained Publish

2. TEM AL % — T i,
3. EMERR & i — T ETR.
4. FEE—ARE L — T8,

SERGRIRIES 134 HE 29 i,
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MQTT Client Utility Bl=(*]
Eile Help
Connection Connection
Host: Port: Client identifier: Host: Port: Client identifier:
Client history Client history
Event Topic Message QoS Retained| Time Event Topic Message | QoS | Retained Time
Connected 29/08/12 10:23 Connected 29/08/12 10:23
Subscribed testTo... 0 29/08/12 10:25 Subscribed testTo... 0 29/08/12 10:25
Published testTo... TestM... 0O No 29/08/12 10:26 Received testTo... TestM... 0 No 29/08/12 10:26
Received testTo... TestM... 0 No 20/08/12 10:26
Clear history | (] Scroll lock Clear history | [] Scroll lock
Subscription Subscription
Topic: testTopic i Topic: testTopic v
Request QoS: 0 - At most once ] [ Subscribe ] [Unsubscribe Request QoS: |0 - At most once ~|| Subscribe ] lUnsubscnbe
Publication Publication
Topic: testTopic A Topic: testTopic v
Message: LR LT Message: Test Message
Qos: 0 - At most once ~| [ Retained QoS: 0 - At most once +| [ Retained Publish
/=
29: 45

5. TEM L& % — T Bis,

FARARRECHZ, PIEAERNES MOTT V3.1 EARE R,

A L(E

EHE2ATHCE MOTT ARk

G NAIHER, DAMEHTETECE IBM WebSphere MQ 2K#11T IBM WebSphere MQ Telemetry [ F f2 X #i
B, T ERBE R AT Script , DATERE 2 MQXR_SAMPLE_QM HU#H T8 FRAE R LS. MQTT AR
E WebSphere MQ Telemetry

HHRAE R

WebSphere MQ Telemetry

{# F} WebSphere MQ [ 5¢ &  WebSphere MQ Telemetry

BA%$ WebSphere MQ Telemetry JEFHFET

©Ze

WebSphere MQ Telemetry %4>

I ER IBM WebSphere MQ Telemetry FEHER S

16 R SE E 1) IBM WebSphere MO Telemetry # B AE R 2 —EiEERE MOTT 265 3 i P imERER, A DAK]
FE ARG AER A B HAt MQTT AP ImAIERE, BRI AGN MQTT A i —#E$% 2 IBM WebSphere
MQ, {HE AT DA BB E M MOTT 5 umidiz,

WEHARXE B/ TR EERS, MOTT % 3 AP mEE R AR AR 2 NaTR 8, ff
F B R TR, (T FREDEEEE TR, TR EMEN, FEERA / 7El, FEEERS
A D EE R + BAF TN EETS, WESZER # BT EATETRENRE 57,

sk EERE A Y B 70 BTl WebSphere Message Broker 5 6 filt FH#¢ 2 Biks A HI,  IBM WebSphere
MQ AIPRFE, EXHEZMEZERERTIT; &HEea] DURFALMEE RS R, If B ol AR 275
AR

ZAE MQTT 28 3 Wi Prom i 4 BEd R R R B, nf DAMBORTHR A ER R, ] DUE R 2 EEREA
B A HECE AR AR, 5205 140 5 THRGEER WebSphere MQ Telemetry & B FE A 1258
Ry WEREXESZE W MOTT 5 3 A P, BLEFEREAGRENEE, ieiEEEss—
i B AR A2 s 5 sJ#R% % WebSphere MQ Telemetry (MOXR) AR#.

H&EAT LAZ3E PR B B WebSphere MQ Telemetry FEERE AL B 2 (@GRS, (EMIRGRE AR nIRF RES S #e gk
i B A B A il

TRl AR AR T AT ABE A 28 N T Bl A U S AR oK B, R ] DA A 25 K T A HeAth B A 2K
WebSphere MQ #&fffi/ 7T B 73 BiL & P AR AL G RE R (AT HoAth MOTT 275 3 i r AL EFL ARG BRI TE, B
MEEEES, ] DOERER AL EEARSRERE S — o E AR RA M, AT DUE—J7 AEhx
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A i E s (AR BT E RS, REEENX L OE@sRA 2 AR E A ) | TP
AUERREEER, WREREEAEL, AEEREREENERD—R, EZ—R, HREERN
WebSphere MQ Telemetry &AL RARNFHEN, T retained_persistence FLEZ %, AITE
i B R PAIRE 8 7 R B A 38405 M BT R

Bl WebSphere MQ AR[F], i HA%E B WebSphere MQ Telemetry H#EFFE A& Hib B iFEE R, A&
AR5 77 NGRS B A ESEAR e, SRS ARBE I AR BE (384, TERR, W R H A= LR SR B G B kL
&Rl DAeE — % IE, DUEHIMF TR R a2l WEREREER, sEReg—FuEs,
FIrE ECR BE B3R & E ok

#5 EEAE D B % TE Retained _persistence ik true, W CHIEHREIEMEFEMESE, FEHAEXE
%ﬁ)ﬁ'&%é)ﬁ#, BRErRAE aTIR B ENREF IR R 38,  ARTERY, W BFRE XS W R R & kAR 5 it i S ) £
%737%(‘/ N0

o E BEREUAC B )% IE Retained_persistence &4 true, W @AM REBAEE PN IFTRIMGER
FEZE, W Retained_persistence ##4 true, AIEIR[FEHFIHIE CleanSession %4 false( "Ff#
PEREERAESE") RS BRI IIETR, W RE X & HEpEZ B aA e S R B SR TR, 1E
CleanSession #x% false MBI K, HP & EHEFIRENIR RIS M, KTER, EREEXELRRA
G P RSB EEIRGE, RICAEBIFETR, BV FifE CleanSession #% % false /2Nt

Retained_persistence B—H HEMH WS, ©rlREMELGE TR A MGEETR, 0T DASE TS
TEAR BB B M N TR SER . [ C B )®TE autosave_on_changes M autosave_interval, HAJi#%
{17 R E fE 17 = AR 38 B TR

RERHEMERE

# Sample configuration

# Daemon listens on port 1882 with persistence in /tmp
# Autosave every minute

port 1882

persistence_location /tmp/

retained_persistence true
autosave_on_changes false
autosave_interval 60

AR ER WebSphere MQ Telemetry EEIEN RS

RS E I WebSphere MQ Telemetry F BEFEZC AT DASR A& B P, (8RR R8 EEE 2 A Bl E
248, DANEHIEENFR, FEEER N2 EG RG], RATRMEHAATEM SSL iR
WebSphere MQ Telemetry C P Ui TEEE, [Alkk, MEHFEBRERIEG NGNS, W B850 EEE
T8,

RIERR, NEBARBIEA 242,

A RimaA

MQTT F Al A# I MgttConnectOptions.setUserName &
MgttConnectOptions.setPassword /%, ke fif & 406 A S,

T B USE  TE B AR P s TR RO (A A R A RS, R E R R HEAEXN P, 52
FHBERN, SE S B HERE R E W AL BRI password_file 28(; #52BH password_file,

REHEECERE TR allow_anonymous 281, R AFFRA & 4RSI H P umE, TR, DUEEE
EEERINEEER,; 5520 allow_anonymous, HRERT password_file 281, HIfEMH P imALE
(L5 35 2 Rl e B TS e — R S L R S A B L TR A

BOE R BB clientid_prefixes 28, wIMRHIERE H P mAELAR, HEWOWEER DA
clientid_prefixes 2¥HFIHAP—HFE &EEA clientIdentifiers; #H2H
clientid_prefixes,
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BlESERRS

FHEHARIEER WebSphere MQ Telemetry & B2 UG 2547 H S &2 — 8 MOTT 58 3 ik Pim, &0
DAE R BEECE AR AP, $HEHE ARG R B4R 3R E username I password 1E &G ASHEA 28, 2 M
username M password, Z1%, HEHEERAIR]AACE B RAERNE S,

FERTFEUEH

GUERIEAESRAI P, w5 BERE TR n] DA B T B R A0S R A Iz, W EERE N GRS A P o 3%
i 22 BT B A 3R R A B B R P RO B 7 ERRTT,  AIRBF B 552 acl_file,
FREERIE RS 2, B ARSI rE R P (REESA P FER. S5 st
BT E R,  EG Y RO B AR A B

gefl
MHIFERIHR T 2228,

acl_file c:\WMQTDaemon\config\acl.txt
password_file c:\WMQTDaemon\config\passwords.txt
allow_anonymous true

connection Daemonl

username daemonl

password deamonpassword

42: BEIACELE

Fred:Fredpassword
Barney:Barneypassword

43: ZHERE, passwords.txt

topic home/public/#

topic read meters/#

user Fred

topic write meters/fred
topic home/fred/#

user Barney

topic write meters/barney
topic home/barney/#

44: FEUEHIRE, acl.txt

SEZEHHE MQTT R iR

SIECHHERESE, DARBDIEMRIIT MQTT F P imee U B B R,

HERAIIE

% 151 B NEHENBREE MQTT (Paho) Java f P il

TEFR H sE AR U A% Java st #AE (B2 java.util.logging (JSRA7)), Mn DU i A i B fE el 2
DA 7 KRB E E,

55 153 HAY NEHE MOTT JavaScript F P g

1% 36 5 B P A S TR F 5 R R AL 77 TR0 B P s Web JEFIAE R,  BIWT{# A JavaScript F P sk AR B
HE,

%147 HRY NEHSER (MOXR) AR

B YR, DARENEHIIREIEHE. %€ AR EHNEH 280 S E Kt

148 HY FEKE MOTT 48 3 ki Java FHF
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EE TAIFER, DAL MQTT Java FH P v e S 4% il Ho i i

% 150 HPY NEHLEHR C /Y MQTT H P iy
R ERRIEAAEIMQTT _C_CLIENT_TRACE, CUEBHE MOTT H /AU C EHER

%5 158 Ef Mgk : MQTT H iR AREE R
R MOTT FH Primfe 2RI LB B2 & Il (MOXR) ARG R,

%6160 HAY TREREIE: MOTT H B AR T
FRHE R P um A NE AR B T el R B i — B RE S 2 1%, B AETERARY ConnectionLost & AR

2 160 HRY T : MOTT AR i KaE

fRpuE SRR T, FHUERIRRATIERY, EIA IR B IEORENX? SS A IEMERI A P umfE el RE
EERHE,

5 162 HAY TAgRiEE: JEH (MOXR) ARFS A RENS

fRpaEH] (MOXR) IR HEIEHEIRIHE, #2#& WebSphere MQ Telemetry %25, W RAEATRERIERN, #
MENECEASHERATFFATRE,  AREDEH] (MOXR) ARl il FH AU BE U2 A5 A] DAXENE R (MOXR) ARFSFE,

%163 HY MERFEE: Telemetry RIS AMEA JAAS B AEAH Y
A& (MOXR) ARG 2 G ARREA45F JAAS B AMS4H, il B JAAS DUE (FRRE,

%165 EHAY MR MEhs sy T By

EERHIE RS E Y IBM WebSphere MQ Telemetry R 26 HEE,  BiRCE M it 2 ERR
1%, AREEHEHEMRF AR,

166 HIY FEREE: MOTT H PR AE R S HEFER

P AR AR, oUE R R R 2 A E B A2 s WebSphere MQ Telemetry J&@J&E,
1HRA2E

% 144 HIY Telemetry HEb. #HaR HEEAIECEREINIE

=K IBM WebSphere MQ Telemetry R HEE. $Ha% H a6 L ALERE

25 146 EfJ TMQTT v3 Java FH P i R KIS g

£ MOQTT v3 Java F P it B2 & AR T s T 488 HH S5 8 R 25 Bl ot ERT S P R AL

%5154 HRY M MQTT AP SHA-2 BHEH AR HT R

BHAE IBM SR13 BHEAR Java 6, #ER] DUE I SHA-2 B H54H & KR8 MOTT (& iE M H P imE R A %
2, R, 7/ IBM SR4 BHIAMH Java 7 Z i, MTEZRAG I SHA-2 B G, RItEERNF, K ERE
THRENEE, EEREEBEECH IRE HUT MQTT M im, WEMERHESE SHA-2 BiEHEG, SEERP
i FE A FE N SHA-2 BiB4H A, F P gL ET SSL IR E Rk E A48 e 4 (TLS)) 1.2 iy
{8,

%5 155 HY IBIEESEHE A SSL 2178V HEH Web JEFH 2 SRRl
BAEARBIEREEEHE FEEMER, BREtE BN ERERERER. BEEESO (CA), PN
{66 FH 38 FA 7 JavaScript B MQTT S P 48 SSL A& WebSockets AR TR P imG&s e R aE
BjJO

Telemetry B, #HERBARZMEEERNNE
4% IBM WebSphere MQ Telemetry i HEk, $E5% H 5k A FC B R,
sk B FE B 2 3 Windows FlTfess, S5 3B DALE Linux 30U THif)

ARk ik H 5

IBM WebSphere MQ Telemetry FZ 3R T & iF R B A LS H5E:

WMQ program directory\mgxzr
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EH (MOXR) IR &4 51E 5 A\ WebSphere MQ {74 EBIFE IS5 H %, PAMN IBM WebSphere MQ $i% H
$%FRIY) FDC REZE:

WMQ data directory\Qmgrs\gMgrName\errors\AMQERRO1.LOG
WMQ data directory\errors\AMQnnn.n.FDC

EIEGRAEN (MOXR) IRHHI H ek, Eﬁ@gﬁﬂ‘ﬁﬁﬁ"ﬁiﬁﬁﬁﬁﬁﬁm%‘r, DARAEE FE MQTT i A
RPEEBIREHRR, BN, BIHATR A PRI RTRT R, HRERs SR

WMQ data directory\Qmgrs\gMgrName\errors\mgxr.log

i IBM WebSphere MQ #R[#%¢) Az IBM WebSphere MQ Telemetry Bl B #iffll, AJ{#HHIES
runMQXRSexrvice HENEHIR#, runMQXRSexrvice fijX WMQ Telemetry install
directory\bin #, EE&HA:

WMQ data directory\Qmgrs\gMgrName\mqgxzr.stdout
WMQ data directory\Qmgrs\gMgrName\mgxzr.stderr

TEREREN] (MOXR) IR 2 i, #E7cEEZ runMQXRSexvice DIEA R A& H] (MOXR) ARG AL B IRELS, k(]
JERCUATRE

FRR 23 inAC B8
18 J3EE S & B (MQXR) IR

PRI & AGEERCEREAIASK, E, NARFMRESEARKRRA A s g L5 b, EWAEMH TIBM
WebSphere MQ #RF#% ) ARHC B i&E HIEIE,

[ IBM WebSphere MQ HEEA%E | &1 &HIBLE R FZTE Windows LY mgxr_win.properties HH%
A, PAM Linux BRI mgxr_unix.properties fEEH, BN SR EENN E %P

WMQ data directory\Qmgrs\gMgrName\mgxzr

45: Windows _EHIERIECE B #%

/vaxr/mgm/qmgrs/qMgrName/mgxx
46: Linux ERERIACE B #%

JVM
1EREZE java. properties I EMEAS | BUFIEREN (MOXR) ARIF Java N, ZHERTHNES
HEEREEPITIEN (MOXR) ARSI IVM,  EIM7E Java 5§47 E1EAHAM VM WEEGR, 5217 AT
HERINE, B java. properties fEEHH EESITHINE.
EENINC B REIE R A 34K java. properties #8%, SR 58 145 HRYE 45 1 55 145 EHI[E
%O

DD FRsE e E BENE, 8K java.properties, #HMEEIZIRIENAIER S EUEHESE VM 1ITE
kgL E N, flan:

-Xmx1024m
-Xms1024m

JAAS
JAAS BLEHETE EHEIE JAAS BLE F5iiH, HA 5 IBM WebSphere MQ Telemetry Rk i #if]
JAAS Bt B A& JAAS.config,
WRAEECE JAAS, RIS E & TR ER AR S, DABREERER] JAAS SERIFER
5 BIEIEH (MOXR) ARTESE A B S A F R RIS S L 2 481 Logdn JERI, #5424t WebSphere MQ
service.env ECEFE,

f£ service.env HEEM JAAS LoginModule MUEAIEETE, ARNEEFE service.env H{#HFHSEE
%classpath%, service.env FRFHEBIESES il =& (MQXR) AR E 2 B sk e B RIS E
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EE#% echo set classpath H=E runMQXRService.bat, FAIEARIER (MOXR) AR A A %E

AIEETE, &kl 80X % mgxr . stdout,

service.env fERTERRNMN B E:

WMQ data directory\service.env

IR FAIR B A B R R seTvice . env REESu R

WMQ data directory\Qmgrs\gMgrName\service.env

% 146 HIIE 47 BUREIN] service.env #EE, DAFEAHIH] LoginModule.class,

CLASSPATH=WMQ Install Directory\mgxr\samples

ak: service.env MSEEEMEE, &R WMQ Install Directory HEFRHE,
47: service.env for Windows &3l

B

IBM @50 TAZAT AT RE & SORIEICEIEHE, 2558 147 B DEHHER] (MOXR) ik#s) . ATECEIE

BRI 2 B 7 AE R SR

WMQ data directory\Qmgrs\gMgrName\mgxr\trace.config
WMQ data directory\Qmgrs\gMgrName\mgxr\mgxrtrace.properties

A Rim E&5E

IBM WebSphere MQ Telemetry [k Java SE MQTT FH 5 i H A TR SRS = R A M JE DI & 8T 2 R AN R
RIAK: clientIdentifier-tcphostName 5 B{H i TAF H#kHHY clientIdentifier- ss1hostName 3 . &R
LR EAIEEEA E R P A hostName HI38, ERPRESHFHEMHEAIFE AR, TEELHEIREX

%, R EHER,

HA RN 8 AR B P Imat oy, & IHERE R,
GUERA P IIEHEC FARL, RIMRTER &R ARE UL R H AEREAE N P LA H ik, IBHERERAZ %S matt-

n.trc

APRIRERRERE

i Java WARE A E MOQTT Java F P umAEHEA SSL N, sPUERM T R ENS, fH IVM -D £
BN A EIE S MQTT Java FH i 14,

Java -Dcom.ibm.micro.client.mqttv3.trace=c:\\MqttTrace.properties
-Dcom.ibm.ssl.keyStore=C:\\MyKeyStore. jks

2B 148 HIY NGHE MOTT 25 3 hilk Java JH i) o 40T MQTT HI-umAE R A P o APT SCAFSEAS,

A2 B MQTT Al e \atat 25 it

MQTT v3 Java A R im[RES

£ MQTT v3 Java FH J= bt B H ARV B AT 380 th 52 R0 b 2 B I AL S T A

R 5: MOTT v3 Java FB P iR A6

JRUIA RS {1 N D 5|
REASON_CODE_BROKER_UNAVAILABLE |3
REASON_CODE_CLIENT_ALREADY_CONN 3210 | 5 i 0 i,
ECTED 0
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xR 5:MOTT v3 Java FB R im[R ARG (448

J5t RIS ¢4 JE A
REASON_CODE_CLIENT_ALREADY_DISC (3210 | & i,
ONNECTED 1
REASON_CODE_CLIENT_DISCONNECT_P (3210 |#zpip MgttCallback Ff77iErmeEny
ROHIBITED 7 MgttClient.disconnect i,
REASON_CODE_CLTENT_DISCONNECTIN (3210 | F &t H afiE (P ETEAR, SR TAH T4,
G 2
REASON_CODE_CLIENT_EXCEPTION 0] FH B B3 A SR HR I
REASON_CODE_CLIENT_NOT_CONNECTE |3210 | j 5 it ok difz 2 Al IR 5%,
D 4
REASON_CODE_CLIENT_TIMEOUT 3200 | F B 2 A R S [ JE B B A s

0
REASON_CODE_FAILED_AUTHENTICATI |4 A 3 2 Rk BT AN IE R, 1Al ARS8 RISk B
ON
REASON_CODE_INVALID_CLIENT_ID 2 fAIARBE CAE 4B PR AL A F B 1D,
REASON_CODE_INVALID_PROTOCOL_VE |1 TR RS R 37 12 AT 35 SR 5 ST 1 o BR A
RSION
REASON_CODE_NO_MESSAGE_IDS_AVAI |3200 NERSERR, R AV A PR ID ATA,
LABLE 1
REASON_CODE_NOT_AUTHORIZED 5 FIEFGREA T T SR IR,
REASON_CODE_SERVER_CONNECT_ERRO [ 3210 SRRV 2 A IR
R 3
REASON_CODE_SOCKET_FACTORY_MISM | 3210 | f7ff#s URT BLFRHEAT SocketFactory RFF,
ATCH 5
REASON_CODE_SSL_CONFIG_ERROR 3210 | s fig Batan,

6
REASON_CODE_UNEXPECTED_ERROR 6 B AEFERASE R,

IBHEHER (MQXR) ARFS

B MR,  DARENE I AR IEHE

FYEZ Al

A R BN 2 8% S BOBHEE

IBHEE —ESCHRIIRE, GNER IBM ARE AL TARRT 2R EOBHEE R (MOXR) IRFS, #HEME NYHER, AEdhd
WIS A Gl IEHEE SR ARSI, B AT e AR e = it

BARETRIES

#0] DA FH IBM WebSphere MQ strmqtxc 1 endmqgtrc 55 5@ {5 11 IBM WebSphere MQ J&#E.,
stxmqtrc ATHEEGEH] (MOXR) IRFSHEHE, #H strmqtrc I, MERERIIREIBHE > §i & HIRER R IE
I8, 7 IBM WebSphere MQ IBMtRE— S &N, sHZSBIERIERE, 2658, ErTDUEH FYIREFARIERNE

HI (MOXR) s :
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EF

1. BB IBHHEE, DUEHIF AR OB/, ELEEHE AR E A strmgtre 5(
controlMQXRChannel 54 HEIHEHE,
1E FAIRE R s e JE HE BT -

mgxrtrace.properties
trace.config

TBEERE AR A H fk:
« 1£ Windows _I: WebSphere MQ data directory\qmgrs\gMgrName \mgxr.
« {£ Linux _F: var/mgm/gmgrs/ gMgrName/mgxzr.

2. 1E NI Bt BAEE A
« 1E£ Windows R4t L: WebSphere MQ installation directory\mgxr\bin,
« TE Linux &%t /opt/mgm/mgxxr/bin k.

3. $YT NFIHES, DARE) SYSTEM.MQXR.SERVICE j&Ht:

»t .[controlIMQXRChannel.sh -qmgr= — gMgrName — -mode= T starttrace j—>
j stoptrace

controlMQXRChannel.bat

L -clientid= — ClientIdentifier —J

D2
amgr=gmgrName
1% gmgrName &% 2175\ E B A4

mode=starttrace| stoptrace
BT starttrace PABASAIEHE, B(ELE stoptrace PAGSHIEHE

B2

clientid=ClientIdentifier
% ClientIdentifier $% % P ClientIdentifier, clientid RIS IEHEE 8 2 B — FH P,
BUTIBEEHES Z R ATIEHEZ 8 H P i,

Bilgn

/opt/mgm/mgxxr/bin/controlMQXRChannel.sh -gmgr=QM1 -mode=starttrace -clientid=
problemclient

4
%n%&‘ﬁﬁmﬁ@ﬁ APk T H i

« 7 Windows _I: WebSphere MQ data directory\trace,
« 1£ Linux k% /var/mgm/trace,

IBHHE R A/ A mqxx_PPPPP.trc, HH PPPPP A#2/F ID,

HmaE

strmqtrc

Bt MQTT 58 3 kR Java A RiR
BE RHFER, DA MQTT Java F 5 vl Bt f2 il EL s
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FYEZ Al

A F-RE{E5E Y IBM WebSphere MQ 7.5.0.0 ik,  @NFEsRIHIEHEE HA AR Java P MATER, 5208
151 H1Y DB FREE MOTT (Paho) Java FHF S o

BHUE —ESZ R II6E, G0 IBM RSO TAERTE SR ZOEHE MQTT Java F P, #8108 RAlfER. MR
SRS E s BB RS R RS2, st a6 & 2R BRES FH 2 v

JEHEH BESHE WebSphere MQ Telemetry Java i P17,

) SEREES
ak: EHLZEHE Windows SRES. BERELUE Linux 9T 2.

EF

1. @ S IEHECE R Java WA,
FENAREH, 18E NERNE, MRZAEERMBENERTIHE, MRE-ENERTRERENE,
a) com.ibm.micro.client.mqgttv3.trace.outputName

R NBHUERA B ik, THRAH P TIEE R, BHREREAS ngtt-n. txc,

p=i11g

java com.ibm.micro.client.mgttv3.trace.outputName=c:\\MQTT_Trace

b) com.ibm.micro.client.mgttv3.trace.count

EREAREHIEREE, HREZEER, ERNRE,

java com.ibm.micro.client.mqttv3.trace.count=5

c) com.ibm.micro.client. mqttv3 trace.limit

TERIRES A/ ERR, FHE{EZ 500000, HATEERZEEHHERR, A &EHRH,

java com.ibm.micro.client.mgttv3.trace.limit=100000

d) com.ibm.micro.client.mgttv3.trace.client.clientIdentifier.status
BEF P BB ERIEHE, WNSEE clientIdentifier=x, R st¥ATE A i Ek e E
Ht, AKTEEE, @EHEATE FP i BB HE.

java com.ibm.micro.client.mqttv3.trace.client.*.status=on

java com.ibm.micro.client.mqttv3.trace.client.Client10.status=on

2. fEHAZENAIFIEHENBHEEES JVM,

java -Dcom.ibm.micro.client.mqttv3.trace=c:\\MqttTrace.properties

3. BT i
4. B HERTRAE IO RIS 7S html, (A FAIES
java com.ibm.micro.client.mqttv3.internal.trace.TraceFormatter [-i traceFile] [-o
outputFile] [-h] [-d
time]
i ANENE oS

-?
BRI

2 Java I IERERISISE R TT0. R DU AR I E R ooz '/ 80\ '\ 2Bkt
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-i traceFile

WEIAH, EABARE (B, mott-0.trc) .

-0 outputFile
VEEIEH, EHEEERE (B, mgtt-0.trc.html 8 mgtt-0.trc.txt)

-h
WAy HTML, @i fERIRE 20287 html, QERARSEE, il 2 esr,

-d time

GRIRRF R ZE R (D) RIREEER (> =) Rifd, HIDL = ST, NEAR HTML i,
THEFIRE L HTML A8 2 B HERE 52

java com.ibm.micro.client.mgttv3.internal.trace.TraceFormatter -i mqtt-0.trc -o
mgtt-0.trc.html -h

B —EHE B A i B RS, (EMIREER (ZF) FReGEE 50 AU=AR R R#EE &
R (%) EATHEHE

java com.ibm.micro.client.mgttv3.internal.trace.TraceFormatter -i mqtt-0.trc -o
mgtt-0.trc.txt -d 50

Bt —MEFR B DA S5 2 R HERE = -

java com.ibm.micro.client.mgttv3.internal.trace.TraceFormatter -i mqtt-0.trc -o
matt-0.trc.txt

EBHHERR C B MQTT BAIR

TR EIMOTT_C_CLIENT_TRACE, LUEME MOTT FHF i C AR

FYEZ Al

WA C K MOTT P umBHtrl LA FIHE (I FRSCE B Windows 1 Linux MOTT FFimfss(E (i
MR C) , DARIEBETRER i0S f5UE,

RARYIEIE(ESE
T ERIR A B MQTT_C_CLIENT_TRACE ik At & B it H 2 A Z RS, IBHt H & s AZEZE,
=3

BT MOTT H Pt C IEFIRENZ A, #E/CsE MQTT_C_CLIENT_TRACE=mgttcclient.log,
a) flan, BHEE 23 HRY TRRMGAEAEAR C Y MOTT M F iy HAIEIR Script:

@echo off

setlocal

set MQTT_C_CLIENT_TRACE=mgttcclient.log

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86
cl /nologo /D "WIN32" /I "..\include" "MQTTV3Sample.c" /link /

nologo ..\windows_ia32\mqttv3c.lib

set path=%path%;..\windows_ia32;

start "MQTT Subscriber" MQTTV3Sample -a subscribe -b localhost -p 1883
@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

MQTTV3Sample -b localhost -p 1883

pause

endlocal

b) ¢ %sdkroot%/sdk/client/c/samples HE##FT Script,

AESR
SELVIEH i O DU TSI TR
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19700101 00OO00.0C00 (8084) (1)> Socket_outInitialize:113
19700101 000000.000 (8084) (2)> SocketBuffer_initialize:81
19700101 000000.000 (8084) (2)< SocketBuffer_initialize:85
19700101 00OO00.0C00 (8084) (1)< Socket_outInitialize:129
19700101 000000.000 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 000000.000 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 000000.000 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 000000.000 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 00OO00.0C00 (8084) (1)> MQTTPersistence_create:43
19700101 00OO00O.0C00 (8084) (1)< MQTTPersistence_create:89 (0)
19700101 GO00GO.000 (8084) (1)> MQTTPersistence_initialize:104
19700101 000O00.0C00 (8084) (1)< MQTTPersistence_initialize:112 (0)
19700101 00CO00.0C00 (8084) (0)< MQTTClient_create:267 (0)
19700101 00RO00.0C00 (8084) (0)> MQTTClient_connect:701
19700101 000000.000 Connecting to serverURI localhost:1883
20130201 125912.234 (8084) (1)> MQTTProtocol_connect:93
20130201 125912.234 (8084) (2)> MQTTProtocol_addressPort:43
20130201 125912.234 (8084) (2)< MQTTProtocol_addressPort:68
20130201 125912.234 (8084) (2)> Socket_new:594

20130201 125912.234 New socket 1860 for localhost, port 1883

HERAI(E

% 23 HIY TBHtAEEHER R C 1 MQTT H Py

LESRA] DAE H A4 a2 C REAREREMIE-G L, B TR C 19 MQTT H P imEifs], BassiEn] DA#EH
IBM MessageSight 5k IBM WebSphere MQ £% MQTT fal iR #3201 718 F 7> C BY#IHI MQTT F P i,

B R gt MQTT (Paho) Java AR

TR H sE 2 U0 FHASERE Java sC#MERE (B8 java.util.logging (JSR4A7)). H&RT DUZ @ {4 R E i 2
DAAE A7 KRB E B,

RARIEIE(EE
#E: Paho Java HI F i {4 FH X IBM WebSphere MQ 7.5.0.1 Mt AN BB A, UIFE1E IBM WebSphere MQ
7.5.0.0 fRHEREAIEHE Java FFImBEEN, 520 55 148 HAY NEHE MQTT 28 3 ik Java P

Rk JBHEE — SR IRE,  WIER IBM IR# TAZRRE SR IEEHE MQTT Java F P, sHIEME NAITER. EE R
IS A G s B HE RIS X, S AT e R EREE A P o, JEHMEE A 7R IBM WebSphere MQ
Telemetry Java i,

{6 P BT B R ) B P BE 5 122 4 java. util. logging. config. file WA IR E H A/,
org.eclipse.paho.client.mgttv3.logging EfH 124t jsr47min.properties TAENAHE
AT AR FT 2 77 AR JSRAT sribRE :

- IEERN—HEFPIETR

o JERCHEE IR M DUR g RIS

« A HEERUEIRE 208 H rH

o BB AL ARE S A RS RN S H B 2t H A2 X

o BEiEPR AL A G B FPARR M 2 A XA L RO IS PO T EUE R e i H st A2
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o GIREEA MQTT AP iR BRI AR R IE B 1 ISRA7 MEATES TS, RIER G BB P i
R AEE

7 T IHBICERRREE R AN, PG T A MREIEA, R EAE SRR B A ROBHEE, EA] DA
Paho FI P Ui NEBICER Java F4E NA S EE S E .

£ R org.eclipse.paho.client.mqttv3.util EfF—E85H) Debug ~NHFERIF, 245 T FREEH
Ao HHEFRD NIFZ MQTT H P i getDebug() 7715, BIRIEUS Debug Efil,

o

MgttClient cl = new MgttClient();
Debug d = cl.getDebug();

dumpClientDebug() 77 A G H R AR BERIFRINE R, WMHEBATRCEMREA RERIE AR AR 2 B PRIE Y
Ao A EHBGERPRIE AN, FEECHIIAERMAER AERERTERTIRI 2R MPIEEE 7T %

ZF
1. @ AL BB AR ALY jsr47min.properties,

GURARERAR BRI N AR, SRR AR SRHEIX MR S U 2% IERERYSH R I, RTHRR & L aa o
IREE 7 Severe JEIRHISHER, (HAIREE R LM IBHHFER AERM ARG ELIRRTD, HERBAEHRS
1k HESHE, iR

java.util.logging.MemoryHandler.push=SEVERE
=
java.util.logging.MemoryHandler.push=ALL

2. [ RFENBAFIEHEC B EE R IVM,
WERAE 2 jsrdmin.properties, HILNAIR:

java -Djava.util.logging.config.file=C:\temp\jsr47min.properties
3. $UTH P,

5

AR RILFER;, Paho Debug FHI & 1% AC R N AR IEHES A CACE RIS B IR

A JBHERA I AN ERIEHE H BI S AR, AR R R R SRR NG, 4 &34t
T, 1R ] RE TR 225 o i A1 AE RS

TRV S G AREEEHAER, &0 DUEBE E FileHandler A £ZHI N E KRR, Paho bE
B B ETRE R R PR AT NS, &2 SimpleHandler {B/02 IRE R XMLHandler, f#
Paho HEbfszUEREA B HERC SR A RAIkS

Level Data and Time Class Method Thread clientID Message

ET |

EEft jsrd47min. properties TAENAHE, IHEEEEHRKEIERE (PP Paho MQTT H P
IntHE R RRE) MERECE., BRI E AR N R TR, IR EE RN E, B
R A R R e R R E BRIy, B i se iR NS B R EECE N B AR AR, THRIMEE
fl 3202 Severe JEREIE (CHEMVESR) o MKFER, HWRFERAEUIEIE NGBS ATEEHE S,
RTERR, AR AFERE java.util.logging.FileHandlexr, #&0]PAf#EH Paho Debug 285, #faCiEes
BHHEXE R H B,

1£ java.util.logging 1Y Javadoc H, ] DAHKE] ISRAT M52 REGEANE KL,
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# A memory handler is attached to the Paho packages

# and the level specified to collect all trace related

# to Paho packages. This will override any root/global

# level handlers if set.
org.eclipse.paho.client.mqttv3.handlers=java.util.logging.MemoryHandler
org.eclipse.paho.client.mgttv3.level=ALL

# It is possible to set more granular trace on a per class basis e.g.
#oxrg.eclipse.paho.client.mgttv3.internal.ClientComms.level=ALL

# Handlers

iff cooccosoosoosoosoosoocsoosoosnosoosoosoos

# Note: the target handler that is associated with the Memory Handler is not a root handlex
# and hence not returned when getting the handlers from root. It appears accessing
# target handler programmatically is not possible as target is a private variable in
# class MemoryHandler

java.util.logging.MemoryHandler.level=FINEST
java.util.logging.MemoryHandler.size=10000
java.util.logging.MemoryHandler.push=SEVERE
java.util.logging.MemoryHandler.target=java.util.logging.FileHandler
J#java.util.logging.MemoryHandler.target=java.util.logging.ConsoleHandler

# --- FileHandler ---

# Override of global logging level
java.util.logging.FileHandler.level=ALL

# Naming style for the output file:

# (The output file is placed in the directory

# defined by the "user.home" System property.)

# See java.util.logging for more options
java.util.logging.FileHandlexr.pattexrn=%h/paho%u.log

# Limiting size of output file in bytes:
java.util.logging.FileHandler.1limit=200000

# Number of output files to cycle through, by appending an
# integer to the base file name:
java.util.logging.FileHandler.count=3

# Style of output (Simple or XML):

java.util.logging.FileHandler.formatter=org.eclipse.paho.client.mqttv3.logging.SimpleLogFormatte
T

a4
7 7 DR G e, SRt 7 — AR sERIARIGEI PR Al IS EAEeRTR IR B
b SOBHENE, HA] PAE Paho 1P im P BRI EE Java RN A MEBETFE .

1EBJR org.eclipse.paho.client.mqttv3.util EH—H Debug ANFFEFIH, $24L 7RISR
ft. HHERD NIFD MQTT HE Y- i getDebug() 771%, BIRJEUS Debug B,

o

MgttClient cl = new MgttClient();
Debug d = cl.getDebug();

dumpClientDebug() 77 A& H R RERIIFRFEE . L ZH A SCEMEREA REFIECS A I S B FREE &
Mo A EMBCCRERIEE AN, FHE A RER (R ER e RE RN 2 %) PEIEE 75 7%,
iBHE MQTT JavaScript AR

BB 8 T P P s AL T IR0 F P Web IEAIAERK,  BIRT6EA JavaScript FH S iR IR 1B
it

RARSIEIEIEZE
LR ERIBHE, 1&RT DA A T
« client.startTrace () €REIF P HIEHE,

. client.stopTrace() &= 1-H B,
« client.getTracelog() &{H[HIBIATIEHERE Elw,
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R DA Bt R E s, DAEEDAE TIBM Bkl o ARF277 WA IBUTILIESE,  TAIREHI/eR
IREMENRIEHE, HREURERETR G M E TR AR, SARBUREE I ATIEHE,

client = new Messaging.Client(location.hostname, Number(location.port), "clientId");
// Start the client tracing, the trace records capture the method calls and network
//flows from now on.
client.startTrace();

client.onConnectionLost = onConnectionlLost;
client.connect({fonSuccess:onConnect?);

function onConnect() §
console.log("onConnect, will now disconnect then email Trace");
client.disconnect();

function onConnectionLost(responseObject) $
if (responseObject.errorCode !== 0)

console.log("ConnectionLost: "+responseObject.errorMessage);

console.log(client.getTracelog());

window.location="mailto:helpdesk@"+location.hostname+
"?Subject=Web%20Messaging®%20Utility%20Trace&body="+
client.getTracelLog().join("%0A");

client.stopTrace();

o5

Client.startTrace, "2013-10-03T10:58:10.5317", "0.0.0.0",

Client.connect, {"keepAliveInterval":60,"cleanSession":truet,, false,

Client._socket_send, §"type":1,"keepAliveInterval":60,"cleanSession":true,
"clientId":"clientId"},

Client._on_socket_message, 1%,

Client._on_socket_message, {"type":2,"topicNameCompressionResponse":0,"returnCode":0%,

Client.disconnect,Client._socket_send, {"type":14%,

Client.getTracelLog, "2013-10-03T10:58:10.548Z",

Client.getTraceLog in flight messages,

AN MQTT AR IR{EA SHA-2 BB RSE:S

B IBM SR13 BAYARY Java 6, &) DAH AT SHA-2 Zi54H & 3R K& MOTT i@iﬁ&ﬁﬂ)ﬁffﬁﬁéﬁﬁ FERZ
2, ANa, Eﬁé IBM SR4 Bﬁ!zhaﬁ Java 7 ZHi, RTHRAGHUH SHA-2 BiEHE, KL EENRT, B EE

TE T AR 4 BB H aH’J JRE #4T MQTT H Fim, EMERRH TR SHA 2B G, HEERP
ﬁ%ﬁ%ﬁﬁ@fﬁ@ﬂﬂ SHA-2 BHEAHE, FPImENER SSL RIS ERBZ T A1 TEEZ 42 (TLS)) 1.2 kY
=R

HHAME IBM SR4 BHIAHY Java 7, MTEER & RHUH SHA-2 BHEAH A, BHR IBM HfY Java 6, SR13 DR EEHT
IRAPIARIERRAR, QSR E MQTT HEMAEEREHS, AIEEEA @%ﬁﬁﬂéﬁ@ﬁﬁ SHA-2 HBHEHE
P P umEaR, FHEMH SHA-2 B S, EBWAEEEERTREENRNMHES, B MQTT MAARSHE
AT AR B S, BB RRRE A EE S PR RS fEE R L EE,

AR Java B9 MQTT FH = dife £ AR LLPR il ﬂﬂ%‘%ﬂﬂ}ﬁ“ﬁﬁiﬁﬁ%ﬁ?‘i IBM HfJ Java 1.6 JRE _E#UT, HI
HRARERUT S22 SHA-2 S G, A EEAEEAS, M ImE L SSL BRIRE i/ Sk 1.2 it
e g 22 2 (TLS)) JEsR e I,  Ban:

MgttConnectOptions mgttConnectOptions = new MgttConnectOptions();

java.util.Properties sslClientProps = new java.util.Properties();
sslClientProps.setProperty("com.ibm.ssl.keyStore", sslKeys.clientKeyStore);
sslClientProps.setProperty("com.ibm.ssl.keyStorePassword", sslKeys.clientStorePasswozrd);
sslClientProps.setProperty("com.ibm.ssl.trustStore", sslKeys.clientKeyStore);
sslClientProps.setProperty("com.ibm.ssl.trustStorePassword", sslKeys.clientStorePassword);
sslClientProps.setProperty("com.ibm.ssl.protocol”, "TLSv1.2");
sslClientProps.setProperty("com.ibm.ssl.enabledCiphexSuites",
"SSL_RSA_WITH_AES_256_CBC_SHA256" );

mgttConnectOptions.setSSLProperties(sslClientProps);

#E 2013 4 6 A, Internet Explorer 10 J2ME—{# F jE IR JavaScript Y MOTT E&H P B [RIRESZ 4%
TLS 1.2 @RIz e 598 IR RS EL JavaScript F P y7 SHA-2 JEigR ) HI'E 2 ME—n] DAY
B A

TR HATSCRVEBHSTER, 2RSS,
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MRS

55 96 HIY T SSLETT MR ImsBiBIRYT MQTT M it B

AL SSL A MOTT 536, MQTT AP im i SSLEEEENNEE, C428 T —{# TCP I,
AR EATC B 28R A SSLFH P v RIEE

55 98 HIY Tl SSL i TimiE MK MOTT A= ifc &

A SSLEAENNEE, MHPimAEER SSL B RIEHEE, BBEIRE —E5, RN E
EH SSLAEHEE, ACEAHERZIETHHAEN SIS EE, HhUSHES = RRS SIS
;%O

SYEETRNS 52 23 5114 6 SSL 21T TN 1FE Web FEFRIETUAYSZ IR IR E!

BEAFBERETEAES LEEMER, RRGLERERNERERARENR BEEET D (CA), PAK
{66 P8 A 7 JavaScript f) MOTT {EERFH P 48/ SSL K2 WebSockets B4R RF A 251 PSS @R A &
Bl

i JavaScript £ SSLETTTEI X EEZIRFIIIIRE, FIEARBIERIEFEHE B, BHEDER A
R NEEIIRE, W B SREE AR AR R, T2 A& MER B (Firefox. Chrome,
Internet Explorer }% Safari) B1°F-4 (Windows., Linux, Mac, i0S & Android) 4 & RE A EAEHIHEE.,

= 6: FRHEBIERM SSL IR, IWRIEGIELEREABRETOESEEIE SSLERNEERER, U
MBI B PR EEEERO (CA) RA R IH/EE S E(FR TR SZ RBVEEEL

SSL nHYT:-n] CA H5HLHE
I AN SSL X (B/&) &£ G&/&) B

Firefox 51, SSL [E# - 2 SSL &4 - 2 W CA N = it =2
SSLAEES - 2 SSLAEES - 2 BIEESR.

Firefox &1 56 &
75 1T

B RE N CA 1838, whfd
—F T.H > ¥%m >
> N > KR > Bl
BHpO > A
BN PSR, o
%—F T.H > j%H > i
R > e > KEss >
TR >

o B 2 2EAeR, GETE
URL #4587 https://.
Firefox {2 ii#IE, %
IR H BB o
Gz, Firefox the&r
TEALSETE, AR
SSL 3.0 8 TLS 1.0, #
550 [ IRF e B0 P 1122
IEO
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=& 6 FRHEBIERM SSL XE. IWRIEGIRLEBRABRETSESEEIE SSLERNEFERER, U
KB EREFEBRREERD (CA) AR GRIEIEFRFIESIENEE. H#E)

SSL kRS - 2

SSLAkE® - 2

SSL nfHT-n] CA H5HLE
I A% SSL %1k (/%) &£ G&/&) MR R
Chrome 5, SSLE# - & SSLE#S - & i FHBIEE AN 33 CA A

i B RIS
ob A7 I, A%l 7 Joe iy L
fbEREE L

M CA B, @k
— R B > B b
E > BHEE > R EH
HeEEEL > A

HEENM PSR, o
H—F B > BoniERs
BOE > EHEE > A >
FE

B 7 AR, FEAE
URL H¥5%E https://o
Chrome & 2L B {E 3
TH; SR EREES
B3 & 44 T AR R JE H L g
% TH

Internet Explorer.

SSLE# - &
SSLIEES - 2

SSLE# - 2
SSL AFE - /2

EEEITIRE A, SSL AR
IRf, SRR
F P i

Internet Explorer & i/
AL AR e F 1
Windows /RS {178,

HEME N CA B, @k
— T T.H > R4
YEH > WA > &E > S
FEEHFEMDL > BA

= EE NP IREE, o
% —F TH > B4
FETH > WA > Bl > M
A > FEA

Safari %Eo

SSLE# - /&
SSLIEES - 2

SSLES - 2
SSLAEES - 2

i A B BRI CA M
i SRR RS
fafi 7 I, et 1 R oy B L
flbaR B L,
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=& 6 FRHEBIERM SSL XE. IWRIEGIRLEBRABRETSESEEIE SSLERNEFERER, U
KB EREFEBRREERD (CA) AR GRIEIEFRFIESIENEE. H#E)

SSL nJH{T-n] CA $EHLHE
BB SSL %1% (/) 8 G&/&) R R
Firefox on Android SSLE4 - 2 SSL E4 - & EES:
SSLIEE4 - 2 SSLAEES - & FH P iR Ry, (R 2048
RIFEH CA s

Firefox 2B AT

AN PSR, o
H— T 80E > #4 >
wlf A, (BRI
T HE R AHEER) CA %
%, (EAlPUT R 2R,

Chrome on Android

SSLE# - &
SSLIEES - 2

SSLE# - 2
SSL A& - 75

EES:
FA P s s, K A 1
REFETE CA Btz

Chrome H 2 BB
Ko

i¥: Google THRI & 1ESE

27 kR Chrome H157 4%
HIheE, ZRIEE 18
Fil B 46 Bl — B A R,

R A Py, o
%— T € > B>k
WA, BNEES
EHEEAEER CA %
B, [HErfPUTL 2R,

Safari on iOS

SSLE# - /&
SSLIEES - 2

SSLES - 2
SSLAEES - &

JEEA

R [R]R22 keitt CA IR
&, KEUAGEELA
i

Safari & fif F2& BB
7, AR I
I, w5t — N &E >
—% > BERE, ARBEEA
B2t CA B PR
&, EBETFEMfEE
EIRBEEC,
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=& 6 FRHEBIERM SSL XE. IWRIEGIRLEBRABRETSESEEIE SSLERNEFERER, U
KB EREFEBRREERD (CA) AR GRIEIEFRFIESIENEE. H#E)

SSL nJH{T-n] CA $EHLHE
BB SSL %1% (/) 8 G&/&) R R
Chrome on i0S SSLE4 - 2 SSLE# - &5 E4:
SSLIEES - & SSLAEES - & HA Apple JEFARERA ]

FFELI0S RHRGH AT

[, [Ftk, Chrome #4%E
HHEAR CATER, T
TEImDHTIGIH H BaxiE
%‘0

EES:
B tiRes L, R4
REFEH CA Bt ETs
Ko

HERAI(E

5 71 HIY N SSL & WebSockets % i H A JavaScript £ MQTT {#EHUH 5 i

{5/ JE A JavaScript ) MQTT {#5RF P #5f1 HTML EEHEEC SSL M2 WebSocket protocol, #5¥ Web
R % £ HE R 2 IBM WebSphere MQ

LG

Mozilla: (SSL) Firefox {# ] Android CA {17 EEEl H H 15 Ak 17 ?

Chromium: /8 134418 - E{EH P miaE 1%

IIAAE ie10 BB S RZEEZIBFAY https 480G

fRRAIE: MQTT BRIERiEE
R MOTT FH 5 iFe R B B 25 ] (MOXR) PR P,

FEZ Al

R ks b, AP omE R B2 RS EEA C 5L Java WebSphere MQTT AP imiE H /Y
MQTT v3 J&Eaf o BRI P o el MQTT FH = i FH A X2

FEfAI AR % _ETT WebSphere MQ Telemetry BEFAIBEREE AR, Mm@ RlEE MIEH (MOXR) IRFs 2 1E
HEIT, RSB E ARV EOR = P, A P o TR I AR,

RARSIEIE(EZE
B2 RN d MOTT H P i AEE L Telemetry fAAREY, & HIEHET ARHEREE Telemetry fARES,
)= 2
1. ZEAEEH (MOXR) ARFEEIE MgttClient. Connect MIJE RIS A &S s,  JEAR JBUAIERY 2
fi]?
I E53)

REASON_CODE_INVALID_PROTOCOL_VERSION | :%5fififR Socket (k¥ ERIERIEE, M HEARBHE
[E] [ Socket (b F A 75—l 2 Bl PR AR 4t

FEME P ID AN 23 fEfotsH, HEEST
Y EE N FIT: A-Z, a-z, 0-9, './ %

REASON_CODE_INVALID_CLIENT_ID

REASON_CODE_INVALID_DESTINATION K FH P 1D BUTHIE R A SRR S A,
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https://support.mozilla.org/en-US/questions/951044
https://code.google.com/p/chromium/issues/detail?id=134418
https://social.technet.microsoft.com/Forums/windows/en-US/2719388a-840a-492c-a509-42804860ee9a/unable-to-open-https-site-with-not-trusted-certificate-on-ie10

I (Y8

REASON_CODE_SERVER_CONNECT_ERROR Ka & (MOXR) AR¥ES M 1% & BRAE B 5 1E &
1T, ] netstat RiE#E Socket (BB ARACE
465 —ERE R,

WEREE S MOTT AP e RE, TAZ# ] IBM WebSphere MQ Telemetry $e it H A —{EFE T
&, #E#E CONNACK [FIFEHE,
g = EsEaRA,  an] DS P 2 0EEE 2iE 0 (MOXR) ARES, (HiZIRE B3 BsER,
2. ZEA{EIEH] (MOXR) AR A O] FERE FH 5 b s Ae ) JER R A A A O i -
FEIH £58e
REASON_CODE_CLIENT_EXCEPTION | 7Efrlflikdy =4k FDC #; #h2R85E 144 HiY MAAR#xu: H
REASON_CODE_CLIENT_TIMEOUT |3&J . &Ei&H (MOXR) IRFS(EHIZIH Fimi@ieie, B8 AE
IRFHCE BRI (FDC) R, EamEaR R 2, &
#REE N FDC #,

M (MOXR) AT ATREAREIE A o, A B P i@ 20, A 1 A AR s S R T a IRE IRF IR,
WebSphere MQ Telemetry Java FlF A @&, 7E4 MgttClient.Connect sEMEKFEIHIZ 1%,
SR ITE BRI, BRI P im g E = EZ IR 2 —,

PRAEEFRE B AR B BRI FDC A, 75 AU HERT thaz AP i B el i B A R s -

a) HiEsR P o EL(EA HAR R
FIF tepmon (AI#E https://java.net/projects/tcpmon Bf8) T H, & TCP/IP ER,
b) F 5 v F AR Socket fi7 ik Bl g 245 1& B TERY Socket Ak 2 AHFAF?
IBM WebSphere MQ Telemetry F&FTf Java SE MQTT FH 5 i Fi A TSRS SR Fr 48 MERE I & N7 A2 RB AN

THIE RIS clientIdentifier- tcphostName 3 8 H i TAF H #% Y clientIdentifier- ss1hostName
B, BRREABENEEEGERPH I hostName FIHE; E2RE 146 HYY TP HE

o
c) #EA] DA ping ig i fEl AR a LIS ?
d) 7EfIARES BT netstat, 2EEURENIEE EAEMH P imn ez e LEuT?
3. EEH (MOXR) AR#s & & 7E FH P o 2K 3 B R,
R (MQXR) AR G s MBS ERE N mgxx. Llog, M{THIEHENGiFEREAN
AMQERRO1.LOG; #H2EH
4. BB BT 55— 11 B i R
il FAR AT A& RNE TEHA T MQTT #ifsi e F 2 =X,
BT wmgttSample GUI P, DABBREEAR, TEk SupportPac IA92 DIE/S wmgttSample .
ks BERR TA92 R MQTT v3 Java Fi A ifif2 U,
TEfIARAS T & LU TREHEE B DUHERR A EAR AR BRI AR E [IRE,  RBTE R P& L3 T#sl,
5. ERERNHANA:
a) AT &R MOTT F 5 bifi [F] Rp & 5l E Rz ?
EHEER AT, FLARIFIR NEG R RIE, SRR EARE0EE 10,000, RS IH 4% 1w
fIR/N, RICAMER TIBM WebSphere MQ R[5 ) FHAVERETER B TICE, HIES AN
4096, HEREFEHFRIEZ SN E AR IKAE,
b) &M (MOXR) RS S 75 & BRFE AP E BTG ?
c) M PR B £ B Y HE TCP/IP ArikAY S Al (T8 & PR 2
d) B K e 75 R R M ) R e Y P s D R .2
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fRRMEE: MQTT A B umiEaR R
PR E SO PO IR L T R s — BRI 2 %, SBAETARINY ConnectionLost Bk

JE A
sz Al

MQTT FFum CIEAERE, P il s &SI T — RN . QIR P s Eh AR, IR je e B e v
7 = TR IR A ] REAR L

15 7 FRERT AR B R D i, BE& FR BT ARG AN, B RYEAR B MQTT F P iy
MgttCallback.ConnectionLost FiERER. w47 IAEENERIE A EHAR 2 B, 2R
MgttClient.Connect fEUREE MDA BIE RS & B30 H 2 5 RN

GnsR MOTT H P A2 U2 6 FH i IBM WebSphere MQ 424519 MOTT S A UsE,  RISEARERR R A
Fidiite  AE MQTT v3 3@l EH, JEARZ ke Z R EIEA KR, B TCP/IP AR,

BARETRIESE

MQTT A 5 i Al i 7] 388 ) S 5 AR PEAY MgttCallback.ConnectionLost, DARIELEUR S F i HE AR FERR
Mz BBt ARSSmAE, MOTT AP K MgttTopic. publish fl MgttClient.subscribe iX[H]
B, Sz EoREE R A B EEMEEGER MOTT P T4%, &F B ] 3 B E ik EE R
ConnectionLost [FIFEF77%, ARPAAERIA 77 = 5 (Al R AR Vi Bt it

EH (MOXR) IR# —HERS N E XK IR SR (R e HEERATES) .

2K
1. BECHENE AR ClientIdentifier BI% — 1 P i?

GRR E RN S — M8 P i ek C BT EN M IR A P (BEFMHIFIRY ClientIdentifier) , HI& il
18 P S ) 58— A AR

2. PR S A I T ARIER AR S M B AT B 3R
Telemetry IRESRE M P HHUTHIRTEENE, "EF{E R MQCC_FATL EZRES B A= s S04
AN R RS (S ] 22 Y =

o 1EF P FT s T4 S AR U mgxx . log & AMQERROL. LOG # RS HkE,; 2 58 144 5
1 TR Resim Hekd o
3. TCP/IP B4R 2 B HE?

B3 K oHs P] BE RS AR AIE RS ARS TCPIP ARSI R A AEERH, feTm B4R,
- {#f MgttConnectOptions.setKeepAliveInterval &EMAE/EH AT TCPIP AR KRR,

fRRMIRE: MOQTT FEARIERIELRIE
fEpE sl B, SERIEFEMR. EXEEHERIN BERIEREIR? WME N MNP IRERATfE
eEIE,
BY& 280

TR T EAFE CER? R DIAARKEFE Mk e CiEsRms? (IR a3, BRI
AUE: BEEANHEEZEAETHEFENNE? EBATRIER, BRI EHARFAR G %] B 12 i

EIXEFTRE?
QNSRAREDR 75 5800 R ok P s SR el B A/ 5T Bl R i 1 o BG4 8T B, A R 2 FL B R T RE & B EGERRIE R
B,

GERAA T —R) B TEZ—0 g E AR, RIS BB RATEUE rTRER DUETEIART 77 R
B AKATRECRARFRMZANE, REa] RESTAE TR  isET B,
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FEMEATIE KRR A BEAR T, AT R EZD R MERRAE ik, BRI, BREZRE,
A TED—Ry s 12—y HE?%&:EM?#FF?%%T@?*R%E’Jﬁﬁﬁlﬁ(ﬁo

BARSIETRIESR

ZENERHIEEA THE R,

1. TREZERNS ) sEMGREHENE, REARFERE THEEAS) e,

2. BLE: AAECAERIARER T3, E 0 AR A FH LR R O RE BR A s 3 4 /5T Bl
3. AP mfERat ek A EMBIRIXLAE(ER IBM IR ERB ST,

A GNREHERR T ArEIE LAl REME, AT RE & DUE A% IBM IRES L

EF
1. ﬁ%@ﬁ%ﬂéﬁﬁﬂﬁi‘% WHE R TRERAS) | ssot 20—k & T2 - IRFWE, HERiBki
- EZMMEILUT, IBM WebSphere MQ &E3RAIA] TRESEAIS ) AR#s 50 E EIXATEUE :
- J@EE A ETEE 45 1R,
- ATHIE ERE R PA,
- AMEBEZ,
EFERIE SRS ARIEREET TCP/IP RYRTEEME, TCP/IP @ MBS EIXERIE, HEHRIXS

PERd A1k, ANSR TCP/IP REB(ESEM & E, MR E R ThEsRANS ) AUREMEEES, FRBIEREE
ErRRTRERR A - P U e AR A BRI A 208 2 3 LT s s o6 i B S P BT AR

2. A& H P e S IEEE @RI — R ESE, DMERIE 20—k & 22—k IRESEHRE
REARIEEN R
a) WA FimE AR Java SE MQTT F P, AT ESIF MgttClient.CleanSession i
2 false

b) ARG AR R AR PO, SERE 2 At BT R R B2,

3. K P o R AR 2O & SRR [F] — R B AR, ARAS/ O HoA RS B A2
EHERRBEERI M ERES, i€ cleanSession = false, TMH.
Mgttclient.clientIdentifier Ml MgttClient.serverURT WAZEELfl— R ELAEEAH ],

4. MRFEBAEE TR ARIRA, shted P ot @R el AR, DAL,

a) AR P FHAZ N Java SE MQTT HIPifi, st Esl e R G MAEREEERIRY,; 20 58
146 B TH P HEERE D

b) AR AR Z AR A Fumfe s, sSEECRENEE OIS, i e d EmthE
1Es

5. M RS AEIRIE Z BV A B IR
FFEIEE MOTT F PRI ARIEIEGRE, 77 SYSTEM.MQTT. TRANSMIT.QUEUE, FRAEXZIEN
frl AR s B EHUR R FH P ot 4 lﬂ%ﬁﬂﬂb_ﬁﬁf, sE20 MOTT A P R R M.

6. M P i A T B TR A S R R 1 344,
ffiF T WebSphere MQ /%% 1 8Uf# ] xrunmqsc 3¢ PCF 52 2RFIHETR. Fie MQTT HFuHsI R B E
%, MMEEE FYIkE%R: ClientIdentifier: Topic name

7. WEBGE 2 ARG EMIER, DUGTRIE &S EA TR E R RERR,

dspmgaut -m gMgr -n topicName -t topic -p user ID
e R FTBI R, ZHSHHETRE FrER T E R L, A TREREER, S0t

BETRB MR TP EEAER LT, DRTRE REER, W IE MR B T 518 AR 5 @ e
PR, A REMEHE Proxy =T REAIENE %217,
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fiF T1BM WebSphere MQ Rk&5 | @7 AHFIIETRANG 232 Horb, AP im RN, BiEERRE
AP ImA R EFNETRISHAE, ¢ TIBM WebSphere MQ #8521 REZ AR, WisssE HFHE ID
PATF & 1800 F P ot FH AR XA R FH Y 1D,

8. A A RS B A i i E{E SYSTEM.MQTT. TRANSMIT. QUEUE _kAIHERR,

dspmgaut -m gMgr -n queueName -t queue -p user ID

9. ## IBM WebSphere MQ BB 1E FHFETUZ &4 A IS HEUE AL E E SYSTEM.MQTT . TRANSMIT. QUEUE
to

dspmgaut -m gMgr -n queueName -t queue -p user ID

12 B LS B A9 DU R B 6 2 MQTT S sl "ECHe s B S P
fizRMIRE: &R (MQXR) ARFSREAE

fEpE Rl (MOXR) I ML MEIRTE, #i# WebSphere MQ Telemetry 2%, MEEIZ A IEMERER. W
MENECE A SHARATAT AR, A& (MOXR) AR i FH AU BE (2 A5 A] DAKEIE R (MOXR) MRFSFE,

FYEZ Al

B4 WebSphere MQ Telemetry ##1%, [ IBM WebSphere MQ &%) 7 IBM WebSphere MQ > 175]
BHFER> gMgr B > &NH BF Telemetry BRIFE, GNERZERIFARTEE, R85,

EH (MOXR) IREs A @, HAREM®E, WERMAREIEN (MOXR) AR, wEHT &R ELFMH ...
Telemetry ERIFCHIFEE,

QB SE R D& IE T (MOXR) IRES, HIETE Telemetry BRI T 54NN I0IE S BB IR B EE R A,
Telemetry iIR# SYSTEM.MQXR.SERVICE fiii* Services EHkI¥, WMREEMARER [REVIE) 1) THE
bazz) [EH, AIRfDABRIE,

FIE A% — T SYSTEM.MQXR.SERVICE , DUMENN(E LIRS, BE/REARGE, WERERMHHE ID 2
BH REENIRTS

RAREIEIESE

SYSTEM.MQXR.SERVICE &I (MOXR) ARFSMEIERED, ik DA [R] B9 77 A RN & s BEAS £ -
1. start $§ 2 BIR B,

2. start $5Y), ERARGRERE IE,

EF
1. RS

AR
MRAZRM R, REFUREERENE; Bila:

WebSphere MQ cannot process the request because the
executable specified cannot be started. (AMQ4160)

JRIA

ZHEFERESE, E SRR ROE R,

IBM WebSphere MQ Telemetry JRE(# 22457 — ¥ mnl F (T8 E AR P — M L, iS5
BBV B AR, AIEgEsE SYSTEM.MQXR.SERVICE, MEIAREIIFES
AR AR LR ZEEEN (MOXR) AR AL

%
¥

HEHRHE, A2R%E 144 R MafReasimH8 o

B

=

24 (BUERR BB ERTZ5E) WebSphere MQ Telemetry Fi%,
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2. ENIRES; SERF 307, EFTREE TR MRERBIRE,

E
AR RE), R1BIF I,
B
SYSTEM.MQXR.SERVICE C.i{E) runMQXRSexvice {54, {HIESHH,
BEHZRH, B8 144 5RY TMAERESWERE) o
Wt e 5 (e SR E I E e 2 AL PR, O lTERR WMQ data
directory\Qmgrs\gMgrName\mgxr\ HERMINE, HITECEEHGIEE, &aEEZIRS,
B

S ERRERRAFSIE R,

fRRRIRE: Telemetry BRFERMMY JAAS BENIEEH
A% T (MOXR) IRFS B T APEIU AR JAAS B A4, Wifc & JAAS DAEE (F R,

FYEZ Al

BEMBR WMQ installation directory\mgxr\samples\LoginModule.java, PAENZEHE ORI
AIXER WMQ installation directory\mgxr\samples\samples\LoginModule.class, It4h,
eSS B EA R JAAS SERIER, W EMEEAGEERN b, BHEN (MOXR) IR EST—LE410
HIEE, EEEHEN] (MQXR) HRES AL 4 Y 38 BIEE A

ak: G ISR R RIHE WebSphere MQ FTE VAL NCR R RTREM:,  SEMEHIE B RS RIFECE, 1M
4E WebSphere MQ H #ii AU L,

BARETRIESR

VEEME BB E AR AN AR RE, e EmHENH, %% security.jaas WEHESES
JAASLogin.class MUSERIEERI, sZMEBIGEFAEREE C:\WMQTelemetryApps\security\jaas #, &
SENENEIE JAAS BLE, DS HERAEHE IBM WebSphere MQ Telemetry BLE JAAS [sFH, #iffl55 163
HfY T#if] JAAS BLE ) 22— EECE #f,

EF

1. &% maxr.log, PAES javax.security.auth.login.LoginException FffiH iE 5 iR,
FEARE 144 B TEREsHH 360 DUES maxr. log HUBKIS, V2R% 165 ERYIE 54 BUS HEE4
HH B S R T A A5

2. EEAY JAAS BLE B 163 HY THif JAAS BLE ) HFEEERFIGIE TR, TIE JAAS BiE,

3. ¥ #if JAASLoginModule EEMERIEAIE M HMHEFRIRREOETIE 1%, HEBREASE R, #F
loggedIn HMETE true il false Yk,
N5 loggedIn && true REMEREN S, T loggedIn 2 false WFfIREHIER, HIE A\JEAIHA M,

4. KBRS B, A2 B A R
a) MEENIEEES, PAMEABERNHEHE ID PUTHRERZE, EEUB R mgm LA 1D,
b) EEHTEATH P Ui A AR X

ANERATRET L, R RAE R B ER DR & 1D, BEHRII SRR A? s EIEn
P NEHAFARESR, @ [IBM WebSphere MQ #£[8%% ) 5{ dspmqauth 3k H 17 BUE,

#5(5 JAAS fiiE

] TWebSphere MQ R85 FHUBIEIENIBENEEE, AN EEN@E, MHPUHER 1884 LT,
AHERZZE JAASMCAUser EHEE, 28 164 HAYE 48 BUREANETATE S ANEN NAEEEG, F7)E%
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MRS ERE R, BIEGMIH JAAS 4% JAASConfig ECEIEITHA, —BAPimBaER, eEa
& ID Admin FRZELE ¥ IBM WebSphere MQ #4817 BUHE,,

com.ibm.mq.MQXR.channel/JAASMCAUser: \
com.ibm.mqg.MQXR.Port=1884;\
com.ibm.mq.MQXR.JAASConfig=JAASConfig;\
com.ibm.mqg.MQXR.UserName=Admin;\
com.ibm.mq.MQXR.StartWithMQXRSexrvice=true

B 48: WMQ Installation directory\data\gmgrs\gMgrName\mgxr\mgxr_win.properties

JAAS L EREH —{E4 % JAASContig MR, &2 JAAS FAREEAIF P i) Java KEAl
security.jaas.JAASLogin,

JAASConfig {
security.jaas.JAASLogin required debug=true;

’

B 49: WMQ Installation directory\data\gmgrs\gMgrName\mgxr\jaas.config

SYSTEM.MQTT.SERVICE HEIR:, © &5 164 EHAYE 50 AHAYREIEHTE 2 HAE IR 1L,

CLASSPATH=C:\WMQTelemtryApps;

B 50: WMQ Installation directory\data\gmgrs\gMgrName\service.env

55 164 HAIE 51 BURHYE 2 2E R (MOXR) AR A BRI EATES 164 HATE 50 AR AN,

CLASSPATH=; C:\IBM\MQ\Program\mgxr\bin\\..\1ib\MQXRListener.jar;
C:\IBM\MQ\Program\mgxr\bin\\..\1ib\WMQCommonServices.jar;
C:\IBM\MQ\Program\mgxr\bin\\..\lib\objectManager.utils.jar;
C:\IBM\MQ\Program\mgxxr\bin\\..\lib\com.ibm.micro.xr.jar;
C:\IBM\MQ\Program\mgxr\bin\\..\..\java\lib\com.ibm.mq.jmqgi.jar;
C:\IBM\MQ\Program\mgxxr\bin\\..\..\java\lib\com.ibm.mgjms.jar;
C:\IBM\MQ\Program\mgxxr\bin\\. .\

C:\WMQTelemtryApps;

..\java\lib\com.ibm.mq. jar;

51: runMQOXRService.bat HI4ER IR 1K g H

2 164 HAYIE 52 FFRVEHBUREM A 164 HRYIE 48 FHFRIEEC FRMENHER (MOXR) IR#.

21/05/2010 15:32:12 [main] com.ibm.mq.MQXRService.MQXRPropertiesFile
AMQXR2011I: Property com.ibm.mq.MQXR.channel/JAASMCAUser value
com.ibm.mqg.MQXR.Port=1884;

com.ibm.mq.MQXR.JAASConfig=JAASConfig;
com.ibm.mq.MQXR.UsexrName=Admin;
com.ibm.mqg.MQXR.StartWithMQXRService=true

& 52: WMQ Installation directory\data\gmgrs\gMgrName\errors\mgxr.log

F B it e P AR B2 22 JAAS JEIERE, IR com. ibm.mq.MQXR.JAASConfig=JAASWrongConfig Ei
jaas.config HEEH JAAS BV REATT, RIELRCH, I B P &Ml B2 0 FRERN; &8
SR 165 HE 53, #MHSE EEERM Client is not connected (32104) WJRIA, J&H
TEARERERITENT, Ealrh By,
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C:\WMQTelemetryApps>java com.ibm.mq.id.PubAsyncRestartable
Starting a clean session for instance "Admin_PubAsyncRestartab"
Publishing "Hello World Fri May 21 17:23:23 BST 2010" on topic "MQTT Example"

for client instance:
Userid: "Admin",

Delivery token "528752516" has been received: false
Connection lost on instance "Admin_PubAsyncRestartab" with cause "MgttException"
MgttException (@) - java.io.EOFException
at com.ibm.micro.client.mqgttv3.internal.CommsReceiver.run(CommsReceiver.java:118)
at java.lang.Thread.run(Thread.java:801)
Caused by: java.io.EOFException
at java.io.DataInputStream.readByte(DataInputStream.java:269)

at

"Admin_PubAsyncRestartab" using QoS=1 on address tcp://localhost:1884"
Password: "Password"

com.ibm.micro.client.mqttv3.internal.wire.MqgttInputStream.readMgttWireMessage (MgqttInputStream.ja

va:56)

at com.ibm.micro.client.mqgttv3.internal.CommsReceiver.run(CommsReceiver.java:90)

. 1 mozre

Client ié.not connected (32104)

at

com.ibm.micro.client.mqttv3.internal.ExceptionHelper.createMqttException(ExceptionHelper.java:33

at
at
at
at
at

com.
com.
com.
com.
com.

ibm.
ibm.
ibm.
ibm.
ibm.

micro.
micro.
micro.
micro.
mq.id.

client.mqgttv3.internal.ClientComms.internalSend(ClientComms.java:100)
client.mgttv3.internal.ClientComms.sendNoWait(ClientComms.java:117)
client.mgttv3.internal.ClientComms.disconnect(ClientComms.java:229)
client.mqttv3.MgttClient.disconnect (MgttClient.java:385)

PubAsyncRestartable.main (PubAsyncRestartable.java:49)

53: 38#% com.ibm.mgq.id.PubAsyncRestartable BF i H B ik 5%

mgxr.log tE&EE 165 EHAYE 53 H TR H At H,
FEEAHME javax.security.auth.login.LoginException (&A% No LoginModules

configured for JAAS) Y JAAS HHIEI, JRHAAIREZHCEARAERM, %8 165 HAVE 54 R,

(Y

A RERER JAAS FLE IR, JAAS 4 19 HARTE S R,

WIS JAAS KRS BEARM, B JAAS ENEF]EAFE JAASConTig BVEH+a4 M
security.jaas.JAASLogin %5,

21/05/2010 12:06:12 [ServerWorker@®] com.ibm.mq.MQXRService.MQTTCommunications
AMQXR2050E: Unable to load JAAS config: JAASWrongConfig.

The following exception occurred javax.security.auth.login.lLoginException:

No LoginModules configured for JAAS

54:mgxr. log - N JAAS ELERFE 46557

RRRFRE: RIEEITHEEEER
# T L TBM WebSphere MQ Telemetry #EERER =456 Hib.  FIRCEMESR (I S R
6, ACREREHE R SERE R,

EF

1. E TR AR,

R EEEREEAERT R BT, MEkEEGMERANIREEE, MRFEREACHE

# stdout EFERBEER,
2. EHFTRENE R,
ERTRENE AR 2%, HECEMEEE A S RE),
3. WA 166 HINE 7:

HRE, e
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& 7 EIRRA

i AR TR
1£ Windows _bRUEN & B RRFRUR FFIERE : 2245 Microsoft Visual C++ 2008 A i sz &
o

AGEEIITEENRER
or
HARAREANIALFIARER

Fr LA SERRED

i DA_E H AR BA MQTT RENfAIARSEE— | rTRE AR, B —RIPA ERFRER—

N Z G ERA, BN AERE, fEfFREEIE R S — AR, ANl ERE
PR TEZE, BEEFEAERENFE, W
75 e L B 8 P e S Al ) B i LR
O

Tz as e E R 2 HA MQTT P i n] DUERE R R | =i A ARES il REA 18 B sl 1 E i iR iR as 2 75

A MQTT MIRERYIE N A AR Ao [F] PP 2 78 FH A 25 B 1Y WebSphere MQ Telemetry

WEREN, ERI try_private ik4 off DL
{EHRHERE, DAEEREREIERE,

FLERE SR, ESETTAER 1 AT RE CLIC ELAG R DAL 8] 2= A v e B A 2K

B EETEMRNE—EHE  Socket B AR,
1888 , £ EX¥§ CONNACK,

RMIE: MQTT ARImREEEFEEHER
FL B R A B, R A B A A 2 Lt BL AR5k WebSphere MO Telemetry .

BARETRIESE
B R AR A UH A AW B —

EF

ERBIECERE T, 1§ trace_output 2EGLE S protocol, s amqtdd. upd FEEFHE S X R HEE
(5w

WNFEEA amgtdd. upd HERIEF], ESE £HREEEM IBM WebSphere MQ Telemetry # B2 IBM
WebSphere MQ ~ [E{EERE

EIB{EH protocol 3, HEENAFHESENEFZEE, HApambsz R BRI EE MOTT
B,
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