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—E/MEM, AT DATEAT(AISZ 45 ISE 1.5 S Sk AR T E & _ BB TREAR RN FfE .

&R AFES IBM WebSphere MQ fHRIMARSS %8 L2 T Fifer, HAP 0EELE T7HTIB1TEREE] IBM
WebSphere MQ RN FHREFFHUBRIE, HUTIESS B 125 TifY TANES1TECE MOTT iRSS)  PATE Windows &Y,
Linux _f#H IBM WebSphere MQ Telemetry IEIURZ AL E IBM WebSphere MQ . Z2EFFHCE T IR
JG, IBITREARRN FFER MQTTV3Sample SKEGUFZ2%,

UL
1. JEFER] DU AL AR 7 I 2 2000 MQTT HRS5#8.
ARS5 2R 06057 5 MQTT version 3.1 1%, K H IBM TG MQTT ARSS e &I T #4E, 21E IBM
WebSphere MQ 1 IBM MessageSight, &S % 122 TiHY TMOTT ARFGEAIL &
2. A[%: ECE MQTT RS %%,
E IBM WebSphere MQ I, 758 A R — DT 55 R 18 B S & B A F A B H N (MOXR) AR
F5 .
- 5125 1Y TAA2ATHCE MQTT RS
- %5 127 71 Ti@id IBM WebSphere MQ Explorer Ei'E MQTT AR55J

EHMARS S L, ESEIRS ISR, Really Small Message Broker REEFEPUTEMAELE SR, &
%1 Really Small Message Broker,

3. N BEhiHBME IR M2M & LA 2235 MQTT SDK,
NEEREERF, EBRERT RS,
a. N EBIHEEIB M2M 2 HLEL,
b. AIERFTEH A 22%E SDK S,
IERTREA R S i 4 9 MQTT, SO R BE R AE L AR A sdkToot,
c. K EAEHT FahiE BRI M2M & P AL ST EITE] sdkroot 1, BLRITIRIER G5 DL
sdkroot\SDK T3k H S,
4. %4 Java JFR L (JDK) V 6 BUE S RRA,
HFIEIEAETF AR Java M HFEF for Android, [KlItk IDK 75K H Oracle, #5R]DAM Java SE REFREL
JDK ,
5. iRz T— a2 MOTT Client for Java FEA W HFEF:
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https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=d5bedadd-e46f-4c97-af89-22d65ffee070
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.oracle.com/technetwork/java/javase/downloads/index.html

5% 12 U TINE1T9mIEIFIBAT Paho HEAREF S
% 14 71l TH\ Eclipse ZmiFFHI21TATE MOTT Z /T HUAEAR Java MR
%5 16 LAY TJava i MOQTT & #1 on Android Al7J

PAR MQTT & HUREAR Java M AFERFE & 7E SDK Hi:

MQTTV3Sample
ZHEARM B ZTE IBM WebSphere MQ H, Ff H%#%% com.ibm.micro.client.mqttv3. jar f#
L,

Sample
Sample fii T Paho furh, FfHEER%| org.eclipse.paho.client.mqttv3 i, ©5
MQTTV3Sample KfL; BERFRFN MOTT ##EESSEHON 1L,

SampleAsyncWait
SampleAsyncWait fii T org.eclipse.paho.client.mqttv3 fEFurh, EM#HRFS MQTT
API; TAEHMZAE FEEHRIESENCON L, FEEMER DABITHM T/E, BEICESFRF MOTT #1E5%
AR BRI M IE,

SampleAsyncCallBack
SampleAsyncCallBack fii T org.eclipse.paho.client.mqttv3 fEFEH, BHEARS
MQTT APL, 50 API % H%5F MQTT 52BN A AVALEE; EIREIBIN T, N HRR P RESAT
HMTS, REE/F N —HE2AMHAE, MOTT fE5E i P S S A1 & B B AR,
HAFIREH MOTT 2 103& T Android FIEMSHAIXEN FHR1E R GTHIARSS FTE B IR e iy,

fflan, #E%F mqttExerciser FEALIAIEEAIIRSS FITE SRR MQTT A& Android,

mqttExerciser
mgttExerciser /& Android FIREARREF, ROV HAGEFNZITIT ARE, Al DO HBAMUHITHIIA,
EZHE 16 U [Java 1 MQTT & /'#1 on Android A1 o

SR

1EHRIFIIZIT T MQTT Java HEARN R, XN HERF CIERZEIMEN MQTT ARS54:H7 IBM WebSphere
MQ = IBM MessageSight.

T—FHta

W5t Javadoc 2% E,; 12 8 14 TifY [ M Eclipse g1 E MQTT ) HLEEA Java W HFE
Ty B 14 T T30 o 83, FIHA T Bahid B gEA M2M 2 FALER
SDK\clients\java\doc\javadoc H3HHYJ Javadoc html X,

M LITRIFHIBIT Paho HHIEF
M SATIRIEFIEIT Paho FEA R FIFLRF Sample.java ., ZFEARAIT MQTT SDK H1,  IFEAZ (i H

org.eclipse.paho.client.mqttv3 U MQTT Paho ZFHUEMEN], ‘ElEHR MQTT KA&EMIT
Flo A DA77 XA EIFIZ1TR— B R HAMP D Paho FEAR, EATTIAFRLZAAET H20 0 H MQTT

JE,

Fiazan

PATEEESHRPE 5B 11 iy My 2 55 11 1 T4y DARCE MOQTT ARSS 28 )F N #30H B L 1E
M2M & AL,

KFUEfES

iFHIZ1T SDK BFHIFEA T H3E SDK\clients\java\samples Hf Sample.java, Java foEA;F
SDK\clients\java\samples\org\eclipse\paho\sample\mgttv3app BHxxH,

iz
1. FEE P HUEAR H P AR DAE ALV & _E471ER121T Sample o

12 BaEhiHEfLIER M2M


https://www.ibm.com/software/integration/wmq/index.html
https://www.ibm.com/software/integration/wmq/index.html

DA RBALE Windows ZRiEIFIZITIZFEAR,

@echo on

setlocal

set classpath=

set JAVADIR=C:\Program Files\IBM\Java70\bin

"9%JAVADIR%\javac"

-cp ..\org.eclipse.paho.client.mqttv3.jar .\org\eclipse\paho\sample\mgttv3app\Sample.java
start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b localhost -p 1883

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b localhost -p 1883
pause

endlocal

5: YRiZFiBE1T Sample. java
2. IBATIHIAR,
ZhR:

Connected to tcp://localhost:1883 with client ID SampleJavaV3_subscribe
Subscribing to topic "Sample/#" qgos 2

Press <Enter> to exit

Time: 2012-11-09 17:23:22.718 Topic: Sample/Java/v3 Message: Message
from blocking MQTTv3 Java client sample QoS: 2

6:MQTTV3Sample iJF

Connecting to tcp://localhost:1883 with client ID SampleJavaV3_publish
Connected

Publishing at: 2012-11-09 17:22:07.734 to topic "Sample/Java/v3" qos 2
Disconnected

7:MQTTV3Sample X#&

WRIEEAT P N AR R IBT, A EEFIa TR —IT . FT PR YWRR S IHIT P AHE, &
ARERIRIEIT BB MR PRI MQTT Z 0L, Erf AR E -1 ETCRIRE R P AFRR, DAE
1&A] AR 121 TANRIRIT s
WRAEERI2ITR —R N, AR AR - c IETIfER cleansession BN false B N Esh&E
Wlo FEMEIZIEDN, &R IRE W R P HISTERT N

3. @I 1% enter BB SCHAIE L REEHIT

T—FHta

BIRIIA K g% 1217 SDK\clients\java\samples\org\eclipse\paho\sample\mqttv3app T-H
K EMEEA, EHIZE 13 TTYE 5 A, FHKE Sample Bl SampleAsynclWait 8
SampleAsyncCallBack, HEARZFD Sample 2P FI A,

SampleAsyncWait
SampleAsyncWait fii T org.eclipse.paho.client.mqttv3 fEFfH, Ef#HRSH MQTT
API; TIEHMERE FEFHRIEESRN L, FEEER DABITHM T/E, HEITESFRF MOTT #1E5EK
£z LIF25 A1k,

SampleAsyncCallBack
SampleAsyncCallBack fii T org.eclipse.paho.client.mqttv3 FEFEH, BIEMASES MQTT
APL, S APLIZAERF MQTT 520N A AVALEE; EREIZIN FHARR ., N R P ak ST HAth T
%5, REEF N —H2NA A EANIE, MOTT fESE A5 B A A& M e AR 7. EAFIREhI
MOTT £ [3&FH T Android F1HEAR SIS HIHRIE RGTAIARSS FITE ShImiE i,

filan, #&%E mgttExerciser FEARUNMIEHARSHITE S gmFERBTLE MQTT £ Android,

SHREARBURAMAIIESE R MQTT & P HLINE/ > MOTT W AR FHZERIIN &, %A HPR LR IR
FEVA FH DATEAZ B PAITE A 2 T I 328 FEE AT FELTE A7 i

IXEREARTERTE MOTT & AL A S 204 LR R X,
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1. X4 MQTT IEfEEE R LR A2 B, SampleAsyncWait A&FHZE,

2. SampleAsyncCallBack & BHIEERF MOTT B FHISESUTA#/E, J5# (£ JavaScript T M
VA MQTT & AL 2, JavaScript TUFI AFRHZE, XHRIERIMA % 0] 5 X W A2, %ZAEH
&GRS SRALFRIE RN MQTT S,

M Eclipse %iZHiEITERE MQTT ZFHEEZ Java R BIER

g IIFIBTT BaEhiH EARIEN M2M B P HLE AR MOTT B HIAEA Java MR, ENTER MOTT A&
FIITH,

X FUIES

YmiF 21T Eclipse 1Y MQTT Java f£4, Sample 1 MQTTV3Sample, Sample fiiF
sdkroot\SDK\clients\java\samples\org\eclipse\paho\sample\mqttv3app SDK &% Hl+FH
S, MQTTV3Sample.java it sdkroot\SDK\clients\java\samples H,

UL
1. % Eclipse IDE for Java Developers,
2. 1 Eclipse H &4 5 MQTT Samples Y Java i H,
a) Xk > Bt > Java Wi H IFH A MQTT Samples, Hifi F—H,
K& IRE ZIEMRA I Z EmiRA, ISE BIUN V 1.5 B mhRA,
b) 1£“Java BEEL"E O+, o iR AR SRS,
c) DI EIEAE H P Z2%E MQTT Java SDK X H R, &R
sdkroot\SDK\clients\java\samples X%, ARG8T HE > F—% > 52k,
d) f£“Java BB & L, s > BMANE Jar

e) NIERNEAEH P22 MOTT Java SDK XXM H SR, K&l sdkroot\SDK\clients\java Xk
Hi%#E org.eclipse.paho.client.mgttv3.jar fl com.ibm.micro.client.mgttv3.jar

SPF; B 101 > ek

MQTTV3Sample.java FEAEEE] com.ibm.micro.client.mgttv3.jar, paho HEM AL
ApERE| org.eclipse.paho.client.mqttv3.jar, KREE
com.ibm.micro.client.mqttv3.jar, DAEILE MQTT N HFEFARSAYEFIZI T ANHITHE
%o

MQTT Samples IiHEMH, HMl—LeE&E, [HARHIEEIR,

t2 package Explorer 52 =Rt ¥ = H
=,

LT com.ibm.msg.android.ClientConnections
=R MOQTT Samples

-8 (default package)
T MQTTV3Sample.java
- org.eclipse.paho.sample.mgttv3app
#-[J] Sample.java
+ SampleAsyncCallBack.java
#-[J] SampleAsyncWait.java
+-B, JRE System Library [JavaSE-1.7]
-2 Referenced Libraries
+ -5:-; org.eclipse.paho.client.mgttv3.jar - C:\MQTT\Install\mgxr\SDK\clients'java

£ fora com.ibm.micro.client.mgttv3.jar - C:\MQTT\Install\mgxr\SDK\clients\java

8: Java MOTT BFHLINE
3. A[iE: 2% MOQTT & F#1 Javadoc,
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https://www.eclipse.org/downloads/packages/eclipse-ide-java-developers/junosr1

T MQTT &1 Javadoc J&, Java ZmiEasid e 27 A HE B A MOTT 25,

a) 1 Java T H HH4T T WBIRE RS > VA . Gitmd
org.eclipse.paho.client.mqttv3.jar > @,

b) f£“JE 1t SFHids ", P Javadoc i,

c) #ii " Javadoc i E " TUEAHY Javadoc URL > MY | SAS5HKE]
SDK\clients\java\doc\javadoc X3 > i,

d) PAEEIE > e
BRI T 28 A B Sk,
e)  com.ibm.micro.client.mqttv3.jar XFEE KT,
4. B RAENNT Fia{TINECE PAUSTT mgttv3app. Sample W AT,
a) AT FEA 2K, REHE 17K > iBTHCE.
b) fifE i Java MHFET > ik , AR A%FK SampleSubscriber,
o) Mi“HERMAT R, MAETBELE, AR,

-a subscribe -b localhost -p 1883

d) BEE RGBT A -a subscribe Z2CkAI% SamplePublisher Al &,
5. 1817 mqttv3app Sample iTF, AEBITRME,.

a) s T > IBITHCE

b) #ii: SampleSubscriber > i&17,

FOOT PR A, 1T P EEER R,

Connected to tcp://localhost:1883 with client ID SampleJavaV3_subscribe
Subscribing to topic "Sample/#" qgos 2
Press <Enter> to exit

c) #i: SamplePublisher > i&17,
FI Rl a " ME., EERIHEAMRE QRN &N

Connecting to tcp://localhost:1883 with client ID SampleJavaV3_publish
Connected

Publishing at: 2012-11-09 14:09:29.859 to topic "Sample/Java/v3" qos 2
Disconnected

d) izl e M EDENT PR a

iR ARy D,
TP A

Time: 2012-11-09 14:09:30.593 Topic: Sample/Java/v3 Message: Message from blocking
MQTTv3 Java client sample QoS: 2

6. AJ3E: A MQTTV3Sample QIEEAEMIT I TINECE,
a) s T MQTTV3Sample 2K, AJ5 5 id4775 3\ > IB1THLE,
b) £k Java MRS > #Hii, R/EHIAKFRMQTTV3SampleSubscriber,
o BEi“HERMENF, MARFELR, REHRTMAH,

-a subscribe -b localhost -p 1883

d) %’E?E*ﬁ?uiﬁk‘é\fﬂ% -a subscribe SHCKAIE MQTTV3SamplePublisher AL E,
7. 0] 24T MQTTV3Sample ITF, AEIBITRME,.

a) EIaTT > IBITECE

b) ¥ MQTTV3SampleSubscriber > i&17,

MOQTT f&i/T 15



FIF“mEmla " ME, ITH EESREAM,
Connected to tcp://localhost:1883

Subscribing to topic "MQTTV3Sample/#" qos 2
Press <Enter> to exit

c) #iii MQTTV3SamplePublisher > i&17,
FIAhla " ME, EBREIIHRME QRN ZMN,
Connected to tcp://localhost:1883

Publishing to topic "MQTTV3Sample/Java/v3" qos 2
Disconnected

d) Rzl e M ETIHENT P A,

i A EEy =
TP R A
MQTTV3Sample/Java/v3

Message: Message from MQTTv3 Java client
QoS: 2

Java B MQTT EF#l on Android \|7]

EA] DL %% Android 19 MQTT B FHLFEA Java M AR, DAMES MQTT RS E52HH R, MRk
H IBM [ MQTT SDK FFIE FHUE, &R DAEATHEEN RER?, BE NEIUCHEIIREA RN LR,

Fiazan

o TR 2RI MOTT BFALIEE RIS E LANER, 1ESH IBM ol B & 1#FM M2M & 1R

« MRE YGRS 2R BFAEDIKSE, ERE TR AGARMIE MOTT &,

« MQTT &P HIEEA R FIFEF1E Ice Cream Sandwich (Android 4.0) I EiilAs_FREWSIEH T4F, %
Android FRAIE R AR FE AN TR (L T 58 IS I RS R

KXFIULES

Android ) MQTT B HIEEA Java M HFER FION “mgttExerciser”, N AR A MQTT SDK HH&E
FAUZE, FTHR MOTT IR528 2 i B

BRI ABATHIBAREAR N R, RS HM Eclipse SH19 mqttExerciser.apk, tn] PAMEA BahiEElE
HH M2M B P HLER sdkroot\SDK\clients\android\samples\apks x4ty
mqttExerciser.apk AL TIEIEARN FHIEF, WUEREIERE BITWENARER, AAEERTTRZIN
BEEHTESR, DUEBE SN BAEIEIIREE &2 for Android MR, YETTIETE E C N FHFERH
B EBNEfEEINREN, XSHHEH B,

iz
1. R AT IR P LY. AR e A A MQTT ARSS 5o

AR 55 A8 A MQTT version 3.1 ti¥, SR H IBM [YFTE MQTT ARSS ssal ST ILIERE, 245 IBM
WebSphere MQ il IBM MessageSight, 152 % 122 T IMQTT ARSSZRAITI o

2. FRIEIER TR,

Z24%E Java FF AL (ADK) V 6 B HE EhiiA, BT EIEEFH A Java W HFEF for Android, [Alitk IDK #4752k
H Oracle, #A]PAM Java SE FEIKHE IDK

1B THEE Eclipse PRI,  FFAIRE VA Eclipse 3.6.2 (Helios) B SfilA,  Eclipse w41 A5
207 6 1 Java 4iEdy, PAES IDK DUAL, f&ATDAM Eclipse Foundation ZREUT A IXLE(E B

5, BFEZE Android SDK, iXHA]BAM Get the Android SDK ZKE,
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https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.eclipse.org/
https://developer.android.com/sdk/index.html

3. NE BANEEZEF M2M & LA H2422E MQTT SDK.
NEERER, BRFRIT PRI,
a. & 3NTHEZEMN M2M & P HLEL
b. G H 223 SDK Sk,
AT REA B S 44 MQT T, SO SRS AR TE LR sdkToot,

c. ¥ IRZE B oiE BALIER M2M ZHE XHENEREITFE] sdkroot W, IETTFRIER IR DA
sdkroot\SDK JT3kA H i,

4. \[%k: K97 for Android mqttExerciser FEA R L,
B & Eclipse f1 Android T &, JM MQTT SDK S AFIH# mqttExerciser WiH,

T tRIEATESL R T IR E, A DA R P R AR N AR P, 1A B FHAZ FAE MQTT SDK Y
sdkroot\SDK\clients\android\samples\apks XFFEH{EN I mgttExerciser. apk $24k,

a) i/ IDK H Y IRE /530 Eclipse A INE,

eclipse -vm "JRE path"

b) M Android SDK Hrik# 32— ¥ A,
1E 27 Adding Platforms and Packages PA T fi# Google I B ELIIFIFE,
g: SDK “F-5 400 Android APT 4¢jl] 16 SCE mififiA,  AHIREEFIELRAY APT 2ill, Tikil B i1l
c) ¥ Android Development Tools (ADT) ##fFE3N%! Eclipse,
d) #HEAR mgttExerciser MHEFIH S AZ Eclipse, IFBEIHIR,
i) A MQTT SDK FAREARN HREFIH, T
sdkroot\SDK\clients\android\samples\mqttExerciser i,
“TE MR SFI P2 EREER, TR ORI LN R st S X S AR,
i) ¥ org.eclipse.paho.client.mqttv3.jar FEEHIZ] Android I H ] libs L5,

%4, 7€ Windows b, IHSXHERNT sdkroot\SDK\clients\java XHFE T,
XN 2 BR— N R & . B2 RSRET, A e
i) AT E S Y com. ibm.msg. android; #idi Android T H ... > IRIISZHE ..o FIF#E
ZVFAI SRR, Ra st id,
iv) G H A R E S92 com. ibm.msg. android; ¥ Android T.H ... > (8T H )@,
v) WIHER TAEZEMRE KY) 84 MR (WRERERTTTE) , LmER BRI RERE N
1.5 BCE MR,  Android SDK V16 ZRGRIFEMSR—BMELAGIANET 1.5, ZEEFRIEIR, E%
B PAT 23R
a) i & Android SDK FIFHM Y Eclipse fdiff, B WE, ¥ ENTHEH = Android SDK V17,
b) G ¥ com.ibm.msg.android 1 H {35, AEIERE JBIE > Java Hiikdy. KEHRIFER—
BEG, BOKHIEE R 1.6, RIFERTIEM,
XMESHEIZE, 26 —%%E, EAEHR.
5. 7£ Android &% FZ3IF R8N MQTT B FHUAEAR Java MAFET .
1E2 0 developer.android. com T Running your app.
WRIE B RN AR PR Eclipse WH, AR RIAM Eclipse B3NIZM R

MRAENHAREFE (APK) X mgttExerciser.apk, #&A]LA# A Android Debug Bridge (ADB) %72
R HZHEF Eclipse 2 b, %R APK SUIFRIALENF N HAE R, AN SRASE A Py i AR A
MR, IARLEHN
sdkroot\SDK\clients\android\samples\apks\mgttExerciser.apko

6. [ mqttExerciser ¥4~ FHFEF for Android JiERE T, DANE S T U THT F & A6,

a) ¥J7F Android Y MOQTT B HIEEA Java N R,
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https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://developer.android.com/sdk/installing/adding-packages.html
https://developer.android.com/tools/sdk/eclipse-adt.html
https://developer.android.com/training/basics/firstapp/running-app.html
https://developer.android.com/tools/help/adb.html

& OLEAER) Android &I

b) E#2 MOTT RS 25,
i) BT + 755 DAFTHRTEY MOTT i&EH;,

f.; Mew Connec.. CONMECT ADVANCED

Chent 1D

Server
Port

Clean
Sesson

i) BT ME—FRIRE A ZIR P HRRIRFE R, 80, SHRIAEETRESRIE,
i) 7EIRSS a8 R R AN MOTT ARS% 85HY IP bkt

XEES DN EFELBPEERENIRS S, TP #HilEA158 127.0.0.1,
iv) i\ MOTT &1 15,

IEH MOTT RV EE I 15N 1883,

f.; Mew Connec.. CONMECT ADVAMCED

Client ID Buzz

Server 9146.175.231

=P 1883

Clean

Session

v) S,

WMSRERE Y], LK ED “IEREE” HE, JFIRkE:
@& marT '
Buzz
-C'::;nwmpcm'} 146.175.231 }

c) FiT L,
i) B EE R R
XFERATT RS B & 1, HAgI[H DU sE ik
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f',;:, Connection Details

HISTORY SUBSCRIBE PUBLISH

Client: Buzz created
Client Connected
i) IR, AERMA—D TR,

f',;:, Connection De... SUBSCRIBE

HISTORY SUBSCRIBE PUBLISH

Topic Moonshot

iii) B AR RS
“ERIT” THERFER R R R,
iv) B RIS,

I SR SR EAE B35 DU T

f‘,;:, Connection Details

HISTORY SUBSCRIBE PUBLISH

Client: Buzz created

Client Connected

Subscrbed to topic: Moonshot

d) BAEAARE A —F 8,
) Al RAEIR, REMASRITIOTIREN T ARR — 2B, A SRR

f',g, Connection Det... PUBLISH

HISTORY SUBSCRIBE PUBLISH

il Moonshaot
opic
Message Been there, done that
aos ®010)2
Retained
i) i AR IRLE,

RERE N RN RS ER: “BRAM7, IR BT, RAANTEREREGXIER (F T hsh o
FAILMTIFIRESHE L)

MOTT &/ 19



f‘,;:, Connection Details

HISTORY SUBSCRIBE PUELISH

Client: Buzz created
Client Connected
Subscrbed to topic: Moonshot

Published Message: Been there, done
that to topic: Moonshot

Received message Been there, done
that

Topic: Maonshot

e) K& AL BT,

) ez, 1

Android fJ MQTT B HIEEA Java W HFE 2K “WiFER 1 N2 MOTT“EfEHEaifs B &
M,

f‘,;:, Connection Details

HISTORY Disconnect

Client: Buzz created
Client Connected
Subscrbed to topic: Moonshot

Published Message: Been there, done
that to topic: Moonshot

Receiwved message Been there, done
that

Topic: Maonshot

i) £ TR
BB IRA R T BT
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f",;:, Connection Details

HISTORY SUBSCRIBE PUBLISH

Client: Buzz created
Client Connected

Disconnected by user

f) BB LOR[EIE] MQTT & A HUAEA Java W HIFEF RIEAIFI R,

& maTT .

Buzz >
Disconnected from 9.146.175.231

- BEINS DUS3H MOTT &P HUREA Java MR F &1,
- Bl TERRI R P AL DS H BB,
« IR DOR A EF 30,

g) i 55 AL VI M IEAE BTN AR, FREIE MQTT Z LA Java AR, RiZIEbRHE
e, DORFHRH,

T—FHta

MR BT TREANM AT, 2B CHESEEEFHAZECH Android MHER?, DAEVEE MOTT &%
RHH R, AT DATE mqttExerciser HAYZR LX) Android N AR TR, ZWFRAER, BN
mqttExerciser WiHH ) com.ibm.msg.android Al com.ibm.msg.android.service FHIZRAK
Javadoc

HXE2
B ADT Y Eclipse EHITH

JavaScript B MQTT BB EEZ FHAIT

faA] DS o i B AR 2 P U AS 3 DO N W H R B R B IERT 464 H JavaScript Y MQTT M E &%

Fille ZER/RETED, 18K MQTT RS54l BN A2 K B MQTT JHEZE % FHLFEA JavaScript DT ATE

%, REREfEMms e EACER URL B A Web JISEasH, JavaScript B MQTT {HEZE% P L S EEKIL S

%E?ﬂ@;ﬁ%ﬁﬁiﬁ?ﬁ%ﬁ%ﬁ? FUREARE TR R, XA SRR AR, Jfefe o0k, B0 Mo Ath
R R RERE

FHRZ Al

EHATR R SRE AR, AR FREERS RN R ER PR T,  THEEHRRIEMEAR
FRBEZE R P SR AT & (Al B S RESE AT e Bl B D REIE TR 5K

IETE MQTT IRS585 4 RESCHF JavaScript B MQTT {HEEEZ L. RS #3545 T WebSockets
I MQTT V3.1 1, IBM MessageSight LAN IBM WebSphere MQ Version 7.5.0, Fix Pack 1 15 =i A,
XF¥F MQTT protocol over WebSockets, 1EZ [ 122 Tif) ITMQTT ARG 2RAINTD o %4 IBM
WebSphere MQ PAEAT 90 KA BRIFAY, 1HSHIEE 124 Ty IZ3E IBM WebSphere MQJ

w&IEHAN. T WebSocket protocol, @NSRE LS ARSS 48 < M LENT K&, TEREHLESE AL
WebSockets &, [FIFE, WISRIERIN Y 3% M AR 2 4HF WebSocket protocol® AR ALK TCIL R A I B &R
HIFEA 00 EIRMEE P HSE RS ERE, 58 22 TR 1 5| T HEg ok e iAo+ 2o el i
TIHER R AL S 2.

1 BRI, G5 E AR Er RFC 6455 (WebSocket) Frifk,
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https://developer.android.com/tools/projects/projects-eclipse.html

*® 1: BT JavaScript B9 MOTT B EE 2R P HIAIZ T3 5

Android

i0S

Linux

Windows

Firefox for Android 19.0
DIER=NTZN
Chrome for Android

25.0 s EhfAs

Safari 6.0 FlIE FhRA
Chrome 14.0 FIEE S hRA

Firefox 6.0 F15E S hRAS
Chrome 14.0 FIHE S A

Firefox 6.0 F1E S hRAS
Chrome 14.0 FI8E S A

KXTFIES

AT IR Z B0 B0 A THECE MQTT RS 8%, Vil JavaScript FTHE &0 E P LA s 73R
WebSocket protocol X% #eEIA],

1£ IBM WebSphere MQ |, HUTIE CIEFEAIEIE R 5 H IBM WebSphere MQ Telemetry F25 58,  fEu
1883 LIEHEFIFEATE MQTT WebSockets J@iE, THEMEIBEFAHAEARTTT URL /& http://
hostname:1883 on IBM WebSphere MQ,

£ IBM MessageSight b, ZEFFE‘E, KHEMEET ORI ENEZER, A8l MQTT

WebSockets i £,

iz

1. NEREEhHELEM M2M B HLE, FRES— ] DUERE LY AR H) MOTT RS 4%.

HZMHE 9 LAY TMOTT BFHLAIT

2. ¥ MQTT RS 2L B M2 K H JavaScript i) MOTT M EAE B FHIFEAR HTML T IER,
1£ IBM WebSphere MQ _k:

— SRIEEAE N MQTT BLE N IBM WebSphere MQ BAFIEHERS, 15 5 SOMIE & X H I AR 32
$# MQTT Al HTTP, &2 5% ALTER CHANNEL,

- A& IBM WebSphere MQ BAFIE FRES HEC EFEA MQTT WebSockets Uimi, 152 A FE—(F

%

- 125 iy PN ATACE MQTT ARSSJ

- %5127 7ify M@t IBM WebSphere MQ Explorer Bit & MOTT AR5

3. TEERY g EFTHF Web HI%EER,

4. O NTHBEALIBE P AR F TTHY URL,
£ IBM WebSphere MQ |, X/ http://hostname:1883
1£ IBM MessageSight b, iXJ& http://hostname:port

Hr hostname ZLUKMER T (B4E IBM MessageSight 156 I B Bt B A% P LBz RE 51 0 it
£1) [ DNS & Hrek IP Hitlk, i port BEE 2ELA R FHLEIH K TCP/IP ¥ S,

R TR TH BRI PAEA T T
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https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.adm.doc/q085170_.html

‘messaging

o Limlity Refersnce Tulonas Liseful Links

Welcome to the IBM messaging utility sample, This sample s provided to help you explore, understand and utilize the Javascript libraries for Mobile and M2M Messaging
with WebSphera MQ). Here we provide the information you need o get started creating your own maobile messaging applications. This utility includes links ta the IBM
messaging community, which contains a seres of artickes to help you create your own apps as well as a web clent tutorlal so you can get hands on quickly and see
messaging code in action. Then once you have explored the tutorial, have a look at the TBM WebSphere web dlient wtility itself, which will help you test your own
messaging applications. This sample is provided in good faith and AS-15.

PN i Wieb Messaging Utllty

. Toolks to try out Web Messaging

a4

m Application Programming Interface documentation j;;gsﬂm

] c

MOServer API Documentation

r Getting started Wieh Mescaging Tutorial

To get started, try our Web Messaqging tutorial

E Uoeful ks 1BM Messaging Community

WehSphera MO InfoCenter

9: JavaScript B MOTT JH BB BE P HEEAER

#R
EEFLE WebSockets ) MQTT JfJH,
{& JavaScript 1 MOTT EEEEFHIRIRAT TN, thals Web EMEMSNRY DX UL %

FALAPI HIAREISHEE, flan, &8n] DUERESIBAFE S, FITHEE, AEEMA—MlEE, &ikn] Disad
Web 1 EMESBE DA T fidtn a6 F T8 FH JavaScript API B MOQTT 14 B &2 P AILEI M 1L,

HXE=

% 106 711 JavaScript B MQTT {HEfZIEZ T HLFT Web N AR )

%5 108 TR FUn{ai{sE i JavaScript X EAE 3 N FHFE R HE T gmAel

HXES

55 70 Ty Ti@Id SSL iE$E JavaScript Y MQTT JHE L IE% AL A1 WebSockets

IR JavaScript B9 MQTT H B %% P 1L FEA HTML TiE 5 SSL #i1 WebSocket protocol B & FH, ¥
Web R 27 % %S| IBM WebSphere MQ

CMQTT EFHAIT]
FEETAI4R1% C IR R & LB shHFIa TREAR C MOTT B ML,  SRIE2 7 Al DA# ] IBM MessageSight 5
IBM WebSphere MQ E8 MQTT AR #%1217HEA MQTT Client for C,
Fia2Z 8
« MREFHLE RS 2R BN, ERET R EGARMIE MOTT &,
« HREZIRNAS%E CMQTT BFHLESA, 1%& % IBM F5ahiH BAL AT M2M & P LA R G/ R,

MOTT fai/T 23


https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811

XFItES

PATIHAESS DAFE Windows _EMATSFTEEM Microsoft Visual Studio 2010 4wiFF i1 TREA C MOTT &1,
EML1TRAIA, Microsoft Visual Studio 2010 W F4IFE M. B SITHIA EHEAM 6 F%WiFT
BITREAR,

PO i

1. 0% B A] DUS R LN R B2 2 MOTT ARSS &%

ARSS B8 MQTT version 3.1 Wi, KR HE IBM [FTE MQTT ARSS eSER A TIEAR/E, B4 IBM
WebSphere MQ F1 IBM MessageSight, &2 122 TifY TMQTT RS EAI1 o

2. 45 C P RIN LA N EAE H BT 6 B
A ERBFHIRBINE makefile AR T E N HAR:

. BNEENN 1 T i0s, 7EE% 0SX10.8.2 1 Apple Mac I, 3K Xcode [ i0S FF4 T A,

. Xﬂtﬂ: Linux: 2k H Red Hat® Enterprise Linux V6.2 [ gcc V4.4.6,
glibc C EMRIRZ ZRIAIE 2.12, Linux NEMRIKSZ ZHRIDIE 2.6.32,
. m%% Microsoft Windows: Visual Studio V10.0,
3. TE BahiHRELIEM M2M & FHLE 225 MQTT SDK,
MEIEL R, AR TER S,
a. N BENTHELEF M2M B AL,
b. AIERFEH A Z2%E SDK AR,
IERTREA BRSO R 2 MQTT, S REVEE R AE AR N sdkToot,

c. ¥ IEZEM Bl BALIER M2M Z P HE XHENEREITFE] sdkroot W, IHEFFRIER G E DA
sdkroot\SDK 3L H 54,

4, mi%k: PUT 27 AR TAYEE C MQTT BFHUE) I,

BIHER N EEEN M2M B FALEAE S B EE 0 C B HUERIE N TP,
5. fmiFHIZIT MQTT BFHLFEA C W HFEF MQTTV3Sample. ¢,

ManAT, PATH 24 T DA 1T 91 Fa1T MQTT B HUAEAR C AR HRIPER,

M IDE, $fT2E 25 T M Microsoft Visual Studio ZmIFFHIZIT MQTT FFHIEEAR C M AEFS
HI2PBE,

MEBELITHIFHIEIT MQTT TP L C KBIERF

M ITHRIEIIBIT MOTT BFHIREAR C MR, ZFEAN T MOTT SDK H1, “Bi#ExR MOTT A EHIT
=N

AR AT

ZHE C IR IR, filan, ~F|-EE Y Microsoft Visual Studio 2010,

KFIES

HiFIHI21T SDK B ML T-H% sdkroot\SDK\clients\c\samples H C FEA MQTTV3Sample,
UK

125 FHUREA B b QI A DIERTIE - & _L4IEANSIT Sample .
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https://developer.apple.com/xcode/
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere

PAURBIATE Windows 32 13- & _E4mIFFHIZ1T# H Microsoft Visual Studio 2010 FEEIIEEAR, M
sdkroot\SDK\clients\c\samples T HRXafTZ#IA,

@echo off

setlocal

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86
cl /nologo /D "WIN32" /I "..\include" "MQTTV3Sample.c" /link /

nologo ..\windows_ia32\mqttv3c.lib

set path=%path%;..\windows_ia32;

start "MQTT Subscriber" MQTTV3Sample -a subscribe -b localhost -p 1883
@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

MQTTV3Sample -b localhost -p 1883

pause

endlocal

SR

RAGERNT PRt S AR Han S

Setting environment for using Microsoft Visual Studio 2008 x86 tools.
MOTTV3Sample.c

Connected to tcp://localhost:1883

Publishing to topic "MQTTV3Sample/C/v3" gos 2

Disconnected

Press any key to continue .

10: KB &R HERHEH

Connected to tcp:-~localhost:1883
Subscribing to topic "MATTU3Sample~H#H" qgos 2

Topic: MQTTU3ISample.~Cruld
Meszage : Meszage from MQTTud C client
GoS: 2

11: RBITF BT

M Microsoft Visual Studio 4wi¥HiE1T MQTT EFH##Z C N AERF

M Microsoft Visual Studio ZwiFFFiafT MQTT B FHUEA C MR, IZHEAN TRNTHEALEN M2M &
FHLEMA, BER MQTT K& F.

FHRZal

I RBIEFH Microsoft Visual Studio 2010, #&R] PATE Windows A& _E(FHHHEA: C FFAIREE, #ilan
Eclipse IDE for C/C++ Developers,

XFIUES
fifi F§ Microsoft Visual Studio 2010 Zwi¥31a1T C FEA MQTTV3Sample , MQTTV3Sample.c T SDK &
HlFH% sdkroot\SDK\clients\c\samples H,

aig

1. JA3/ Microsoft Visual Studio,

2. HAEIA A HT I H
a) il e > Wit > AR NEEHE,
b) ¥ Visual C++ IE/FZ QAT H AL,
o) i F—H,

3. e Wi H A BRI & O E S8
a) AR F sdkroot\SDK\clients\c\samples H3%,
b) ¥ 1% H @449 MQTTV3Sample,

MQTT f&i/T 25


https://www.eclipse.org/downloads/packages/eclipse-ide-cc-developers/junor
https://www.eclipse.org/downloads/packages/eclipse-ide-cc-developers/junor

o) Hdi F—H,
4. e HRRHIR PR R G AR H .,  sRf7eR
5. {XELE IR A E,
TRETEMR, Microsoft Visual Studio AT &AM M“WIX"EE, TEAZRES, ERKECE VIR E
Be AP HEUERER, EERZAR LB AL,
a) ¥ WiH > MQTTV3Sample J& 1k > BLE BRI, EFRMIENENRITTRECE, HIEMREE,
b) %% I 15 TRENBR YT RAECE > KA,
KA 2 S EAE DA R S B s ik "Bl B
6. B “MQTTV3Sample &P TH " 11 C/C++ X H,
a) 7 " MQTTV3Sample JETEGUE " & 11+, 4T7F BCEIEPE > C/C++ > #HL,

b) fEHE B MES R, MAdHAMN include H3%, KA BRSNS
sdkroot\SDK\clients\c\include, RGN,

7. BRI E
a) f17F BEE )R > BERRRT > HWML

b) fEFAE SR, AdHMERS, RERKERN ERBRERmME
sdkroot\SDK\clients\c\windows_ia32,

c) E%@%ﬁ%&"l@ﬂ?‘%qﬂ, BT, fEHMEmE SRR AXIRF, HA mgttv3c.lib, ASGH
N,

8. I H HRR 2 MQTTV3SSample. ¢ P,
a) 1E " ROV RETREPRER " %5 0 HFTHF MQTTV3sample > TR Sefh9,
b) 58 ¥ ifi MQTTV3SSample.c > MR H HERR
9. ¥ MQTTV3Sample i H,
a) £ Solution Explorer A7, ##E#d: MQTTV3sample i H, A5,
AR E 5 A H AR BT IR,

10. FRINFASEIE DA MQTTV3Sample [FIR o MIT PR E A #1217 SLBIIET T,
RAERIT P ESE S HTI217 MQTTV3Sample @4, BEATMANE, HAGSEMARE,
a) 7£ ROV RE ISR, GHsad RUTTE ° MQTTV3Sample * > ¥ > #HiliH.
b) 4§ Subscriber MIAEIBFRFE . (REFET Win32 RIGRIHRF., Mg,

XFES B3N “Win32 MRS,
o) TE“Win32 M HFRF S, Bdi F—H, Eh2mH > 5%
d) EEXESEININEMETH,
e) AR EIT A IE, AJFHTIREN StartUp JitH
XS EIRE 26 TIYE 12 H17“Solution Explorer” & [,
5 124 MQTTV3Sample
¢ MQTTV3Sample.c
—- 24 Publisher
1 Header Files
1 Resource Files
L1 Source Files
= 21 Subscriber
1 Header Files

1 Resource Files
1 Source Files

12: MOTTV3Sample fRR5Z
11. BEEIT P B e T,
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a) AR T FRIEFZER TP B > BREENE > B > ik
WA X RN SNV P B PR

b) BB, I path=%path%;sdkroot\SDK\clients\c\windows_ia32, A/t A,
B sdkroot DUEAIEMIIAE,

o) Hdimi®, AR $(TargetPath) By MQTTV3Sample HEkAHEIE
filan, sdkroot\SDK\clients\c\samples\debug\MQTTV3Sample
B sdkroot UG A IEIIAEL,

d) ¥t MM -a subscribe -b localhost -p 1883, AJ5#di MAl.

12. BB R 8 M o
P 0] DUEIS B “Solution Explorer” & [ HR AT H K Y& M mE I H .

a) XN EMEEEIT S,
M4SN -b localhost -p 1883
13 {E 1A TR EARE T P I E AT 2,
a) TEAEI EH B METimEH, REGRCEE B, JHEkR&ZAm M Ja i Bl B P R AR E T P AR gL,
TR,
14, BITIHAER,
a) i F5 AUBENT
b) fi8& ¥ 5 Solution Explorer FHIEfi#E, AEALIEIA > Rahpisesl

g3

RAEMNT 2B E W, Visual Studio XA MER I, EEBITHELD WTIEFR)
RIGRINT P&,

Connected to tcp:s-localhost:1883

Subszcribing to topic ""MQTTU3Sample #'" gos 2
Topic: MQTTU3ISample~Cru3

Meszage: Mezzage from MQITud C client
QoS : 2

13: KBITF VIt

T—EMta

WEIIBIT RS RMAERNIT ., RO sdkroot\SDK\clients\c\samples A MQTTV3ASample.c
A1 MQTTV3ASSample.c,

¥ CMOTT BRHLE
HUTDL RSB LAGEE C MOTT B ML, A B S5 2 VA RIE AT, DURTE i0S il
Windows K& R,

AR AT

1 YL ENARE CEFHUE, WRAE RO % THFE”(SDK) [ SDK\clients\c TH®H, F#ES
HARFE& VLA PSR R & L, 5 BERaX e,

2. BLE MQTT ARSS 48 LAEI MQTT B HEEA C W AR RIS EIE, ESHE 122 7119 TMQTT Ak
ZeAN 11 o EIETT MQTT BFHUEEA N AR 2 — R IEAR S AL E

3. MR EMEZRRAN CE CHFLe2ERTE (SSL) |, IR FifgHE OpenSSL JE, ESHE 41
TR TRY%E OpenSSL iy o
5 OpenSSL BA-RLI REAIEHT 79 & 52 ™ M3 H R RN R4 ] SR B2 3R, INEL B2 R il A0
gt RERERS FEtEFE,
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KFULES

BESE 41 TR0 TR OpenSSL iy HRIFERE B DL REFFAE OpenSSL J&E, A7k OpenSSL A RE
M 2RI C MQTT BFHLE, BT OpenSSL B Al AR EhRASH MOTT FE, IXLE5 IR &5
i0S 1 Windows #2219 =451,

I C TR T B MOTT BCPEFF4 T B (SDK) FAREIEET & EAes C MOTT BFHUE, i
makefile, A5 28 T FE X AFEE ) MOTT MENE) Hid{ANETL, NEREEMEZE, AR
AT HE BT makefile BERE T &R

. BTEENI ;50 viit T Apple Mac EAEE C MOTT &P HLPE LA T 10S 124

- BTN s 35 wify e Windows A9 MOTT Fiy

O i
1. % C PR INR R EEEER B THENEE .
A FFAHRREIA) makefile PARA T E N HiR:

- BIREERIN 5+ i0s, 7rE 0S X 10.8.2 [ Apple Mac |, i3 E1 Xcode [ 10S FF% T H.

. Xﬂ‘? Linux: 3K H Red Hat Enterprise Linux V6.2 ] gcc V4.4.6,
glibc C EMBRIRZ ZRIAE 2.12, Linux NEZEMRIRZ ZFHIHE 2.6.32,
. MH? Microsoft Windows: Visual Studio V10.0,
2. TE FEEhIE BB M2M B LA JF4%5 MOTT SDK.
AR, WHT R NER S,
a. N RBaITHEREM M2M L.
b. AIERFEH A 22%E SDK Ak,
TP REA BB R SO R 44 9 MQT T, ST RIERIZLE AR sdkToot.

c. ¥ IEZE Bahil BAL 1B M2M B X ENBREITE] sdkroot W, IR TTFRIERGGIEE DA
sdkroot\SDK JT3ki H %#,

3. JBIF C MQTT & F LRI IRIAD,
TR 54800 sdkroot\SDK\clients\c\source.zip,
4. A% Y% OpenSSL,
TBESHE 41 UK THI%EE OpenSSL 1 .
5. ¥ C MQTT B HUE,
1656 28 TUHY TERNANFEEE I MOTT MEEIy FAIH T A A R A S FIE I,
PUTAIRBIFF I B E makefile K28 BAREEME C MQTT B ALE,
% 30 T T7E Apple Mac 457 C MQTT &AL DA T i0S 1575y
% 35 T T#E Windows % MOTT J#J

I AREFEEH MQTT HMERIEIR
TRYIE T HATESHES FHE C MOTT & ML SR 1 2SR E T,

28 HEhiHEMLIER M2M


https://developer.apple.com/xcode/
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere

K 2: HWAREFEEB MOTT ¥iE5%EIN

Ex
tx
a
Op
ti
on
Fa Compiler Compiler Options Linker Options s
AIX ~PIC -0s -Wall W1, -G
-DREVERSED
Linux s390x -I MQTTCLIENT_DIR
-m
Linux gcc 64
x86-64
Linux .
x86-32 39
-shared -W1, -soname,
Linux ARM arm-linux-gcc -fPIC -0s -Wall -I |[libmgttv3c.so
(glibc) MQTTCLIENT_DIR
Linux ARM
. arm-unknown-
(uclibc) 1inux
-uclibcgnueabi-
gcc
¥fndows32 /nologo /machine:x86 /
= manifest
/D "WIN32" /D kernel32.1ib user32.1lib
" UNICODE" /D g‘?'132'1ib1. Lean 15
"UNTCODE" winspool. }b comdlg32.1lib
/D advapi32.lib
cl " CRT SECURE NO WAR shell32.1ib ole32.1ib
NINGS" - - oleaut32.1ib
/ uuid.lib odbc32.1ib
nologo /c /02 /w3 / |°odbecp32.lib
implib:mgttv3c.1lib)
/pdb:mgttv3c.pdb) /
map:mqttv3c.map)
iOS ARMv7 |gcc -arch armv7 -DUSE_NAMED_SEMAPHO
i0OS ARMv7s RES -DNOSIGPIPE

gcc -arch
armv7s

-DOPENSSL

-0s -Wall -fomit-
frame-pointer
-isysroot /
Applications/
Xcode.app/\
Contents/Developer/
Platforms/\
iPhone0S.platform/
Developer/SDKs/\
iPhone0S6.0.sdk

-L/Applications/Xcode.app/
Contents/Developer/
Platforms/
iPhone0S.platform/
Developer/SDKs/
iPhone0S6.0.sdk/usx/1ib/
system

MOQTT &/ 29




+ 2: {HUARREF GBI MOTT HERIEI (4r4E)

Ex
tr
a
Op
ti
on
& Compiler Compiler Options Linker Options s
10S -DUSE_NAMED_SEMAPHO
ARMi386 RES -DNOSIGPIPE
-DOPENSSL
-0s -Wall -fomit-
frame-pointer -L/Applications/Xcode.app/
-isysroot / Contents/Developer/
Applications/ Platforms/
gcc -arch i386 |Xcode.app/\ iPhoneSimulator.platform/
Contents/Developer/ | Developer/SDKs/
Platforms/\ iPhoneSimulator6.0.sdk/uszr
iPhoneSimulator.pla | /1ib/system
tform/
Developer/SDKs/
iPhoneSimulator6.0.
sdk

SNCENN7E Apple Mac ¥ ¢ MOTT ZEPHELIRATF i0S 18&
HUFLL R 38475 makefile DAZE Apple Mac M C MQTT &/ L, AR FI T i0S 1234,

FIGZ A
1. 2 TR, f£8A 0S X 10.8.2 8 mhi AR Apple Mac & FIIZ1T makefile,
2. %% Xcode MIm2fT L E, HA 45 make f2/F, M Xcode FEHmS1T LA,

KXTFItES

A —/> makefile, HSZEHT AIZ1T ARMV7 B, ARMv7s ZbFEESHY iPhone BY iPad DA AE i386 64 HiAbHE

2 IZ1THY iPhone 1 ELESAHEE C MQTT B HUE, 152 List of i0S devices,
R & 34 Bif) TMOQTTios.mak makefile i&81 FlH T 52% 19 makefile,

1. ¥ ZIE G HIFREIG B A S,

2. ¥ EMRZ EEATIRT S PV HONHIRTE; 152D % 58 32 T I8y

3. EAIZISRERI AR 5 33 TURY T9u A A a2 I81T makefile,

UL
1. FEFFZ%E10S AT H,

a. AE A EHR A FARIR B8 5%,

b. #2# Apple Mac /2574 V10.8.2 B EH SihfiA,

c. %% Web ¥ ;5 Xcode PAM Mac W H i N E Xcode -

d. 4% Xcode, R ATIREAI HAs,

SR Mac AR SR A2 MR EAs, 1B 5 1E SN AT 10S 43R A,
2. B makefile MQTTios.mak

30 #EN{HELEN M2M



https://developer.apple.com/xcode/
https://en.wikipedia.org/wiki/List_of_iOS_devices
https://developer.apple.com/xcode/

S

# EHFERPERERE L,

# MQTTCLIENT_DIR #4UEmEEE MQTT EFHLRRBHERE R,

J# #RE MQTTCLIENT_DIR RYujHX

J# HR¥E TOOL_DIR A /Applications/Xcode.app/Contents/Developer/Platforms

J# HR¥E OPENSSL_DIR R sdkroot/openssl , #8XF sdkroot/sdk/clients/c/mqttv3c/src
J# OPENSSL_DIR #FigmEE OpenSSL MEBMEAHH,

# 7Pl :make -f MQTTios.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mqttv3c/src all

. &E MOTT RSN &,

f£5 MQTT JEXA-MHIFI H R HIZ1T makefile , 5(# 1% E MQTTCLIENT_DIR @175
make -f makefile MQTTCLIENT_DIR=sdkroot/SDK/clients/c/mqttv3c/src

LA N TEINE]1Z makefile:
:i§8$$£L¥EE$SB%ENI_2%EURDIR}

endif
VPATH = ${MQTTCLIENT_DIR?

7RG VPATH 1% &N make 7EH A 22K B XPRIRAIE SR B 3%; Bilan, Airh s s ke,
A% 1% E OpenSSL FERINE,
A2 HYEHE MQTT Client for C FEMY SSL IRAS AT,
¥ OpenSSL FERIGL A IRIZ IR B NS EIT MQTT SDK IHAHFEIRIE 3%, &M, ¥ OPENSSL_DIRXEH
mRITSEL

:ifndef OPENSSL_DIR

OPENSSL_DIR = ${MQTTCLIENT_DIRY/../../../../../openssl-1.0.1c
endif

7R OpenSSL 2 EFTE OpenSSL 7 H %M OpenSSL H%, EAREFFZE MBI B E H 5%,
HEBEENNERZERE R,

VIRETT R TEH,

WERIERN Xcode ZEEFNHMAMAEH, EEMSITHILE TOOL_DIR,

ifndef TOOL_DIR

TOOL_DIR = /Applications/Xcode.app/Contents/Developer/Platforms endif
IPHONE_SDK = iPhone0S.platform/Developer/SDKs/iPhone0S6.0.sdk
IPHONESIM_SDK = iPhoneSimulator.platform/Developer/SDKs/iPhoneSimulator6.0.sdk
SDK_ARM = $$TOOL_DIR}/${IPHONE_SDK?
SDK_i386 = $$TOOL_DIR}/$$IPHONESIM_SDK?

EBMEED MQTT EMRFRNTE R, B, WEEMER MQTT ERRFRFIN &,
B DU RATEINE] makefile DA AT MOTT TR

ALL_SOURCE_FILES = $fwildcard $$MQTTCLIENT_DIR}/*.c}

PPN PR BRI R R P I R 7 P 5, DANAZIE R &S H 5 SSL.
ML —178021T, BARER T EZMEREIR, £ darwin_x86_64 HH Al 1 H=)%E,
- [, ARz
MQTTLIB = mqgttv3c
SOURCE_FILES = $ifilter-out $IMQTTCLIENT_DIR}/MQTTAsync.c ${MQTTCLIENT_DIR}/SSLSocket.c,

$$ALL_SOURCE_FILES3?
MQTTLIB_DARWIN = darwin_x86_64/1ib$$MQTTLIB? .a

- [P, Z4e:

MQTTLIB_S = mqttv3cs
SOURCE_FILES_S = $ifilter-out ${MQTTCLIENT_DIR}/MQTTAsync.c, ${ALL_SOURCE_FILES3?
MQTTLIB_DARWIN_S = darwin_x86_64/1ib${MQTTLIB_S} .a
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S8, AFEe:
MQTTLIB_A = mqgttv3a
SOURCE_FILES_A = $ifilter-out $$MQTTCLIENT_DIR}/MQTTClient.c ${MQTTCLIENT DIR}/

SSLSocket.c, $$ALL_SOURCE_FILES??
MQTTLIB_DARWIN_ A = darwin_x86_64/1ib${MQTTLIB_A} .a

. T, Ze:
MQTTLIB_AS = mqgttv3as
SOURCE_FILES_AS = ${filter-out $$MQTTCLIENT_DIR}/MQTTClient.c, ${ALL_SOURCE_FILES%?
MQTTLIB_DARWIN_AS = darwin_x86_64/1ib$$MQTTLIB_AS} .a

7. & XA M w21 I,
BEZH AFEER MQTT A A oA AN F - & BT,
a) ¥ Gnu IH C #1 C++ (gcc) B NFmIFEAR
R =AY YRIFE R A AN AT iPhone 177 ELARAEEE :

CC = iPhone0S.platform/Developer/usr/bin/gcc
CC_armv7 = $$TOOL_DIR%/$iCC% -arch armv7
CC_armv7s = $3TOOL_DIR:/${CC% -arch armv7s
CC_1386 = ${TOOL_DIR}/$iCC} -arch i386

b) IS N4 1EAR I I,
CCFLAGS = -0s -Wall -fomit-frame-pointer
c) ¥ include B2,

CCFLAGS_SO_ARM = $fCCFLAGS? -isysroot ${SDK_ARM? -I$$OPENSSL_DIR}/include -L$
{SDK_ARM?} /usxr/1lib/system

CCFLAGS_SO_1i386 = ${CCFLAGS}? -isysroot ${SDK_i386% -I${OPENSSL_DIR}/include -L$
{SDK_1386%/usr/lib/system

8. & A H bR,
PR E SCHRI B ME LA T I LARIR T 3k,
a) & X all Hr,
“all” BRI B A .

all: $$MQTTLIB_DARWIN? $IMQTTLIB_DARWIN_ A} $IMQTTLIB_DARWIN_AS? $$MQTTLIB_DARWIN_S?

NS HANTEE AL, B BMOvERE Hr.
a) WAL IEZ 2 E 1ibmgttv3c. a,

$SMQTTLIB_DARWIN?: $$SOURCE_FILES?
-mkdir darwin_x86_64
$CC_armv7% $3CCFLAGS_SO_ARM? -c $$SOURCE_FILES? -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.0
Rm *.o
$3CC_armv7s? $SCCFLAGS_SO_ARM? -c $$SOURCE_FILES? -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s *.o
Rm *.o
$9CC_i3863 $SCCFLAGS_SO_i386% -c $$SOURCE_FILES? -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_i386% -o $@.i386 =*.0
Rm *.o
lipo -create $@.armv7 $@.armv7s $@.1i386 -output $@

TEA] m . o HMBRAEN RO E NS, 1ipo ¥ArE = MEHERI— 12,
b) MEFP AL 2 1ibmgttv3a. a,

$$MQTTLIB_DARWIN_A?: $§SOURCE_FILES_A?

-mkdir darwin_x86_64

$$CC_armv7} $3CCFLAGS_SO_ARM% -c $$SOURCE_FILES_A% -DMQTT_ASYNC
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.0

Rm *.o
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$$CC_armv7st $ICCFLAGS_SO_ARM? -c $§SOURCE_FILES_A} -DMQTT_ASYNC
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s =*.o0

Rm x.o

$$CC_1386% $$CCFLAGS_SO_i386% -c $$SOURCE_FILES_A% -DMQTT_ASYNC
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_i386% -o $@.i386 =*.0

Rm *.o0
lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

A m % .o KB AN EQIRMFTE N R X, 1ipo ¥FrE = NEIFEEI— D,
c) MRS %2 libmgttv3cs. a,

$IMQTTLIB_DARWIN_S3%: ${SOURCE_FILES_S}%
-mkdir darwin_x86_64
$iCC_armv7% $$CCFLAGS_SO_ARM: -c $$SOURCE_FILES_S% -DOPENSSL -DUSE_NAMED_SEMAPHORES

-DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7 -1lssl -lcrypto -o

$@.armv7 *.0

Rm *.o
$$CC_armv7s? $$CCFLAGS_SO_ARM% -c $§SOURCE_FILES_S?% -DOPENSSL -DUSE_NAMED_SEMAPHORES

-DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR%/armv7s -1lssl -lcrypto -o

$@.armv7s *.o0

Rm *.o
$$CC_1i386% $$CCFLAGS_SO_i386% -c $$SOURCE_FILES_S% -DOPENSSL -DUSE_NAMED_SEMAPHORES

-DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/i386 -1ssl -lcrypto -o

$@.1386 *.0
Rm *.o
lipo -create $@.armv7 $@.armv7s $@.1i386 -output $@

B Tm *. o HMBRAEN ECIERIFTE N ZR S, 1ipo ¥ArE = NEHERI— X,
d) WSR2 libmgttv3as. a,

$SMQTTLIB_DARWIN_AS?: ${SOURCE_FILES_AS?
-mkdir darwin_x86_64
$5CC_armv7% $3CCFLAGS_SO_ARM? -c $§SOURCE_FILES_AS? -DMQTT_ASYNC -DOPENSSL

-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR%/armv7 -1lssl -lcrypto -o

$@.armv7 *.0

Rm *.o
$iCC_armv7st $$CCFLAGS_SO_ARM} -c $$SOURCE_FILES_AS} -DMQTT_ASYNC -DOPENSSL

-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o

$@.armv7s *.0

Rm x.o
$§CC_1i386% ${CCFLAGS_SO_i386% -c $$SOURCE_FILES_AS?* -DMQTT_ASYNC -DOPENSSL

-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/i386 -1ssl -lcrypto -o

$@.1386 *.0
Rm *.0
lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

BA rm *. o BB N E N ERIRIFTE N R X, lipo ¥ATE = NEHER|— N XEH,
e) FEX clean HFR,
“clean” HFRIFFIEZE makefile ARV G XA H %

. B: T&
clean:
-rm -f x.o0bj
-rm -f -r darwin_x86_64

9. 11T makefile,

make -f MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mqttv3c/src
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SR

1£ sdkroot/sdk/clients/c/mqttv3c/src/darwin_x86_64 HgHAIE T LR X4,

libmgttv3c.a.armv7
libmgttv3c.a.armv7s
libmgttv3c.a.i386
libmgttv3c.a
libmgttv3a.a.armv7
libmgttv3a.a.armv7s
libmgttv3a.a.i386
libmgttv3a.a
libmgttv3cs.a.armv7
libmgttv3cs.a.armv7s
libmgttv3cs.a.i386
libmgttv3cs.a
libmgttv3as.a.armv7
libmgttv3as.a.armv7s
libmgttv3as.a.i386
libmgttv3as.a

MQTTios.mak makefile ;&5

# EHEEFRPEREER L,

# MQTTCLIENT_DIR #44UsmEE MQTT EFHLRRBHERE R,

# % MQTTCLIENT_DIR Y@ BF

J# BRE TOOL_DIR A /Applications/Xcode.app/Contents/Developer/Platforms

J# HRE OPENSSL_DIR R sdkroot/openssl , #8XF sdkroot/sdk/clients/c/mqttv3c/src
# OPENSSL_DIR #Zi{EMEE OpenSSL HMEMEARRF,

# 7Pl :make -f MQTTios.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mqttv3c/src all

:ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = ${CURDIR}
endif
VPATH = $$MQTTCLIENT_DIR?
:ifndef OPENSSL_DIR
OPENSSL_DIR = ${MQTTCLIENT_DIR}/../../../../../openssl-1.0.1c
endif
ALL_SOURCE_FILES = ${wildcard ${MQTTCLIENT_DIR}/x.c}
ifndef TOOL_DIR
TOOL_DIR = /Applications/Xcode.app/Contents/Developer/Platforms endif
IPHONE_SDK = iPhone0S.platform/Developer/SDKs/iPhone0S6.0.sdk
IPHONESIM_SDK = iPhoneSimulator.platform/Developer/SDKs/iPhoneSimulator6.0.sdk
SDK_ARM = $$TOOL_DIR?*/${IPHONE_SDK?
SDK_i386 = $4TOOL_DIR%/${IPHONESIM_SDK?}

MQTTLIB = mqgttv3c

SOURCE_FILES = ${filter-out ${MQTTCLIENT_DIR}/MQTTAsync.c $$MQTTCLIENT_DIR}/SSLSocket.c, $
SALL_SOURCE_FILES%%

MQTTLIB_DARWIN = darwin_x86_64/1ib$${MQTTLIB} .a

MQTTLIB_S = mqttv3cs

SOURCE_FILES_S = $i{filter-out $$MQTTCLIENT_DIR}/MQTTAsync.c, $$ALL_SOURCE_FILES%}?
MQTTLIB_DARWIN_S = darwin_x86_64/1ib${MQTTLIB_S? .a

MQTTLIB_A = mgttv3a

SOURCE_FILES_A = $ifilter-out $$MQTTCLIENT_DIR}/MQTTClient.c $$MQTTCLIENT_DIR%/SSLSocket.c, $
$ALL_SOURCE_FILES%?

MQTTLIB_DARWIN_A = darwin_x86_64/1ib${MQTTLIB_A} .a

MQTTLIB_AS = mqgttv3as

SOURCE_FILES_AS = ${filter-out $SMQTTCLIENT_DIR}/MQTTClient.c, ${ALL_SOURCE_FILES%?
MQTTLIB_DARWIN_AS = darwin_x86_64/1ib$$MQTTLIB_AS}t .a

# compiler

CC = iPhone0S.platform/Developer/usr/bin/gcc

CC_armv7 = $$TOOL_DIR%/$iCC% -arch armv7

CC_armv7s = $$TOOL_DIR:/$$CC* -arch armv7s

CC_i386 = ${TOOL_DIR}/$4iCC} -arch i386

CCFLAGS = -0s -Wall -fomit-frame-pointer

CCFLAGS_SO_ARM = $fCCFLAGS? -isysroot ${SDK_ARM? -I$$OPENSSL_DIR}/include -L$$SDK_ARM}/usr/lib/
system

CCFLAGS_SO_i386 = $$CCFLAGS? -isysroot $$SDK_i386% -I$SOPENSSL_DIR}/include -L$
$SDK_1386%/usr/lib/system

# targets
all: $$MQTTLIB_DARWIN} $fMQTTLIB_DARWIN_A} $$MQTTLIB_DARWIN_AS? ${MQTTLIB_DARWIN_S?

$$MQTTLIB_DARWIN?}: $$SOURCE_FILES}?

-mkdir darwin_x86_64
$$CC_armv7} $3CCFLAGS_SO_ARM% -c $$SOURCE_FILES% -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
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libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.o0

Rm *.o

$$CC_armv7s?t $3CCFLAGS_SO_ARM?* -c $$SOURCE_FILES* -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s *.o

Rm *.o

$$CC_1i386% $3CCFLAGS_SO_1i386% -c $3$SOURCE_FILES?* -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_i386% -o $@.i386 =*.o

Rm *.o

lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

$$MOTTLIB_DARWIN_A%: $$SOURCE_FILES_A%

-mkdir darwin_x86_64

$$CC_armv7t $3CCFLAGS_SO_ARM? -c $§SOURCE_FILES_A} -DMQTT_ASYNC -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.o

Rm *x.o

$$CC_armv7s? $$CCFLAGS_SO_ARM?* -c $$SOURCE_FILES_A?* -DMQTT_ASYNC -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s *.o

Rm x.o

$$CC_1386% $3CCFLAGS_SO_1i386% -c $3SOURCE_FILES_A%* -DMQTT_ASYNC -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_i386% -o $@.i386 *.0

Rm *.o

lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

$$MQTTLIB_DARWIN_S?%: $$SOURCE_FILES_S%

-mkdir darwin_x86_64

$$CC_armv7t $3CCFLAGS_SO_ARM? -c $$SOURCE_FILES_S* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7 -1lssl -lcrypto -o $@.armv7 =*.o

Rm *.o

$$CC_armv7s?t $3CCFLAGS_SO_ARM?* -c $3$SOURCE_FILES_S%* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM% -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o $@.armv7s
*.0

Rm x.o

$$CC_1i386% $3CCFLAGS_SO_i386% -c $$SOURCE_FILES_S* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM% -L${OPENSSL_DIR}/i386 -1lssl -lcrypto -o $@.i386 *.o

Rm *.o

lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

$SMQTTLIB_DARWIN_AS?: ${SOURCE_FILES_AS?

-mkdir darwin_x86_64

$$CC_armv7t $3CCFLAGS_SO_ARM? -c $$SOURCE_FILES_AS? -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR%/armv7 -1ssl -lcrypto -o $@.armv7 *.o

Rm *.o

$$CC_armv7s?t $$CCFLAGS_SO_ARM* -c $$SOURCE_FILES_AS?* -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM% -L${OPENSSL_DIR?}/armv7s -1ssl -lcrypto -o $@.armv7s
*.0

Rm *.o

$$CC_i3863% $§CCFLAGS_SO_i386% -c $§SOURCE_FILES_AS? -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR%/i386 -1ssl -lcrypto -o $@.1i386 *.0

Rm *.o0

lipo -create $@.armv7 $@.armv7s $@.1386 -output $@

. B: Ti&
clean:
-rm -f x.o0bj
-rm -f -r darwin_x86_64

BIITTEM7E Windows IR MOTT B
PUTA TR AZRE makefile, DA T1E Windows A% C MQTT & FHLZE,

AR AT

1. R EE, EEME TR F23E 50 Gnu make 4R5 1Y makefile 3N Make fiAs; SN, F#; Gnu
make 3T, 15250 Gnu Make, Make for WindowsWeb 35 324t T Make for Windows F{A]4Z
FERRAR,

2. B EZEEHT Windows B Linux a4 LAMEF makefile 7/ HY clean HFR. AT LI Web il 5 (1140
Cygwin) KB Windows Y Linux 4>,
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KX FULES

Bl T8 Windows 32 fiz#4E C MQTT & F HLIZEH] makefile,

e 45 39 BifY TMOQTTwin.mak makefile iG55 FIIH T 528 M) makefile,
1. BIE B G HIDFREG B3 A SR,

2. ¥ BIRZ EBATHRT SEFEONTIRRY; 1S58 5 38 U 17y .
3. HHZIS R 26 39 T Ty HFHIHMa2I21T makefile,

dig
1. PIlZ makefile MQTTwin.mak
BT S
# EHEERPEREEBE,
# MQTTCLIENT_DIR #44UgmEE MQTT EFHRRBHERE R,
J TR¥E MQTTCLIENT_DIR REFHX
# TRE OPENSSL_DIR = sdkroot\openSSL , #XF sdkroot\sdk\clients\c\mgttv3c\szc
# OPENSSL_DIR #4JifEMAEE OpenSSL HWEMEAREBF,
# = :make -f MQTTwin.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mgttv3c/src
i REMERE , il

i 9%comspec%® /k "" C:\Program Files\Microsoft Visual Studio 9.0\VC\vcvarsall.bat"" x86
# set path= %path%; C:\Program Files\GnuWin32\bin;C:\cygwin\bin

2. % E MOTT RN &,
1£5 MOTT JEXHHHIE AT H s #3847 makefile, 5U#E1&E MQTTCLIENT_DIR {125k

make -f makefile MQTTCLIENT_DIR=sdkroot/SDK/clients/c/mgttv3c/sxc

B DA RATHINEZ makefile:
-ifndef MQTTCLIENT DIR
MQTTCLIENT DIR = $ICURDIR}

endif
VPATH = ${MQTTCLIENT_DIR?}

IHRAEE VPATH %88 make 7 H AR A B XFRIRAVTE S B 5%; filan, B prfEmpaE Sk ik,
3. \0i%: 1%'® OpenSSL EMINHE,
AR A MOTT Client for C JEERY SSL ARA AT FE 1Y,
¥ OpenSSL ML BRI E N S EIT MQTT SDK IHAHRIFIH %, 7N, ¥ OPENSSL_DIR i%&E N
mATSEL
:ifndef OPENSSL_DIR

OPENSSL_DIR = ${MQTTCLIENT_DIR}/../../../../../openssl-1.0.1c
endif

$&8: OpenSSL ZALEFE OpenSSL - H# OpenSSL Hg, EATRETFEMNEITAL B E H AT,
NEEENLERZR L EH R,
4. EBREED MQTT FEFRFRIFTE TR, BAh, REEMER MQTT FERBFRAINLE,
B A RATEINE] makefile DAFIHFTE MOTT JE 4
ALL_SOURCE_FILES = $§wildcard ${MQTTCLIENT_DIR%/*.c?
FRAIRTR SR BUR T IR B R RS E IR 2 7P, DIROZER S S SSL,
WINPA R —1780217, BARBURTEMENER, £ windows_ia32 HHOIEE 7 HZERNTE#$,
- [\, JERe:

MQTTLIB = mqgttv3c
MQTTDLL = windows_ia32/${MQTTLIB} .d1l
SOURCE_FILES = $$filter-out ${MQTTCLIENT_DIR}/MQTTAsync.c $$MQTTCLIENT_DIR}/SSLSocket.c,
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$$ALL_SOURCE_FILES??
MANIFEST = mt -manifest ${MQTTDLL?.manifest -outputresource: $$MQTTDLLE\; 2

- [P, e

MQTTLIB_S = mgttv3cs
MQTTDLL_S = windows_ia32/${MQTTLIB_S} .d11

SOURCE_FILES_S = $ifilter-out $$MOTTCLIENT_DIR}/MQTTAsync.c, $$ALL_SOURCE_FILES}}
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: $$MQTTDLL_S}\; 2

o, dExa:

MQTTLIB_A = mqttv3a
MQTTDLL_A = windows_1ia32/$$MQTTLIB_A? .d11l

SOURCE_FILES A = $ifilter-out $SMOTTCLIENT DIR}/MQTTClient.c $$MQTTCLIENT_DIR%/
SSLSocket.c, $$ALL_SOURCE_FILES??

MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: ${MQTTDLL_S%\; 2

- ", Te
MQTTLIB_AS mgttv3as
MQTTDLL_AS = windows_ia32/$$MQTTLIB_AS? .dll

SOURCE_FILES_AS = $$filter-out $$MQTTCLIENT_DIR}/MQTTClient.c, $fALL_SOURCE_FILES??
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: ${MQTTDLL_S%\; 2

5. & X G A F1 g 13 2RI 0,
B2 AFEFEE R MOTT # &I B RIASE - & BT,
a) ¥ Microsoft Visual C++ %8 N%1Ees,

cC = cl
b) VR INTRAL AR IE T,
CPPFLAGS = /D "WIN32" /D "_UNICODE" /D "UNICODE" /D "_CRT_SECURE_NO_WARNINGS"
C) IR IN4m B AL,
CFLAGS = /nologo /c /02 /W3 /Fd /MD /TC
d) &N include B4R,
INC = /I ${MQTTCLIENT_DIR} /I $IMQTTCLIENT_DIR}/..
e) Alifk: QIIREMEL 2, IHHRINTALEEET,
CPPFLAGS_S = ${CPPFLAGS? /D "OPENSSL"
f) A QNSRRI 2, IEUSIN OpenSSL Sk,
INC_S = $SINC? /I $§OPENSSL_DIR?/inc32/

P ST $SOPENSSL_DIR?/inc32/openssl i, {H ssl.h XHIETE “openssl/
ssl.h”H,

6. X B REREAR P R 1R T,
a) ¥ Microsoft Visual C++ & & WEEEAIRF,

LD = link
b) FINBERAR PRI,
LINKFLAGS = /nologo /machine:x86 /manifest /dll

c) AINZERR 1,
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WINLIBS = kernel32.lib user32.lib gdi32.lib winspool.lib comdlg32.1lib\
advapi32.lib shell32.1ib ole32.1lib oleaut32.lib uuid.lib\

odbc32.1ib odbccp32.1ib ws2_32.1ib

d) AR R SR

IMP = /implib: ${@:.d11l=.1ib}
LIBPDB = /pdb: $f@:.d11=.pdb}
LIBMAP = /map: $$@:.d11=.map?

e) Alik: WREEMEZL2E, TEII OpenSSL &,

WINLIBS_S = ${WINLIBS} crypt32.1lib ssleay32.lib libeay32.1ib
f) AIdE: GNRIEEMEZ 2, TEUSIN OpenSSL &R,

LIBPATH_S = /LIBPATH:${OPENSSL_DIR}/1ib

7. XV E R,

a) EX all Hr.
P & X BRI B NE LA T AR RT3k

“all” HARRATEE AT A

all: $§MQTTDLL} $IMQTTDLL_A} $IMQTTDLL_AS} ${MQTTDLL_S?

b) ¥R A2 2% mgttv3c.dll,

$$MQTTDLL?: $$SOURCE_FILES?
-mkdir windows_ia32

-rm ${CURDIR}/MQTTAsync.obj
$$CCt $SCPPFLAGS? $3$CFLAGS? $SINC? /Fo $$SOURCE_FILES?
$$LD? ${LINKFLAGS} $$IMP? ${LIBPDB} ${LIBMAP? $IWINLIBS} *.obj /out: $$MOTTDLL}

$$MANIFEST}

-rm $$CURDIR}/MQTTAsync.obj BAIMIBREE HrGIEAYE( MQTTAsync . obj,
MQTTAsync.obj 1 MQTTClient.obj 2 HFHI,

c) Wi IFEZ 2F mqttv3a.dll,

$$MQTTDLL_A?: $$SOURCE_FILES A}
-mkdir windows_ia32
-rm ${CURDIR}/MQTTClient.obj
$$CCt $$CPPFLAGS? $3$CFLAGS? $SINC} /Fo $$SOURCE_FILES_A%
$iLD? $SLINKFLAGS? $$IMP: $$LIBPDB} ${LIBMAP? $$WINLIBS} x.obj /out: $SMQTTDLL_A?

${MANIFEST_A%

-rm ${CURDIR}/MQTTClient.obj iEAIMERNEE HARAIEIIE( MQTTClient. obj,
MQTTAsync.obj Al MQTTClient.obj 2HJFM.

d) RN Z 2% mgttv3cs.dll,

$IMQTTDLL_S3%: ${SOURCE_FILES_S}%
-mkdir windows_ia32
-rm ${CURDIR}/MQTTAsync.obj

$1CC}H $ICPPFLAGS_S} ${CFLAGS} ${INC_S} /Fo ${SOURCE_FILES}
$5LD} $ILINKFLAGS} $SIMP3 $ILIBPDB} $ILIBMAPY ${WINLIBS_St ${LIBPATH_S} .obj /out: $
MQTTDLL_S}
${MANIFEST_S}
-m ${CURDIR}/MQTTAsync.obj iEHMIER MR HbRAIEAILM MQTTAsync . obJ,

MQTTAsync.obj Al MQTTClient.obj 2HJFM,
e) M T 27 2 mqttv3as.dll,

$$MQTTDLL_AS?: $$SOURCE_FILES_AS?
-rm ${CURDIR}/MQTTClient.obj
$$CCt $SCPPFLAGS_S?* $$CFLAGS? $$INC_S?* /Fo $i{SOURCE_FILES_AS?
$$LD? $SLINKFLAGS? $§IMP? $SLIBPDB? $SLIBMAP? $SWINLIBS ST $SLIBPATH_S? *.obj /out: $

38 i E&EM M2M



(MQTTDLL_AS}?
$(MANIFEST_AS?

-rm $(CURDIR}/MQTTClient.obj iEAMER VR BARGIEIIEM MQTTClient. objs
MQTTAsync.obj 1 MQTTClient.obj 2HFH,

f) € X clean H#r,
“clean” HFRIEERZE makefile 2 IR SCAEFT H 5%

. B’: F#
clean:
-rm -f *.obj
-rm -f -r windows_ia32

8. B H T84T makefile f) Windows #&12,
BHE RHARRIER 77, DAMES B SR LA,
a) 1% & Microsoft Visual Studio #1553,
%comspec% /k ""C:\Program Files\Microsoft Visual Studio 9.0\VC\vcvarsall.bat"" x86
b) 5 & Path 28 DAfLE make F2/F A1 Linux iR,
set path=%path%:C:\Program Files\GnuWin32\bin;C:\cygwin\bin
9. 1817 makefile,
make -f MQTTwin.mak MQTTCLIENT_DIR=sdkroot/SDK/clients/c/mgttv3c/src

P SRR AAUR IERHT, AR AL,

&
1£ sdkroot\SDK\clients\c\mgttv3c\src\windows_ia32 HxH I T DAR X,

mgttv3a.dll
mgttv3a.dll.manifest
mattv3a.exp
mgttv3a.lib
mgttv3a.map
mgttv3as.dll
mgttv3as.dll.manifest
mgttv3as.exp
mgttv3as.lib
mgttv3as.map
mgttv3c.dll
mgttv3c.dll.manifest
mgttv3c.exp
mgttv3c.lib
mqattv3c.map
mgttv3cs.dll
mgttv3cs.dll.manifest
mattv3cs.exp
mgttv3cs.lib
mgttv3cs.map

MQTTwin.mak makefile ;558

# EHEAFPREREERL
# MQTTCLIENT_DIR #44UsmEE MQTT EFHRRBHEREF,
# #RE MQTTCLIENT_DIR RY4miBx
# TRE OPENSSL_DIR = sdkroot\openSSL , #XF sdkroot\sdk\clients\c\mgttv3c\szc
# OPENSSL_DIR #ZifEMEE OpenSSL MEMEREF,
# = :make -f MQTTwin.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mgttv3c/src
i REMERE ,
# %comspec¥ /k "" C:\Program Files\Microsoft Visual Studio 9.0\VC\vcvarsall.bat"" x86
# set path= %path%; C:\Program Files\GnuWin32\bin;C:\cygwin\bin
:ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = ${CURDIR?}
endif
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VPATH = ${MQTTCLIENT_DIR?
:ifndef OPENSSL_DIR

OPENSSL_DIR = $$MQTTCLIENT_DIR}/../../../../../openssl-1.0.1c
endif

ALL_SOURCE_FILES = $iwildcard $IMQTTCLIENT_DIR%}/*.c}

MQTTLIB = mqgttv3c

MOQTTDLL = windows_ia32/$sMQTTLIB? .d11

SOURCE_FILES = $§filter-out $SMQTTCLIENT_DIR}/MQTTAsync.c ${MQTTCLIENT_DIR?/SSLSocket.c, $
$ALL_SOURCE_FILESt?

MANIFEST = mt -manifest ${MQTTDLL}.manifest -outputresource: $$MQTTDLLE\; 2

MQTTLIB_S mgttv3cs

MQTTDLL_S windows_ia32/$3$MQTTLIB_S?* .dl1l

SOURCE_FILES_S = ${filter-out ${MQTTCLIENT_DIR}/MQTTAsync.c, ${ALL_SOURCE_FILES%}}
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: $$MQTTDLL_S}\; 2
MQTTLIB_A = mgttv3a

MQTTDLL_A = windows_ia32/$sMQTTLIB_A% .d1l

SOURCE_FILES A = $§filter-out $SMOTTCLIENT DIR}/MQTTClient.c ${MQTTCLIENT DIR}/SSLSocket.c, $
$ALL_SOURCE_FILESt?

MANIFEST S = mt -manifest ${MQTTDLL_S%.manifest -outputresource: ${MQTTDLL_S%\; 2
MQTTLIB_AS = mqgttv3as
MOTTDLL_AS = windows_ia32/$$MQTTLIB_AS? .dl1l

SOURCE_FILES_AS = $$filter-out $$MQTTCLIENT_DIR%/MQTTClient.c, $$ALL_SOURCE_FILES%#?
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: $$MQTTDLL_S?\; 2

# compiler

CC =cl

CPPFLAGS = /D "WIN32" /D "_UNICODE" /D "UNICODE" /D "_CRT_SECURE_NO_WARNINGS"
CFLAGS = /nologo /c /02 /W3 /Fd /MD /TC

INC = /I $$MQTTCLIENT_DIR% /I ${MQTTCLIENT_DIR%/..

CPPFLAGS_S = $$CPPFLAGS?* /D "OPENSSL"

INC_S = $$INCt /I $$OPENSSL_DIR%/inc32/

# linker

LD = link

LINKFLAGS = /nologo /machine:x86 /manifest /dll

WINLIBS = kernel32.lib user32.lib gdi32.1lib winspool.lib comdlg32.1lib\
advapi32.1lib shell32.1ib ole32.1ib oleaut32.lib uuid.lib\
odbc32.1ib odbccp32.1ib ws2_32.1ib

IMP = /implib: $f@:.dl1l=.1ib%

LIBPDB = /pdb: ${@:.d1l=.pdb}

LIBMAP = /map: $i@:.d11l=.map}

WINLIBS_S = ${WINLIBS?} crypt32.1ib ssleay32.lib libeay32.lib

LIBPATH_S = /LIBPATH:$$OPENSSL_DIR}/1lib

# targets
all: ${MQTTDLL} $IMQTTDLL_A} ${MQTTDLL_AS} $IMQTTDLL_S}

$SMQTTDLL?: $$SOURCE_FILES?
-mkdir windows_ia32
-rm ${CURDIR}/MQTTAsync.obj
$$CC? $SCPPFLAGS? $3CFLAGS? $SINC? /Fo $3$SOURCE_FILES?
%{LD} $SLINKFLAGS? $$IMP? $SLIBPDBY ${LIBMAP} $$WINLIBS} x.obj /out: $IMQTTDLL?}
$MANIFEST?

$IMQTTDLL_A%: ${SOURCE_FILES_A}
-mkdir windows_ia32
-rm ${CURDIR}/MQTTClient.obj
$3CCt $ICPPFLAGS} ${CFLAGS? $IINC: /Fo $iSOURCE_FILES_A%
%{LD} ${LINKFLAGS? $$IMP: $SLIBPDBY $$LIBMAP: $$WINLIBS: *.obj /out: ${MQTTDLL_A?
$MANIFEST_A%}

$$MQTTDLL_S?: $$SOURCE_FILES St

-mkdir windows_ia32

-rm $$CURDIR}/MQTTAsync.obj

$$CCT $ICPPFLAGS_S? $$CFLAGS? $SINC_S? /Fo $ISOURCE_FILES?

${LD? $SLINKFLAGS? $$IMP: ${LIBPDB} ${LIBMAP? ${WINLIBS_S3* $SLIBPATH_S% *.obj /out: $
$MQTTDLL_S}¥

$$MANIFEST_S?

$$MQTTDLL_AS?: $$SOURCE_FILES_AS?

-rm ${CURDIR}/MQTTClient.obj

$$CC? $SCPPFLAGS_S?* $$CFLAGS? $$INC_S?* /Fo ${SOURCE_FILES_AS?

$$LD? $SLINKFLAGS? $$IMP? $SLIBPDB? $SLIBMAP? $SWINLIBS_ ST $$LIBPATH_S? *.obj /out: $
(MQTTDLL_AS?

$(MANIFEST_AS?

. B: Ti&

clean:
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-rm -f *.obj
-rm -f -r windows_ia32

1% OpensSSL &1
£ C, mgttv3cs fl mgttv3as %4 MQTT BFNUEZ R, 1E5HE OpenSSL A, %M ENNE
R B R LR C MQTT B HUEM M FRAVE AL OpenSSLIIEHEE T.H,

FHRZ Al

1. BREENIN0s makefile 25153247 1056 M EFRIZ S, MFRRBAN i0S, EHATaELEHA
A,

2. mwmdows makefile EHilli&H T 32 fi2 Windows,

XFIES
TEFHZ2EE OpenSSL WA T A L&, Tl OpenSSL makefile, ZAJE N HARF-EME OpenSSL .
1£ Windows #1 Linux _|, make i&<#3% OpenSSL ZHAIEMERE T H,

aig
1. %% OpenSSL fil,
a) M OpenSSL #; OpenSSL £,

i OpenSSL ERAFELRYT T BRI BT 3 32 T M U HEH LA MURUTIR VR AT S8 PRRILTER,  IAE B 2R
&, RERERG NIRRT .

b) KR4 N A 462 sdkroot H,

£ OpenSSL il 55 Y News &I~ FEHGHEN MM E, HEE4E T B4 tar. gz Y tar
X, FRIEZEN, HESAETS Y opensslversion, i, openssl-1.0.1c, XEEIRMH]
B A BARHR A %openss1¥% (T Windows _|) #1 $openssl (F£i0S |F); 4, 1£ Windows I,
%openssl% ;& sdkroot\openssl-1.0.1c,

PR KA IEI R 45 OpenSSL LA GIE MY H R, HLEEGEFHEEHIIN opensslversion X
3%,

) Vindows |

A% 1E Windows |, TEFHZLE perl, 1EZMH perl.org,
X FARE], EM ActivePerl NE R# perls

e} 0S|
Ali%: fEi0S k, HAE=1"H%,

$ssarm7 = $openssl/arm7
$sslarm7s = $openssl/arm7s
$ss1i386 = $openssl/i386

XFFi0S, AN =D AFRRIREFF S OpenSSL .

4. £ OpenSSL makefile, DA A& IS A FN#1E R GiM % OpenSSL £,
a) 7 %openssl% o $openssl HrHITHMLE .
b) DAE Y4 ¥21T Configure perl i

perl Configure VC-WIN32 enable-capieng no-asm no-idea no-mdc2 no-rc5 --prefix=%openssl%
ms\do_ms.bat
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./Configure BSD-generic32 no-idea no-mdc2 no-rc5 --prefix=$openssl

5. ECEE
1£10S Lk, AR Apple B85 & il 4 A HY OpenSSL makefile,
a) MR makefile $openssl/Makefile B = EIA
$openssl/Makefile_armv7

$openssl/Makefile_armv7s
$openssl/Makefile_i386

b) & makefile H11 “CC=gcc” 1EA],
CC=gcc IBAMNLTEE 62 fTekHIIL, HEBEUCHLATmL:

$openssl/Makefile_armv?7

CC=/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/
Developer/usr/bin/gcc -arch armv?7

$openssl/Makefile_armv7s

CC=/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/
Developer/usr/bin/gcc -arch armv7s

$openssl/Makefile_i386

CC=/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/
Developer/usr/bin/gcc -arch 1386

c) B makefile Y “CFLAG=. . .” i&A],
BIBAIN TS 63 fTe ML GERAPEH S =17 DAE T )

CFLAG= -DOPENSSL_THREADS -pthread -D_THREAD_SAFE
-D_REENTRANT -DDSO_DLFCN -DHAVE_DLFCN_H -DTERMIOS
-03 -fomit-frame-pointer -Wall

AT RAY SDK AL E R TERY Xcode Z24%1%EHE,  IXEE SDK HIRRA TR T Z o0 HAl i makefile A
TERGIHIZA

iPhone /i EL 3%
iPhone 1/i E. 2§ makefile /& $openssl/Makefile_i386,

CFLAG= -isysroot /Applications/Xcode.app/Contents/Developer/Platforms/
iPhoneSimulator.platform/Developer/SDKs/iPhoneSimulator6.0.sdk
-DOPENSSL_THREADS -pthread -D_THREAD_SAFE

-D_REENTRANT -DDSO_DLFCN -DHAVE_DLFCN_H -DTERMIOS

-03 -fomit-frame-pointer -Wall

ios
i0S makefile /2 $openssl/Makefile_arm7 1 $openssl/Makefile_arm7s,
CFLAG= -isysroot /Applications/Xcode.app/Contents/Developer/Platforms/
iPhone0S.platform/Developer/SDKs/iPhone0S6.0. sdk
-DOPENSSL_THREADS -pthread -D_THREAD_SAFE

-D_REENTRANT -DDSO_DLFCN -DHAVE_DLFCN_H -DTERMIOS
-03 -fomit-frame-pointer -Wall

6. IBITAALE) makefile,

nmake -clean
nmake -f ms\nt.mak
nmake -f ms\nt.mak install
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. EEN ;o5 -

make clean

make -f $openssl/Makefile_arm?7

mv $openssl/libcrypto.a $ssarm7/libcrypto.a
mv $openssl/libssl.a $ssarm7/libssl.a

make clean

make -f $openssl/Makefile_arm7s

mv $openssl/libcrypto.a $sslarm7s/libcrypto.a
mv $openssl/libssl.a $sslarm7s/libssl.a

make clean

make -f $openssl/Makefile_i386

mv $openssl/libcrypto.a $ss1i386/libcrypto.a
mv $openssl/libssl.a $ss1i386/1ibssl.a

g3
WAEDE A R, FERISL S (XL BAERZRARAR C MOTT & HLUERT LRI
i0S LAY C MOQTT ZEFHAIT]

T A i0S MRS MQTT RSS2 HiHE., N TTEI0S %% (Bl iPhone fil iPad) _EF DA, &
WIIMAER MQTT A& I — 5B 2 TR AR ES A 3 C MQTT B HLZE,

Fig=zal
1. B54%%1i0S Dev Center, Ff TN i0S F A& M AR T o
2. $EUEA 0S X 10.8.2 B E S AN Apple Mac BUZ1T Xcode BRI & 5% (IDE),

3. (A[i%) 7£ Windows 5% Linux EACE C FFEIMR, FEfE Windows 3¢ Linux EAGEFHIZIT MQTT & #1
FEA C N AR RRITR MQTTIi0S MAREFRAEH, 58, WAL, MAKEREA,

4, HREFHINSE CMQTT P HLFA, 1HSH 1BM o)l Ef&iEH M2M & LRI RS K,
5. WRE LS RS aR Z M ERT K8, TR E E R ERIIE MQTT fik,

X FIES

ZIS RIS ST AT A 3R

1 @S, WEASIT MOTT B P HUIEEARRN AR T DA C MQTT B LR T/ MQTT 4w,
2. £ Apple Mac _EZ22E5 % i10S 1Y Xcode FFAIME,

3. BUTHESS 56 27 U TH9EE C MQTT &S D i0S I #&#%E MQTT Client for C /&,

UL
1. IEFER] DU ALY AR I #2200 MQTT ARS5#8.
ARSS AR MQTT version 3.1 Wi, KRHE IBM [FTE MQTT ARSS eSER A TIEAR/E, B4 IBM
WebSphere MQ F1 IBM MessageSight, 1EZ R 122 Tif) TMQTT RS ERAIL o
2. NE BEHELIEM M2M Z P HLEL H22%5 MQTT SDK,
NEELZEERR T, EBRTRET NS,
a. N EBhIHEMEIEN M2M & P HLEL,
b. AIERFEH 22 %E SDK AR,
T PTREA BB R SO R 4 9 MQT T, SO RIVERIZAE AR N sdkToot,
c. B EGEH BEahE BRI M2M B AL LN EITE] sdkroot i, BLETTFRIER Gl DL
sdkroot\SDK 3k H M,
3. A[iE: JEEBFR MQTT B FALFEA C B AHFET R ZE MOTT APL,
a) A Windows 5 Linux #E[FZ MQTT B HUAEA C M AFEF MQTTV3sample.c, ESHE 23 TN
FCMQTT &ZFHLAII o
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b) #E#2E] MQTT version 3 k%S48, RETEARS %8 LR AMFFUT /8,
c) FFETIEACAL AT MQTT API XY, B MOTT B HUENZE AL AP XA BERE, TEZH MOTT &/

HgmiEE%,
I IIRFESAEA, PAT R I fIRE MQTT & ALCA R A Al & AR FOTIT MOTT /i, [FIHFEA
SRR A —Le . IR DARTR A MEIT MOTT 4wfE, A5 — D FEIH MOTT F2% DAEGE MOTT
YRFEAETURT API,

d) £ Windows I Linux 8 C #5325 MOTT BFHUE, 1ESMHE 27 1A THE C MQTT & /4L
S o

e) WEHIZITRE MOTT B HIUEAL AT C N HER
f) A7 MQTT & P HIFEA R C N AR IRAHSF] MQTT 2504,

R E R S PR RSk &9 E MOQTT MHIREF, SEIATRI % O 95 RN R PAEEL, 1A=
SHEOHIN AR ARG G154, WROEE T DA, et ana] DA K,

FHROBFMMRESER:
) 2B —RELIRAE MQTT 2 P HLZESE R B ARSS 25 A% A A1 B 1A) I R A A2 e B PH 2E,

i) 2B A EIUR R P NUEER SRS 25, QI TT M0 & A0 HA R B A A2 e B FE 22,

4. FEHZEI0S R T,
a. AEAE R P ARIR B 85K,
b. fi# Apple Mac 27579 V10.8.2 B EE mihii A,
c. ¥ % Web 5 5% Xcode PAM Mac N H R JE N Xcode
d. %4 Xcode, A TIREAI HARo
AR Mac MR TSR 2 MR EAs, THIERR 518 S EN AREF I 10S 253 A IRA

5.1Ei0S FAgE CMQTT &ML, ESHIEE 27 Tl Mg CMQTT B HUES o

T—FMta
1. WA C MOTT & L%

a. @E Xcode TR INEKGIFEFH MOTT BFHIFEAR C N R, HEEHRIIARLZ 2SS CMQTT B
ML,

b. i Xcode FFRINETE i0S & LIZTTHY MOTT B HUEAR C MHEF. B EAREREEIFTECER
MQTT version 3 iIR%588; 1ES M 125 A TMan1THECE MOTT AR5 .

2. 7 i0S Q& MQTT 1L C MR, SH4 C N AR A GESR AT, REIEHE
sdkroot\SDK\clients\c\samples Af MQTTV3ASample.c 1 MQTTV3ASSample.c ., TEN%k
>, EMNILE MQTT KA/ FTHEARFF U6,

Poon: BTN R R RE A A SMIFIDIRE, 1EEE MOTT BFHUEEAR C MARFINESR. 1E2RE
16 Tif FJava B MQTT & /'#L on Android A1) .
MQTT ST 1THIER
MOQTT @1 THEA R IBTERIS L

A&
RATRIFOT £,
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Syntax

1
»w—~——— MQTTV3Sample

f_ -q— false T f_ -a — publish j

Uad L ed

1
M——— MQTTV3SSample ——

2
fM——— Sample ——

2
M SampleAsyncCallBack —

2
“—— SampleAsyncWait —~

f_ -t — default topic T f_ -m — default text

A 4

L -a — subscribe

-s— 2

1
L -t — topic name —J L -m — message text J t

r -b — default host name T J_ -p— 1883 j

-s—0

s—1

.
]

J

»
»

Y

“—— -b— IPaddress ——

3

>«
SSL parameters

Paho parameters

-i — default client identifier -¢c — true
L [ 1,
L -i— client identifier —j L -c — false J

SSL parameters

A 4

L -k — keystore J L -w — keystore passphrase J L -r — truststore J

I—-V—O— I—falseT
L-v—:L—I—true—J -

»
»

»—pd
&
11BM WebSphere MQ sample

2 paho sample
3 Not MQTTV3Sample.

FTENHES B SCAFFIR HY

q
WEAERT, mARMHE K false,
-a publish|subscribe

W HREI%E N publish 8 subscribe, MiAZHSTELEERIE (R -

M——-b — host name ——— L -p — port number J

»
»
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-t topic name
KA topic name, TIAZERAMEIAITHRE F@, GRE T -AT:
Paho FEA
i
Sample/Java/v3
i)
Sample/#
IBM WebSphere MQ #£4
oz
MQTTV3Sample/Java/v3 B, MQTTV3Sample/C/v3
i)
MQTTV3Sample/#

-m message text
KA message text, MABKRIEIME AR, TEXAN “Message from MQTTv3 C client”sf
“Message from MQTTv3 Java client”

-s 0]1]2
BEMRSBUE (Q0S), MAZMEHGERE QoS (2).

-b host name
S host name B IP Hullk, MIAREREZRIGE EH14. Paho FEARNEE M4
m2m.eclipse.org, XfF IBM WebSphere MQ 4%, /2 localhost,

-p port number
EHM I port number, TAZE#H BN 1883,

Paho &

-i client identifier
BEPHFRNILEN client identifier. BREARFHURIRN SampleJavav3_"+action, HA
action J& publish B¢ subscribe,

-c true|false
& H clean &iftrdE, GLEERZE true: TITAZRATIT,

SSL &%

-k keystore
WEEESTHES (7 keystore FRIRE A HIEHENERE, MTF CREFMEAR, ZEFE MR
WA (PEM) 2, XTF Java FEAR, B2 Java BEAE (JKS),

-w keystore passphrase
KR TR YL RIS HERN 2R EN keystore passphrase,

-t truststore
HHRESEFPIUSER MOTT ARG 4 A AR AN R HENBRZIREDN truststore, ARG SRMHL
£ (PEM) 32, AT CEEFAER, ZERIRE MR (PEM) S0, AT Java HEA, B2 Java %
B (IKS),

-v O|false|1]|txue
BRIEIETULEN 1| true AESRARSS #RIET, GLEEN 0] false: RIERSERIUET, BASINE
SSL @A,

KRR E N 011 (5 F C ) Ml true| false (3T Java F2/%).

HxES

% 11 711 MJava MQTT &' HLAI 1

f#if IBM MessageSight 8¢ IBM WebSphere MQ /£ MQTT k5548 /55711817 MQTT Client for Java FEA R

R, HEARNARFERAKXE IBM 1 MQTT A& THHE (SDK) & FHLE,

g%nj%ljeAsyncCallBack FEARRN FREF 2 T4 Android FIEMEHEAIKEIHRIERSHE MQTT MHMEF
IR,
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% 23 T I'CMQTT &/ HLAI L
AT 1% C IRAISAE & L BEIFHEITREA CMQTT L, B2 7 7] LAUEFH IBM MessageSight B¢
IBM WebSphere MQ 9 MQTT ARSS#¥IZ1THEA MOQTT Client for C

5527 TR TRy%EE C MQTT BFHLZES
PUTCA R BRI E C MOTT B HUE, AFHASHN L EENgmIFMEERTTE, PURAE i0S
Windows A5 & ZER R,

MQTT 214

MOTT Z &M EA=PEAME: B, INENIR, B @x EO8 H AR AR & P ilan s, IAIE
R YRS TAREE IR T2 A HLEIBOR,

HEREHE

« 5549 T THERNIZITE S MQTT B HEEAR Java MRS

« %5 57 71 M@t SSL #E Android _EiE#E MQTT B HIEEA Java MRS
« 55 66 TIY [f] JAAS IAUE MOTT & L Java M FHAE R

. EEXEM s 70 sii Cimid SSL %S JavaScript [t MOTT W Ef£5%% Pl Al WebSockets)
o 55 78 DI THYEEFNBITZ A MOTT B HIFEA C N HFEFY

515

WEEEPHWRIAL AP ARRE A BRI MOTT F Pl X NEMER A — N T SCF LS
fire MQTT iS5 s A SSL HrBSCH 2 P HILUAARTIEAA TINIE, sUE A& P AL E R S 2 P AL S T
NIE, ARG asiRAE 2 P HILEY B o RAZ 12 P AL AT AT R B

MOQTT ARSS A5 F H: 1P it A1 EHEGRIE R Z P HARIRE . MOTT /MU A SSL WM ARG 88 & 12511

IEBIATINE, FEEN T, B RSSE DNS ZFORIIE M & IZIEB RS 88 2 S IEIE RS

#,

I DA R I E R I S

B PRI
MgttClient 2¢ (C I MQTTClient_create B MQTTAsync_create) HBEXEFHIFRIH, A
MG R LA R P URRE SO TS, SR MEBENIA R P HIFRR &P AR A 15 12
FIRSHW/TE R PR —F, HARESIRS S LS E S AFrEE, rER s Es
BPHWRIR, BMEEARATSMRENZM. ESHEE 115 T IEPHFRR .

PR
MgttClient 2¢ (C #fJMQTTClient_create B MOQTTAsync_create) ¥&FHHFHRRIZEN
MgttConnectOptions (C #fJMgttClient_ConnectOptions) HIEM:., XN, R

RN RAIE—,

B PP UESS
BPNEFUE B EER PR ES, BHEMEBR TR L
- Java

JEIL YV MgttConnectOptions Y setSSLProperties AL L IE A E B IERIRE R P HLEH
RN BEMEN, EZF Example.java ) SSL 1824, keytool T EEH Java B BEHE,

-C

MQTTClient_create B{ MQTTAsync_create K& AEE M E I MQTTClient_SSLOptions
ssl_opts HEM, openSSL T HAIFEIEH MQTT Client for C V7 [RIHY A 25 2

« Android
EIT B > MR ER Android IR EHE, @I SD RENHIES,
I AR SS 2 2 A R BRI B IR SS ae 0 S
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IBM WebSphere MQ
MOTT 55255 5A 2R 2 2 P W L2+ 39 ) e U0 e T ) J g 1

{#iF§ IBM WebSphere MQ Explorer 8; DEFINE CHANNEL @4 i% & %40 JE A B A E 1 152 5 DEFINE
CHANNEL (MQTT), Z/M#jE A AT = —MEEFHE,

I
MQTT & AL AT DO EEREZIR) MQTT ARG5S as#EATIAIE, ARS5a% AT DO S e 1% F LTI,
FHHLET SSL SO ARSS #F#ETINIE, MOTT ARSS axidid SSL HrsCRI /s wd At 25 F A LEE T IAIE,
IR P IR EREATINE, (BARSS 83 A FALEHTINIE, IB20@H RPN ES R L, EH
T SSL N AR P HUERE, AR SSL XIEME R ERN & PV TINE, B TIEBsKHE
BRI, @A EEIAR R P HUERN P TINE, EmfERS G ATM A9BSR EE7HD A
EMRE EREHER) o, B HABEH TEAYIES,
HE P BT IR S5 ds Ak
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@echo off

setlocal

cd 9%jsamppath%

set classpath=

set JAVADIR=C:\Program Files\IBM\Java70\bin

cd %

"9%JAVADIR%\javac"

-cp ..\org.eclipse.paho.client.mgttv3.jar .\org\eclipse\paho\sample\mgttv3app\Sample.java
ping -n 2 127.0.0.1 > NUL 2>&1

start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportopt% -k
%cltjkskeystore®% -w %cltjkskeystorepass¥® -r %cltsrvijkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportopt¥ -k 9%cltjkskeystore9% -w
%cltjkskeystorepass¥% -r %cltsrvjkstruststore% -v true

pause
ping -n 2 127.0.0.1 > NUL 2>&1
start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar

org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportreq% -k
%cltjkskeystore¥ -w %cltjkskeystorepass¥® -r %cltsrvijkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportreq¥% -k %cltjkskeystore% -w
%cltjkskeystorepass¥® -r %cltsrvijkstruststore¥ -v true

pause

endlocal

14: ssjavaclient. bat

BITRANEPOBEARIES K MQTT %42 Java %/ 'Hl.
R IZ1T cacerts. bat JIARATEEAINIEF LA RIS TIUIA,

@echo off

setlocal

cd %jsamppath¥

set classpath=

set JAVADIR=C:\Program Files\IBM\Java70\bin

cd %

"9%JAVADIR%\javac"

-cp ..\org.eclipse.paho.client.mgttv3.jar .\org\eclipse\paho\sample\mgttv3app\Sample.java
ping -n 2 127.0.0.1 > NUL 2>&1

start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportopt% -k
%cltjkskeystore¥ -w %cltjkskeystorepass¥® -r %cltcajkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportopt¥ -k %cltjkskeystore% -w
%cltjkskeystorepass¥® -r %cltcajkstruststore¥ -v true

pause

ping -n 2 127.0.0.1 > NUL 2>&1

start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar

org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportreq% -k
%cltjkskeystore® -w %cltjkskeystorepass¥® -r %cltcajkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportreq® -k 9%cltjkskeystore% -w
%cltjkskeystorepass¥® -r %cltcajkstruststore¥ -v true

pause

endlocal

15: cajavaclient. bat
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initcert.bat
initcert.bat IZEIFBRIZIFEIZ LN keytool #l openSSL i ST HMSEL, MIARFHIE
FERIAR TIX L E,

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70

set keytool="%javapath%\jre\bin\keytool.exe"

set ikeyman="%javapath%\jre\bin\ikeyman.exe"

set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, 0OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%passwordy

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%passwordy

@rem ca certificate (root certificate)

set cacert=%certpath®\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
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@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.
set srvalias=srvalias

set srvdname="CN=mgttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%password¥

@rem server key stores

set srvjkskeystore=%certpath%\srvkeystore.jks

set srvjkskeystorepass=9%passwordy

@rem server certificates

set srvcertreq=%certpathf%\srvcertreq.csr

set srvcertcasigned=%certpath%\srvcertcasigned.cer

set srvcertselfsigned=%certpath¥\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath®\cltkeystore.jks

set cltjkskeystorepass=%password

set cltcertreq=%certpathf%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath¥\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.

@rem You only need to define one of the trust stores.
@rem A trust store holds certificates that you trust,
@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,

@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate
@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.

set cltcajkstruststore=%certpath%\cltcatruststore.jks
set cltcajkstruststorepass=%passwordy

set cltsrvjkstruststore=Y%certpath®%\cltsrvtruststore.jks
set cltsrvjkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=%certpath®¥\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%passwordy

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=9%passwordy

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set qm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ
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=V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=%certpathf%\wmq.log

cleancert.bat
cleancert.bat ARG MER MQTT ZFHIAFIERLES, DARRIRGSHIEBERBE, RE=
T ERAEAS 22 2 AR G B P 38 A EE R IE 45,

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i %qm%

dltmgm 9%qm%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore¥

erase f%cacertf

erase %srvijkskeystore%
erase f%srvcertreq®

erase f%srvcertcasignedy
erase %srvcertselfsigned%
erase %cltjkskeystore%
erase %cltpl2keystore®
erase %cltpemkeystore%
erase %cltcertreq®

erase %cltcertcasigned®
erase %cltcertselfsigned%
erase %cltcajkstruststorey
erase %cltcapl2truststore
erase %cltcapemtruststorey
erase %cltsrvjkstruststorey
erase %cltsrvpl2truststore
erase %cltsrvpemtruststorey
erase %mglog%

@echo Cleared all certificates
dir %certpath®\x.x /b

genkeys.bat
genkeys.bat BIAFR e SR OIEH TL HINEFO, ARSSSHE P HLRTETIN,
@rem
@echo

@echo Generate %caalias%, %srvalias®%, and %cltalias® key-pairs in %cajkskeystoref,
%srvijkskeystore®, and 9%cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool% -genkeypair -noprompt -alias %cltalias® -dname %cltdname? -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥® -keypass %cltkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool¥% -genkeypair -noprompt -alias %srvalias¥® -dname %srvdname? -keystore
%srvikskeystore¥ -storepass ¥%srvijkskeystorepass¥ -keypass ¥%srvkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool¥% -genkeypair -noprompt -ext bc=ca:true -alias %caalias¥® -dname %cadname®
-keystore %cajkskeystore% -storepass %cajkskeystorepass® -keypass %cakeypass% -keyalg
%algorithm¥® -validity %validity%
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sscerts.bat
sscerts.bat HIAFRHHESSERE RS S BEZIEBMNHEBHEFSH, REEIRSHIEDS
ANEPHUEEES, HBEPTUERSAZIIRS SRHBHEF, REWMEEETE, ZmPBMNE L
IKS BEEAIE PEM #5: N P ST,

@rem
@echo
@echo Export self-signed certificates: %srvcertselfsigned? and 9%cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias 9%srvalias¥® -keystore %srvijkskeystore®
-storepass %srvjkskeystorepass%® -file %srvcertselfsignedy

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool% -exportcert -noprompt -rfc -alias %cltalias% -keystore %cltjkskeystore%
-storepass %cltjkskeystorepass%®% -file %cltcertselfsigned%

@rem

@echo

@echo Add selfsigned server certificate %srvcertselfsigned® to client trust store:
%cltsrvijkstruststore¥

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvjkstruststorepass

@rem

@echo

@echo Add selfsigned client certificate %cltcertselfsigned® to server trust store:
%srvikskeystore®

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore¥%

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltsrvjkstruststore® -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy -passout pass:%cltsrvpemtruststorepass¥d@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥ -passout pass:%cltpemkeystorepass¥

cacerts.bat
ZIHARSINEFODRIE R S AL HEAE, FEGH CA RIEBERIERBMZEZIUES < F 6 %H
B%, cacerts.bat HIASKE YIRS AIEBIERMNESHHEP S, HHALEH
cajkskeystore.jks BHEHR LT HINEF LR EHAREBUETIER, RERHREBIIEBSAZIALHIE
gg?;?}ﬁfﬁo ZSAGHH CARIERAIEIEREE, ZMAKMNE L IKS FEECIE PEM %K1
IR SES

@rem
@echo
@echo Export self-signed certificates: %cacert¥
@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore¥% -storepass
%cajkskeystorepass® -file %cacert®
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@rem
@echo
@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore¥, %cltcajkstruststore¥,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %srvijkskeystore¥
-storepass %srvjkskeystorepass%

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias 9%caalias® -file %cacert® -keystore 9%cltjkskeystore¥
-storepass %cltjkskeystorepass¥%

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltcajkstruststore®
-storepass %cltcajkstruststorepassy

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥® -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥

@rem Create a certificate signing request (CSR) for the client key

%keytool¥% -certreq -alias %cltalias¥® -file %cltcertreq¥ -keypass %cltkeypass¥® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned% and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool% -gencert -infile Y%srvcertreq¥ -outfile Y%srvcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypassy

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -gencert -infile Y%cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvijkskeystore%¥% and %cltjkskeystore®

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvijkskeystorepassy

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepassy

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore?®: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass%

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepassy® -deststorepass %cltcapl2truststorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass® -passout pass:%cltpemtruststorepass
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@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

mgcerts.bat
ZIACKAEIES B &y S HERIE S, A5, ERaE MOTT FEARASIE BERH L B 2 2 1E 8
igo
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem
@echo Create queue manager and define mgtt channels and certificate stores
call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq®%)
SSLCAUTH (%authreq%) SSLKEYR('%srvijkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mglog%
echo DEFINE CHANNEL (%chlopt%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%)
SSLCAUTH (%authopt%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mqlog%

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreqws%)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlssloptws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

@echo MQ logs saved in %mglog%echo
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echo 'DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM
echo 'DISPLAY CHANNEL(SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM

echo DISPLAY CHSTATUS(SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL(SSL%) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM

6. FHIAUEF O 22255 Android [S{EEH,
ARBIHFHRIAEFO 2 cacert. cer,
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tools; f5l4l, C:\Program Files\Android\android-sdk\platform-tools,
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adb push %cacert% /mnt/sdcard/cacert.crt
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initcert.bat
initcert.bat REIEBHIIZFRMEIR LK keytool Fl openSSL @i TR HANS AL, HAFIE
FERAR TIX i,

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70

set keytool="%javapath%\jre\bin\keytool.exe"

set ikeyman="%javapath%\jre\bin\ikeyman.exe"

set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl¥%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%password¥

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%password¥

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.
@rem The server keystore contains the key-pair for the server.
@rem You must protect the server keystore.
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@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mqgttserver.ibm.id.com, 0OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%password¥

@rem server key stores

set srvjkskeystore=%certpath%\srvkeystore.jks

set srvjkskeystorepass=9%passwordy

@rem server certificates

set srvcertreq=%certpathf%\srvcertreq.csr

set srvcertcasigned=%certpath%\srvcertcasigned.cer

set srvcertselfsigned=%certpath¥\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath®\cltkeystore.jks

set cltjkskeystorepass=%password

set cltcertreq=%certpathf%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath¥\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.

set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvjkstruststore=Y%certpath®%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=9%certpath®\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%password

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath¥%\cltcatruststore.pem

set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=9%passwordy

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set qm=MQXR_SAMPLE_QM
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set host=localhost
set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT
set portsslreq=8885
set chlreq=SSLREQ

=V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=%certpathf%\wmq.log

cleancert.bat
cleancert.bat HIAHFR G2 MER MQTT ZFHIAFIERLES, DARRIRGSHIEBERBE, Ras
T ERAEAS 22 4 AR G B P 38 A EE R IE 15,

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i %qm%

dltmgm 9%qm%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore¥

erase f%cacert

erase %srvijkskeystore%
erase f%srvcertreq®

erase f%srvcertcasignedy
erase %srvcertselfsigned%
erase %cltjkskeystore%
erase %cltpl2keystore®
erase %cltpemkeystore%
erase %cltcertreq®

erase %cltcertcasigned®
erase %cltcertselfsigned%
erase %cltcajkstruststorey
erase %cltcapl2truststore
erase %cltcapemtruststore®
erase %cltsrvjkstruststorey
erase %cltsrvpl2truststore
erase %cltsrvpemtruststorey
erase %mglog%

@echo Cleared all certificates
dir %certpath®\x.x /b

genkeys.bat
genkeys.bat BIAFRarS R OIEH TL HIMEFD, ARSI P PRSI,
@rem
@echo

@echo Generate %caalias®%, %srvalias®%, and %cltalias® key-pairs in %cajkskeystoref,
%srvijkskeystore®, and 9%cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool% -genkeypair -noprompt -alias %cltalias® -dname %cltdname? -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥® -keypass %cltkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool¥% -genkeypair -noprompt -alias %srvalias¥® -dname %srvdname? -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥ -keypass ¥%srvkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool¥% -genkeypair -noprompt -ext bc=ca:true -alias %caalias¥® -dname %cadname®
-keystore %cajkskeystore% -storepass %cajkskeystorepass® -keypass %cakeypass% -keyalg
%algorithm¥® -validity %validity
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sscerts.bat
sscerts.bat HIAFRHHESSERE RS S BEZIEBMNHEBHEFSH, REEIRSHIEDS
ANEPHUEEES, HBEPTUERSAZIIRS SRHBHEF, REWMEEETE, ZmPBMNE L
IKS BEEAIE PEM #5: N P ST,

@rem
@echo
@echo Export self-signed certificates: %srvcertselfsigned? and 9%cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias 9%srvalias¥® -keystore %srvijkskeystore®
-storepass %srvjkskeystorepass%® -file %srvcertselfsignedy

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool% -exportcert -noprompt -rfc -alias %cltalias% -keystore %cltjkskeystore%
-storepass %cltjkskeystorepass%®% -file %cltcertselfsigned%

@rem

@echo

@echo Add selfsigned server certificate %srvcertselfsigned® to client trust store:
%cltsrvijkstruststore¥

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvjkstruststorepass

@rem

@echo

@echo Add selfsigned client certificate %cltcertselfsigned® to server trust store:
%srvikskeystore®

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore¥%

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltsrvjkstruststore® -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy -passout pass:%cltsrvpemtruststorepass¥d@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥ -passout pass:%cltpemkeystorepass¥

cacerts.bat
ZIHARSINEFODRIE R S AL HEAE, FEGH CA RIEBERIERBMZEZIUES < F 6 %H
B%, cacerts.bat HIASKE YIRS AIEBIERMNESHHEP S, HHALEH
cajkskeystore.jks BHEHR LT HINEF LR EHAREBUETIER, RERHREBIIEBSAZIALHIE
KIME—BHE, ZSAMGH CARIERAIEIEREE, ZHMAKMNE L IKS FEEC]E PEM %K1

BB T,
@rem
@echo
@echo Export self-signed certificates: %cacert¥
@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore¥% -storepass
%cajkskeystorepass® -file %cacert®
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@rem
@echo
@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore¥, %cltcajkstruststore¥,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %srvijkskeystore¥
-storepass %srvjkskeystorepass%

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias 9%caalias® -file %cacert® -keystore 9%cltjkskeystore¥
-storepass %cltjkskeystorepass¥%

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltcajkstruststore®
-storepass %cltcajkstruststorepassy

@rem

@echo

@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%

@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥® -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥

@rem Create a certificate signing request (CSR) for the client key

%keytool¥% -certreq -alias %cltalias¥® -file %cltcertreq¥ -keypass %cltkeypass¥® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned% and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool% -gencert -infile Y%srvcertreq¥ -outfile Y%srvcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypassy

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -gencert -infile Y%cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvijkskeystore%¥% and %cltjkskeystore®

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvijkskeystorepassy

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepassy

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore?®: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass%

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepassy® -deststorepass %cltcapl2truststorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass® -passout pass:%cltpemtruststorepass
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@rem

@echo

@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

mgcerts.bat
ZIACKAEIES B &y S HERIE S, A5, ERaE MOTT FEARASIE BERH L B 2 2 1E 8
igo
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem
@echo Create queue manager and define mgtt channels and certificate stores
call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq®%)
SSLCAUTH (%authreq%) SSLKEYR('%srvijkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mglog%
echo DEFINE CHANNEL (%chlopt%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%)
SSLCAUTH (%authopt%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mqlog%

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreqws%)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlssloptws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

@echo MQ logs saved in %mglog%echo

[ JAAS FAE MQTT EFP#H Java M BIERF

TR EE R JAAS RINER ML,  FeRIATS IS B MESFEAFEF JAASLoginModule . java, F
Bt & IBM WebSphere MQ BAA] JAAS IAIE MOTT & #1 Java I 2.

FriaZz Al

1. ] DIERA JSE 1.5 siE MR (B “Java A7) BEMF-G _£iafT Java B9 MOTT 2L B AR
B2 1IBM BahiE &R M2M B A HLEN RS F K.

2. WRFE LSRG a8 Z R ERT M, TS A EREGARMIE MOTT fif.

3. AR A IBM WebSphere MQ Z2#EHA1) MOXR JAASLoginModule #1 JAASPrincipal Java ¥
Ao FEARN TEEIZ %¥MQ_FILE_PATH%\mgxr\samples. H

4. £ Windows Y, Linux _F5ERUX ST, REFIELE Windows,
5. B 5 66 TUHY 11y , EHUERUE IBM WebSphere MQ |l MOXR_SAMPLE_QM A% #

Yy
XFIbES

1E%AF%, M JAASLoginModule ifiAHit MQTT Sample B FAHIRIRSEL, BHEFHSHEEBEK
FEA JAASLoginModule F2F 3K IBM WebSphere MQ fit & i A4HY JAASLoginModule filiA,

aig
1. 5EREE 14 11 T Eclipse ZiFFEI217ATE MOTT B FHIFEAR Java MRS HHIPIRLAZTT Paho
MQTT Sample %' #l.
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1 BRI R IR DRI JAAS TAIE, T2 Java FFRINEDUE ] JAAS INIEREEL, 1
ARG, EIBFTREAR Java Paho P HLLAINE JAAS LB, A T fRIBAE N, 1B R —IF LR RE
BFEARZ PHLFIAEAR JAAS Betbith, s, Eal DA C MQTT F A HLEE M EH A MQTT & 11k
T JAAS B SABEL

2. A% P AREESEERINE] MQTT Paho FEA,

TE: W Java Paho B E P BFEBSE, WLAABPITIN R, BB NE R DAERE,
EZ IBM HELIBE X T E, SRR Sample . java EIA,

a) 7€ Paho FEAIIHH 1) org.eclipse.paho.sample.mqttv3app WHEHFTIT Package

Explorer,
b) G g Sample. java, AJEIEEEEH] > K, TE“BFRMIE OIS, AR
SampleForJAAS,

c) KA FAESATERINE] main 777
i) 7£ “boolean ssl = false;”{T2J5, FHPH userName 1 password Z&:

String password

null;
String userName

null;

N7 5 HEIAN MOTT % 267, ETI R, W BB 225,

ii) f£ “case 'v': ssl = Boolean.valueOf(args[++i]).booleanValue(); break;”{T

ZJa, TRFTIRASETE A SR

case 'u': userName

args[++i]; break;
case 'z': password

args[++i]; break;

i) 7817 “if (action.equals("publish")) {”2Hi, ¥ userName il password FiNZ
Sample iR A H A &

Sample sampleClient = new Sample(url, clientId, cleanSession, quietMode, userName,
password) ;

d) ¥ userName F1 password ZIN%| Sample & /572,
¥

public Sample(String brokerUrl, String clientId, boolean cleanSession,
boolean quietMode) throws MgttException {

2

public Sample(String brokerUrl, String clientId, boolean cleanSession,
boolean quietMode, String userName, char[] password) throws MqttException {

e) K LU MBS ATHINE] Sample A4iE 75 %o

f£ “conOpt.setCleanSession(clean);”fT2 )5, fE£ Sample /7i%f conOpt MR HILE
userName il password L &:

if(password != null ) {
conOpt.setPassword(this.password.toCharArray());

if(userName != null) {
conOpt.setUserName(this.userName);

f) ££ publish fl subscribe F7iEm, B PA FALTT:
¥#47 “client.connect () ;” EH

client.connect(conOpt);

3. 9 JAAS 7Rfll 67 Java Wi EH JAASSample,
a) 1 Eclipse TAEZS[EHR, 777 Wit Java BiH" S #Ad 0l > #idt > Java liH,
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b) TEX HAFRFELH, HiA JAASSample,
c) 1£ JRE JEIIH, 1%4% J2SE-1.5 fENPITIAEE IRE, ARfF8aE F—%,

It IRE 75 IBM WebSphere MQ A% #8217 JRE ULAL, IBM WebSphere MQ Version 7.5 &7
J2SE-1.5,

d) fE“Java BB E O, PAHEETR, A5 RGERMINE JARS.... MIVEZE%¥MQ_FILE_PATH%
\mgxr\1lib H®*Ii%EE MQXR.jar; #iifi 52K,
4. F N JAAS FEA JAASLoginModule #1 JAASPrincipal 2%,
a) FEt A "ERIREEAR" P11 JAASSample TiH S ... > B> RS, REHE %,

b) HHZ %MQ_FILE_PATH%\mqgxr\samples F¥i% JAASLoginModule. java fll
JAASPrincipal.java; fdisemk.

o) IR AT R "R B TRE AR R EIMA Java XXM BB ... > B3,
d) B &@ i, BAER JAASSample E(EIXF AN LR HR, ARG Adald....
e) TE“Fidt Java (" IS BMRTEENHEA samples; TR > WE,
Eclipse TS AN Java 2K, HEHH A TRATREHIENES
5. a4 JAASLoginModule 25,
HmaE, MEEASEHS IBM WebSphere MQ FfifftHIFEA JAASLoginModule KX 733K,
a) At A RIS FAS JAASloginModule . java H ... > Hii .

b) 7E“H M AgmIFHIC & O, FHAMTEB JAASloginModule Xl MyJAASloginModule;
AT TE R,

6. 1B MyJAASloginModule 25 DU H EIA RO N B
a) KA R 4T NE] My JAASloginModule . javas,

System.out.println("Username=" + username
+ "\nPassword=" + new String(passwoxrd)
+ "\nClientId=" + clientId
+ "\nNetwork address=" + networkAddress);

BATHAETEARIH:“1f (true) loggedIn = true;”
b) % CTRL+Shift+0 DLEHAL TN, AERFIZ .
7. ¥ JAASPrincipal Ea44y MyJAASPrincipal,
E’;ﬁ?i A AR SR JAASPrincipal KRB, EARGIF, K MyJAASPrincipal KHANE
FAEE,
8. Xt JAAS K1Y read il execute VAR T 2B TRASIE BREFHERZ A FH P ARIR,
a) £ Windows Explorer H, #T7F Eclipse TAE= M H3%, TEMREIF, Eclipse TAEZ AN EH

Eclipse ZZ& workspace_loc TR,
b) HYEZN & MyJAASLoginModule 1 MyJAASPrincipal KM HR,

H #8128 workspace_loc\JAASSample\bin\samples,
o) IR AR GIXMANE, Had)Etk, Bd Bk &g etEEn«,
d) B B ..., BWANZA mam, REHRE RERR DAHITIIE; B .

e) fE“dekH P47 5 R HIEEE mam, ZRJ5TE mam AT RT A 3R Pz P RO T DA KRB BA
“WHIE”
9. ¥ IBM WebSphere MQ ALE 7i&1T&EH MyJAASLoginModule 35,

a) ¥ service.env XHHRINE] IBM WebSphere MQ A& PAE X T2 A EHY
MyJAASLoginModule R H1Z,

i DA R 2R B/ IR 1B AJTE WMQ_DATA_PATH H 8l service. env SXff:

CLASSPATH=user.dir\JAASSample\bin
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Hrp, user.dir 27k Eclipse TAFZSAIFR i AUR SR B FARE 5%, WMQ_DATA_PATH B¢t
& qmgrs Bk, ESHHEMIMNGTD &,
$&/R: CLASSPATH=user.dir\JAASSample\bin AJRESE service.env XHHIE—IEA],

b) ¥ MyJAASStanza TTZINE] jaas.config SXEDAHNTF service. env XA RIZRERIZRFRIR
MyJAASLoginModule 3%,

jaas.config 1ERAT S T mgxzx H WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mgxzx =S8
N

MyJAASStanza $
samples.MyJAASLoginModule required debug=true;

c) BL JAAS Bt & 1A FRRECE IBM WebSphere MQ Telemetry J&JH,
M@ B TA e

echo DEFINE CHANNEL('MyJAAS') CHLTYPE(MQTT) TRPTYPE(TCP) PORT(1890)
JAASCFG('MyJAASStanza') | runmgsc MQXR_SAMPLE_QM

ZamR MyJAAS JEIE S jaas.config XFH Y MyJAASStanza Xk, B TEEIEE X HATE
7E MCAUSER 1&17ia USECLTID JEIR, JEIEFAUEH MQTT 2 F LI AR LAY I - 44 K 175 [ A S
EHSNER, TEHRpld, BPTERMEHAPBIEER “Guest”, ARBIHILEH T H
SampleMQM XA EIIIE Guest PR,
10. Ei#T/53) IBM WebSphere MQ Telemetry AR5 DAL BUGHTAC B AR,
FEHTEE) IBM WebSphere MQ Telemetry ilR%5, 1&M IBM WebSphere MQ Explorer J& s\ S & Fas
BHARSS, BENEARIEIZITA ML

echo stop service(SYSTEM.MQXR.SERVICE) | runmgsc MQXR_SAMPLE_QM
echo start service(SYSTEM.MQXR.SERVICE) | runmgsc MQXR_SAMPLE_QM

11. J&17 Sample 2%,

FECE SampleForJAAS B/ THCE, TEEMEPEE 6 66 TU My HAVHEFEDNISAE, FIRHEMH AR
B

a) B 151% B 1890 DAVLES MOTT @Bk &,

b) A FEEN Sample B OIEMIT P HILMERE, ¥ SE -u Guest -z password FiNE]
“(x)= B R"ETF EREEH,

HARFRIBT, mHMHPRAEEg, (His0SHER 1890, ik 1883,

1£ WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM H%H, F1HF mgxr.stdout X, KH
MyJAASLoginModule H#itH &5 E| mgxr. stdout:

Username=Guest

Password=passord
ClientId=SampleJavaV3_subscribe
Network address=/127.0.0.1

T—FHta

WEAERPREITEEE S TIE, TERITZE X JAAS BIBEIZWT @I58 161 T TiRHRA @ JENARSS A A
JAAS Bty | AREZIA DL AT,

1. % -verbose #RINZE| WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mgxr\java.properties H=
B, 1R HER, EaI LT R S RIERA T 2K,

HH S5 %) WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mqxzr.stderr,
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2. £ WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\errors\mgxr.log &k MyJAASLoginModule
R S, Bilan, anSRAE R A password X B FAHEEHMARTATE) |, okt
B

3. &F WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\errors\AMQERRO1.1log, IR userName HI¥
F P4 A3R 15 R A E FEAR PRI, BAER$EE MCAUSER B7EFSE USECLTID JEW M E M ML E
EIE, A& E SR

4. K7 WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mqxr\jaas.config Hi&FRER 5N Sample
RPN ZRE R R T ECE R MOTT JEIE H I FRAHIHE

5. BRI PRI 12 S Eclipse FP MyJAASLoginModule S8R ITAL; Hilan:

MyJAASStanza §
samples.MyJAASLoginModule required debug=true;

6. ZIHFR WMQ_DATA_PATH Hf1) sexvice.env XFHRZRIBRZ B EFAEME, THEF %MQ_FILE_PATH%
\mgxr\bin\controlMQXR.BAT Hf] “set CLASSPATH=%MQXRCLASSPATH%;%CLASSPATHY%” 175
MONBLEIEIRIRR, BIEn] DRI RERR L, A, HRRIEARE S service. env HFIRERIR
B2, BT DUXAAEEEEL contTolMOXR . BAT SLAEHIIEN A B,

HXES

547 TR TMOQTT L4ty

MOTT ZE&MEEA = NEAME: . INERIPBR, S0 E N AR TAPRIE P Ald4. IAIE

EREE P S 4y, MR EE IR T & AL,

% 104 71y DEMNEE JAAS BLE

BC'E JAAS PUNIEHZEFHLA XA F B,

HXES

%161 71 FfEdn i @INARSS AV JAAS BEEEL )

T A JAAS B SEARHLZ S A HIEN (MOXR) ARSSVAA, FEECE JAAS DARE FiZ A,

949 Ti) TRYEFSITR A MOTT B HIFEA Java N LR

48 Windows 7, #50] DLTE IBM MessageSight 8¢ IBM WebSphere MQ 15 MQTT RS 88 B sh3HiafT

LZRFEAR Java N ER ., B0 DATEEA ISE 1.5 8 ShAs (B “Java 3#A” ) BT FEE _EIZ1T Java 1

MQTT & HL N FHER

% 57 iy N@Ed SSL 7 Android _Ei%EH; MQTT & HLEEA Java M FFER )
Ja s i@ SSL %% IBM WebSphere MQ [JA£4 Android MOTT & Hl,

BXER
HAhI AR &

@33 SSL EHE JavaScript B MQTT ;E 22 Z F#1 #1 WebSockets

@I JavaScript ) MOTT HEE 8% F L A4 HTML T 5 SSL 11 WebSocket protocol Bt & f#if,
Web K #2722 4% %] IBM WebSphere MQ .,

Fia=z i
1. IEZREENS 17 1A) 7] 32 1F WebSockets Y MQTT protocol Y MQTT version 3 RS #%.

2. WYEAS A HF SSL FIT WebSocket protocol, 1EZ[R%E 153 T 3T SSL i 3hTH EL1E Web M H
FE I B8 SRR il o

3. SSL EEMNAE S8,

KFULES

SERATESS LUEIT SSL iZ4T JavaScript MQTT i EEEE P HEATIH, ZIEESHESISEE 87 TN
P BB HAIIE R, PABIESERFHECE IBM WebSphere MQ,

FEAAIE L2 AR PR B 4 R SR SSLIEIE,
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gtz
1. JEFERT DU AL AR 7 JE 22 2R MQTT HRS5 48,
55 A 05057 #5224 WebSockets L[ MQTT protocol,
IBM MessageSight P} IBM WebSphere MQ V7.5.0.1 FlIHE i i A 9 R A TRRAT T L3,
2. AT 22%E VT BCE AR Java TR L (JDK),

MEEERENRRS, HEAEMHBESZIEY, IRAFEM A IDK V7 keytool i KIANIEEMIE
o MREERELERS, HHBIEREEIEXR (CSR) KIEFIMNBINEFLD, ALATFEE IDK VT,
3. QI FHIBTTHIA DUZE BB FIIE S, F£F%F IBM WebSphere MQ ECE N MQTT A% 25

EE 2 87 T TEREPHMIESS PRV EROIRFIZTINA, f£5 72 1A [T 4 Windows it
B SSLIEBHYRBIIAIAY HFH T IX LA,

IR 55 A IEA3 A8 F A2 AR 6201 5 IR 55 dsiEIE Y DNS A4 FRICHD, S v as 3z B 5 —F1@ A ARAYIE S 5
o

"CN=localhost, CN=%.example.com"

HoAp b ds sz —MEM AN, Hlin, Firefox (Rl va8) sz —MEMAIR, ZJaHIikAA]RE
AL

4. ke # SSLIEIEZ A IEEIBTT, DAKZES NHIERIRE,
f£ IBM WebSphere MQ |, fEan <% LA LA R a4

. b Linux

echo 'DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM
echo 'DISPLAY CHANNEL(SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM

echo DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL(SSL%) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM

5. G UE P 2L VAR IE
fian, PPN EA RS AR IE TS :
a. NFHEHBLRSFIER, ZIEFN srvcertselfsigned. cer,
b. M FHELHINEFLEZWARS ZRIET, ZUET N cacert. cer,
c. MFHAMNBINEFOEZ RS FRIET, EEE RS CEIEBEPZE TINEFORARIES,
RN ST ER PRI SCRHE N, & cacert. cer ZEER|RERINEFLIIFIR S, 1HSHEE 153 Tiiy TE
T SSL A hiEE &% Web R I a8 SRRl o
6. Ali%: & FALEATIAE,
TEARBI, LT cacert. cer BN ARSGS A A TINUEF A EIE AT INE, (EAXNE FHLHITINIE,
FONR P TINE, SOEN RSP L3R PR HE cltkeystore. pl2, FHIARATE NI WE A &6 2 ¢

W& FHHATINE, 1ES5% 153 Ui TET SSL AREEhIE B L% Web I FFR A AU % 28 57 3R
iy o

7. RS 4 WebSockets JHjHE,
FTF D 5 B85 AF Hutik 2 Fh i N WebSockets JBJE R URL; fEARAIAA:

https://localhost:8886

IBM WebSphere MQ J@id MQTT {H B & B P HFEA JavaScript DT Y — DA T A,
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essaging

o Lty Relerence Tuloriasl Uzeful Links

Welcome to the 1BM messaging utility sampde, This sample is provided to help you explore, understand and ufilize the JavaScript libraries for Mobile and M2M Messaging
with WebSphera M. Here we provide the information you need to get started creating your own mobile messaging applications. This utility includes links to the IBM
messaging community, which contains a seres of artickes to help you create your own apps as well as a web chent tutorlal so you can get hands on quickly and see
messaging code in action. Then once you have explored the tutorial, have a look at the IBM WebSphere web client utility itself, which will help you test your own
messaging applications. This sample is provided in good faith and AS-15.

r -1 LRilities Web Messaging Utility

L. Toolks to try out Web Messaging

-4

m Application Programming Interface documentation j;;:Eﬂilt

ik . c

MOServer APL Documentation

. To get started, try our Web Messaging tutorial

NG|

E Useful ks 1BM Messaging Community
WebSphere MO InfoCanter

SRR, MIECBITROIMAKILEREAR MQTT IFIE A, EEIERE RO 1886 LHIEH
WebSockets i, 1E¥fRI1 1886 FiEEIISMRE SSL ZEREHRIE,

https://localhost:1886

iEE A

% 106 71 [JavaScript B MOTT {HEMLIEZ T HLFT Web N RS

%5 108 TRy FUn{al{E FH JavaScript X BAE 3 N FHFE R HET T gmAs

HXES

55 87 T T4 sl EAFIIE )

TR AR N Java #1 C %ML (BLFE Android #1i0S W Hf2R) DL IBM WebSphere MQ #1 IBM
MessageSight Ik 55 &4 R FHAIIE A,

% 21 1if¥ [JavaScript FY MOTT JHEEIEZE I HIAI L

AT DU PR B AR R P ATURE AR 32 v ) W R R 2 R PR 4A 8 FH JavaScript B9 MQTT {HEZ IR
Fille ZERE/RIEET], 1 MOTT ARSHBLE NS K H MQTT 1HEfZ A P AU A JavaScript TTH IE
%, RERKE/ERS S LECER URL i A\ Web IY%E#sH, JavaScript I MOTT {HELIBE P HLSTEEIL &
AR, REHEEBREFAFEAT TS TR, ZUEESIEASSHET. WE OO, 2B0HE R HAM
A BB,

HxsE

%5 153 Ty T3 SSL IR ANTHEEALIE Web N FIFE I NE 8% S R FR il

AEFEE LRSS EIRE A RS A E R, TARIXEEE SR IEECE N HEF. IAEAHL (CA) #
ZRPHLIER, PUBEE T SSL Y JavaScript Y MQTT 1HEfL1#% - AL Al WebSockets i#17i% 4%,

BF 7 Windows BEE& SSL IEHRITGIRIZS

&nbsp;

PR B a2 SRR AR S5 T & DN PRIV RIR SR QIEBANE R, HAh, ARG MOTT & FALAY & B
PO E N IR SIERE, HoREEIEJEH 1BM WebSphere MQ Ffiffff) SampleMQM. bat IIASKMIERH:
EHTOIEE AT E AR,
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initcert.bat
initcert.bat EEIEBHIZFRMER L keytool F1 openSSL @& i HAN S, MAFRAE
BERIA T IX L E,

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70

set keytool="%javapath%\jre\bin\keytool.exe"

set ikeyman="%javapath%\jre\bin\ikeyman.exe"

set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%passwordy

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%passwordy

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mqttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%password¥

@rem server key stores

set srvjkskeystore=%certpath%\srvkeystore.jks

set srvjkskeystorepass=9%passwordy

@rem server certificates

set srvcertreq=%certpathf%\srvcertreq.csr

set srvcertcasigned=%certpath%\srvcertcasigned.cer

set srvcertselfsigned=%certpath¥\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.
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@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath®\cltkeystore.jks

set cltjkskeystorepass=%password

set cltcertreq=%certpath%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath¥\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.

set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvijkstruststore=Y%certpath®%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=9%certpath®¥\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%password

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=%passwordy

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set qm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

*V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=%certpath%\wmq.log

cleancert.bat
cleancert.bat HIAFHGSSHIER MOTT VAT E LSS, DAFAIRIRS SHE R ERDIE,
TIBRAE A 22 4 RN A G i () i 25 B3 EADIE 15

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i 9%qmd%

dltmgm %qm3%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore%
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erase %cacert

erase %srvijkskeystore%
erase %srvcertreq¥

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore®
erase %cltpl2keystore%
erase %cltpemkeystore®
erase %cltcertreq¥

erase %cltcertcasigned%
erase %cltcertselfsigned%
erase %cltcajkstruststore
erase %cltcapl2truststorey
erase %cltcapemtruststore
erase %cltsrvjkstruststore
erase %cltsrvpl2truststorey
erase %cltsrvpemtruststore®
erase %mglog%

@echo Cleared all certificates
dir %certpath%\*x.*x /b

genkeys.bat
genkeys. bat BIAF R aS KA H T EHINERO. IRSSSMZ AR,
@xem
@echo

@echo Generate %caalias%, %srvalias%, and %cltalias%® key-pairs in %cajkskeystore%,
%srvijkskeystore%, and %cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥ -keypass %cltkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias® -dname %srvdname?% -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥® -keypass %srvkeypass¥® -keyalg %algorithm®
-validity %validity9%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepass?® -keypass %cakeypass% -keyalg
%algorithm¥@ -validity %validity%

sscerts.bat
sscerts.bat IAHHHSSRKER HAIRS 28 BELIE B MNHEAES S, AEERSHIERS
AEPHUSEES, IR IUE RS AZIRSGSREHESY, IRSH/EERBEE, ZmPRBMNEFL
JIKS F{EECIE PEM MR P HUEEE,

@rem

@echo

@echo Export self-signed certificates: %srvcertselfsigned% and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias %srvalias% -keystore %srvjkskeystoref
-storepass %srvjkskeystorepassy® -file %srvcertselfsigned%

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -exportcert -noprompt -rfc -alias %cltalias¥® -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass¥% -file %cltcertselfsigned¥

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned® to client trust store:
%cltsrvijkstruststore¥%

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥
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@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned% to server trust store:
%srvikskeystore¥

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias® -file %cltcertselfsigned¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass%

@rem

@echo

@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore®

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltsrvijkstruststore¥ -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥%

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy® -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass

cacerts.bat
ZHARSKINEFUORIE R S AT HEAE, FEGH CA RIEBERIERMEZIES 2 H 6 %H
B, cacerts.bat AR VARG AIETIE R MNELEHAEHSH, HEAMEH
cajkskeystore.jks HHEHF LT HINEF ORI EARSEBIERIE R, REREBNIEESARILHIE
KIE—BAE, ZSAMH CARIERAEIEREE, ZHAKNE AL IKS FEECIE PEM %K1

&P HUS S
@rem
@echo
@echo Export self-signed certificates: %cacert%
@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias% -keystore %cajkskeystore% -storepass
%cajkskeystorepass¥ -file %cacert¥

@rem

@echo

@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore®, %cltcajkstruststore®,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias 9%caalias® -file %cacert® -keystore 9%srvijkskeystore¥
-storepass %srvijkskeystorepass¥

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepassy

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepassy

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥ -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass%

@rem Create a certificate signing request (CSR) for the client key
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%keytool¥% -certreq -alias %cltalias¥® -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned¥® and %cltcertcasigned¥

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool¥% -gencert -infile Y%srvcertreq¥ -outfile %srvcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypassy

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvijkskeystore%% and %cltjkskeystore®

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepassy

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepassy

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore?: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass%

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepassy® -deststorepass %cltcapl2truststorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass?®% -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass%

mqgcerts.bat
ZMARKAEUES B HIEEHEMIES, A5, BRI MOTT FEARRAYE FRERH e B 2 2 & @
iE,
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem

@echo Create queue manager and define mgtt channels and certificate stores

call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq%
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥%

echo DEFINE CHANNEL (%chlopt9% CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
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MCAUSER (%mcauser%) | runmgsc %qgm% >> %mglog%
WV T7.5.01

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT(%portsslreqws%)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL (HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlssloptws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

@echo MQ logs saved in %mglog%echo
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a. & BahiHELEMN M2M &P HLEL
b. G fEH 2 SDK ISk,
AT REA B S 44 MQT T, SO SRS AR TE LR sdkToot,

c. ¥ IRZE B oiE BALIER M2M ZHE XHENEREITFE] sdkroot W, IETTFRIER IR DA
sdkroot\SDK JT3kA H i,

5. 0% BUT R 27 T THEE C MQTT B HLUED R,
BIXAE MQTT SDK A& BARRIERSAN L 2 C B HUERTE R FHITIH B,

- BT v 2 40340 mqttv3ces. 1ib FIRIFIE(TH mattv3cs. d11.
. Ff:% libmgttv3cs.so.
. mfé?% libmgttv3cs.a,
6. BIFEFFIZITIIAR DUE AU A FIIE S, F7% IBM WebSphere MQ EC &8 MOTT RS 25,
B 28 87 T TERERAFIES ) R BRI THA, 7£5 81 111y TH T4 Windows it
B SSLIEPBHIRAIHIA Y Fhal|H T IXLERIA,
7. ¥ SSLIEE RS IEfEiBalT, AN EG NHAENIEE,
£ IBM WebSphere MQ |, fEm& & OH# AL Fam4:

R Linuzx

echo 'DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM
echo 'DISPLAY CHANNEL (SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM

echo DISPLAY CHSTATUS(SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL(SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM

8. QI FHENIZI T2 MOTT B FHIEEA C N AREFRIA,
a) BliJFI181T sscclient.bat, PAIUIASZ BEAUEHIRIEY SSL I@IE,
b) BI#HI21T cacclient.bat, PAMIASZIAIEAOESZIEF LRI SSL IEIE,

%
LR GIBIT AR R P HLAERELL

Connected to ssl://localhost:8884
Subscribing to topic "MQTTV3SSample/#" qos 2

Topic: MQTTV3SSample/C/v3
Message: Message from MQTTv3 SSL C client
QoS: 2

Connected to ssl://localhost:8885
Subscribing to topic "MQTTV3SSample/#" qos 2

Topic: MQTTV3SSample/C/v3
Message: Message from MQTTv3 SSL C client
QoS: 2

16: Z£ITF
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Setting environment for using Microsoft Visual Studio 2010 x86 tools.
MQTTV3SSample.c

Connected to ssl://localhost:8884

Publishing to topic "MQTTV3SSample/C/v3" qos 2

Disconnected

Press any key to continue

Connected to ssl://localhost: 8885

Publishing to topic "MQTTV3SSample/C/v3" qos 2

Disconnected

Press any key to continue

B 17: 22 X%E

BFEBITRE MQTT EFHEEE C KAIEFEZ
TEIBATIXEE A 2 5212175 81 vy TAIT8 Windows FLE SSL UEBAIRBEIIA) HEIEIAR,

5 HEZUEB LY MQTT Z P HUREA ¢ AR .
{HEAIEITIBTT sscerts. bat BIAFT IR B A UEHIRIZTHIAIA,

@echo off

setlocal

cd 9%csamppath%%

erase MQTTV3SSample.obj

erase MQTTV3SSample.exe

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86

cl /nologo /D "WIN32" /I "..\include" "MQTTV3SSample.c" /link /

nologo ..\windows_ia32\mqgttv3cs.lib

set path=%path%;%csamppath%\..\windows_ia32

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -
%cltpemkeystore®% -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore¥ -w %cltpemkeystorepass¥ -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host% -p %sslportopt% -k %cltpemkeystore% -w %cltpemkeystorepassy
-r %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportopt% -k %cltpemkeystore% -w 9%cltpemkeystorepass% -r
%cltsrvpemtruststore¥ -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore¥ -w %cltpemkeystorepass¥ -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host% -p %sslportreq% -k %cltpemkeystore% -w %cltpemkeystorepassy
-r %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportreq%®% -k %cltpemkeystore% -w 9%cltpemkeystorepass% -r
%cltsrvpemtruststore¥ -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

endlocal

18:sscclient.bat

ERIAME OB IIE R RIZ1T MQTT 2% I HUREA ¢ M.
@I IZTT cacerts. bat BIAATAIEIIAIEAH O IEFHRIBTTIHIA,
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@echo off

setlocal

cd 9%csamppath%

erase MQTTV3SSample.obj

erase MQTTV3SSample.exe

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86

cl /nologo /D "WIN32" /I "..\include" "MQTTV3SSample.c" /link /

nologo ..\windows_ia32\mqgttv3cs.lib

set path=%path%;%csamppath%\..\windows_ia32

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore®% -w %cltpemkeystorepass¥% -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host¥% -p 9%sslportopt¥ -k %cltpemkeystore® -w %cltpemkeystorepass
-1 %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportopt% -k %cltpemkeystore% -w 9%cltpemkeystorepass% -r
%cltsrvpemtruststore® -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore®% -w %cltpemkeystorepass¥% -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host¥% -p %sslportreq¥ -k %cltpemkeystore® -w %cltpemkeystorepass
-1 %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportreq% -k %cltpemkeystore% -w %cltpemkeystorepass% -r
%cltsrvpemtruststore® -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

endlocal

19:cacclient.bat

iEE 3N

%47 TUHY TMOTT Z4 )

MQTT Z&MEEA = 1EAME: Sy, INERIPBR, S @ E N ERAER T AR P L4, IAIE
ERMEE P Sy, mABREE B T AL,

HxES

5 87 UMY T4 s SHFIIE 5.

FERE AR AR RN Java 1 C &ML (F1FE Android #1i0S M HF2F) DA IBM WebSphere MQ F1 IBM
MessageSight A5 a4 B SAFIIE S

FF 7 Windows E2E& SSL IEHRIR Gk

il

HRBI a2 SERRIB TS P &N P BRSO EIE BAIEBE, 1AM, ARFIEE MQTT &AL E
L ENF RS SIEBE, HREED A IBM WebSphere MO FiFff# SampleMQM. bat fHIAS K MiERFH:
TG E FAS,

initcert.bat
initcert.bat IXEIFBAIZHFEIZ LN keytool #l openSSL i ST HMSEL, MIARFHIE
FERAR T IX LG E,

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70
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set keytool="%javapath%\jre\bin\keytool.exe
set ikeyman="%javapath%\jre\bin\ikeyman.exe'
set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%password¥

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%password¥

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mqttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%passwordy

@rem server key stores

set srvjkskeystore=%certpath%\srvkeystore.jks

set srvjkskeystorepass=%passwordy

@rem server certificates

set srvcertreqg=%certpath%\srvcertreq.csr

set srvcertcasigned=%certpath%\srvcertcasigned.cer

set srvcertselfsigned=%certpath%\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath%\cltkeystore.jks

set cltjkskeystorepass=9%passwordy

set cltcertreqg=%certpath%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath%\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.
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@xem
@rem
@xem
@xem
@rem
@xem
@xem
set
set
set
set

@xem
@xem
@rem
@xem
set
set
set
set
set
set
set
set
set
set
set
set

@xem
set
set
set
set
set
set
set
set
set

In this example, when the client authenticates the MQTT server it connects to,

it authenticates the certificate it is sent by the server

with the certificates in its trust store.

For example, the MQTT server sends its server certificate,
and the client authenticates it with either the same server certificate
that you have stored in the cltsrvtruststore.jks trust store,

or against the CA certificate, if the server certificate is signed by the CA.

cltcajkstruststore=%certpath¥%\cltcatruststore.jks
cltcajkstruststorepass=%password¥
cltsrvijkstruststore=%certpath%\cltsrvtruststore. jks
cltsrvjkstruststorepass=%password¥

Set the paths to the client PKCS12 and PEM key and trust stores.
Omit this step, unless you are configuring a C or iOS client.
You only need to define either one of the trust stores for storing CA

or server signed server certificates.
cltpl2keystore=%certpath%\cltkeystore.pl2
cltpl2keystorepass=%passwordy
cltpemkeystore=%certpath%\cltkeystore.pem
cltpemkeystorepass=%password¥
cltcapl2truststore=%certpath¥\cltcatruststore.pl2
cltcapl2truststorepass=%password¥
cltcapemtruststore=%certpath¥%\cltcatruststore.pem
cltcapemtruststorepass=%password¥
cltsrvpl2truststore=%certpath¥%\cltsrvtruststore.pl2
cltsrvpl2truststorepass=%password¥
cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem
cltsrvpemtruststorepass=%password¥

set WMQ Variables
authopt=NEVER
authreq=REQUIRED
gm=MQOXR_SAMPLE_QM
host=localhost
mcauser='Guest'
portsslopt=8884
chlopt=SSLOPT
portsslreq=8885
chlreq=SSLREQ

=V 7.5.0.1 set portws=1886

set
set
set
set
set
set

cleance

cleancert.bat BIAFFRaSZMIBR MQTT & IS ERESS, DARRCRARSS S IE T R RBUE,

chlws=PLAINWS
chlssloptws=SSLOPTWS
portssloptws=8886
chlsslreqws=SSLREQWS
portsslreqws=8887
mglog=%certpath%\wmqg.log

rt.bat

THIBRAEA 22 IR QIR AR A A EATIE T,

@xem
call
endm
dltm

@rem Erase all the certificates and key stores created by the sample scripts.

eras
eras
eras
eras
eras
eras
eras
eras
eras
eras
eras
eras
eras
eras
eras
eras
eras
eras
eras

Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
"%MQ_FILE_PATH%\bin\setmgenv" -s

gm -i %qgmd%

am %qmf

e %cajkskeystore®

e %cacert

e %srvjkskeystore®

e %srvcertreqy

e %srvcertcasignedy

e %srvcertselfsigned¥

e %cltjkskeystore%

e %cltpl2keystore%

e %cltpemkeystore®

e %cltcertreq¥%

e %cltcertcasigned%

e %cltcertselfsigned¥

e %cltcajkstruststore®
e %cltcapl2truststore®
e %cltcapemtruststorey
e %cltsrvijkstruststore®
e %cltsrvpl2truststore®
e %cltsrvpemtruststorey
e %mglog%
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@echo Cleared all certificates
dir %certpath%\*.*x /b

genkeys.bat
genkeys. bat BIAF e A H T HINERO. IRSS SRR,
@xem
@echo

@echo Generate %caalias%, %srvalias%, and %cltalias%® key-pairs in %cajkskeystore%,
%srvijkskeystore%, and %cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥ -keypass %cltkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias® -dname %srvdname?% -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥® -keypass %srvkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepass® -keypass %cakeypass% -keyalg
%algorithm¥@ -validity %validity%

sscerts.bat
sscerts.bat IAHHHSSRRE ARS8 B ELUE B MNHEAES S, AEERSHIERS
AEPHUSEES, IR IUE RS AZIRSSREHEY, IRSW/EEREE, ZmPBMNEFL
JIKS F{EECIE PEM MR P HUEEE,

@rem

@echo

@echo Export self-signed certificates: %srvcertselfsigned%® and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias %srvalias% -keystore %srvjkskeystore
-storepass %srvijkskeystorepassy® -file %srvcertselfsigned%

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -exportcert -noprompt -rfc -alias %cltalias¥® -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass¥% -file %cltcertselfsigned¥

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned%® to client trust store:
%cltsrvijkstruststore¥%

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥

@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned%® to server trust store:
%srvijkskeystore

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore¥

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltsrvijkstruststorey -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
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%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥

%openssl%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

cacerts.bat
ZIHARSINEFODRIE R S AL HEAE, FEGH CA RIEBIERIERMEZIUES & F 6% H
B%, cacerts.bat HIASKEEFHNIRSAIEBIE RN ESHES S, HHAMLEH
cajkskeystore.jks BHEHR LT HINEF ORI EHREBUETIER, RER/REBIIESSAZIALHIE
gjigfl;?}?ﬂfﬁo ZSAGH CARIERAIEIEEE, ZMAKMNE AL IKS FEECIE PEM %K1
TS

@rem
@echo
@echo Export self-signed certificates: %cacert%
@rem

@rem Export CA public certificate
%keytool¥% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore¥% -storepass
%cajkskeystorepass® -file %cacert¥

@rem
@echo
@echo Add CA to server key and client key and trust stores: %srvjkskeystoref%,
%cltjkskeystore%, %cltcajkstruststore¥,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %srvjkskeystore¥
-storepass %srvjkskeystorepass

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias® -file %cacert% -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepass®

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool% -certreq -alias %srvalias® -file %srvcertreq¥ -keypass %srvkeypass¥ -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥

@rem Create a certificate signing request (CSR) for the client key

%keytool% -certreq -alias %cltalias® -file %cltcertreq¥ -keypass %cltkeypass¥® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass®

@rem

@echo

@echo Sign certificate requests: %srvcertcasigned% and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool% -gencert -infile %srvcertreq¥® -outfile %srvcertcasigned% -alias %caalias®
-keystore %cajkskeystore¥ -storepass %cajkskeystorepass¥ -keypass %cakeypass¥

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypass

MOQTT f&i/T 85



@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvikskeystore¥ and %cltjkskeystore¥

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file ¥%srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepass%

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepass

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore%: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool% -delete -alias %caalias¥% -keystore %cltjkskeystore% -storepass
%cltjkskeystorepass¥

@rem

@echo

@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore®

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepass¥ -deststorepass %cltcapl2truststorepass¥
%openssl¥\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepassy® -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

mgcerts.bat
ZIASKAEIES B &y S HEMIE S, A5, ERaE MOTT FEARASIE BERH L B 2 2 1E 8
igo
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem
@echo Create queue manager and define mgtt channels and certificate stores
call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq®%)
SSLCAUTH (%authreq%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mqlog%
echo DEFINE CHANNEL (%chlopt%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%)
SSLCAUTH (%authopt%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass%')
MCAUSER (%mcauser%) | runmgsc %gm% >> %mqglog%

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT(%portsslreqws%)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlssloptws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvjkskeystorepass¥%'
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

@echo MQ logs saved in %mglog%echo
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initcert.bat
initcert.bat REIEBHIZFRMER LK keytool Fl openSSL @2 iR HANS AL, MAFIE
FERAR T IX i

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70

set keytool="%javapath%\jre\bin\keytool.exe"

set ikeyman="%javapath%\jre\bin\ikeyman.exe"

set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%password¥

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%password¥

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mqttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%passwordy
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@rem server key stores

set srvjkskeystore=%certpath®%\srvkeystore.jks

set srvjkskeystorepass=%password

@rem server certificates

set srvcertreq=Y¥certpath¥\srvcertreq.csr

set srvcertcasigned=%certpath¥\srvcertcasigned.cer

set srvcertselfsigned=%certpath%\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mqttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%passwordy

@rem client key stores

set cltjkskeystore=%certpath%\cltkeystore.jks

set cltjkskeystorepass=%passwordy

set cltcertreq=%certpath¥®\cltcertreq.csr

set cltcertcasigned=%certpath¥\cltcacertsigned.cexr

set cltcertselfsigned=%certpath%\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.

set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvjkstruststore=%certpath%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%passwordy

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or iOS client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=%certpath%\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath®\cltkeystore.pem

set cltpemkeystorepass=%passwordy

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%passwordy

set cltsrvpl2truststore=Y%certpathf%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=%password¥

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=9%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set gm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

=W 7.5.0.1 set portws=1886

set chlws=PLAINWS
set chlssloptws=SSLOPTWS
set portssloptws=8886
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set chlsslreqws=SSLREQWS
set portsslreqws=8887
set mglog=Y%certpath%\wmg.log

cleancert.bat
cleancert.bat BIAHMGSSMER MOTT BFHIAGIERES, DHRIRSG SFIEPERBE, A5
T ERAEAS 22 B AR B3 B P 2853 ERTIE 45,

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -i %qm9%

dltmgm 9%qgmd

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore¥

erase %cacert

erase %srvijkskeystore%
erase %srvcertreq¥

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore®
erase %cltpl2keystore%
erase %cltpemkeystore®
erase %cltcertreq¥

erase %cltcertcasigned%
erase %cltcertselfsigned%
erase %cltcajkstruststore®
erase %cltcapl2truststore®
erase %cltcapemtruststore
erase %cltsrvjkstruststore
erase %cltsrvpl2truststorey
erase %cltsrvpemtruststore®
erase %mglog%

@echo Cleared all certificates
dir %certpath®\x.x /b

genkeys.bat
genkeys. bat BIAF RS EIEH T HINERO. IRSS S AR,
@xem
@echo

@echo Generate %caalias%, %srvalias%, and %cltalias%® key-pairs in %cajkskeystore$%,
%srvikskeystore%, and %cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname¥ -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥ -keypass %cltkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias® -dname %srvdname?% -keystore
%srvijkskeystore¥ -storepass %srvijkskeystorepass¥® -keypass %srvkeypass¥® -keyalg %algorithm®
-validity %validity9%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepass?® -keypass %cakeypass% -keyalg
%algorithm¥@ -validity %validity%

sscerts.bat
sscerts.bat IAHHHLSSRKRE HARS 28 B ELUE B NHBAES S, AEERSHIERS
AEPHUSEES, IR IUERSAZIRSGSREHESY, IRSW/EEREE, ZmPBMNEFL
JIKS FIEECE PEM MR P HUEEE,

@rem

@echo

@echo Export self-signed certificates: %srvcertselfsigned%® and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias %srvalias% -keystore %srvjkskeystore
-storepass %srvjkskeystorepassy® -file %srvcertselfsigned%
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@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool% -exportcert -noprompt -rfc -alias %cltalias% -keystore %cltjkskeystore
-storepass %cltjkskeystorepass%® -file %cltcertselfsigned%

@rem

@echo

@echo Add selfsigned server certificate %srvcertselfsigned® to client trust store:
%cltsrvijkstruststore¥

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvjkstruststorepass

@rem

@echo

@echo Add selfsigned client certificate %cltcertselfsigned%® to server trust store:
%srvikskeystore®

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore¥%

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltsrvjkstruststore® -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltjkskeystore® -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

cacerts.bat
ZHARSINEFODRIE R S AL HEAE, FEGH CA RIEBIERIEBMEZIUES & F 6 %H
B%, cacerts.bat HIASKEEFYNIRSAIEBIERMNESHHES S, HHALEH
cajkskeystore.jks BHEHR LT HINEF LR EHREBUETIER, RER/REBIIESSAZIALHIE
gjigfl;?}?ﬂfﬁo ZSAGHH CARIERAIEIEEE, ZMAKMNE AL IKS FEECIE PEM %K1
IR SES

@rem
@echo
@echo Export self-signed certificates: %cacert%
@rem

@rem Export CA public certificate
%keytool¥% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore¥% -storepass
%cajkskeystorepass® -file %cacert¥

@rem
@echo
@echo Add CA to server key and client key and trust stores: %srvjkskeystoref%,
%cltjkskeystore%, %cltcajkstruststore®,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %srvjkskeystore¥
-storepass %srvjkskeystorepass

@rem Import the CA root certificate into the client key store
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@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias 9%caalias® -file %cacert¥® -keystore 9%cltjkskeystore¥
-storepass %cltjkskeystorepass¥%

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltcajkstruststore®
-storepass %cltcajkstruststorepassy

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥® -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥

@rem Create a certificate signing request (CSR) for the client key

%keytool¥% -certreq -alias %cltalias¥® -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned¥ and %cltcertcasigned¥

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool¥% -gencert -infile Y%srvcertreq¥ -outfile Y%srvcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypass

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvijkskeystore% and %cltjkskeystore®

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepassy

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepassy

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore?: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass%

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepass® -deststorepass %cltcapl2truststorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass® -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore% -destkeystore
%cltpl2keystored -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass%
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mqgcerts.bat
AR AEIE S H A EHENIER, A5, BRI MOTT FEARSIE P s H Il B 2 £ 1&EE
iE,
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem

@echo Create queue manager and define mgtt channels and certificate stores

call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqglog¥

echo DEFINE CHANNEL( chlreqm) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (% portsslreq

SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥

echo DEFINE CHANNEL (%chlopt9% CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreqws$%)
SSLCAUTH (%authreq¥) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqlog%

echo DEFINE CHANNEL (%chlssloptws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt%) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE (MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

@echo MQ logs saved in %mqglogecho

MQTT ZEFHRIA. BRANFLALE

IEM (MOXR) ARSS(HFH MQTT JEIERIE MQTT B FHLAMETIIT WebSphere MQ F:#, WebSphere MQ
EM AN EH T WebSphere MQ AU MOTT J@IE &, B AR DUNEEE X — M54y, ta] DA
M5 EEEENR YA P B E P AR,

Y& (MOXR) ARS5 AT AR % P LATAZ B4 Username SR A% FHLIEBRIMER F AL, A% P HLAT
TREATEHRINIER &,

B BPHWRRBURIERNE LG 0, R L TSORRE, rESEFARR, ArE, BEHRAE
AR PGB E P HUE SRR Bl TR P LRI A2 T TRl — bR,
MOTT % AL 1% ENEIL (EH MOTT IBIE AR ARG as A -~ B EB, EfTEr] DA E 4L SSL &

P, RERHTHIERIAIER R 20X sSL g M. B RROUE 2 EX MOTT JEIERH TINUE DAR AN AT it
TINIE,

ZHRAN MQTT & L1717 IBM WebSphere MQ X8, 15X & HLINE P HAMASKA P &5, sCE AL

BRPHLE I, BARVFRFHERS] IBM WebSphere MQ, 1EX AP &I TINIES# AR A HIER,
B JAAS DN B PR TIAIE, FHECE SSL A E P ALIEBH#ATIAIL,

R R PHLHIRERB, MM VPN MERSEITINE AR E MQTT JEIE DUEM SSL, M

HHIRA
HEDVEERZ PALIESS,  IERDNARIE, QSR A] DARESZ A TR NIEAA R AR, AR 238 5 {6 FH B R AR A 2
HUEATINIE,

QIR — R 2R T EERE TR P HUES, AR AT DUMEE T IE IR, (B2, fEfEH
Telemetry FUSRIIURIRSEH, R/ RERS 2 RS TIIES, SR, @IS EARSS 2R & P LR R TIA
Ik, AIRMEN“SERE AALER XN A TR B/ e, BT EAME I, R, R =S
S N AR AL R & P HLIE A, (S0 A AR KR E R R FRIAIE, R RIEH A — N EER ()
, =) , FEEES—PRE B, EH) .

fE = EBURRI N AP (B4, chip-and-pin &%) , fERNEHIRAREBUE S, DRI BE R PERRE PFF]
WPk, SR NI, AR RREINA P UL RIS T, B S B AL
B, S Em e R B RE RIS — DIEH X e T — AL,

MQTT ZEF B R FIXR
fiiH ClientIdentifier. Username B H TN FHE P LS K17 WebSphere MQ X4,
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IBM WebSphere MQ B AEIEFE MOQTT BIEMN SN B = MR hESE, HE NaBmE P LT
() MQTT JEIER, EPRRAIDIMEHNER, S ARZT T IBM WebSphere MQ /AU AL, XL IH
fIFE:

1. EF‘*IH‘T o
GO EESR B B
3. }\)\ MQTT FFHUEIERI AP B,

R & 72 MqttConnectOptions KK —MEME, EMAHER FHUERZE MM < ATHETIRE. ERIEREEN
NULL,

/] IBM WebSphere MQ setmqaut i< KIEFSZAT MQTT JEIEAH SRR B (5 FIWRLE S AN IR LL 5%
B, BN, 2z 7 HSIEEES QML VB R fEAYIRIE & £ MQTTClient:

setmgaut -m QM1 -t g -n SYSTEM.MQTT.TRANSMIT.QUEUE -p MQTTClient -all +put
setmgaut -m QM1 -t topic -n SYSTEM.BASE.TOPIC -p MQTTClient -all +pub +sub

HXES
A MOTT & #HLiJj ] WebSphere MQ X%

{ERAZBIB MQTT P HEITIAME

o PR P RSN E I P B (6P 5 PR SRR P L A R T 00 4 53 R IR 2 B9 2 P LA T
iF,

SEI (MOXR) FRZ (1] JAAS HIMEZ 2 Hl Username. JAAS (i MOTT 2 P HLif R LA 2383,

IBM WebSphere MQ & H Fi e B iEId AL B2 P HUEZ 2 A MOTT EESKINER P&, RIRARNIAIE,

A PR P L ECSA R RIRYIEIE, IF BT DABCE S MEE DUR AR AT e E S *ﬂlﬁﬁl}\ﬂ EBOR

JAAS, B DABC B WREE 75 7R A0 25 LA TIALE,  WIRLS 75 12 ] DU IR 2 P A LA TIAIE,

INNIEIEBE I G A ARPOER N S0, A THETER, EeAREE - 1M aLe0, HE2

MNP TAEME R IZ S 6, DARIE MR 1 025N P - TIAIE DARE A A 3 B 2R T 25 38

1. IBM WebSphere MQ & # i {#i ] IBM WebSphere MQ Explorer ¥ MQTT il & )i & Mm%, Hlan
MQTTClientUser,

2. IBM WebSphere MQ B A MQTTCLient KARFITIT] {T-{r] 3= /8 :

setmgaut -m QM1 -t g -n SYSTEM.MQTT.TRANSMIT.QUEUE -p MQTTClient -all +put
setmgaut -m QM1 -t topic -n SYSTEM.BASE.TOPIC -p MQTTClient -all +pub +sub

3. EEER RS 2T, MQTT BN HERFH & AN GG MgttConnectOptions MR IFILE

Usexrname fll Passwozrd,

4, W EHEOIE— JAAS LoginModule, PAMERZBERINIERF R, HE AT G JAAS BLE
XA,

5. IBM WebSphere MQ & 5% MQTT J@IiEAL & M # F JAAS INIERFHLIIAF &,

5 SSL #1T MQTT ZFHIAIE

MQTT & A5 IS E Bl as < MR IR MOTT LGS, MOTT & HLUA% R SSL &l RS
AR PALAIER MQTT & FHLAYARSS # A IEAR /2 rTIER,

B AR YR M E S FAE, "] LA IBM WebSphere MQ iAIE MQTT & F'#l, IBM WebSphere
MOQ %5 F 5 AT AR MOTT &P AU A SSL MIRAF S FISS A IFX L2 P L E &,  HEEEH I ERE s

KRB HIAIE,
BRTEEF SSL DASN, FstfpRpy i L AR (VPN) (fFlan, IPSec) HX]‘ TCP/IP &SI U TINME, VPN
BRI EA IP G TN, —BHEN. TIXAE— VPN &R, B8y 7 —NalEMgg, &n

DA VPN fA%% B/ TCP/IP H¢ MQTT BINEERENEE,

A SSL K& FHUAEMRI T BARAARE AL, RHEEAYIEHER I TAERIERRE) , &
2 HINERFCR B E S, BHARNE AHREAIE RS 4,  IEHER A2 &SRR AR AT DA Ik
BoEdi, IEBATRERAIER, MRENZHENXIES, AAEHE MEBREERE P ERIER. FAH%
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W PR BEER S PP A S R X IR 38, TR BRI ROAREBoE, ABIREI S ERIEB
o TS RARIE R IE B ARG A IS, 8RB A BIMER DR BIORIES. (ARG
B, LRI 55 S RO UE B 4T e,

ATEUERTAE LA E P ORI D26 A 1E IRE MERFET, RATDVEHARIES, WAl DURE (T
(RS B DD R TE T

T TR A AL S (S R, R 61— Dok MEWEA % I DU 2 P IA
VAR AT ATIIER. 11T SSLBEMAULA B FL R SIS (AR SCIF, REAR 25
IRETETE, H& SO, MSREPPUNEREIERORIES, 5ARIEES (£ T IRE B,
AU ORI B3, 4042251 JRE VEHPE

WS IBIET 2 PHUAER My TR, AR PHLEIRSS 280 (RN TR R, SURA P WLl
FFNEYE R 2 DADY L XT RS TRLAR Vil AL AT 1 2 PR, A% P HLI S it
SRITHE B0 EHIEORIZ . PORRERCRER B B MR X N AT BN i, DB WA
Fk, FHEFTRAAERAANORISEEBIOPE. BIA1, (6 JAAS, LAR G HIIRSS 28 & AR IIE
EPL.

%P UET A0 T SR RIS S AT, B R FHL L R e, o
SRR IR MOTT &P LN HTYRIPEI S ? BT RP % R BN
SR AR, NG OVA FIEH, AR EBI? 3R PO B T
WEIES; CRADE B,

WA, FERIRA TRV 2. PI, WIREBT MOTT R, AAH AT REAEE
CLIAERE L5 R 55 B e TR S E 1

ZEM SSL X MQTT & AL TIAIE, THECEENEIE I F L.

£ SSL i#TEPHIIAER MOTT EFPHECE
i SSLRINIE MOTT &KL, &P SSLREEEENEE, TOFIsTE SEE WAL SSL %
FOAL I U T M TCP 311

filn, fEF AL

MQTTClient mgttClient = new MgttClient( "ssl://www.example.org:8884", "clientIdl");
mgttClient.connect();

BN IVM 7 A ISSE 1R tAARIEER 71 . WREELEMHH Java ME, R LJHEFREE N ISSE
i, GRMEIELEME Java SE, B4 H Java A 1.4.1 DK, JISSE EfLE7E IRE A,

TEERE 21, SSLIEHEHRZEWENZ SSLIEM., ErTPUE A -D F O E L] JvM kIR B RN,
A DA F MgttConnectionOptions.setSSLProperties /ikKILEE M,

QnERE I i A 7572 MgttConnectOptions. setSocketFactory (javax.net.SocketFactory) skREA
BT T, B4 SSL IR BRSNS ERE 777 X R AR T E S

IR P AETAES, HREPYIEASHSE IO BRI BN AP ERE, WRIEBEE
HIRE, IR AT DUFIET MBI R B, 4RSS BRIIE R P HLE N, 2 L P LR R T
MBHAERIES, TERERPAEPERS EMEIEBHELERS —MER, B2 EATEPERUE
H

MOTT % P LR I E B8 IS 85, AR S5 B P (TS B TITE, 6
2 MR LT TIAE,

IEIETT DAY SSL B EMATEPHUAE, PANE YA RN SSL B E A T RT3 -

« SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA

« SSL_DH_anon_EXPORT_WITH_RC4_40_MD5

« SSL_DH_anon_WITH_3DES_EDE_CBC_SHA

« SSL_DH_anon_WITH_AES_128_CBC_SHA
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« SSL_DH_anon_WITH_DES_CBC_SHA

« SSL_DH_anon_WITH_RC4_128_MD5

« SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
« SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA

« SSL_DHE_DSS_WITH_AES_128_CBC_SHA

« SSL_DHE_DSS_WITH_DES_CBC_SHA

« SSL_DHE_DSS_WITH_RC4_128_SHA

« SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
« SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA

« SSL_DHE_RSA_WITH_AES_128_CBC_SHA

« SSL_DHE_RSA_WITH_DES_CBC_SHA

« SSL_KRB5_EXPORT_WITH_DES_CBC_40_MD5
« SSL_KRB5_EXPORT_WITH_DES_CBC_40_SHA
« SSL_KRB5_EXPORT_WITH_RC4_40_MD5

« SSL_KRB5_EXPORT_WITH_RC4_40_SHA

« SSL_KRB5_WITH_3DES_EDE_CBC_MD5

« SSL_KRB5_WITH_3DES_EDE_CBC_SHA

« SSL_KRB5_WITH_DES_CBC_MD5

« SSL_KRB5_WITH_DES_CBC_SHA

« SSL_KRB5_WITH_RC4_128_MD5

« SSL_KRB5_WITH_RC4_128_SHA

« SSL_RSA_EXPORT_WITH_DES40_CBC_SHA

« SSL_RSA_EXPORT_WITH_RC4_40_MD5

« SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA

« WS NNFINSS| RSA FIPS WITH_AES 128 CBC_SHA256

- WFAERNINSS| RSA_FIPS_WITH_AES_256_CBC_SHA256
« SSL_RSA_FIPS_WITH_DES_CBC_SHA

. SSL_RSA_WITH_3DES_EDE_CBC_SHA

« SSL_RSA_WITH_AES_128_CBC_SHA

< WFETFENSS RSA_WITH_AES 128 CBC_SHA256

. WNANFENSS| RSA_WITH_AES_256_CBC_SHA256
. SSL_RSA_WITH_DES_CBC_SHA

« SSL_RSA_WITH_NULL_MD5

« SSL_RSA_WITH_NULL_SHA

« WNERNFENSS. RSA_WITH_NULL_SHA256
« SSL_RSA_WITH_RC4_128_MD5
« SSL_RSA_WITH_RC4_128_SHA

BRI s s UM SHA-2 BRRSESHE, 1522055 153 TR T34 T4 SHA-2 B IER T MOTT &
PR R) .

HXEE
55 97 Ty TR SSLMHATIEIEINIER MQTT 2 P ML B
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THEF SSL @ MBEIE R TIAUE, & HIAHUER SSL RIERRIENIEE, ©NAHEE S SSL AL B iE
MBS RS o BCE AR — 2 ORI ESAE, Mt E iSRS SRR PR A
FUEF,

{5 SSL #1T&EMBE IAIE

MQTT & A5 IS E B Es < B AEZEREGAL% tH MOTT B LGS, MOTT HFHUAZR SSL & Hl. ks
a2 FALER MQTT 2 P HLHY IR S5 A5 A IEAR /2 Rl IEH

BRAEZ P HLARAC B O 6 I SRR FE A4 24T CipherSpec, AN FHLIALE 2 2N IRSS S EATINIE,  4HERIA
UERIK, ARAAZHEILERE,

BT (A SSL PAYS, FHEERRAIEIT M (VPN) (Bl40, IPSec) Xt TCP/IP EREANG S TINIE, VPN
FRTRME M= 1P BTN, ElLileffi#/\ VPN &R, Biegdsr 7 — NafEmeg, &n
PIEERT VPN R8I TCP/IP ¥ MOTT & - HLIER I IEIE,

i SSL FUARSS A UE R A B (R 28 (5 BR IX B IRSS 85I TINIE, B VURIE ES T %S IRE
cacerts FEHINERHIITS MARSS 88 & 1% FIE B AHVCEL ARG 2,

IRE IEBZER IKS 2t cacerts, BAfiT IRE InstallPath\lib\security\ ', 2R
changeit TZEEN, &R EEINEBEMELE IRE IEBESRE P HUSTEF, RF HBT@HEJJZWV\
o, WHERBEHE P HUSER S FIEBISL T HAth Java N R HAIES, EHERRPIUSEZE, RE
Xt PN EEAEIBITRIFTE Java M AHRE R AIEBZE, EMEH IRE WFHBE, 1R EE 6 IRE iE
PEE, EEBHF SIS DAEEEX IR,

A DOEI $R 6 50 SN S TR R PR (B2 ISSE LB, AT LUE RIS IR 7 UEB T RN R, 7E
—EEHT MOTT HFHLE OGS FAsEH, IRt T RRINEER T,

ZHEA SSL @ IMEEATIALE, TERCE RS 25 Al

B S A
55 97 Ty TR SSLMEATIEIEINIER MQTT 2 P ML B

TG SSL AT BMNEE I TINUE, S AL SSL RIERZENNEE, B feE5 N SSLELEE
MEEAEN N, EEPNEE - N2 OSEPEHE, mMtSBAEAE SRS NEZ L
?‘\LIE:iJ\;O

{EA SSL #{TEEIAEN MQTT ZEFHECE

THFF SSL @ MBEIE R TIAUE, & HIAER SSL RIEHRIENEE, ©AHEE S SSL AL E &
TEEAN NS o BLE AP ERE — D OO AE, s P15 0 5 IR 55 e BIRL P44 HOEL
FUEF,

flan, tEE LA

MQTTClient mgttClient = new MgttClient( "ssl://www.example.org:8884", "clientIdl");
mgttClient.connect();

BN IVM A7 ISSE e itAARIEER 71 . WREIELEMHEH Java ME, AR2 AR SE N ISSE
i, WEREELEMFH Java SE, AF2H Java filiA 1.4.1 DK, ISSE BH&TE IRE H,

TEERE 21, SSLEHEFRERENZ SSLIEM., ErI LB A -D F B L EE VM kIR EEME,
Al DA F MgttConnectionOptions.setSSLProperties /%KL EE I,

QN EEILIE F /5% MgttConnectOptions. setSocketFactory (javax.net.SocketFactory) k3 A
BT T, IBAK SSL IR BRSNS ERE T 77 XN AR T E S

NEF GRS LA SSL @M@, HECER P HLLUER DU =f75 Nz — R MRS f e
1 cacerts A EIAR AR UE O 44 IR 55 48 UEH5.

AR ARSS B8 & IFIEBHEPATE IR, IRAARHTHAMEE, BIWEEEZE VL IRE Y cacerts
FEFRIIES, FEEMN cacerts FERHRY
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HAth e+
BIEGERMIEBFEER PV EREEES, WINIE BN R D — MEREEEGTES, I E
MgttConnectionOptions.SSLProperty HIZBIEEESH,
e« com.ibm.ssl.trustStore
« com.ibm.ssl.trustStorePassword

EERE IS E PSS

S EEIREAR T, HNEEIBEHBIENAIR, WEIREE PRI AR AR B E
MgttConnectionOptions.SSLProperty A i FHE L,

e com.ibm.ssl.trustStoreProvider
e com.ibm.ssl.trustStoreManager
WAl SSLEREMATIEEINE, DL N2 SRS SSL A E M7 REIF AR :
« SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA
« SSL_DH_anon_EXPORT_WITH_RC4_40_MD5
« SSL_DH_anon_WITH_3DES_EDE_CBC_SHA
« SSL_DH_anon_WITH_AES_128_CBC_SHA
« SSL_DH_anon_WITH_DES_CBC_SHA
« SSL_DH_anon_WITH_RC4_128_MD5
« SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
« SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
« SSL_DHE_DSS_WITH_AES_128_CBC_SHA
- SSL_DHE_DSS_WITH_DES_CBC_SHA
« SSL_DHE_DSS_WITH_RC4_128_ SHA
« SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
« SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
« SSL_DHE_RSA_WITH_AES_128_CBC_SHA
« SSL_DHE_RSA_WITH_DES_CBC_SHA
« SSL_KRB5_EXPORT_WITH_DES_CBC_40_MD5
« SSL_KRB5_EXPORT_WITH_DES_CBC_40_SHA
« SSL_KRB5_EXPORT_WITH_RC4_40_MD5
« SSL_KRB5_EXPORT_WITH_RC4_40_SHA
« SSL_KRB5_WITH_3DES_EDE_CBC_MD5
« SSL_KRB5_WITH_3DES_EDE_CBC_SHA
« SSL_KRB5_WITH_DES_CBC_MD5
« SSL_KRB5_WITH_DES_CBC_SHA
« SSL_KRB5_WITH_RC4_128_MD5
« SSL_KRB5_WITH_RC4_128_SHA
« SSL_RSA_EXPORT_WITH_DES40_CBC_SHA
« SSL_RSA_EXPORT_WITH_RC4_40_MD5
« SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA

« WS NNFINSS| RSA FIPS WITH_AES 128 CBC_SHA256

. WFENNFENSS| RSA_FIPS WITH_AES_256_CBC_SHA256
« SSL_RSA_FIPS WITH_DES_CBC_SHA
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« SSL_RSA_WITH_3DES_EDE_CBC_SHA
« SSL_RSA_WITH_AES_ 128 CBC_SHA

LA SSS| RSA_WITH_AES_128_CBC_SHA256

. WEEX¥Mss. RsA_WITH_AES_256_CBC_SHA256
. SSL_RSA_WITH_DES_CBC_SHA

. SSL_RSA_WITH_NULL_MD5

. SSL_RSA_WITH_NULL_SHA

LNANINVINSS|. RSA_WITH_NULL_SHA256
« SSL_RSA_WITH_RC4_128_MD5
« SSL_RSA_WITH_RC4_128_SHA

RN s i R P SHA-2 SR ESPE, 152055 153 Tl T24F45 SHA-2 B EIEA F MOTT %
POLIRGER .

EES e

5 95 DAY TR SSL TR P ALAIER) MQTT Z P HLACE S
ZHEM SSLARIAUE MOTT L, F PR SSLRIEREEMIEE, EuFiteE SEENINIE SSLE
FATLEXE U368 X A X R TCP S [

EZmEEINEE LT

JEE SSLOMHME B ST G HNEATINg,  BIVA] A4 76 & U 18 Fh 4T — 77 A & 2R MQTT A iIk&
Fho

R IENIEER) MOTT B HUE T SSL SRR IEIE - RS B KL R A kafh. BT AR
X A TINE, RIEEAGE REEEENE, MR RRAASIRE SHAIESHE EINIES Sk,

BR 7 F SSL ISR, FRLERPRARBIIL AR (VPN) (5140, IPSec) X TCP/IP HERZAN s TINIE, VPN
BAMEM S IP B TINE, — B 7TiXFE— VPN &8, EMESEyy 7 —PNalEMgg, &R
DA VPN f4% _E/Y TCP/IP ¥ MQTT & HLiE 2 1@ EIE,

X FHAIACE (B EE A TINSE M RSS2 A TINIE) |, TEZFSE 97 TRy T AT SSL i TEMLEE A
UE o

X SSLIEFEHMTING, MAKIRSSHATINIE, SMHEEZRITRAKT, RE7 DRI EZ #EE R
Ao, HEEHAAERSHEZHEER, FRAEEIEHIEEA ML, &0 HAD A A o] R8I n IP £
LE R =

JEIS {2 544 SSL 1Y Diffie-Hellman %22t CipherSpec, HIRIGIIE SR SSLIERE, AN RS
BHATINIE, B TER NSRS e Z R ZER T2, FRA SSLAEHHITINE, MR FEZK
ARS8 UEH,

RN EZEREARZL S, FTPAKRZE SSL SLIH A A% B N E4 CipherSpec, (NEIZENMNBIERZ TR
FAILE K DN SSL %R, A4 MEIE VLM EA Z O ERE, SREER T, BT SSL LA
[E4 CipherSpec, KIHEHAEFLMASHARELIUED, &AL DO HIEB#FTIAE,

WA E 4 CipherSpec, ARG #ZHAELHGE, HR2EAFECSEMA FERMIES,
RN INEEREN TR, BEIYPIE TR MRS E A, ERE TR R AN
ARSS BHEBHATINIE, (EREREINE,

MQTT ZEF HLFEN@EERY SSL B &

MQTT & HLAI WebSphere MQ Telemetry (MQXR) iRZ i Java Z2ERHE T & (JSSE) @il SSL E#E
MEE, MOTT C B HLLAK LN WebSphere MQ Telemetry SFIFFERF AN HE SSL,

LB SSL PUAIERENREEHN MQTT & 41, FHRHER P LS & INIEE < [AE B S TN,
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BR T F SSL DAAR, FRLERPRARBIIL AR (VPN) (514N, IPSec) X TCP/IP BRI s TINIE, VPN

KAMEM S IP B TINE, — B TiXFE— VPN &8, EESE:y 7 —PMalEMgg, &R

PIEERT VPN RI2% _E1) TCP/IP ¥ MQTT & N LIER I IEIE,

AT DABCE Java MQTT & #1518 MNEIE > RIAVZER:, DAEAREET TCP/IP B SSL MM, AR R R EUR

FEQAECE SSL DAER JSSE, MEZEMECE I 4h, 0] AR E =FORR R 22 2

1. RAFrEM MOTT BN TIERE, ¥ MOTT BFVUUERZRIERENNEE, NEFHISSIE M
P2 ML B TINES ; 1ES 0% 94 Tify T SSL 34T MOTT B HLIAIED

2.4 MOTT BN GERE B EHENEE, MRS SIS BE @A EHTINE,; 152 RE
97 TRy T{#FH SSL AT MIEEINIES -

3. MRS BAFE PRES & AL AT BTN S B2 99 Al DR AATEENEE _ErIBRFAY o

JSSE B &

1B ISSE 2%, DAMKAE SSLIE#MIECE 7. ISSE BLESED N ="1%8A"
1. IBM WebSphere MQ & NiE)E

2. MQTT Java &/ #1

3.JRE

i/ IBM WebSphere MQ Explorer AL B JEMEEZ %L, £ MgttConnectionOptions.SSLProperties
JEMEHIE MQTT Java B WIS, @It giEs FAURIARSS 25 IRE LM B SRR SR B K IRE &
Enis 2@

IBM WebSphere MQ J& ilijfi i
{8l WebSphere MQ Explorer SR B FiE ENEE SSL S5,
ChannelName
ChannelName 2B IEER — ML TRSE.
IBEAVIRNR SR e i SR EE, lEms, DHEPEEHZH MOTT &l
PortNumber

PortNumber ZFTHIEEN —r[ESE, XT TCPIEE, WSHAIERE(ED 1883; X T SSL il
i, HSHHEE{ED 8883,

TCP/IP ¥ 55 IMOEIEMARHK, I HEE W IEIEE A CRRE MOTT & P LIS B ixiEiE, 4R
ZIEE AR SSLEME, IBAE LM SSL M GHITERE; Bilan:

MQTTClient mgttClient = new MgttClient( "ssl://www.example.org:8884", "clientIdl");
mgttClient.connect();

KeyFileName
KeyFileName /2 SSLIEEM—NATESE, T TCPIEHE, WHEMKILSEL,

KeyFileName /28 & EHRANEFUETR Java BHHENRZ, I IKS. JCEKS 8¢ PKCS12 fEN
545 L HIEEAEERAY,

RIS AR 3 SO FR 44 SR e 5 BRI 2 A -
.jks
.jceks
.pl2
.pkcsl2

HAHMERS AR E I IKS HHE,
AT AR IR S5 A% b 19— 2R 5 2 P AL E HAASR R R AR 5 9F

Rk S5 as IR IEB RAEEES, IEPBEFONIRFSESIES. IEFHAUZEBZIES, MAlbE®
BT B B U REA) —HR 70
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AR EAE IR, 1R CRAIE B RAE AR SS a B A R

AR 55 2R UEAS N HE P E A AT UE BRI =% P WL LAALEAR S5 #5  & 173

AR ERF ClientAuth BN Required, ABARHEHWMIE SR P TIANER T Fs 20
BARER, FPPRE-DNESRIUES, S—MEPEE, XS REHERIER, EdERk
UEREARE, A& PP TINIE, B ERIEBEE, —MERADRIEFZZ i, B eIk
TAREPZEFHUES, 2t

PassPhrase
PassPhrase /g SSLIEER — TS EL, X1 TCPEE, LGRS,
H RO A
ClientAuth
ClientAuth @—PAIEMN SSL 28, BRERENRNEITEFHUAE, AT TCPI&EE, HE
W&t 28,
ﬁ%@ﬁ%ﬁ?ﬂﬂ (MOXR) AR5 TE ARV FHLESE EREMNEE < BIAER L, IBATHRE
ientAuth,

WIRIEEE ClientAuth, ABAKFALLER SSL iE#HEARSS 4T X ARSS 2R TINIE,  1ERRT
BE ClientAuth BIMARZ, 2PN ERETIES S B A R EAIE B R IEEIRS &, B
HIECTFIUEB AR P HLIE, RN CRZIEEIE % 575 DA IRE cacerts FEHHTIEFRIAIEIX L
WEH,

CiphexSuite

CipherSuite E— A% SSL 2%, EHEIRE NZAFTE E/5 MY CipherSpec, 1T TCP
B, WA IESEL

W AREAE 45 E CipherSpec, R4 CipherSuite B NI KEANT SSL %% CipherSpec
24 FR,

EBIMARSS A MQTT &AL RS & — Ut )5 AP A CipherSpec FHY—1NAH CipherSpec, WRTE
B H A —un s E e E 1 — MRFE CipherSpec, B4t CipherSpec M5 55—
CipherSpec HHPLEL,

T HADTR MR FANINE ISSE K224 Hth w1,
EIPEELEFRE (FIPS)
FIPS B— NA[IEIRE, BEEET, ~A=KEILI,

ENFE AR E B R Tk i E SSLFIPS, s H runmgsc Ki&E, SSLFIPS fa&E &S X ff
%53 FIPS UFBHYE T,

BEBRIIR
WA RYIRZ— P ANEIRE, SRETRI T, AXREI,

TERNHE B AR B “ B PR il 1 B SSLCRLNL, B{#E i runmgsc SKi%E, SSLCRLNL f57&H k12
HEUE BRSO B RIAE S BN R 2 FRE13R,

RS HAM TR E SSL e MR BlEs S EL,
MQTT Java &'l
£ MgttConnectionOptions.SSLProperties HI&E Java ML SSL JE14:; fil4n:

java.util.Properties sslClientProperties = new Properties();
sslClientProperties.setProperty("com.ibm.ssl.keyStoreType", "JKS");
com.ibm.micro.client.mgttv3.MgttConnectOptions conOptions = new MgttConnectOptions();
conOptions.setSSLProperties(sslClientProperties);

MgttConnectOptions i API SCAHHIA T RFE R ERIZARRIME, AX MOTT & HUERIZ AL API
SASHEERE, 1B H MQTT B HHFES %,
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Protocol J2A[i%EH),

PR SCRAE 5@ MRS SR AN IR, ANRIETRZERE N, 2] DOERE—FP, AR R
55 an NSRRI, AR AR R

ContextProvidex
ContextProvider A&,
KeyStore

KeyStore ZAIEM), MREMRSHHILZE T ClientAuth DEREHIE A TINE, RATERE
I,

R & AL R AL IE RN EHES, TSR HENBEEN, KRR AR
FPiZ AR, JKS ZERE I, IBMICE BERE TR AT,

TEE D IMTEHERMEF, PSR AT IR E SRR PR3, R E R R R 7 A i
HIREIER AR, DOEE R E S B a2 VR L HIE KeyManagerFactory.

TrustStore
TrustStore @RJIEM), &r] UK IEETIATEIEBEE JRE cacerts TEEEH,

WRENEFPNILBEARRGELE, BEEGTE, WRIRESHSEAMFEHERE cacerts FEAFHR
WEPBBIARFR B HEINEH O E RAES, 2] GE BB BE T,
FIRSS B AL FNE B ERIEBIRINEEEE, HEEETENBIZRERD, IKS EiEE
Al IBMICE it B2 IEFE T,
8 BN ER AR, DASIH A TR EEERIEREF I, BB ER R
FEERNARR, DUBEIREETEESACREE TrustManagerFactory,
JRE
£ JRE HECE T Java MR HEHM T (X7 P AR S &5 £/ SSLATH) o Windows E

HIECE XA T Java Installation Directory\jre\lib\security ¥, IR IBM
WebSphere MQ BEFHI IRE, ARAIZMARU RERAATR:

% 3: JRE SSL e EXHPRER AR T S RIXHER1Z

R4 =) EIZN LS

Windows WMQ Installation
Directory\java\jre\lib\security

Linux for System x 32 fif WMQ Installation Directory/
java/jre/lib/security

HAth UNIX and Linux £& WMQ Installation Directory/java/

jre64/jre/lib/security

AR AR AGE A

cacerts XFHREE MR FFPAEFORIMIES, BRIEEIEEETEE, SN ER N #EH
cacerts, WHRMHH cacerts FEFESKRIBMEITE, LA VHEENE cacerts HFEEH
1138 DA e 2 MR K

1&ER] LA A 1217 IBM Key Management SEHFEF ) WebSphere MQ ¥ strmqikm SEFTH
cacerts, fHH% changeit ¥ cacerts fEN IKS XHHTH, (BBCER AR SR Z
éo

ACE 2 TR
i/ java.security XFRIEMH ML 2SR SRR PRI HAhB A 2 e M m
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YRR
i java.policy XHREXNFIER THIVFRIA, javaws.policy & javaws.jar &% F¥FA]
3

T
FUE JRE $RAE TR E RN, RETCER RS AR HED, FIRER T & s E RS i
Mo ZAfH strmqikm a5k /E5) ikeyman, {3 M IBM Developer Kit 415 B H R &R R
e (R R X IEZ B R il Y S

B SR HIEDS IR R ARE L, A, A B ER H OB H A E S A R — 2R, £ N EEL
(AN SZ BRI SRS SCPE 2 AT, A AHEFTEE R B X AR TS, B N AT EE DA
XAERAFEATHEO, P08, BERMERE ORMRBER, MMifE 2 & v HEEE X &S
(328

B EEREERUATFEFINEREEMARSEE

ORI T A AIAIE IR AR LU MQTT & P AL 5 | I EER AR 7. Bl 25 P LEUIR
FEAPUTINIE, REAIGH) SSL T INE, (BRI TINE,

5 103 TTHYKE] 20 HPHIARES BN MOTT & L% E AcceptAllProviders (BER R FHIEELERE
%go

java.security.Security.addProvider (new AcceptAllProvider());

java.util.Properties sslClientProperties = new Properties();
sslClientProperties.setProperty("com.ibm.ssl.trustManager", "TrustAllCertificates");
sslClientProperties.setProperty("com.ibm.ssl.trustStoreProvider", "AcceptAllProvider");
conOptions.setSSLProperties(sslClientProperties);

20: MOTT BFPHARZEL

package com.ibm.mq.id;
public class AcceptAllProvider extends java.security.Provider §
private static final long serialVersionUID = 1L;
public AcceptAllProvider() +{
super("AcceptAllProvider", 1.0, "Trust all X509 certificates");
put("TrustManagerFactory.TrustAllCertificates",
AcceptAllTrustManagerFactory.class.getName());
%

21: AcceptAllProvider.java

protected static class AcceptAllTrustManagerFactory extends
javax.net.ssl.TrustManagerFactorySpi {
public AcceptAllTrustManagerFactory() 1%
protected void engineInit(java.security.KeyStore keystore) 1%
protected void engineInit(
javax.net.ssl.ManagerFactoryParameters parameters) 1%
protected javax.net.ssl.TrustManager[] engineGetTrustManagers() 1
return new javax.net.ssl.TrustManager[] § new AcceptAllX509TrustManager() %;

22: AcceptAllTrustManagerFactory.java
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protected static class AcceptAllX509TrustManager implements
javax.net.ssl.X509TrustManager {
public void checkClientTrusted(

java.security.cert.X509Certificate[] certificateChain,
String authType) throws java.security.cert.CertificateException {

report("Client authtype=" + authType);

for (java.security.cert.X509Certificate certificate : certificateChain) $
report("Accepting:" + certificate);

public void checkServerTrusted(
java.security.cert.X509Certificate[] certificateChain,
String authType) throws java.security.cert.CertificateException {
report("Server authtype=" + authType);
for (java.security.cert.X509Certificate certificate : certificateChain) $

report("Accepting:" + certificate);

public java.security.cert.X509Certificate[] getAcceptedIssuers() 1%
return new java.security.cert.X509Certificate[0];

private static void report(String string) i
System.out.println(string);

¥

23: AcceptAllIX509TrustManager.java

iZMEIE JAAS EiE
BL'E JAAS DUNIEHZE P HLA XA F B,

WebSphere MQ &3 5 7 ST AL EWFLE MQTT JEIARE JAAS X& FHLHATIAIE, FEEF D EHIT JAAS TAIE
AUIBIER) JAAS FLE AR, IXLEIEIE R AR A — JAAS Fi &, hal AEARFER) JAAS BcE., BLE
£ WMQData directory\gmgrs\gMgrName\mqxr\jaas.config &,

jaas.config Xffi% JAAS BCEXARHITHL, ERFNEELIK ME M EERECES R, HSH % 105
THYIE 24,

JAAS PR T TYMRIEES SRABEL,  FRIE NT A1 UNIX B AR 2 A FRE,

JndiLoginModule
FFXITE INDI (Java mi I HRHEE) NECER H AR HATINIE,
Krb5LoginModule
{fiF Kerberos WHsGHATIAIE,
NTLoginModule
ER AT B NT 2213 ERETIANIE,
UnixLoginModule

{6 FH 2411 Y 0 UNIX 2215 BRI TIAIE,
I NTLoginModule 8¢ UnixLoginModule I #Z{ERYAIEUZ : &M (MOXR) ARZ5 A mam S A3iAZE
MOQTT JEER B KIZ T, mam J21E1#%5 NTLoginModule 5% UnixLoginModule DA TINIERI B 47, T
REEFPHIN GG,

PfROLRE, FI9RE 1 E OB R, 55 RIS SRALEL, i WebSphere MQ Telemetry —
FLER ML T — MEAR JAASLoginModule. java, ‘ESZ javax.security.auth.spi.LoginModule #11
ISEE, i R IF L IE B CRTAIE T 1,

IEFRBERITATTHT LoginModule 2888 AATEIEM (MQXR) ARSSIZRIRIR Eo BRI SAE R IR
WebSphere MQ Hx T, SIEEEHCHIER, HiE SUEN (MOXR) A5 HIEE N RERIE,

ER] DUEISTE service. env XAFFIREREEAZRY FEEMN (MQXR) ARSSFfE AL, CLASSPATH 4
FERRE 7R, class path IBA]HAERLE T, ANRETE CLASSPATH FR{E AR &; filin,
CLASSPATH=9%CLASSPATHY i A~ IEHf, 1ZM (MOXR) ARSSIKEH H CHIZRIER, ¥ service.env HFTE
X ) CLASSPATH ZRINZE IE R,
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I (MOXR) MRS HZAEPRNEE, XN EIERIRE S MQTT B E & L1 Username Fl
Password, A& fl BB 7£ MgttConnectOptions MR HIXE, ESHE 105 WK 25 DL T fEandq]
i) =g ik N AR

]
BA -/ Ea4&1ELE MOXRConfig 1Y JAAS AL & X R Hl,

MQXRConfig {
samples.JAASLoginModule required debug=true;
//com.ibm.security.auth.module.NTLoginModule required;
//com.ibm.security.auth.module.Krb5LoginModule required
// principal=principal@your_realm
// useDefaultCcache=TRUE
// renewTGT=true;
//com.sun.security.auth.module.NTLoginModule required;
//com.sun.security.auth.module.UnixLoginModule required;
//com.sun.security.auth.module.Krb5LoginModule required
// useTicketCache="tzrue"
// ticketCache="$3user.home?${/tickets";
58

24: ¥7K jaas.config X1

EL8 5 1Y JAAS BSRBEURGI, H TR MQTT A HLATIR R A 7~ & E 1,

public boolean login()
throws javax.security.auth.login.lLoginException {
javax.security.auth.callback.Callback[] callbacks =
new javax.security.auth.callback.Callback[2];
callbacks[0] = new javax.security.auth.callback.NameCallback("NameCallback");
callbacks[1] = new javax.security.auth.callback.PasswordCallback(
"PasswordCallback", false);
try {
callbackHandler.handle(callbacks);
String username = ((javax.security.auth.callback.NameCallback) callbacks[0])
.getName();
char[] password = ((javax.security.auth.callback.PasswordCallback) callbacks[1])
.getPasswoxd();
// Accept everything.
if (true) {1
loggedIn = true;
% else
throw new javax.security.auth.login.FailedLoginException("Login failed");

principal= new JAASPrincipal (username);

%t catch (java.io.IOException exception) {
throw new javax.security.auth.login.LoginException(exception.toString());

%t catch (javax.security.auth.callback.UnsupportedCallbackException exception) {
throw new javax.security.auth.login.LoginException(exception.toString());

%

return loggedIn;
3

25: #7x JAASLoginModule. Login () 757&

gg;i::1yl¢jﬁ1%E1£Eltﬂ

AR5 R AR OB S AT S B4 T % MOTT protocol V3.1 #Y Java ML,  IXEEHE& 2 Xt bl
com.ibm.micro.client.mqttv3 A —EEIRHLAT APT TN FE,

com.ibm.micro.client.mqttv3 EEH MQTTV 3.1 WA H Java SEERR LN F 75 1A )26
com.ibm.micro.client.mqttv3 & LAN FHFSLEL Java SE Fl ME 3 D(EI’JFEWEM&F@% IBM
WebSphere MQ Telemetry fJZ2 23—tz i,

B RANST MOTT BPHL, FEERFHILE FEHRe et (TR PSR,
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BT AT SR A S HE R AR ST ARG
Java & HL/2 MQTT protocol V3.1 fIZE X, R MEAI ARG S REHEH CRIES T AR RS 6
Pl AXFAER, H2H MQ BN EmIE SN

B com.ibm.micro.client.mqttv3 B HL APT SCASAXN 2 HLZERZ 2R 55 2 AR E
AR MQTT BZFHUERMR L APL XASHVER:, 12 MOTT B HIRESH, UERAFNARS AN,
BPHIAT A ATRERS B AR, BEEHIRIR R T % P HIEIERE ] IBM WebSphere MQ JZill (MOXR) ARS5
HIAT Mo

JavaScript B9 MQTT JEBZ2E R Web R BIERF

HEIRIE, X Web N HIFEFEEATHAEA BRI BN IR P BRI ATARE,  TTIRIEZ A T4,
Al 6 JavaScript MITHEEBIIREAE B AL, AR TH RN RIS Web MR
i, AT DUR HAR AT BT W s A b W ds b7 DUsAT. A SRIEE U AR, AR T i
&, MRPARMRA, %N EaIE S IRE 22 U IH R TR 4.

£/ Web Rz BIZRF RIS BN AIZFERE

GUSRAEHI A 1E IBM WebSphere MQ (RIS ) EITEMBEB LSRN EGIEN AREFHEER, B2KATRER
AL N ERE A :

1. RGUE B R AR N E P HLE,

2. RGVEH A ZHR TH LB N AP 2 K BRI P HZARAE ARG b,

3. IEZHEN, ROUEHARERSMIPER (FrIEEERILRER) .

NIRRT BRI N AR P RSy Web RLFHFEY, HBAIX 2 ERE i

1. RGUEH RAERD URL $243t Web N HIFEFHIZ P,

2. IR RIS g R Web B AR P 0 AL —hz Ao

3. ARASASEE R, R ERGH SR N AR ST HRRA (AT A BB LA B2

AR LEEIEM Web R BIEF PRV RERHREE

NSRRI (] JavaScript XA FREFFSRFE T I, AR REA 4EANEN B RS (W 1BM
WebSphere MQ) FT$2fLHIZE4AL:

o AIRESENEH BRI RGUISTIIENIHE, 2 ZRG ISR R EEE,

- RINTHEMLIRRGUIRE L, AL Web MR FRENS“HI A R1F7” (fire and forget), XM AL T %ike
B, WRNEEEHE, B2 EHREXEHEEGRIAERE, RN HRER AR EL
BRI, BB RIFARAGERITH B TR A T AR,

- HEBBERGURMHEFRIIHELE, ERFPVINHRER ABRELXRER, RREsthiti DIRS
MR, BB, HERBARST SR AL 5 TS ATF AN R ALY AR X TH R, X R
WE, —HREREARSREENE YN AR, ARSI AR AR SN A X 208,

 FFIRBNHYHE EREIE SR T E TR PN R R IR a BRI, NEER 5 THERIE RS g <
[ 2% it R AR T EARIB IR S5 e LRI, IXECREES, ROWECREZ RGeS eE LiafTHFH
PETCER LR HEA T IR

BER DM SE—E

JavaScript B9 MQTT JHEMZ B E P ALELIE R P HLZE DA FZZE R R B Web N RER. &% B C IR %
JER) Web N R THS. A5, H MQ BFIEMEE (W FEF AR s N HREFIRS S (Gl
) TEATIERY URL $24 Web N HREFRIZFHLE, MYEESH A Web N HAREFRIZ FHLUE, Web NAHERF
SR IG5 FE I VT k&2 2115 4 IBM WebSphere MQ Telemetry B¢ IBM MessageSight # MQTT RS 88 51t
HRZ5 2R 22 TH B

DA 2t

1. PSR SIS RIHTH S 1R Web B FFEFHY URL HERE, A5 Web R FHFEFFI% P LR SR
ZS YN Ui o
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2. Web W FAFER{# ] WebSocket protocol FHJ MOTT KRG EHEES, RGOSR 3275,
3. PAFIE B F [A] — R DCEC I T T AT R % B Web I FHFE

Queue
manager
MOTT over HTTF with L)
Browser \WEI:IEIDEHHS :_I:I_ . , e __h_\
[ . N, ) mags subscribe ."/ Your \
l pub.sub |
. app /
T
publish
n AN msQs
—
HTML and JavaScript o
owver HTTP
Client app
IBM client code

26: ¥ JavaScript B9 MOTT JHRZ2E A AT RGBT E®

Web B R EE N ARFIZELNL MQTT AR5 4309 URL, 1ENYEEs HHTIFRITEIL T, %N R i E
MQTT fk55ds, GUEHFREINIT, RGFHFRIEFIRSIRERI X R T,

Web M FFEFIE MOTT HITEMEHTML (1F WebSockets FIB4T) R TiER:, KREEEUAN W AAT AT DAZE
37 WebSockets i#E#z, BT {#HH WebSockets, Web 25 0] LUEIT 52 HTTP #1 WebSocket protocol
IR K SEREEIEE, R USERET 1P [ TCP —RER =M R FRA “Mii”)o

Web W HIFE R ZIXHITH B EIX MOTT MRssasrhit, MRssasumi AR U2 HALDHE, EARERHE
PER DR

EBMIEF MQTT ARS3 23
MOQTT ARZS SSA0FRIY BUL AR SS S 2, ERIR AT HO Web S AR IR B, I HAEH
X Web R R AT R RATFI O] B AR, A A MOQTT ARG5S, IRERmREse i A R 4%
. QIEARSS S,
. YEBUH I,
« ST MOTT J@iH,
« &L Web [ FIFERCE MBS MQTT EME B BIFTEIR .,

PRI FZ A W BSR4t Web N FHAZFE AT H0UT JavaScript, 1R ZE(# ) IBM WebSphere MQ Telemetry,
ENE T MOTT ARSS 22 HH Web MR H TIE#ZE] MQTT ARG 45 HIF— MQTT JEIE N & AT L 1%
Fo WREZZA MQTT, ABAIX AT ARSI EH AT IRIE S shA1iaTT, NTFAE~HE, THEEEGEH RN
Hr ERTRES T N AR IR S5 2% (W WebSphere Application Server) 1£5%—/NiljE 2t Web
N AR PRI AT JavaScript,

H: RNIX BN EEHBIRETZT, ATl IBM MessageSight TR S TIERIE,

filan, nEREEEH IBM WebSphere MQ Telemetry, ARAIE# ] IBM WebSphere MQ Explorer #HtiE il
BB SR FER A R

1. BIlEEARSS 78

MOQTT /T 107



2. JREGH T (GRETEM Ty 1883) .

3. I MQTT JEIE,

4. KBEFHL Web M FHFEFECE NESHT MOTT JdiEZER 2 Frikss M,

Web I HF2FRIHI4T JavaScript i (RJJE) J@Ed AFIEBEERAER —I@iE ARk, Jyit, BASIEREES AR

A2 4 MOTT F1HTTP, WISREELHE N MOTT ECEIAYE RS, A2 A AEHA MOSC s 1T LEZS
HEEE PPN CAREIR 24 MOTT 1 HTTP, 1525 ALTER CHANNEL,

Web [ FHAZF 1 JavaScript i MOTT HEZIER P NLE P ALUETE e B R N AR IR S A sk AAE
PRSI E X IEERI AR, GRS F ] IBM WebSphere MQ Telemetry, AR Web N FEFME FHESTE
fGTEDA T H R&h5M

MQINSTALL
|

m
I
|
| WebContent

| sample web app (the “Web Messaging Utility” sample HTML pages)
|

|

|

|

q

|
WebSocket
IBM client library (the messaging client JavaScript classes)

gmgr_name
|
mgxx
|
WebContent
|

your_client_app (your own JavaScript pages)

FEA Web N R AIE P ALETZEIE MQINSTALL /mgxx/SDK/WebContent HEMH, It HRH BRI H
Fra P E AR 0t WMREANFEEH P EEMEREIXEER, oMz 3 RN HEFR
Ko NTELN AR SEE SRSy AR ERpENFEEeS EalH, EENHAEFET
MQINSTALL/qmgrs/qmgr_name/mgxr/WebContent H3H, ZUERFFELE URL AR BLAT N AR FIoe
JavaScript 28, PYIEHSELEH B K WebContent HRAEER, ASTEL/E WebContent HEHE
o TEFCHTPIRGIE Fm, BAFIEFREF TR your _client_app LA JavaScript 2592 /R EIA,

LERAYE BRI (L2 Web AR F AT HUT XM, BEBSIIE IS HIT XA &, 1EE
webcontentpath B 1B HGINE] mgxx. properties X, EZ [ MOXR &M,

HXE=

%5 108 TR FUn{al{sE FH JavaScript A4 B3 N FFE R HE T gmAel

HXES

%5 70 71y U@ SSL 3%E$#E JavaScript [ MQTT JHEfLIE% AL #1 WebSockets

¥ JavaScript ) MOTT 1M B Z1#% AL #E4 HTML TUf 5 SSL A1 WebSocket protocol Bt &1#fH, ¥
Web W & F %2 HiliEHEE] IBM WebSphere MQ o,

% 21 T JavaScript Y MQTT IHEZIER FALAI I

AT DRI B B AR R P AU A 3 v S R B 2 R IR R4 8 A JavaScript 9 MQTT {HEE IR

Fille ZEE/RIEETT, EE MOTT IRSHBLE N R E MQTT IHEfEEE P AUREA JavaScript T IYE

¥, RERCTERSS# LECER URL B Web RI%EasH . JavaScript B MQTT {HEEEE PSR &

%E}EJJE‘.%ﬁﬁ)ﬁ?ﬁ%ﬁ%gﬁmﬁéﬂxiﬁ%ﬁ& ZEESIEASEARER. WEROSOR, BE A H A
s B BERE,

N{AI{ER JavaScript 31H B & &N BIEF #HI1TRIZ

JavaScript B MQTT {HEZ & FHLEES —DNEBRE, IXBARE R A R A AFT Web B FHFE
Fo I3 HEEL First steps, Hello world” SRR A, AT DM TIHE A& Web B AR P gwfE LA
PNEAHT T
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WRIEIES N IEATE FBAETTR MERBER N BEE N AR TH, IBAIETRES5E 55 109 TU
FJavaScript Zmflfeng S RERE, WRERELRKA JavaScript R A REEN THEEEZEH T,
IRAIGAESS 111 T D ELIBFEARE R 3P RE S B BRSBTS,

‘messaging

Tusorial Uil Linis

First steps, the hello world application.
> Tutoraks
.-. :'m:sl Hello Workl The example below is a simple javaseript application that shows bow 1o subscribe 1o a topic called "World” and publish a
o Making o comiplete web page Iy CmITIIIE s e TmBc I
& More ebout messages
o Mure about subscribing Example
& Diagnosing problems
S Make connection to the server.
olient = new Messaging.Client (location.hostname, Humber [location.portc), "clientId®)s

calliBacks us=d

cnnectian is compleced,
ives f lient

he connection is last.

tion has been made, make a8 subsoription and =end a mes=age.
annect™} 7

measage Messaging.Message ("Hella™};
message.destinationbams = "/Horld=;
client.send (message] §

funoction al nneptionlost [responseCbject)

if |responseCbject.errorCode '== 0]
oonsole.loqg (“onConneoctionLost: "+responseCbhbject . errordessage)

functicn onMesssgeRrrived [message] |
console.log("opMessagehrrived: "toessage payloadString) ;
client.disconnect [} 7

Click ma ta ¥y, | The Consale aatput i shown below

JavaScript i3I T
AR SIB T IR I BAE 3N AR, (HEXT Web NHEFZHT, IAFRESHE N MEREAE
Bl
A FERRISER BT 2ELE onSuccess i+
TEN1E B AL 18 N AR e A T AR I, 15T DA S DL R S TYmAs -
1. 58
2. WiT
3. KA
4, FEIEE
JavaScript 1 MQTT JHEMZIBE AL API 5270, IXEIMAE I N R AR 1 S I AR s il T
ZRHEAR AR A SIEZE, B Z AR, XS AT onSuccess 8¢ onFailure [FIAKSS
IRHFERR. N THWEREESNEHIEEME T — 1M E 2N, BFEEESNEHNREIEEE
onSuccess [, Flan, JavaScript MR AT RESTECIE T ER 2 Bt N B TERA X — 1 F

FRIR[EL, O T IRORTESTIT 2 AT B TIERE, SRR PIIT A E M THEEZR onSuccess [l
Ho

“First steps, Hello world” i A2 - ARS {5 A Itk 75 7%

RIS HTML bRiCH
PA R 2 7R~ fi JavaScript T :
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Example Web Messaging web page.

Connect
Make a comnection to the serves, and set up a call back wsed of 2 message arnves for this client

Canmect

Subscrnibe
Make a subscription 1o topic " World"™.
Subscribe

Send

Create a Message object containing the word "Hello” and then publish it af the server
Sand

Recepre

A copy of the published Message 15 recerved i the callback we created earlier

Disconnect
Mow disconnect this cheni from the server

Disconnect

PAN 2 E—Dam IR AES, DA RN AR AR AN T R A HTML ARIC A :

<!DOCTYPE html>

<head>
<script type="text/javascript" src="../WebSocket/mqttws31l.js"></script>

<script type="text/javascript">

var client;
var form = document.getElementById("tutorial");

function doConnect() %
client = new Messaging.Client("whistlerl.hursley.ibm.com", 1883, "ClientId");
client.onConnect = onConnect;
client.onMessageArrived = onMessageArrived;
client.onConnectionLost = onConnectionlLost;
client.connect({onSuccess:onConnect});

b

function doSubscribe() %
client.subscribe (" /Woxrld");
%

function doSend() {
message = new Messaging.Message('"Hello");
message.destinationName = "/World";
client.send(message);

function doDisconnect() %
client.disconnect();

// Web Messaging API callbacks

function onConnect() %
var form = document.getElementById("example");
form.connected.checked= true;

i

function onConnectionLost(responseObject) 1§
var form = document.getElementById("example");
form.connected.checked= false;
if (responseObject.errorCode !== 0)
alert(client.clientId+"\n"+responseObject.errorCode);

k

function onMessageArrived(message) 1
var form = document.getElementById("example");
form.receiveMsg.value = message.payloadString;
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</script>
</head>

<body>

<h1>Example Web Messaging web page.</h1>

<form id="example">

<fieldset>

<legend id="Connect" > Connect </legend>
Make a connection to the server, and set up a call back used if a
message arrives for this client.
<br>
<input type="button" value="Connect" onClick="doConnect(this.form)" name="Connect"/>
<input type="checkbox" name="connected" disabled="disabled"/>

</fieldset>

<fieldset>

<legend id="Subscribe" > Subscribe </legend>

Make a subscription to topic "/World".

<br> <input type="button" value="Subscribe" onClick="doSubscribe(this.form)"/>
</fieldset>

<fieldset>
<legend id="Send" > Send </legend>
Create a Message object containing the word "Hello" and then publish it at
the server.
<br>
<input type="button" value="Send" onClick="doSend(this.form)"/>
</fieldset>

<fieldset>
<legend id="Receive" > Receive </legend>

A copy of the published Message is received in the callback we created earlier.
<textarea name="receiveMsg" rows="1" cols="40" disabled="disabled"></textarea>
</fieldset>

<fieldset>
<legend id="Disconnect" > Disconnect </legend>
Now disconnect this client from the server.
<br> <input type="button" value="Disconnect" onClick="doDisconnect()"/>
</fieldset>
</foxrm>
</body>
</html>
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3. AN B E TR IBM WebSphere MQ HY R P s INEN TR Y mam 2H,
I IRLE Windows /2R ERY, [RIMH] DAVEA Windows & FE 51K & #E IBM WebSphere MQ .  1EZ: 4]
1E UNIX 1 Windows £&%t & WebSphere MQ IFIR,

WERIER) Windows TAEW 2R MR R, 5SS R JEHVE L2 rT A Windows 2000 JEEk{F F ik
BEEVFRIIA Windows 2003 F1 Windows Server 2008 1,

géinui%)jﬁgﬁfﬂﬁﬁﬂﬁiﬂ)ﬂ mam {EJ94H mam B R, A PR ALY, BRAIER mam (EN E4H
N o
4. i fEREFEE R mgm 4R B PSR,
I BRTE Windows 2 RNER, [RIRERT PAES Windows & G R E# IBM WebSphere MQ
5. K AR TR FREE X T Vg PR,
R FPARAN “guest” (£ Windows ) F1 “nobody” (fE Linux £). V% P FRIAATE BEA#E(E
KRGV ATAEAA,

%

YELE TAEu DA IBM WebSphere MQ Z2255¢/% T IBM WebSphere MQ Z235 3011 T4 mam, LSS
IBM WebSphere MQ I AIAER T mam LAY, Windows EHEH AR I AHER IBM
WebSphere MQ HIFXRR,

T—FHtta

1. 2178 IBM WebSphere MQ Explorer BLE MQTT ARR55; 1624 2 127 Tl N@id IBM WebSphere
MQ Explorer & MQTT AR5y 5k 55 125 Tify TA@ATECE MQTT AR%SJ o

2. MR Android, i0S, WebSockets, Java 1 “C” MQTT & #l,

3. IR, @ TE Windows _EI&fTd4>
MQ_INSTALLATION_PATH\mgxr\samples\CleanupMQM.bat, 7E Linux Ei&fra4
MQ_INSTALLATION_PATH/mqxx/samples/CleanupMQM.sh JRERZEFAFIE FRESFI MOTT ARSS.

HxES

2% WebSphere MQ Telemetry

£ Linux 2245 WebSphere MQ R%5 28

1£ Windows 4t %% WebSphere MQ AR5 28

ME<{TECE MQTT BRSS

R N YITERE B @217 IBM WebSphere MQ BLE HIZ1THEA IBM WebSphere MQ Telemetry i
FEIP,  IXEEBIRBRAAMANE I TRAIAS DATE 449 MQXR_SAMPLE_QM HYHBTBAFIEFRES L OIE MOTT ARSS.

Fiazan
SEA T 1 TBM WebSphere MQ FAF BE A B MIRA REGS L E MOTT S5, 8T DUBIT 25
PGB PR T L

1. 3k1% IBM WebSphere MQ IEIAIFEM H Y Linux 5L Windows T1EV, OIS EBERS, MRS
124 T M2%E 1BM WebSphere MQJ  HHJFE/RE B DAREURI %% IBM WebSphere MQ,  1HIFE, %
RN TR EIEFEN RS AR N E P, Ethn] DUBSKELE 2225 AR INX LEE T,

2. X% IBM WebSphere MQ B 5, FKEUH T4 IBM WebSphere MQ Telemetry 1E ik 22 HIARS 85

FORAGI S FRER A PR AIAY, el MO\ 51 B SR A2 FRAh, 5%t MQTT R T WebSockets £
MQTT Z/DFHEMWA TCP/IP Wi,  WRIKIERR|Z 2R N, AL BINETFEZR/ DN,
TR I IR AT 55 B BRI IR A TIX L5 I8 A JIRENS B FR A MOXR_SAMPLE _QM A& FE8S,
FH H TCP/IP U# 1 1883 AL T AR LIRS,
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KFULES

MRS, EiaiTH T OIS EHEZRIEA, AEHECE MQTT ARSS AR I 1883 LAY MQTT V3.1
BPNESE, WELER FEN AEMMPTT A EEAIF e, Z2efihrizslibl & e sKRER, JA
T PCZ BRI 2 M 2s LAY E R, BAEALZ 2R FIZTT IBM WebSphere MQ #1 MQTT, 4470
Bl B2, Al E IBM WebSphere MQ #1 MQTT e, 1EZ AT KBS R,

i
1. ffiFXf IBM WebSphere MQ EA & AR AT FH P FRIRE K,

B SO IBM WebSphere MQ B EHARIIH FARIR, 1EZHE 55 124 TiH 235 IBM WebSphere
MQJ FRRYBEER 3,
2. F1 @2 E OHIBITEARMSIIA, DLAIEIFFEIF7N MQXR_SAMPLE_QM HIUFEARRAZE FEES AT MQTT

MR55 o

FEAR AR #1227 %MQ_FILE_PATH%\mgxr\samples\SampleMQM. bat on Windows #il
MQ_INSTALLATION_PATH/mgxr/samples/SampleMQM.sh on Linux,

M T2, DAGIEEAIRT LS AS:
Ny Windows |

"9%MQ_FILE_PATH%\mgxr\samples\SampleMQM.bat"

N Linux

MQ_INSTALLATION_PATH/mgxxr/samples/SampleMQM. sh

g3
IHEEAE Windows _ERIPAREMGIE#EY N PlainText Y MQTT J#iE:

com.ibm.mq.MQXR.channel/PlainText: \
com.ibm.mqg.MQXR.Protocol=MQTT;\
com.ibm.mq.MQXR.Port=1883;\
com.ibm.mqg.MQXR.Backlog=4096;\
com.ibm.mqg.MQXR.UserName=Guest;\
com.ibm.mqg.MQXR.StartWithMQXRService=true

F* com.ibm.mqg.MQXR.UserName=nobody #b, Linux Lf@EIEEMS Windows LRI,

MQTT V3.1 ffFZE & com. ibm.mqg.MQXR. UserName H i &1 FhRiRZERE 2 [ 1883 fjlA] IBM
WebSphere MQ & Hl, FEARIAIED DL R IBM WebSphere MQ 4> i FHARIR AN :

setmgaut -m MQXR_SAMPLE_QM -t topic -n SYSTEM.BASE.TOPIC -p com.ibm.mq.MQXR.UserName -all +pub
+sub
setmgaut -m MQXR_SAMPLE_QM -t g -n SYSTEM.MQTT.TRANSMIT.QUEUE -p com.ibm.mqg.MQXR.UserName -all
+put

BN N P PR E LA T R EF T A R B R AR AT AR, 55 N N P PR AR
BAE SYSTEM. MQTT. TRANSMIT. QUEUE f£&i\F ERIRR, MOTT ARSI
SYSTEM.MQTT.TRANSMIT.QUEUE R EMENEIRYIRIES MOTT ITH,

BIAEZhBAFIE P B MOQTT AR5 KAiWTim 1 1883 LAYIERE,

T—FMHta
ZIR DL NI I TREA MQTT V3.1 Java M AR SRMNRIZE R,
FEAS Java M AFEFRITRNALT MQTTV3Sample. java X,

BITHAEARFREN D LE L, £ NEOTPLIT A BMsTREAR, 55— HH A E S s TR
A,
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o vindows BCEa iSRS e

"9%MQ_FILE_PATH%\mgxr\samples\RunMQTTV3Sample.bat" -a subscriber
BEAMm, Eiaftme:
"9%MQ_FILE_PATH%\mgxr\samples\RunMQTTV3Sample.bat"
N Linux __ EUeE Y e SRS
MQ_INSTALLATION_PATH/mqgxx/samples/RunMQTTV3Sample.sh -a subscriber

}"(‘Ziﬁ BfTae:

MQ_INSTALLATION_PATH/mgxx/samples/RunMQTTV3Sample.sh

RAGERIT P S NS Hian 2 1

Connected to tcp://localhost:1883

Publishing to topic "MQTTV3Sample/Java/v3" gos 2
Disconnected

Press any key to continue .

27: RBERHERHH

Connected to tcp://localhost:1883
Subscribing to topic "MQTTV3Sample/#" qos 2
Press <Enter> to exit

Topic: MOTTV3Sample/Java,/v3 .
Message: Message from MQTTv3 Java client
Jo5: 2

28: KBITF L

RS2 EITE EER NS, Pl EI MQTT v3.1 MR,

HXES

fiFf] WebSphere MQ Explorer Bl B MQTT AR%5

G LA R e s B UL E IBM WebSphere MQ, fii IBM WebSphere MQ Explorer i1 TFHEA IBM
WebSphere MQ Telemetry B Hl, XL ﬁﬁdj AR MA@ 81T Define sample Bt &\ SR 0174
MQTT k%%

HxES

WebSphere MQ Telemetry

51 WebSphere MQ Telemetry 1% i FFE %

EH WebSphere MQ Telemetry

WebSphere MQ Telemetry %414

i#id IBM WebSphere MQ Explorer B2 E MQTT fR53

G A R e s B UL E IBM WebSphere MQ, fii IBM WebSphere MQ Explorer RiZ1THEA IBM
WebSphere MQ Telemetry B Hl, XL ﬁﬁdj AR MAEIL 81T Define sample Bt &\ Sk 014
MQTT k%%

AR AT
IEEAE T IBM WebSphere MQ FAFIE FRESHVEBETT [MAUA BENS IR B MQTT A%, &rIPUEI ZAh775X
RIS IAFE PRSI [ AL -

1. #/15 IBM WebSphere MQ MIEIAFAEE H 1Y Linux 3 Windows T{EuW LRI YE A, EIRE
124ﬁE’J 422 IBM WebSphere MQJ 5715 B DIKEUII 224 IBM WebSphere MQ, 1B, %
R T EEPLEN RS MENF L,  EW0] DUERINE 2225 DR INIX L% I,
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2. X% IBM WebSphere MQ B 5, KB T4 IBM WebSphere MQ Telemetry 1E %A 2RI IR 8% F
FORAGI & FRESA A PR AIAY, el MO\ 51 PR SR 2 FRAh, &% MQTT AT WebSockets (£
MQTT Z/DFEZEM TCP/IP ¥ ., R KPERER|Z2E A, IRABINEFER/ DN,

TR I IAHE S A BRI SRS TIX LB I8 A RENS O EEFR A MOXR_SAMPLE _QM A& FEBS,
HH TCP/IP U1 1883 AL T ARAE IR,

KXFULES

EMAES S, #59%3181T IBM WebSphere MQ Explorer Define sample RSO MOTT RS, DAE
Ui 1 1883 LAVifr MQTT V3.1 B HLERE, WEER TN NLMHHIT ) EBAF I, L
EHINECE 2R ER, RATIHRPCZRIZ 2Mes ERBATIEESRS, BEEALZEIMNEFIE1T IBM
WebSphere MQ 1 MQTT, BB Z 2N, ZECE IBM WebSphere MQ 1 MQTT L2, ESRIAT
EE NN EP S5

31z

1. X IBM WebSphere MQ EAEHAFRAIH FARIFE R,
BLE O IBM WebSphere MQ HAEBHMNRIIHFARR, 1ES6 5 124 11 %4 IBM WebSphere
MQJ A 3,

2. ¥TFmLE L, SAJ5121T IBM WebSphere MQ Explorer fii%> stxmqcfg LAS 5 IBM WebSphere MQ
Explorer,

3. ARSI E B AR
a) A BTSN E B gk S

- IBM WebSphere MQ Explorer (1) E]@—

File Edit Window Help
5 MQ Explorer - Navigator i = O || @ MQ Explorer - Content i3 gh ¥ =0
<}_} = = ~
& Queue Managers
: Filkars ckondaxd for Queue Managers ~
&= Queue Man: Show All Hidden Queue Managers
S5 IMS Adminis Show/Hide Queus Managers... inager name Command level  Version| Queue manager status| Qu
= file:/C:/n Add Remote Queue Manager...
(= . -
=7 file:/C:/] Mew 4 Queue Manager...
& Conn.e Transfer Queue Managers...
(= Destir
(= Managed Fi| Tests 3
== Service Def  Sets 3
= SDR < >
Scheme: Standard for Queue Managers =
Last updated: 15:39:47 (0 items) -
Select a queue manager to show its connection details here:
[ MQ Explorer - Test Results i B %~ =0
0 errors, 0 warnings, 0 infos
Description Object name | Category
< >
= 1 items selected

b) ¥ NAFIEBLES A ARFISEEBAMIIR AR, D TR, ISR ENERE A E SR, e,
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Create Queue Manager = @

Queue Manager

Enter basic values

Queue manager name: * MQXR_SAMPLE_QM

Make this the default queue manager
Default transmission queue:

Dead-letter queue: SyYSTEM.DEAD.LETTER.QUEUE

Max handle limit: | 256 :}

Trigger interval: | 999999999 =)
Max uncommitted messages: | 10000 {:}
@::l Mext = ] [ Einish l [ Cancel

IBM WebSphere MQ Explorer ¥81I7 3 J5 shFA S & B gs,
4. 1217 Telemetry & XEEARLE M S,
a) FTFFBAAIE F AR 0 T S
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€3 1BM WebSphere MQ Explorer (1) [S]E]]

Eile Edit Window Help

©5.MQ Explorer - Navigator 2 =0 ( MQ Explorer - Content &2 H# | ¢dp ¥ = Eq

& B~

IBM WebSphere MQ

= €3 IBM WebSphere MQ

= Queue Managers Welcome to MQ Telemetry

=5 MQXR_SAMPLE_QM ) )
The MQ Telemetry feature supports the connection of telemetry devices from the edge

of a network, to WebSphere MQ. These telemetry devices range from sensors and
actuators, to mobile phones, smart meters, medical devices, vehicles, and satellite

----- = Subscriptions locations. This connection is made possible by the WebSphere MQ Telemetry Transport
#-[= Channels (MQTT) protocol.
..... =

MQTT is an open message protocol that enables the transfer of messages from

""" = L|5te.ner5 telemetry devices to a message server or vice versa. MQTT is designed to run on

""" (= Services constrained devices and over constrained networks (for example, low bandwidth, high
""" (= Process Definitions latency, or fragile networks). Examples of constraints on devices include: Low memaory
----- = Namelists and low processing power.

----- = Authentication Information
----- = Communication Information
----- (= Security Policies

----- = Queue Manager Clusters

In order for a queue manager to accept connections from a telemetry device, one or
more telemetry channels are needed. Running the Define sample configuration wizard
creates a telemetry channel and starts the MQ telemetry service.

== JMS Administered Objects Define sample configuration...
o= e
& file:/C:/mq/ Run MQTT Client Utility...
Fz file:/C:/INDI-Directory/
= Connection Factories MQ Telemetry documentation

MQ Telemetry Service: |SY5TEM.MQXR.SERVICE Status: Mot defined

----- = Managed File Transfer
== Service Definition Repositories

S % -0

[ MQ Explorer - Test Results 2

0 errors, 0 warnings, 0 infos

| Description Object name | Category

o = 12 (&1 w J(2]

= 1 items selected

b) i SCREAIL B /5 117 =
o) HdiseRARIEIENARSS, FisfT MOTT FFHLE R
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Define sample configuration =] %]

Define a sample configuration

Setup MQ Telemetry on this queue manager

The following actions will be performed to create the sample configuration. Review
these actions carefully as they will significantly change the configuration and security
settings of this queue manager.

Define the MQXR service
Define the service SYSTEM.MQXR.SERVICE

Start the MQXR service
Start the service SYSTEM.MQXR.SERVICE

Define the MQXR transmit queue
Define the transmit queue SYSTEM.MQTT.TRANSMIT.QUELE

Sets the queue manager's default transmit queue to
SYSTEM.MQTT.TRANSMIT.QUEUE
Enables WebSphere MQ applications to send point to point messages to MQTT
clients without the need to create a separate queue manager alias for every
client. Messages destined for MQTT clients are routed through the MQTT
transmit queue on the queue manager to the client whose client identifier
matches the queue manager name that the message is sent to.

Allow messages to be sent to clients attached to the MQTT Listener
Add the MQ authority for user "Guest" to put messages to
SYSTEM.MQTT. TRANSMIT.QUELE

Allow publications and subscriptions on any topic
Add the MQ authority for user "Guest" to publish and subscribe to the topic
SYSTEM.BASE. TOPIC

Define a sample telemetry Channel
Define the telemetry Channel "PlainText"

Launch MQTT Client Utility

) .
(?) Einish Cancel
%R
CENTT IS N 99 > 517 \ NN
FIOT“REMGEIE "SR, DASIHFEAIEIE,
5/ MQ Explorer - Navigator &2 =l s & |gp ¥ 2O
G‘? = ¥
& Telemetry Channels
= &3 IBM WebSphere MQ
== Queue Managers Filter: Standard for Telemetry Channels =
= MQXR_SAMPLE_QM " -
b = QQue_ues s ¢ Channel name Channel type | Xmit protocol| Channel status | Port | Local address| MCA user ID| Use client ]
l_c_7 ¥ PlainText MQTT TCP Running 1883 Guest No
= Topics
= Subscriptions
== Channels
(= Client Connections
= Channel Authentication Reco < 3
== Telemetry
= Channels Scheme: Standard for Telemetry Channels - Distributed =~
& Channel Status ¥ Last updated: 13:59:03 (1 item)
< >
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AT DM SUE SRR 1, AT DAFELE 7 R s A R Id3E

T—FHta

SEIIE(T MQTT & FHLSK AR RN £2,

1 EEANE PSR, ETIHEIS I ST MQTT % FLK T PI,
AT MQTT B ISR B 1, AR E B A RIRI 2 HLAR IR,

MQTT Client Utility B|=[%]
Eile Help
Connection
Host: hcalmmﬂ | Port: | 1B83 + | Client identifier: mqtt_L3CD887_3
Status: Disconnected Options... ]’ Connect Disconnect
Client history
Event Topic Message | QoS | Retained Time

Subscription

Topic: testTopic w
Request QoS: |0 - At most once v Subscribe Unsubscribe
Puklication

Topic: testTopic w
Message: Test Message

Qo5 0 - At most once v | [] Retained Publish

2. BN R IR
3. Bl E H BT
4. BlHE—B PR EAN, S8R5 133 TAYE 29 AR
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MQTT Client Utility Bl=(*]
Eile Help
Connection Connection
Host: Port: Client identifier: Host: Port: Client identifier:
Client history Client history
Event Topic Message QoS Retained| Time Event Topic Message | QoS | Retained Time
Connected 29/08/12 10:23 Connected 29/08/12 10:23
Subscribed testTo... 0 29/08/12 10:25 Subscribed testTo... 0 29/08/12 10:25
Published testTo... TestM... 0O No 29/08/12 10:26 Received testTo... TestM... 0 No 29/08/12 10:26
Received testTo... TestM... 0 No 20/08/12 10:26
Clear history | (] Scroll lock Clear history | [] Scroll lock
Subscription Subscription
Topic: testTopic i Topic: testTopic v
Request QoS: 0 - At most once ] [ Subscribe ] [Unsubscribe Request QoS: |0 - At most once ~|| Subscribe ] lUnsubscnbe
Publication Publication
Topic: testTopic A Topic: testTopic v
Message: LR LT Message: Test Message
Qos: 0 - At most once ~| [ Retained QoS: 0 - At most once +| [ Retained Publish
.4
29: R

5. BN E T R IE R

ARG5S ARINLE T LS, PIELEINR MOTT V3.1 M AR,

HxES

i F A A THCE MQTT ARG

%R NAFE RSB M 2176 IBM WebSphere MQ Bl & W21 THEA IBM WebSphere MQ Telemetry i
FEFp, IXEE B RAANANET TRIIAS DATE 4 h MQXR_SAMPLE_QM HIHTBAFIE BEES - OIE MQTT ARSS.
E T WebSphere MQ Telemetry

HXER

WebSphere MQ Telemetry

JBIT WebSphere MQ Explorer & WebSphere MQ Telemetry

“jy WebSphere MQ Telemetry JF& W 2R

Ze

WebSphere MQ Telemetry Z 21

%% [ IBM WebSphere MQ Telemetry FHPIZFHLE

% IBM WebSphere MQ Telemetry ~FIFRERF 2 — NE MOTT V3 BN HREF. R EREMEHE
&k EHAM MOTT ZFHIHE, Ef% MOTT ZF /Ml —FEERE IBM WebSphere MQ, {HEZIER] LK E
R HAL MOTT &ML,

SFRER R AR FUTIRERE . MQTT V3 LG HER:, DA A 2R A B9 TR0 4 BTS2 10T A
IEARRAATAPIT £, EETFERMADBREN, EdH / R EESHICH, iR 18T
freR, AT E B —2 + EBCTTAN 2 0] 4 SBECAT R T 54T ER Y B fa il 70

T SRR PR B AL E S WebSphere Message Broker v6 R ESRAGHINI, IBM WebSphere MQ 5
AN, EXFRZANZRANEELRY, BRI TR ERME, EERENE RGN,

2> MQTT v3 & P HUE i 28 LER ISP IPRT . SRE M a8im B, 0] DA L2 MU #s it
HFFmESECRRI AR, ESH% 139 T D& 0ilTesin ) WebSphere MQ Telemetry 5F4'F2
Fl o SFPREFASHE MOTT V3 B, ECES I RERFMFER, % ERERD S —r 2R
il 283 [18¢ WebSphere MQ Telemetry (MOXR) RS

&R AR AS ) WebSphere MQ Telemetry SFFFEFECE 2 MM, (MR AT DA & A <P FE
W RE LR,

B WIMFERRE R AT AT A SF IR R 0 8, A, WEER AT FTERE N H A RE T,
WebSphere MQ & Afi /T T A FRAR 8k EAt A MOTT v3 AL E ) L0, R OS8R, /] DAk
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A& MM IBM WebSphere MQ Telemetry SFHPFEF(HFH MOTT v3 WhSGERM N & AA/FTROEEF, %M
A E— A A RN — MO AR S —REET, RS MIFERE—iE WebSphere MQ
Telemetry ~FH 2, 5—Un] REEPATIE RS S — NFHF R,  BAYIE AN i @ @ E 22 2 AR
B, SRR ERSFIP R SE B 2 AR E R,

W& IBM WebSphere MQ Telemetry PR 7 X R FRIRNERZ 2 — M el 2N HtK 7, SRESFFRER
HLERERRN PN, s PR AL E SR EER S Hi T E L, #H IBM WebSphere MQ 3 il i i i3 37
F| IBM WebSphere MQ HiE#, W REIFIR:

MQTT v3 clients

[= Subscription

=P Publication
WebSphere MQ
Bridge Telemetry

- ; connection f_.@.'___‘q"_ channel
."/ ]

Pub/Sub o MOTTwE Pub/Sub
k Broker protocol Broker

Ak o —r
In

WebSphere MQ
daemon for devices

WebSphere MQ
Applications

30: ¥ IBM WebSphere MQ Telemetry daemon for devices %% ZE IBM WebSphere MQ

WIS RE P ERE 2 55— N MQTT v3 B HLIARERRE T,  MMZECR B4 MQTT v3 & A HLAYJE M

W AMOE — DR, BTSN &P REERE T Z B R AT, AR ERE R 2 ILET
IBM WebSphere MQ Telemetry SFiFf2f7, AR EFR T2 2R MQTT V3 il BT & A5/ i T AR T,
W, RS — D2 IBM WebSphere MQ,

WA TAE R E R MUIRRR T 2 R A ANE . MNENAN, ERAE—ATAEELAAANE. 2 134
LAY 30 THHH T MR %45 HY IBM WebSphere MQ Telemetry SFH 2% S IBM WebSphere MQ HJ 75
No 2 135 DIy TR R E G A 7= 05 B BR AN e] {5 FH 3= RSB0 B IAE
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A DU EA R AL, AR s R 7% 3] IBM WebSphere MQ 50 #511 WebSphere MQ Telemetry
SRR, EATHERTEZ SRR RMPIT £, R Z IBM WebSphere MQ, AR BA
BRI & T, mAEAHBASE AR T E Yo

f5E RIS

{5 P PR R RO T 88 R T 4P R P R R AE — e (o8 P I R R A X R <7 4R e A DA SV PR e A —
o R MBS RN, A DRI, THER: KANA A REXE SR INEH) REFE IR
FEIC LSRR,

i FHMFEE] IBM WebSphere MQ HY~FH 2 57 HUSE L5 RIUN T s -

&> %] WebSphere MQ 1Y) MQTT & I HLIZEH %L
WIS PR R B IREE R, 1A DU 2 P A LERE S| WebSphere MQ; A PA— GRS BT B MAF
AR DUE R E I L,

1£ MQTT % /' Hl'5 WebSphere MQ Z [ 7 {il%E & &
1 A] DARE FHAZ BRI 35 e, ERAEZ P LS IBM WebSphere MQ 2 /R340 (WEREFHINE
HOREER) o A BIE MOTT &P 115 WebSphere MQ 2 [alfii I 2 iR R %+, 12 M T
A5 42l PR AR 20 5 R

X MQTT % /' Hl5 WebSphere MQ 2 a3 #it ) % A P2 31 13 1€
BE, SFRMNED NIEARRAC IS R EMN AR IEE. AHE AR R S E R
& BhEsH 2 R HIR, IZRRMNAE ST IRSEEE S IE R,

B R AR NI 823 ]
WGk B 5 R R g8 L ERE R P AL AT R R 2, A R B <P e Aok B AR[E AR
VIR B R IEEOHITIRIS ; B2 9 FE AR % AR Eas ),

PR i E T
TR A KA IR PARBER T - (ERT B A
ERETTIERRN out, PANFRE UL AR BRI EREF .  topic ZEEHIE A R0 R L 7R IFLL 327,

WIS 135 TUAYIE 31 FRAY topic Z2HWITIE MQTT & P AL HM R P R AR B A U< 4P R
RIFTENE.  WIARRE RUA AT il MR R IR B

connection Daemonl
topic #

31: BFFERBR A EXEREERF

TR WA KA SRR - B

DA B R topic BRI 7 S fHSVEEARRIVEER, ME—IZE5Z, direction ZXUZ2 T
Mo M out J7 AT AMAERE . PR R MENEEBREF, R R 7 & AR BT i
ITHYA ST PR e _b B R AR N A

connection Daemonl
topic # out

32: BArEARABR A EinizIERER - EX

T N R A EA MR

EERTTI out, SERTPAREMRITIA in, AN CHS B B WA AT 1% MR E R R A2 AR
RARIFAENE, MV EEEA EAMNERER., SFrET,
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connection Daemonl
topic # in

33: BARERB ARG ERMNERER

TR A A H B 1) & 380 A B R BRI S A 308

AR NN T B35 Local _prefix fll remote_prefix KBk T €S, R LA REIHHY
e —DSEHATBEREALTIT PEHR FE ISR, 55— PSEHTBSER N AR EN T
o R — NERRR e HP A B A BRI SR #0055 — MRERRR I L B At A=A £

RIE F @201, local_prefix Al remote_prefix & X SR, MR AFHIE out, HLEIH
MR, local_prefix KR/FF:EAITHI—E87, remote_prefix FE5HumLis ki NAH 37 &
# local_prefix &7, WIEFMIE in, remote_prefix A IZFEIIT I —ER5T,
local_prefix K& # = #IF1FEH remote_prefix #47,

FRAFAF RS — B E PO R e T A, RSN S EOR B8 2 3 /R A A B A 3243 [,
f&éﬂ ?%}Hikﬁ IR DARE BRI 8 5 BARRIRAR T LIS — D=, siEH TRELERSE
i? N o

Bilan, fFLURRILER, BISHPRE R TR export /4 BIFTE & A6 N AR B & A I e e
FHY import/ik,

topic # out export/ import/

34: BRFERBMNEAEEFNSHETL G ETEREEFHNSANEHR

T N MZFCBERE I 5 3R A B A PRI S\ 8

DU B DR 7 RAACE,; MFHITES R EEFE export /# TR MIIAMAEANRE, H
KR AT AR P B import /i,

connection Daemonl
topic # in import/ export/

35: BRERBAMNZEAREEFNSHETLR G EFHAERFNSNER

HITE N 1884/ 4 nikAn B HA NG BT B E R
ELLURAABEL R, WINFAT 8IS 5 AP P 228 5 1884 / MR P LR AN E NE. Rk
R RNRLZEE RN TE NA LA RIEENIET, BN RIEE R T PR AL T
1884/, local_prefix 5%%5 7R 1884/ #HIF], remote_prefix 22 TRV,

listener 1884
mount_point 1884/
connection Daemonl
topic # out 1884/ ""

36: BFFEABM 1884/ RERAHERRRIBTAFFHRNTENIERER.

51 B S AN R SE PRV FE R AS IR 25 P AL 323 )
B A HAER RS N AR LR AR BRI MOTT BN IR B E AR — 1
HSRPSFRREE . RN AIERN EEUE power, KA — N ARFHERE SRFIFLE
Y, ATl USROS, R AR SRRk BT A BRI, XS S N ~F
PR RERE R TR L B Y WebSphere MQ,
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FA @R — N 2 2RI R PN R, M R & A0 2 328 power, (HZWMAHZARE
X #dE, @SB DRI T IR, IERYEEE Y FEARATRTS. Eakh
BB R IR P RTSE meters/building01/, %5 = ESAYIHARIMNEFIRTZ meters/
building02/, HAENYHRIRECEMEMEFAE, K, WebSphere MQ #UtE A meters/
building01/power % 3L,

FASFPREF IBC B S B S DA ARG B s R 3 )

connection Daemonl
topic power out "" meters/building@l1/

37: PRESRETIFEFERNE PN EETE

FE ARG T B, 27 R AR BRI local _prefix ZCI) 3274
Ve VORI ORISR, fEBE R —MBIRE, SR L, BIRARRF 800 S s AT R AT B
1,
53 W SRR S B R 2 LI R
B S TR R TAE B P, (e B AR A o T AC BN RS RFIST, J5T LRI

FER) A R RIESE B ANF BT g R X ), WA RSB TR.  ARBIRMER AR, E
B 7 AT PRGN 22 2 s

listener 1884

mount_point meters/building@1/
listener 1885

mount_point meters/building02/
connection Daemonl

topic meters/+/power out

38: RS EETIFEFERENE PR EETE

HUHTR XA AN A A AR 3278

MU BRI ES, PIREIZEHE EFITRDNEB b, FRAX b AR A EIA iR
F, REMESN a MFREXEAMRIE ERIT AN T x , FFRAX x BRI 2 2 EfE A,
MITRE R E N yo

connection Daemonl
topic "" in a b
topic "" out x y

39: EMMREIN AR L FTATHAE LR

RTARPINEE — e, (LM MUERE PRI A A AR . 3R ) 2 2 ) EL A

XO
HUHT A FEEN & A A ROHIR 3208 (DEFF)

5 E—AVRBIRFE, %5 138 A 40 HIVECEIEF /74— R, fEEMIEA topic "" ina b
o IFRIZRETT b HEAMEH R a, B —DFBIEAH, WHFEARHTIT a HIZERAE b, A
PAGNERE 138 THRYIE 41 AR5 A —Al B

—fREERE, WREPVIZRELME b, IAZHRRE N T a ERH R EREIA TR 7,
B2, SMRAGEI M a ERASHPIRFN, RS MO At T8 a SEATRIRITAHILE, 0T
Htopic "" out a b, R, ZHRPIRENTE b ERTHRERENZEAH, BE, S
INZREEM b, F HIEREHXITA,
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— LB AP RR e SN A I AR 1B & 2R IR, (E Y AN[A] 2R AU (R AR EAR AR AE — SR, SRESAS AL 25
ST AE, WIEK WebSphere MO i 81% 40 WebSphere MQ Telemetry P2, ERESA N AT
1B, WKL ERIF D IBM WebSphere MQ Telemetry SFHPRRFHHEAE—IC, IR IEH, Bt
BIEN NI IREAGI; 5S04 try_private,

connection Daemonl
topic "" in a b
topic "" out a b

40: YEFTIRGS IR B EHEY H AR BIAE R £

connection Daemonl
topic "" both a b

41: MEF both EFTARSTINEAR NI ARYIAIAEE o

55 137 WA 39 HHYACE 558 138 TRV 40 AIAHIF,

IBM WebSphere MQ Telemetry daemon for devices Rt iZEiZaY=] A%

At B 2 IBM WebSphere MQ Telemetry daemon for devices W&tk DUERE 5 — ] F YA
BF. WRIILRHEEFE —ZLHINYIESS, EIRMZATIEEIRMM A TCP/IP Hisik, FlE F1EE DA
R ETERE RS (ATHN)

ERE MM S addresses J& TCP/IP EfEF AR, MFZRRIMERDG ML, BRI SINERENIE,
round_robin I start_type &£ n] 42l B D&+ f anfry (s A ik

AR start_type /& auto. manual B{ lazy, B2 YERKME, MHSZILEMNETER. ESRNEHS
AN, BIREARERERIZE 20 FOEHEERT, W start_type &2 once, A2 MIEREAGET, MRS
R B ST ERNE,

4% round_robin /2 true, ARAMNRERZE S ZIRTESIRIE — ML ES), FHHRIMZIRAGIR AN
ik, MWHAIRIG, EREHES ML RS, WERAIRPCE -k, ERE 20 P EFRZEIA—
mo

1% round_robin /2 false, ARAIGARICHE EHIRPIIE— s FRop“ RS o WRFE—-REAE
R EARS AR, IBLPIFRWS AT G B EERE T RS 4. RN, Rt A2 i f
ZRHTIER, RE B Z2RIERE FIRSIRRGET, R L AE R I DS 3= iR 55 28184,
MEERE AT (@i & connection_stop %) , AF2UEHTESNERN, B EHZIRAEH
[ —Hidk, R T IE RSSO IR T W IER SEOEZMTT, MFRESER 20 BORIETHE, R)F,
EEFRIERAFIRA R — Mk sSUE R L QyERP A — k)

ERTISLAHITIEESR
{EZ BN RASALE b, SIS 2 AE BT RIRI TP HL NP N RFIIARSS 38 LISfT, M@, b
FIREER TP SOALRC EDE VGG, (LSRR S TR, HONEIEEN, SE N e A s
5 —ANAT A R Lk

IR FRES P EE FH PR > TP Mtk SR AC & INAFZERZ Y addresses 28, ¥ round_robin &4 true,

NS ENBAS I E B KA AL i, AR ASIE B G S OB L, iR A5 TE s S Il 3% 2
AN, JFIERTERE R KA, ER MR MIRERE A B AT HbaES R A H At TP btk
WIS RIS E BE a2 [ —PASIE Biles,  IZBASIE PSRRI R E B B IR, WIRHE cleansession IR E
N false, BRAPINMERERIERARE BIMFERERAB AR IR, EEIE-BIERERE., Bf “E20—)”
B 2R IRSSRERRNTHEAREK, HEMITRES: T/,

BB N (R HR T35 F S0 J s B3 /8 shIsE A & P LA R AE R RTS8, BTN ERERT, I
EREPTRER Z IR ZXEFTERE M D TP ik,

138 ¥ ahiH B LA M2M


https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.doc/q049230_.html#q049230_/tpriv
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.doc/q049210_.html#q049210_/conn
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.doc/q049230_.html#q049230_/tp
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.doc/q049230_.html#q049230_/tp
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.doc/q049210_.html#q049210_/conn
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.doc/q049230_.html#q049230_/tp
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.doc/q049230_.html#q049230_/add
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.doc/q049230_.html#q049230_/rr
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.doc/q049230_.html#q049230_/st

THZ)ERIRFE B 1P kb Ae B 2 SLBIRASIE FERIEMNEIE, 1P b (NfE— B IRSS & LA K.
QSR IEAESE T R BE TP bk i HoAth = il I PEARER 7T, AR 2 AT AR Y TP sthubik e B e e A

cleansession

WIFREREE MQTT v3 BPHLRIE, f&n] DIEHIER R & B s 2IEsUR ENE =I5, RIKENE =15,
2 INRERE S IR b — IR ST IR BE R & A

4R addresses FlH 2N TP bk, itk TP HbEZERE R AN Y A S S PR AR ) 0@ I 3 S s AN ] 3@ I <F
PR, TEAZEN cleansession I EN false, RTHIRSASENIE BRSSP F R T E M, ZIAE
AREFIAFE PR s IE A B A 2GR sFir R R E R A 2E, AHEHEEEESR, A
T r] REARALFAIZT T,

notifications

NP AT ERER R S B A RIS T MIMnESR:, EAIZEN 1 (TiER) o (WIriEk) Wk, B¥E
%] notification_topic 2%E X1 topicString , topicString HIELE{E N $SYS/broker/
connection/ clientIdentifier/state, % topicString TEHIZE $SYS, JEITE X LA $SYS FF3kAY T /0T
JEARRFIT DA $SYS FFkM T, UL IERS # M AUT 2 318, (BARSWITF 2R LD $SYS FF3k 3
W, AEE 5N AR EAS AR RNRR RS S HN, 1E5E $SYS HI,

JEHI 72VF IBM WebSphere MQ Telemetry daemon for devices 1 WA ZE 2 B W T 228 A] MQTT &
Hlo

keepalive_interval
keepalive_interval MIFFIZERES AL B MM & 1% TCP/IP ping 2IiZFEARSS 2 AT R RIFGE, B2 s R Rl G A
60 #b,  ping RIFj LEAG I F2 - FA RO AE AR 55 2 BB K K6 5 4] TCP/IP &1,

clientid

MIFFER 2 MQTT v3 LS, HEAHMVNERESE clientid IREBR) clientIdentifier, NRZEHR
cleansession ZEXE N false, BEHTIHATIER AKE LR ETE, IBLABNSIERMEH
clientIdentifier MZifHIA, clientid BERE{H hostname.connectionName, 52 RiitHIAE,

RiE, I8iF., BEMIEFISER WebSphere MQ Telemetry SFHPIEF
ZAE, BCEMEHNZ R R T S e R
KRR G 2 BB T~ R s, IR 2% FirfE T,

fIan, 24T MOTT & NS FHRE P HIERE B RN & A /T T ARERAR P AV I %5 Y WebSphere MQ Telemetry 5
PR ; G2 R HIZER WebSphere MQ Telemetry SFHPFREFAE N & A 7l T RIEFR

TE QR & R E P RR 7, 1ES I WebSphere MQ Telemetry P F2 R HIBC & S,
B E M amgtdd . upd ARG RIEHIEEBITHSF P ER, SFPREFSE 5 i —ke ., a8
FF—IREn S FH MR — RS2 152 5% 4 WebSphere MQ Telemetry SFFFER a7 2 1

IR Z IO/ WebSphere MQ Telemetry SFIPIER

{5 FAVIT 885 18 MQTT V3 B HLIER R4 1) WebSphere MQ Telemetry ~FFFEF, & DU 208
F R R R BCRBR Hll (T # i 1

i asim 0 A S SR Z0m R AL MOTT Z L connect (sexverURI) FiE Eie@EMm O S1H
YR, FRETENRT, EFFVRSFIRER £ 1883,

] PUBIE SRR R E XIS E 2R E ik AR ERFIREFR A, &0] DUEIT T es & ik
B SFIRE AL B SR B R E 1

ATt A v AN M esin H, EEA] DR E — N2 mURRE & L, I8 222 p R 20 L R
FALS EtEZE P ERRE,; ESH%E 140 T NEEZEE ST WebSphere MQ Telemetry SFFFERD o
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&R DURFIANER T — ORI, B 2RE X max_connections DASHENHIIMERE, S8
1 max_connections BRIEMANTE I,

il

FCE S ARG, IACE S ARAERE b M 1883 Bk 1880, FRivin [l 1880 HUZEEELIRHI N 10000, i
11884 HYZEFEHIRHIN 1000, FHERZENR 1 1884 Y% FALS M 2 H M 1192 P HUAH BRE &,

port 1880
max_connections 10000
listener 1884
mount_point 1884/
max_connections 1000

IRFRESMW WebSphere MQ Telemetry FHPIEFE

AT AR 2228 5 5 MQTT 25 P LA il FH A i eie o I AR OCBEG, DA SR 251 WebSphere MQ Telemetry <
PRET, AU FERER) 5 — i g B9 MQTT & ALY — MUt 23 FORIRES  MOTT & HLAS #t
HIRARFITRIT .

M3 222 i BT o BB P ALK I ANRE S5 T B AR I o 1 O & P L LRSS 7, ANE
T 228 R R B T A8 L BB P LA AR ST — R LA T, B PR T iR A I 2 3 Ut T
7%, EARYIE P HLENER 8 1T .

P IR RATRITILT B L5 A R BT B SOAR 0 e B T 22 25 s 1 2 U s i 1 )28 BB
FITE ERTAT R Z AT, SORTATER R MR BRI a8 1 B2 P AL ATE A5 B BR R
QRIS R AR, AR ERE E % B2 P LA B AT M & AR RO UL B 2R 45 R AN K

AR

Xo

QIR / BRI KT R, XM, R ORI 22 rd SRR ) A 378

il
P B S5 DA (i a1 -

listener 1883
mount_point 1883/
listener 1884 127.0.0.1
mount_point 1884/
listener 1885

EERER R 1883 M Pl BIEXT MyTopic BT, PRSI My 1883 /My Topic, i
R 1883 HUHAR FHLR KA X MyTopic EHAYHE, SFHPERF SR @SR KOy 1883/
MyTopic, FHEZRVLECAIFIT, ¥ 1883 AT FIE R4 M 71T H MyTopic UK, ~FIFER
FRATIF R PR R LR TS

BRI 1884 HHAME FALFEFERMA X MyTopic EHIAEE, X—X, SFFREF& T8N
1884/MyTopic, il 1883 LHIT AN AN, KINARIN %% R A A AR Y 38 715 H 7
o

EEFEEIN I 1885 MR ALK LA A % 1883 /MyTopic FHMHE, FHFEFASHEREMFEREH,
1883 _LAYIT FURAZION My Topic A& AR,

BERSHE. FATITHRE LKHE) WebSphere MQ Telemetry FPIERF

AR5 R I B AUE T IEE IS TSR T, (NREDN IR EILiaTT, it I RHTE4E
TR, P ERRSEN ER, WRZSFFEFELET, B IERIEL B> — RSB —
PR AR A, 124 WebSphere MQ Telemetry SFFFEF AR AE, BB
retained_persistence BLES%L, DUELERMASFIET N IRFLRE L AMFITIT

5 WebSphere MQ R, &% WebSphere MQ Telemetry SFFREFASICREALGE, SIHIRA. HE
RERRERAAZBINEFNERSE, SREHELT, SFIEFEE LT SEFEEdE, TR
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IR DUE R ETIT AR, SFPRpEILsiTN, BRERHEIRES. A IHMRER R MK
E%Ko

KPR PR E LT Retained_persistence EN true, PAEHIIKRBIAMIRER XM, FHHEF
HH AN, BRE LR ENMRENRE K. SEEBT, SRR EHEIIN, A2E% PV
LR TE R

KPP P ECEIETT Retained_persistence IR E N true, PAEHIBFIASIEFQIENTUTRER X
fF, 1% Retained_persistence &N true, ALK EREFHIER CleanSession HEN
false( “FFASIE”) MSIEFCIRNTIT, SFHFEFSEEHBIINKERIT, MmMAFGEERCER R, WHE
¥ CleanSession E N false, FFHISIEEHEININIRICEM, BB, HFHEFPELST
B, RERERFHISTERE, KHit, BEZFYE CleanSession BN false, HIASIKEWIT,

Retained_persistence /2 HaRENH, ERIREAIRERMIR AR LMEINLT . ER] AEBIRFELR
B R AAITIT RUAR, (BB %D autosave_on_changes fl autosave_interval i B EIRIRTFH
NN R i

REFAMTRHERE

# Sample configuration

# Daemon listens on port 1882 with persistence in /tmp
# Autosave every minute

port 1882

persistence_location /tmp/

retained_persistence true

autosave_on_changes false

autosave_interval 60

IRER LAY WebSphere MQ Telemetry SFPIEF

WA I WebSphere MQ Telemetry SFAFP R R HIERZ I P ALHATINIE, FF0H A FEIEE 2 HARERE
PAR I i 1A],  JE AN Rt SSL 25 WebSphere MQ Telemetry C & P ALRER i <F P42
gtz ett, Wik, 5 RErEs ERASIng, BIE AR TIAE,

BRETET, AIFEERZ 2,

EFNESAE

MOQTT & HLAl i 757% MgttConnectOptions. setUserName
MgttConnectOptions.setPassword % &M &%,

AEER SRR HRER PRSI A P AES, MERERISFP PR P TIAE,  ZEHIA
UE, EGIERSEE XA FHFESF R E i E password_file 2% 1ES M password_file,
PR E I E allow_anonymous 2%, HRiEISH P USSR PHLIEREIREIA
W RSFIPREF; 1620 allow_anonymous, % E password_file 82 /5, WERERFNIRIEMLH
PR, IR IRR LIRS R & P AR,

ESFP R E X FHI%E clientid_prefixes SRS SR ER FHIER, BFIHLHES DL
clientid_prefixes ¥ HFENFIZIT LA clientIdentifiers; EZ M clientid_prefixes,

Mz R e

T MIERZIS S WebSphere MQ Telemetry SFPREFHE— ™ MQTT V3 B WL, &R DU
MRS B PR, DMERSTIF P ELE SR NFERE S ESRES BAER.  FIFRaTES
IR AT BN,

F AR
GURE PHLUEERTINE, ABASFPRERIE n] v A PR AL Rl R ohaE,  MRyEZ P HLIEER
A BT B FE R 5 15 A IS A FR R 15 1) R A R USACTS O, ~FIP AR el R I ThEE s 1620

acl_file,
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VIRERIROAENE D B —E o al R FTE R PRI, BREEAFP L. 850 S fF
X ATE P RINAER . EFIH T8 BORE 15 R RE.

il
ANRBIER T 722,

acl_file c:\WMQTDaemon\config\acl.txt
password_file c:\WMQTDaemon\config\passwords.txt
allow_anonymous true

connection Daemonl

username daemonl

password deamonpassword

42: SFPIEFERE XX H

Fred:Fredpassword
Barney:Barneypassword

43: B, passwords.txt

topic home/public/#

topic read meters/#

user Fred

topic write meters/fred
topic home/fred/#

user Barney

topic write meters/barney
topic home/barney/#

44: FRIESEISHF, acl.ixt

¥ MQTT FEFP LT8R

BRI Wi T 55 DAHS Bh A& G 521217 MQTT & LAY [A) L,

HXES

% 150 T FEREZFIIEIR MOQTT (Paho) Java & HLJ

BB IR EHE AN java. util.logging (JSRA7) BIARHE Java H&ID S T B, 0] DAfH A AL & S8 A
gty O HOHA TR B

%5 152 A FEREE MQTT JavaScript & #L)

1BA] DB R AL Web N FHFE 28 B8 M AERR IR NI RIEAE 771%, DA JavaScript 2 RIS
REE,

% 146 Tify TERESEM (MQXR) ARSS 1

BEIE NYe R G BRI ER LIRSS . X B Tihl R BRI S 8 N E KR Bk

5 147 i TEREE MOTT v3 Java 110

EE RAFERME BRI MOTT Java &P HLER ERFI4 e i

% 149 71 FEREZ MQTT C &MLy

W EREASE MQTT_C_CLIENT_TRACE DAFREE MOTT & 4L C M HIEF

55 156 Ty MERAIET: MOTT BFHIARIER

RO MOTT & HRE AR AEIERE 21BN (MOXR) ARS8,

%5 158 Tify FfRkaEi: MQTT B HIERE Ty

T RRAE RN E N IERE I HIa TR s K — BN R 2 J5 S8 P A E MY ConnectionLost #H MR
A,
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55 158 Tify TR MOTT MHAREFHELHEEY

R BN R IX— R, HERIEFANEE, RIEEHIRMIMEISRMNRKIL? HIRmE R YT
AIRESERHE,

9% 160 TR FAEDLAE: Telemetry (MOXR) RS KB 5H

fift itk Telemetry (MOXR) HRSSABE/S SR, 1547 WebSphere MQ Telemetry Z#E1E M, DA ESHLD
XHEE A ERFHENR AR, IEREIEN (MOXR) IRSSFTH SR 2 G HENEN (MOXR) ARFBIEF

% 161 711 Mgon) @ @IARS ARV JAAS BREEL

T fi# JAAS B RAEPLUZE SR EIZEM (MOXR) IRSSVEH, FHECE JAAS DA IFi%A)E,

9163 LAY FRERAIE: BahsiaiTsrir ey

B2 1% IBM WebSphere MQ Telemetry sFP Rl 6 HE, THEERES, s A F B A EIRTR
SFHRE T 5 T B () A T2 T

9164 DI TRERIAE: MOQTT & HIARERERISF R

BPNIARERS|SFI T, & SFI T AR 2| HALSF P 27 80 WebSphere MQ J&IIEE,

HxEE

%143 71y MENHE, #812 HEMNECE SN E )

#5+E IBM WebSphere MQ Telemetry AT R H &, #4512 H SR & 2

%5 145 71 TMOTT v3 Java & ALE KD

1£ MQTT v3 Java B MR s r] Pl H e P BRI KRS A R A,

% 153 T1Y IR SHA-2 HEEFHAT MOTT BFIHN ARG TFE K

XFF M IBM SR13 FF4hf Java 6, #&Er] DA SHA-2 B EHSKAAST MOTT @EME VN HfEF, H
2, BEENT, EFIM IBM SRA A Java 7 ZJG, A28 SHA-2 BiEN, RIKERRERAR, 4
FHEEMFENEMS, WREMHHBECH IRE 1817 MQTT BN, IAFEMRE 3 SHA-2 BiEEN, &
EE PN R SHA-2 B EM, FHIELE SSL _E MU E N TR ERmEZ 2 (TLS) V1.2
HIE,

%5 153 71y [T SSL IR ahiE EEIE Web N AR R B Yo ds S F5BR il

ANFRPES BRI SSEIRE T S A 25, X E SRS E N AR, IMEHD (CA) #
ZFPAUES, PUBIEIT SSL K JavaScript B MQTT 1 B f&#%5 F AL FI1 WebSockets #1Ti%+%,

ENAE. HiRAEMNREGFNUE
# 4+ IBM WebSphere MQ Telemetry AR FHEIHE, $51% HEFBCE S
T XEERBIZE N Windows A TIRE Y,  HEEIETERATE Linux i1 77/R~HAl
RS {iEASE
IBM WebSphere MQ Telemetry f 2225 S HE S NERZEEHE:

WMQ program directory\mgxzr

IEM (MOXR) IR IHES A\ WebSphere MQ BAFIEFESRFE IR HEH, ¥ FDC XfF5 A IBM WebSphere
MOQ R E

WMQ data directory\Qmgrs\gMgrName\errors\AMQERRO1.LOG
WMQ data directory\errors\AMQnnn.n.FDC

B2 EEN (MOXR) iRSSHE, ZHET RIS BN BEARENE, PIAETERY MOTT & HLAYAH
AT AR R, BN, B HUREIZRITOT REHEAIT,  HASREN:

WMQ data directory\Qmgrs\gMgrName\errors\mgxr.log
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IBM WebSphere MQ Explorer Firll& ] IBM WebSphere MQ Telemetry FEAEL & (# @4
runMQXRSexvice JF53EMIARS ., runMQXRSexvice i T WMQ Telemetry install
directory\binH, BEKEA:

WMQ data directory\Qmgrs\gMgrName\mqgxzr.stdout
WMQ data directory\Qmgrs\gMgrName\mgxr.stderr

B4 xrunMQXRSexvice DA REFXTIEM (MOXR) ARSSACERIEK R, BRAEBSNEN (MOXR) ARSS i [EIEWI 4G
UAES

RRS5 23 iR AV A B X1
1 3@ EFE D (MOXR) IR 55
BRI FERSRAYZATRRS, FIRES BSOBIEER BRI, B, WAEMBRE, E0ER 1BM

e

WebSphere MQ Explorer it & & i,
IBM WebSphere MQ Explorer #ZMIAL & AR 771E Windows _EfY mgxr_win.properties SXfH Linux
LR mgxr_unix.properties XfFH, BMEXHREEENEE B!

WMQ data directory\Qmgrs\gMgrName\mgxzr

45: Windows ERENEE B R

/vaxr/mgm/qmgrs/qMgrName/mgxx
46: Linux ERENEEBR

JVM
WEIENEZREIER M java. properties FHIEN (MOXR) ARS5H Java B, XA E M
XEREIBRNSTEN (MOXR) ARSI VM,  EAITE Java ai 4T LAERHEAM IVM B Mg, @217k
WENEEMIET M java. properties XAHRMEIGSITHIE M,
FEE D B AT ER) S 225K java . properties X, B2 % 144 TRYIE 45 1 55 144 T E
%O

WK A E R E N B —1TRIEX java. properties, SERIZRIEHIAEZHE B ENT
J&, DAMEREMESED B RIS JVM, Fildn:

-Xmx1024m
-Xms1024m
JAAS
JEIIEIE JAAS FLE iR 7 JAAS BLE XM, HA{fE IBM WebSphere MQ Telemetry BEFfHIAEA
JAAS Bt E X JAAS.config,

GIRIERCE JAAS, BRAETLF-RREGS — DREUAER &, AT bnifE JAAS INIEIEFE,

FEIEN (MOXR) ARSSRIEAZH FHAMIREBAZHEE Login 25, 15124t WebSphere MQ service.env fit
B,

£ service.env A% E JAAS LoginModule fU2REE#R, AEETE service.env HfEH
%classpath% &, service.env FRZREERRINZEREN (MQXR) RS E X H E I E KRR,

B echo set classpath #INE runMQXRService.bat, T/RIEM (MOXR) ARSS 5 I
2o WHBIZIZER maxr . stdout,

service.env SXHFRERE N BN :
WMQ data directory\service.env

AN B DMBAYE RN service. env XARE SIX IR E:
WMQ data directory\Qmgrs\gMgrhame\service.env

% 145 TUE 47 TR TEM LA LoginModule. class UFEA service. env XX,
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CLASSPATH=WMQ Install Directory\mgxr\samples

¥: service.env NMEEETMA R, Bt WMQ Install Directory HISEFRE,
47: %7 service.env (¥3F Windows)

PR
IBM 4P TREIM AT RE R ZOR AL B ERER; 1EZ 58 146 vy TEREREMN (MOXR) RS5) o HI T B R ER
HIZEBUFIEER AR

WMQ data directory\Qmgrs\gMgrName\mgxr\trace.config
WMQ data directory\Qmgrs\gMgrName\mgxr\mgxrtrace.properties

ERiRBEXH

IBM WebSphere MQ Telemetry $2] Java SE MQTT & HLHELE SR ARG 0178 BA DU R AR
S clientIdentifier-tcphostNameport 8% P HL TAE H&H Y clientIdentifier- ss1hostNameport . Itt
XHFRAFRE RIEEER RPN hostName fl port, o %S HEAMREMEIIEE, &
EERIHLIBHEZ G, MaMERIXEHE R,

SHEHAFERIIEF PSRN, steMERE s,
EREFTTEPHURER, ARASREHI N2 RARRS SR B SRR P LT EE R, BRESCHRRN

mgtt-n.trc

P IRMEE

i/ Java JB X MOTT Java B HUIEBEIREA SSLEM:, siE DigmiE N8 M, #/H JVM -D 7T
KB MEAEIER] MQTT Java & HL: Bil4n,

Java -Dcom.ibm.micro.client.mqttv3.trace=c:\\MqttTrace.properties
-Dcom.ibm.ssl.keyStore=C:\\MyKeyStore. jks

B2 5 147 Tl TEEEE MQTT v3 Java %/l o A% MQTT B HUERIZEFHL API XRSEER:, 162

B MQTT B H4mfES %,
MQTT v3 Java EF H/EES

£ MQTT v3 Java & AL H B A] il 57 & SR A RS AR AL

& 5: MOTT v3 Java & PP R XL

Jt Rl fH JE A

REASON_CODE_BROKER_UNAVAILABLE |3

REASON_CODE_CLIENT_ALREADY_CONN (3210 |z pig &4,

ECTED 0

REASON_CODE_CLIENT_ALREADY_DISC |3210 |z pi# CWriri%ts,

ONNECTED 1

REASON_CODE_CLIENT_DISCONNECT_P [3210 WHEZM MgttCallback 9757521 H
ROHIBITED 7 MgttClient.disconnect I, sttt &,
REASON_CODE_CLIENT_DISCONNECTIN | 3210 &Y BT E TSRS, TR TAE,
G 2

REASON_CODE_CLIENT_EXCEPTION 0 = PHLES| T 5,
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& 5:MOTT v3 Java B HRERS (444%)

J PRI 51 JEA
REASON_CODE_CLIENT_NOT_CONNECTE |3210 |z kG E RS 5L,
D 4
REASON_CODE_CLIENT_TIMEOUT 3200 | % P AE S sk B AR S22 A N S BB A

0
REASON_CODE_FATLED_AUTHENTICATL |4 |y /il s iliin, PRMCIfids BRI TIANERS D50
REASON_CODE_INVALID_CLIENT_ID 2 RS S8 E B AT HR A 2 P IAR I,
REASON_CODE_INVALID_PROTOCOL_VE |1 IRES B AR IS SR I PN iR A .
RSION
BE\#B\E(E)N_CODE_NO_MESSAGE_IDS_AVAI ize@ 102 TR FTIE SRR A TS AT EREE R,
REASON_CODE_NOT_AUTHORIZED 5 FATIHAT AT SRR E,
REASON_CODE_SERVER_CONNECT_ERRO 3210 |52 iR 4% 2.
R 3
i!lf_éﬁoN_CODE_SOCKET_FACTORY-MISM 2210 fR458% URIT S5 A2 SocketFactory RITHL,
REASON_CODE_SSL_CONFIG_ERROR 3210 | s fig B4,

6
REASON_CODE_UNEXPECTED_ERROR 6 T BEAIMEIR,

ERERIEN (MQXR) RS2

EIE N YHERE ERTHARE B INARSS . B TEHERERA SN E SRR

FIaZ Al

BRERE — WS RE,  AN5R IBM 4Ef7 TAEIMZOREEREREN (MOXR) RSS, 1ERHE FYHERER. 7 i~
R ER R SCPFBORS s e i A e kA I AL

KFULES

&R DA A IBM WebSphere MQ stxmqtrc 1 endmgtrc @42 K/Es0F1{E 1L IBM WebSphere MQ #RE%,
stxmqtrc AIHPOEM (MOXR) RS EREAE M. #H stxmqtre N, 7E/5s0BMARSS RELRTSHE KX LR

AUREIR, ZAREUA K IBM WebSphere MQ BREZFRVEZ(E R, 1ESHMEAIRER, &, AIEH LRI ERER

ERIEM (MOXR) AR5 -

iz

1. REREDETORIEHTEANME B8R DUERER A/, XEETNEH Tl strmgtre 5

controlMQXRChannel @< JH 4 ER Ex,

B LU SCPF AR AR BRI T :

mgxrtrace.properties
trace.config

XL PEA T LA B A

« 7£ Windows |, WebSphere MQ data directory\gmgrs\gMgrName \mqxr.
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« f£ Linux &, var/mgm/qmgrs/ gMgrName/mgxz.
2. (ELA N HEHF T a2 w1
1£ Windows #%t I, WebSphere MQ installation directory\mgxr\bin,
£ Linux &% /opt/mgm/mgxxr/bin k.
3. IBfTLA R @4 LA 3 SYSTEM. MQXR . SERVICE FRE:

»t .[controlIMQXRChannel.sh j— -gmgr= — gMgrName — -mode= T starttrace j—>
controlMQXRChannel.bat stoptrace
L -clientid= — ClientIdentifier —J

LR

amgr=gmgrName
& gmgrName B NBANHIEPREF AR

mode=starttrace| stoptrace

%'# starttrace DUTRERER; BURE stoptrace DAL RERER
kS

clientid=ClientIdentifier
¥ ClientIdentifier B N AR ClientIdentifier, clientid ¥ EREISIER—EF .
Z B TIRER a2 DAREE Z B F L,

fan:

/opt/mgm/mgxxr/bin/controlMQXRChannel.sh -gmgr=QM1 -mode=starttrace -clientid=
problemclient

HR
EHEERFAE, HUHENTER:

« £ Windows |, WebSphere MQ data directory\trace,
« {£ Linux £, /var/mgm/trace,
PRER A4 N mgxr_PPPPP.trc, HH PPPPP 2 HEFEFRIN,

Xz
strmqgtrc

EREZ MQTT v3 Java EF#1
G FHIHE R (3 BRI E MQTT Java 2P HLERES RIS 1M .
AR AT

A FHEH T IBM WebSphere MQ V7.5.0.0, A RHHIRTEHE @A HIRER Java BFHER, ESHE
150 T FEREZFNIVAIA MQTT (Paho) Java & HLI o

BRERE —IUSHFIIRE, A0SR IBM 4EfP TARIMZOREIRES MOQTT Java 0L, HEME FAFERER. 7@
PR BEAHERER S A BAS ZNBE e A ek A I AL

{UXF WebSphere MQ Telemetry Java & P H I TERER

XFULES
T IXEORGLZER A Windows MATHT K. BEREEE Linux EIE{TRA) 2.

2 Java I IERIRIBARE FT. AT DA R PSR RO E FAFAmAD N /0 8\ '\ RS AT
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gz
1. A MR EREACER Java B,

TESCE S rh e FAIRIEENE, R DMEMERRTIEE T 2R, ama— a7 SEh
WEEM,
a) com.ibm.micro.client.mqttv3.trace.outputName

ZRRESCHFE AN H S EsERENE PN TERS BRESUFRN mgtt-n. trc,

java com.ibm.micro.client.mqttv3.trace.outputName=c:\\MQTT_Trace

b) com.ibm.micro.client.mgttv3.trace.count

TH NHIERESCAREH . SREER R INAZIRHIH — S

java com.ibm.micro.client.mgttv3.trace.count=5

c) com.ibm.micro.client.mgttv3.trace.limit

G NS RIERARKRD, BrE{E 500000, (HTHR T 2 MNERESCHFER, A 25 BRI,
java com.ibm.micro.client.mgttv3.trace.limit=100000

d) com.ibm.micro.client.mgttv3.trace.client.clientIdentifier.status

IRYEZ FHRAT I ECOC AR R, QIR clientIdentifier=x, ABAKAFTA R HFTIFEOCHER
Bro BRETRULE, REOWFTEE AR ER

java com.ibm.micro.client.mqttv3.trace.client.*.status=on

java com.ibm.micro.client.mqttv3.trace.client.Client16.status=on
2. EHARGUEMERERE B M S LI S JVM,
java -Dcom.ibm.micro.client.mqttv3.trace=c:\\MqttTrace.properties
3. 1B17% FHls
4. REERER S R gmia o SOAREL L html, R DA R a4

java com.ibm.micro.client.mqttv3.internal.trace.TraceFormatter [-i traceFile] [-o
outputFile] [-h] [-d
time]

L EN B
-?
TREE)
-i traceFile

W, ERASE (BN, matt-0.tre) FHfLiE,

-0 outputFile
R, ENXEHSH (0, mgtt-0.trc.html B mgtt-0.trc.txt)

-h
HIHON HTML, it S B B0E . html, GISRAIEE, BR2BH AR,

-d time

RZMRN ZRTHET >=) time, B/ * (17450, AEMT HTML Hatto
TR HTML A8 A ERER S

java com.ibm.micro.client.mgttv3.internal.trace.TraceFormatter -i mqtt-0.trc -o
mgtt-0.trc.html -h
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5 ARG ERER S O AR, K2 Rh2E 50 s mAUEMDESN MBNCIEH RS (x) i
i

java com.ibm.micro.client.mqttv3.internal.trace.TraceFormatter -i mqtt-0.trc -o
mgtt-0.trc.txt -d 50

B Je— PR BIPRFERER S P O AR :

java com.ibm.micro.client.mgttv3.internal.trace.TraceFormatter -i mgqtt-0.trc -o
mqtt-0.trc.txt

EREZ MQTT C E RN
W EIREASE MQTT_C_CLIENT_TRACE DAFREE MOTT & 4L C N HIEF
AR AT
MOQTT C & P HLERER AT F Tk 29 Windows F1 Linux MQTT C % P HLZE DA 74855 BT MY i0S %,
XFIbES

RePARAR B MQTT_C_CLIENT_TRACE RE N B S ERE~m A SCFRIER 12, BRE HRe 5 NS,

aiz
1ESE1%E MQTT_C_CLIENT_TRACE=mqttcclient.log, SA/Ei&fT MQTT &AL C M HEE,
a) filan, 1B 23 TR FC MQTT BFHIAITY AREIAEAIAIA :

@echo off

setlocal

set MQTT_C_CLIENT_TRACE=mqgttcclient.log

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86
cl /nologo /D "WIN32" /I "..\include" "MQTTV3Sample.c" /link /

nologo ..\windows_ia32\mqttv3c.lib

set path=%path%;..\windows_ia32;

start "MQTT Subscriber" MQTTV3Sample -a subscribe -b localhost -p 1883
@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

MQTTV3Sample -b localhost -p 1883

pause

endlocal

b) M %sdkroot%/sdk/client/c/samples H&iafrizHiA,

%5

BRI S P LT T AT ISk

19700101 00OOOO.0C00 (8084) (1)> Socket_outInitialize:113
19700101 000O00.000 (8084) (2)> SocketBuffer_initialize:81
19700101 000O00.000 (8084) (2)< SocketBuffer_initialize:85
19700101 00OOOO.0C00 (8084) (1)< Socket_outInitialize:129
19700101 000OOO.0E00 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 000OOO.0E00 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 000OOO.0E00 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 000OOO.0E00 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
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19700101 00OO00O.0C00 (8084) (1)> MQTTPersistence_create:43
19700101 00OO00O.0C00 (8084) (1)< MQTTPersistence_create:89 (0)
19700101 GO00GO.000 (8084) (1)> MQTTPersistence_initialize:104
19700101 000O00.000 (8084) (1)< MQTTPersistence_initialize:112 (0)
19700101 00CO00.0C00 (8084) (0)< MQTTClient_create:267 (0)
19700101 00RO00.0C00 (8084) (0)> MQTTClient_connect:701

19700101 000000.000 Connecting to serverURI localhost:1883
20130201 125912.234 (8084) (1)> MQTTProtocol_connect:93
20130201 125912.234 (8084) (2)> MQTTProtocol_addressPort:43
20130201 125912.234 (8084) (2)< MQTTProtocol_addressPort:68
20130201 125912.234 (8084) (2)> Socket_new:594

20130201 125912.234 New socket 1860 for localhost, port 1883

HxES

% 23 T FC MQTT ZFHLAITL

AR gwi% C TRREBAE & LR EFHHEITREA C MOTT B ML, Wil 275 7] LA FH IBM MessageSight B¢
IBM WebSphere MQ {8 MQTT ARS52/IZ1THEA MQTT Client for C,

EREZFNIAI® MQTT (Paho) Java EF#H1

EREICSRAF ARy java. util. logging (JSRA7) HUbRME Java HiICR TR, AT DAE AL B S FE A
Gt 75 O A T

KFULES

#¥: Paho Java & F#HL{U&EF T IBM WebSphere MQ fiitA 7.5.0.1 FIE &EfA, A XHIRTE IBM WebSphere
MQV 7.5.0.0 HiREx Java BAHIHIER, 1H2H 5 147 5119 TERER MOTT v3 Java B ML

e IRERE ISR DIRE, W IBM RS TARZIMZREERE: MQTT Java &4, 1HEIELA FEREE. 7
%Y*ﬁﬂ;ﬁﬁﬂﬂEﬁﬁ%iﬁﬁﬁﬁiﬁﬁ%ﬁﬂ@@ﬁﬁE%iﬁ]iﬁg)jmo ERERUE R T IBM WebSphere MQ Telemetry
Java & Lo

fEHECE S B B BT IR R AE java.util.logging. config. file @IErhiEE HATR,

ff org.eclipse.paho.client.mqttv3.logging furR$R Mt TG JE I~ i
jsr47min.properties,

ATDCR A —££77 A H ISRA7 HA&IER T A:

« MNAERN—HEHRENR

« 15 HEEASALT HEZAIRERTEE

« NHBEHEEREZDHEHIR

 JEERAENE HEILRKES, PUB A S Al F SCAR R NG

 JERENE HEILRER, B AN R TR A8 E N ITE R

« WERFH MQTT B HUERIN AR A ISRAT7 JEATHRIN, AR2NFIR A N AR P HUEF IR,
KRR RN E I E R, RS erTiIAN HEMEREHEE, [HA]RAM Paho & FALAHR
WS LN Java RSE A BAE 2 KE R,

EANH2E Debug IR TIAIX T H, %382 org.eclipse.paho.client.mqttv3.util EH—E5
Al DO A fIE2P MQTT & LN R 48 7572 getDebug() K4KH Debug FSEH,

fan:

MgttClient cl = new MgttClient();
Debug d = cl.getDebug();

771% dumpClientDebug() ¥ ¥k R EE R, WHUEMH HE TEA GBS AH AR 2RI IE
Bo BHPRZENERGER, BECHRAERBN (B0, ERERERTE) WHEETTE,
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Uk ;]
1. GBS AR ALY jsra7min.properties,

RIS RE TR AR M, TR AR A AR G ERE N IEMIVEEIRIG,  SRETROL S, IREN
Severe IR, FIRET ZRIRERFFSEE ASH:, MIAREEFHMENFHIEERAEMR, Nk, 15k

java.util.logging.MemoryHandler.push=SEVERE

|

java.util.logging.MemoryHandler.push=ALL

2. RS E MR ERERAL B S L5 R JVM,
AR jsrdmin.properties, AN :

java -Djava.util.logging.config.file=C:\temp\jsr47min.properties

3. 817 Pl

SR
HRAFE AR, Paho Debug KR AFHERERS ABLE KIS Hbro

SAMZSAFN, AR EIRET NZXF, DAl as s S %5 NRER, 725
No  JEH PIRETR Z SN R,

FERIE SR PRRE P N BT H A SRR P, ERT DUEIS AL & FileHandler, KIS HIHE RIS,
K& Paho SR BEHYE Hl S A FALERFE P L SimpleHandler HHiRIZ, EERE IRE $24LH) XMLHandler 5 tHE)/D,
Hl Paho HiEH AR U ERER I %R A DA A8 3K

Level Data and Time Class Method Thread clientID Message

il

R EE RN EM S jsr47min. properties, ZXAEEH TIRERENBEINALE, AohTRS
Paho MQTT & FAUME G IAIRE, TRCEAE ARSI ERER, M KPR D PEREREA, S HfEI%
fith % A fi kg B A VR E O IRTE SRINF, S N R IV ERER IR 2R E 1 BARALIRAR Iy, SR IRl 282
Severe JIlTHE, BI—/rlnEsz, SRABOUT, N SKEBEENGFEFNRERES AfSENX I, ETE
MR, %2R java.util. logging.FileHandler, &R DA Paho Debug 3845 N 17 ER Er %
ZIH HAro

A] PATE java.util.logging iy Javadoc FH$k | ISRA7 M52 ZEE4I1E R

# Loggers

ff ccccoccccococoocscscoocncscoocssscoossssee

# A memory handler is attached to the Paho packages

# and the level specified to collect all trace related

# to Paho packages. This will override any root/global

# level handlers if set.
org.eclipse.paho.client.mqttv3.handlers=java.util.logging.MemoryHandler
org.eclipse.paho.client.mgttv3.level=ALL

# It is possible to set more granular trace on a per class basis e.g.
#oxrg.eclipse.paho.client.mgttv3.internal.ClientComms.level=ALL

# Handlers

e

# Note: the target handler that is associated with the Memory Handler is not a root handler
# and hence not returned when getting the handlers from root. It appears accessing
# target handler programmatically is not possible as target is a private variable in
# class MemoryHandler

java.util.logging.MemoryHandler.level=FINEST
java.util.logging.MemoryHandler.size=10000
java.util.logging.MemoryHandler.push=SEVERE
java.util.logging.MemoryHandler.target=java.util.logging.FileHandler
#java.util.logging.MemoryHandler.target=java.util.logging.ConsoleHandler

# --- FileHandler ---
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# Override of global logging level
java.util.logging.FileHandler.level=ALL

# Naming style for the output file:

# (The output file is placed in the directory

# defined by the "user.home" System property.)

# See java.util.logging for more options
java.util.logging.FileHandlexr.pattern=%h/pahof%u.log

# Limiting size of output file in bytes:
java.util.logging.FileHandler.1limit=200000

# Number of output files to cycle through, by appending an
# integer to the base file name:
java.util.logging.FileHandler.count=3

# Style of output (Simple or XML):

java.util.logging.FileHandler.formatter=org.eclipse.paho.client.mqttv3.logging.SimpleLogFormatte
T

T—HHMttra

T DAZmE T R ER B, R T SRR IRT BN AR E R, RS eRTHIRR H B EREEE,
{HR] PAM Paho & HLNERIREE &40 Java RSB M BE 2 2RIEE,

EAFZ Debug ML TR T B, %252 org.eclipse.paho.client.mgttv3.util BH—E%
AT DO S0 AR MQTT & LA S AE H 751% getDebug() SRAKEX Debug 5451,

Blan:

MgttClient cl = new MgttClient();
Debug d = cl.getDebug();

771% dumpClientDebug() ¥ #e ik RIVIAIAEE R, WHUE M HETBEA REMRT AH ARG
Bo BRZEENAER, BECHRLERBN (B, ERERERTE) HREET A,

EREE MQTT JavaScript ZF#l

AT DO R AL Web N FHAE 728 SO ERERY R PN RIAM 771,  BAEM JavaScript 2 F LRI
EEE;%O

X FIES

SOSCERERER, FTRAEA DA R 77k

. client.startTrace () MEFHUS3NERE:

. client.stopTrace () XN&EFHEILIRES,
 client.getTracelLog() IREIYHTATRERZZMIX,

REAT DU A BRER I IX DARIE S IBM AR SCH, AR — 225 NPT IR (R, DUORBIIE R ESIRER, 24
JE i AR B S AR A R, RS R ERER,

client = new Messaging.Client(location.hostname, Number(location.port), "clientId");
// Start the client tracing, the trace records capture the method calls and network
//flows from now on.
client.startTrace();

client.onConnectionLost = onConnectionLost;
client.connect(fonSuccess:onConnect});

function onConnect() {
console.log("onConnect, will now disconnect then email Trace");
client.disconnect();

function onConnectionLost(responseObject) 1
if (responseObject.errorCode !== 0)
console.log("ConnectionLost:"+responseObject.errorMessage);
console.log(client.getTracelog());
window.location="mailto:helpdesk@"+location.hostname+
"?Subject=Web%20Messaging®%20Utility%20Trace&body="+
client.getTraceLog().join("%¥0A");
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client.stopTrace();

¥
FEARKH -

Client.startTrace, "2013-10-03T10:58:10.531Z", "0.0.0.0",

Client.connect, {"keepAliveInterval":60,"cleanSession":true?},, false,

Client._socket_send, {"type":1,"keepAliveInterval":60,"cleanSession":true,
"clientId":"clientId"¥,

Client._on_socket_message, i}%,

Client._on_socket_message, 1"type":2,"topicNameCompressionResponse":0,"returnCode":0%,

Client.disconnect,Client._socket_send, {"type":14%,

Client.getTracelog, "2013-10-03T10:58:10.5487",

Client.getTraceLog in flight messages,

AEETENX T 1§ SHA-2 ZIREMHAT MQTT EFHNALAT

XFF M IBM SR13 F4af4 Java 6 , #ER] DA SHA-2 BB EA KA MOTT BIEME VLN g, E
&, TREENT, EFIM IBMSRA U4 Java 7 25, A28 SHA-2 BiEMN, RILERRERAF, &4
I EFENEMS, WHREMHHCK IRE IB1T MQTT WL, MAFEHRE S SHA-2 B EM,
%gmﬂmﬁﬁiﬁﬁﬁ SHA-2 B EME, BFPNUELTE SSL R R BN FitemEZ 2 (TLS) V1.2

T M IBM SR4A JFUAHT Java 7, SR RSB M SHA-2 BiEME, XFKHE IBM, SR13 MEELITHR
# Java 6, WISRERIEEHBEMEFIEN FEX MOTT EiE, IR ZEEEA 2K EHH SHA-2 BiE
TR PNIER, B SHA-2 BiEEN, BWAHEEEE YR EMFRRNESE, X # MOTT RS As(E
BVEENBRIZEN. XIEEKE LG HHEEERNE PN AR A 0T DOEE R EE,

XF Java B MQTT & 4L, FAERCINFRH], WREFHUCKEIEZER H 1BM Y Java 1.6 IJRE _LizfT, A8
2 WA TR E SHA-2 BB EMN, N THHXEES, ZPVIELAR SSL R SR E g
B2z (TLS) thil va.2 fE, filan:

MgttConnectOptions mgttConnectOptions = new MgttConnectOptions();

java.util.Properties sslClientProps = new java.util.Properties();
sslClientProps.setProperty("com.ibm.ssl.keyStore", sslKeys.clientKeyStore);
sslClientProps.setProperty("com.ibm.ssl.keyStorePassword", sslKeys.clientStorePasswozrd);
sslClientProps.setProperty("com.ibm.ssl.trustStore", sslKeys.clientKeyStore);
sslClientProps.setProperty("com.ibm.ssl.trustStorePassword", sslKeys.clientStorePassword);
ss1lClientProps.setProperty("com.ibm.ssl.protocol”, "TLSv1.2");
sslClientProps.setProperty("com.ibm.ssl.enabledCiphexSuites",
"SSL_RSA_WITH_AES_256_CBC_SHA256" );

mgttConnectOptions.setSSLProperties(sslClientProps);

#ZE 2013 £ 6 A, Internet Explorer 10 /2ME—f# Javascript f MQTT H R P AL HIESCRE TLS
1.2 eSS, [RILanREES JavaScript 5 HLEENL SHA-2 i&4%, T 2 ME— T DA F A

AXRGFISSHRHTE N EFIPIER, 12 FMHCHEHE,

*E**EEI&\

5 95 Ty U{#A] SSL AT HUAIER MOTT & HLACE Y

T SSLSRIAIE MQTT %41, RPN SSL KGR ENEE, BV IFETE S5 E NIAIE SSL &
FOATLFAT R T 38 3 AE XS R R TCP %

%597 T1ly U A SSL A TI@IEINIER MOTT & HLEC & 1

T SSL AT IBMNEE I TINUE, &AL SSL SRiERZENEE, B fsE5 R SSLECEE
U SE T AR B 0, BC B A RE— N2 ORI A, %A SRS e IR N2 15
FIEH,

EEETEME T sSL TS Ehil 1518 Web R FRIE AU 55 288 245 PR %Y

AFPEE ERRFEN S SRERE S A E R, T RXSEERERBEECE N AR, INEHL (CA) F
FPHIES, DUEEET SSL Y JavaScript ) MQTT {4 E & 152 F 11 F1 WebSockets M1 Ti%E Rz,

BT SSL 1 JavaScript IR BhIH EfE ISR — TSR IEOR, FIHARFBINEERFE & HETELIXIRE
MR E RSB EER, NRER T YEH THAEH TE M (Firefox, Chrome,
Internet Explorer £l Safari) f1*F& (Windows, Linux., Mac, iOS 1 Android) H&MNE,
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® 6 T AMNRRASRIDH SSLH:. WTFBMNRBMFEAS, ZRIEE T BEX%H SSLERM
FERIER, URNERSFREIAEFRC (CA) MEFTIEBNRSE,

PR

SSL ¥ (Y/N)

SSL 5114 CA (Y/N) 3
?é;:

PG R

Firefox H.[H,

SSL =4 - 2
SSLAkES - 2

SSL E4 - &
SSLIEE4 - 2

K CA FI& FHLIEF AN

Firefox [ B 2 HIIE+H
JE,

TSN CAIEH,
TH > %W > &g >
B> BRI > BUR >
A

BESANRPHUES, E$
o TH > %W > & >
s > HEFUED > BHIE
B>

EIE AR eER, BE
URL H¥5%E https://o
Firefox 2t T HT B3l
IEERIE B EURR A R Y 3%
I, Firefox R4t 7 ff
FHSSL3.08 TLS1.0 Y
I, TERRAR EI IR X
PRANIET,

Chrome .1,

SSLE# - &
SSLIEES - 2

SSLE# - 2
SSL AFE - /2

A ST CA FIE A
HLUEBIINEARIERSTIE
PR, R HAERE
ZIZUERE,

SO\ CAEP, iHMdE
PEH > WonmgiE > B
POESS > n{ERIAUEFC
>SN

EEAZFHIER, B8
o BE > BoRERE >
BHIEE > N> 8

BA AT e, 61T

URL H¥5%E https://.
Chrome RHeniEEZ D
VeI TSRS TEHIRYE
LB EE L EREEIE
EAERE, R ERRIE
ID‘\"O
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® 6 T AMNKRRASRIDH SSLH:. WTFBMNRBMFEAS, ZRIEE T BE%H SSLERM
FERERE, URNRESHAEIAERO CA MEFHIEBNREE, (#50)

SSL 5114 CA (Y/N) 3
3

Uik SSL 32§ (Y/N) w PR R
Internet Explorer. SSLES - 2 SSLES - &2 N AEE 4, SSL TN,

SSL kRS - 2

SSLAkE® - 2

EE TN S eIt
HLIEH,
Internet Explorer i

Windows IEHZE, 5
H AR =T R,

FE N CAIEP, iHHD
T.H > Internet j%Ti >
HZE > IEH > nEHUAME
b > A
ESARFHIES, TE$
i T_H > Internet %W
>SHWESIER>NMA>S
A

Safari %Eo

SSLE# - &
SSLIEES - 2

SSLE# - 2
SSL AFE - /2

A A1 CA FIE =
HLUEBIINERIERSTIE
PR, R HAERE
ZIZUERE,

Firefox on Android

SSLE# - &
SSLIAEES - 2

SSLES - 2
SSLAEES - &

JEES:
BPNIEBARER, KH
IEAE R CATINE
Firefox FIZIZRH I

*O

HIANFEFHUES, 1%
i BE > 2t > Tk
it A RIERIES
HZIFRHAI(ER) CA &
&, MLIER] IR 24
ﬁ%c}

Chrome on Android

SSLE4 - &
SSLIEES - &

SSL E4 - &
SSLIAEES - &

EES:
BPHUERARER, BN
IEEAET R CATINE
Chrome %I FRHHFE
Ko

1¥: Google 1+XI7E
Chrome V27 #3745 1A
. XEH V18 EHifE
ER AN,

TS ANB YIRS, 158
o B > Btk > ik
1Efifiee. WREHIIES
HFIRPAIEH CA %
B IR SEA] ARSI A
HERE,

MQTT /T 155



K 6: RIFAFMNDIFAEESH DM SSL 1. WFEMNNNBHNFELS, ZRIEE T 2EXIFSSLERM
EERERE, URNNESSFRBEINEF L (CA) %ﬂ%)ﬁ'mlﬁ%mﬁ@rx‘o (4k4)
SSL 51T CA (Y/N) 3f
MIYERE SSL ¥ (Y/N) pad G R
Safari on i0S SSLE4 - 2 SSL E4 - & EES:
SSLIEE4 - 2 SSLIAEES - & ZI B MR HUE

P, BMEEFEI22%5E T CA
IEP Nt

Safari f# & IE B,
FESAZLEEAF, 558
o BEE > BRI > BEsL
fF, FHM Web TamE 24t
CA R FHLIES, BE

A IS L A K4S
BEC,
Chrome on i0S SSLE4 - SSLE# - & E4:
SSLIEES - & SSLAEES - & ¥ Apple N FHFER AT

] i0S ARG E,
I, Chrome 245 FH H

C CA B, mETEik
WATE I,
EES:

BPHUERARER, KH
IR TR CA TN In=E
BRI TR,

HXES

% 70 DUHY M@ SSL J%E#E JavaScript By MQTT 74 E % 1%% F L #1 WebSocketsJ

JEID K JavaScript [ MOTT I EEIER P AL HEA HTML T 5 SSL A WebSocket protocol Bt &, K
Web [ 272 % #:%] IBM WebSphere MQ

HXES

Mozilla: (SSL) Firefox f#F] Android CA T {i%#%iA 2 H .Y CA 175 5s?

Chromium: &fii 134418 - SLjii% P HLIE S+

TCIEFTIT https Wisd, KIATE ie10 ETEAIEUET

RRBIEE: MQTT B HLKRIEE
RO MOTT & IR ARAEIERE ZIB M (MOXR) RS54 A]/&,

FHaZal

HREUR 4TRSS 4. FOPIERER? BREEEHRS B A MOTT v3 UG EER AL # A C 8¢ Java
WebSphere MQTT % AL MOTT &Z LN HEEF?

1TEARSS %% L2175 WebSphere MQ Telemetry —Ct2 SV ISIEN AR, FHAEEIBENEIEFIEN (MOXR) AR
SZiafTREGIER. Ah, BRIENHEBEREERZI, HERPNIHIBTILRIEN AR,

XFULESS
HYFLIRRLIER MQTT & P HLAT fEARIE fE 5
M5 25

MRS Es, B ] DAKTE MQTT 2 P WL AIE 2 i il
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https://support.mozilla.org/en-US/questions/951044
https://code.google.com/p/chromium/issues/detail?id=134418
https://social.technet.microsoft.com/Forums/windows/en-US/2719388a-840a-492c-a509-42804860ee9a/unable-to-open-https-site-with-not-trusted-certificate-on-ie10

iz

1. 1EHER] DLNEN (MOXR) iRZ5IREIZE MgttClient. Connect YR ARG IMRLEHEIR, 2R

TR ?

T

ik

REASON_CODE_INVALID_PROTOCOL_VERSION

TRIORE R T HUAERXS B R GEIE, FF HAERN 5
—MMRHEE A R — ST,

REASON_CODE_INVALID_CLIENT_ID

KAERFPHIRNREGAET 23 MY, HFHENEES
TEIN A A-Z, a-z, 0-9, './ %

REASON_CODE_INVALID_DESTINATION

THk R PRI Z &5 S E PEER A AR AN,

REASON_CODE_SERVER_CONNECT_ERROR

IHREIEN (MOXR) AR HIBASIE Bl as 2 A IEH 18

17, 1 netstat KKER G AWK ERFHbE D
58— FRREF

MRIEEARS 7 MQTT ZFHUZE T A IBM WebSphere MQ Telemetry IR (P — 1N E, EE
% CONNACK & [ml#g,
MIX =AM IR AP AT DA R AL EDERE &I (MOXR) AR%s, (HiZARSS ERBIESIR,
2. 1B ELEN (MOXR) RS ALEMA RN, AT RAME LA B S R S 2 LI -
Al ik
TEARSSERrh&4K FDC XX, S HEE 143 TIRY THRSS 8 H
B o HIEN (MOXR) RS HaIEN% P AN, B2

5 AN RIGEEURRTE (FDC) XfF, & 4R RSN,
CEhE9WE —> FDC 31,

REASON_CODE_CLIENT_EXCEPTION
REASON_CODE_CLIENT_TIMEOUT

I (MOXR) ARZS ATREAN SN AL AR 25 AL SIS B I I e B, AN N AR P B T EkR
AN,  WebSphere MQ Telemetry Java B LA S, 7EH TAREIZMIIER RN S8
MgttClient.Connect IXEMEBINZEIMZ G, BHAVMSHIHIXSERE 2 —,
FRABSEAREN T 5B AH O FDC e, A METCIEHERT R Pl E 2B 2RSS 48
a) IAZ AR S B RIRIERIE K,
EHA—"TE (#l40 tecpmon, FJM https://java.net/projects/tcpmon 1St T E) K7 TCPIP i&
K
b) & F LA A R fE E R ik 5 D@ S TE & B ik A T Ee s ?
IBM WebSphere MQ Telemetry 24t Java SE MQTT & ML RIELE X A2 QI B A DUR
ZRREISCHEE: clientIdentifier-tcphostNameport 805 P HLT/E H 5 H 1 clientIdentifier-

sslhostNameport . Bt HFRAFREIRELEIEREZ PR hostName Al port, ; HZSHE
145 TIHY Mt H A o

c) #&R] DIKHZFEAR 5 2 itk $01T ping #R4END?
d) ARS548 LHUTH netstat an45 HIE M IE E7E % P A 205 R 2 100 1 _Lis 757
3. IHREEN (MQXR) AR5 2 & &I P HLIAE KA,
JE (MOXR) flk25 A5 LRSI IR A mgxr . 1og i, BASIVESRAR SoRHHSE RS A
AMQERRO1.LOG H'; &
4, ZRIEETH — NP AR AR,
{35 A — @ MBI RIBAT MQTT REA B FIFE T
1217 wmqttSample GUI & HIRIGIEIERE, @it %L SupportPac IA92 FKEX wmgttSample .
T BARARAR ) TA92 A E MQTT v3 Java & FHLZE,
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https://java.net/projects/tcpmon
https://www.ibm.com/support/docview.wss?rs=171&uid=swg24006006

fERSS a3 F- & _LIBTHEARE Y, DAHPRMEAHERRIAREN, REEFPHIFEG RIaTHA,
5. ER AR HAFIT:
a) ARER MQTT & AL R RENG ?

ENEEE — Y, FRFFESPIARERE, —ebE@Ed 10,000 NMERE, wlHEIFHEH 1BM
WebSphere MQ Explorer HH I “EMIEE " 7] S REC B S RPN,  BERHE KR/NE 4096, 1F
AR A M AR E L E N — NRIME,

b) JEM (MQXR) 55 M EHER R S EIBTT?
o) HFFNCEREE— DO YIE TCPIP Hulikry & Al F PRSI & B ER S ?
d) B3 KSR A AR I 31 H vl B R [ R (e ?

fRRER: MQTT ZEFPHEIECHIF

T IRAE RIS HIs TR s K — BN AL 2 J5 S8 AL HESME ConnectionLost AR
Al

FrIaZal

MQTT Z P HLEINERE, FHAHLAIREC Bk —BNH,  anRAR R P L A S ShiN e R EeR, AR
I NI R B FEWT T 2 A A TR) AT RESLREL,

X “CWITFIER" 5“0 IER., HREME XWITFINER" H A, CRITRERE MQTT &L
A MgttCallback.Connectionlost FAiERE NN, (XAECHKIENERZ GA VR %, E
AT MgttClient. Connect RIS EMIAME BalE BN & 5 7 H .

R MQTT B WL FHFER A (# ] IBM WebSphere MQ 12410 MOTT ZFHUE, A4 MIERBIR T2
Hlo £ MQTT V3 #iXH, JEIRZE/ DX MRS 28 & HTE K NIt R, 83 /& TCP/IP 14z & AL e,

KFULES

MQTT ZFMLIAH MgttCallback.ConnectionLost F /=l RE, PAERNTERIGE EEZRIA
BREZIFIBE T EMARS SRR, 4 MQTT ZFHLM MgttTopic.publish #l
MgttClient.subscribe JREIF, 22 RKEHZE A TAIEMBRGHER MQTT BFNIZAE, @i Kn]
Pt E RS ConnectionLost [BIATI%, I LAFD 77 =Rk 2 AR S5 A i B 15

GRSEM (MOXR) IRSFWITTIERE, ML BIRA ST — 8 RS EEUERZR S T,

iz
1. BECREHMEM TA— ClientIdentifier M5 —&FHL?
MR HFE— ClientIdentifier JHahE —& M, sSEHBE—FF I, BLEWMTS5HE-IE
PRI B 0% R
2. BB AR T — DAREBE L AREIIT H 382
AR MIAR S5 ARER R A TR /EIR B MQCC_FAIL, R4 SRS WITE P HLER,
JER IR AR [ 25 Lo

« £ mgxr.log f1 AMQERROL. LOG X &R S P HIHIZERI A E A HEHE,; ESHE 143
T PARS #sim H &S o
3. TCP/IP &R 2 & E W2

B k55 AT RE B A BRI IR E, A TCPIP JERARIC A ARNIESIRAIF BT %R,
« {#ifl MgttConnectOptions.setKeepAliveInterval RE4EMAIES) TCPIP ERE (A,

fRAREE: MQTT AIEFHRELER
fR“ESREEIX—mE, HERIEFAEE., KEEEENMEBELREMNALIE? HRESNEFYEE
AlRESEIHEE,
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FHaZ Al

BB 2 EIEFTOERHECEL? Ea] DUERTZEOVRIETH R M ER T IHHEN? REERLm,
MEHEEREK, IBAXHEREMERIE, ERRIEENTF? slEFERFNTITEART, MARBEARRZIITH
RAAKIEZEITF?

QN SRARERT5 SR N B PSR B s R AT [ WOT IR IR GBI AR R AR /BT, 2B V2L E S fE S S 2
ZRIHE.

ERIEEIR T —5RHE, HRSHREN BV~ R'EF EZL IR, LN TEIANNERKRIHE, Khrtk
ARTRERARIZEHI R 7T FORBIBILH R, AKATRECEMN ARG RIMER T IHIHE, AR RERAERI
TR R AT B LT

FERfE “ BRIHE X — A, EHITHREZEI D EREMIAHE RO ERAL, HlltgR, BRHE

ZE, MR EE E S— IRSS RRRER R SRR B T
XTFULESS

A DU MU SRR kIS W B TH R IX — A,

1. “R B ZEIEREFRNE HEIGRIRE LI, RAAENRIEF K HTHEZ G TRF RN A
Bo

2. BCE: FE0 A0 PR P i IE R ROAN PR R I B A A7/ FLT AT B

3. B HUmAEER: HEABSHEAUUZE IBM g5 RS HISHE,

A WRIECLHRR 7T IXE A RENE, HUATDARE “BRHE X —E5 IBM RFH K.

aig
1. MR ERAHE RS EN R INHEZ G LFRERNE", BAFEE R D —REE B — R IR
FigE, ZIRAERELIIELE,
« TEVFZ1EOL T, IBM WebSphere MQ Sl FH “/& I 1H B & Ja T 7e S RE R & AR S5 i & R IE BT & -
- BFHr, JFHBECEL,
- Mﬁ”%@%&a%lﬂo
- HEHL =,

« B R INTHEZ G TEHRE R N HRMH T TCP/IP HUFEEtE, TCP/IP k8 AR, HE
LB EERERIGMIA L, WIER TCP/IP IETHMW, AR BiE N R HHIHE Z 5 Cfe SR A
FIHEM SRR, HEPVIEARS SHENL. RARE M E B KIS TR SRR, S1EHnTRE
2T,

2. KERPHUE G EAEFENeRSTE, UEFEHED—REE 22— IR RS RERBIR KR IERIE

HBHYTH R

a) WRE NN AR IEEMH Java SE MQTT %/ ¥, EKRETEER

MgttClient.CleanSession X &N false
b) GN R EAEMHAARRMNZAVE, ERE RS IEEEFEY G218,
3. BRI AEF RS EEERBR—2E, BRERE) S —20,
BEHREEE—NETE, cleanSession = false, Mgttclient.clientIdentifier fl
MgttClient.serverURI WA 5HT— N TEHEH,
4. INRSTEL FIRM, 1B ETHEARR P WA ZE S 24 ] FH PUEFR R %,
a) W AN AR T IETEE A Java SE MQTT &1, 1ERE R GRAIH ERETER AN IH; 152
%] 5 145 DU T P H &SR
b) SR IEAEFE AR HUE, BB EELLH T HOHRAMNIE, ERE T REEER TIE
5. IR EEE R Z AR S A AR
IEFESFRHEEE] MQTT L, (B2 M ARRAEIEBIE S A (E SYSTEM.MQTT. TRANSMIT . QUEUE 1,
ERHEIRFNEMARSS 22 00H B B P ANGIFEGE; B2 MOTT & L RYHER AN,
6. IEMER PR G EA E BRI EZMITIT,
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fifi Fil WebSphere MQ Explorer 5({# ] xrunmqsc 3¢ PCF 2 F| I, B3 MQTT B LT,
¥R EIRAE LA ISR FR: ClientIdentifier: Topic name
7. ERERET G A NBRAAR AT P2 S A AR T & A £/,

dspmgaut -m gMgr -n topicName -t topic -p user ID

FEERERAT WOT RS, WIRAOT AT 5T P AERI S E RS BRI,  ATRERAT P T
R R ARG E RS BT/, A UERHO A PASE P s < [A] A AL 5 A R Pl LT NS %
fii,

fifiFl IBM WebSphere MQ Explorer SR — T HmEMI TR, R HLSL AR R RSN R 7
BN TRAFITIT, M IBM WebSphere MQ Explorer JE SRR, FH M HH FhRIR UMES %~
NN FH A2 7 iR F AR IR PRAL,

8. IHRMEIT P& BB VIR ZAMIAE SYSTEM. MQTT . TRANSMIT. QUEUE |,
dspmgaut -m gMgr -n queueName -t queue -p user ID

9. tu# IBM WebSphere MQ sEI 5N AR T2 5 A B HIH EAIE SYSTEM.MQTT . TRANSMIT . QUEUE
+s

dspmgaut -m gMgr -n queueName -t queue -p user ID

152 Bt E A6 CHEBA DLRHE B & 63 MOTT B “BR B E R ERIE L
fRRIBIRA: Telemetry (MQXR) IR RBEN

fift ik Telemetry (MOXR) ARSSABE/G SR, 1K E WebSphere MQ Telemetry 251N, DAREEHLD
XA E A OB EN R AR, B EEN (MOXR) MRS AT H 122 S HEEN (MOXR) IRFSHER

FIG2Z i
EZ2 % WebSphere MQ Telemetry ThEES £, IBM WebSphere MQ Explorer /£ IBM WebSphere MQ > BA
HIEBEE> gqMgrName > Telemetry HH B A Telemetry 2R, QRN RARTELE, IRAFIAZAEINN,

PRI Telemetry (MOXR) ARG A BERH G, WRMABIEIZN (MOXR) RS, 1HIZIT & XFEARCHE ...
Telemetry XHFRAHIAIF,

MR ZATESEEEM (MOXR) RS, IFASTE Telemetry X3 FAIEH M@ EABEIRAS M, &M
AR%% SYSTEM.MQXR.SERVICE iR bk, WReasE 7 HT B RAGN R R IRE A kg
Hl, ARLIIEMIARSS AT,

B SYSTEM.MQXR . SERVICE PAEEIFUEIEARSS, SREARES, HEREMHPPRRZESERUE IR
AZ.

FJo

KFULES

SYSTEM.MQXR.SERVICE Telemetry (MQXR) IR ARBERD, JBNERARGH, <HIIPFFARRER R
=%

1. JAsha 2 BN,

2. JJdim R, HizRS EREMmELET,

iz

1. JBahiRSs

HiR
ZIRGS LML, NS HBI DR, HASoREREE, fil:

WebSphere MQ cannot process the request because the
executable specified cannot be started. (AMQ4160)
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https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.adm.doc/q021280_.html

RS FEP B DS R, BB R E TN O S AT R,

AN AE Horp— Xt ] FH BAS & e | 22%E IBM WebSphere MQ Telemetry THREERM. G SIS E
PRSI a5 2, AR =4R /55 SYSTEM.MQXR. SERVICE, T EaIRS IS
YRme,  RAE I SEH B AR 222 Telemetry (MQXR) AR

A
HEHIRAE, H2HE 143 1ipy RFSEmH S .
Ptk

2% WebSphere MQ Telemetry TIRES A, SEH CEIE Z G HEN 25,
2. J3EniRSS; R 30 FOEh; MR IREE SR EIRSS IR,

a1
ZIR%S RS, RIEXfEIE,
JE A
SYSTEM.MOQXR.SERVICE /837 runMQXRSexvice %, {HiZmS kM,
A
BEBIRHE; ESMAE 143 TN MRS 2MHED
BHHEME—E AREAEE S IR, &0FFER WMQ data
directory\Qmgrs\gMgrName\mgxr\ HEMAL., BITHABE"MAS, REZHEINZR
£Z
Fio
e

R AR 22 R L

RN . ENRRSSKIFA JAAS ERIEIR
TR JAAS B RAEPLUZE B R HIZEM (MOXR) ARSIV, FHECE JAAS DA E1%A)E,

FrgZal

e B WMQ installation directory\mgxr\samples\LoginModule.java PAGIEH SHIAIESE
WMQ installation directory\mgxr\samples\samples\LoginModule.class, m#H, &EEL%m
5T HCH JAAS INEZI HEREMTAEIEERER B F,  ERHEN (MOXR) RS HEATHLERT G
&, EINANIESEAR HET (MOXR) k55 V& A

e BB R AT : IAUE2E N T WebSphere MQ HU4EI B 55, B E SHPIAESREER, MiAE
F WebSphere MQ H St T E& 12,

KXTFIES

ARS8 R — R SR BHA A g e b Rl 8, TR B, — RN security. jaas MEHEE—PR
79 JAASLogin.class HY JAAS IAIEZR, ILIAUESRAEAETE C: \WMQTelemetryApps\security\jaas i
BT, BESHIENEE JAAS BLE, DUEECH IBM WebSphere MQ Telemetry BB JAAS 75 HIIHH S HE B,
% 162 711 R JAAS BLE ) X—mfilE— MEARRLE,

UL
1. 157E mgxr . log A& javax.security.auth.login.LoginException HilHiAYR%H,
HESHE 143 TR TIRSGSdsum HE DUKE maxr. log B2, FH-SHE 163 TIHIIE 54 DIFKEIZ HEH

i) S 7R Bl
2. EILKEAEN IAAS BL B 556 162 TURY TR JAAS Bl B A e REIE T RS, MM IE&R JAAS
A&,

3. BRI AR EMBRNIEAZ G, S EHHNREA JAASLoginModule, SAJS (i Ml — 2 H B I Bt
%, ¥4 loggedIn WMETE true 5 false Z A T,
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ANRY loggedIn A true NI AELELLIAIRE, 1M loggedIn v false IN X HELILIAE, AR BEBAE S
FAFTEM L,

4. HREIFBE S SRNE X, MAZSINERX,
a) HHUOEMNEEE X, DAERIEE R PARRSMI TIPS &, 58— 12 mam AR EHTH AR,
b) EHTISTTE LN R
QSRASEAAEL R, ARAREE M N BN RI PRI E BT R, TR 42t

27 MWIBHPE AR TENZ S, i Fl IBM WebSphere MQ Explorer ¢ dspmqauth #&7 H /5 m)iF
AT,

55 JAAS fiE

fifiF WebSphere MQ Explorer H L& IEIE 7 SoRECE @ IEE, &P YUEN I 1884 L TiER:,
FEREE JAASMCAUser ENMNEIE, 25 162 T1YIE 48 Eori@im Sl E M 8 M 4R, 1E7HE
FgmiE oSt JEIEMEA JAAS #HTIANUE, FEEEAFRDY JAASConfig WELE, —HRFAHITINEZ G,
CE AP ARR Admin KIZFHX T IBM WebSphere MQ A 15 [AIFYL,

com.ibm.mqg.MQXR.channel/JAASMCAUser: \
com.ibm.mq.MQXR.Port=1884;\
com.ibm.mqg.MQXR.JAASConfig=JAASConfig;\
com.ibm.mqg.MQXR.UserName=Admin;\
com.ibm.mqg.MQXR.StartWithMQXRService=true

[E 48: WMQ Installation directory\data\gmgrs\gMgrName\mgxr\mgxr_win.properties

JAAS BLE X EA—1420 JAASContig U, %1HF Java 2Kand4h security. jaas. JAASLogin,
JAAS FFINER AL,

JAASConfig 1§
security.jaas.JAASLogin required debug=true;

& 49: WMQ Installation directory\data\gmgrs\gMgrName\mgxr\jaas.config

24 SYSTEM.MQTT.SERVICE 33, ESKEE 162 TUHIAE 50 HFRYBZRINZE HALRRZR,

CLASSPATH=C:\WMQTelemtxryApps;

& 50: WMQ Installation directory\data\gmgrs\gMgrName\service.env

25 162 THYE 51 TR 158 162 DIAYIE] 50 FHEINEIEN (MOXR) AR5 1 BRI H MR 122,

CLASSPATH=;C:\IBM\MQ\Program\mgxr\bin\\..\1ib\MQXRListener. jar;
:\IBM\MQ\Program\mgxxr\bin\\..\1lib\WMQCommonSexrvices.jar;
:\IBM\MQ\Program\mgxxr\bin\\..\1lib\objectManager.utils.jar;
:\IBM\MQ\Program\mgxxr\bin\\..\lib\com.ibm.micro.xr.jar;
:\IBM\MQ\Program\mgxxr\bin\\..\..\java\lib\com.ibm.mq.jmqi.jar;
:\IBM\MQ\Program\mgxxr\bin\\..\..\java\lib\com.ibm.mqjms.jar;
:\IBM\MQ\Program\mgxxr\bin\\..\..\java\lib\com.ibm.mq.jar;
:\WMQTelemtryApps;

OO0O0O0O0O0

51: runMOXRService.bat FIZERR 1R 6

55 163 THYE] 52 HHYHIH EoRIEN (MOXR) ARSS EEMEE 162 TIHYIE 48 HFRATEIEE XE 5,
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21/05/2010 15:32:12 [main] com.ibm.mq.MQXRService.MQXRPropertiesFile
AMQXR2011I: Property com.ibm.mq.MQXR.channel/JAASMCAUser value
com.ibm.mqg.MQXR.Port=1884;

com.ibm.mq.MQXR.JAASConfig=JAASConfig;
com.ibm.mq.MQXR.UsexrName=Admin;
com.ibm.mqg.MQXR.StartWithMQXRService=true

B 52: WMQ Installation directory\data\gmgrs\gMgrName\errors\mgxr.log

M PN R ERE S JAAS JEIERS, 415 com. ibm.mg.MQXR.JAASConfig=JAASWrongConfig 5
jaas.config U JAAS TTRFRARILHD, ABAMERGRN, HAZPISMESE GRE-

0) ; EZSHIE 163 TIHVE 53, HTHEFHZIATERIERENMER, FIH 78 M54 Client is
not connected (32104),

C:\WMQTelemetryApps>java com.ibm.mq.id.PubAsyncRestartable
Starting a clean session for instance "Admin_PubAsyncRestartab"
Publishing "Hello World Fri May 21 17:23:23 BST 2010" on topic "MQTT Example"
for client instance: "Admin_PubAsyncRestartab" using QoS=1 on address tcp://localhost:1884"
Userid: "Admin", Password: "Password"
Delivery token "528752516" has been received: false
Connection lost on instance "Admin_PubAsyncRestartab" with cause "MgttException"
MgttException (0) - java.io.EOFException

at com.ibm.micro.client.mgttv3.internal.CommsReceiver.run(CommsReceiver.java:118)

at java.lang.Thread.run(Thread.java:801)
Caused by: java.io.EOFException

at java.io.DataInputStream.readByte(DataInputStream.java:269)

at
com.ibm.micro.client.mqttv3.internal.wire.MqttInputStream.readMqttWireMessage (MgqttInputStream.ja
va:56)

at com.ibm.micro.client.mgttv3.internal.CommsReceiver.run(CommsReceiver.java:90)

... 1 more
Client is not connected (32104)

at
com.ibm.micro.client.mqttv3.internal.ExceptionHelper.createMqttException(ExceptionHelper.java:33

at com.ibm.micro.client.mgttv3.internal.ClientComms.internalSend(ClientComms.java:100)
at com.ibm.micro.client.mgttv3.internal.ClientComms.sendNoWait(ClientComms.java:117)
at com.ibm.micro.client.mgttv3.internal.ClientComms.disconnect(ClientComms.java:229)
at com.ibm.micro.client.mgttv3.MgttClient.disconnect(MgttClient.java:385)

at com.ibm.mq.id.PubAsyncRestartable.main(PubAsyncRestartable.java:49)

53: 3%#$ com.ibm.mq.id.PubAsyncRestartable I HH 5%

moxr.log tUEE 163 TIHYIE 53 HATE/RRIRT AN H.

JAAS KEZEER, ERiE javax.security.auth.login.LoginException (JRXN No
LoginModules configured for JAAS) ., W% 163 TifYE 54 HAf/R, IXAIREH THRCE VR IR
e, THATRERTEEEN JAAS BB JAAS JEZ (R H A8 S8,

SR JAAS B E S, A2 JAAS ERIhHEE ATE JAASConfig — iR anffy
security.jaas.JAASLogin 2%,

21/05/2010 12:06:12 [ServerWorker@®] com.ibm.mq.MQXRService.MQTTCommunications
AMQXR2050E: Unable to load JAAS config: JAASWrongConfig.

The following exception occurred javax.security.auth.login.LoginException:

No LoginModules configured for JAAS

54:mqxr.log - TN JAAS ECER HE

RRRIE: BRIEEITTIRFIERF
21241 IBM WebSphere MQ Telemetry SFPRF-HI & Hk, FHEIBER, sREEMA BRI FA
SPPRRRE AT RS T
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iz

1. fe &l A HE

ERFIRERY Eﬁu::iéﬁ, MR EHERTALHE L, WREHEEERIITIERF,

EER stdout BEMEEMIG,
2. IHEF BT ET,

AR 23R

FEEHT RN SRR 21, AR HCE ST ERT B

3. SIS 164 TIIFE 7:

& 7. EERE

8

HWIRR TR

1E£ Windows |, 4#&/530~FfF K2R E
S

RETERITIEENEF
5}

B RARFREERD
EAEAHRERER.

iH 28 Microsoft Visual C++ 2008
Redistributable Package,

AN B 2 PP RE P BSCRF MQTT RUARSS el — 1
R NMIARATEE, [FIRAC B T B,

ATREFFTEIH RGN, SRER—FBZARHEMN
—MRFEHEEE S — P IRFER, HRERCE
SRR topic 288, TER RTRERE A B AR 3
A, AEFAN T T AR T2 6 P SR AT R 1 O
IR R U AL

WM TCIRERE B 5CHF MOTT RZAZRSS A, T HAh
MQTT & F HLA] DOZERZ B IZIZFE R S5 A%

AR A T RES M E Z RS e B S 2 IR &
WebSphere MQ Telemetry <FH FEF R 21X #1E
AFHE, WEEK try_private iXEN
off, DIZEIE#ATRIRACIE DATHBRIE BIEER,

FCE RN SR 7 AR EA:
BE  EENTRERT 1888 LME-—IME , 3K

AT RERCER T — O T4 B R A<
PR, A,

BHE CONNACK,

fRRIERE: MQTT B HREZIITIFIERF
B PHURIE BRI PR, SR ~F PR AERE S EL < 2R WebSphere MQ JE MBI,

XFULES
B AP R P SRR 64> MQTT L,

Uk ;]
TESFIP P E XK trace_output S8 E N protocol, =M amqtdd. upd XK
SRR

B2 HTERAT IBM WebSphere MQ Telemetry SFiP#2/7 5 1BM WebSphere MQ Z A& HiiEE, DAIREXfH
F amqtdd . upd SCEFRIRAB,

FERAGRE, PR IPRR HAERHR R & MOTT WRITHEATENE & A,

RIEE
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