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https://public.dhe.ibm.com/software/dw/webservices/ws-mqtt/mqtt-v3r1.html
https://mqtt.org/MQTT-S_spec_v1.2.pdf
https://mqtt.org/MQTT-S_spec_v1.2.pdf
https://www.ibm.com/developerworks/mydeveloperworks/groups/service/html/communityview?communityUuid=c565c720-fe84-4f63-873f-607d87787327
https://www.ibm.com/developerworks/mydeveloperworks/groups/service/html/communityview?communityUuid=c565c720-fe84-4f63-873f-607d87787327
https://mqtt.org/
https://www.eclipse.org/projects/project.php?id=technology
https://www.eclipse.org/paho
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https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.eclipse.org/paho
https://www.eclipse.org/paho

MQTT+= WA A|AR]0] 3L FQJ A|AH|0] 7] & st 2 MQTT S2to|AEE o} 2 tjulo| A = of Ze|#H o] d
I AZAs7] YU EY T =2 Yy 7|&2 " skA] g5yt MQTT 2ol E gho]Eajg] &= o Za] A o]
Ao gt Y EQJ T A2 wajghyth.

MQTT Seto|AEE 7]& e zmeto] X o Ee|A| o] At Fitsle ™ & 71A] AdefAlgdo] &yt MQTT &3/
T-5 E9-& IBM WebSphere MQ == IMS ofZ2|A|o|d 53t 3Rt AHA] 58 o] HE]E t+2 MQTT &
EPOMEE 24 4 syt

2= T FHO| Ar= oS EE YT

+ WebSphere MQ Telemetry-& o] Z&]#| o] A 7§t

*+ MQTT.org

« Eclipse Paho

2 g

130 H[o]x]9] IMQTT AH A|2t5t7]y

Java2 MQTT 22}0|AUE A|Ztst7]

MQTT A ¥ 2 IBM MessageSight &=+ IBM WebSphere MQE AH2-5}0] Java A Z o &g #A|o] 2] MQTT &2t
o]AE = A& s}o] Alggth The sample applications use a client library from the MQTT software
development toolkit (SDK) from IBM. SampleAsyncCallBack AlZ o Z2]#|0]4-2 Android 2 7] €} o]l
E 15 29 AA ol tis MQTT ol ZejAlo]dS & dst7] fig eyt

MZESE7| Hofl

+ JSE 1.5 0]4F2] ZeEol A Javad MOTT Zetol A= A2 A 4 YU “Java 53 715", 1BM 2o}
ol ol 4] B M2M 2ol e | of cish Al 2 7 AMe] U8
- Zetolizot Aju] Abolo] Wah#lo] Qi 79 MQTT Eehm 2 Ahka}x] ohex] SHelatAl AL,

O| EjA3 HH

The purpose of the task is to check that you can build and run an MQTT client for Java sample application,
connect it to IBM WebSphere MQ or IBM MessageSight as the MQTT version 3 server, and exchange

messages.

o] Ej23.2 4ay3te] Eclipse §121%] E WaIol A A ofF el Aol e AYSHIAL L. oA Tl
Windows8¢J Ut} 225 43319 ISE 1.5 ol 4 2| U5he BE ZZol 4 AE o 2ol e A 4
RN

IBM WebSphere MQQ}E z:z AH]o)| A o Z2|A| o] & A3 4= AF YT of 7| A IBM WebSphere MQell
AAE = N EY Aol S AdYste= | st &0 /3 dUtth 134 Ho] 2|9 g3l A MQTT AJH|A
/\u Ej A3 0] k2t Windows == Lmuxoﬂ IBM WebSphere MQ Telemetry 412 AF-8-3}o] IBM WebSphere

= Ax]oba PSS, Bo] AN E|o] TAE A9 AE ol =2l o4 MQTTV3Samp1eE A8y}
A-IZ]E BHoI5HAI A 2.,

o2 AN
1. ZHo|AE HS A4 4= U= MOTT AHE A=Al 2.
AH+= MQTT version 3.1 EZE A Yafjof gy} IBM o] =& MQTT AH+= IBM WebSphere MQ &
IBM MessageSightE 2 &3ttt 130 #0] 2|2 TMOTT A{H A|&5t7]s o] W& FRSHIAI L.
2. 34: MQTT A H & 7314l A 2.
-+ IBM WebSphere MQol|Al+= th3 Bl A3 5 5tU-E ehEsto] 7 #e|AHE A5l s deiwH E g
(MOXR) AH|AE /g sljoF gt
- 134 10| 2| o] g gayol| A MQTT AH|A FA4
- 136 Ho]A|2] FIBM WebSphere MQ Explorer2 MOTT AJH]A FAl
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https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.dev.doc/q028880_.html
https://mqtt.org/
https://www.eclipse.org/paho
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811

« 718 A ollA= AH A E 3E5HIA 2. Really Small Message Broker2] 7490l 714 @77t 22
SHA] 945U th Really Small Message Broker2 ZrZ5HI A 2.,

3. et WA 5l M2M 22to] I E o g T2 2 ESEA MQTT SDKE A4 5H Al 2.
A m2 82 EAokA] o th2 =gt 0t S H X 7|9k opH "y}
a. ZHHd HA]Y 2 M2M SEjo|AE WS TR 2 ESHYA| 2.
b. SDKE A& Z2H & Z/dsta Al 2.
g Z6 e o] 52 MQTTE AAQ S £-= JlEUTh o] E2H ] FE &= of7]o|X sdkroot= FxHYth
c. 45H 2ot wAY YU M2M Zeto]AE o 0t A= E sdkroot = BA|HA| 2. o] |7 & F5l
sdkroot\SDKOA AlZtE] = Tl g 2] Eglrt 24 gyt
4. Java 7H 71 (JDK) B 6°0]/d= AR5t Al 2.
Java 9 for AndroidS (Z) 7HE5} Q22 2 IDK 2 Oracleol 4] toF gttt IDKE Java SE Th2- 2 E9]
A 7HA & 4 JAEYT
5. Java & -S-8=Z 2 1 30] tfj3ff 5t o]/ MQTT Sete|AES Hutd st AaYsti Al .
+ 13 Ho]R| o] P30l A] Paho 1S =150 Zint 5l A3y,
+ 14 9o]A]9] [Eclipse®] 2E MQTT Zeto|AE ME Java Y AnpUat A3y
« 17 1°]A ] TFAndroid °l|A] Java§ MOTT 20| AE AJAs5}7] g
thS-3 22 MQTT 2o A E A Java o] SDKoJ| £&E o] Ql&yth
MQTTV3Sample
ESH o] ME-2 IBM WebSphere MQ2}F 37 Z3HE of 9o
com.ibm.micro.client.mgttv3.jar 7] Ao HA Y}
Sample
Sample = Paho #7]A]o] 912H org.eclipse.paho.client.mgttv3 37| x]of cist FIAUY
T}, o]+= MQTTV3Sampled} H|&5l0] Z2ke] MQTT 24|7F ke g wi7hA] o 7@ o},
SampleAsyncllait
SampleAsyncWait org.eclipse.paho.client.mqttv3 m7]#]of Y&U T} o)== H| 57
MQTT APIE AU o] = 2|7t ¢gE wi7hx] bh& A8 EE5 7oyt 7] & 28| 5= MQTT
ZA7F HRE7|E 7| = A EolA 7|2k wi7kA] & A e 8 4 JASH T
SampleAsyncCallBack
SampleAsyncCallBack org.eclipse.paho.client.mgttv3 m7]#|of &L o] &= H|E
7] MQTT APIE & &34t} H]'57| API= MQTT7} &2 X 2| & e¢h5d wi7hA] 7|ohe] 2] ¢Eal o Z2}7
ol o 2 FoRiyrtt o EajA|o| 2 thE BlATE AL £35 & o2 o|HIEZ} X 2| & 9 sl =25}
718 718Ut MOTTE A 2| & &5 ujj o|Hl E dd S of E2jA|o] dof| AIAF YT} o]HIE 15
MQTT QIEjH|o] A= Androide] AH|A R 5 2 e)n] B 9 7]} o|HIE L5 2 A|A|ol 2
2yt
o & =01, mgttExerciser A Eo] AH|A 9 &F 227 2dlS AHE-5to] MQTTE Androidol] 5
o= S HAA Q.

mqttExerciser
mgttExerciser £ Android2] AZ =2 a3tk o]l =2 a3 e th2 A Yk A8 2 o]o
ojel =& Aot 17 #|o]x]9] TAndroid oA Java-& MQTT Z2t0|AE AlZs5t7]y o HES
FEs A 2.
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https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=d5bedadd-e46f-4c97-af89-22d65ffee070
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.ibm.com/software/integration/wmq/index.html
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Javadoc I Z AR E ALEAIA| 2. 14 W] X 9] TEclipse?] & MQTT Z2}o|AE A= Java W 7} x
Ay o] 15 Hjo|z|9] I3y TAE FERAI L. e BHtY FAY L M2M Zto| A E o]
SDK\clients\java\doc\javadoc ] Ee] o] = html THL A A 2.

HAHO|A Paho ME =3 ZHmi 91 A3

3ol A Paho A Z off Z2]#|o] A Sample. java 2 HuAst AP Al 2. AZ-2 MQTT SDKof| <5
th AZ2 org.eclipse.paho.client.mqttv3 7] 2] 2] MQTT Paho 22}0] E gto] B 2ig| & A}-8-5}o]
dedyn o] ME2 MQTT 232 2 5215 BolFYh 53 g Egof 3l F 72| tF& Paho ME
S FYSH A o2 dlesty AdPE 4 Qe o] 52 MQTT 2ho| B3 & v 5 7|4 o2 S &5t gy
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AMESE7| Toff
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SDK Z2}o|d E AZ METHA e SDK\clients\java\samplesolA] Sample.javas HutYst A5
SHIA| 2. Java I =+ SDK\clients\java\samples\org\eclipse\paho\sample\mgttv3app Tl
Ego] AFY

1. Sefo]QE AE Y2 Eelo|A] A2 ES A4 stel Zutsta Aee B

ol

oA Sample & A 3Y3}4IAl

@echo on

setlocal

set classpath=

set JAVADIR=C:\Program Files\IBM\Java70\bin

"9%JAVADIR%\javac"

-cp ..\org.eclipse.paho.client.mgttv3.jar .\org\eclipse\paho\sample\mgttv3app\Sample.java
start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b localhost -p 1883

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b localhost -p 1883
pause
endlocal
12l 5 Sample. java ZTHY 5l Al
2. 23YES AYSHAI 2.

k)

1}

Connected to tcp://localhost:1883 with client ID SampleJavaV3_subscribe
Subscribing to topic "Sample/#" qos 2

Press <Enter> to exit

Time: 2012-11-09 17:23:22.718 Topic: Sample/Java/v3 Message: Message
from blocking MQTTv3 Java client sample QoS: 2

2l 6. MQTTV3Sample +SXt
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Connecting to tcp://localhost:1883 with client ID SampleJavaV3_publish

Connected
Publishing at: 2012-11-09 17:22:07.734 to topic "Sample/Java/v3" qos 2
Disconnected
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SampleAsyncWait2 org.eclipse.paho.client.mgttv3 m7|A|o] JFUT}. o]= H|57] MQTT
APIZ AFERHUT) o] %317} 928 n7hx] ChE 23| =2 7| UL, 7|2 sl = MOTT 2207} 22
5)7]2 7|thel s AdSolA 713t uj7hA] ChE 2l ayet 2 Qg

SampleAsyncCallBack
SampleAsyncCallBack2 org.eclipse.paho.client.mgttv3 7] X]of| Ql&UTh o]= H]E7]
MQTT APIE @39t th H] 57| API= MQTT7 25 # 25 €5 g wi7hx] 7|H2|#] il o & Ao d o
£ ZoRiyth o EejAlo) 2 T Bl AT E A& £33 & T3 o[ HIET} X2 & HOH L3575 71t
E"fl"—} MQTTE X 2|8 53 uj ofHlE &7 S o Z2|A o] Mol AIAZHYTE. o|HIE F5 MQTT QI E|H|0]

+ Android®] AH]A gl 25 “EJEH“‘ ks ‘% 7]€} oJHIE %5 29 A Aol A &stct.

01] £o0], mqttExerciser A Zo] AH|A 4 Z5 m 2 Ty 2ElS AFE-Slo] MQTTE Androidoll 53t
S HF S HAIA| Q.

[El

H57] 452 MQTT o} E2j7o] o] MQTT Seto| A E S 7|chel Bk Apakshi AlZhe Fol: Wig 1
Futh Brtel 87014 $Y4S L efee] £9S Selelw 78 AdsolA gsks 528 AASH: Aol
Fagyck

w%lﬁ%MmﬁgaqwszMEﬂmaﬂﬂigiga = 7h gl g HojF it

SampleAsynchWait & (=) MQTT 7} HIEQ A A5 2t
2. SampleAsyncCallBack2 MQTT Z&to|AET} 24 &2t Atds PX] e e )
JavaScript H]o] |7} e}z ol 4] MOTT Zelo|AE S S &6t= 42 271 = @3}, JavaScript H]0]
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Eclipse®A] MQTT Java A=, Sample™ MQTTV3Sample & ZutY st A3Y5H4A Al 2. SampleS
sdkroot\SDK\clients\java\samples\org\eclipse\paho\sample\mqgttv3app SDK Zelo]dE
A B Eglof 9l MQTTV3Sample. javas sdkroot\SDK\clients\java\sampleseol Q&UTh
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T2 A|X

1. Eclipse IDE for Java DevelopersE TH-Z ESHI A 2.
2. Eclipseo|A MQTT Samples 2= Java TR2AEZS AT A 2.

a) 4 > M2 A4 > Java TEAHE S HEHSHIL MQTT SamplesE UZSHIAI L. tha-& SEHHAI L.

IREZH SHRE v i 24l 2ol iA] BI85k A 2.ISE = ¥ 1.5 o] golofo} FUT.
b) Java 7 Foll M 7} 22 B YA 5 FUsAA L.

=2 =2 7
c) MQTT Java SDK ZH| & A3t ] Eg| & o] 551 A 2. sdkroot\SDK\clients\java\samples
Zrig Huetn el > theg > HEE 2SI
d) Java A7 FollA 2tolB2 2 > oJ% Jar 75 2 w Ae.
e) MQTT Java SDK E0 & AX|3 HH B2 2 o] 554 ‘Alz sdkroot\SDK\clients\java ZCH S &
3 org.eclipse.paho.client.mgttv3.jar 2 com.ibm.micro.client.mqttv3.jar ot
S AHsHAI 2. E7] > A8 E S AI L.
MQTTV3Sample.java A& com.ibm.micro.client.mgttv3.jarol 3 E 1l paho TR E
Ego = MEL2 org.eclipse.paho.client.mqttv3.jarol] FIFHYrch 7|& MQTT o =27
o|Xo] H7 glo] A& Wrw v AL =2 com.ibm.micro.client.mqttv3.jar 7} E-gEYch
MQTT Samples ZE=AHEZ} T &1 AR FU7} AL AT @ 7= FA|EA] 5
t2 Package Explorer 532 == ¥ = A
LT com.ibm.msg.android.ClientConnections
=R MQ‘IT Samples

- % {default package)
T MQTTV3Sample.java
- org.eclipse.paho.sample.mgttv3app
& Sample.java
+ SampleAsyncCallBack.java
#-[J] SampleAsyncWait.java
+-B, JRE System Library [JavaSE-1.7]
-2 Referenced Libraries
14 org.eclipse.paho.client.mgttv3.jar - C:\MQTT\Install\mgxr\SDK\clients\java
#-fd com.ibm.micro.client.mgttv3.jar - C:\MQTT\Install\mgxr\SDK\clients\java

721 8. Javad MQTT 2210|YHE TZ2NE
3. 34: MQTT Zeto| A E JavadocS A A|5HI Al 2.
MQTT Ze}o|dE X% AL Java B 7= ZH T8 MQTT 222 Ayshct,
a) Java T2 A Eo||A] 5f7]#] &M 7] > F=z 5 glo]HaE] E A9,
org.eclipse.paho.client.mgttv3.jar> E4S 0L E
b) £4 yls]Alo]E]o| A Javadoc XS S5t 2.

c) Javadoc ¢ %] H|o] ] o] A Javadoc URL > oK 7] = =27 SpK\clients\java\doc\javadoc
=y 8012 20 A Q.

d) F2A8 AF5 > A S A 2.
TAE B7] Qs Bete A& debes A A7 ZAE YT
e) com.ibm.micro.client.mgttv3.jar TtPof sl o] ZZA|XE HHESH] A 2.
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https://www.eclipse.org/downloads/packages/eclipse-ide-java-developers/junosr1

b) Java Application > M| & ZH S 0 A @ 2& 27 F 25111 o] 2 SampleSubscriberS Y35}
*]A]SL
o) A+ HE 25t T2 QLS AT T A &S S L.
-a subscribe -b localhost -p 1883
d) -a subscribe Wi7j¥H 42 AJ2k5to] SamplePublisher 742 25 ubA et ThA| S REE51A] A
Q.
5. 2217t Hukel e = mattv3app . Sample +5AS A4 Al L.
a) AsY > 3 AP S A 2.
b) SampleSubscriber >8PS FEHA L.
& H7)E oA 152 S ES 7 ThE Y T

Connected to tcp://localhost:1883 with client ID SampleJavaV3_subscribe
Subscribing to topic "Sample/#" qgos 2
Press <Enter> to exit

>
fo

c) SamplePublisher > A3 S =24
& 2715 A . I A dshe EaEol EAIE Y
Connecting to tcp://localhost:1883 with client ID SampleJavaV3_publish

Connected
Publishing at: 2012-11-09 14:09:29.859 to topic "Sample/Java/v3" qos 2

Disconnected

d) 2 W& T5A 2H2 WAL,

Time: 2012-11-09 14:09:30.593 Topic: Sample/Java/v3 Message: Message from blocking
MQTTv3 Java client sample QoS: 2

6. &41: MQTTV3Sampleol thst izt gl jr=2t AHELY 43S Aot Al L.
a) MQTTV3Sample SeAE nfeA L EZE G2 ZE st A =3 > /4 AP S S5 A| 2.
b) Java Application > M| & ZHA] S 0 A @ & b2 g Z 25131 o] 2 MQTTV3SampleSubscribers

OlEﬂo}AlA]SL
0 A4 W FYsto] LRI A4S YT T HES SYSHAIL.

-a subscribe -b localhost -p 1883
d) -a subscribe o7 4Z A2kslo] MQTTV3SamplePublisher A4S AHAd5Hs npx| et oA S
ESAA 2.,
7. A A7} Flutet e = MQTTV3Sample 5AHS A a5l Al 2.,
2) A > 74 AL FASAA .
b) MQTTV3SampleSubscriber > 23S
24 8712 oA L. FEAT} B
Connected to tcp://localhost:1883

Subscribing to topic "MQTTV3Sample/#" qos 2
Press <Enter> to exit

c) MQTTV3SamplePublisher > A3 2 F2 A 2.
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&€ 2715 oA AL AAsks e S 24U 4 sy

Connected to tcp://localhost:1883
Publishing to topic "MQTTV3Sample/Java/v3" qos 2
Disconnected

d) 2& H7|& 152 2E£2 WgsHiAl L.

Z& Agotolze = Tolyct
TEA7LRYR SAEYH
MQTTV3Sample/Java/v3

Message: Message from MQTTv3 Java client
QoS: 2

Android 0| Java2 MQTT 2:2}0|AHE A|ZEHs}7]

MQTT A#] e} HIA| ] & 1&5H= Androidol] thet MQTT Seto|AE A S Java Y &
IBM2] MQTT SDKojl A 220l E 2] Bafg] & ARG Euth A% 42 W EstAu
22ES 4 A5HH

Al Zfst7| FHo

- 2| QEE MOTT Zeto|lE SehE s} 22 MQTT Zeto|AE ZHEL 18M kel w44 8 M2M Zeto] 3l
£ 2 of th Al A8 2 7ARES] U188 AL,

- Zefol Qo AH] Atolo] akHo] 9l 79 MQTT E2h)S xtekshx) o] A5t AL,

. MQTT Zelo]AE MEZ 42 Ice Cream Sandwich(Android 4.0) ©]/feil A 258 th Android2] o] A=
eH2elo|q e 5 S Al

Ol EfA3 HH
Androido]] tigt MQTT Z2to] A E MEZ Java & "mqttExerciser"2tal Ut o] 4ojlA= MQTT SDKY]
Zeto|AE gto] B 2] & AEStH MQTT /‘1‘319} HA| A& ey,

214 ME WS Y3 2 Eclipse ©l A mgttExerciser.apk® WEWAY ZHlU #A]Y 2 M2M S2to]d
E UJH sdkroot\SDK\clients\android\samples\apks & E-l°1]/\1 mgttExerciser.apk U= A&

7ts5t APA Wl e E A olo A28t 4 94U Tk A S HlEsts Ao Al 27t Rl ests Ak e
v WA S for Andr0|d 0"01] ZEelEE 2% %L]r:}, o] L mupe uﬂ/\] 22 AFR A} Z}FA 9] QHol] I EHA]Z w)
ERLE
TZAX
Laaqﬂzﬁ%ﬁ§§¢ﬂfmmTﬁmeAaaﬂni

AH+= MQTT version 3.1 T2 EZ-Z x| Ysljof gt IBM o] 2= MQTT A1H+= IBM WebSphere MQ ¥

IBM MessageSightS 23 iME} 130 70| x|2] FMOTT M A|ZH3}17]y o) W8S AxatalA L.
2. AT EFE 7P A Q.

Java 7HEF 7] (IDK) B A 60| A2 A x]sHA A 2. Java 9 for AndroidS (2) 7istal Yoo & JDK &
Oracle©l| 4] 2FoF gt} JDK+= Java SE T2 Z Eoj| A 7}11]% £ A5yt

5t Eclipse i 4= D sttt o= Ecllpse 3.6.2(Helios) o]/}o]ojofF gttt Eclipse= AH& 52l
JDKOﬂ H3+5H= Java A 24 6 o] /o] glojoF gt} Eclipse Foundation©llA] o] =& A& 714 &
4 dFYrth

o]0 2 Android SDK7F ® 23U T}, o] = Android SDK 714 2712 £3) 74412 4= Y&t
3. muted oA B M2M Zetol Q1 B 2 The 22513 MQTT SDKE A xIah4iAl 2

A mz 882 EAokA] o th2 =gt oS H | 7|9k obH "yt

a. ZHFY HA]A 9 M2M Seto|AE B g the R EFAIA Q.
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https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.eclipse.org/
https://developer.android.com/sdk/index.html
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere

b. SDKE A& Zt| & Aot Al 2.
g Frjo] o] S MQTTR A AT & QuUth o] Brje] B&& of7|oA sdkroot® FxEYT.
c. 454 2t A1 D M2M S2to]|AE H utd ARIZE sdkroot= B HA| L. o] 4| 7]E F3l
sdkroot\SDKOA A|ZtE]= t E 2] Eg|7| 2" Ut
4. A for Android mqttExerciser A1 & = 2 ESHA A 2.
Eclipse ¥ Android =75 F-/d5}3L MQTT SDKOllA mqttExerciser Z2AE S 7} QbA I ESHAAI Q.
Fa: A5 FH ol & 5t = 427F o™ MQTT SDKE]

sdleroot\SDK\c11ents\and101d\samples\apks EZ o) mgttExerciser.apk L2 A& =
AFH Wl T A= ol e Al 4 94T

a) JDK2] JREE A}8319 Eclipse 7Heh 8H48 Al 2SI Al 2.
eclipse -vm "JRE path"
sho] AA|sHAl 2.
EAE Y 7|2 7 E 7*26}’8/\12.

JojoF g, o] API gHlojA = Z2HEES ]

b) Android SDKOJ|A] Bl 7] x| o} ZHE M E
Google o|A HHsH= ZSHE 2 1f7] |
API &=

}\]-

=
0

16 ©

o

Z11: SDK Z3HE #*¥-2 Androi
nel 4 glevh

c) Android 7HgF =T(ADT) Z2] 121 Eclipse©l Z7}5H A 2.

d) ME mgttExerciser Y ZEHE S EclipseE 74 2HA 275 745 Al 2.

i) sdkroot\SDK\clients\android\samples\mqttExerciser’ 22 MQTT SDKOoJ|A| AZE 4
ZTZAEE 71X AA L.
AR B0 thol e @ Rr YAE YT ths 2 TAloA HE @ FE AT YT
i) org.eclipse.paho.client.mqttv3.jar 2tc]E2}2]ZS Android Z 2 E 9] libs Z o] EA}
SHAA| L. mOﬂ% =0}, Windowsol| A= sdkroot\SDK\clients\java &5 oflo
AU o 22 o] dFYth 5 EAF HEirgS 5008 & &S SEsHAl L.
i) ZT2AE Z com.ibm.msg.androidE oA R E& ok 2 ZElstal 28514 Al 2. Android
T ...> A ol Bajg 7t ... gto]dlA &S ol FoJst & MR & SESHIA 2.
iv) ZZ2AE Z com.ibm.msg.androidE A LEX 22 F 5ty 2514 Al 2. Android
EF .. >EZZAE EN A
v) g 7tol| =1 S A M AT A E AFshe 2F 84719 @ 77t Sl A-foll= Hupde &
o] 1.5 0|52 A4 =l o] 15T Android SDK B 160l A4= ZHutd 2| F4= 2#llo] 1.5 o] OPOIIOF <t
Yt} Jot e L 75 45t o O9AE EEsH Al 2.
a) Android SDK ¥ 3l Eclipse 22]191& &<l5}o] = 25t -2 Android SDK H{ % 172 Hd|o|E
SHAl 2.

b) com.ibm.msg.android JEX“E =z
S AdshiA L. Zutee) F4 20 S Selskn 1.6 040 2 MY Al $7he thl Wes)

AA L.

Z2AEZIHCE T AR P07 FAE AT 7= FAE A k5 Ut

5. Android tjH}o] A0l 4] MQTT S0 AE M E Java ¥ & A X|stal A|ZSH Al 2.
developer.android.com T|o]Z]2] 9§ Ay HX5I4HAILQ.
SUEC S Eclipse T2AEZ AH WU AL Ecllpseoﬂl\ﬂ NS }\];i'],f)é]_ 22 o)z},
of Z2]#Ao| A uj7] X (APK) oY mqttExerciser.apk”} 3 , Android Debug Bridge(ADB) A1 %] &
g2 AH8-5to] Eclipse 9]0l o] & A& 4 &Yt o] “é‘%‘%A K o}d o] 2| & A2 AFEE YT A
AHEE ME PSS AHE 59 4F o] AA=
sdkroot\SDK\clients\android\samples\apks\mqttExerciser.apk¥yrct.

6. for Android mqttExerciser A2 S AF25to] ETo] A, 1= Ol WY Al 2.,

ot

]H—ﬂ

rlr
-10

o
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https://developer.android.com/sdk/installing/adding-packages.html
https://developer.android.com/tools/sdk/eclipse-adt.html
https://developer.android.com/training/basics/firstapp/running-app.html
https://developer.android.com/tools/help/adb.html

a) Androido] th3 MOTT 22}o| A E ME Java US oJ A A 2.,
o] 42 Android TlH}o] Ao A G},
% marT

b) MOTT A{H{of] AASH Al 2.

) + $5E Fsto] A MOTT AZS oA 2.

f‘,;:, Mew Connec.. CONMECT ADVANCED

Client ID

Server
Port

Clean
Session

i) SeolAE D BEC] 143 DS YL, 7] YL LY 4 9o sthejol & 4k A4
Uk,
i) A B MQTT Afe 9] 1P

f‘,;:, Mew Connec.. CONMECT ADVAMCED

Client ID Buzz

Server 9146.175.231

1883

Port

o]  th-2ol " F" HIA A7 HERE YT

2170 35
@& marT '
Buzz }
Connected to 9.146.175.231

0 EHS PESA L.

) A2 AR E SHsH AL,

=
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onnection Details

HISTORY SUBSCRIBE PUBLISH

Client: Buzz created
Client Connected

i) 75 22 2eoly B BA S st L.
E‘,;:, Connection De... SUBSCRIBE

HISTORY SUBSCRIBE PUBLISH

Topic Moonshot

E',;:, Connection Details

HISTORY SUBSCRIBE PUBLISH

Client: Buzz created
Client Connected

Subscribed to topic: Moonshot

onnection Det...  PUBLISH

HISTORY SUBSCRIBE PUBLISH

i Moanshat

opic
Message Been there, done that
Qos &0 1 2
Retained

5 7He] BIAIA] Z, Y T E e gro) 7k
Ch. (-8 D) ot 2 97 el B2 ol AlL.)

20 ZHIY HA|H 1 M2M

e

SHIAl 2. HIA A S Y

=]
=

o

SHlALL.



HISTORY SUBECRIBE PUBLISH

Client: Buzz created
Client Connected
Subscribed to topic: Moonshot

Published Message: Been there, done
that 1o topic: Moonshot

Received message Been there, done
that

Topic: Moons ot

e) 2To|AEQJARIA AA

tlo

Lo
==

il

AL

) 25 weje] mr ool 2 2esa A . H
Androidol] tigt MQTT S2to]AE A E Java -2 A2 B7] &5 MQTT A2 AlR-A ol 7}

k.

f',;:, Connection Details

HISTORY Disconnect

Client: Buzz created
Client Connected
Subscribed to topic: Moonshot

Published Message: Been there, done
that to topic: Moonshaot

Received message Been there, done
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!‘,;:, Connection Details

HISTORY SUBSCRIBE PUBLISH

Client: Buzz created
Client Connected
Disconnected by user
f) o] 2 225t MQTT S2to|AE A Z Java Y AlQ] HE 02 EEol7h4 Al 2.

& maTT .

Buzz >
Disconnected from 9.146.175.231

£ F2sto] 4| MOTT 2ol A= AE Java A ML AFBHAAL L.
+ 70| #71 FetolAES Fsto] thAl AATAA 2.

sho] A3 %Ol B L}Oﬂ OV\' A2, MQTT 2THo| A E AlE Java W& Zro A 2. of
o

AME QS YESII O™, MQTT ghol Bl g & S&oto] HA|A & ?2_}3 + UiHe] Android 4 71 FH| 7L
= AEUT mgttExerciser?] SaA0A Android S REH T ¢ AU AES %‘%o}i‘%“ﬂ
mattExerciser Z2AEQ] com.ibm.msg.android E’l com.ibm.msg.android.service ol =
2 20l th3ll Javadoc S AYAITHA Al 2.

ZHE HE

ADTZ Eclipse®] ZZ A E 72

JavaScriptE MQTT H|A|E S2[0|AE A|E57]

HAY Zeto]AE ME & o] A& EAISHAL o] & H|o]Z]oj|A] P A5}= AH-& ZrobE O 24 JavaScript&
MQTT WA A Zeto]AEE A& 4= Ql&UTh To display this home page, you configure an MQTT server to
accept connections from the MQTT M| A% Z2}o| A E A E JavaScript | °] A], then you type the URL that
you have configured on the server into a web browser. JavaScript-& MQTT H|A| g S2to] A E7} t]Hfo] 0]
A 25 0 2 A ZE L HA] Y Z2to]AE ME 5 o] x| 7F EAE Yt o] Hloj Aol FE e, =29y QI
E|H|o| A £ A, Sr5A], 718 583 F EHoj tigt F 27} sy

AI Zsto| Mo

T A8 9] 79 L HRE Mo M ALESHE 79 vIA % Setol e AE F wlo]A] o) RepS uRAY & 3
SIS AT+ SIS HE S olA A B A AESI AL S BE Ei Gy £ AT 2

27} WA ] sy,

JavaScript& MQTT HA| ] Zeto]|AEE x| U5t MQTT A 7F Z 23ttt o] AH+= MQTT WebSockets
V3.1 Z2EZ-E x|Yslof gyt IBM MessageSight, IBM WebSphere MQ Version 7.5.0, Fix Pack 1 ©|/ ¥
Zof| A= WebSocketsoll A MQTT protocol £ A Ygych 130 H| o] R 8] FMQTT AW AZ&st7]) & F=x5H4

Al 2. IBM WebSphere MQ 90¥ #& 7S AX|sta™ 132 #|o]x|e] %] FIBM WebSphere MQJ 2]
U8 ZxshAl 2.

WebSocket protocol-2 |0l A =] 5 Uth Zeto] AE L A Ato]of ’&l o] Q)= 72 WebSockets E

=2 2jckota] ohex) BlskAl Al e, 0|9k fAFsHA, Behe-A] 7} o}F] WebSocket protocol_[_% A l5kA] =
A910]A4 22| AE A F Ho] oA ABHE sHeA EE 20| E SLRE S ALET 4+ AU,

=

22 2HIY HA| Y M2M


https://developer.android.com/tools/projects/projects-eclipse.html

23 o] %] 2] & 10] 24 ¥zio] BlAEE 0] B4l Setol e} #7 A 4 Y= HAIE Beke7}
Lredslo] gl& Uk

H 1. JavaScript& MQTT HIA|E S2t0|AEL} SHH AHEY = UL E X|{E= HEteK

Android i0S Linux Windows

Firefox for Android 19.0 | Safari 6.0 ©]4}+ Firefox 6.0 o|4} Firefox 6.0 o|4}
o)Ak Chrome 14.0 o]4} Chrome 14.0 o]4F Chrome 14.0 o]+
Chrome for Android

25.0 o]}

O| EjA3 MH

o] EjAT9] ©Al= tiFE MQTT AW & 43 5h= DA A Yt JavaScript8: HIAI7 So] A Eof 425}
™ WebSocket protocolS A|¥5l= Bl & Assh7|gr 51H Hu o).

IBM WebSphere MQ2] ¢ A= x9S ZH4 510 IBM WebSphere MQ Telemetry= A}Ro}— SAE 35t
AA| Q. ILE 18830]|4] A e 7]E MQTT WebSockets A'doll AT A 2. HA|A S2to]AE AE & H|o] X
URL-2 IBM WebSphere MQOHH http://hostname:1883 YUYt}

IBM MessageSightol|Al+= o] E2lo|AAE A et & AAotal A4S SUSt=E HA|Y slEE e &
MQTT WebSockets Q& ZJIEE 2T A L.

TZAA
1. 2okl A% % MoM 2ol QIE WS ke 2 e sk BetolIE A AAT 4 U MOTT Au 2 st
AAQ.

9 mo]z]e] MQTT Zeto|AE AZ57]y o] e FRIIAIL.
2. JavaScript& MQTT WA Sato] A E ME HTML H|o] x| o] A AAL 4915 EE MQTT A H S A5
Al
+ IBM WebSphere MQ:
- MQTTell thall 14 © IBM WebSphere MQ 7 2] 217} o] 9l 72, Al Aojo] Z2 e 28 ¥ 7
5}o] MQTTSRF HTTPE 2% 2| Y54 A| 2. ALTER CHANNEL®] U828 ZR35HIA| 2.

H
- IBM WebSphere MQ T B A= 245k A= MQTT WebSockets QIEZ QI E & LA W 2
A F ShE RS Al 2.

- 134 1|o] 2| 9] T%Eéﬁgﬂ]’\i MOTT AH|A /gy

- 136 #|o]X|2] TIBM WebSphere MO ExplorerZ MOTT AJH|A A
3. HHlo| A0j A ¢ Hete2] 5 oA 2.
4. HA Zeto]AE ME & o|o] 2] 9] URLS st Al 2.

+ IBM WebSphere MQ@llA4+= http://hostname:1883 Y1t}

+ IBM MessageSight2] 74-% URL®] http://hostname:portdUth
o]7] Al hostnameS IBM MessageSight o] Z&}o]d Ao A Z2lo|AEE AZAT At ZIEZ LAJSH
o|5jyl 4712] DNS ©] & E& IP F4:0|3l porte= Seto|AEL & xQ
SdYh

w414 SetoldE AE & o] %7k A Yt

1 E3] RFC 6455 (WebSocket) &2 A ¥51A] @=Lt
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https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.ref.adm.doc/q085170_.html

messaging

o Limlity Refersnce Tulonas Liseful Links

Welcome to the IBM messaging utility sample, This sample s provided to help you explore, understand and utilize the Javascript libraries for Mobile and M2M Messaging
with WebSphera MQ). Here we provide the information you need o get started creating your own maobile messaging applications. This utility includes links ta the IBM
messaging community, which contains a seres of artickes to help you create your own apps as well as a web clent tutorlal so you can get hands on quickly and see
messaging code in action. Then once you have explored the tutorial, have a look at the TBM WebSphere web dlient wtility itself, which will help you test your own
messaging applications. This sample is provided in good faith and AS-15.

PN i Wieb Messaging Utllty

. Toolks to try out Web Messaging

a4

m Application Programming Interface documentation j;;gsﬂm

] c

MOServer API Documentation

r Getting started Wieh Mescaging Tutorial

. - To get started, try our Web Messaqging tutorial

E Uoeful ks 1BM Messaging Community
WehSphera MO InfoCenter

22l 9. JavaScript& MQTT HIA|E 22I0|HE ME = 1|0 X|

2ot

WebSocketse] MQTT 2 -& L35 U T

JavaScript-& MOTT HAlY SEto]AE o] ME & Ho|x|o| A W HAA FLelEl S S sto] mA|Y Setold
E APIQ] o] 7|52 A|F 32 o EAAI Q. ol & W 7 T Atol| A5t AR E 55 & R HA|X]E HY
A5y A “ﬂ A7 sH& A E 22510 JavaScript APIS] MQTT WA Seo|AEE SE35H= < ”ﬂol Z]

3 XP**OP% S e = sy

2 ond

112 #lo]z]9] [JavaScript-& MQTT HA| 4 Seto]AEL} I A

116 H|o]A]2] [JavaScriptol| Al MIAIAY WS Z= T2 sh= Ry

2 A3

74 H|o]A]2] FSSLS &3] JavaScript% MOTT WAl Seto]AE E’l WebSockets €2

SSLY! WebSocket protocolE AF&-31= JavaScript-& MQTT WA %] Z2to] A E A Z HTML H| o] A & A}-&-5}o]
{l o} Z 2] #| o] A& IBM WebSphere MQ ©f] QFA5HA] AZATHI A L.

C2 MQTT 22I0|HE A|Zts17]
CAAS ATAS 4 9 BE ZHZo| A ME C] MQTT Seto|dES Alzteta Aaet 4

A .MQTT
A B 2 IBM MessageSight === IBM WebSphere MQE AH8-51o] Cofl thall AHE MQTT Zeto|AEE 164,@4
UA=A] FRISH Al 2.

- Setolol=ok Aju] Abolo] Waku o] 9l 79 MQTT Eelm)-& Ahekstx] o] FelstilAl e,
A5 C§ MOTT F2jo]el=0} 3 MOTT Fefolol = e 1om 2ulel o473 9 M2m kol

o o gt A| AR @ TAFRHY] W8-S FEHIAL,

24 oY WA G M2M


https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811

O| A3 XMH
o] EjATE 435} =Y T Microsoft Visual Studio 20109 A Windows2] 2= C-& MOTT Z&}o|dE
£ ZAn}d st A3Y5HA Al 2. Microsoft Visual Studio 20102 B3 o Aol A 2e}o]AE S An}dst= g%
AU B3 ATHEES £510] T2 ZA;Z oA S-S Hupdsta AP Al L.
OT2AXN
1. SEo|AE AES AZT 5 U= MQTT A HE AEsH A 2,
AH = MQTT version 3.1 Z2EZF3 x| YaljoF Yt IBM o] =& MQTT A|H+= IBM WebSphere MQ &
IBM MessageSightS Z3Fghch 130 m|o]A]2] TMQTT AW A|Z5H7]s o] W8S HRFH4A| L.
2. 1= Z0] ZeiZof|A ¢ 7t TS A A|FHI Al L.
o] EYojA] ofjA|of] 42+ Make T2ttt -2 =5 thAfo 2 Shct,

. mFor i0S, on Apple Mac with OS X 10.8.2 with the iOS development tools from Xcode.

o WEUITEREN | inux<] -2 Red Hat® Enterprise Linux B 6.22] gcc B4 4.4.6.
glibc C 2lolE2i2]o] A Y= X4 gL 2.120] 1 Linux 72 XY= X4 ¥ 2.6.320 4t}
. TRV crosoft Windows 2] 74-¢ Visual Studio ¥# 10.0.
3. 2o HAIY 5l M2M S2to] I E o 3 TR 2 ESEIL MQTT SDKE A A|5H Al 2.
Az T2 EASHA] o o2 E5F oS HX| 7|9t ofH Hy
a. ZHHY WA 8l M2M S| U E S T2 2 ESH A2,
b. SDKE A& Z26 & 2/dsta Al 2.
g 269 o] 52 MQTTE AW = lEFUH o] Z26 9] FE& of7]o|A sdkroot= FE2HYth
c. 45 ZHIY HAIY U M2M Zeto]AE B 0t A2 E sdkroot = BX|HA| 2. o] BX]7]| & F5l
sdkToot\SDKOIA A|ZtE] =t 28] Egl7t 2/ dEHu T,
4. 5A:29 #lo]x]9] TCE& MQTT Z2to|AE gtojHeg| Hty o IAE 35t 2.
2o HAIY 2 M2M Zeto]AE Hof| o/ Z2E 2] C Setol|AE 2to|Bajg|7F 2EE 7] &2 7o q
o] A E st 2.
5. MQTT 22to]AE AEZ cl (MQTTV3Sample.c) & ZutU st A3Y5HA Al 2.
- R 3of|A] 25 H|o] 2| 9] g soll A MOTT Seto|AE M-S C A Aupdst sl o HAIE 3
SHIA L.

« IDEOA] 26 H|o]A]2] [Microsoft Visual Studio®] 4] MOTT E&}0]AE AZ C N Au}ds}ar Ay
o] AAIE £YSIHAI L.

2ol M MQTT S2t0|E ME C ¥ HIpYstn M
C

%230l 4 MQTT Sefolol = A4S
MQTT e Bl 75248 BelF U,

C 7N g4 A5 Al 2 (2l: Microsoft Visual Studio 2010).

O| EjAa MY

SDK Z2to|AE MEYH Eg](sdkroot\SDK\clients\c\samples)ol = CAHEZ(MQTTV3Sample)= #
oA star AP A 2.
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https://developer.apple.com/xcode/
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere

T2 AN
SetolQE A telEelolq ATYES A4l ZuAstn Mehdt ZYEe) A Sample & AL

S A3 E X Microsoft Visual Studio 201022 Y == Windows 32H|E ZaE
B3t sdkroot\SDK\clients\c\samples A/ BT Egjojx ATYEE Al

@echo off

setlocal

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86
cl /nologo /D "WIN32" /I "..\include" "MQTTV3Sample.c" /link /

nologo ..\windows_ia32\mqttv3c.lib

set path=%path%; ..\windows_ia32;

start "MQTT Subscriber" MQTTV3Sample -a subscribe -b localhost -p 1883
@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

MQTTV3Sample -b localhost -p 1883

pause

endlocal

21t
Aot A 2H S BE Fol 7I5gY .

Setting environment for using Microsoft Visual Studio 2008 xB86 tools.
MQTTV3Sample.c

Connected to tcp://localhost:1883

Publishing to topic "MQTTV3Sample/C/v3" gos 2

Disconnected .
Press any key to continue

T2l 70, Zlxte| £

Connected to tcp:-~localhost:1883
Subscribing to topic "MQTTU3Sample~H#H" qgo= 2

Topic: MQTTU3ISampleCruld
Eegsage: gessage from MQITv3d C client
o=

g 11, =X £

Microsoft Visual StudioOll A MQTT 22}0|HE ME c M HntUstn AlsH
Microsoft Visual Studio®| 4] MQTT Se}o|HE A E C M-S Aupdst At Al ZL2 utd HA|A 9
M2M Zefo|QIE Bo] QIguic o] AE L MOTT et 1l 55 HolgLct

MZEst7| Hof

o] Aol A= Microsoft Visual Studio 20102 AFE-3HU T} Windows % T2 Z gl Eoj| A T2 ¢ 7 &3S A}
835} 4= 9)& 1] tH(: Eclipse IDE for C/C++ Developers).

O] EjA3 ®MH
Microsoft Visual Studio 2010 AF85to] C A Z MQTTV3Sample & Ao}ty A5 Al 2.,
MQTTV3Sample.c+ SDK S2t0]AE AET] E“EEI(sdleroot\SDK\clients\c\sampleS)Oﬂ AEUH.

OZA|IXN
1. Microsoft Visual StudioE A|25H4A Al 2.
2. 7)% A8 ALgtol Al TRAES AYHIA L.
a) I > A2 2 > 7)E FEo A TEAEES Z5HA Q.
b) ZHdst T2 A E 9] 0.4 0 2 Visual C++Z AESFIA] 2.
c) = S5t L.
3. Z2AE 93] ¥ & 3bd ol M s S-S A SHA 2.
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https://www.eclipse.org/downloads/packages/eclipse-ide-cc-developers/junor

10.

. MQTTV3Sample £4] H|o]X]oj| 4] C/C++

a) Zrol R 71= 2235} sdkroot\SDK\clients\c\samples CJHE&] S ZFOHA| Q.
b) ZTEHE o] 22 MQTTV3SampleE A A5 Al L.
o) = st L.

(ERAE §§ B50)4 2& o FYAold ZRAES NS Q. FEES SYTAIL
B AR TR A 2.

7]E@2iMicrosoftVisualStudio‘: 22| & g3 O S 5 oAU ShEAlolA = HH
Sk EH AR Q.

O e EYTH HE @78 EAIoHA o A Ao it e S-S A8 HASHIA
a) Ei’“_‘E > MQTTV3Sample SZ A E > A B S 24X 0. YASE P &2 A0 A

H3t S Wes N HasMA L,
b) 84 &2 M8 A > Y72 81 & M
the 3t 22 B o)A Tl 1 1S 4
2% NAL,
a) MQTTV3Sample 55 7 & o] 2] Zoj] 1 HEX>C/CH+ > ABRS A A0
b) At 54 EZo|A 7t Zg fAEe S F3}
sdleroot\SDK\cl1ents\c\1nc1ude0ﬂ Z7}st
YA S 45 .
o) Q24 5 ol 27} ol elel clalERl S Felstel el B2
sdkroot\SDK\clients\c\windows_ia320°l 7}t Al 2.

0 37 54 B30l 4 BYWS sk 2. 27k g4 dlolE 4 F% Fol mattvic. 1ibE Y2
S F A YA Q.

. Z2 A EofA MQTTV3SSample.c &4 T -& A ASHI A 2.

a) 74 &A7] *ol| A MQTTV3sample > A4 11 ECE o A 2.
b) MQTTV3SSample.c > Z2H Eo| A|Q] & 0}A QE2Z T2 L2 HA|Q,

.MQTTV3Sample ZTR2HEZ W EIAA| Q.

a) 74 FH7]o A4 MQTTV3sample Z2HES nh A @ 22X k32 JE3t £ HES FYSHA .
2 glol dert Hsgynt
27§9) A ZRAHEZ F7}sto] MQTTV3Samples 754+ Bl 2a#t HlEtq) AR AR AYsii L.

L 1=}
YA gl P52 T2 A E = MQTTV3Samples 35t o] B o3t Y& Zatslof e}, 7 Z2AE
LuEs ghonl T8 Eakehn 9x) Rt

=—

a) £ FA7]o 4 &7 'MQTTV3Sample' > 371> M| TRAE S oA 2 B2 Thx 2 S5H4A
Q.

b) ol & B Eol SubscriberE AHHIA 2. Win32 2& o E2]Alo] A2 A E ez FAAI 2. &
S ZaAsHA L.

Win32 o Z2]Alo] A ubi Ab7F Al R Yt
c) Win32 ol Za]#A| o] M upH Alof| A] t}2-S S 5IAA| 2. Hlo] Q= TZAE > T E MEisIAA| Q.
d) O] %7:“ g ‘fl_}'—g'—o]—OZ] ]:IE]"—B‘(]D']Z]- EEZ‘I}E 7]_—8 }\]

0 TEA DIAES 094 9 BE 32 I F A BRAER HHE Yo,

&2 &M 7] Ao 28 H|o| x| 2] 18] 120 EA|H U}

s
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5 124 MQTTV3Sample
¢ MQTTV3Sample.c
- 24 Publisher
L1 Header Files
_d Resource Files
_d Source Files
- 21 Subscriber
L1 Header Files
_d Resource Files
_d Source Files

12l 12. MOTTV3Sample £&M
11. 754 54 w02 & T45HIAI 2.
a) %;Eéj EFA 7| o] A] Subscriber & 0}9-A @ 2% th2 2 Za5 A EA > T EA > EA > Oy
7
% A B o] FEA B4 Ho| Rl X| FAHIA L.
b) B3-S Z25II A 2. path=%path%; sdkroot\SDK\clients\c\windows_ia32% 3t & &
45 SstaAl .
AHEAF 2ol Bl sdkroot & W73 SHIAI 2.
c) ¥ 225t 5 $(TargetPath) S MQTTV3Sample 259 HZ 2 HILAIA Q.
oll: sdkroot\SDK\clients\c\samples\debug\MQTTV3Sample
AH&2L S0l 9HA| sdkroot & HIZSH Al 2.
d) ¥ 4 & 211 -a subscribe -b localhost -p 1883 & Yot ALS FE24A|L.

12, a3 54 o)A 2 PASHIALL.
9 &34 BA7] Yol 4 Z2AES FYsto] B4 wo|x| Z2AES HHT 4 Y&t

Aztol chall 54 Tl 2 wrE a4l 2.

a) &
M5 Q14 -b localhost -p 1883 Yuth
13. 4Pzt Y pE2L Z2AE S W Esh= e T2AAE FASHHA L.
a) Z2H E o] E4 mo|z|o|x 4 JEAE S & D E|A A3t o 1 Adol| A e 9l =)
of thol AES A HASHHA| 2. @7]5 St L.
14. BEES AYsHHAI L
a) F5& ZE/5to] L52E A& Al 2.

b) 24 GA7Jo) A BARE 92 2 2% GRE I 5 OHL> A A2EA AZS 2L

1=

o2

wreyx 9 =27} 93 ol ZHFUTh Visual StudioZt Wl 32 Bauith o Telo] BAE P54 Y
2B %, PEA S 2O,

Connected to tecp:s-slocalhost:1883

Suhgcrihing to topic "MQITU3Sample-H" qos 2

Topic: MQTTU3Sample~Cru3
Eegsage: gessage from MQITud C client
0%:
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C}20j| 2348 xHod

H
H| 5 7] Wiz} & L=212 Bl T ah 31 2854 A] 2. The examples are MQTTV3ASample. ¢ and
MQTTV3ASSample.cin sdkroot\SDK\clients\c\samples.

C2 MQTT 2:clo|E 2lo|Ha{z| e

2 UAIE $5to] C8 MQTT 20| QL= eholHefe) & WESHIA 9. o] Emolt th4o] S Fo] that 2
5}2) 91 33 29129} 08 B Windowsel A ko] efel & M E st el 4l7} Eahlo] Y&t

MZEsta| Hof

1. 23 oltt C Z2to|A E o] Be|g| & HEst Al . T EE ol Aot F50] A= 7
SDK\clients\c A EC]&E 2|9 SDK(Software Development Kit)ol] = AP R = Zelo]AE gto] B
2 E JAsHAl 2.

2. MQTT A H & F/dsto] MOTT S2lo|AE AE C o & U Edh= 2lo|Bajg| & HIAESHA] 2. 130 H|o]
A2l TMOTT A Al&tet7]y & ESHIAl 2. MOTT aa}o]"* E ME 9l F ohE Adsto] Ay A8
§,_']-o] o],/\l /\]2

3. SSL(Secure Sockets Layer)S A Y5}t C 2to]| B 2{2]o] Hot H{HS Y Est= 72 OpenSSL 2lo| B8 &
= afof gttt 43 Blo]A]2] TOpensSL#f7|A] M=y & x5 /\]g
Z A OpenSSL 7] %] 9] T2 & W 2{ &8l = GASH 7H4 7] 9 HEWZ| 44 2 & AA 2ol Al
d 270 AUt mj7| A& the 2 EgA] of g A7517] Hof gt & o] |5 Al 2.

O] Ej23 HH

43 of|o]z]9] IOpenSSL 37| 2] RIE) O] AJAJAFR ol w2} OpenSSL 2Ho] B2 2| & t2 2 Eskal - ESH4 Al
2. CE& MQTT Ze}o|IE glo|Beja] o] Het {5 Yl &5t W OpenSSLe ¥l =50k 3ty T MQTT 2ho] B2
2] o] Hoto] MAw]z] k2 M-S W =3} & OpenSSLo] 23514 k5 Ut TAlo=i0S X Windows-&
gto| B 2| & W E5t= oA 7} Z3hE] of &yt

2 E ZeiZo) C 7HE gto] B3 2] =79 MQTT SDK(Software Development Toolkit)E tH 2 =5}
MQTT Z2to| 1 E gto]Bajg] & YESHI A 2. Make Y& ZH/d5ko] tfif Z2E 0l thgh EPOI H2 s
5kof 30 o] 2] IMQTT th& ‘é%‘i*—oﬂ gt g4y o EA8tE ] e S FHSHAIL. EHE
H Make ot2 HE5HA A3shs DAl o2 219l sy

- EEERIN 3, sj0]7)9] Tios tiHfo] Aol A AFE3 Apple Mac®] C& MQTT Z2}o] A E 2fo|Ba]e] 1l

=
. BT 7 w0 %12 TwindowsollA] MOTT 2ko] B aje] Bl

E_&

u:°l

o2 AN
1.E 29 BRI €AY TS AA3H AL 2.
o] EgojlA ol Aol L}.2= Make T2 thg i} 22 =5t o = g
. mFor i0S, on Apple Mac with OS X 10.8.2 with the iOS development tools from Xcode.
. Linux94 73-%- Red Hat Enterprise Linux & 6.29] gcc H{# 4.4.6.
glibc C 2lolE2{2]o] A U&= X4 gL 2.120] 1 Linux 782 XY= X4 ¥l 2.6.329 4t}
- BT vicrosoft Windows 2] 74-% Visual Studio ®% 10.0.
2. 2ute] BA]A L M2M Seto| A E T S T} 2 T5HT MQTT SDKE A |54 Al 2.
M) 2 e EAEA o ches s sl e WX /]9 st Byt

a. Bupel oA 2 M2M Feto| e BS T 2SNl L,
b, SOKS A4 BU18 Ao 9.

MQTT &7 29


https://developer.apple.com/xcode/
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere

g Er9] o] 52 MQTTE XA T £ lHUT o] E6 9] 2= 7|04 sdkroot® FRHYT.
c. 4EH 2ot HA] A 2 M2M Seto]AE o 0} HEIZE sdkroot= x| QA 2. o] 7] & F3l
sdkroot\SDKOA AJ2HE] = oA E 2] Eg]7} 2yt
3. C& MQTT S}o|AE gtojHe|g]o] AA FEE HAHA| 2.
AAFE GE AL sdkroot\SDK\clients\c\source.zipYyth
4. FA: 0OpenSSLE R ESHI Al 2.
43 1[0 Z]9] TOpenSSL oj7]A| M E ) & FXSHIA| 2.
5. C& MQTT Zeto]AE glo|Beg| & M Eat Al 2.
glo|B 22| & Hltot= gy 4 FA410] 30 Hlo]x]e] IMQTT ofE SZaiZo| tistHle 34 o yEdY
o}

ok olAle) BAE Sastol i BB M ALEE C& MOTT Zefo]AIE eho] B 2|2 & M= sk Make
shel g sk AL 2.

« 32309 [0S tjHfo]AofA ALE-SF Apple Mace] C& MQTT Zelo|dE gtojHejzg] Hl=
« 37 30°]A 2] Twindows®|A MOTT gto]Hejg] Y=

MQTT L}tE EFof chist 2= M

th2 Elo] Eoll= et 2 Zoll A C& MQTT S0l E gho|Heje] & Y st Hupde] 2 e F4d0] U

gy},

E 2. MOTT CHE SEHE0f| thet 2= M
Ex
tr
a
Op
ti
on

Y= Compiler Compiler Options Linker Options s

ALX® -fPIC -0s -Wall W1, -G

-DREVERSED

Linux s390x -I MQTTCLIENT_DIR
-m

Linux gcc 64

x86-64

Linux -m

x86-32 32

-shared -W1l, -soname,

Linux ARM  |arm-1inux-gcc -fPIC -0s -Wall -I |libmqgttv3c.so

(glibc) MQTTCLIENT_DIR

UHUXARM arm-unknown-

(uclibc) 1inux

-uclibcgnueabi-
gcc
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H 2. MQTTCHE S Z0l| Chet LE SM (AL)
Ex
tr
a
Op
ti
on
Zg= Compilerxr Compiler Options Linker Options s
:“2d°W532 /nologo /machine:x86 /
= manifest
/D "WIN32" /D ke;ne132.1ib user32.1ib
" UNICODE" /D gdis2.lib .
"UNICODE" w1nsp901.1}b comdlg32.1ib
/D advapi32.1lib
cl " CRT SECURE NO WAR she1132.1ip ole32.1ib
NINGS™ - - oleaut32.1ib
/ uuid.lib odbc32.1ib
nologo /c /02 /w3 / |°dbecps2.lib
Fd /MD /TC ws2_32.11b /
implib:mgttv3c.1lib)
/pdb:mgttv3c.pdb) /
map:mqttv3c.map)
I0SARMv7 | gcc -arch armv7| pnse NAMED_SEMAPHO
i0S ARMV7s RES -DNOSIGPIPE
-DOPENSSL
-0s -Wall -fomit- -L/Applications/Xcode.app/
frame-pointer Contents/Developer/
-isysroot / Platforms/
gce -arch Applications/ iPhone0S.platform/
armv7s Xcode.app/\ Developer/SDKs/
Contents/Developer/ [ iPhone0S6.0.sdk/usr/1ib/
Platforms/\ system
iPhone0S.platform/
Developer/SDKs/\
iPhone0S6.0.sdk
10S -DUSE_NAMED_SEMAPHO
ARMi386

gcc -arch i386

RES -DNOSIGPIPE
-DOPENSSL

-0s -Wall -fomit-
frame-pointer
-isysroot /
Applications/
Xcode.app/\
Contents/Developer/
Platforms/\
iPhoneSimulator.pla
tform/
Developer/SDKs/
iPhoneSimulator6.0.
sdk

-L/Applications/Xcode.app/
Contents/Developer/
Platforms/
iPhoneSimulator.platform/
Developer/SDKs/
iPhoneSimulator6.0.sdk/usr
/1lib/system
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SINTENN oS C|uto| Aof| M AL E Apple Mac®] CE MQTT 2&l0|dE ar0| Ha{z| e
k3 A E 434310] i0S tHfo] Ao A AFESE 4= U= E Apple MacS] C& MQTT Z2to|AHE gto|Heg| & 1
ESHE Make T2 & 23311 2.

MZEsta| Hof

1. 0S X 10.8.2 o]A}o] Ax] & Apple MacollA & =12 A 2]5}1 Make T S 7)1 2 A 3P4 A 2.
2. make T2 13- E3}5}= Xcodeol Tt Y =12 AX| S A] 2. Xcodeoll Al Y T L& T2

SH Al L.
Ol EjA3 HH

ARMv7 IE= ARMv7s 2 A| A& A 8)5}+= iPhone©|} iPad, i386-64H] E ZZ A A oA A E]= iPhone A
Eo]E 9 C& MQTT Seto|dE E'}OIEH 2|5 2 =5}= Make T+ & 2H/J gt} i0S fjHlo| A BEES 2R
SHE Al 2.

&l: 36 Ho] x| 2] IMQTTios.mak Make o} L} of] A Make o} o] Y H Ut}

1. H5& BAlsto] mhdo] 2ojd oAl 2.

2.t Holl 2= 7t o] A5 ZAE o2 eIl 2. 34 Ho]A]9] I8y TAE XA L.
3. ZEA|A 9 35 #|o]x]9] 9y TAC] YLH FdS AHEsto] Aot L.

TIZANAN

1.i0S 7N =415 -2 E5lo] AX|SHIA| 2.

. o] Hdto] Yl AMSAHIDE 2R Al 2.

. AppleMac B{%10] 10.8.2 == o|AFQIA] ZRIGHI Al 2.

. 9l Abo] E Xcode & ©]55}to] Mac Y AE o]0l A Xcode & T EEGHAA| 2.

. Xcode, B3 274, AlETolEE AA|5HA Al 2.
Mac ] AEofof|A] of 2] Bz 9] Al &2 o] Bl & Al &5k 4 -foll= AMHEAL 9] T2 & A4 5}=i0S ¥
J}g%ﬂ = HAS Ao A L.

2. Make T2 MQTTios.makE A5 A 2.
TEZ ZE7h

O T o

o

# U =H2 x| ClHEZ|oAM MMELCH

# MQTTCLIENT_DIR= MQTT Z:2f0|HE AA IEE sty Qe 7|2 CIAEZE TJH2|HO0F BiCt.

# 7|2 MQTTCLIENT_DIRE #x{ C|2HEz|o|Ct,

# 7|2 TOOL_DIR2 /Applications/Xcode.app/Contents/Developer/Platforms QLIC}.

# sdkroot/sdk/clients/c/mqttv3c/srctl ACHEQI 7|2 OPENSSL_DIRZ sdkroot/opensslL|Ct.
# OPENSSL_DIRS OpenSSL WEZE Zshsi= 7|2 ClME2|E Jt2|3oF gL|Ct.

# OfH|: -f MQTTios.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mqttv3c/src all

3. MQTT &2 F29] 91X 8 HHFHA| 2.
MQTT &2 o7} 5 A& ol2l £ 2o A make Y- A #5H7LF MQTTCLIENT_DIR B3 uj7jHi4=
AASHAIA L.,

make -f makefile MQTTCLIENT_DIR=sdkroot/SDK/clients/c/mqttv3c/src
ohe 2 Make 5ol 271514 A 2.
ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = ${CURDIR?

endif
VPATH = ${MQTTCLIENT_DIR?

oAl = VPATH & tje E gl 2 AAEtt of 7] A make = HA|H o2 Al g%
o (oll: Y Eof ot BE §e o).

52
rlo
P~
>
H
ne
o
o
_P"
wk
°
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https://developer.apple.com/xcode/
https://en.wikipedia.org/wiki/List_of_iOS_devices
https://developer.apple.com/xcode/

4.

7.

&/: OpenSSL 2ol 2.2{2] o] 91X 5 AAsH Al 2.
o] g7l = ¢ eho] H2j o] that MOTT Zeto] I E o] SSL UL W e s}

MQTT SDKE &7 o OpenSSL 2to] B2 2|2] 7|2 H 2 E T 12
™ OPENSSL_DIRS &3 7L 2 A AT A 2.

o 28 g},
B2 AASIAA Q. 127 ko

rr

JE

ifndef OPENSSL_DIR
OPENSSL_DIR = ${MQTTCLIENT_DIR}/../../../../../openssl-1.0.1c
endif

€l: OpenSSL & EE OpenSSL A ETja E 8] & Z3lst= OpenSSL T Eg] Ut tja & 2] Ealo) 2
Q3HHI A9 Tl E )7t Qlo B & o] 5 HA JLoj|A] o] F3fof 3 & Ql&Utt

NS 7 elEe s AgstAle.

thE 1 A]ofl Xcode & A 23 7490l = H g 3ol A TOOL_DIRS A4 5Hd Al 2.

ifndef TOOL_DIR

TOOL_DIR = /Applications/Xcode.app/Contents/Developer/Platforms endif
IPHONE_SDK = iPhone0S.platform/Developer/SDKs/iPhone0S6.0.sdk
IPHONESIM_SDK = iPhoneSimulator.platform/Developer/SDKs/iPhoneSimulator6.0.sdk
SDK_ARM = $$TOOL_DIR%/${IPHONE_SDK?
SDK_i386 = ${TOOL_DIR%/${IPHONESIM_SDK?}

. ZFMQTT 2tolB3f3f & W ESt= o RS BE A4 wd S el 2. =3 =g MQTT 2ho] Hai g

o] o] = "l 9Jx] 5 HABIAA| L.
make TGl thg S F7keto] E MQTT &2 5t & UYA5HI A 2.

ALL_SOURCE_FILES = $iwildcard ${MQTTCLIENT_DIR}/*.c}

4225 3912 The source fles depend 0% 7] & 1l 57] ehol uefe) & W 5217 of ek eol uejelol

SsLo] Eate] x| of o] g 9l& .
ok & F st ol 27FAIAl 2 (2 =3 ol whet o). 3 2ol B2 7L darwin_x86_64 T2
E2)o] A 24 gy

« B7), B AAHA e

MQTTLIB = mqttv3c
SOURCE_FILES = ${ZE{-O}R $$MQTTCLIENT_DIR}/MQTTAsync.c $$MQTTCLIENT_DIR}/SSLSocket.c, $
SALL_SOURCE_FILES}?

MQTTLIB_DARWIN = darwin_x86_64/1ib$$MQTTLIB? .a

- 7], Bt A H:
MQTTLIB_S = mqttv3cs
SOURCE_FILES_S = $§ZE{-0t2 $$MOTTCLIENT_DIR}/MQTTAsync.c, $$ALL_SOURCE_FILES}}
MQTTLIB_DARWIN_S = darwin_x86_64/1ib$IMQTTLIB_S?.

. B, 5o A ke

MQTTLIB_A = mgttv3a
SOURCE_FILES_A = $ifilter-out ${MQTTCLIENT_DIR}/MQTTClient.c ${MQTTCLIENT_DIR}/
SSLSocket.c, $§ALL_SOURCE_FILES??

MQTTLIB_DARWIN_ A = darwin_x86_64/1ib$SMQTTLIB_A} .a

.+ H57] B AAE:
MQTTLIB_AS = mqttv3as

SOURCE_FILES_AS = $§ZE{-O}2 $$MOTTCLIENT_DIR}/MQTTClient.c, $§ALL_SOURCE_FILES}?
MQTTLIB_DARWIN AS = darwin_x86_64/1ib$SMQTTLIB_AS?.

Autde] 9 Hupde A4S GOt Al L.
ChFs ZfiZof thst MOTT Bl E M 0] BAH thE ZiZo thet 34 S XS Al L.
a) Gnu Z2AE C U C++(gcc) S ZAutL e 2 AAHTHIA 2.
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Al 744 T3k Aol el S Meksto] choFat ciuto] & B iPhone Al B2o] €] & efo]eje) 2 W c 3}
Q.

il

Al

CC = iPhone0S.platform/Developer/usr/bin/gcc
CC_armv7 = $$TOOL_DIR%/$iCC?* -arch armv7
CC_armv7s = $3TOOL_DIR}/$3CC? -arch armv7s
CC_i386 = $$TOOL_DIR}/$5CC? -arch 1386

b) Hbele] §4E 2715kl L.
CCFLAGS = -0s -Wall -fomit-frame-pointer
0 EF A2E F7leMALS.

CCFLAGS_SO_ARM = $$CCFLAGS} -isysroot $§SDK_ARM? -I${OPENSSL_DIR}/include -L$
{SDK_ARM%} /usr/lib/system

CCFLAGS_S0_1i386 = ${CCFLAGS} -isysroot ${SDK_i386% -I${OPENSSL_DIR}/include--L$
{SDK_1i386%/usr/lib/system

8. 1l tjAFS A olstAl A 2.
H: e S Foote 2 AS5H B2 © AR AlZsfiof T
a) all ti-2 g elsta Al 2.
||au|| EH/\].O E_E E',]—O]HE‘]EL]E H]E(])J—l,]]:]-.

all: $$MQTTLIB_DARWIN? $$MQTTLIB_DARWIN_A} $IMQTTLIB_DARWIN_AS? $$MQTTLIB_DARWIN_S?

o] & Aol &3t 7|2 th/do] Huct
a) 571, BF A E 7] &k2 gto]HB 2| libmqttv3c.as YWESIHAIL.

$SMQTTLIB_DARWIN?: $$SOURCE_FILES?
-mkdir darwin_x86_64
$$CC_armv7% $3CCFLAGS_SO_ARM? -c $§SOURCE_FILES?® -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.o0
rm *.0
$$CC_armv7s? $$CCFLAGS_SO _ARM? -c $§SOURCE_FILES? -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s *.o
rm *.0
$$CC_1386% $$CCFLAGS_SO_i3863% -c $§SOURCE_FILES?® -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_i386% -0 $@.i386 =*.0
rm *.0
lipo-&d $@.armv7 $@.armv7s $@.i386 -output $@

WL I *.0 - 7} 2o Hefelo] ojs) A E RE o HAE sl S AXFYch Lipo & Al e 2
o|Heleg BE shito] AT AAFUL,
b) B 571, 9k A el oL o] Hafe] 1ibmgttv3a.as WESHY

>~

|2.

${MQTTLIB_DARWIN_A%: ${SOURCE_FILES_A?

-mkdir darwin_x86_64

$$CC_armv7} $3CCFLAGS_SO_ARM% -c $$SOURCE_FILES_A% -DMQTT_ASYNC
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.o0

m *.0

$iCC_armv7st $$CCFLAGS_SO_ARM? -c $$SOURCE_FILES_A% -DMQTT_ASYNC
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s *.o0

Im *.0

$$CC_1386% $$CCFLAGS_SO_i3863% -c $§SOURCE_FILES A} -DMQTT_ASYNC
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_i386% -o $@.i386 *.0

m *.0

lipo-&4d $@.armv7 $@.armv7s $@.i386 -output $@

HEYE m *.0 2 Z2tojH o sl 2 H BE QHAE ntd-g A&t 1ipo & Al 719 2
olBgjg| & BT shite] mtd = AZAF Y}
c) 57], Ht AAE glo| B2l 1ibmgttv3cs.as WESIAAI Q.
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$$MQTTLIB_DARWIN S3¥: $$SOURCE_FILES_S%

-mkdir darwin_x86_64

$$CC_armv7% $3CCFLAGS_SO_ARM}* -c $$SOURCE_FILES_S%* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7 -1lssl -lcrypto -o
$@.armv7 *.0

rm *.0

$$CC_armv7s? $$CCFLAGS_SO_ARM? -c $$SOURCE_FILES_S} -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o
$@.armv7s *.0

rm *.0

$$CC_1386% $$CCFLAGS_SO_i3863% -c $§SOURCE_FILES S? -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE
. libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR%/i386 -1ssl -lcrypto -o
@.i386 *.o

m *.0
lipo-%M $@.armv7 $@.armv7s $@.i386 -output $@
FEE m x.0 27 2ho|Bajg]of tish A/ H e QL BAE npd 2 AU 1ipo & Al 712 2

s 5 ahiel A A

d) H]57], Bot A E glo]H2{g] 1ibmqttv3as.aS WESHAAI Q.

$$MQTTLIB_DARWIN_AS?: $ISOURCE_FILES_AS?

-mkdir darwin_x86_64

$$CC_armv7? $3CCFLAGS_SO_ARM? -c $$SOURCE_FILES_AS} -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR%/armv7 -1ssl -lcrypto -o
$@.armv7 *.0

Tm *.0

$$CC_armv7s?t $$CCFLAGS_SO_ARM% -c $$SOURCE_FILES_AS? -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o
$@.armv7s *.0

m *.0

$$CC_1i386% $$CCFLAGS_SO_i386% -c $$SOURCE_FILES_AS?* -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/i386 -1ssl -lcrypto -o
$@.1386 *.0

m *.0

lipo-&4d $@.armv7 $@.armv7s $@.i386 -output $@

HHE rm x.0 -2 7}t o] Baj 2o tis A E 2E @ HAE n}S AT} 1ipo & Al 719 gt
olHeje)g nE shtel U2 AF Yt
e) clean t/d= A olotd Al 2.

"clean" tl/d-> Make 3t o]l ofsl| A/d == 2 & utd B HH B2 & A AT

.PHONY:
clean:

-Irm
-Irm

st

i}

-f %x.obj
-f -r darwin_x86_64

9. Make T -& A Al 2.

make -f MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mqttv3c/src

21t

t}Su} -2 1}l o] sdkroot/sdk/clients/c/mgttv3c/src/darwin_x86_64 tjE Egjo| A 2 HY

=4
libmgttv3c.a.armv7
libmgttv3c.a.armv7s
libmgttv3c.a.i386
libmgttv3c.a
libmgttv3a.a.armv7
libmgttv3a.a.armv7s
libmgttv3a.a.i386
libmgttv3a.a

libmgttv3cs.a.armv7
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libmgttv3cs.a.armv7s
libmgttv3cs.a.i386
libmgttv3cs.a
libmgttv3as.a.armv7
libmgttv3as.a.armv7s
libmgttv3as.a.i386
libmgttv3as.a

MQTTios.mak Make It L}

# UE =2 Hx| ClHEZ|0M WHELCH

# MQTTCLIENT_DIR= MQTT Z2I0|HE AA FEE It Qe 7|2 CIAEEZ|E Jt2|H0F iCt.

J# 7|2 MQTTCLIENT_DIR= ¥x{ C|EEZ|O|Ct.

# 7|2 TOOL_DIRS /Applications/Xcode.app/Contents/Developer/Platforms {L|C}t.

# sdkroot/sdk/clients/c/mqttv3c/srcOl MTHEQl 7|2 OPENSSL_DIRZ sdkroot/opensslLICt.
J# OPENSSL_DIR2 OpenSSL YEE ZE3lst= 7|2 CIAEEZ|E 7t2|70F EL|ct.

# OfA: -f MQTTios.mak MQTTCLIENT_DIR=sdkroot/sdk/clients/c/mgttv3c/src all

ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = ${CURDIR}
endif
VPATH = $$MQTTCLIENT_DIR?
ifndef OPENSSL_DIR
OPENSSL_DIR = ${MQTTCLIENT_DIR}/../../../../../openssl-1.0.1c
endif
ALL_SOURCE_FILES = $fwildcard $SMQTTCLIENT_DIRZ/*.c?
ifndef TOOL_DIR
TOOL_DIR = /Applications/Xcode.app/Contents/Developer/Platforms endif
IPHONE_SDK = iPhone0S.platform/Developer/SDKs/iPhone0S6.0.sdk
IPHONESIM_SDK = iPhoneSimulator.platform/Developer/SDKs/iPhoneSimulator6.0.sdk
SDK_ARM = $$TOOL_DIR}/${IPHONE_SDK?
SDK_i386 = $$TOOL_DIR}/$$IPHONESIM_SDK?

MQTTLIB = mqttv3c

SOURCE_FILES = $§ZE{-O}R $$MQTTCLIENT_DIR}/MQTTAsync.c $SMQTTCLIENT_DIR?/SSLSocket.c, $
$ALL_SOURCE_FILES??

MQTTLIB_DARWIN = darwin_x86_64/1ib${MQTTLIB} .a

MQTTLIB_S = mqttv3cs

SOURCE_FILES_S = $$ZE{-O}R ${MQTTCLIENT_DIR}/MQTTAsync.c, $SALL_SOURCE_FILES??
MQTTLIB_DARWIN_S = darwin_x86_64/1ib${MQTTLIB_S?.

MQTTLIB_A = mgttv3a

SOURCE_FILES_A = $§{filter-out ${MQTTCLIENT_DIR}/MQTTClient.c ${MQTTCLIENT_DIR?/SSLSocket.c, $
$ALL_SOURCE_FILES??

MQTTLIB_DARWIN_A = darwin_x86_64/1ib$f{MQTTLIB_A? .a

MQTTLIB_AS = mqttv3as

SOURCE_FILES_AS = $$ZE{-0t®2 $fMQTTCLIENT_DIR?/MQTTClient.c, $$ALL_SOURCE_FILES%?
MQTTLIB_DARWIN_AS = darwin_x86_64/1ib${MQTTLIB_AS?.

# compiler

CC = iPhone0S.platform/Developer/usr/bin/gcc

CC_armv7 = $$TOOL_DIR%/$$CC* -arch armv?7

CC_armv7s = $3$TOOL_DIR%/$4CC% -arch armv7s

CC_i386 = $§{TOOL_DIR}/${CC? -arch i386

CCFLAGS = -0s -Wall -fomit-frame-pointer

CCFLAGS_SO_ARM = $$CCFLAGS? -isysroot $$SDK_ARM? -I$SOPENSSL_DIR}/include -L$$SDK_ARM?/usr/lib/
system

CCFLAGS_S0_1i386 = ${CCFLAGS?}? -isysroot ${SDK_i386% -I${OPENSSL_DIR}/include--L$
iSDK_1i386%/usr/lib/system

# targets
all: ${MQTTLIB_DARWIN} ${MQTTLIB_DARWIN_A} ${MQTTLIB_DARWIN_AS} ${MQTTLIB_DARWIN_S}%

$SMQTTLIB_DARWIN?: $3$SOURCE_FILES?
-mkdir darwin_x86_64
$$CC_armv7}t $3CCFLAGS_SO_ARM% -c $$SOURCE_FILES% -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 *.o0
Im *.0
$$CC_armv7s?t $$CCFLAGS_SO_ARM?* -c $$SOURCE_FILES% -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s *.o
Im *.0
$$CC_1i386% $3CCFLAGS_SO_i386% -c $$SOURCE_FILES?* -DUSE_NAMED_SEMAPHORES -DNOSIGPIPE
libtool -static -syslibroot ${SDK_i386% -o $@.i386 *.o
Im *.0
lipo-ZM4 $@.armv7 $@.armv7s $@.i386 -output $@

$$MQTTLIB_DARWIN_A3: $§SOURCE_FILES_A%

-mkdir darwin_x86_64
$35CC_armv7t $3CCFLAGS_SO_ARM® -c $§SOURCE_FILES_A? -DMQTT_ASYNC -DUSE_NAMED_SEMAPHORES
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-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7 =*.o0

m x.o

$$CC_armv7st $§CCFLAGS_SO_ARM? -c $§SOURCE_FILES_A} -DMQTT_ASYNC -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -o $@.armv7s =*.o0

m *.o

$$CC_1i386% $3$CCFLAGS_SO_i386% -c $$SOURCE_FILES_A% -DMQTT_ASYNC -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_i386% -o $@.i386 =*.o

rm *.0

lipo-%M $@.armv7 $@.armv7s $@.i386 -output $@

$$MQTTLIB_DARWIN_S?*: $$SOURCE_FILES_S%

-mkdir darwin_x86_64

$$CC_armv7t $3CCFLAGS_SO_ARM? -c $$SOURCE_FILES_S* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7 -1lssl -lcrypto -o $@.armv7 =*.o

rm *.0

$$CC_armv7s? $3CCFLAGS_SO_ARM?* -c $3$SOURCE_FILES_S%* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM% -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o $@.armv7s
*.0

m *.0

$$CC_1i386% $3$CCFLAGS_SO_i386% -c $$SOURCE_FILES_S* -DOPENSSL -DUSE_NAMED_SEMAPHORES
-DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM% -L${OPENSSL_DIR}/i386 -1lssl -lcrypto -o $@.i386 *.o

rm *.0

lipo-%M $@.armv7 $@.armv7s $@.i386 -output $@

$$MQTTLIB_DARWIN_AS?%: $$SOURCE_FILES_AS?

-mkdir darwin_x86_64

$$CC_armv7t $3CCFLAGS_SO_ARM? -c $$SOURCE_FILES_AS?* -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM} -L${OPENSSL_DIR}/armv7 -1lssl -lcrypto -o $@.armv7 =*.o

m *.0

$$CC_armv7s? $3CCFLAGS_SO_ARM}* -c $3$SOURCE_FILES_AS%* -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM% -L${OPENSSL_DIR}/armv7s -1ssl -lcrypto -o $@.armv7s
*.0

m *.0

$$CC_1i386% $3$CCFLAGS_SO_i386% -c $$SOURCE_FILES_AS?* -DMQTT_ASYNC -DOPENSSL
-DUSE_NAMED_SEMAPHORES -DNOSIGPIPE

libtool -static -syslibroot ${SDK_ARM% -L${OPENSSL_DIR}/i386 -1lssl -lcrypto -o $@.i386 *.o

m *.0

lipo-%M $@.armv7 $@.armv7s $@.i386 -output $@

.PHONY: 7H%%t
clean:
-rm -f x.o0bj
-rm -f -r darwin_x86_64

BT WindowsOl M MQTT 2to|Hia{a] wie
chg B2 4a5ko] Windows®] C& MQTT 22ko] A= 2ho] 2]2} & W =5} Make TS 243141 Al 2.

*|’“'5f7| Mol

1. 35t H9, Gnu o i3l ZHJH make L 53+ 7155 Make B A

.:L‘%* 2] ko™ Gnu & th 25t HESIHIAI L. Gnu A S F=x
Windows+ Windows©l] t3t Make 2] A x| 7}s HA-ES A|23hy ‘1}.

2. Make 3} of| Aol A A 2] AL 433}3:]”4 Windows-& Linux &= & 23t} Cygwindt 22 9 Ato]
Eof| A Windows ©| FHOP Linux 982 98 4 d5urth

ISCEPNE DR RPN
HIA 2. 9 Abo] £ Make for

- o mE d
) mlo

O

O| {23 HE
Windows 32H| Eof| X AF&E C& MQTT Z2to]| A E gto] B 22| & W E5}= Make Y& 2 Th
€l: 41 Hlo]x]2] FMQOTTwin.mak Make T U<y of AA Make o] At
1. 52 BAsto] ko] 2o{d oAl 2.
2. 1 Holl 2= 7 o] & ZAHE f o= Hgst Al 2. 40 Blo]x]9] 17y ©AE FRSHIA L.
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https://www.gnu.org/software/make/
https://gnuwin32.sourceforge.net/packages/make.htm
https://gnuwin32.sourceforge.net/packages/make.htm
https://www.cygwin.com/

3. Z2AM) a130] o] T9) GAlo] AE e ALgstel AshiiAle.,

OT2A|N
1. Make T+ MQTTwin.makE ZHJ5HA A 2.
TE227 =7}

# UE =2 dxf ClHEZ|oAM MMELCH

# MQTTCLIENT_DIR= MQTT Z:2I0|AE AA FEE Zolstn QUe 7|2 ClAMER|E Jt2|HOF $iCt.

# 7|2 MQTTCLIENT_DIRE @®x Cl2|Ez[0|C},

# 7|2 OPENSSL_DIRZ sdkroot\openSSLO|H sdkroot\sdk\clients\c\mgttv3c\srcOl ACHHRILIC},
J# OPENSSL_DIR2 OpenSSL YEE ZE3tst= 7|2 CIAEEZ|E 7t2|7H0oF ELCt.

# OfH: -f MQTTwin.mak MQTTCLIENT_DIR sdkroot/sdk/clients/c/mgttv3c/src

# HE SAS MHESIMAIR. O|E SH Ct3at ZE&LICt.

=2 =2 =
i 9%comspec%® /k " " C:\Program Files\Microsoft Visual Studio 9.0\VC\vcvarsall.bat" " x86
# set path= %path%; C:\Program Files\GnuWin32\bin;C:\cygwin\bin

2. MQTT 42 FE2] 91X 8 HYHIA 2.
MOTT &4 A7} S USH Ol E 2ol Al make oY A3 MOTTCLIENT_DIR Hyd i HSeE
MA A A Q.

make -f makefile MQTTCLIENT_DIR=sdkroot/SDK/clients/c/mgttv3c/sxc

thg W2 Make 5ol £7}5H41 41 2.

ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = $$CURDIR?}
endif
VPATH = ${MQTTCLIENT_DIR}
o A= VPATH & tl E 2| 2 A A3} o] 7] A make = PA| A 02 Al E| 7] 9k AA u}Y S 73
o} (o]: Y o] Q3 B & & o).
3. &41: OpenSSL 2he] B2{ 2] 9] 93] 5 A5 Al 2.
o] &A= C golE g gof tigt MQTT Sato| A E Q] SSL M & W Esh= o] E 3t}
MQTT SDKE &35 ] OpenSSL gtojEejgle] 7| 2 AR E FUSt B2 A A| . IHR] go
™ OPENSSL_DIRS I3l mj7fH$2 A AASHIA| 2.

ifndef OPENSSL_DIR
OPENSSL_DIR = ${MQTTCLIENT_DIRY/../../../../../openssl-1.0.1c

endif
€l: OpenSSL & EE OpenSSL A ETja E 8] & Z3lst= OpensSSL T Eg] Ut tja & 2] Ealo) 2
QstEl AL tEl g7 lo B 2 o] 5 "3 Foj|A o] Fslof & £k &yt
4.7} MQTT lo|Haja] & Moot o W et B E A utol S MEfstAl A Q. et Wl =3t MQTT 2to] H e g

o)

OIE U]74X]E Shs 0}}JA]51
make Tt ol T} & F7Feto] ZEMQTT AA U S YFsH4 Al 2.
ALL_SOURCE_FILES = ${wildcard $$MQTTCLIENT_DIR}/*.c}
A4 12 The source files depend 05 7] 4= H|57] gto|Bajg| & H & FQ17] o Fe} glo] Haj o]
SsLo] ZgE]E=7] of Hoj & &yt

}-8 3 = 5L} o] AFS 713 }‘Al/\]g(tﬂ T 5} | Abof| u}2t E]_E) 29 glo|Balg] W &4 Ao nlelo]
windows_ia32 T E o)A &4 %L]E}

+ T, B AAHEHA 2

MQTTLIB = mqgttv3c
MQTTDLL = windows 1a32/${MQTTLIB} .dll
SOURCE_FILES = ${ZE{-0}2 $$MQTTCLIENT_DIR}/MQTTAsync.c ${MQTTCLIENT_DIR}/SSLSocket.c, $
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SALL_SOURCE_FILES??
MANIFEST = mt -manifest ${MQTTDLL?.manifest -outputresource: $$MQTTDLL:\; 2

S R A R

MQTTLIB_S = mgttv3cs

MQTTDLL_S = windows 1a32/${MQTTLIB St .dll

SOURCE_FILES_S = $JZE{-0}2 $$MQTTCLIENT_DIR}/MQTTAsync.c, ${ALL_SOURCE_FILES?}?
MANIFEST_S = mt -manlfest $$MQTTDLL_S?*.manifest -outputresource: $SMQTTDLL_S?\; 2

+ H|E7], B AA A ¢2

MQTTLIB_A = mqttv3a

MQTTDLL_A = windows_ia32/${MQTTLIB_A} .d11

SOURCE_FILES_A = ${filter-out $${MQTTCLIENT_DIR}/MQTTClient.c $SMQTTCLIENT_DIR%/
SSLSocket.c, $$ALL_SOURCE_FILES%?

MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: $$MQTTDLL_S}\; 2

o H|%7| Hot AA =

=20
MQTTLIB_AS mgttv3as
MQTTDLL_AS = windows_ia32/${MQTTLIB_AS? .dl1l

SOURCE_FILES_AS = $JZE{-O}2 $$MQTTCLIENT_DIR}/MQTTClient.c, $$ALL_SOURCE_FILES}?
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: $$MQTTDLL_S}\; 2

5. Huotde] 9 Hupdd FHAS Aot Al L.
ChFet ZelZof tigk MOTT & Ao BAIE T2 S X0 ozt A4
a) Microsoft Visual C++2 Zu}d 2| 2 A4 A 2.

UZi'

234 2.

o

b) T ZE2AM FHES F7Iot Al 2.
CPPFLAGS = /D "WIN32" /D "_UNICODE" /D "UNICODE" /D "_CRT_SECURE_NO_WARNINGS"
o) Hutde] FHE 76t Al L.
CFLAGS = /nologo /c /02 /W3 /Fd /MD /TC
d) & F 25 F7IHAl L.
INC = /I $$MQTTCLIENT_DIR% /I $$MQTTCLIENT_DIR%/..
e) 4 BotglojBfE] & M=k A 9oll& Ze|Z 2 MM S-S F7HeH Al 2.
CPPFLAGS_S = $$CPPFLAGS* /D "OPENSSL"
f) &A: B¢k glo|Bejg] & W Edt= Z-9-oll= OpenSSL 3l &) ot -& 715 Al 2.
INC_S = $$INC% /I $$OPENSSL_DIR?}/inc32/

gl: 35 o} -2 $S0PENSSL_DIR}/inc32/opensslol QA9 ssl.h oY "openssl/ssl.h"}
A 2= o] JEUT

6. WA 3 A &2 AN L.
a) Microsoft Visual C++& 7= AAsHI A 2.
= link
b) F7 A& F7IsH Al 2.
LINKFLAGS = /nologo /machine:x86 /manifest /dll

c) ZolE Y F=E FIIsHAl L.
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WINLIBS = kernel32.lib user32.lib gdi32.lib winspool.lib comdlg32.1lib\
advapi32.lib shell32.1ib ole32.1lib oleaut32.lib uuid.lib\
odbc32.1ib odbccp32.1ib ws2_32.1ib

d) 37 392U 2RI

IMP = /&=: $4@:.d11=.1ib?
LIBPDB = /pdb: $4@:.d1l=.pdb}
LQAP = /map: $i@:.d1ll=.map?

e) 3A4: Bot glo|H 2| & ¥ E5h= 7 2ol = OpenSSL 2to] B33 & 27151 Al 2.
WINLIBS_S = ${WINLIBS} crypt32.1lib ssleay32.lib libeay32.lib
f) 4 Hol glo]H2jg| & Y =dl= 9ol OpenSSL 2o B3 2] A2 E Z7I5H Al 2.

LIBPATH_S = /LIBPATH:${0PENSSL_DIR%/1lib

) A2 A Zsiof gk

all: $$MQTTDLL? ${MQTTDLL_A} ${MQTTDLL_AS} ${MQTTDLL_S}
b) 571, EQF A E]A] kL glo] B mqttv3c.dl1E HESHIA L.

$SMQTTDLL?:: $$SOURCE_FILES}
-mkdir windows_ia32
-rm ${CURDIR}/MQTTAsync.obj
$$CC? $$CPPFLAGS? $$CFLAGS} $SINC} /Fo $$SOURCE_FILES}
$iLD? $SLINKFLAGS? $$IMP? $$LIBPDB} ${LIBMAP? ${WINLIBS} *.obj /out:${MQTTDLL?

$IMANIFEST}

-rm $$CURDIR}/MQTTAsync.obj HHEL oA thite] ths] 2HdE =E MQTTAsync . objS AHA]
ghUch MQTTAsync.obj@F MQTTClient.objE /S viEFA Iyt
c) H| 57, Bot dA = 7] ¢k glo| B2 mqttv3a.dllE LESHAHAI L.

$IMQTTDLL_A?}: $§SOURCE_FILES_A?
-mkdir windows_ia32
-rm ${CURDIR}/MQTTClient.obj
$4CCY $ICPPFLAGS} $§CFLAGS} $4INCY /Fo $$SOURCE_FILES_A}
%%LD} ${LINK§LAGS} $$IMP? ${LIBPDB} ${LIBMAP: $SWINLIBS} *.obj /out:$$MQTTDLL_A}
MANIFEST_A

-rm $$CURDIR}/MQTTClient.obj B E-2 olX th/dol chal 2H/dH ZE MQTTClient.objE A
ATt MQTTAsync. obj2 MQTTCLlient. objE A< vier ych.
H A

d) 57|, Bet A E glo] B2 g] mgttv3cs.d11E HWESHIAI Q.

$SMOTTDLL_S¥: $$SOURCE_FILES_S?

-mkdir windows_ia32

-rm ${CURDIR}/MQTTAsync.obj

$iCCE $SCPPFLAGS_S% $SCFLAGS? $$INC_S? /Fo ${SOURCE_FILES?

$$LD? $SLINKFLAGS? $$IMP? $$LIBPDB} ${LIBMAP? $$WINLIBS_S% ${LIBPATH_S% x.obj /out:$
$MQTTDLL_S?

$SMANIFEST_S?

-rm $$CURDIR}/MQTTAsync.obj HHE-2 o] thiol tisl 24 =E MQTTAsync.obj S AHA)|
gtk MQTTAsync.obj2F MQTTClient.obj= A4S HiEFA U Th,
e) H57], et A4 E glo|B2jg] mgttv3as.dllE LESAIA L.

$SMQTTDLL_AS?: $$SOURCE_FILES_AS?
-rm $ICURDIR}/MQTTClient.obj
$3CC} $ICPPFLAGS_S? ${CFLAGS} ${INC_S} /Fo $$SOURCE_FILES_AS?
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9.

Y
k=l

oo

$$LD? $SLINKFLAGS? $$IMP? ${LIBPDB? ${LIBMAP? $SWINLIBS_S? ${LIBPATH_S? *.obj /out:$
(MQTTDLL_AS?
$(MANIFEST_AS}

-rm $(CURDIR}/MQTTClient.obj HE 2L oA thAlof tf
A&tk MQTTAsync.obj2F MQTTClient.obj= A< HiELZ
f) clean T2 A oI5t Al 2.
"clean" thA}2 Make mh o]l oJ 3] A E = 2 & utd W A &g =S A A ch
.PHONY: 7H3gt
clean:

-rm -f *.o0bj
-rm -f -r windows_ia32

| ¥ &= MQTTClient.objE At
JYrt.

_I_l_. ol

. Windows 3 2& A%5to] Make ot S A4t Al 2
M9 AXFHES o B2 P LES MY L.,
a) Microsoft Visual Studio 73S AAsHI A 2.
%comspec¥% /k ""C:\Program Files\Microsoft Visual Studio 9.0\VC\vcvarsall.bat"" x86
b) make ZZ 13 L Linux Hd 7S Z3SIEE Path HE4E AASHIA L.
set path=%path%;C:\Program Files\GnulWin32\bin;C:\cygwin\bin
Make 3t A3 Al 2.
make -f MQTTwin.mak MQTTCLIENT_DIR=sdkroot/SDK/clients/c/mgttv3c/src
o uke) T8 7|5 A BEe A7k ohlek el Al ofof o,
]

S} 72+ ko] sdkroot\SDK\clients\c\mgttv3c\src\windows_ia32 tj2 EgjojA 2 HU

mgttv3a.dll
mgttv3a.dll.manifest
mgttv3a.exp
mgttv3a.lib
mattv3a.map
mgttv3as.dll
mgttv3as.dll.manifest
mattv3as.exp
mgttv3as.lib
mgttv3as.map
mgttv3c.dll
mgttv3c.dll.manifest
mgttv3c.exp
mgttv3c.lib
mgttv3c.map
mgttv3cs.dll
mgttv3cs.dll.manifest
mgttv3cs.exp
mgttv3cs.lib
mqgttv3cs.map

MQTTwin.mak Make I} L}

e =HE2 olxf ClAE2(ofM MMEL|CH

MQTTCLIENT_DIR= MQTT Z2f0|HE AA IAEE ITostn Qe 7|2 ClAEZE JHE|HO0F $iCt.

7|2 MQTTCLIENT_DIRE= $#X{ Cl2Ez|o|Ct,

7|2 OPENSSL_DIR2 sdkroot\openSSLO|H sdkroot\sdk\clients\c\mgttv3c\srcOl ACHEQIL|C}.
OPENSSL_DIRZ OpenSSL WEZ Zdtste 7|2 ClaERE 7t2|AHob StLCt.

O™ : -f£f MQTTwin.mak MQTTCLIENT DIR=sdkroot/sdk/clients/c/mqttv3c/src

4dE sAs HFSHYAR. OE EH C31 &Lt

%comspec% /k " " C:\Program Files\Microsoft Visual Studio 9.0\VC\vcvarsall.bat" " x86
set path= ¥%path%; C:\Program Files\GnuWin32\bin;C:\cygwin\bin
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ifndef MQTTCLIENT_DIR
MQTTCLIENT_DIR = ${CURDIR?}
endif
VPATH = $$MQTTCLIENT_DIR?
ifndef OPENSSL_DIR
OPENSSL_DIR = $$MQTTCLIENT_DIR}/../../../../../openssl-1.0.1c
endif

ALL_SOURCE_FILES = $iwildcard $IMQTTCLIENT_DIR%}/*.c}

MQTTLIB = mqgttv3c

MQTTDLL = windows_ia32/$$MQTTLIB? .d11

SOURCE_FILES = $$ZE{-0}2 $$MOTTCLIENT_DIR}/MQTTAsync.c $$MOTTCLIENT_DIR}/SSLSocket.c, $
$ALL_SOURCE_FILES%?

MANIFEST = mt -manifest ${MQTTDLL}.manifest -outputresource: $$MQTTDLLE\; 2

MQTTLIB_S = mgttv3cs

MQTTDLL_S = windows_1ia32/$sMQTTLIB_S? .d1l

SOURCE_FILES_S = $JZE{-0}2 $$MOTTCLIENT_DIR}/MQTTAsync.c, ${ALL_SOURCE_FILES?}?
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: ${MQTTDLL_S%\; 2
MQTTLIB_A = mgttv3a

MOTTDLL_A = windows_1ia32/$3$MQTTLIB_A?* .dl1l

SOURCE_FILES_ A = $$filter-out $$MQTTCLIENT_DIR?*/MQTTClient.c $$MQTTCLIENT_DIR?}/SSLSocket.c, $
$ALL_SOURCE_FILES}?

MANIFEST_S = mt -manifest ${MQTTDLL_S?.manifest -outputresource: $${MQTTDLL_SZ?\; 2
MQTTLIB_AS = mqttv3as
MQTTDLL_AS = windows_ia32/$$MQTTLIB_AS? .d1l

SOURCE_FILES_AS = $$ZE{-0t2 $${MQTTCLIENT_DIR}/MQTTClient.c, $§ALL_SOURCE_FILES?}?
MANIFEST_S = mt -manifest $$MQTTDLL_S?.manifest -outputresource: $$MQTTDLL_S}\; 2

# compiler

CC =cl

CPPFLAGS = /D "WIN32" /D "_UNICODE" /D "UNICODE" /D "_CRT_SECURE_NO_WARNINGS"
CFLAGS = /nologo /c /02 /W3 /Fd /MD /TC

INC = /I $$MQTTCLIENT_DIR% /I ${MQTTCLIENT_DIR%/..

CPPFLAGS_S = $$CPPFLAGS?* /D "OPENSSL"

INC_S = $$INC} /I $$OPENSSL_DIR%/inc32/

# linker

LD = link

LINKFLAGS = /nologo /machine:x86 /manifest /dll

WINLIBS = kernel32.lib user32.lib gdi32.1lib winspool.lib comdlg32.1lib\
advapi32.1lib shell32.1ib ole32.1ib oleaut32.lib uuid.lib\
odbc32.1ib odbccp32.1ib ws2_32.1ib

IMP = /8t=: ${@:.d1l=.1lib}

LIBPDB = /pdb: $f@:.d11=.pdb}

LQAP = /map: ${@:.dll=.map?

WINLIBS_S = ${WINLIBS} crypt32.1lib ssleay32.lib libeay32.lib

LIBPATH_S = /LIBPATH:${0PENSSL_DIR?}/1lib

# targets
all: $$MQTTDLL} ${MQTTDLL_A} $$MQTTDLL_AS} $$MQTTDLL_S?

$SMQTTDLLE:: $$SOURCE_FILES}
-mkdir windows_ia32
-rm ${CURDIR}/MQTTAsync.obj
$iCCt $ICPPFLAGS} ${CFLAGS} ${INC} /Fo $$SOURCE_FILES}
%{LD} ${LINKFLAGS? $$IMP: $SLIBPDB} $$LIBMAP} $$WINLIBS} *.obj /out:$fMQTTDLL?
$MANIFEST#

$$MQTTDLL_A}: $$SOURCE_FILES A}
-mkdir windows_ia32
-rm $$CURDIR}/MQTTClient.obj
$$CC? $SCPPFLAGS? $3CFLAGS? $SINC} /Fo $$SOURCE_FILES_A%
é{LD} ${LINKFLAGS? $$IMP% $SLIBPDBY $$LIBMAP: $SWINLIBS} *.obj /out:$SMQTTDLL_A?
SMANIFEST_A?}

$SMQTTDLL_S?: $$SOURCE_FILES_S?

-mkdir windows_ia32

-rm ${CURDIR}/MQTTAsync.obj

$iCCE $SCPPFLAGS_S% $SCFLAGS? $$INC_S? /Fo ${SOURCE_FILES?

$SLD? $SLINKFLAGS? $$IMP? $$LIBPDB} ${LIBMAP? $SWINLIBS_S3% ${LIBPATH_S% x.obj /out:$
$MQTTDLL_S?

$$MANIFEST_S?

$$MQTTDLL_AS?: ${SOURCE_FILES_AS}

-rm $3CURDIR?/MQTTCIient.obj

$$CC? $$CPPFLAGS_S? ${CFLAGS} $$INC_S? /Fo $§SOURCE_FILES_AS?

$5LD? ${LINKFLAGS? $$IMP? $SLIBPDB} $3LIBMAP? $SWINLIBS_ST $SLIBPATH_S? %.obj /out:$
(MQTTDLL_AS?

$(MANIFEST_AS?
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.PHONY: 7HZR%t
clean:
-rm -f *.obj
-rm -f -r windows_ia32

OpenSSL nHaIxI wc

C, mgttv3cs ¥ mgttv3asol tigt Hot MQTT Salo| A E glo] B 2| &S Wl & 35l7] Hof OpenSSL 1 7] 11—3— |
E5t4d Ali o] I=oA=Ccg MQTT Z2to|AE 2o B a|g]e] Ht A} OpenSSL )ISA e =5 HE
st o P gk eto| B & Ay

MZsto| Mo

1. BREENIN 0 Make 1} AFE2}F o) 0562 AlgsHe tiA} Cluto] A2 9]at Ze]Utt. i0S9] o] d
HA £l A HAo] 22 o] AL&A} Heol7} e 4 e Uth

2. mwmows Make I} AFE2} A 2]+= 32H| E WindowsE €3

s

L

SIS[a

Ol EjA3 ®MH

OpenSSL 3|72 % "4 AxE Qo] & th Z Esto] 2|54 Al 2. OpenSSL Make B+ & AR&-AF 7 o] 5FaL
o 5ol EH?_P OpenSSL 2ol B3] 2] & ¥ =514l Al 2. Windows 2 Linux2] 7-%- Make= OpenSSL 7] 2+
2 e e Feghyct,

TZA|N
1. OpenSSL T|7] 2| & A X5 Al 2.
a) OpenSSLOf| 4] OpenSSL Ti7| A & th&Z E5}4] /\]2
vﬁﬁ : OpenSSL #7121 9] the 2= 9 A2l = QAT 714 7] 9 WHUZ] A4 D @ E 4 A glo]
A7 27401] A&yt W72 = E}TEC‘* A| o 5 % 27517 X*Oﬂ At 8l Ao 43P Al
b) =¥ utd AEXE sdkrootol a4 A| L.,
OpenSSL Ao E 9] f7-A llof| A X4l 37 2] 9] b2 2 E QX5 ZO A2, o] 3j7] A= tar A = AFH
= S tar. gzd Yo #7127 DA A 2439 2l Z1 opensslversion©] A/ HYth
(ell: openssl-1.0.1c). The examples refer to the path to the folder as %openss1% on Windows
and $openssl on i0OS; for example, on Windows, %openssl%is sdkroot\openssl-1.0.1c.

H: OpenSSL #i7| A & FE5to] 2/ == HHEY 2 & St 2. I+ 7] Aol =
opensslverswn 209 5 gHo] AF YT

Y] - Vindows |
24 Windows2] -2 perlg th2 2 E5lo] A x|5HA] 2. perl.orgS ZFZ5HIA Q.
of| Aol A= ActivePerl THEZ E 0| A] perlg T2 =841 T},
3. EECEE
+41:1059] 3¢ Al 7HA] 7 HE E 2| & Aol Al 2.
$ssarm7 = $openssl/arm?
$sslarm7s = $openssl/arm7s
$ss1i386 = $openssl/i386
i0S9] 73 --oll= Al 7HA] tH& st=gllo] 2l Foll thgk OpenSSL 3712 & & =alof ST,
4. OpenSSL Make ot S AJ/doto] ARG-ALe] stEQo] 9 -2 A Aol tigt OpenSSL # 7] A & M ESHIA| 2.
a) %openssl¥% E+= $openssl T E oA & H2S o] A A 2.
b) 23t mj7i¥H 4= Configure perl HH 2 APt 2.

MQTT 271 43


https://openssl.org
https://www.perl.org/
https://www.activestate.com/activeperl/downloads

perl Configure VC-WIN32 enable-capieng no-asm no-idea no-mdc2 no-rc5 --prefix=%openssl¥
ms\do_ms.bat

./Configure BSD-generic32 no-idea no-mdc2 no-rc5 --prefix=$openssl

5. B

i0S9] 749 A/ == OpenSSL Make 3+-2 thgat Apple HHlo] Aof BEA] AR-A}F 7 o] 5H A 2.,
a) WA El= Make T+ $openssl/Makefilel] A| 7FA] AHE-S A SHAIA] Q.

$openssl/Makefile_armv?7
$openssl/Makefile_armv7s
$openssl/Makefile_i386

b) Z}2ke] Make i} oll A "CC=gec" BH2-S HATHIAL 2.
CC=gee YR 628 T 1 F0]0] Q&L of

$openssl/Makefile_armv7

CC=/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/
Developer/usr/bin/gcc -arch armv?

$openssl/Makefile_armv7s

CC=/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/
Developer/usr/bin/gcc -axrch armv7s

$openssl/Makefile_i386

CC=/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/
Developer/usr/bin/gcc -arch 1386

c) Zt7te] Make ot oj|A] "CFLAG=. . ." HHZS HASIA A 2.
o] g 72 633 T+ 1 ol JFHTHEF S 913l 3712 o= FL25).

CFLAG= -DOPENSSL_THREADS -pthread -D_THREAD_SAFE
-D_REENTRANT -DDSO_DLFCN -DHAVE_DLFCN_H -DTERMIOS
-03 -fomit-frame-pointer -Wall

T A% SDK] 9171 Xcode A7) AgjAbato] we} chg Uitk SDKS] ¥4 S Make T2 & W =5}
A7) 2l ol whak g o,

iPhone A &2 °| €
iPhone Al &80 €] Make Y2 $openssl/Makefile_i3864Uth

rr

o
i

CFLAG= -isysroot /Applications/Xcode.app/Contents/Developer/Platforms/
iPhoneSimulator.platform/Developer/SDKs/iPhoneSimulator6.0.sdk
-DOPENSSL_THREADS -pthread -D_THREAD_SAFE

-D_REENTRANT -DDSO_DLFCN -DHAVE_DLFCN_H -DTERMIOS

-03 -fomit-frame-pointer -Wall

ioS
i0S Make o} 2 $openssl/Makefile_arm7 % $openssl/Makefile_arm7syuUct.

CFLAG= -isysroot /Applications/Xcode.app/Contents/Developer/Platforms/
iPhone0S.platform/Developer/SDKs/iPhone0S6.0. sdk

-DOPENSSL_THREADS -pthread -D_THREAD_SAFE

-D_REENTRANT -DDSO_DLFCN -DHAVE_DLFCN_H -DTERMIOS

-03 -fomit-frame-pointer -Wall

6. A3} Make 512 AR3h4I Al 2.
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nmake -clean
nmake -f ms\nt.mak
nmake -f ms\nt.mak install

. EEEN os:

make clean

make -f $openssl/Makefile_arm?7

mv $openssl/libcrypto.a $ssarm7/libcrypto.a
mv $openssl/libssl.a $ssarm7/libssl.a

make clean

make -f $openssl/Makefile_arm7s

mv $openssl/libcrypto.a $sslarm7s/libcrypto.a
mv $openssl/libssl.a $sslarm7s/libssl.a

make clean

make -f $openssl/Makefile_i386

mv $openssl/libcrypto.a $ss1i386/1libcrypto.a
mv $openssl/libssl.a $ss1i386/1ibssl.a

W o i C8 MQTT Setol91E 2ol Hefelo] uot Mzl sk o WRF oo st 36 2olue|

iOSOIAM C2 MQTT 220|AHE A|ZEs}7|

i0S o Z 2] A| o] S 714 °F MQTT Alwj et HIA| X & wetet= BFRioll thal <53t} i0S HHo] A(Z, iPhone
2} iPad)ol| Al AF&5F ™ MQTT SDK(Software Development Kit)2] YR 2 | 25 &= A A T E0jA] CJ‘l MOQTT

ZetolAE o] 227 & W EsoF gyt

MZEst2| Hof

1. i0S Dev AllE] o] 35131 i0Soll th§h of E ] Al o] A S 7ist= S ¢ syt
2. 0S X 10.8.2 o]4fo] A= Apple MacS & E 35} Xcode £ 7R 274 (IDE)S A Y5 A| 2

o
= o .
3. (A=A Windows TE= Linux©llA] C 7HE 742 FAISHI A2, MOTT i0S ¥ 7HEHsH7] A ofl Windows
TE= Linuxol| A MQTT ELEPO]O*—E— ME CAS EEsto] AdYstH 8yt £ MES L ESHA| EL A
I AAFTE AILEAA Q.

4. Col sl A1215] = MOTT o] = £} 25 MOTT Fofol 1= #9152 [8M 21l A1 o
M2M Feko| o1 ) of chot Al2e] 8 PARGe] 1§ FEIHAIAL L.

5. S2olUE5} A1 Aol Wakelo] 9)E % MOTT E8 AperslAl 7] SIS Al o,

0| EfA3 MK

ZZAA 0| M= thZ 3 22 DAl chish QFuighu o)

1. C& MQTT Se}o| A E gto] B 2| 2]et MQTT S22t A E A& & A+totar HEshH
2ol ol YotE Al L.
2. Apple Macol] i0S-& Xcode 7Hd 3+ S A x| 5HA A 2.,

3. Do the task 29 H|o]x]9] TC& MOQTT Z&}o]dE gto]BE3{al 1= to build the MQTT client for C
libraries for iOS devices.

m>~

#sfo] MQTTS] =

OEAN
1. 2TOIAE & AZL 4 A= MQTT AHE st Al 2.

AH = MQTT version 3.1 T2 EF2 x| slof guth IBM o] E MQTT AH+= IBM WebSphere MQ ¥
IBM MessageSightS Z3ghtt 130 B0 2|9 TMQTT A1H A|ZHs}7]) o] W8-S JZHIA Q.

o= b1

2. 2u}ed | A% Bl M2M Sefo]Ql= B & the 2 =513 MOTT SDKE A |5H Al 2.
43| m2ae EAfskA) o the 2t 52 W79 s U,
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https://developer.apple.com/devcenter/ios/index.action
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811

a. Zohel oA 2 Mo Zelol A= B e R =SS,
b. SDKE A& EE & /st Al 2.
g 269 o] = MQTTE AW = U o] Z6 9] FE& of7]o|X sdkroot= ZEHYth
 Qr2E mutel A% 9 M2M 2ol M mhel =S sdkroot® B4 A Q. o] Wx]7|2 Eaf
sdkroot\SDKO|A| AlZtE] = O 2] Eal7} 2 gyt
3. 54 MQTT Z2to|AE ME C A& &53to] MOTT APIOﬂ Qs of Syt
a) Windows == Linux©]] i3l 57| MQTT Z2to| A E AMZE C o Z&|A|o]d MQTTV3sample.c & HESH
A1, 24 501151 1CE MOTT SefOISIE AeioLs & AN 2.
b) MOTT version 3 AjHjol] 128 % Ajujol 4 E318 Uasln 7=at4l AL,
©) 42 TLE B MQTT APT 2418 917514 A|2. MOTT Z2ho| A1 2fo] 2o chat 22fo] A= APT 2
Aol tjgF W2LE MQTT Zeto|dE Z2 ey Hxs FxshAlL.
7] A58 A75jo] MOTT £51& W3l o 55150 MOTT Z2fo| =2 2ol Al5he ol o
o ot AN 2, 57] AB-L b)%57] BERTH etk o Hol MQTTE Z2 1eju3t Ho] gl 7
Q0= =7 MOTT Z2 18-S 2H5to MQTT =2 17y =l 2 APIof Ql<:sf 2] 4 A]g
d) Windows B+ Linux©l|A] C&] B]=7] MQTT 22}o|AE 2to|H2{g| & A 2. 29 Ho]X|9] T
MQTT Zefo|ol= aho]tefe] WE) o i8-8 FxsHIAlL.
e) 31%7] MOTT a—L-].o]o-] E /\‘gz l:ﬂ-é]-]jl]— FT=CH OH.Q_ =1} 1:3]_57_ Alaﬂg]_}]\:} ;\]3.
f) MQTT 220l IE HB 8]57] C ) 44 FEFMQTT HE BAIE AT5HIAI 2.
H]57] QlEjs|o) A8 AHgS o] HHFY Tlufo] A8 MQTT o e} 7o) 42 2hgsfol gtk ulE7] Qe
wo] 28 555H= 2 2 H WL S0l E00] 57] Qleim|o] 2ol 2 E PrT) Hel2] So]
S= 2
857 QE|Eo] Ak F 7hA] $:29] H] 57142 7HA 2L Y& Th
) 3 WA £FL MOTT ZefolAE 2o Beje) 7} Alule] was
< sAlske 2yt
i) = WA S22 Fefo| A E 2fo|Hele s} Aluo] AT 5
ohZ e o] o] TS shAFHE AUk,
4.i0S 7N £ o} 2 ©lo] Al x|SHA Al 2.
a. ¥e] Hsto] Q= AHEAHIDE 21235 Al 2.
b. AppleMac B %1 0] 10.8.2 =+ o|/FR1A] &I A 2.,
c. ¥ Aol E Xcode & 0] 5-5}0] Mac 9§ AE0]9|A Xcode & THEZESHI A 2.
d. Xcode EﬂE:] OH _9_]-7:] /\]EE‘"O] Eié A X]s].}\] A]i.
Mac 9 S EojolA] of2] 2] Al Belo| 8|S A 3ot Aol AL o] thFoR 1| 3k i0S 2
I S ehE] = B -E A Al 2.
5.10S9] C& MQTT Z2to]|AE gto| B2 & Y TSI Al 2. 29 H|0] 22| TCE MQTT Z2t0|AE 2to]H 2
g ey o Y&& FESHIAIL.

2 7|t = F<t ol & Aol of At

2l

nE

=S AlAskE

o

1. ELJE%JCO MQTT Z2to| A E 2ol H 2] & ERIsHAI A .

a. Xcode 7H& #7432 AH&-sto] H|-57] MQTT EE}_O]?-]_E AE C s Autdstal C& H ERF B 5 7] MQTT
Zeto| A E go| Eajgfof] FAstAA| 2.

b. Xcode 7H& 273 & AH&-5Ho] i0S HHEO| A0 A H] 5 7] MQTT S2t0|AE M E C W& A3 st /\]i -
/3 MQTT version 3 AHo]| &3 A4 A 2. 134 H|o| 2|9 HF °“°ﬂ’\‘] MOTT AH|A /4y 9
LH%—% FESHIA L.

2.i0S& MQTT Zto]AE C U2 25t Al 2. H]57] C ol g Alo] Aol thet 29 ol#| 7} =&o] & 4= 3

Lth The examples are MQTTV3ASample.c and MQTTV3ASSample.c in

sdkroot\SDK\clients\c\samples. A& O 2 MQTT &Y/ 7L5 AMES L35 ZAEE ARSI A 2.
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https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.ibm.com/docs/SS9D84_1.0.0/com.ibm.mm.tc.doc/tc00200_.htm
https://developer.apple.com/xcode/

o: A9 B} o] $9Y5He o] chs) Lobr 2w MQTT Zeho| A= HE C o) h#l WS HHelshy
A2 17 50| x|2] TAndroid oAl Java§ MQTT SetolLE Al&e7]) of (h&-2 HZsHiA 2.

MQTT Y ME m=H
MOTT W) A= ma Jajo] 282 2 o724l uc},

-q — false -a — publish
1 [ [ 1
—— MQTTV3Sample >
L -h J L -q— true J L -a — subscribe J

1
M MQTTV3SSample ——

2
M——— Sample ——

2
M SampleAsyncCallBack —

2
—— SampleAsyncWait —

I_ -t — default topic T J_ -m — default text T f_ j
L -t — topic name —J L -m — message text J t -s—0 j ]

-s—1

-s— 2

Y

r -b — default host name T f_ -p— 1883 j
M—— -b — host name —— L -p — port number J

“—— -b— IPaddress ———

»
»

A 4

3

>«
SSL parameters

Paho parameters

f_ -i — default client identifier T f_ -¢c — true T
L -i— client identifier —j L -c — false J

SSL parameters

L -k — keystore J L -w — keystore passphrase J L -r — truststore J

I—-V—O— I—falseT
L-v—:L—I—true—J -

A 4

»
»

»
»

»—rd

Zh:

11BM WebSphere MQ sample
2 Paho sample
3 Not MQTTV3Sample.
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~-h
o EgT YAES Assta FEFUL
-q
7|2 2EQ falseE AHE-SH= T4l A5 RES A4
-a publish|subscribe
7]+ 2%] 91 publishing thAl 22| & publish E=+ subscribe® A4 gyt

-t topic name
718 298 W5t AU 2551 ti4l topic nameS EeYEt AL =L 7| B EF 2 ot 25y

Sample/Java/v3

Sample/#
IBM WebSphere MQ A&

d}3
=2
MQTTV3Sample/Java/v3 = MQTTV3Sample/C/v3
=
MQTTV3Sample/#
-m message text
712 HAES £A15H= 4l message textE HadUct, 7|2 B AE = "Message from MQTTv3 C
client" &=+="Message from MQTTv3 Java client"¥uth
-s 0]1]2
7|2 AMH| 2 FZ(Q0S)Q] 25 AHE-dh= th4l QoSS A Fhct,
-b host name
7|2 S AE o|2o| dAst= thAl host name = IP F40] AAJUTH Paho A2 9] 7|2 S AE o] &
2 m2m.eclipse.org¥dytt. IBM WebSphere MQ Al Z2] Z-2-0ll= localhost Y YTt

-p port number
712 T EQ] 18833 AF&5t= Al port number REE AMERHU T

Paho D471t 4=

-i client identifier
Set the client identifierto client identifier. The default client identifier is
SampleJavaV3_"+action, where actionis publish or subscribe.

-c true|false
e A Zela s AA Ut 7| 232 trued UthF-50] A& EHA] &2)

SSL Oj7HH 4=

-k keystore
ZelolAE S Adst= 71Ql 7|7 XEHE 7] A H A0 HRE peystoreR AT e A=) AL A%
A+ PEM(Privacy-Enhanced Mail) T+ 1Yt} Java A Z 2] 2ol = Java 7] A4 (IKS)Y Yt}

-w keystore passphrase
Zeto|AEo) 7] A7 Aol tigt A A HeHE Fofdt= o] B3t H|UMS FE keystore
passphrase® A4t}
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-t truststore
2o AETF A2 5h= MOTT MH 9] 3-& 7|5 23bst= 7] Ao i J=5 ¢t ruststores 4 75t
AA L. 7] 4= PEM (Privacy-Enhanced Mail) &Y Ut} ¢ ME 9] ¢ A4+ PEM(Privacy-
Enhanced Mail) T+ A Y t}. Java HE2] 7--oll= Java 7] A4 (IKS) A Y .
-v O|false|1]|txue
2l FAHZ 1| trueE AAsto] AW JASAE 27U 7]2312 0] falsedUth AH ISAI7H &
QlE] 7] or&U ) SSL AL a4k oF S ahE LT
czZZ3o] 4201, Java Z2139] 2 true|false 34 AASIIAI 2.
e AT
11 #|o]#]2] [Java& MQTT Sfo|AE A|ZH6}17]y
MQTT AH 2 IBM MessageSight == IBM WebSphere MQE A}-&-510] Java A& o} Z2|#|o] A< MQTT 2zt
O|AEE AJZ}5lof Aldgttt The sample applications use a client library from the MQTT software
development toolkit (SDK) from IBM. SampleAsyncCallBack A Z of &2 #| 0] 42 Android & 7| €} o]l
T5 =G A Aol tish MOTT el E2j Ao & &H/dst7]| gt mddyt.
24 uﬂolxl-l rC-& MQTT Z2fo|dE /\17“5}7]41
CAAE AU 4 Y= 2E S FoIA AE CE& MOTT SEto|AEE A& sl A3 4 JEUTE M
AH] 2 IBM MessageSight === IBM WebSphere MQE- AHE-51o Cofl thall A= MQTT Zeto|AdEE A3)g 4
A=A ZRISH A 2.,
29 #|o] | 2] fce‘l MQTT Z2to]E gtojBajg] Y&
= BAE 435to] C& MQTT S2to|AE gho| Baj2| & W ESHYA| 2. o] EFof= th4=9] 2l Fof tigh 7
o 9 J 3 A21%]2Fi0S B Windowsol|A] 2ho] B2j 2] & d Eo}= | A7} 22| of QYT

MQTT Eot
MQTT Hetell & 1D, /1%, Ak Fojehe Al 7hA) 71 7Hde] Uy th D B £of Fol 1 Uk Rojd Jet
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- Linux

echo 'DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM
echo 'DISPLAY CHANNEL (SSL*) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM

* m

echo DISPLAY CHSTATUS(SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL(SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
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@echo off

setlocal

cd 9%jsamppath%

set classpath=

set JAVADIR=C:\Program Files\IBM\Java70\bin

cd %

"9%JAVADIR%\javac"

-cp ..\org.eclipse.paho.client.mgttv3.jar .\org\eclipse\paho\sample\mgttv3app\Sample.java
ping -n 2 127.0.0.1 > NUL 2>&1

start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportopt% -k
%cltjkskeystore®% -w %cltjkskeystorepass¥® -r %cltsrvijkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportopt¥ -k 9%cltjkskeystore9% -w
%cltjkskeystorepass¥% -r %cltsrvjkstruststore% -v true

pause
ping -n 2 127.0.0.1 > NUL 2>&1
start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mgttv3.jar

org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportreq% -k
%cltjkskeystore¥ -w %cltjkskeystorepass¥® -r %cltsrvijkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportreq¥% -k %cltjkskeystore% -w
%cltjkskeystorepass¥® -r %cltsrvijkstruststore¥ -v true

pause

endlocal

12l 14. ssjavaclient.bat

AZ 7]To] A3 AZAE AHE5to] MQTT <t Java Seto]AEE AP35 L.
cacerts.bat AIHEE AdYs}to] 2HJ3t Q15 7] o] A3 IS
AAL.

@echo off
setlocal
cd %jsamppath%
set classpath=
set JAVADIR=C:\Program Files\IBM\Java70\bin
cd %
"%JAVADIR%\javac"
-cp ..\org.eclipse.paho.client.mqttv3.jar .\org\eclipse\paho\sample\mgttv3app\Sample.java
ping -n 2 127.0.0.1 > NUL 2>&1
start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar
org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportopt% -k
%cltjkskeystore® -w %cltjkskeystorepass¥® -r %cltcajkstruststore¥ -v true
@rem Sleep for 2 seconds
ping -n 2 127.0.0.1 > NUL 2>&1

“WJAVADIR %\java" -cp .;..\org.eclipse.paho.client.mqttv3 jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportopt¥ -k 9%cltjkskeystore% -w
%cltjkskeystorepass¥® -r %cltcajkstruststore¥ -v true

pause

ping -n 2 127.0.0.1 > NUL 2>&1

start "Sample Subscriber" "%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3.jar

org.eclipse.paho.sample.mgttv3app.Sample -a subscribe -b %host% -p %sslportreq% -k
%cltjkskeystore® -w %cltjkskeystorepass¥® -r %cltcajkstruststore¥ -v true

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

"9%JAVADIR%\java" -cp .;..\org.eclipse.paho.client.mqttv3 jar
org.eclipse.paho.sample.mgttv3app.Sample -b %host% -p %sslportreq%® -k 9%cltjkskeystore9% -w
%cltjkskeystorepass¥% -r %cltcajkstruststore® -v true

pause

endlocal

&l 15. cajavaclient. bat
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@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath—mSDKRoot 6\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

olf
ot

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70

set keytool="%javapath%\jre\bin\keytool.exe"

set ikeyman="%javapath%\jre\bin\ikeyman.exe"

set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%passwordy

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%passwordy

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.
@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
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@xem
@rem
@xem
@xem
@rem
@xem
@xem
set
set
set
@rem
set
set
@rem
set
set
set

@xem
@xem
@rem
@xem
@xem
@rem
@xem
@xem
@rem
@xem
@xem
@rem
set
set
set
@xem
set
set
set
set
set

@xem
@xem
@rem
@xem
@xem
@rem
@xem
@xem
@rem
@xem
@xem
set

set

set

set

@xem
@xem
@rem
@xem
set
set
set
set
set
set
set
set
set
set
set
set

@xem
set
set
set
set

Alternatively, if you export a certificate signing request (CSR)
from the server keystore for the server key,

and import the signed certificate back into the same keystore,
it forms a certificate chain.

The certificate chain links the server certificate to the CA.
When you now export the server certificate,

the exported certificate includes the certificate chain.
srvalias=srvalias
srvdname="CN=mqttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
srvkeypass=%passwordy

server key stores
srvjkskeystore=%certpath%\srvkeystore. jks
srvjkskeystorepass=%passwordy

server certificates
srvcertreq=%certpath%\srvcertreq.csr
srvcertcasigned=%certpath%\srvcertcasigned.cer
srvcertselfsigned=%certpath®\srvcertselfsigned.cer

Set the client jks keystore and certificate parameters

Omit this step, unless you are authenticating clients.

The client keystore contains the key-pair for the client.

You must protect the client keystore.

If you then export the client certificate it is self-signed.
Alternatively, if you export a certificate signing request (CSR)
from the client keystore for the client key,

and import the signed certificate back into the same keystore,
it forms a certificate chain.

The certificate chain links the client certificate to the CA.
When you now export the client certificate,

the exported certificate includes the certificate chain.
cltalias=cltalias

cltdname="CN=mqttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
cltkeypass=%password¥

client key stores

cltjkskeystore=%certpath%\cltkeystore. jks
cltjkskeystorepass=%password¥
cltcertreq=%certpath%\cltcertreq.csr
cltcertcasigned=%certpath%\cltcacertsigned.cer
cltcertselfsigned=%certpath%\cltcertselfsigned.cer

Set the paths to the client truststores signed by CA and signed by server key.
You only need to define one of the trust stores.

A trust store holds certificates that you trust,

which are used to authenticate untrusted certificates.

In this example, when the client authenticates the MQTT server it connects to,
it authenticates the certificate it is sent by the server

with the certificates in its trust store.

For example, the MQTT server sends its server certificate,

and the client authenticates it with either the same server certificate

that you have stored in the cltsrvtruststore.jks trust store,

or against the CA certificate, if the server certificate is signed by the CA.
cltcajkstruststore=%certpath¥%\cltcatruststore. jks
cltcajkstruststorepass=%password¥
cltsrvijkstruststore=%certpath¥%\cltsrvtruststore. jks
cltsrvjkstruststorepass=%password¥

Set the paths to the client PKCS12 and PEM key and trust stores.
Omit this step, unless you are configuring a C or iOS client.
You only need to define either one of the trust stores for storing CA
or server signed server certificates.
cltpl2keystore=%certpath%\cltkeystore.pl2
cltpl2keystorepass=%passwordy
cltpemkeystore=%certpath%\cltkeystore.pem
cltpemkeystorepass=%password¥
cltcapl2truststore=%certpath¥\cltcatruststore.pl2
cltcapl2truststorepass=%password¥
cltcapemtruststore=%certpath%\cltcatruststore.pem
cltcapemtruststorepass=%password¥
cltsrvpl2truststore=%certpath¥%\cltsrvtruststore.pl2
cltsrvpl2truststorepass=%password¥
cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem
cltsrvpemtruststorepass=%password¥

set WMQ Variables
authopt=NEVER
authreq=REQUIRED
gm=MQXR_SAMPLE_QM
host=localhost
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set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT
set portsslreq=8885
set chlreq=SSLREQ

=V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=%certpath%\wmg.log

cleancert.bat
cleancert.bat 2T HE HHL AMH A=A HHYAZ} F7|A] LEZ 517] Q5] MQTT S2to|AE F
RS AAR O3 S HOF AT ETF 2GS = 7] A A B ISAE AAId Y o

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i 9%qmd%

dltmgm 9%qgmd%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore%

erase f%cacertf

erase %srvjkskeystore®
erase %srvcertreq¥

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore%
erase %cltpl2keystore®
erase %cltpemkeystore®
erase %cltcertreq%

erase %cltcertcasignedy
erase %cltcertselfsigned®
erase %cltcajkstruststorey
erase %cltcapl2truststore
erase %cltcapemtruststore
erase %cltsrvjkstruststorey
erase %cltsrvpl2truststore®
erase %cltsrvpemtruststore
erase %mglog%

@echo Cleared all certificates
dir %certpath%\*x.*x /b

genkeys.bat
genkeys.bat A3 HE 9] HEJ-2 73 QIF 7]|¥, AW H Fefo|A Eof tjgt 7] & /gty
@rem
@echo

@echo Generate %caalias%, %srvalias®%, and %cltalias® key-pairs in %cajkskeystoref,
%srvijkskeystore®, and 9%cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool% -genkeypair -noprompt -alias %cltalias® -dname %cltdname? -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥® -keypass %cltkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool¥% -genkeypair -noprompt -alias %srvalias¥® -dname %srvdname? -keystore
%srvikskeystore¥ -storepass ¥%srvijkskeystorepass¥ -keypass ¥%srvkeypass¥ -keyalg %algorithm%
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias¥® -dname %cadname®
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypass% -keyalg
%algorithm¥® -validity %validity
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sscerts.bat
sscerts.bat ATYEC] P2 s 7] HholA Seto] A B A A AT AZME R F A
H QISAIE SetolAE AR AR 7FA @ 11 Feto|AE QISA & AH 7] AR 7FA ST AjHo]
= AZ A4 gla Ut H 2 Seto]|A E IKS A F] A %FAo| A PEM 4] 0.2 Zeto|AE Al A%
45 AT

@rem
@echo
@echo Export self-signed certificates: %srvcertselfsigned%® and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias %srvalias% -keystore %srvjkskeystoref
-storepass %srvjkskeystorepassy® -file %srvcertselfsignedy

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -exportcert -noprompt -rfc -alias %cltalias¥® -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass¥% -file %cltcertselfsigned¥

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned%® to client trust store:
%cltsrvijkstruststore¥

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥

@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned% to server trust store:
%srvijkskeystore

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore¥

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltsrvijkstruststorey -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepass¥% -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or i0OS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore¥ -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass% -deststorepass %cltpl2keystorepass

%openssl%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

cacerts.bat
o] ATYEL Q1Z 7| ZE Q1ZME A 21
HE QIFA] 7k 7] A)l& AH/dot7] Yall E QY. cacerts.bat ATAHE=
o|AE W MH 91EA 24 WRWYUTH A3HYELE cajkskeystore. jks 7] A0 A 7]Q0& 215
7|19 7]15 AH&sto] QIZA Q3doll AT T AR JISAE Q3 0] L2 X3t 22 7] AR ThA
7HA & Ut} o] 74 271 & Foll CA FE QIS A7} 23 QIFA] Qo] 2Hd Ut} o] A HE = Z2}o]
9= JKS A2 ML 2FE PEM YA 0 2 Zeto|dE e Agas A

@rem
@echo
@echo Export self-signed certificates: %cacert®
@rem

@rem Export CA public certificate
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%keytool% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore¥% -storepass
%cajkskeystorepass¥® -file %cacert¥

@rem
@echo
@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore%, %cltcajkstruststore¥,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %srvjkskeystore¥
-storepass %srvjkskeystorepassy

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass%

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias® -file %cacert% -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepass®

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%

@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool% -certreq -alias %srvalias® -file %srvcertreq¥ -keypass %srvkeypass¥ -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥

@rem Create a certificate signing request (CSR) for the client key

%keytool% -certreq -alias %cltalias® -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem

@echo

@echo Sign certificate requests: %srvcertcasigned% and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool% -gencert -infile %srvcertreq¥® -outfile %srvcertcasigned% -alias %caalias®
-keystore %cajkskeystore¥ -storepass %cajkskeystorepass¥ -keypass %cakeypass¥

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypassy

@rem

@echo

@echo Import the signed certificates back into the key stores to create the key chain:
%srvikskeystore®% and %cltjkskeystore%

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias ¥%srvalias¥ -file ¥%srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepass

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥ -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepass%

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore%: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass¥

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltcajkstruststore® -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepass¥ -deststorepass %cltcapl2truststorepass¥
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%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass® -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystored -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass

mqgcerts.bat
o] AFHEE=IZ HHE | Q= 7] A Y JAFSAME YA I/ o2 MOTT A E 7 ¥ AHE
Ap/gstal Heot g E g 2 d S St
@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem

@echo Create queue manager and define mgtt channels and certificate stores

call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq®)
SSLCAUTH (%authreq®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥%

echo DEFINE CHANNEL (%chlopt9% CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvijkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥

= 7.5.041

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT(%portsslreqws%)
SSLCAUTH (%authreq¥) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqlog%

echo DEFINE CHANNEL (%chlssloptws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt%) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE (MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

@echo MQ logs saved in %mqglog%echo
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echo 'DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM
echo 'DISPLAY CHANNEL(SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM

echo DISPLAY CHSTATUS(SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL(SSL%) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
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initcert.bat
initcert.bat: keytool % openSSL ol R3S EA 2] o] & Wl HZ 9} 7|l uj7fHLE AT
Ut}h o] A Lo A3 E Q] FAoj|A Ayt

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70

set keytool="%javapath%\jre\bin\keytool.exe"

set ikeyman="%javapath%\jre\bin\ikeyman.exe"

set openssl=%SDKRoot% \openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
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@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cakeypass=%password¥

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%password¥

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mqttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%passwordy

@rem server key stores

set srvjkskeystore=%certpath%\srvkeystore.jks

set srvjkskeystorepass=%passwordy

@rem server certificates

set srvcertreqg=%certpath%\srvcertreq.csr

set srvcertcasigned=%certpath%\srvcertcasigned.cer

set srvcertselfsigned=%certpath%\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath%\cltkeystore.jks

set cltjkskeystorepass=9%passwordy

set cltcertreqg=%certpath%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath%\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.
set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%password¥

set cltsrvjkstruststore=%certpath%\cltsrvtruststore.jks

set cltsrvijkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.

@rem Omit this step, unless you are configuring a C or iOS client.

@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=%certpath%\cltkeystore.pl2

set cltpl2keystorepass=%password

MOTT 27 65



set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%password

set cltcapl2truststore=%certpath%\cltcatruststore.pl2
set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath¥%\cltcatruststore.pem
set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2
set cltsrvpl2truststorepass=9%passwordy

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem
set cltsrvpemtruststorepass=%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set qm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

=V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=%certpath%\wmg.log

cleancert.bat
cleancert.bat AP E HHL M Q=i A AV} A7 A] L= 2 517] Qs MQTT S2to|AE 7
|22 AHAE oL ME Hot AT - EV RS R E 7] A A ElQ %& XS Ak st

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i 9%qmd%

dltmgm %qgmd%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore%

erase f%cacertf

erase %srvijkskeystore®
erase %srvcertreq¥

erase %srvcertcasignedy
erase %srvcertselfsigned%
erase %cltjkskeystore%
erase %cltpl2keystore®
erase %cltpemkeystore®
erase %cltcertreq%

erase %cltcertcasigned%
erase %cltcertselfsigned®
erase %cltcajkstruststorey
erase %cltcapl2truststore
erase %cltcapemtruststore
erase %cltsrvjkstruststorey
erase %cltsrvpl2truststore®
erase %cltsrvpemtruststore
erase %mglog%

@echo Cleared all certificates
dir %certpath%\*x.*x /b

genkeys.bat
genkeys.bat A3 HE S| 2 7iQ QIF 7]|¥, AW W Fefo|A Eo| tjgt 7] -2 /gty
@rem
@echo

@echo Generate %caalias%, %srvalias®%, and %cltalias® key-pairs in %cajkskeystoref,
%srvijkskeystore®, and 9%cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname? -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥® -keypass %cltkeypass¥® -keyalg %algorithm®
-validity %validity%
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@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias® -dname %srvdname?% -keystore
%srvijkskeystore¥ -storepass %srvijkskeystorepass¥® -keypass %srvkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepass® -keypass %cakeypass% -keyalg
%algorithm¥@ -validity %validity%

sscerts.bat
sscerts.bat ATHE] Y2 aljid 7] A7 404 SEfo|AE L AH ZpA] AT ISAE HEWH = A
H QISAE Seto|AE A AR 71X 211 Zeto]AE QISAE AH 7] AFARE 7HA FUT A H| o
= A E AZFATF e B2 Zeto|AE IKS AlF #7404 PEM P40 2 Zeto|AE 42| A%
45 2

@rem
@echo
@echo Export self-signed certificates: %srvcertselfsigned¥ and %cltcertselfsigned¥
@rem Export Server public certificate

%keytool¥% -exportcert -noprompt -rfc -alias %srvalias¥® -keystore %srvijkskeystore¥
-storepass %srvjkskeystorepass¥% -file %srvcertselfsigned¥

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool% -exportcert -noprompt -rfc -alias 9%cltalias¥® -keystore %cltjkskeystore®
-storepass %cltjkskeystorepass® -file %cltcertselfsigned®

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned% to client trust store:
%cltsrvijkstruststorey

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias 9%srvalias¥® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥

@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned% to server trust store:
%srvikskeystore%

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool%% -import -noprompt -alias %cltalias® -file %cltcertselfsigned® -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore¥

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltsrvijkstruststore¥ -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥® -deststorepass %cltsrvpl2truststorepass

%openssl%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepass¥% -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass
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cacerts.bat

o] ATYEL Q1F 7% ZE ZAE NG 7] AYAE FH UL CA ZE AFHE FE AZA 2 A
HE QIZ A 7ke] 7] H|Q1S A5} Q)5 W3t cacerts.bat ATHE = ad 7] A& AoA =
o|AE B A IFM 23S WH YU A3 HE= cajkskeystore. jks 7] A& 4ol A 719§ Q15
7)3ke) 715 ALg 3] A 2. 4ol M The M AEANS 23o] e T} 2L 7] 4F2E oA
7H Ut o] 7kH 27] 5 &5l CA R E ISA7} 23 IS A/lo] 2HdH Yt o] 23 - E= S2}o]
AE IKS U A G422 RE PEM P4 22 ZEpo|AE A2 A4S A/ddy

@rem

@echo

@echo Export self-signed certificates: %cacert¥

@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore¥% -storepass
%cajkskeystorepass® -file %cacert%®

@rem
@echo
@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore%, %cltcajkstruststore¥,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %srvjkskeystore¥
-storepass %srvjkskeystorepassy

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass%

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias® -file %cacert® -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepass

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool% -certreq -alias %srvalias® -file %srvcertreq¥ -keypass %srvkeypass¥ -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥

@rem Create a certificate signing request (CSR) for the client key

%keytool% -certreq -alias %cltalias® -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem

@echo

@echo Sign certificate requests: %srvcertcasigned% and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool% -gencert -infile %srvcertreq¥® -outfile %srvcertcasigned% -alias %caalias
-keystore %cajkskeystore¥ -storepass %cajkskeystorepass¥ -keypass %cakeypass¥

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass

@rem

@echo

@echo Import the signed certificates back into the key stores to create the key chain:
%srvijkskeystore¥% and %cltjkskeystore®

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥ -file ¥%srvcertcasigned¥ -keypass ¥%srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepass%

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥ -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepass%

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server
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@echo Delete the CA certificate from %cltjkskeystore%: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass¥

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥%

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltcajkstruststore® -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepass¥ -deststorepass %cltcapl2truststorepass¥

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass¥ -passout pass:%cltpemtruststorepass¥

@rem

@echo

@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltjkskeystore¥ -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass% -deststorepass %cltpl2keystorepass®

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass

mgcerts.bat
o] AAYEL Q1Z ol 9t 7] %A W AZFA S U
bAYSES Al Eo}- gl E g de 1AsH T
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@echo
@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem

@echo Create queue manager and define mgtt channels and certificate stores

call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog%

echo DEFINE CHANNEL (%chlreq%) CHLTYPE (MQTT) TRPTYPE(TCP) PORT (%portsslreq¥%)
SSLCAUTH (%authreq%) SSLKEYR('%srvijkskeystore®') SSLKEYP('%srvjkskeystorepass¥'
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mqglog%

echo DEFINE CHANNEL (%chlopt%) CHLTYPE (MQTT) TRPTYPE(TCP) PORT (%portsslopt%)
SSLCAUTH (%authopt%) SSLKEYR('%srvijkskeystore®') SSLKEYP('%srvijkskeystorepass¥'
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mqlog%

echo DEFINE CHANNEL (% chlsslreqws %) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreqws%¥%
SSLCAUTH (%authreq%) SSLKEYR('%srvjkskeystore%') SSLKEYP('WSIVJkskeystorepassW')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlssloptws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws¥%
SSLCAUTH (%authopt%) SSLKEYR('WSIVJkskeystoreW') SSLKEYP ('%srvijkskeystorepass%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

echo DEFINE CHANNEL (%chlws%) CHLTYPE (MQTT) TRPTYPE(TCP) PORT (%portws%

MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

@echo MQ logs saved in %mglog%echo

JAAS = AI2510{ MQTT 20| E Java 0= 2|7|0|M QUE

JAASE ALE5to] Seto]dEE J%%P% 2ol oish shEU T o] BjAF ] TAIE & WS
JAASLoginModule.java & %33 IBM WebSphere MQ & JAASE MQTT 220 J va H—%—E‘MIO]
/\:] 0 o] E}EE :rLH o}‘/kl /\]2

tru
E
>
2 gy
IH
U
L
o

MZEsta| Hof

1. JSE 1.5 o]/ge] ZE o)A Javag& MQTT S2o|IE %% Ae 4 &Y "Java &8 75", IBM ZHE
ol w|A]% % M2M Zato| 1 | of T3k A|AR] @ ARl U18-g FEsHAIAl L.

2. Zehol LE o} AJu| Afo]o] WP o] Qi 739 MOTT EfE-& AFgahx) ghr 2elshiAle.

MQTT &7l 69


https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811
https://www.ibm.com/support/docview.wss?rs=4043&uid=swg27036811

3. You must have access to the MQXR JAASLoginModule and JAASPrincipal Java samplesin an IBM
WebSphere MQ installation. A1 Z-& ¥MQ_FILE_PATH%\mgxr\samples. ZZof &Y}

4. Windows == Linuxol| A &A1& 2854 A 2. o] o= WindowsollA] 742 AUt}
5.70 #lo]x]9] 1y ©AE =5t IBM WebSphere MQOll Al MQXR_SAMPLE_QM 5 H2|A}& A4S

1T o=
4 A= dgto] lojok gt

O| EjA3 HH

In the task, you output the MQTT Sample client identification parameters from your version of
JAASLoginModule. 2o AE mj7fH 4= 22 AE JAASLoginModule T2 13 7 4!
JAASLoginModuleH#A S 2 E351E 2 [BM WebSphere MQ & A 5= Z1-S 4ukghu o},

TZAA

1. 14 #o]#]9] [Eclipses] 2= MQTT Zeto]HE ME Java | Antd 3t Ay o] TAE 551 Paho
MQTT Sample Z2to|AEE AP A 2.

X = JAAS Q132 7idstal HIAESH] Qs 7HE @74 & |5k Ayt JAAS 915 B ES X5t
™ Java 7igF 4 o] "W e sttt o] oA|o| AL Javad AE Paho Seto]AEE Algdslo] JAAS TLAS

Bl AEY ZHeketelr] fls) S 22t A E AE JAAS 21%1 RES 45t o] 543 /e &4
2 AHEUT £= C& MQTT 20| A ELt 7|EF MQTT 22| A ES ARE-slo] JAAS 2191 523 |

~EF
2. &4 MQTT Paho 1ol AL82t o] S} v M & o fw 45 F7F5H41 A .

&31: Java-§ Paho 20| A Eof Ag-AL o] 2 L G o 7] H 47} 3= of Jl= 4 -f-oll = o] @AI7F 2
2 dsUth GulolEZF AR R ZE AL ES QIS A| 2. IBM HA Y ARUE H22EE Fx
AU 213 A ko™ Sample. javal] AHE-S HAFTIAIAI Q.

E]
a) Paho 1= =2 A E 9] org.eclipse.paho.sample.mgttv3app H 72| o)A m7| %] &M 7| S of Al
KN

b) Sample.java Al > Bo¥7]E 0feA 9] L EXR TR ZESIYA| L. o] F FFE Foll ol &
SampleForJAASE UHFAIA| 2.

¢) thS FE S main HAE0] FIFeHA L.
i) "boolean ssl = false;"3] o] userName ¥2} password 45 AATIAI A 2.

String password = null;
String userName = null;

o] MQTT M ete] S8Hd 2 9|3l 7|24 o2 H|UH S oF AbgA} o] & w7 45 A7 5HA] uihid
AL,

i) "case 'v': ssl = Boolean.valueOf(args[++i]).booleanValue(); break;" 3§ ¥
ol = 7o) A A2 B S TR BABAIA,

case 'u': userName = args[++i]; break;
case 'z': password = args[++i]; break;

i) "if (action.equals("publish")) {"3 2ollA userName} passwordS Sample A4
Al Ql4=of] 7} Al 2.

Sample sampleClient = new Sample(url, clientId, cleanSession, quietMode, userName,
passwoxrd) ;

d) userName} passwordS Samplel] A/ Alol| F7F5H] Al L.
o3

public Sample(String brokerUrl, String clientId, boolean cleanSession,
boolean quietMode) throws MgttException {

ftlo
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thA:

public Sample(String brokerUrl, String clientId, boolean cleanSession

boolean quietMode

e) Tt FE 3

conOpt.setCleanSession(clean) ;" 3 S ol Sample H|
userName®} password H4E AAHIA| 2.

if(password != null ) {

, String userName,

¥2 Sample A4 Aol Z71eHAIA] 2.

char[] password) throws MgttException {

£9] conOpt LEAEof A

conOpt.setPassword(this.password.toCharArray())

if(userName != null) f{

conOpt.setUserName (this.userName);

f) publish®} subscribe HlAEo|A thS 2

'‘client.connect() ;" 34& t}&3} Zo]

client.connect(conOpt);

3. JAAS Aol A A& 4= Q1A Java Z2 A E Q] JAASSampleS ZHA]
a) Eclipse Zrd-&-7tol|A] A Java Z2HE npHALS o A 2. 5}

shAA 2.
b) T2AE o|F I

Eoj JAASSamplee =
c) JRE A oj|A] Ay

374 JRER J2SE-

JREE= IBM WebSphere MQ AH|7} A 3)5}H= JRES} Y 3]

7.5 = J2SE-1.52 Ay
d) Java 44 FolAl ehojnejel Be

A2,

4. Import the JAAS samples JAASLoginModule and JAASPrincipal classes
a) B 7| A &t 7]0j 4] JAASSample TEHMES nfQ A 0 2

o>z 2

%Q@§Q$JARS$7}..§—§-§3} AR ]3 ol
71%MQ_FILE_PATH%\mgxr\1lib ]

SAERCEEEEER

= & ]:]—ZE

2% e ZEYMYA . 7R 27] ... > gt
> St A A" S S5t b3S SHHMIAI L.
b) %MQ_FILE_PATH%\mgxr\samples= ZbolH 31 JAASLoginModule. javagt
JAASPrincipal.javas &9Ist & g5 E 252,
c) T71A §A 7|0 A Java TS B AEsial nfeA @ 2 22 S 2. 2HE ... > o] 5.
d) o5 oA = 240 BH X2 JAASSampleo] AEIE| l=x] olsta Hj7] x| FA...& %%‘ SHA
2,
e) Al Java B 7| A| nPHALY] o] & HEo] samples & YHIAI 2. &5 > 3 S SEsHAIL
EclipseZ} AF&-=| A] 952 Ftoll that th4=2] 417} Ql= 7HA 2 Java 22|42 & H eyt
. JAASLoginModule Z2f29] o] &5

2 HFRAAS.

a) 7] x| @A 7]l JAASloginModule. java & Ot

uh7],

b) A}t x| o] F vpL7| oA A o] 5 =
A3t T g8 E FE A L.
ZH geol AHXE &Y
a) I+ =

< HHEAA 2.
IBM WebSphere MQ2} 7 A5 %]+ Al Z JAASLoginModule S~

AQEZ YRR Lo

EZ JAASloginModule©l 4] MyJAASloginModuleZ ¥

SH=Z MyJAASloginModule S AE AT L.
Y-S MyJAASloginModule. javaol 3715t Al L.
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System.out.println("Username=" + username
+ "\nPassword=" + new String(password)

+ "\nClientId=" + clientId
+ "\nNetwork address=" + networkAddress);

S Y= vt2 gof] S Hi RS Al . "if (true) loggedIn = true;"
b) CTRL+Shift+0& =& 7H4 27|15 A 4% & mtd & A Gt Al 2.
7. JAASPrincipal2 MyJAASPrincipal @ HFREAIA] 2.
AEZ JAASPrincipal 2EAQt 55X AL 2 FeA0] o] 2 HHLAA| Q. djA|of| A=
MyJAASPrincipal ZefA0] HHIXE HZsA] Tl A& FAHA| Q.
8. 7 TE|A T2 AN A S A¥Y 5l AHEAL Do JAAS S 20] thet read 3t execute AHS H o5k
Al
a) Windows E-A7]o]| A Eclipse 227 I E 2] & of A A| 2. o Aol A Eclipse 2+ 27 9l %] +=
Eclipse ¥4~ workspace_locZE ZTA|EYt},
b) MyJAASLoginModule 22|42 MyJAASPrincipal A7 = HHAEZE ZofHAA| 2,

rl

EJEJ!EE] H2E workspace_loc\JAASSample\bin\samples Yt}
FAS BE MEG T ukeso] e 2xm G2 a 225ty EAS TS i B4 oA Bt |
o]

—’—1_‘_[1_._[_

PREEE
d) 37} .2 SUSHYA 2. ©BAE 0|2 mqne YY5H1 o] § Fel & FYslo] AN L. IS
SesHA 2.
&) 1§ E AgA} ol 89| BE o4 mqme 4185k mane] W S|4 g71eh A%, A7) S MeEl
F 3ele 2354l e.

9. MyJAASLoginModule EAE A5t = IBM WebSphere MQ & 7SI Al 2.
a) service.env I+Y S IBM WebSphere MQ +/d0ll £7F5F%] MyJAASLoginModule S22 5 2 &35}
EEZHAHREE X*-J SH A 2.
WMQ_DATA_PATH &l E g]oj| A T} Sefl& H & Y-S AME-5to] sexvice. env TS 2 5HA
A L.
CLASSPATH=user.dir\JAASSample\bin

07| A, user.dir =Eclipse 27 oA AnpdE SefA mpgdo) g ZEQ
WMQ_DATA_PATH 2| Eg]olli= gqmgrs Y E 2|7} Z3tE|of gyt 71 24 ¥
Q.
gl: service.env T}o]l CLASSPATH=user.dir\JAASSample\bin B =Tt

[e] 9\}]\E
b) ~EHA} MyJAASStanzaE jaas.config otdoj £715l0] service.env T-¥ o] a2
H MyJAASLoginModule A5 A HSHI Al 2.

jaas.config= F He A maxr U E2] Q0 WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mqgxxr
o AFYT.
AERIAME ohe 25 YT

MyJAASStanza %
samples.MyJAASLoginModule required debug=true;

c) JAAS LA AENZ}9] 0] &2 AFR-5lo] IBM WebSphere MQ Telemetry 282 LA Al 2.
e oA o2 B ’éﬁﬂ‘é} AlA Q.

Ol

echo DEFINE CHANNEL('MyJAAS') CHLTYPE(MQTT) TRPTYPE(TCP) PORT(1890)
JAASCFG ('MyJAASStanza') | runmgsc MQXR_SAMPLE_QM

o] -2 MyJAAS IS jaas.config oY ] MyJAASStanzaol A Th MCAUSER S41S |
A EAU, 2HE g 2loll A USECLTID &4-S A5 2id o] MQTT Zeto|AE T2 3 30f|A] A

72 ZHIY HA| G M2M


https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.adm.doc/q021000_.html

&0t AHEA} o] 52 AHEoto] 7 | A} AFd o)) thgh HA A HJHS Hofgyt, ool A= Satoldd
EZ} A&k AHEAL 0] 82 "Guest "= Attt SampleMQM BB mhU oA A Guest] 7|
& A3t o] of| Ao A AHEH YT}
10. A 74 dlo] el & 2] o™ IBM WebSphere MQ Telemetry A B| A S ZH ARSI Al 2.,
IBM WebSphere MQ Telemetry A/ H]AE ZHA| 2Fst2 ™ F T2 AL == IBM WebSphere MQ Explorer2]
ABIAE AIZFSAL ME /ol tisl th e AdstaAl 2.

echo stop service(SYSTEM.MQXR.SERVICE) | runmgsc MQXR_SAMPLE_QM
echo start service(SYSTEM.MQXR.SERVICE) | runmgsc MQXR_SAMPLE_QM

11. Sample ZTE12-S ASPSIAIA Q.
SampleForJAASS| A& /42 st thZ3 o] +4sto] 70 Ho] x| 9] 1y YAl Ut ==
AAE SRSt AI L.
a) MOTT Ag AT Y|t eE TE MG S 18900 2 AAFHAA| 2.
b) Sample 2170 AFE-5F7] Q5 A/ gt AL =A; LA 2t WAt 14 9] (x)= Arguments S0l A] H]

UHSo] -u Guest -z password IZHHSE Z715HIA 2.

AE 2] J3w, L E 571 18830] ofy2} 189011 A 9]ofl= E ol MAAR} o] JlsyTh
WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM T2 E&]ol| A mgxr.stdout BL & oI A A| 2.
MyJAASLoginModule®] &3] mgxr.stdoutol 7| SH Yt}

Username=Guest

Password=passord
ClientId=SampleJavaV3_subscribe
Network address=/127.0.0.1

oA A7} Z-55FA] = 749 JAAS T A1 s 2 A1 173 Hlo| x| o] TEA|H 32 deu Eg] AH] A7}

JAAS 2%l B ES S &4 943 & A o3 A HS A=Al 2.

1. -verboseS WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mgxr\java.properties?] 7 4of
F7FHAl 2. o] 20 A7 QA o= ZEEQEA 1T 4 JFHTH
222 WMQ_DATA_PATH\Qmgrs\MOXR_SAMPLE_QM\mqgxr.stderrol 7| =H Ut}

2. WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\errors\mgxr.logS ZAl5to] MyJAASLoginModule
ol X 2] & ol |7} =R FRISHIA| 2. A& F0] EAF o] o2t A iRl E passwordE &5+
e Rl i S S R A =

3. WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\errors\AMQERRO1.logE ZASHI Al 2. userName2)
AHEAL o] Fof| 7 TE|A}F AHl o] AN AT HFto] Fof&| 2] oFal 2 o] MCAUSER H+= USECLTID A0 =
T/dH 7% 070l 77t gyt

4. WMQ_DATA_PATH\Qmgrs\MQXR_SAMPLE_QM\mgxr\jaas.config oA A&iz}Q] o]Z0] Sample &
2ol AEZF AAE Al e FQ1 ZEof ths] 74 E MOTT A2 <] o] 53} 5 ATHA| ZRISHYA| 2.

5. 281zk9] 4 27} Eclipse®] MyJAASLoginModule SeljAo0) thet 4 2t A x|5h=A] ERISHI Al L. o

MyJAASStanza §
samples.MyJAASLoginModule required debug=true;

6. WMQ_DATA_PATHS] service.env otdol| A A H 27} S8t2 x| 2] ok= Agto] Hgsh £ Qle
B2 A A5t AFEAle] ZejA AR E ZESIEE ¥MQ_FILE_PATHS%
\mgxr\bin\controlMOXR.BATS] "set CLASSPATH=%MOXRCLASSPATHS;%CLASSPATH%" 8-S ¥ 7
SN Q. FeA AR E o 2 4% &t 28U A H 2ol service.envol A AR E A A
2 Z9E R ko B & controlMQXR.BAT Y S £ 5H= 7 o7t of| 27} 253 o),

L
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2 oNd

49 H|°] 2] IMQTT E <ty

MQTT E b= 1D, §15, ?JOJ Hojgh= Al 7HA] 712 7ig o] lsU . ID+ Hdk Fof Folal Heh Hoje St
o|AE 9] o] §5 A5t A} AriE| o] lFUT /IS SEC|NEL IDE SH ot At BelEo
gt Foj= SEtol| A Eof Al &&= HehZ Tejohe A Bl o] A5

110 Ho]x]e] W E 2] x4'd JAAS 777

Zeo]AEo|A BUl= Usernames ?_‘Z‘EV] 95l JAASE LABHA Al L.

2 EjA3

173 w0 x|} TEA|H slid: A Ee] Au|A7}FIAAS 2091 53 S Z514| o

<120 =2 (MOXR) AH| A7} JAAS 219l B5& 52 Zo] x| 2ex| Lol LA 4S 245152 JAASE
T,

52 sf|o]x] 9] THQF MQTT 220l AE ME Java W MLt AU

Windows oA & 7|8t &2 5}o] MQTT AH| 2 IBM MessageSight == IBM WebSphere MQol|A] EQF M E
Java ol £ 7|0 & Al &teto] A3 4~ Q5 Ut ISE 1.5 ]/ %‘“—}i%"ﬂ/ﬂ Java-§& MQTT %E}OIOJ_E— ?li =
/\] oH 0}- /\ 0] /\],]]q.. "JaVa _9_% 7]—1_."

60 Ho]#]2] FSSLS E3l Android ol MQTT Z2}o| A E AE Java o] Z2|Fo] A A2y

SSLS 53l IBM WebSphere MQ o] 92 ¥ A1E Android MQTT S2to| A E S A|Ztsto] A5t Al 2.

ZE HE

F7H A B

SSLE Sdll JavaScript MQTT HIA|E Z2}0|HE U WebSockets HZE

ssLy WebSocket protocolE AF&-81= JavaScript-& MQTT HA| A ZEto] A E AE HTML H|o| A & AL-&-5}o]
<l o Z2]#| 0] -2 IBM WebSphere MQ o]l St 514 A A4 Al 2.

Al=sto| Mol
1. WebSockets2 &3l MQTT protocol2 | ¥5H= MQTT version 3 A8 o] tjgt A A A HUsto] glojof gt

2. B2} #of| 4 SSL 2 WebSocket protocols Z| ¥ aljof gt 164 H|o] | 2] ISSL-& 55 ZHlY WA A
A o) gk BaleA AL o] AStALRE) o] &2 FEosHIA 2.

3. SSL Al do] Al zs]of of ghujck,

O] EjA3 HH

ol B~ 251 SSLE £ JavaScript§ MOTT o414 Fefol 1= A wjol A7} gy of efat
£ 92 mlo]Ale] 7] % 1= ALy & Sastol Q15 S 43813 IBM WebSphere MOE 73 2hct.

AS 718 M H 7] == A MR E 718 AHE-sho] SSLAE S Eet A sl Al L.

TZ A
1. Z22olAE W2 AZEET 4 A= MQTT A HE dEsHA 2.

AH = HQF WebSockets= 53 MOTT protocol A& 3fjof gy},

+ IBM MessageSight2t IBM WebSphere MQ {7 7.5.0.1 ©]/32] @] A0|A] o] & 43j3h Tt
2. 24 8- 7 0]/d2] Java i ZI(IDK)S A X3 A 2.

EHAE A|AES A Zo|n 24H] A E QAZA S ALE5lE = 9o IDK B 7 keytool PP S AL
sto] ISA S IS sliof Fhurt. Z2EAM AJAES A7 Folt JISH M 2 (CSR)= 7 IS 7|3l
Hid 7ol ¥ 7 I0K7F 2 25HA] S5 U
3. 71 B E AFAE 3] 3l A3 HEE 245t A eY5tal IBM WebSphere MQ S MQTT AMH & 214
st Al 2.
92 3|o]x]9] [7] Bl ASA By of DAIS 35| & %& st dgstr e A9 E=
76 o] A]2] T Windowso] thet SSL Q1241 2 74 }%é E ofly o= = glayt

|
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0|22 A8 92| DNS o 3 U|sHof Fth. Y% Bete At 2§ o] 5o] BEo|
Qg et of:

02 Bekea = othue] 3-8 o| % 518Ut ol & S0 Firefoxe 2l 17 1871%] shute] 3-8 o] &4t
AU o] & B2 ‘Z}E = Y

. SSL A o] A3 Fo|aL o=
IBM WebSphere MQOlA] T2 M &

ol Linux

echo 'DISPLAY CHSTATUS(SSL*) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM
echo 'DISPLAY CHANNEL(SSLx) CHLTYPE(MQTT) ALL' | runmgsc MQXR_SAMPLE_QM

echo DISPLAY CHSTATUS(SSLx) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM
echo DISPLAY CHANNEL(SSL%) CHLTYPE(MQTT) ALL | runmgsc MQXR_SAMPLE_QM

LBk A Q1EA M Ao AZAE HFHALL.

o2 5ol thg A AFAH F St MefatilAl 2.

a. AHA M E MY IFA Y] 4 1S A= srvcertselfsigned. cerd Yt
b. AFA Q1F 7]3Ho] A3t A QIFA|2] 49 Q1FA|= cacert.cerdyrh
c. 9% Q1F 7]o] ATt M QIFA| ] 2 Q1F 7|¢e] R E QIF A7} o|n] QIFA] 274 4ol X E]of

QA St L.

Beke Aol A AL 4 9l Ao uhat 2123 4 9l FE Q1Z 7% 220 cacert. cerS A5
N 2. 164 30| 2]9] TSSL& &3 Hutel mA] % ) foi] cheh Hah-e-x] x| ¢1o] AghAtely o Ui8-2 F=3t
A]A]SZ
&AL FEolIES QIEsH Al €.
cllAl A= cacert. cers A5kl A& Q551 A DS GoohsiA|Rt Feto|AES AT = K5
Lk Sefol =S elFsteial Hekgxjo] ) FefollE 7] 4 A(cLtkeystore. p12)E HxIaof T
oy 97 Heke x| = JetolAE IS5 A 5hx] f5 Ut 164 #|o]2|9] TssL= Fek Hutel oA <1 <

of thgt Bt x A o] A|shakghy o] Y82 XA,
. HoF WebSockets Alj'dof] AZAS A 2.

Bk xS I3 F4 FAE0] WebSockets 'd 9] URLS YA L. ofl:

https://localhost:8886

IBM WebSphere MQ7F MQTT HIA| A Zeto] A E A E JavaScript H[] %] 2] A Ho| x| 2 SE& U},
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Welcome to the 1BM messaging utility sampde, This sample is provided to help you explore, understand and ufilize the JavaScript libraries for Mobile and M2M Messaging
with WebSphera M. Here we provide the information you need to get started creating your own mobile messaging applications. This utility includes links to the IBM
messaging community, which contains a serles of artiches to help youw create your own apps as well as a web cient tutoral so you can get hands on quickly and see
messaging code in action. Then once you have explored the tutorial, have a look at the IBM WebSphere web client utility itself, which will help you test your own
messaging applications. This sample is provided in good faith and AS-15.

@ Lilities Web Messaging Utility
: Tooks to try out Wel Messaging

“ Application Programming Interface documentation i;;:sﬂi!t

ke C
MOServer APl Documentation
’r Getting started Webh Mescaging Tutarial
To get started, try our Web Messaging tutorial
E Useful ks 1B Messaging Community
WehSphera MO InfoCenter
Aol ASISf B5-ol ] IY=E ASHo] 4E MOTT 7 2ol & Ao L= 188614 HY
WebSockets A'dol] AA3 YA 2. LE 188604 Ad3-5HH alid A7} SSL AZ =2 Ayt

https://localhost:1886

2 g

112 #|o]#| 8] [JavaScript& MQTT HA| A Seto|AEL} < Ay

116 H|o]A|2] [JavaScriptol| Al A4 = =212 5h= R

ZHHAE AT

92 Ho]z]o] 7] Y QlEA A4

Java Z2to] A E e} ¢ Z2to] A E(Android 17} i0S Y4, IBM WebSphere MQ A¥ 2} IBM MessageSight AH
23hH9] 71¢k /ISAE st tha ZEAIAE —’F—"c‘i SH Al 2.

22 #|o]2]9] [JavaScript-& MQTT HIA| 4 S2to]AE A|Zlst7]

HA|Y SEto]AE ME & B|o| A& EAIsAL o] & B|o|X|o| A P A= A& ZroHg 2 24 JavaScript&
MQTT HlA| A Selo]Ad EE A2 4= 915Ut To display this home page, you configure an MQTT server to
accept connections from the MQTT H|A| % S2to]AE HE JavaScript 0] #], then you type the URL that
you have configured on the server into a web browser. JavaScript-& MQTT WA Z&lo]A E7} tjujo] Ao
A Zbs o2 AAE I HAIY S| E ME %1”11101117} EAIEHYT o ﬁlolxloﬂt Feag, Z2a Q!
EjHo] A FA], B5A, 7]EPT°r St Hof thgk F =271 A5 Yth

&b

le4 m|o|#]2] USSLZ 5ot ZHpU A4 ) o] thet Hahe-x %]l o] AokAtgty

Ch2 ZEo A= T2 Bel oA 7rof 7]5.9] 2ol 7} %%‘—]‘:} o]2{3t 2fo] & o] 35t sSL& &3l JavaScript
£ MOTT WA Zato]AE 2 WebSocketsE AHg5to] At EE of Za]A o] A, Q1ZA] A3k (CAs) L St
O|AE JIFME F/d5te ol =&ol HUth

&nbsp;
o A B3 wtele gl aze] Ao A U2 AEA 2 Q1A
SA AFLE AMESHES MQTT S22o|dE F

%)= SampleMQM. bat A3 HEE 5 &5}0]

FAas Ayt 5 oA ol A= AlH <l
IB WebSphere MQ<et A A
}.
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initcert.bat
initcert.bat= keytool ¥ openSSL ol H Q35 QlEA 9] o] 5 4l 2o} 7|el uj7fHLE A
Yt} o] A2 AT HE o] A o)A Ayt

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

ox
o

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70

set keytool="%javapath%\jre\bin\keytool.exe"

set ikeyman="%javapath%\jre\bin\ikeyman.exe"

set openssl=9%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%passwordy

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%passwordy

@rem ca certificate (root certificate)

set cacert=%certpath®\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mgttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%password¥

@rem server key stores

set srvjkskeystore=%certpath¥%\srvkeystore.jks

set srvjkskeystorepass=%password

@rem server certificates

set srvcertreqg=%certpath¥\srvcertreq.csr

set srvcertcasigned=%certpath¥\srvcertcasigned.cer

set srvcertselfsigned=%certpath¥\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.
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@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath®\cltkeystore.jks

set cltjkskeystorepass=%password

set cltcertreq=%certpath%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath¥\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.

set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvijkstruststore=Y%certpath®%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=9%certpath®¥\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%password

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=%passwordy

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set qm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

*V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=%certpath%\wmq.log

cleancert.bat
cleancert.bat A3 HYEQ HHL M AZA HHA7} Z7|A] G2 517] 98] MOTT Seo|AE F
RS ARG e AT B ATYEF AT BE 7] A% A 2 AFAE AR Tk
@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -1i 9%qmd%
dltmgm 9%qgmd%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore%
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erase %cacert

erase %srvijkskeystore%
erase %srvcertreq¥

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore®
erase %cltpl2keystore%
erase %cltpemkeystore®
erase %cltcertreq¥

erase %cltcertcasigned%
erase %cltcertselfsigned%
erase %cltcajkstruststore
erase %cltcapl2truststorey
erase %cltcapemtruststore
erase %cltsrvjkstruststore
erase %cltsrvpl2truststorey
erase %cltsrvpemtruststore®
erase %mglog%

@echo Cleared all certificates
dir %certpath%\*x.*x /b

genkeys.bat
genkeys.bat 2T HEO] FF L 71l 1F 7|3, A Y Seto] A Eof| thgt 7] B2 Aty

@rem
@echo
@echo Generate %caalias, %srvalias¥®, and %cltalias% key-pairs in %cajkskeystore%,
%srvikskeystore¥, and %cltjkskeystore¥

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool% -genkeypair -noprompt -alias %cltalias?® -dname %cltdname?% -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥® -keypass %cltkeypass¥® -keyalg %algorithm?
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias® -dname %srvdname? -keystore
%srvikskeystore¥ -storepass %srvijkskeystorepass¥ -keypass %srvkeypass¥® -keyalg %algorithm®
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias® -dname %cadname?
-keystore %cajkskeystore% -storepass %cajkskeystorepass® -keypass %cakeypass% -keyalg
%algorithm® -validity 9%validity%

sscerts.bat
sscerts.bat ATHE] B2 aliid 7] A7 A0l A SEto]AE L AH ZpA] AT ISAE WEWH = A
H QIZA & Seto|AE Al HFARE 71K 211 Zeto]AE QISAE AH 7] A AR 7HAFUT A H|o]
= A8 A4 gleUTh g2 Seto| A E IKS A5 A% Ao A PEM 2] 02 Zeto]AE AlF] A%

@rem
@echo
@echo Export self-signed certificates: %srvcertselfsigned¥ and %cltcertselfsigned¥
@rem Export Server public certificate

%keytool¥% -exportcert -noprompt -rfc -alias %srvalias¥® -keystore %srvijkskeystore¥
-storepass %srvijkskeystorepass¥% -file ¥%srvcertselfsigned¥

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool% -exportcert -noprompt -rfc -alias %cltalias¥® -keystore %cltjkskeystore®
-storepass %cltjkskeystorepassy® -file %cltcertselfsigned%

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned% to client trust store:
%cltsrvikstruststore¥

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias¥® -file ¥%srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥
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@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned% to server trust store:
%srvikskeystore¥

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias® -file %cltcertselfsigned¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass%

@rem

@echo

@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststore®

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltsrvijkstruststore¥ -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥%

%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepassy® -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass

cacerts.bat
o] ATYEL Q1F 7% ZE AZME UG 7] AYAE FHEUCH CA ZE AFHE FE AZA ) A
HE o= 7k 7] A91-S ZHA517] 5l W Ut cacerts.bat ATHEE G 7] Ao =
2l

(o]
WEHAUCH AIYELE cajkskeystore. jks 7] A FA0A 7191& Q1%
718e] 715 AHg-Sto] QISA @oll A eh th3 MRSt RISAE Q7o) U2 Xt 22 7] AGAR THA|

£ 59l CA FE JIZA7} 23 IS4 ARlo] 2 gt o] AT HE = Zeto]
AE IKS A8 AGARRE PEM FA Q& Fato|AE A= A4S 2yt

@rem
@echo
@echo Export self-signed certificates: %cacert%
@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore¥% -storepass
%cajkskeystorepass® -file %cacert®

@rem
@echo
@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore%, %cltcajkstruststore¥,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %srvjkskeystore¥
-storepass %srvjkskeystorepassy

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass%

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias® -file %cacert® -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepass

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%

@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool% -certreq -alias %srvalias® -file %srvcertreq¥ -keypass %srvkeypass¥ -keystore
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%srvikskeystore¥ -storepass %srvikskeystorepass¥

@rem Create a certificate signing request (CSR) for the client key

%keytool% -certreq -alias %cltalias® -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned% and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool% -gencert -infile %srvcertreq¥® -outfile %srvcertcasigned% -alias %caalias%
-keystore %cajkskeystore¥ -storepass %cajkskeystorepass¥ -keypass %cakeypass¥

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass%® -keypass %cakeypassy

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvikskeystore® and %cltjkskeystoref

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥ -file ¥%srvcertcasigned¥ -keypass ¥%srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepass%

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥ -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepass%

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore%: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass¥

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥%

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepass¥ -deststorepass %cltcapl2truststorepass¥

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥% -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass¥ -passout pass:%cltpemtruststorepass¥

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore¥ -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass% -deststorepass %cltpl2keystorepass

%openssl¥\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass

mgcerts.bat
o] A3 HEE JF HHEF e 7] AFa B JASAE Ut 28 o3 MQTT A E 7 w2 At
Ap/gstal Hot digu E ] xjE S gt

it

@echo
@echo List keystores and certificates
dir %certpath%\*x.* /b

@rem

@echo Create queue manager and define mgtt channels and certificate stores

call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog%

echo DEFINE CHANNEL (%chlreq%) CHLTYPE (MQTT) TRPTYPE(TCP) PORT (%portsslreq¥%)
SSLCAUTH (%authreq%) SSLKEYR('%srvijkskeystore®') SSLKEYP('%srvjkskeystorepass¥'
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mqglog%
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echo DEFINE CHANNEL (%chlopt%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%)
SSLCAUTH (%authopt%) SSLKEYR('%srvjkskeystore%') SSLKEYP('%srvjkskeystorepass®%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥%

*V 7.5.041

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT(%portsslreqws$%)
SSLCAUTH (%authreq¥) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqlog%

echo DEFINE CHANNEL (%chlssloptws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt%) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqlog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE (MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

@echo MQ logs saved in %mqglogecho
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Connected to ssl://localhost:8884
Subscribing to topic "MQTTV3SSample/#" qos 2

Topic: MQTTV3SSample/C/v3
Message: Message from MQTTv3 SSL C client
QoS: 2

Connected to ssl://localhost:8885
Subscribing to topic "MQTTV3SSample/#" qos 2

Topic: MQTTV3SSample/C/v3
Message: Message from MQTTv3 SSL C client
QoS: 2

a2l 16, 2ot =Xt

Setting environment for using Microsoft Visual Studio 2010 x86 tools.
MQTTV3SSample.c

Connected to ssl://localhost:8884

Publishing to topic "MQTTV3SSample/C/v3" qos 2

Disconnected

Press any key to continue . .

Connected to ssl://localhost:8885

Publishing to topic "MQTTV3SSample/C/v3" qos 2

Disconnected

Press any key to continue .

T2l 17, HOt Hrghxt
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@echo off

setlocal

cd 9%csamppath%

erase MQTTV3SSample.obj

erase MQTTV3SSample.exe

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86

cl /nologo /D "WIN32" /I "..\include" "MQTTV3SSample.c" /link /

nologo ..\windows_ia32\mqgttv3cs.lib

set path=%path%;%csamppath%\..\windows_ia32

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore®% -w %cltpemkeystorepass¥% -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host¥% -p 9%sslportopt¥ -k %cltpemkeystore® -w %cltpemkeystorepass
-1 %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportopt% -k %cltpemkeystore% -w 9%cltpemkeystorepass% -r
%cltsrvpemtruststore® -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore®% -w %cltpemkeystorepass¥% -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host¥% -p %sslportreq¥ -k %cltpemkeystore® -w %cltpemkeystorepass
-1 %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportreq% -k %cltpemkeystore% -w %cltpemkeystorepass% -r
%cltsrvpemtruststore® -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

endlocal

2118, sscclient. bat
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@echo off

setlocal

cd 9%csamppath%

erase MQTTV3SSample.obj

erase MQTTV3SSample.exe

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86

cl /nologo /D "WIN32" /I "..\include" "MQTTV3SSample.c" /link /

nologo ..\windows_ia32\mqgttv3cs.lib

set path=%path%;%csamppath%\..\windows_ia32

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore®% -w %cltpemkeystorepass¥% -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportopt% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host¥% -p 9%sslportopt¥ -k %cltpemkeystore® -w %cltpemkeystorepass
-1 %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportopt% -k %cltpemkeystore% -w 9%cltpemkeystorepass% -r
%cltsrvpemtruststore® -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

@echo start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore®% -w %cltpemkeystorepass¥% -r %cltsrvpemtruststore¥ -v 1

start "MQTT Subscriber" MQTTV3SSample -a subscribe -b %host% -p %sslportreq% -k
%cltpemkeystore® -w %cltpemkeystorepass¥® -r %cltsrvpemtruststore¥ -v 1

@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

@echo MQTTV3SSample -b %host¥% -p %sslportreq¥ -k %cltpemkeystore® -w %cltpemkeystorepass
-1 %cltsrvpemtruststore¥ -v 1

MQTTV3SSample -b %host% -p %sslportreq% -k %cltpemkeystore% -w %cltpemkeystorepass% -r
%cltsrvpemtruststore® -v 1

pause

ping -n 2 127.0.0.1 > NUL 2>&1

endlocal

2119, cacclient. bat
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@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK
@rem and to the directory where you built the openSSL package.
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@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70
set keytool="%javapath%\jre\bin\keytool.exe'
set ikeyman="%javapath%\jre\bin\ikeyman.exe"
set openssl=%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwords.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, 0OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%password¥

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks

set cajkskeystorepass=%passwordy

@rem ca certificate (root certificate)

set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mgttserver.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%password¥

@rem server key stores

set srvjkskeystore=%certpath®\srvkeystore.jks

set srvjkskeystorepass=%password

@rem server certificates

set srvcertreq=Y¥certpath¥\srvcertreq.csr

set srvcertcasigned=%certpath¥\srvcertcasigned.cer

set srvcertselfsigned=%certpath%\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mqttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%passwordy

@rem client key stores

set cltjkskeystore=%certpath%\cltkeystore.jks

set cltjkskeystorepass=%passwordy

set cltcertreq=%certpath®\cltcertreq.csr

set cltcertcasigned=%certpath¥\cltcacertsigned.cexr

set cltcertselfsigned=%certpath%\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.
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@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.
set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvjkstruststore=%certpath%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%passwordy

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=%certpath%\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=9%certpath®\cltkeystore.pem

set cltpemkeystorepass=%passwordy

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath%\cltcatruststore.pem

set cltcapemtruststorepass=%passwordy

set cltsrvpl2truststore=Y%certpathf¥%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=%password¥

set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem

set cltsrvpemtruststorepass=9%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set gm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

=V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=Y%certpathf%\wmq.log

cleancert.bat
cleancert.bat 23 HE] L A A=A AAAT} ZA7]|A] X2 517] 95 MOTT S2to|AE F
TS AAR thg A E E AT - ETF 2R BE 7] A4 Bl IS E AU

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -i %qm%

dltmgm 9%qm%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore®

erase %cacert

erase %srvijkskeystore%
erase f%srvcertreq¥

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore®
erase %cltpl2keystore®
erase %cltpemkeystore%
erase %cltcertreq®

erase %cltcertcasigned®
erase %cltcertselfsignedy
erase %cltcajkstruststore
erase %cltcapl2truststore®
erase %cltcapemtruststorey
erase %cltsrvjkstruststorey
erase %cltsrvpl2truststore
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erase %cltsrvpemtruststorey
erase %mqlog%

@echo Cleared all certificates
dir %certpath%\*x.*x /b

genkeys.bat
genkeys.bat AP E] Y52 7)Ql Q1F 7|3, At & Seto] A Eof tist 7] S AHd Yot
@xem
@echo

@echo Generate %caalias%, %srvalias®%, and %cltalias® key-pairs in %cajkskeystore%,
%srvijkskeystore%, and %cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname® -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥ -keypass %cltkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias® -dname %srvdname?% -keystore
%srvikskeystore¥ -storepass %srvjkskeystorepass¥® -keypass %srvkeypass¥® -keyalg %algorithm?
-validity %validity%

@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool% -genkeypair -noprompt -ext bc=ca:true -alias %caalias® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepass?®% -keypass %cakeypass% -keyalg
%algorithm¥® -validity %validity

sscerts.bat
sscerts.bat 2T HES] Y2 a|F 7] A0l A SeEto|AE L AJH A AT ISAE WHEH A
H ISA & Seto|AE A HFARE 71X 211 Sepo]AE QIFAE AH 7] AP AR 7HA FUT A H o]
= A8 AT glaUTh Hig 2 Seto|AE IKS AF] A% Ao|A PEM 2] 02 Zeto]dE 4l A%
A2 AP,

@rem

@echo

@echo Export self-signed certificates: %srvcertselfsigned%® and %cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias %srvalias% -keystore %srvjkskeystoref
-storepass %srvijkskeystorepass%® -file %srvcertselfsigned%

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -exportcert -noprompt -rfc -alias %cltalias¥® -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass¥% -file %cltcertselfsigned¥

@rem

@echo

@echo Add selfsigned server certificate %srvcertselfsigned%® to client trust store:
%cltsrvijkstruststore¥%

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥

@rem

@echo

@echo Add selfsigned client certificate %cltcertselfsigned%® to server trust store:
%srvikskeystore

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
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%cltsrvpemtruststore¥

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltsrvijkstruststorey -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥
%openssl¥%\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥ -out %cltsrvpemtruststore¥% -passin
pass:%cltsrvpl2truststorepass¥% -passout pass:%cltsrvpemtruststorepass¥@rem

@rem

@echo

@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or iO0S client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore¥ -destkeystore
%cltpl2keystored -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass% -deststorepass %cltpl2keystorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass

cacerts.bat
o] AAYEL AZ 7T ZE AZN 2 /A E 7] AFAR 7P SUTH CA RE AZAE RE AZA g} A
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E
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)

@rem
@echo
@echo Export self-signed certificates: %cacert¥
@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias% -keystore %cajkskeystore® -storepass
%cajkskeystorepass¥ -file %cacert¥

@rem

@echo

@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore®, %cltcajkstruststore®,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias 9%caalias® -file %cacert® -keystore 9%srvikskeystore¥
-storepass %srvijkskeystorepass¥%

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepassy

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepassy

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%
@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥ -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass

@rem Create a certificate signing request (CSR) for the client key

%keytool¥% -certreq -alias %cltalias¥ -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore% -storepass %cltjkskeystorepass%

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned% and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool¥% -gencert -infile Y%srvcertreq¥ -outfile ¥%srvcertcasigned¥ -alias %caalias
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.
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%keytool¥% -gencert -infile %cltcertreq¥ -outfile %cltcertcasigned¥ -alias %caalias
-keystore %cajkskeystore¥ -storepass %cajkskeystorepass¥ -keypass 9%cakeypass

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvijkskeystored% and %cltjkskeystore®

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepassy

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass¥
-keystore %cltjkskeystore% -storepass %cltjkskeystorepassy

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore®: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -delete -alias %caalias¥% -keystore %cltjkskeystore¥% -storepass
%cltjkskeystorepass%

@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepass® -deststorepass %cltcapl2truststorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass?® -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore

@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystored -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore® -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass%

mqgcerts.bat
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@echo

@echo List keystores and certificates
dir %certpath%\*x.*x /b

@rem

@echo Create queue manager and define mgtt channels and certificate stores

call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqlog¥

echo DEFINE CHANNEL (%chlreq%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq®)
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥

echo DEFINE CHANNEL (%chlopt9% CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥%

= 7.5.041

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreqws%)
SSLCAUTH (%authreq¥) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

echo DEFINE CHANNEL (%chlssloptws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt%) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE (MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> 9%mqlog%

@echo MQ logs saved in %mqglog¥echo
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initcert.bat
initcert.bat keytool U openSSL Hol =W a3t ol= Ao o]2 @ A2 e} 7|e} 742 H At
Ut} o] Mo AT E o] ZMojA A},

@echo off

@rem Set the path where you installed the MQTT SDK
@rem and short cuts to the samples directories.
set SDKRoot=C:\MQTT

set jsamppath=%SDKRoot%\sdk\clients\java\samples
set csamppath=%SDKRoot%\sdk\clients\c\samples

@rem Set the paths to Version 7 of the JDK

@rem and to the directory where you built the openSSL package.
@rem Set short cuts to the tools.

set javapath=C:\Program Files\IBM\Java70

set keytool="%javapath%\jre\bin\keytool.exe"

set ikeyman="%javapath%\jre\bin\ikeyman.exe"

set openssl=9%SDKRoot%\openSSL

set runopenssl="%openssl%\bin\openssl"

@rem Set the path to where certificates are to be stored,

@rem and set global security parameters.

@rem Omit set password, and the security tools prompt you for passwozrds.
@rem Validity is the expiry time of the certificates in days.

set certpath=%SDKRoot%\Certificates

set password=password

set validity=5000

set algorithm=RSA

@rem Set the certificate authority (CA) jks keystore and certificate parameters.
@rem Omit this step, unless you are defining your own certificate authority.
@rem The CA keystore contains the key-pair for your own certificate authority.
@rem You must protect the CA keystore.

@rem The CA certificate is the self-signed certificate authority public certificate.
@rem It is commonly known as the CA root certificate.

set caalias=caalias

set cadname="CN=mqgttca.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"

set cakeypass=%password¥

@rem ca key store

set cajkskeystore=%certpath%\cakeystore.jks
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set cajkskeystorepass=%passwordy
@rem ca certificate (root certificate)
set cacert=%certpath%\cacert.cer

@rem Set the server jks keystore and certificate parameters.

@rem The server keystore contains the key-pair for the server.

@rem You must protect the server keystore.

@rem If you then export the server certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the server keystore for the server key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the server certificate to the CA.
@rem When you now export the server certificate,

@rem the exported certificate includes the certificate chain.

set srvalias=srvalias

set srvdname="CN=mqgttserver.ibm.id.com, 0OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set srvkeypass=%password¥

@rem server key stores

set srvjkskeystore=%certpath%\srvkeystore.jks

set srvjkskeystorepass=9%passwordy

@rem server certificates

set srvcertreq=%certpathf%\srvcertreq.csr

set srvcertcasigned=%certpath%\srvcertcasigned.cer

set srvcertselfsigned=%certpath¥\srvcertselfsigned.cer

@rem Set the client jks keystore and certificate parameters

@rem Omit this step, unless you are authenticating clients.

@rem The client keystore contains the key-pair for the client.

@rem You must protect the client keystore.

@rem If you then export the client certificate it is self-signed.
@rem Alternatively, if you export a certificate signing request (CSR)
@rem from the client keystore for the client key,

@rem and import the signed certificate back into the same keystore,
@rem it forms a certificate chain.

@rem The certificate chain links the client certificate to the CA.
@rem When you now export the client certificate,

@rem the exported certificate includes the certificate chain.

set cltalias=cltalias

set cltdname="CN=mgttclient.ibm.id.com, OU=ID, 0=IBM, L=Hursley, S=Hants, C=GB"
set cltkeypass=%password¥

@rem client key stores

set cltjkskeystore=%certpath®\cltkeystore.jks

set cltjkskeystorepass=%passwordy

set cltcertreq=%certpath%\cltcertreq.csr

set cltcertcasigned=%certpath%\cltcacertsigned.cer

set cltcertselfsigned=%certpath¥\cltcertselfsigned.cer

@rem Set the paths to the client truststores signed by CA and signed by server key.
@rem You only need to define one of the trust stores.

@rem A trust store holds certificates that you trust,

@rem which are used to authenticate untrusted certificates.

@rem In this example, when the client authenticates the MQTT server it connects to,
@rem it authenticates the certificate it is sent by the server

@rem with the certificates in its trust store.

@rem For example, the MQTT server sends its server certificate,

@rem and the client authenticates it with either the same server certificate

@rem that you have stored in the cltsrvtruststore.jks trust store,

@rem or against the CA certificate, if the server certificate is signed by the CA.

set cltcajkstruststore=%certpath%\cltcatruststore.jks

set cltcajkstruststorepass=%passwordy

set cltsrvjkstruststore=Y%certpath®%\cltsrvtruststore.jks

set cltsrvjkstruststorepass=%password¥

@rem Set the paths to the client PKCS12 and PEM key and trust stores.
@rem Omit this step, unless you are configuring a C or i0S client.
@rem You only need to define either one of the trust stores for storing CA
@rem or server signed server certificates.

set cltpl2keystore=9%certpath®\cltkeystore.pl2

set cltpl2keystorepass=%passwordy

set cltpemkeystore=%certpath%\cltkeystore.pem

set cltpemkeystorepass=%passwordy

set cltcapl2truststore=%certpath%\cltcatruststore.pl2

set cltcapl2truststorepass=%passwordy

set cltcapemtruststore=%certpath¥%\cltcatruststore.pem

set cltcapemtruststorepass=%password¥

set cltsrvpl2truststore=%certpath%\cltsrvtruststore.pl2

set cltsrvpl2truststorepass=%passwordy
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set cltsrvpemtruststore=%certpath%\cltsrvtruststore.pem
set cltsrvpemtruststorepass=%passwordy

@rem set WMQ Variables
set authopt=NEVER

set authreq=REQUIRED
set gm=MQXR_SAMPLE_QM
set host=localhost

set mcauser='Guest'
set portsslopt=8884
set chlopt=SSLOPT

set portsslreq=8885
set chlreq=SSLREQ

=V 7.5.01 set portws=1886

set chlws=PLAINWS

set chlssloptws=SSLOPTWS

set portssloptws=8886

set chlsslreqws=SSLREQWS

set portsslreqws=8887

set mglog=Y%certpathf%\wmq.log

cleancert.bat
cleancert.bat 23 HE L A A=A AAAT} Z7]|A] X2 517] 95 MOTT S2to|AE F
TS AAR vhg A E HF AT - ETF 2R BE 7] A4 Bl IS E AU

@rem Delete the MQTT sample queue manager, MQXR_SAMPLE_QM
call "%MQ_FILE_PATH%\bin\setmgenv" -s

endmgm -i %qm%

dltmgm 9%qm%

@rem Erase all the certificates and key stores created by the sample scripts.
erase %cajkskeystore®

erase f%cacert

erase %srvijkskeystore%
erase f%srvcertreq¥%

erase %srvcertcasignedy
erase %srvcertselfsignedy
erase %cltjkskeystore%
erase %cltpl2keystore®
erase %cltpemkeystore%
erase %cltcertreq®

erase %cltcertcasigned®
erase %cltcertselfsigned%
erase %cltcajkstruststore
erase %cltcapl2truststore®
erase %cltcapemtruststore®
erase %cltsrvjkstruststorey
erase %cltsrvpl2truststore®
erase %cltsrvpemtruststorey
erase %mqlog%

@echo Cleared all certificates
dir %certpath%\*x.*x /b

genkeys.bat
genkeys.bat A3 HE] Yig-2 7)<l Q1F 7|3, A & Seto|AEo] osh 7] S 2Hd Y.
@xem
@echo

@echo Generate %caalias%, %srvalias%, and %cltalias® key-pairs in %cajkskeystore%,
%srvikskeystore%, and %cltjkskeystore®

@rem

@rem -- Generate a client certificate and a private key pair

@rem Omit this step, unless you are authenticating clients.

%keytool¥% -genkeypair -noprompt -alias %cltalias¥® -dname %cltdname? -keystore
%cltjkskeystore¥ -storepass %cltjkskeystorepass¥ -keypass %cltkeypass¥ -keyalg %algorithm®
-validity %validity%

@rem -- Generate a server certificate and private key pair

%keytool% -genkeypair -noprompt -alias %srvalias?® -dname %srvdname?% -keystore
%srvikskeystore¥ -storepass %srvjkskeystorepass¥® -keypass %srvkeypass¥® -keyalg %algorithm
-validity %validity%
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@rem Create CA, client and server key-pairs

@rem -- Generate a CA certificate and private key pair - The extension asserts this is a
certificate authority certificate, which is required to import into firefox

%keytool¥% -genkeypair -noprompt -ext bc=ca:true -alias %caalias¥® -dname %cadname%
-keystore %cajkskeystore% -storepass %cajkskeystorepass® -keypass %cakeypass% -keyalg
%algorithm¥® -validity %validity

sscerts.bat
sscerts.bat 23 YES| P2 s 7] A Aol A Feo|AE L AH| A A AZAHE YR T A
B Q1A S Seto]lE Ale) A AR 74X 03 Seto|QlE QIS Aul 7] A2 FHA UL Ao
L AE AL AS UL HEe Seto|AE JKS A Z A A Ao PEM PAlo 2 Selo|dE A7 A%
22 25k}

@rem
@echo
@echo Export self-signed certificates: %srvcertselfsigned% and 9%cltcertselfsigned%
@rem Export Server public certificate

%keytool% -exportcert -noprompt -rfc -alias %srvalias% -keystore %srvjkskeystoref
-storepass %srvjkskeystorepass%® -file %srvcertselfsignedy

@rem Export Client public certificate

@rem Omit this step, unless you are authenticating clients.

%keytool% -exportcert -noprompt -rfc -alias %cltalias¥® -keystore %cltjkskeystore¥
-storepass %cltjkskeystorepass¥% -file %cltcertselfsigned¥

@rem
@echo
@echo Add selfsigned server certificate %srvcertselfsigned%® to client trust store:
%cltsrvijkstruststore¥

@rem Import the server certificate into the client-server trust store (for server self-
signed authentication)

%keytool% -import -noprompt -alias %srvalias¥® -file %srvcertselfsigned¥ -keystore
%cltsrvijkstruststore¥ -storepass %cltsrvijkstruststorepass¥

@rem
@echo
@echo Add selfsigned client certificate %cltcertselfsigned%® to server trust store:
%srvijkskeystore

@rem Import the client certificate into the server trust store (for client self-signed
authentication)

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias 9%cltalias¥® -file %cltcertselfsigned¥ -keystore
%srvijkskeystore¥ -storepass ¥%srvijkskeystorepass¥

@rem
@echo
@echo Create a pem client-server trust store from the jks client-server trust store:
%cltsrvpemtruststorey

@rem

%keytool% -importkeystore -noprompt -srckeystore 9%cltsrvijkstruststorey -destkeystore
%cltsrvpl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltsrvijkstruststorepass¥ -deststorepass %cltsrvpl2truststorepass¥

%openssl¥\bin\openssl pkcsl2 -in %cltsrvpl2truststore¥% -out %cltsrvpemtruststore¥ -passin
pass:%cltsrvpl2truststorepass¥ -passout pass:%cltsrvpemtruststorepass¥@rem

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or i0OS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore¥ -destkeystore
%cltpl2keystore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass% -deststorepass %cltpl2keystorepass

%openssl%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥% -passout pass:%cltpemkeystorepass¥

cacerts.bat
o] AFYHEE=RIF 7|¥ FE JSAHE7HUE 7] AFAZ 7P EFUTH CA FE ISA = FE JISA S A
e o1Z A 7ke] 7] Ho1S A5ty s P ogUh cacerts.bat ATHEE G 7] A H A0 A] ia}
A 7RG R1E

H
O|AE W AH AFA 2H-& YWERWUTH ATHE+= cajkskeystore. jks 7] A%&4 0]
g3 2 7]

A& <
7139] 7|2 AFL5to] Q1ZA] Q@ o) A3} S A3 QI ZAE Qo] Y& a7+ A A2 ThHA|
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7H &Y o] 7FH 2715 &8l CA FE QISA 7} 23 IS A|?lo] 2Hd gt o] 23 Y E= Z2}o]
AE IKS AP M AR R E] PEM WA 0 2 SetollE A= A g4S 24t

@rem

@echo

@echo Export self-signed certificates: %cacert¥

@rem

@rem Export CA public certificate
%keytool% -exportcert -noprompt -rfc -alias %caalias¥% -keystore %cajkskeystore% -storepass
%cajkskeystorepass¥ -file Y%cacert¥

@rem

@echo

@echo Add CA to server key and client key and trust stores: %srvjkskeystore%,
%cltjkskeystore®, %cltcajkstruststore®,

@rem The CA certificate is necessary to create key chains in the client and server key
stores,

@rem and to certify key chains in the server key store and the client trust store

@rem

@rem Import the CA root certificate into the server key store

%keytool% -import -noprompt -alias 9%caalias® -file %cacert¥® -keystore 9%srvijkskeystore¥
-storepass %srvijkskeystorepass¥%

@rem Import the CA root certificate into the client key store

@rem Omit this step, unless you are authenticating clients.

%keytool% -import -noprompt -alias %caalias® -file %cacert¥ -keystore %cltjkskeystore¥%
-storepass %cltjkskeystorepassy

@rem Import the CA root certificate into the client ca-trust store (for ca chained
authentication)

%keytool% -import -noprompt -alias %caalias¥® -file %cacert¥ -keystore %cltcajkstruststore¥
-storepass %cltcajkstruststorepassy

@rem
@echo
@echo Create certificate signing requests: %srvcertreq% and %cltcertreq%

@rem

@rem Create a certificate signing request (CSR) for the server key

%keytool¥% -certreq -alias %srvalias¥ -file ¥%srvcertreq¥ -keypass ¥%srvkeypass¥ -keystore
%srvijkskeystore¥% -storepass %srvjkskeystorepass%

@rem Create a certificate signing request (CSR) for the client key

%keytool¥% -certreq -alias %cltalias¥ -file %cltcertreq¥ -keypass %cltkeypass¥ -keystore
%cltjkskeystore¥% -storepass %cltjkskeystorepass%

@rem
@echo
@echo Sign certificate requests: %srvcertcasigned? and %cltcertcasigned%

@rem The requests are signed with the ca key in the cajkskeystore.jks keystore

@rem

@rem Sign server certificate request

%keytool¥% -gencert -infile Y%srvcertreq¥ -outfile ¥%srvcertcasigned¥ -alias %caalias®
-keystore %cajkskeystore% -storepass %cajkskeystorepass% -keypass %cakeypass%

@rem Sign client certificate request

@rem Omit this step, unless you are authenticating clients.

%keytool% -gencert -infile %cltcertreq® -outfile %cltcertcasigned% -alias %caalias%
-keystore %cajkskeystore¥ -storepass %cajkskeystorepass¥ -keypass %cakeypass¥

@rem
@echo
@echo Import the signed certificates back into the key stores to create the key chain:
%srvikskeystore¥ and %cltjkskeystore¥

@rem

@rem Import the signed server certificate

%keytool% -import -noprompt -alias %srvalias¥® -file Y%srvcertcasigned¥ -keypass %srvkeypass¥
-keystore %srvijkskeystore% -storepass %srvjkskeystorepassy%

@rem Import the signed client certificate and key chain back into the client keystore
%keytool% -import -noprompt -alias %cltalias¥® -file %cltcertcasigned¥ -keypass %cltkeypass®
-keystore %cltjkskeystore% -storepass %cltjkskeystorepass%

@rem

@rem The CA certificate is needed in the server key store, and the client trust store

@rem to verify the key chain sent from the client or server

@echo Delete the CA certificate from %cltjkskeystore%: it causes a problem in converting
keystore to pem

@rem Omit this step, unless you are authenticating clients.

%keytool% -delete -alias %caalias¥% -keystore %cltjkskeystore% -storepass
%cltjkskeystorepass¥
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@rem
@echo
@echo Create a pem client-ca trust store from the jks client-ca trust store:
%cltcapemtruststore¥

@rem Omit this step, unless you are configuring a C or i0S client.

@rem

%keytool¥% -importkeystore -noprompt -srckeystore %cltcajkstruststore¥ -destkeystore
%cltcapl2truststore¥ -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltcajkstruststorepassy® -deststorepass %cltcapl2truststorepass

%openssl¥%\bin\openssl pkcsl2 -in %cltcapl2truststore¥ -out %cltcapemtruststore¥ -passin
pass:%cltcapl2truststorepass® -passout pass:%cltpemtruststorepass

@rem
@echo
@echo Create a pem client key store from the jks client keystore
@rem Omit this step, unless you are configuring a C or iOS client.

@rem

%keytool% -importkeystore -noprompt -srckeystore %cltjkskeystore® -destkeystore
%cltpl2keystore -srcstoretype jks -deststoretype pkcsl2 -srcstorepass
%cltjkskeystorepass¥ -deststorepass %cltpl2keystorepassy

%openssl¥%\bin\openssl pkcsl2 -in %cltpl2keystore¥ -out %cltpemkeystore% -passin

pass:%cltpl2keystorepass¥® -passout pass:%cltpemkeystorepass

mqgcerts.bat
o] ATYEL 91Z T Ego] Y 7] AFA 9 AZEM S YAk 13 kg MOTT AZ 7 Bl
Ap/gstal Hot g E ] 2 d S Stk
@echo

@echo List keystores and certificates
dir %certpath%\*x.x /b

i

@rem

@echo Create queue manager and define mgtt channels and certificate stores

call "%MQ_FILE_PATH%\mgxr\Samples\SampleMQM" >> %mqglog¥

echo DEFINE CHANNEL (%chlreq% CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreq%
SSLCAUTH (%authreq¥®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥%

echo DEFINE CHANNEL (%chlopt9% CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslopt%
SSLCAUTH (%authopt®) SSLKEYR('%srvijkskeystore¥') SSLKEYP('¥%srvjkskeystorepass¥%')
MCAUSER (%mcauser¥) | runmgsc %qm% >> %mglog¥%

= 7.5.041

echo DEFINE CHANNEL (%chlsslreqws%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portsslreqws%)
SSLCAUTH (%authreq¥) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

echo DEFINE CHANNEL (%chlssloptws9%) CHLTYPE(MQTT) TRPTYPE(TCP) PORT (%portssloptws%)
SSLCAUTH (%authopt%) SSLKEYR('%srvijkskeystore¥') SSLKEYP('%srvijkskeystorepass¥%')
MCAUSER (%mcauser%) PROTOCOL(HTTP) | runmgsc %qm% >> %mqglog%

echo DEFINE CHANNEL (%chlws9%) CHLTYPE (MQTT) TRPTYPE(TCP) PORT (%portws%)
MCAUSER (%mcauser%) PROTOCOL (HTTP) | runmgsc %qm% >> 9%mqlog%

@echo MQ logs saved in %mqglog%echo
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MQTTClient mgttClient = new MgttClient( "ssl://www.example.org:8884", "clientIdl");
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- SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA
- SSL_DH_anon_EXPORT_WITH_RC4_40_MD5

- SSL_DH_anon_WITH_3DES_EDE_CBC_SHA

- SSL_DH_anon_WITH_AES_128_CBC_SHA

- SSL_DH_anon_WITH_DES_CBC_SHA

- SSL_DH_anon_WITH_RC4_128_MD5

- SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
- SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA

- SSL_DHE_DSS_WITH_AES_128_CBC_SHA

- SSL_DHE_DSS_WITH_DES_CBC_SHA

- SSL_DHE_DSS_WITH_RC4_128_SHA
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- SSL_DHE_RSA_WITH_AES_128_CBC_SHA
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SSL_DHE_RSA_WITH_DES_CBC_SHA
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MQTTClient mgttClient = new MgttClient( "ssl://www.example.org:8884", "clientIdl");
mgttClient.connect();
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« com.ibm.ssl.trustStore
« com.ibm.ssl.trustStorePassword
g2t Qo) g B2 AL
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MgttConnectionOptions.SSLPropertyS AFESIEE A|-ZA} SefjA 9k A e Fo] o] 28 HA g
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« com.ibm.ssl.trustStoreProvider
« com.ibm.ssl.trustStoreManager
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+ SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA
SSL_DH_anon_EXPORT_WITH_RC4_40_MD5
SSL_DH_anon_WITH_3DES_EDE_CBC_SHA
« SSL_DH_anon_WITH_AES_128_CBC_SHA
« SSL_DH_anon_WITH_DES_CBC_SHA
+ SSL_DH_anon_WITH_RC4_128_MD5
+ SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
« SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
« SSL_DHE_DSS_WITH_AES_128_CBC_SHA
« SSL_DHE_DSS_WITH_DES_CBC_SHA
« SSL_DHE_DSS_WITH_RC4_128_SHA
+ SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
+ SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
« SSL_DHE_RSA_WITH_AES_128_CBC_SHA
« SSL_DHE_RSA_WITH_DES_CBC_SHA
« SSL_KRB5_EXPORT_WITH_DES_CBC_40_MD5
« SSL_KRB5_EXPORT_WITH_DES_CBC_40_SHA
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« SSL_KRB5_WITH_DES_CBC_MD5
« SSL_KRB5_WITH_DES_CBC_SHA
+ SSL_KRB5_WITH_RC4_128_MD5
+ SSL_KRB5_WITH_RC4_128_SHA
« SSL_RSA_EXPORT_WITH_DES40_CBC_SHA
« SSL_RSA_EXPORT_WITH_RC4_40_MD5
« SSL_RSA_FIPS_WITH_3DES_EDE_CBC_SHA

- WFENNBSS| RSA_FIPS _WITH_AES_128_CBC_SHA256

- WNENFINSS| RSA_FIPS WITH_AES 256 CBC_SHA256
. SSL_RSA_FIPS WITH_DES_CBC_SHA
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- SSL_RSA_WITH_3DES_EDE_CBC_SHA
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MQTT 22}0|HE 3 2N EE| & de] ssL M
MQTT Seto] AE 2} WebSphere MQ B2 H E 2] (MQXR) AH| A& SSLE AHg-5to] Hm|Eg] Ad

& a4%

7] 915l ISSE (Java Secure Socket Extension) & AR&Hth MQTT C 22fo|AE 9 tjH}o] A& WebSphere

MQ Telemetry Hl 7ol A= SSLES 2| 95HA] k5T

Telemetry 2'd 2 MQTT S2to|AEE QIF5tal Zeto|AE I Telemetry ZH'd Ato] o] HIA|Z] A &S A58}

SHE 2 SSLS LASHAIAl 2.

SSL AFE-2] tiFo. 2 A IPsec 53 22 UF2| 7Hd APAY(VPN)2 TCP/IP 22| = ZQIEZS <
VPNE U EQ|I S &5 Z2¢51= 2 IP o2 & &kt o]2i3t VPN eI o] A4 w]m Al=)dl

EQ A7t 4AE AUt VPN UIEY IS 53 TCP/IPE ARE-35to] MQTT S22l ES YA Adol AZd

& syt
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1. A= 4 91= MQTT 20| I ERF 13 PEE 582U th MQTT 2ol EE Al F e 4 3= M E

2] A dolat A AT}, 2 o] AE S} T P} Afo]o] WA A& 5 }al A 2. 100 Hlo| x|

AFESE MOTT SE210]AE Q1Z] o] Y88 IFESHAA 2.,
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1. IBM WebSphere MQ "W E 2] 2jd

2. MQTT Java Z&}o]dE

3. JRE

IBM WebSphere MQ 7] & AL&-5lo] Hl M E 2] 2 ni7fH 42 LAISHAI A 2.

MgttConnectionOptions.SSLProperties £4JoA MQTT Java 220 A E uji7iH4-E AT A 2.

oA E Y A B0 JRE EH ot tH E oA uhdd & TR sto] JRE Eet w7l 4~5 47 SH A
IBM WebSphere MQ Telemetry 3i'd
WebSphere MQ ExplorerE AF8-510] 2. Telemetry Z'g SSL vi7iH 5 A4 g o),
ChannelName

Ptk MOTT Setol A E HlES Tejshs
PoxrtNumber

PortNumber= 2& Adol|A Ay nf7fH 4yt 7| 24F2 TCP 2Hd 9] 749 1883202 A
SSL xjd o] 749 88832 2 AAH U}

ol =50

AE

o] Y3 JTH TCP/IP ZE 5 Y 1,]1:]— Aol AolE TEE XA 5]—‘—5 MQTT Seto|AEZ}F Aol
AZHUh Adol| SSLEA40] A= 4%, 2eolNEE SSL T2 EZS ARE-sto] A2 s)oF gyt of|:

MQTTClient mgttClient = new MgttClient( "ssl://www.example.org:8884", "clientIdl");

mgttClient.connect();

KeyFileName

KeyFileName2 SSL A o] H 4= mi7iH =AYt TCP 2'd 9] 7-¢-oll= A =F=] ofof 2.
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PassPhrase

PassPhrasex SSL All'dof] thgt 2 4= wl7H =Y th, TCP A2 o 74 -9-ofl = A2k =] of of gt

HEUH G B1E= 7] A4S HE517] 98] A2E Yt
ClientAuth

ClientAuthe= A e SSL o7 sU YT Seto]AE QIF O 2 7| 24to]
74 2ol A=k o of St

gl g w| E 2] (MOXR) AJH] 20| A Selo|HEE Q1Z5tE 2 613 ClientAuthS A3 S Zalo|d

EZt i Eg] Ao AZEE 3E5H4] A 2.
ClientAuthZ AA35IH Seto|AE & SSLS AFE-35l0] Aufol] AZ 3} A]

B2 Q1Zslof gk,

ClientAuth A7ol thet SHO = et A EE HAE A Bl 7] Aol = the L& ASA
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CipherxSuite

CipherSuite= AE]& SSL o7 AUt 7| 272 AFE 7155 2 E CipherSpecS A| &351= 7

ot} TCP & do] 7-9-of = Ajekx]ofof s},
578 CipherSpecs AF&-3H2 = 4-2-°ll= CipherSuites SSL A2 & 4%
CipherSpec o] 522 434l A 2.

s ol AFg afof s

Y Eg] AMu|A L MQTT Eeo|AE & 7} Boj|A AHE 715§ B E CipherSpec?] 3-% CipherSpec
11
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S FstUch AZ 9 oF & == & 2ol 54 CipherSpec A/ 4 -$oll+=
CipherSpecyt x| A|AHoF gt}
ISSEON 27} 348 2715te] 27} k52 USRI AL,
FIPS(Federal Information Processing Standaxd)

FIPS= A A AUt 7|22 o= A=A sy

HelZ 2ol 9l
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T BEjxte] EA o' == runmgsc S AFR-510] SSLCRLNLS AA5HIA] 2. SSLCRLNL-E Q1ZA] 5|
7] X & Al Fotes vl AHRE = Q1S HE LEAEQ] o] F HES A}
SSL &S Aot thE 7 BeA izl s AR E A 5 U
MQTT Apu} Sa}o|d
MgttConnectionOptions.SSLProperties©ilA] Java 2eto|AEL] SSL EAE HASIHAI L. ol &
o, e syt

java.util.Properties sslClientProperties = new Properties();
sslClientProperties.setProperty("com.ibm.ssl.keyStoreType", "JKS");
com.ibm.micro.client.mqttv3.MgttConnectOptions conOptions = new MqgttConnectOptions();
conOptions.setSSLProperties(sslClientProperties);

£ E49] o] 51} gholl thsiAl+= MqttConnectOptlonsoﬂ o3t API A1 ol AR =] o] JAEUT.MQTT
Zeto|AE 2to| Baf 2o tist Sato|AE API EA0 st Y 3+=MOTT S| E T2y ¥=xE
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ContextProvider
ContextProvider:= AeAraqlyct,
KeyStore
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TrustStore
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JRE
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Windows 9] 744 3+d-2 Java Installation Directory\jre\lib\security°l Y54yt ok
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108 ZH}Y HA| AT} M2M


https://www.ibm.com/docs/SS9D84_1.0.0/com.ibm.mm.tc.doc/tc00200_.htm

H 3. JRESSL 7 O EHEH MU HZ

EAE Y 32

Windows WMQ Installation
Directory\java\jre\lib\security
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java/jre/lib/security
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java.security.Security.addProvider (new AcceptAllProvider());

java.util.Properties sslClientProperties = new Properties();
sslClientProperties.setProperty("com.ibm.ssl.trustManager", "TrustAllCertificates");
sslClientProperties.setProperty("com.ibm.ssl.trustStoreProvider", "AcceptAllProvider");
conOptions.setSSLProperties(sslClientProperties);
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package com.ibm.mq.id;
public class AcceptAllProvider extends java.security.Provider {
private static final long serialVersionUID = 1L;
public AcceptAllProvider() 1%
super("AcceptAllProvider", 1.0, "Trust all X509 certificates");
put ("TrustManagerFactory.TrustAllCertificates",
AcceptAllTrustManagerFactory.class.getName());
b

12l 21. AcceptAllProvider.java

protected static class AcceptAllTrustManagerFactory extends
javax.net.ssl.TrustManagerFactorySpi {
public AcceptAllTrustManagerFactory() 1%
protected void engineInit(java.security.KeyStore keystore) i%
protected void engineInit(
javax.net.ssl.ManagerFactoryParameters parameters) 1%
protected javax.net.ssl.TrustManager[] engineGetTrustManagers() 1%
return new javax.net.ssl.TrustManager[] i new AcceptAllX509TrustManager() %;

21 22, AcceptAllTrustManagerFactory.java

protected static class AcceptAllX509TrustManager implements
javax.net.ssl.X509TrustManager {
public void checkClientTrusted(

java.security.cert.X509Certificate[] certificateChain,
String authType) throws java.security.cert.CertificateException {

report("Client authtype=" + authType);

for (java.security.cert.X509Certificate certificate : certificateChain) $
report("Accepting:" + certificate);

public void checkServerTrusted(
java.security.cert.X509Certificate[] certificateChain,
String authType) throws java.security.cert.CertificateException {
report("Server authtype=" + authType);
for (java.security.cert.X509Certificate certificate : certificateChain) $
report("Accepting:" + certificate);

3
public java.security.cert.X509Certificate[] getAcceptedIssuers() 1
return new java.security.cert.X509Certificate[0];

private static void report(String string) {
System.out.println(string);

%
& 23. AcceptAllX509TrustManager.java
YHHEZ| xH'E JAAS 7Y

Zalo|AEoA B Usernamed Q1Z5}17] €&l JAASS 14 0}’“ Al2.
WebSphere MQ 2] 2H= JAASE AH8-8F 2 E}OI AE QlIZo] BR3FFMQTT A

o
E
e o5 o 9% SAAS T o) 5.8 A AT S S B AAS TAE . A8 2 S

£ JAAS 2 AHEE 4= lEY . 42 WMQData
directory\gmgrs\gMgrName\mgxr\jaas.configol A elx]of QL

jaas.config I3 JAAS T4 o] Zof oJ 3l A HYtt 211 714
t}. 111 glo] x| o] 1] 242°] &S ZRFAA L.
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JAASOIAM = Y 719 & 29l BES AT gyt EE NT 5L UNIX 27191 259 g2 AlRFA A,

JIndiLoginModule
INDI(Java Naming and Directory Interface) oF2foll 7/ ¥ t]2l E 2] Au|2of thsl QA1 FFy .

Krb5LoginModule
Kerberos T2 EZ& A}835}0] l=sh]t},
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NTLoginModule

) ARG ko] i3k NT Bt Y12 Abg3tol AZ gLtk
UnixLoginModule

A AFEAFR] UNIX HQF H HE AF&3o] 91
NTLoginModule T+ UnixLoginModule= AH&3t uff By sl 24142 dH E EJ(MQXR) Aiulw}
MOTT Z'2 9] ID7} oty 2} mgm IDZ A H th= H AU th mqm2 22t A E Q] ID7} obd 152 213
NTLoginModule =+ UnixLoginModule® A& 1DY Yt

o] ZAA S s AstH AHA| 2191 HEE A/dstAY 7|et BE 2% BRES AFESHIAI . ME
JAASLoginModule. java”l WebSphere MQ Telemetry2} 3t A5 Utt. o] =
javax.security.auth.spi.LoginModule QIE{m|o]AQ] LAY T} o] S AFESIo] A4 QIZ H AT S
RS Al 2.

AF&A}7E A Z5H= Al LoginModule 2@l A = 22w E 2] (MOXR) AlH| A 0] @A 7 2o Qlojof . 22
A2 Y= WebSphere MQ 2 Eg]o= ZefAE vl x| & 4= g4t 2k Tl & 2Hg sty o
E2J(MQXR) /\1‘51/\011 ot MA| SHA B EE G2t Al 2.

service.env oA S A P25 HAsto] M| EL(MOXR) MH| A7 ARG sHE S AE B 49
HUYTh CLASSPATHE tiiZAtofoF st SefjA H 2 g ol e ET 23E 4 JEUTH He s
CLASSPATHOIl A AF&-& 4~ gl UTh ol & E0], CLASSPATH=%CLASSPATH% = 2HI27] gt&Uch v E
2] (MOXR) Al H] A& 2}l CLASSPATHE A4y th service. envoll 2% CLASSPATHE 6H% atdof]
7Hdytt.

2| H E 2] (MOXR) ATH] A= MQTT Aol A2 E o] A Eof Username} PasswordE 2|&sh= F 719
S-S A Z3h AFRX 0|2 W H|UHS = MgttConnectOptions L BA Eo] A H Yt} Username
3 Passwordel] HA|ASH= W ol tigh of| A& EHefH 112 #jo] 2| o] & 259] &S FESHIA| 2.

of:
o] 5 214 H 7’3 MOXRConfigZt Q= JAAS 743 mH o] o At}

MQXRConfig {
samples.JAASLoginModule required debug=true;
//com.ibm.security.auth.module.NTLoginModule required;
//com.ibm.security.auth.module.Krb5LoginModule required

// principal=principal@your_realm
// useDefaultCcache=TRUE
// renewTGT=true;

//com.sun.security.auth.module.NTLoginModule required;
//com.sun.security.auth.module.UnixLoginModule required;
//com.sun.security.auth.module.Krb5LoginModule required
useTicketCache="true"
// ticketCache="$5{user.home?$$/*tickets";
i

%l 24, ME jaas.config Ot

MQTT Ee}o]HE 7} A Z5}+= Username ¥ Password=E A5t E 2 IYE JAAS 2191 ZE9] ofjA|UY
=3
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public boolean login()
throws javax.security.auth.login.lLoginException {
javax.security.auth.callback.Callback[] callbacks =
new javax.security.auth.callback.Callback[2];
callbacks[0] = new javax.security.auth.callback.NameCallback("NameCallback");
callbacks[1] = new javax.security.auth.callback.PasswordCallback(
"PasswordCallback", false);
try {
callbackHandler.handle(callbacks);
String username = ((javax.security.auth.callback.NameCallback) callbacks[0])
.getName();
char[] password = ((javax.security.auth.callback.PasswordCallback) callbacks[1])
.getPassworxd();
// Accept everything.
if (true) %
loggedIn = true;
t else
throw new javax.security.auth.login.FailedLoginException("Login failed");

principal= new JAASPrincipal (username);

%t catch (java.io.IOException exception) {
throw new javax.security.auth.login.LoginException(exception.toString());

% catch (javax.security.auth.callback.UnsupportedCallbackException exception)
throw new javax.security.auth.login.LoginException(exception.toString());

¥

return loggedIn;
b

T2l 25, ME JAASLoginModule. Login() HAE
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: First steps, the hello world application.

8 :m:rl R k] The example below is a simple javascrpt application that shows bow to subscribe to a topic called "World™ and publish a

o Making o complete wab page messays contaimng fe skoing THal0? i it
& More sbout messages

o Mure about subscribing Example

© Diagnosing problgms

/Y Make conpection to the seryer.

olient = new Messaging.Client (location.hostname, Humber [location.portc), "clientId®)s

up a caliBacks used when the comnection is compleced,
1 A message arrives I is glient and when the connection is lostc.
onCoonectionlost = oo eotionloat
W ageRrrived;
woonnect [ {onSuccess s onConnect )}

n and send a8 mESSATE.

measage u-;:l"q Messsge ("HElla™} )
message.destinationNams = " Horld=;
clisnt,ssnd (rassage) f

funotion cnnectignlost [responssOblect) |
|responseChject.errorCode == 0}
nsole . log [“onConneotionLost: "+responseCbhbject .. erroressage)

tion onMessageRrrived (message) §
nsole.log("onMessagehrrived: "+message .payloadString) ;s
client.disconnect [} 7

Click meto ¥y, | The Consols output ss shown below
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" @7, Hello world" o & 2] #o]d ZEo0j|A] o] A S AFEZHU

HTML ut3go)] o Aol ZE el =
S JavaScript T ] A] of| Yt}

Example Web Messaging web page.

Cannecr
Make a comnection to the serves, and set up a call back wsed of a message arnves for this clent

Canmect

Subscnbe

Make a subscraption o topic " Waorld™.
Subscribe

Send

Create a Message object containing the word "Hello” and then publish it af the server
Sand

Becerve

A copy of the published Message 15 recerved m the callback we created sarlier

Disconnect
Mow disconnect this chient from the server

Disconnect

=2 EAold ZEE HTML kol YHl =sh= W& Hoj& o] Ho] ]9 Axdutt

<!DOCTYPE html>

<head>
<script type="text/javascript" src="../WebSocket/mqttws31l.js"></script>

<script type="text/javascript">

var client;
var form = document.getElementById("tutorial");

function doConnect() %
client = new Messaging.Client("whistlerl.hursley.ibm.com", 1883, "ClientId");
client.onConnect = onConnect;
client.onMessageArrived = onMessageArrived;
client.onConnectionLost = onConnectionlLost;
client.connect(3onSuccess:onConnect?);

%

function doSubscribe() {
client.subscribe("/World");
%

function doSend() %
message = new Messaging.Message("Hello");
message.destinationName = "/World";
client.send(message) ;

function doDisconnect() {
client.disconnect();

// Web Messaging API callbacks

function onConnect() %
var form = document.getElementById("example");
form.connected.checked= true;

function onConnectionLost(responseObject) §
var form = document.getElementById("example");
form.connected.checked= false;
if (responseObject.errorCode !== 0)
alert(client.clientId+"\n"+responseObject.errorCode);
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function onMessageArrived(message) %
var form = document.getElementById("example");
form.receiveMsg.value = message.payloadString;

</script>
</head>

<body>

<h1>Example Web Messaging web page.</h1l>

<form id="example">

<fieldset>

<legend id="Connect" > Connect </legend>
Make a connection to the server, and set up a call back used if a
message arrives for this client.
<br>
<input type="button" value="Connect" onClick="doConnect(this.form)
<input type="checkbox" name="connected" disabled="disabled"/>

</fieldset>

name="Connect" />

<fieldset>

<legend id="Subscribe" > Subscribe </legend>

Make a subscription to topic "/World".

<br> <input type="button" value="Subscribe" onClick="doSubscribe(this.form)"/>
</fieldset>

<fieldset>
<legend id="Send" > Send </legend>
Create a Message object containing the word "Hello" and then publish it at
the server.
<br>
<input type="button" value="Send" onClick="doSend(this.foxrm)"/>
</fieldset>

<fieldset>
<legend id="Receive" > Receive </legend>

A copy of the published Message is received in the callback we created earlier.
<textarea name="receiveMsg" rows="1" cols="40" disabled="disabled"></textarea>
</fieldset>

<fieldset>
<legend id="Disconnect" > Disconnect </legend>
Now disconnect this client from the server.
<br> <input type="button" value="Disconnect" onClick="doDisconnect()"/>
</fieldset>
</form>
</body>
</html>
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https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.eclipse.org/paho/
https://www.eclipse.org/paho/files/javadoc/index.html
https://www.eclipse.org/paho/files/mqttdoc/Cclient/index.html
https://www.eclipse.org/paho/files/mqttdoc/Casync/index.html
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.pro.doc/q001030_.html
https://www.ibm.com/support/fixcentral/swg/selectFix?product=ibm/WebSphere/WebSphere+MQ&fixids=1.0.0.3-WS-MQCP-MA9B&source=dbluesearch&function=fixId&parent=ibm/WebSphere
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.pro.doc/q002760_.html
https://www.ibm.com/docs/SSFKSJ_7.1.0/com.ibm.mq.doc/tt00000_.htm
https://www.ibm.com/docs/SSCGGQ_1.2.0/WelcomePage/ic-homepage.html
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https://www.youtube.com/watch?v=RZJbqWLj1Zc
https://www.ibm.com/docs/SSCGGQ_1.2.0/WelcomePage/ic-homepage.html
https://www.youtube.com/watch?v=xnOT-c0Qhys
https://ibm.co/11A6x3H
https://www.ibm.com/docs/SSCGGQ_1.2.0/WelcomePage/ic-homepage.html
https://www.ibm.com/docs/SSFKSJ_7.5.0/com.ibm.mq.pro.doc/q002990_.html
https://www.ibm.com/common/ssi/ShowDoc.wss?docURL=/common/ssi/rep_ca/1/897/ENUS212-091/index.html&lang=en&request_locale=en
https://www.ibm.com/developerworks/community/groups/service/html/communityview?communityUuid=d5bedadd-e46f-4c97-af89-22d65ffee070
https://www.ibm.com/docs/SSKM8N/mapfiles/product_welcome.html
https://mqtt.org/
https://mqtt.org/software
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Follow these instructions to obtain and install IBM WebSphere MQ and configure IBM WebSphere MQ
Telemetry on Windows or Linux.
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C:\Program Files\IBM\WebSphere MQ
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C:\Program Files (x86)\IBM\WebSphere MQ
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3. When you finish testing, remove the queue manager and MQTT service by running the command
MQ_INSTALLATION_PATH\mgxr\samples\CleanupMQM.bat on Windows and
MQ_INSTALLATION_PATH/mgxr/samples/CleanupMQM.sh on Linux.
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The path to the sample script is ¥MQ_FILE_PATH%\mgxr\samples\SampleMQM. bat on Windows
and MQ_INSTALLATION_PATH/mqgxr/samples/SampleMQM. sh on Linux.
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"9%MQ_FILE_PATH%\mgxxr\samples\SampleMQM.bat"
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MQ_INSTALLATION_PATH/mgxx/samples/SampleMQM.sh

X
R

}

WM E-2 Windowsol| A T2 £/ 3 AR5t PlainText gh= MQTT 2HE 2 A/d @Y.

o

com.ibm.mqg.MQXR.channel/PlainText: \
com.ibm.mq.MQXR.Protocol=MQTT;\
com.ibm.mqg.MQXR.Port=1883;\
com.ibm.mq.MQXR.Backlog=4096;\
com.ibm.mq.MQXR.UserName=Guest;\
com.ibm.mq.MQXR.StartWithMQXRService=true

Linux2] z1d E4-2 Windows2}t 5L gttth(com. ibm.mq.MQXR.UsexName=nobody #|2]).
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setmgaut -m MQXR_SAMPLE_QM -t g -n SYSTEM.MQTT.TRANSMIT.QUEUE -p com.ibm.mq.MQXR.UserName -all
+put
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Connected to tcp://localhost:1883

Publishing to topic "MQTTV3iSample/Java/v3" gos 2
Disconnected

Press any key to continue .

(]
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Connected to tcp://localhost:1883
Subscribing to topic "MQTTV3Sample/#" qos 2
Press <Enter>= to exit

Topic: MQTTV3Sample/Java/v3
Message: Message from MQTTv3 Java client
Qo5: 2
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IBM WebSphere MQ Explorer (1)

&1 IBM WebSphere MQ Explorer & strmqgcfg S A 35to] IBM WebSphere MQ Explorer

=[]
File Edit Window Help
5 MQ Explorer - Navigator i = O || @ MQ Explorer - Content i3 gh ¥ =0
& Queue Managers ~
IBM WebSphere MQ
=y - Cilene. Ckandand for Queue Managers ~
& Queue Man, Show All Hidden Queue Managers
S5 IMS Adminis Show/Hide Queus Managers... inager name Command level  Version| Queue manager status| Qu
= file:/C:/n Add Remote Queue Manager...
=% file:/C:/] [ Naw »  Queue Manager...
(= Conne Transfer Queue Managers...
(= Destir
= Managed Fi| Tests 4
== Service Def  Sets 4
= SDR < >
Scheme: Standard for Queue Managers =
Last updated: 15:39:47 (0 items) -
Select a queue manager to show its connection details here:
[54 MQ Explorer - Test Results 52 E3F %~ -0
0 errors, 0 warnings, 0 infos
Description Object name | Category
< >
= 1 items selected
kv =29 o S = =29 o S ik 5] =290 b1
b) 7 B2zt o] §2 YHE T tlE-FYE 7o o] 55 U A . Mol sllF o] 52 7|2 7 Tz
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Create Queue Manager = @

Queue Manager

Enter basic values

Queue manager name: * MQXR_SAMPLE_QM

Make this the default queue manager
Default transmission queue:

Dead-letter queue: SyYSTEM.DEAD.LETTER.QUEUE

Max handle limit: | 256 :}

Trigger interval: | 999999999 =)
Max uncommitted messages: | 10000 {:}
@::l ’ Mext = ] [ Einish l [ Cancel

IBM WebSphere MQ Explorer?} 7 2] AF2 ZHAd5ho] Al ZHgH o},
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€3 1BM WebSphere MQ Explorer (1) [S]E]]

Eile Edit Window Help

©5.MQ Explorer - Navigator 2 =0 (
& B~

MQ Explorer - Content i3 LR B Eq

IBM WebSphere MQ

= €3 IBM WebSphere MQ

= Queue Managers Welcome to MQ Telemetry

=5 MQXR_SAMPLE_QM ) )
The MQ Telemetry feature supports the connection of telemetry devices from the edge

of a network, to WebSphere MQ. These telemetry devices range from sensors and
actuators, to mobile phones, smart meters, medical devices, vehicles, and satellite

----- = Subscriptions locations. This connection is made possible by the WebSphere MQ Telemetry Transport
#-[= Channels (MQTT) protocol.
..... =

= Li MQTT is an open message protocol that enables the transfer of messages from
----- isteners . : . -

. telemetry devices to a message server or vice versa. MQTT is designed to run on

""" (= Services o constrained devices and over constrained networks (for example, low bandwidth, high
""" (= Process Definitions latency, or fragile networks). Examples of constraints on devices include: Low memory
----- = Namelists and low processing power.

----- = Authentication Information
----- = Communication Information
----- (= Security Policies

----- = Queue Manager Clusters

== JMS Administered Objects Define sample configuration...
oz e

& file:/C:/ma/ Run MOQTT Client Utility...

Fz file:/C:/INDI-Directory/
(= Connection Factories MQ Telemetry documentation

MQ Telemetry Service: |SY5TEM.MQXR.SERVICE Status: Mot defined

In order for a queue manager to accept connections from a telemetry device, one or
more telemetry channels are needed. Running the Define sample configuration wizard
creates a telemetry channel and starts the MQ telemetry service.

----- = Managed File Transfer
== Service Definition Repositories

[EA MQ Explorer - Test Results &2 L =03

0 errors, 0 warnings, 0 infos

| Description Object name | Category

< I & 3]
= 1 items selected i

b) AE 74 Aol2 2ste] oAl AlASHAIAL L.

o) €8 E Feoto] HH|EQ] MH|AE Aot MQTT 22to|JE FE B & A st Al 2.
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Define sample configuration =] %]

Define a sample configuration

Setup MQ Telemetry on this queue manager

The following actions will be performed to create the sample configuration. Review
these actions carefully as they will significantly change the configuration and security
settings of this queue manager.

Define the MQXR service
Define the service SYSTEM.MQXR.SERVICE

Start the MQXR service
Start the service SYSTEM.MQXR.SERVICE

Define the MQXR transmit queue
Define the transmit queue SYSTEM.MQTT.TRANSMIT.QUELE

Sets the queue manager's default transmit queue to
SYSTEM.MQTT.TRANSMIT.QUEUE
Enables WebSphere MQ applications to send point to point messages to MQTT
clients without the need to create a separate queue manager alias for every
client. Messages destined for MQTT clients are routed through the MQTT
transmit queue on the queue manager to the client whose client identifier
matches the queue manager name that the message is sent to.

Allow messages to be sent to clients attached to the MQTT Listener
Add the MQ authority for user "Guest" to put messages to
SYSTEM.MQTT. TRANSMIT.QUELE

Allow publications and subscriptions on any topic
Add the MQ authority for user "Guest" to publish and subscribe to the topic
SYSTEM.BASE. TOPIC

Define a sample telemetry Channel
Define the telemetry Channel "PlainText"

Launch MQTT Client Utility

':?:' Einish l ’ Cancel

Telemetry Channels 245 go] YZ & LI A L.

%5/ MQ Explorer - Navigator 2 =0l a@ b & ¢ ¥ 5O

= 6 1BM WebSphere MQ

AT Telemetry Channels
~

=-= Queue Managers Filter: Standard for Telemetry Channels =
= B MQXR_SAMPLE_QM #  Channel name Channel type | Xmit protocol | Channel status  Port | Local address | MCA user ID| Use client ]
l_c_7 Que.ues £ PlainText MQTT TCP Running 1883 Guest No
(= Topics
= Subscriptions
== Channels
(= Client Connections
(= Channel Authentication Reco <
== Telemetry
= Channels Scheme: Standard for Telemetry Channels - Distributed ~
(&= Channel Status &

Last updated: 13:59:03 (1 item)
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MQTT Client Utility B|=[%]
Eile Help
Connection
Host: Incalmli | Port: | 1B83 + | Client identifier: mqtt_L3CD887_3
Status: Disconnected Options... ] ’ Connect Disconn ect
Client history
Event Topic Message | QoS | Retained Time
2w message... | Clear history | [ Scroll lock
Subscription
Topic: testTopic w
Request QoS: |0 - At most once v Subscribe Unsubscribe
Publication
Topic: testTopic w
Message: Test Message
Qo5 0 - At most once v | [] Retained Publish
2. % Aol M AR S 2YshAl L.
3. 5 Gol M FES SN2,
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@ MQTT Client Utility B[E=]

Eile Help

Connection Connection

Host: Port: Client identifier: Host: Port: Client identifier:

Client history Client history
Event Topic Message = QoS Retained| Time Event Topic Massage | QoS! Retained Time
Connected 29/08/12 10:23 Connected 29/08/12 10:23
Subscribed testTo... 0 29/08/12 10:25 Subscribed testTo... 0 29/08/12 10:25
Published testTo... TestM... 0O No 29/08/12 10:26 Received testTo... TestM... 0 No 29/08/12 10:26
Received testTo... TestM... 0 No 20/08/12 10:26
Clear history | (] Scroll lock Clear history | [] Scroll lock
Subscription Subscription
Topic: testTopic i Topic: testTopic v
Request QoS: 0 - At most once ] [ Subscribe ] [Unsubscribe Request QoS: |0 - At most once ~|| Subscribe ] IUnsubscnbe
Publication Publication
Topic: testTopic A Topic: testTopic v
Message: LR LT Message: Test Message
Qos: 0 - At most once ~| [ Retained Publlsh QoS: 0 - At most once +| [ Retained Publish
Jgl 29 At
L= 27 ]E EEISP ]
5. ‘T‘;é)]-oﬂj‘-] ﬂé w/l= E—lc’]‘\:l/\—g—.
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AAS A= 3L ZF MlAof AFEH clientIdentifiers SY3dloF Ut clientide] 7| B3-S SU5HA|
Fo} Q1= hostname.connectionName$d Y tt.

C|H[O|AE WebSphere MQ Telemetry C|H2| AX|, =0l 1M 51 H|of

twel Adx], /48 9 Aloj= o 7]ekl Yyt

-2 A3)5l3 = tjHfo] Aof SDK(Software Development Kit) S EAFsto] T H-S A %514 Al 2.,
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port 1880
max_connections 10000
listener 1884
mount_point 1884/
max_connections 1000
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mount_point 1883/
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mount_point 1884/
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A2 QM E MY T Uﬂ/\lePJ SEN7H A" Y fHo] SR =W 2 A S E= 'EZP Holah= o
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HA|Z] e L B *ﬁ Y2 Ecizld Al o 2 AR A] kU 7| EA o8 EJ 2 A Al ZE Ho|E &
A AZ X* 1751 iﬂiitolE ——rLE 2 EOQ dheo] et S4S A 4 %‘4‘3} A 2] el = O
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2to] AET} 25t 50 falsez A H ¢ "% A" o] HLHUTh trlo] A A= 155 5
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CleanSessiong false= AAstoete 152 BYEA] FEU T
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o4 UEUTH AR A ERE W E Y 50| AFEHEHIEE HAT 4+ 5y 4 A
autosave_on_changes ¥ autosave_interval S AF23}o] A% Aol o] 7HA T= %7 Alo]o] Y £~&
AAsHAl 2.

3 X540 chst 7242 of

# Sample configuration

# Daemon listens on port 1882 with persistence in /tmp
# Autosave every minute

port 1882

persistence_location /tmp/

retained_persistence true
autosave_on_changes false
autosave_interval 60

C|HFO| A2 WebSphere MQ Telemetry C|™H Kot
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MQTT Zeto] A E L= A= MgttConnectOptions.setUserName ¥
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password_file 745 A5 Al 2 (password_file FX).
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£ Zeto|AEo] thet AZ S Ashot ™ o 1/ ot o] clientid_prefixes Ui7iRAE AASHA A
2. Zgo]dEE clientid_prefixes mi7iH S0l U H HEH & sht=E A &sH=
clientIdentifiers”} QojoF gtk (clientid prefixes Z=).
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acl_file c:\WMQTDaemon\config\acl.txt
password_file c:\WMQTDaemon\config\passwords.txt
allow_anonymous true

connection Daemonl

username daemonl

password deamonpassword

gl 42 0 74 o

Fred:Fredpassword
Barney:Barneypassword

12! 43. Password file, passwords.txt

topic home/public/#

topic read meters/#

user Fred

topic write meters/fred
topic home/fred/#

user Barney

topic write meters/barney
topic home/barney/#

T2 44, MM A HO] THY acl.txt
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7|18 271 java.util.logging (JSR47) 2tal 5=
A zzagig Ao oz ol e = AFHH
163 Ho]#x]2] [MQTT JavaScript Z2}o]|AE Z4
JavaScript 220 AES AFE-SHE ¢ A2
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WMQ data directory\errors\AMQnnn.n.FDC
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¥ 5. MOTTv3 Java 2E0|HE 0|R FE
olf I 7t |9

REASON_CODE_BROKER_UNAVAILABLE |3
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B 5. MQTT v3 Java 2Ef0|AE 0| TE (A%
olg T 7H |4
REASON_CODE_CLIENT_ALREADY_CONN |3210 | Zzjojol =7} ojn] ol 2 g o] 9l U Th
ECTED 0
REASON_CODE_CLTENT_ALREADY_DISC |3210 | zzjojolE o] iz o] ojn] ZolF 4
ONNECTED 1 ZetolAES] o] ofn] ol &t
REASON_CODE_CLIENT_DISCONNECT_P |3210 MqttCallbackS’l Ml Ao A MgttClient.disconnect
ROHTBLTED T |EEe ARG A AP
REASON_CODE_CLIENT_DISCONNECTIN |3210 | Zajojolet 87 olAS B Zo|oa A ]S 2olat 4
G 2 [dsd
REASON_CODE_CLIENT_EXCEPTION 0 | =alololEs} ool WS UT
REASON_CODE_CLIENT_NOT_CONNECTE |3210 | zao|ol e} Aju{o] A5 #] oror4Lic
D 4
REASON_CODE_CLIENT_TIMEOUT 3200 | 4w o tf7] Zof Zeto]AE HgHA Tto] ZT}E| LT
0
REASON_CODE_FATLED_AUTHENTICATI |4 |x197} o= gri u|alH 57} 225 o] AJu]o] cjah olZo] Al
ON sy
REASON_CODE_INVALID_CLIENT_ID |2 A 25k 2o A E ID2 AB7F AR S
REASON_CODE_INVALID_PROTOCOL_VE |1 | gxw me &= wjzo] Ao XU &)
RSION
REASON_CODE_NO_MESSAGE_IDS_AVAI |3200 | a1 7}t &) mjA| 7] ID7} Qlo] WA @ 27} ubganaulch
LABLE 1
REASON_CODE_NOT_AUTHORIZED 5  |ex® zare 2eyst Ysto] gl
REASON_CODE_SERVER_CONNECT_ERRO |3210 | xjujo] 1738t 2 gl Uit}
R 3
REASON_CODE_SOCKET_FACTORY_MISM | 3210 | ;i UR1o} %2 SocketFactory”} 2 X]31%] 9k LiTh,
ATCH 5
REASON_CODE_SSL_CONFIG_ERROR 3210 |5 24 9 =olUch,
6
REASON_CODE_UNEXPECTED_ERROR 6 ol Ab2] B3k @ 27} Byl S U T
| E2|(MQXR) MH|A FX
Ch-& A AJAFG ol whet e E 2] Au| A 243 Al2fstal 2243 AH|ojshe miZi S dgstal 2240 285
21-9_/\11\]2_
AESE7| Hof|
F42 219 7] Yt IBM AH]A Qx| o} 7} 22| o| E 2] (MOXR) AlH| & 324 3 2 4 5he 49 Thg A AlAF
F& FYsHAI . A F ZAolls 4 ntd o] P4 ot o] & AHESte] SRRl ES ¥ a5k o] viet
A FEU.
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ol EjA3 HK
You can use the IBM WebSphere MQ stxmqtxc and endmgtxrc commands to start and stop IBM
WebSphere MQ trace. strmgtrcs= =M E 2] (MQOXR) AH] A0 that 242 4T th strmqtrcE AL
o]._‘;ﬁ o E'I]Eﬂ]}” E,] }\-]H]/\ 27(-1 o }\]7(1-5}7] X-]oﬂ _,_]r,H o x Eo}- z]o:]o] I:IEl-A Sk 1/\\,]1;]-. IBM
W%%MmMQzﬂﬂﬂ&zﬂ@ﬂﬁihzﬂ43°ﬂ'}“Ngt%q%jP%EEMﬂ%%%ﬂ
of HlH EZ(MQOXR) MH|AE A 45U

T2 A|X

1. F249] 271 Y A RAS] F2 AlojstaH 324 F42 AMESHIAI 2. S22 strmgtre £
controlMQXRChannel %‘%‘ O 2 AZH FZ o A gH Ut
thg mtele) 24 A AN L.

mgxrtrace.properties

trace.config

o2 o2 g Eo] &Y
« Windows®°l| A WebSphere MQ data directory\gmgrs\gMgrName \mgxruth.
« Linux®l|A] var/mgm/qmgrs/ qMgrName/mgxrdytt.
2. 0= g Egjo| A B7E o H Al L.
«  Windows A|2Elo| X WebSphere MQ installation directory\mgxr\bin Yyt
« Linux A|2® Jopt/mgm/mgxx/binofAl.
3. thS S 4350 SYSTEM. MQXR.SERVICE 332 A5 Al 2.

T ./controlIMQXRChannel.sh -gmgr= — gMgrName — -mode= T starttrace j—>
j stoptrace

controlMQXRChannel.bat

»

L -clientid= — ClientIdentifier J

L4 ujpE SR
amgr=gmgrName
gmgrName 7 #e2|z} o] 2 2 A4 A 2.
mode=starttrace| stoptrace
F2 S A Aot H starttrace = 342 55 W stoptraceE A M A L.
Al o7 s
clientid=ClientIdentifier

ClientIdentifierS Z2to]AEC] ClientIdentifier® A Al L. clientid7t &Y Seto|AE
of gt 45 et th. th4o] Se}o|AES FA ot 24 ]S o2 ¥ Agsiy Al L.

oIS 50, tha 3 2t

/opt/mgm/mgxx/bin/controlMQXRChannel.sh -gmgr=QM1 -mode=starttrace -clientid=
problemclient

23

F4 95 Heji O3 A EYE o] 55 Al 2.

+ Windows ©l|A| webSphere MQ data directory\traceduUrtt.

+ Linux2 %%, /var/mgm/trace.

%72 1422 mgxr_PPPPP. trcg} 2ol o]2 A A= m pPPPPPE T2 A|A IDY Y
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MQTT v3 Java 22|0|HE F=H
MOTT Java Zeto|1E 242 A datal 1 AnHe& Alofsteld the M AN T2y,
AlEsta| Holl

o] A= IBM WebSphere MQ B4 7.5.0.0007F 2-8-8 4= 15Ut} o] & Bz o4 2] Java Sto|AE F40
a4 = 160 Blo] A9 TMQTT (Paho) Java S2to]AE 4 9! tjH{ 7]

o ge FxsHAlL
27 219 715t} 1BM AH| 2 A7 Lo]7F MOTT Java Zetol A E & 34 5| Febm 2 Ya A9 thg 4
AARES G2 A 0. AIE BAolE 24 st o] §H o] Lt o] 2 ALgto] 2ol QIES | Tsks Wo] L

ot AR EFEY
Z2-2 WebSphere MQ Telemetry Java Z2to] A Eo] tialj A gt 2F-5-ghu Tt

Ol EfA3 HE

Z11: o] o= Windows &2 2 FE3}HE Q5T Linux ol A oA & A8t & LS HASIAIA| 2 2,

a) com.ibm.micro.client.mqttv3.trace.outputName

27 0d e 7128 g s QU 7| 23S ZetolAE 21 g R AUt 24 1YL matt-

n.trcztal gyct,

java com.ibm.micro.client.mqttv3.trace.outputName=c:\\MQTT_Trace
b) com.ibm.micro.client.mgttv3.trace.count

7123 24 spele] Uit 7] 23 37 Aol gl vl shubiuich

java com.ibm.micro.client.mqttv3.trace.count=5
c) com.ibm.micro.client.mgttv3.trace.limit

7128 sl o] #of 37]0]8} 7] £gHe 5000009 Ltk @A F o] 2] #3 shelo] R H & A ol
2 gk

java com.ibm.micro.client.mgttv3.trace.limit=100000

d) com.ibm.micro.client.mgttv3.trace.client.clientIdentifier.status

SejoldEH R XS AAY A 2. clientIdentifier=+% 73 222 B & Zelo|AdEo| of

oT T T

S ANAG AU S E oz 2 Br ZapololEo] chal 7 e

A H

java com.ibm.micro.client.mgttv3.trace.client.*.status=on

java com.ibm.micro.client.mqttv3.trace.client.Client10.status=on

2. N 2R B4 AHESto] 24 E4 wtd g JyMo R HdEt4lAl L.

2 ZjHbHe 2HIE A2 L2 7|5 2 A2 You can code the delimiter in a property fileas '/ or "\\'; "\
is the escape character
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java -Dcom.ibm.micro.client.mqttv3.trace=c:\\MgttTrace.properties

M

E
@ﬂ%%2ﬁﬂLoﬂH%éE4$ahm&§%%ﬂﬂN2J$%%%%M%ﬂQME.

java com.ibm.micro.client.mqttv3.internal.trace.TraceFormatter [-i traceFile] [-o
outputFile] [-h] [-d
time]
47| = o sy
-?
T BAR
-i traceFile
. A mpdof Sy (el mqtt-0. tre).
-0 outputFile
4, 28 oA S G chel: mqtt-0.trc.html E=mqtt-0.trc.txt).

HTMLE 259Ut &3 ot 2217  htmloojof fhych A H 7] 82 4 ARt HIAE=Z =3
Ut

-d time
)& 9] o] AlZEAkol7k A A7k ol (>=)2 A%, #5 AHESEo] W2 SolBUTh HTML Zol
488 4 &yt

chg oAl 37 32 HTML g4 0.2 22yt

java com.ibm.micro.client.mgttv3.internal.trace.TraceFormatter -i mqtt-0.trc -o
mgtt-0.trc.html -h

5 9 oAl 24 st Avh el AR Z25t0] 3o]7} 50 Wl AAE o4l A4 ATAQIS ME)

= b5l Solayrt o N

java com.ibm.micro.client.mgttv3.internal.trace.TraceFormatter -i mqtt-0.trc -o
mgtt-0.trc.txt -d 50

2% oA 34 mid e At AE Paloz S

java com.ibm.micro.client.mqttv3.internal.trace.TraceFormatter -i mqtt-0.trc -o
mgtt-0.trc.txt

C2 MQTT S210|YE %X
MOQTT Z2}to]AE C Y& FAs == 37 H4MQTT_C_CLIENT _TRACEES AATc)

MZESE7| Hofl

C8 MQTT Zeto|AdE 232 Abd Wl == wWindows} Linux®] C& MQTT Zalo]|AE, AF8217} 24 Wl =3t
i0S ko] B &2 ojj ] A2 = ls Ut

O| A3 HH

817 ¥4 MOTT_C_CLIENT TRACES 2 28 walat nholo] A2 2 AaliA Q. 22 Zee nholo] 7]
gyt

T2AX

CE MQTT Zeto|AE HE A5P5}7] Holl MQTT_C_CLIENT_TRACE=mqgttcclient.logES AASIAAlL.
2) oIS Sof 24 50]x]2] [C§ MQTT Setolgle Al2fal7]) o) A AT ES thew} o] 245t A2,
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@echo off

setlocal

set MQTT_C_CLIENT_TRACE=mgttcclient.log

call "C:\Program Files\Microsoft Visual Studio 10.0\VC\vcvarsall.bat" x86
cl /nologo /D "WIN32" /I "..\include" "MQTTV3Sample.c" /link /

nologo ..\windows_ia32\mqttv3c.lib

set path=%path%; ..\windows_ia32;

start "MQTT Subscriber" MQTTV3Sample -a subscribe -b localhost -p 1883
@rem Sleep for 2 seconds

ping -n 2 127.0.0.1 > NUL 2>&1

MQTTV3Sample -b localhost -p 1883

pause

endlocal

b) %sdkroot%/sdk/client/c/samples TRl Eg|oA ATHEE AP A2,

19700101 00OOOO.0C00 (8084) (1)> Socket_outInitialize:113
19700101 000000.000 (8084) (2)> SocketBuffer_initialize:81
19700101 000000.000 (8084) (2)< SocketBuffer_initialize:85
19700101 00OOOO.0C00 (8084) (1)< Socket_outInitialize:129
19700101 000000.000 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 000000.000 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 000000.000 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 000000.000 (8084) (1)> Thread_create_sem:189
19700101 000000.000 (8084) (1)< Thread_create_sem:222 (0)
19700101 00OO00.0C00 (8084) (1)> MQTTPersistence_create:43
19700101 00OO00.0C00 (8084) (1)< MQTTPersistence_create:89 (0)
19700101 GO00GO.000 (8084) (1)> MQTTPersistence_initialize:104
19700101 000O00.0C00 (8084) (1)< MQTTPersistence_initialize:112 (0)
19700101 00CO00.0C00 (8084) (0)< MQTTClient_create:267 (0)
19700101 00RO00.0C00 (8084) (0)> MQTTClient_connect:701
19700101 000000.000 Connecting to serverURI localhost:1883
20130201 125912.234 (8084) (1)> MQTTProtocol_connect:93
20130201 125912.234 (8084) (2)> MQTTProtocol_addressPort:43
20130201 125912.234 (8084) (2)< MQTTProtocol_addressPort:68
20130201 125912.234 (8084) (2)> Socket_new:594

20130201 125912.234 New socket 1860 for localhost, port 1883

2 EjA S

24 #|o]x]o] FCE MQTT Zeto|AE AlZ}517] g

CAAE s 4= Qe R E ZYZ oA AZE C] MQTT Zeto|AHEE A A5 Alge 4= 9l .M

A H 2 IBM MessageSight == IBM WebSphere MQE A-&3}0] cofl tifsl] A& MQTT Seto|AES Alg)s 4~
A=A] RIS A L.

MQTT (Paho) Java £20|HE FH 5l C|HAU

7|2 27+ java.util.logging (JSRA7) 2t1l 5= EF Java 274 7%
Adz2ai YAlez o2 o5 AT 4 sy

o

b
2
ofo
ot
J:
2
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>
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O| EjA3 HH

ZF31: Paho Java 22+0] A E+= IBM WebSphere MQ #{% 7.5.0.1 ©]
WebSphere MQ B 7.5.0.001| 4 Java Zeto| A E Q] 34 42 g5t
Zglo|dE 24 o] Y&S AXFAA L.

O = w2

g o) gt 48 73ty IBM
= AH =158 Ho]A|2] MOTT v3 Java

i)

Zimk %“—14—8— A 71%5-duch IBM AH] A AR L 07} MQTT Java 20| AES 222 2 Y5H= ¢ tf
2 AAAE 2Y A L. AF wAloll= 4 mtd o] P A o]y o] & AHE-Sto] Seto]AEE sk
o] L}o} Q1] k& U T 2 AL [BM WebSphere MQ HZH E 2] Java Sto]| A Eof tiai ATk sttt

T 5 S AHESHE 7Y e 2 java.util.logging.config. file EAJo] 74 utd ol o] 2 S

A5t Ad Y

org.eclipse.paho.client.mqttv3.logging T7|X|o|A] 2] E/J ot jsrd7min.propertiest

AlHY .

ojz] 7}A] Wi 0 & JSR47 211 7] & 7| 5 & AMSSte] tohg& 8T 4 s YT

- AEgh 5 7] 2] M EolA HIAIA] =3

« EX 27 9 o]stol| A WA R] 43

« 2O AR Q] of2] B 2] AAE

« opdof 7| F5kaL AFEE = o 9] 27] Y £& Alofst= U 2AE Al5-5te

- sz o] 7| &5t QI 2] WA A7t ER|AE 7|t 2 £ £ Qe E ot W 2AE Al 55t

+ JSR47S AHESEo] MQTT 220 A E 2ho] B 22| & A5t ol Ee]Alo] A & JIAERHESGH= 790
2j7|o] A1} Zeto] A E 2ho] Ba| 2| o] WA A7} A Yt

e JE a2 ALsh7] 98l fE 2 E 227 AU o] F2 2ol o]l ARt 21 8l 34

AA|7F Z3HE] o AT, Java AlAE] 54 Bl Paho 220l E W R o] W4 a2 HJHE #5049l
s
A

=
i

org.eclipse.paho.client.mqttv3.util of7]x]o] YEl F& Sl A DebugollA] tlH| 1 7]
Yt v57] 2 57] MQTT 2eto|dE @ HAE & thoj| A getDebug() HlA =S AHE3Ho] T 1
EgHE 45y

s =9, v Zsyh

MgttClient cl = new MgttClient();
Debug d = cl.getDebug();

dumpClientDebug() HAE= Hd o g2 JHE dx), 7| S5 = A E4H1 a7
27 7] 5= AHgsloF gt 1A O 1 B E st 24 o] 2S¢, ]%
mm&oﬂGuWAEE SEZEHAAN L.

=

T2 AN
T/ 7 -& st A U A5 = jsr47min.propertiesE AFESHI A 2.
A TE= 54 o & AHE ot 49 FA ET| A7 SHEE 27 2= A= o] l=A] FRIsHAI . 7|2
Hozs=AZt el e 72 ”"45]01 UAARE, @ F7H IS w7k A] 24 w2 ajof| §2]517] k= A& 5]

A FA S odol 7] &80 & = lFU T ol & ey
java.util.logging.MemoryHandler.push=SEVERE
of] ehstod
java.util.logging.MemoryHandler.push=ALL
2. AR EA2 ALgste] 24 74 TS JvMol FLHI A2,
jsra4min.properties& AH& 59 7% o]+ o2 25Ut
java -Djava.util.logging.config.file=C:\temp\jsr47min.properties

3. 2efolES AYstiI A2,
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a1t

of| 9] == ZAF o] EAYSHH Paho HH I S A& QM E 2] 32412 A H o diddol 7153y
FA 2 YA Ao 2 ohdof] 7133174 oL FA| EGAZF AFE AU I AR Qs F40] 7]5E
wjt ok of) 7| EH Yt F212] 4 o & 3171101* FEHAol ddd ¢k sy

ZF 32 24 d uf o AHE ol 7|2 Yth FileHandlerS F4510] HAI 2|7 2 == P41 S AT 4= 9l
£ Uth. Pahooll A+ SimpleHandler 2 th= &o| 25131 JREC|A] A| 35+ XMLHandlerEE}h A7 E=st
£ AHEAE A 9] o A ER & AT FU T Paho 271 FA 7| & AHESHe 4] 2| E9] A2 thaTt 25y
o}

Level Data and Time Class Method Thread clientID Message

573 5+ jsrd7min.properties”t AlFHUt. o] ot ofl= Paho MOTT 22| A E S} HadH FAI1H
Aok o E20] H= F4S £30617] 9% A|QHE /g o] &3tE| o] &Yt o] :r““‘ 2 /d-5oll At
U] ]“4/\1 H| & 2fof] Al&A 2 o] £ EE AT FA| E-|AZHAYSAY B4 FA| 27
QI K 2] & o] JLAd Eﬂ” S = FAIHY 7|2 FA| E 7= A2t el A 234
l:ll’]]:]— 7|22 o g v R e]of 3 H FA2 o] A olA 24 H wHd o 7]5%“—]‘:} 7|22 08 o] utd2
HEZF java.util.logging.FileHandlerdUtt. Paho /WL S A S AFRSHo] 2 g] 232 sl tjA)
of FAIZ 4= AHFYH

JSRA70] thet ZFA| S 82 java.util.logging TH7] 2] 2] JavadocS F XAl L.

o 2

20
|o fo

lil ol O oo 2 2
N 70 30 ok

# Loggers

ff ccccoccocscocoocscocoocscscoosssscnosssoee

# A memory handler is attached to the Paho packages

# and the level specified to collect all trace related

# to Paho packages. This will override any root/global

# level handlers if set.
org.eclipse.paho.client.mgttv3.handlers=java.util.logging.MemoryHandler
org.eclipse.paho.client.mgttv3.level=ALL

# It is possible to set more granular trace on a per class basis e.g.
#org.eclipse.paho.client.mgttv3.internal.ClientComms.level=ALL

# Handlers

FF = m e

# Note: the target handler that is associated with the Memory Handler is not a root handler
# and hence not returned when getting the handlers from root. It appears accessing
# target handler programmatically is not possible as target is a private variable in
# class MemoryHandler

java.util.logging.MemoryHandler.level=FINEST
java.util.logging.MemoryHandler.size=10000
java.util.logging.MemoryHandler.push=SEVERE
java.util.logging.MemoryHandler.target=java.util.logging.FileHandler
J#java.util.logging.MemoryHandler.target=java.util.logging.ConsoleHandler

# --- FileHandler ---
# Override of global logging level
java.util.logging.FileHandler.level=ALL

# Naming style for the output file:

# (The output file is placed in the directory

# defined by the "user.home" System property.)

# See java.util.logging for more options
java.util.logging.FileHandlexr.pattern=%h/paho%u.log

# Limiting size of output file in bytes:
java.util.logging.FileHandler.1limit=200000

# Number of output files to cycle through, by appending an
# integer to the base file name:
java.util.logging.FileHandler.count=3

# Style of output (Simple or XML):

java.util.logging.FileHandler.formatter=org.eclipse.paho.client.mqttv3.logging.SimpleLogFormatte
T
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ol 91} o1 A0 £ Adate 22 22 AR, o] 2

24
2 2ol = o] o] ek 21 8 27 0] A| 2|7} Zekelof AT, Java Al 25 SA4 2 Paho 220l ALE Ul
o

org.eclipse.paho.client.mgttv3.util #7|#]o] Y&l T8 SefA DebugollA T 7]50] A&
E]"]E} HlE7] Bl 57l MQTT S2to|AE @ BHAE 3 thol| A getDebug() Ml A= AHE-5He] T AAH A

o2 59, o3t 2

MgttClient cl = new MgttClient();
Debug d = cl.getDebug();

dumpClientDebug() HlAE = Xt &Fo] tl 1 HHE gxghch 7|25 = A4 ‘:]H’] a4
271 7)5S AHgsloF gt AA o 1 R E A st 2] S &, of ]%
mm&oﬂﬂuWAce SN L.

MQTT JavaScript 22|0|HE =X

xx
JavaScript 22}o|AEE _P%%P—t— 739 A4dH Seo|RE @ | HAEE 52552 Zajo]dE ¢
NEgA o] g HAst 24 1T 4 A5

O| EjA3 MH

FAE £A5H7] Aol thg HAEE AMES 4= QG YT

- client.startTrace ()= Z2lo|AE0]

+ client.stopTrace()+ Zeto|HE] thst F2-& F ATt
+ client.getTracelLog()= A 37 ¥

2] vjH & E25}o] IBM Software Supportol] o|= 51
ol Al o] M = %‘—@ S A E 28 e 24 L AHE o|Hd Fi R0 AEEt nprHo g 222G FA|5H=

WS HolF U

client = new Messaging.Client(location.hostname, Number(location.port), "clientId");
// Start the client tracing, the trace records capture the method calls and network
//flows from now on.
client.startTrace();

bt

client.onConnectionLost = onConnectionlLost;
client.connect(fonSuccess:onConnect?);

function onConnect() %
console.log("onConnect, will now disconnect then email Trace");
: client.disconnect();
function onConnectionLost(responseObject) $
if (responseObject.errorCode !== 0)
console.log("ConnectionLost: "+responseObject.errorMessage);
console.log(client.getTracelog());
window.location="mailto:helpdesk@"+location. hostname+
"?Subject=Web%20Messaging®%20Utility%20Trace&body="
client.getTracelLog().join("%0A");
client.stopTrace();

[N}

Al
=

b=
.

g
L

Client.startTrace, "2013-10-03T10:58:10.5317", "0.0.0.0",

Client.connect, {"keepAliveInterval":60,"cleanSession":truet,, false,

Client._socket_send, $"type":1,"keepAliveInterval":60,"cleanSession":true,
"clientId":"clientId"},

Client._on_socket_message, 1%,

Client._on_socket_message, {"type":2,"topicNameCompressionResponse":0,"returnCode":0%,

Client.disconnect,Client._socket_send, {"type":14%,
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Client.getTracelog, "2013-10-03T10:58:10.5487",
Client.getTraceLog in flight messages,

AEETFEMQTT 220 Ee} B SHA-2 2% AQIEE AIEs}I| 918t AAH 7A
St

Java 62] 7% IBM, SR13 o]A}ol A SHA-2 4= 45—3— AH8std MQTT A & Seto|AE o EefA o] &
HSSH4 9,1314@. J3 SHA-2 &S iH_E_% 7|22 0 2 IBM, SR4 o]0l 4| Java 771A] 7] EZ 0 2 A&
7HsotA] o B = o Mo = B4 A EE XA dloF Yt 1173 JREE ZE3st= MQTT Sto|dE
2 A5t 42 SHA-2 45 AQES = 7<l < oP—Xl shelsfjof gttt Selo]AE ioj|A SHA-2 F S ARIES
/\}ELG}E%% %E}O] AE AT TLS(Transport Layer Security) H{ 1.2& A ot= 3o = SSL HHAEE A

JafioF ghytt.
Java 72] 739 IBM, SR4 OWOM SHA-2 9t AQEV} 7| EH o2 A}E—L 7153t} IBM, SR13 Y o] & A]
H| A 22| Ao]A Java 62] 9 A& AEE A YotA| & MQTT HE S Holot= 4%, AE2 SHA-2 ¢S

A9 EE AL85}o] Zeto| A ER RE|o] 91 S 515}A] ST SHAD o5 ASIEE ALE S| A 4
o4 85 SSIEE A Aelok grLick Jefel G alst] ol MOTT AUl it AAES 415+ gz
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WebSphere MQ cannot process the request because the
executable specified cannot be started. (AMQ4160)
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WMQ installation directory\mgxr\samples\LoginModule.javaS $745to] AFEAF 117-2] 915
;WA WMQ installation directory\mgxr\samples\samples\LoginModule.classE 235
Ytk = ARSAR ALR72] JAAS QIS FEHAE 2/ sto] AEfoh rj- E ol A glg Ut A & e Ed
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Fal: WebSphere MQoll 485+ Al R47} 15 Jai 28 Hol& 7hs Ao tiulotol Be s vhdsy
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= JAASLogin.class2= JAAS Q1& S A7} %EM AU o] Se2e=
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T2 A|X

1. javax.security.auth.login.LoginExceptionoiA] @AY3t ofl Qo) thal mgxr.log & HZFHIA|
Q.
mgxr.log?] &= 153 HojAo] TAH F 275 , 210 YFH of|2]9] o= 176 H[°] A 2] 18] 549]
U&= FxsHAl 2.

2.174 80|21 ] [JAAS 77 oy oA 2Fd %t oflet vl sto] JAAS T2 S HI Al 2.

3. AFEAFS] 2%1 S AE JIF 7| A= HHEFHS T Y E JAASLoginModule 2 B FAJH HEE
ALE-5to] v 2] Al 2. loggedIng] 72 truet false 7Hof s Al 2.
loggedIn©] trued mj EA% o] Al2FA 2L loggedIn©] falsed uf 5L A4 o] UEht= 72 2A
A2 290 Fefof AE5YTt

4. FA Aol 15 FA7} ot et Ak Fof ZA|RIA] FRISH A L.
a) 178 E AHEALIDE AFS-Sto] A HALE st & HeH E] Ad Aol & HAHIAI . mgm L&

O] 14U AHEAF IDE A EHSHA Al 2.

b) Seto|AE A A HSHY A 2.

Aol s 25 = 49, saAe dgt ol S 98] AL E = AHAL Do)l syt A2 E = AREAL o]

Eo] FdY7t? sF AFEA} o] B2 291 BEO|A Tt & Q12lst Al 2. IBM WebSphere MQ
Explorer = dspmgauth& AH8-5to] S| A A HSHS FRISHIA 2.

JAAS 7A o

WebSphere MQ B4 7]ol A A W E 2] 2)'d-S AHEoto] e Ee] 2jd S /@Yt Seto|ldE= ZLE
18840]4] JAASMCAUser H|H Eg] Aol A H YT} 174 B|o] A 2] 11 480]+= Hei|H E 2| npAto]| A
2H/g 5t defr| E] /4 opd o] of| 7 A= o] QU o] kU S A HYSHA] npd Al . Ad2
JAASConfigeh= /42 AHESh= JAASE AHESto] Q1S3 Seto| A EVL QISE 1 Y AREA}FID
Adming AR&-5Fo] IBM WebSphere MQ 2 B A Eof T3t oG AN AE HJE Foj gt

com.ibm.mq.MQXR.channel/JAASMCAUser: \
com.ibm.mqg.MQXR.Port=1884;\
com.ibm.mq.MQXR.JAASConfig=JAASConfig;\
com.ibm.mqg.MQXR.UserName=Admin;\
com.ibm.mq.MQXR.StartWithMQXRService=true

021 48.WMQ Installation directory\data\gmgrs\qMgrName\mgxr\mgxr_win.properties

JAAS 74 utof= Java 22 A security. jaas.JAASLogino| &2 | A 5}= JAASConfig 2= AEA}
7F o, JAAS = S| EE /IS5t dl AR H U

JAASConfig §
security.jaas.JAASLogin required debug=true;

’

321 49.wMQ Installation directory\data\gmgrs\qMgrName\mgxr\jaas.config

SYSTEM.MQTT.SERVICEZ} A|ZE]H 174 mo] ] 2] 1 502] 7 &2 CLASSPATHOl 27}t

CLASSPATH=C:\WMQTelemtryApps;

2 50. WMQ Installation directory\data\gmgrs\qMgrName\service.env

174 28} HA AT} M2M



175 #|o]#| o] 13 510]+= W E 2] (MQXR) AJH|A0f thal A= CLASSPATHO 3271 174 H|o] x| 2] 1
509] 7} HZ27F A E o] &Y Th

CLASSPATH=;C:\IBM\MQ\Program\mgxr\bin\\..\1ib\MQXRListener. jar;

C:\IBM\MQ\Program\mgxxr\bin\\..\1ib\WMQCommonServices.jar;
C:\IBM\MQ\Program\mgxxr\bin\\..\lib\objectManager.utils.jar;
C:\IBM\MQ\Program\mgxxr\bin\\..\1lib\com.ibm.micro.xr.jar;
C:\IBM\MQ\Program\mgxr\bin\\..\..\java\lib\com.ibm.mq.jmqi.jar;
C:\IBM\MQ\Program\mgxxr\bin\\..\..\java\lib\com.ibm.mgjms.jar;
C:\IBM\MQ\Program\mgxr\bin\\..\..\java\lib\com.ibm.mq. jar;
C:\WMQTelemtryApps;

2l 51. runMQXRService.bat2| CLASSPATH &3

175 mo] 2] 2] 1§ 529] FEofA= LM EZ (MOXR) AMH|27} 174 #|o] 2|9 1 480 A 2'd Foj=
A= thE A& Holg Uy

21/05/2010 15:32:12 [main] com.ibm.mq.MQXRService.MQXRPropertiesFile
AMQXR2011I: Property com.ibm.mq.MQXR.channel/JAASMCAUser value
com.ibm.mqg.MQXR.Poxrt=1884;

com.ibm.mqg.MQXR.JAASConfig=JAASConfig;
com.ibm.mq.MQXR.UserName=Admin;
com.ibm.mqg.MQXR.StartWithMQXRService=true

8l 52. WMQ Installation directory\data\gmgrs\qgMgrName\errors\mqxr.log

Zeto]AE Qo] JAAS 2ol A=A com. ibm.mg.MQXR.JAASConfig=JAASWrongConfig”}t
jaas.config iU 2| JAAS ARNZ} o] §3 AX|SHA] %= 74§ Aol Anfistal Seto]AE} ol 9] & A 2ot
H 28 F == 0dYr 175 #|o] A 2] 11 539] U85 FEoHA| . A4S 2] &2 Seto|AETL AE #7|
2 A E=307] wj 2o = 2 oje] Client is not connected (32104)7} x4 2= 5t

C:\WMQTelemetryApps>java com.ibm.mq.id.PubAsyncRestartable
Starting a clean session for instance "Admin_PubAsyncRestartab"
Publishing "Hello World Fri May 21 17:23:23 BST 2010" on topic "MQTT Example"
for client instance: "Admin_PubAsyncRestartab" using QoS=1 on address tcp://localhost:1884"
Userid: "Admin", Password: "Password"
Delivery token "528752516" has been received: false
Connection lost on instance "Admin_PubAsyncRestartab" with cause "MgttException"
MgttException (@) - java.io.EOFException
at com.ibm.micro.client.mgttv3.internal.CommsReceiver.run(CommsReceiver.java:118)
at java.lang.Thread.run(Thread.java:801)
Caused by: java.io.EOFException
at java.io.DataInputStream.readByte(DataInputStream.java:269)
at
com.ibm.micro.client.mqttv3.internal.wire.MqgttInputStream.readMgttWireMessage (MgqttInputStream.ja
va:56)
at com.ibm.micro.client.mqgttv3.internal.CommsReceiver.run(CommsReceiver.java:90)
... 1 more
Client is not connected (32104)
at
com.ibm.micro.client.mgttv3.internal.ExceptionHelper.createMqttException(ExceptionHelper.java:33
)
at com.ibm.micro.client.mqgttv3.internal.ClientComms.internalSend(ClientComms.java:100)
at com.ibm.micro.client.mgttv3.internal.ClientComms.sendNoWait(ClientComms.java:117)
at com.ibm.micro.client.mgttv3.internal.ClientComms.disconnect(ClientComms.java:229)
at com.ibm.micro.client.mqttv3.MgttClient.disconnect(MgttClient.java:385)
at com.ibm.mqg.id.PubAsyncRestartable.main(PubAsyncRestartable.java:49)

53. com.ibm.mgq.id.PubAsyncRestartable HZ &0 X 2|=l of| 2]

maxx.logoll= 175 Ho] x| ] T8 53] EA|E 57} o] L e o] FU T

javax.security.auth.login.LoginExceptiong& *|g|5t= JAAST} 75 ZHA|gl o
LoginModules configured for JAASUUT} 176 H|o]A| o] & 54004 & 4= Q5 &5
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2 3l o] 277} AT = QlH YT JAAS A4S R ESH= Fofl JAASO] HHAgS O 2 EAY W2 Y Sk Q)
SUrtt.

JAAS7H || S B 1151A] 9= 79 JAASE o|n] JAASConfig AERA}o] o] E0] 2| A H
security.jaas.JAASLogin 2 AE 2 AU ch

21/05/2010 12:06:12 [ServerWorker®] com.ibm.mq.MQXRService.MQTTCommunications
AMQXR2050E: Unable to load JAAS config: JAASWrongConfig.

The following exception occurred javax.security.auth.login.LoginException:

No LoginModules configured for JAAS

12l 54. mqxer. log - JAAS 8 2E F0| @ F 2
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This book contains information on intended programming interfaces that allow the customer to write
programs to obtain the services of IBM WebSphere MQ.
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