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1. Programmable Command Formats

Introduction to Programmable Command Formats
Using Programmable Command Formats

Definitions of the Programmable Command Formats
Structures for commands and responses

PCF example
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1.1. Introduction to Programmable Command Formats

Page 10 of 520

This topic introduces WebSphere® MQ Programmable Command Formats (PCFs) and their relationship to other parts of the WebSphere MQ

products. It includes:
e The problem PCF commands solve
e What PCFs are
e Other administration interfaces
e The WebSphere MQ Administration Interface (MQAI)

The Programmable Command Formats described in this book are supported by:
¢ IBM® WebSphere MQ for AIX®
e IBM WebSphere MQ for HP-UX
e IBM WebSphere MQ for i5/0S®
e IBM WebSphere MQ for Linux
e IBM WebSphere MQ for Solaris
e IBM WebSphere MQ for Windows
e IBM WebSphere MQ for z/OS®
e IBM »WebSphere MQ for HP NonStop Server v5.3€
e IBM WebSphere MQ for HP OpenVMS, V5.3

The problem PCF commands solve

What PCFs are
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Other administration interfaces

The WebSphere MQ Administration Interface (MQAI)

Parent topic: Programmable Command Formats
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1.1.1. The problem PCF commands solve

The administration of distributed networks can become very complex. The problems of administration will continue to grow as networks increase
in size and complexity.

Examples of administration specific to messaging and queuing include:

e Resource management.
For example, queue creation and deletion.

e Performance monitoring.
For example, maximum queue depth or message rate.

e Control.
For example, tuning queue parameters such as maximum queue depth, maximum message length, and enabling and disabling queues.

e Message routing.
Definition of alternative routes through a network.

WebSphere® MQ PCF commands can be used to simplify queue manager administration and other network administration. PCF commands allow
you to use a single application to perform network administration from a single queue manager within the network.

Parent topic: Introduction to Programmable Command Formats
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1.1.2. What PCFs are

PCFs define command and reply messages that can be exchanged between a program and any queue manager (that supports PCFs) in a
network. You can use PCF commands in a systems management application program for administration of WebSphere® MQ objects:
authentication information objects, channels, channel listeners, namelists, process definitions, queue managers, queues, services, and storage
classes. The application can operate from a single point in the network to communicate command and reply information with any queue
manager, local or remote, via the local queue manager.

Each queue manager has an administration queue with a standard queue name and your application can send PCF command messages to that
queue. Each queue manager also has a command server to service the command messages from the administration queue. PCF command
messages can therefore be processed by any queue manager in the network and the reply data can be returned to your application, using your
specified reply queue. PCF commands and reply messages are sent and received using the normal Message Queue Interface (MQI).

Parent topic: Introduction to Programmable Command Formats
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1.1.3. Other administration interfaces

Administration of WebSphere® MQ objects can be carried out in other ways.

WebSphere MQ for i5/0S

WebSphere MQ for z/0S

WebSphere MQ for HP NonStop Server v5.3 Compaq NonStop Kernel, V5.1
WebSphere MQ for Windows, UNIX systems and HP OpenVMS

Parent topic: Introduction to Programmable Command Formats
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1.1.3.1. WebSphere® MQ for i5/0S®

In addition to PCFs, there are two further administration interfaces:

i5/0S Control Language (CL)
WebSphere MQ Commands (MQSC)

Parent topic: Other administration interfaces
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1.1.3.1.1. i5/0S Control Language (CL)

This can be used to issue administration commands to WebSphere® MQ for i5/0S®. They can be issued either at the command line or by
writing a CL program. These commands perform similar functions to PCF commands, but the format is completely different. CL commands are
designed exclusively for servers and CL responses are designed to be human-readable, whereas PCF commands are platform independent and
both command and response formats are intended for program use.

Parent topic: WebSphere MQ for i5/0S
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1.1.3.1.2. WebSphere MQ Commands (MQSC)

These provide a uniform method of issuing commands across WebSphere® MQ platforms. The general format of the commands is shown in the

WebSphere MQ Script (MQSC) Command Reference manual.
To issue the commands on an i5/0S® server, create a list of commands in a Script file, and then run the file using the STRMQMMQSC command.
MQSC responses are designed to be human readable, whereas PCF command and response formats are intended for program use.

Note: MQSC responses to commands issued from a script file are returned in a spool file.

Parent topic: WebSphere MQ for i5/0S
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1.1.3.2. WebSphere MQ for z/0S

In addition to PCFs, WebSphere® MQ for z/OS® supports the WebSphere MQ commands (MQSC). With z/OS these commands can be entered
from the z/OS console, or sent to the system command input queue. More information about issuing the commands is given in the WebSphere
MQ Script (MQSC) Command Reference manual, and in the WebSphere MQ for z/OS System Administration Guide.

Parent topic: Other administration interfaces
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»1.1.3.3. WebSphere MQ for HP NonStop Server v5.3< Compaq NonStop Kernel, V5.1

In addition to PCFs, there are three further administrative interfaces:
e WebSphere® MQ commands (MQSC)
e Control commands

e Message Queue Management (MQM) facility
MQSeries® for Compaq NonStop Kernel, V5.1 provides a panel interface for some of the functions.

Parent topic: Other administration interfaces
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1.1.3.4. WebSphere® MQ for Windows, UNIX systems and HP OpenVMS

In addition to PCFs, there are three further administrative interfaces:

WebSphere MQ commands (MQSC)

Control commands

WebSphere MQ Explorer - WebSphere MQ for Windows and WebSphere MQ for Linux (x86 platform)

Parent topic: Other administration interfaces
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1.1.3.4.1. WebSphere® MQ commands (MQSC)

You can use the MQSC as single commands issued at the Windows, or UNIX system command line. To issue more complicated, or multiple
commands, the MQSC can be built into a file that you run from the Windows, or UNIX system command line. MQSC can be sent to a remote

queue manager. For full details see the WebSphere MQ Script (MOQSC) Command Reference manual.

Parent topic: WebSphere MQ for Windows, UNIX systems and HP OpenVMS
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1.1.3.4.2. Control commands

WebSphere® MQ for Windows, and UNIX systems provides another type of command for some of the functions. These are the control
commands that you issue at the system command line. Reference material for these commands is contained in the WebSphere MQ System
Administration Guide manual.

Parent topic: WebSphere MQ for Windows, UNIX systems and HP OpenVMS

&1 This build: January 26, 2011 11:05:55

Notices | Trademarks | Downloads | Library | Support | Feedback

Copyright IBM Corporation 1999, 2009. All Rights Reserved.
This topic's URL:
pcl10330_

1.1.3.4.3. WebSphere MQ Explorer - WebSphere MQ for Windows and WebSphere MQ for
Linux (x86 platform)

The WebSphere® MQ Explorer is an Eclipse-based application that provides a graphical user interface for controlling resources in a network. For
full details see the WebSphere MQ System Administration Guide manual.

Parent topic: WebSphere MQ for Windows, UNIX systems and HP OpenVMS
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1.1.4. The WebSphere MQ Administration Interface (MQALI)

In addition to the methods described in Other administration interfaces, WebSphere® MQ for Windows, AIX®, i5/0S®, Linux, HP-UX, and
Solaris support the WebSphere MQ Administration Interface (MQAI).

»The MQAI is a programming interface to WebSphere MQ that gives you an alternative to the MQI, for sending and receiving PCFs. The MQAI
uses data bags which allow you to handle properties (or parameters) of objects more easily than using PCFs directly by way of the MQIL.€

The MQAI provides easier programming access to PCF messages by passing parameters into the data bag, so that only one statement is required

for each structure. This removes the need for the programmer to handle arrays and allocate storage, and provides some isolation from the
details of PCF.
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The MQAI administers WebSphere MQ by sending PCF messages to the command server and waiting for a response.

The MQAI is described in the second section of this manual. See the WebSphere MO Using Java book for a description of a component object
model interface to the MQAI.

Parent topic: Introduction to Programmable Command Formats
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1.2. Using Programmable Command Formats

This topic describes how to use the PCFs in a systems management application program for WebSphere® MQ remote administration. The topic
includes:

e PCF command messages

e Responses

e Extended responses

e Rules for naming WebSphere MQ objects
e Authority checking for PCF commands

PCF command messages

Responses

Standard responses

Extended responses

Rules for naming WebSphere MQ objects
Authority checking for PCF commands

Parent topic: Programmable Command Formats
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1.2.1. PCF command messages

Each command and its parameters are sent as a separate command message containing a PCF header followed by a number of parameter
structures (see MQCFH - PCF header). The PCF header identifies the command and the number of parameter structures that follow in the same
message. Each parameter structure provides a parameter to the command.

Replies to the commands, generated by the command server, have a similar structure. There is a PCF header, followed by a number of
parameter structures. Replies can consist of more than one message but commands always consist of one message only.

On platforms other than z/OS®, the queue to which the PCF commands are sent is always called the SYSTEM.ADMIN.COMMAND.QUEUE. On
z/0S, commands are sent to SYSTEM.COMMAND.INPUT, although SYSTEM.ADMIN.COMMAND.QUEUE can be an alias for it.The command server
servicing this queue sends the replies to the queue defined by the ReplyTo0 and ReplyTooMgr fields in the message descriptor of the command
message.

How to issue PCF command messages

Message descriptor for a PCF command

Sending user data

Parent topic: Using Programmable Command Formats
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1.2.1.1. How to issue PCF command messages

Use the normal Message Queue Interface (MQI) calls, MQPUT, MQGET and so on, to put and retrieve PCF command and response messages to
and from their respective queues.
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Note to users

Ensure that the command server is running on the target queue manager for the PCF command to process on that queue manager.
For a list of supplied header files, see the WebSphere MO Constants manual.

Parent topic: PCF command messages
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1.2.1.2. Message descriptor for a PCF command

The WebSphere® MQ message descriptor is fully documented in the WebSphere MQ Application Programming Guide manual.
A PCF command message contains the following fields in the message descriptor:

Report
Any valid value, as required.
MsgType
This must be MQMT_REQUEST to indicate a message requiring a response.
Expiry
Any valid value, as required.
Feedback
Set to MQFB_NONE
Encoding
If you are sending to i5/0S®, Windows or UNIX systems, set this field to the encoding used for the message data; conversion will be
performed if necessary.
CodedCharSetId

If you are sending to i5/0S, Windows, or UNIX systems, set this field to the coded character-set identifier used for the message data;
conversion will be performed if necessary.

Format

Set to MQFMT_ADMIN.
Priority

Any valid value, as required.
Persistence

Any valid value, as required.
MsgId

The sending application may specify any value, or MQMI_NONE can be specified to request the queue manager to generate a unique message
identifier.

Correlld
The sending application may specify any value, or MQCI_NONE can be specified to indicate no correlation identifier.
ReplyToQ
The name of the queue to receive the response.
ReplyToQMgr
The name of the queue manager for the response (or blank).
Message context fields
These can be set to any valid values, as required. Normally the Put message option MQPMO_DEFAULT_CONTEXT is used to set the message
context fields to the default values.

If you are using a version-2 MQMD structure, you must set the following additional fields:

GroupId

Set to MQGI_NONE
MsgSegNumber

Setto1l
Offset

Setto 0
MsgFlags

Set to MQMF_NONE
OriginalLength

Set to MQOL_UNDEFINED

Parent topic: PCF command messages

=] This build: January 26, 2011 11:05:57

http://127.0.0.1:1085/help/advanced/print.jsp ?topic=/com.ibm.mgq.csqzac.doc/pc1012... 15/03/2011



Programmable Command Formats and Administration Interface Page 16 of 520

Notices | Trademarks | Downloads | Library | Support | Feedback

Copyright IBM Corporation 1999, 2009. All Rights Reserved.
This topic's URL:
pc10390_

1.2.1.3. Sending user data

The PCF structures can also be used to send user-defined message data. In this case the message descriptor Format field should be set to
MQFMT_PCF.

Parent topic: PCF command messages
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1.2.2. Responses

In response to each command, the command server generates one or more response messages. A response message has a similar format to a
command message; the PCF header has the same command identifier value as the command to which it is a response (see MQCFH - PCF header
for details). The message identifier and correlation identifier are set according to the report options of the request.

If the PCF header type of the command message is MQCFT_COMMAND, standard responses only are generated. Such commands are supported
on all platforms except z/OS®. Older applications will not support PCF on z/0S; the WebSphere® MQ Windows Explorer is one such application
(however, the Version 6.0 or later WebSphere MQ Explorer does support PCF on z/0S).

If the PCF header type of the command message is MQCFT_COMMAND_XR, either extended or standard responses are generated. Such
commands are supported on z/0OS and some other platforms. Commands issued on z/OS generate only extended responses. On other platforms,
either type of response may be generated.

If a single command specifies a generic object name, a separate response is returned in its own message for each matching object. For the
purpose of response generation, a single command with a generic name is treated as multiple individual commands (except for the control field
MQCFC_LAST or MQCFC_NOT_LAST). Otherwise, one command message generates one response message.

Certain PCF responses might return a structure even when it is not requested. This is shown in the definition of the response (Definitions of the

Programmable Command Formats) as always returned. The reason that, for these responses, it is necessary to name the objects in the response
to identify which object the data applies.

Message descriptor for a response

Parent topic: Using Programmable Command Formats
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1.2.2.1. Message descriptor for a response
A response message has the following fields in the message descriptor:

MsgType

This is MQMT_REPLY.
MsgId

This is generated by the queue manager.
Correlld

This is generated according to the report options of the command message.
Format

This is MQFMT_ADMIN.
Encoding

Set to MQENC_NATIVE.
CodedCharSetId

Set to MQCCSI_Q_MGR.
Persistence

The same as in the command message.
Priority

The same as in the command message.
The response is generated with MQPMO_PASS_IDENTITY_CONTEXT.

Parent topic: Responses
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1.2.3. Standard responses

If the PCF header type of the command message is MQCFT_COMMAND, standard responses only are generated. Such commands are supported
on all platforms except z/OS®.

There are three types of standard response:
e OK response
e Error response
e Data response

OK response
Error response
Data response

Parent topic: Using Programmable Command Formats
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1.2.3.1. OK response
This consists of a message starting with a command format header, with a compcode field of MQCC_OK or MQCC_WARNING.
For MQCC_OK, the Reason is MQRC_NONE.

For MQCC_WARNING, the Reason identifies the nature of the warning. In this case the command format header may be followed by one or more
warning parameter structures appropriate to this reason code.

In either case, for an inquire command further parameter structures might follow as described below.

Parent topic: Standard responses
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1.2.3.2. Error response

If the command has an error, one or more error response messages are sent (more than one might be sent even for a command that would
normally have only a single response message). These error response messages have MQCFC_LAST or MQCFC_NOT_LAST set as appropriate.

Each such message starts with a response format header, with a compCode value of MQCC_FAILED and a Reason field that identifies the
particular error. In general each message describes a different error. In addition, each message has either zero or one (never more than one)
error parameter structures following the header. This parameter structure, if there is one, is an MQCFIN structure, with a Parameter field
containing one of the following:

MQIACF_PARAMETER_ID

The value field in the structure is the parameter identifier of the parameter that was in error (for example, MQCA_Q_NAME).

MQIACF_ERROR_ID

This is used with a Reason value (in the command format header) of MQRC_UNEXPECTED_ERROR. The value field in the MQCFIN structure
is the unexpected reason code received by the command server.

MQIACF_SELECTOR

This occurs if a list structure (MQCFIL) sent with the command contains a duplicate selector or one that is not valid. The Reason field in the
command format header identifies the error, and the value field in the MQCFIN structure is the parameter value in the MQCFIL structure
of the command that was in error.

MQIACF_ERROR_OFFSET

This occurs when there is a data compare error on the Ping Channel command. The value field in the structure is the offset of the Ping
Channel compare error.

MQIA_CODED_CHAR_SET_ID

This occurs when the coded character-set identifier in the message descriptor of the incoming PCF command message does not match that
of the target queue manager. The value field in the structure is the coded character-set identifier of the queue manager.

The last (or only) error response message is a summary response, with a compcode field of MQCC_FAILED, and a Reason field of
MQRCCF_COMMAND_FAILED. This message has no parameter structure following the header.
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1.2.3.3. Data response

The data response consists of an OK response (as described in OK response) to an inquire command. The OK response is followed by additional
structures containing the requested data as described in Definitions of the Programmable Command Formats.

Applications must not depend upon these additional parameter structures being returned in any particular order.
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1.2.4. Extended responses

Commands issued on z/OS® generate extended responses only. There are three types of extended response:
e Message response, with type MQCFT_XR_MSG
e Item response, with type MQCFT_XR_ITEM
e Summary response, with type MQCFT_XR_SUMMARY

Each command may generate one, or more, sets of responses. Each set of responses comprises one or more messages, numbered sequentially
from 1 in the MsgSeghumber field of the PCF header. The control field of the last (or only) response in each set has the value MQCFC_LAST. For
all other responses in the set, this value is MQCFC_NOT_LAST.

Any response may include one, or more, optional MQCFBS structures in which the rParameter field is set to MQBACF_RESPONSE_SET, the value
being a response set identifier. Identifiers are unique and identify the set of responses which contain the response. For every set of responses,
there is an MQCFBS structure that identifies it.

Extended responses have at least two parameter structures:

e An MQCFBS structure with the pParameter field set to MQBACF_RESPONSE_ID. The value in this field is the identifier of the set of
responses to which the response belongs. The identifier in the first set is arbitrary. In subsequent sets, the identifier is one previously
notified in an MQBACF_RESPONSE_SET structure.

e An MQCFST structure with the parameter field set to MQCACF_RESPONSE_Q_MGR_NAME, the value being the name of the queue manager
from which the set of responses come.

Many responses have additional parameter structures, and these are described in Extended responses to Inquire commands, Extended
responses to commands other than Inquire, and Extended responses to commands using CommandScope.

You cannot determine in advance how many responses there will be in a set other than by getting responses until one with MQCFC_LAST is
found. Neither can you determine in advance how many sets of responses there will be as any set may include MQBACF_RESPONSE_SET
structures to indicate that additional sets will be generated.

Extended responses to Inquire commands

Extended responses to commands other than Inquire

Extended responses to commands using CommandScope

Parent topic: Using Programmable Command Formats
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1.2.4.1. Extended responses to Inquire commands

Inquire commands normally generate an item response (type MQCFT_XR_ITEM) for each item found that matches the specified search criteria.
The item response has a compcCode field in the header with a value of MQCC_OK, and a Reason field with a value of MQRC_NONE. It also includes
other parameter structures describing the item and its requested attributes, as described in Definitions of Programmable Command Formats.

If an item is in error, the compcode field in the header has a value of MQCC_FAILED and the RrReason field identifies the particular error.
Additional parameter structures are included to identify the item.

Certain Inquire commands may return general (not name-specific) message responses in addition to the item responses. These are
informational, or error, responses of the type MQCFT__XR_MSG.
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If the Inquire command succeeds, there may, optionally, be a summary response (type MQCFT_XR_SUMMARY), with a compCode value of
MQCC_OK, and a Reason field value of MQRC_NONE.

If the Inquire command fails, item responses may be returned, and there may optionally be a summary response (type MQCFT_XR_SUMMARY),
with a compcode value of MQCC_FAILED, and a Reason field value of MQRCCF_COMMAND_FAILED.
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1.2.4.2. Extended responses to commands other than Inquire

Successful commands generate message responses in which the compcode field in the header has a value of MQCC_OK, and the Reason field has
a value of MQRC_NONE. There will always be at least one message; it may be informational (MQCFT_XR_MSG) or a summary
(MQCFT_XR_SUMMARY). There may optionally be additional informational (type MQCFT_XR_MSG) messages. Each informational message may
include a number of additional parameter structures with information about the command; see the individual command descriptions for the
structures that may occur.

Commands that fail generate error message responses (type MQCFT_XR_MSG), in which the compcode field in the header has a value of
MQCC_FAILED and the Reason field identifies the particular error. Each message may include a number of additional parameter structures with
information about the error: see the individual error descriptions for the structures that may occur. Informational message responses may be
generated. There may, optionally, be a summary response (MQCFT_XR_SUMMARY), with a compcode value of MQCC_FAILED, and a Reason field
value of MQRCCF_COMMAND_FAILED.
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1.2.4.3. Extended responses to commands using CommandScope

If a command uses the commandScope parameter, or causes a command using the commandScope parameter to be generated, there is an initial
response set from the queue manager where the command was received. Then a separate set, or sets, of responses is generated for each queue
manager to which the command is directed (as if multiple individual commands were issued). Finally, there is a response set from the receiving
queue manager which includes an overall summary response (type MQCFT_XR_SUMMARY). The MQCACF_RESPONSE_Q_MGR_NAME parameter
structure identifies the queue manager that generates each set.

The initial response set has the following additional parameter structures:

¢ MQIACF_COMMAND_INFO (MQCFIN). Possible values in this structure are MQCMDI_CMDSCOPE_ACCEPTED or
MQCMDI_CMDSCOPE_GENERATED.

¢ MQIACF_CMDSCOPE_Q_MGR_COUNT (MQCFIN). This indicates the number of queue managers to which the command is sent.
Parent topic: Extended responses
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1.2.5. Rules for naming WebSphere MQ objects

WebSphere® MQ authentication information, channel, client channel, listener, namelist, process, queue, service, and storage class objects exist

in separate object namespaces, and so objects from each type can all have the same name. However, an object cannot have the same name as

any other object in the same namespace. (For example, a local queue cannot have the same name as a model queue.) Names in WebSphere MQ
are case-sensitive,

The character set that can be used for naming all WebSphere MQ objects is as follows:
e Uppercase A-Z

e Lowercase a-z (however, on systems using EBCDIC Katakana you cannot use lowercase characters, and there are also restrictions on the
use of lowercase letters for z/OS® console support)

e Numerics 0-9
e Period (.)
e Forward slash (/)

Underscore (_)

Percent sign (%). The percent sign (%) is a special character to RACF®. If you are using RACF as the external security manager for
WebSphere MQ for z/OS, do not use % in object names. If you do, these names are not included in any security checks when RACF
generic profiles are used.

Note:
1. Do not use leading or embedded blanks.
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2. Avoid using names with leading or trailing underscores, because they cannot be handled by the WebSphere MQ for z/OS operations and
control panels.

3. Any name that is less than the full field length can be padded to the right with blanks. All short names that are returned by the queue
manager are always padded to the right with blanks.

4. Any structure to the names (for example, the use of the period or underscore) is not significant to the queue manager.

Name lengths
Generic values
Parent topic: Using Programmable Command Formats
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1.2.5.1. Name lengths

Queues can have names up to 48 characters long. Processes, namelists, clusters, and authentication information objects can have names up to
48 characters long. Channels can have names up to 20 characters long. Storage classes can have names up to 8 characters long. CF structures
can have names up to 12 characters long.

Reserved object names

Parent topic: Rules for naming WebSphere MQ objects
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1.2.5.1.1. Reserved object names

Names that start with "SYSTEM.” are reserved for objects defined by the queue manager. You can use the Change commands to change these
object definitions to suit your installation. The names that are defined for WebSphere® MQ are listed in full in the WebSphere MQ Script (MQSC)
Command Reference manual.

Parent topic: Name lengths

&1 This build: January 26, 2011 11:06:00

Notices | Trademarks | Downloads | Library | Support | Feedback

Copyright IBM Corporation 1999, 2009. All Rights Reserved.
This topic's URL:
pcl10530_

1.2.5.2. Generic values

Wherever a parameter can have a generic value, it is entered ending with an asterisk (*), for example ABC*. A generic value means 'all values
beginning with'; so ABC* means 'all values beginning with ABC'.

The question mark (?) and colon (:) are not allowed in generic values.
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1.2.6. Authority checking for PCF commands

When a PCF command is processed, the Userrdentifier from the message descriptor in the command message is used for the required
WebSphere® MQ object authority checks. The checks are performed on the system on which the command is being processed; therefore this
user ID must exist on the target system and have the required authorities to process the command. If the message has come from a remote

system, one way of achieving this is to have a matching user ID on both the local and remote systems.

Authority checking is implemented differently on each platform.

WebSphere MQ for i5/0S

WebSphere MQ for Windows, and UNIX systems
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WebSphere MQ for HP OpenVMS and HP NonStop Server
WebSphere MQ for z/0S

Parent topic: Using Programmable Command Formats
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1.2.6.1. WebSphere MQ for i5/0S

In order to process any PCF command, the user ID must have dsp authority for the WebSphere® MQ object on the target system.

In addition, WebSphere MQ object authority checks are performed for certain PCF commands, as shown in Table 1.

In most cases these are the same checks as those performed by the equivalent WebSphere MQ CL commands issued on a local system. See the
WebSphere MQ for i5/0S System Administration Guide book for more information on the mapping from WebSphere MQ authorities to i5/0S®
system authorities, and the authority requirements for the WebSphere MQ CL commands. Details of security concerning exits are given in the

WebSphere MQ Intercommunication manual.

To process any of the following commands the user ID must be a member of the group profile QMQMADM:

e Ping Channel

e Change Channel

e Copy Channel

e Create Channel

e Delete Channel

e Reset Channel

e Resolve Channel

e Start Channel

e Stop Channel

e Start Channel Initiator

e Start Channel Listener
Parent topic: Authority checking for PCF commands
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1.2.6.2. WebSphere MQ for Windows, and UNIX systems

In order to process any PCF command, the user ID must have dsp authority for the queue manager object on the target system. In addition,
WebSphere® MQ object authority checks are performed for certain PCF commands, as shown in Table 1.

To process any of the following commands the user ID must belong to group mgm.
Note: For Windows only, the user ID can belong to group Administrators or group mgm.

e Change Channel

e Copy Channel

e Create Channel

e Delete Channel

e Ping Channel

e Reset Channel

e Start Channel

e Stop Channel

e Start Channel Initiator

e Start Channel Listener

e Resolve Channel

e Reset Cluster

o Refresh Cluster

e Suspend Queue Manager

e Resume Queue Manager
Parent topic: Authority checking for PCF commands

&1 This build: January 26, 2011 11:06:01

Notices | Trademarks | Downloads | Library | Support | Feedback

http://127.0.0.1:1085/help/advanced/print.jsp ?topic=/com.ibm.mgq.csqzac.doc/pc1012... 15/03/2011



Programmable Command Formats and Administration Interface

Copyright IBM Corporation 1999, 2009. All Rights Reserved.
This topic's URL:
pc10570_

1.2.6.3. WebSphere MQ for HP OpenVMS and >HP NonStop Server<«
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In order to process any PCF command, the user ID must have dsp authority for the queue manager object on the target system. In addition,

WebSphere® MQ object authority checks are performed for certain PCF commands, as shown in Table 1.

To process any of the following commands the user ID must belong to group mgm:

e Change Channel

e Copy Channel

e Create Channel

e Delete Channel

e Ping Channel

e Reset Channel

e Start Channel

e Stop Channel

e Start Channel Initiator

e Start Channel Listener

e Resolve Channel

e Reset Cluster

e Refresh Cluster

e Suspend Queue Manager
e Resume Queue Manager

Table 1. Windows,HP OpenVMS Alpha, NP NonStop Server, and UNIX systems - object authorities

Command WebSphere MQ object authority Class authority (for
object type)
Change Authentication Information dsp and chg n/a
Change Channel dsp and chg n/a
Change Channel Listener dsp and chg n/a
Change Client Connection Channel dsp and chg n/a
Change Namelist dsp and chg n/a
Change Process dsp and chg n/a
Change Queue dsp and chg n/a
Change Queue Manager chg see Note 3 n/a
Change Service dsp and chg n/a
Clear Queue clr n/a
Copy Authentication Information dsp crt
Copy Authentication Information from: dsp to: chg crt
(Replace) see Note 1
Copy Channel dsp crt
Copy Channel (Replace) see Note 1 from: dsp to: chg crt
Copy Channel Listener dsp crt
Copy Channel Listener (Replace) see from: dsp to: chg crt
Note 1
Copy Client Connection Channel dsp crt
Copy Client Connection Channel from: dsp to: chg crt
(Replace) see Note 1
Copy Namelist dsp crt
Copy Namelist (Replace) see Note 1 from: dsp to: dsp and chg crt
Copy Process dsp crt
Copy Process (Replace) see Note 1 from: dsp to: chg crt
Copy Queue dsp crt
Copy Queue (Replace) see Note 1 from: dsp to: dsp and chg crt
Create Authentication Information (system default authentication information) dsp crt
Create Authentication Information (system default authentication information) dsp crt
(Replace) see Note 1 to: chg
Create Channel (system default channel) dsp crt
Create Channel (Replace) see Note 1 (system default channel ) dsp to: chg crt
Create Channel Listener (system default listener) dsp crt
Create Channel Listener (Replace) see (system default listener ) dsp to: chg crt
Note 1
Create Client Connection Channel (system default channel) dsp crt
Create Client Connection Channel (system default channel ) dsp to: chg crt
(Replace) see Note 1
Create Namelist (system default namelist) dsp crt
Create Namelist (Replace) see Note 1 (system default namelist) dsp to: dsp and chg crt
Create Process (system default process) dsp crt
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Replace.

above.

system.

Guide for further information.

Create Process (Replace) see Note 1 (system default process) dsp to: chg crt

Create Queue (system default queue) dsp crt

Create Queue (Replace) see Note 1 (system default queue) dsp to: dsp and chg crt

Create Service (system default queue) dsp crt

Create Service (Replace) see Note 1 (system default queue) dsp to: chg crt

Delete Authentication Information dsp and dit n/a

Delete Authority Record (queue manager object) chg see Note 4 see Note 4
Delete Channel dsp and dit n/a

Delete Channel Listener dsp and dit n/a

Delete Client Connection Channel dsp and dlt n/a

Delete Namelist dsp and dit n/a

Delete Process dsp and dlt n/a

Delete Queue dsp and dit n/a

Delete Service dsp and dlt n/a
Inquire Authentication Information dsp n/a
Inquire Authority Records see Note 4 see Note 4
Inquire Channel dsp n/a
Inquire Channel Listener dsp n/a
Inquire Client Connection Channel dsp n/a
Inquire Namelist dsp n/a
Inquire Process dsp n/a
Inquire Queue dsp n/a
Inquire Queue Manager see note 3 n/a
Inquire Service dsp n/a

Ping Channel ctrl n/a

Ping Queue Manager see note 3 n/a

Reset Channel ctrix n/a

Reset Queue Statistics dsp and chg n/a
Resolve Channel ctrix n/a

Set Authority Record (queue manager object) chg see Note 4 see Note 4
Start Channel ctrl n/a

Stop Channel ctrl n/a
Escape see Note 2 see Note 2
Note:

1. This applies if the object to be replaced does already exist, otherwise the authority check is as for Create or Copy without
2. The required authority is determined by the MQSC command defined by the escape text, and it will be equivalent to one of the
3. In order to process any PCF command, the user ID must have dsp authority for the queue manager object on the target

4. This PCF command will be authorized unless the command server has been started with the -a parameter. By default the
command server starts when the Queue Manager is started, and without the -a parameter. See the System Administration

WebSphere MQ also supplies some channel security exit points so that you can supply your own user exit programs for security checking. Details
are given in the WebSphere MQ Intercommunication manual.
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1.2.6.4. WebSphere® MQ for z/0S

See the WebSphere MQ for z/OS System Setup Guide for information about authority checking on z/OS®.
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1.3. Definitions of the Programmable Command Formats

The topic discusses:
e How the definitions are shown

http://127.0.0.1:1085/help/advanced/print.jsp ?topic=/com.ibm.mq.csqzac.doc/pc1012... 15/03/2011



Programmable Command Formats and Administration Interface Page 24 of 520

e PCF commands and responses in groups
Following is the reference material for all Programmable Command Formats (PCFs) of commands and responses.

How the definitions are shown

PCF commands and responses in groups

Definitions of Programmable Command Formats

Backup CF Structure

Change, Copy, and Create Authentication Information Object

The Create authentication information command creates an authentication information object. The Copy authentication information
command creates a new authentication information object based on an existing one. The Change authentication information command
changes attributes of an existing authentication information object.

Change, Copy, and Create CF Structure

Change, Copy, and Create Channel
List of parameters for the Change, Copy, and Create Channel commands showing to which type, or types, of channel they apply.

Change, Copy, and Create Channel Listener
Change, Copy, and Create Namelist
Change, Copy, and Create Process

Change, Copy, and Create Queue

Change Queue Manager
The Change Queue Manager (MQCMD_CHANGE_Q_MGR) command changes the specified attributes of the queue manager.

Change Security

Change, Copy, and Create Service

Change, Copy, and Create Storage Class

Change, Copy, and Create Subscription

Change, Copy, and Create Topic
The Change Topic (MQCMD_CHANGE_TOPIC) command changes the specified attributes of an existing WebSphere® MQ administrative
topic definition. For any optional parameters that are omitted, the value does not change.

Clear Queue

Clear Topic String

Delete Authentication Information Object

Delete Authority Record
Delete CF Structure
Delete Channel

Delete Channel Listener
Delete Namelist

Delete Process

Delete Queue

Delete Service

Delete Storage Class

Delete Subscription
The Delete Subscription (MQCMD_DELETE_SUBSCRIPTION) command deletes a subscription.

Delete Topic
Escape

Escape (Response)
Inquire Archive

Inquire Archive (Response)
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Inquire Authentication Information Object
The Inquire authentication information object (MQCMD_INQUIRE_AUTH_INFO) command inquires about the attributes of authentication
information objects.

Inquire Authentication Information Object (Response)
Inquire Authentication Information Object Names
Inquire Authentication Information Object Names (Response)
Inquire Authority Records

Inquire Authority Records (Response)

Inquire Authority Service

Inquire Authority Service (Response)

Inquire CF Structure

Inquire CF Structure (Response)

Inquire CF Structure Names

Inquire CF Structure Names (Response)

Inquire CF Structure Status

Inquire CF Structure Status (Response)

Inquire Channel

Inquire Channel (Response

Inquire Channel Initiator

Inquire Channel Initiator (Response)

Inquire Channel Listener

Inquire Channel Listener (Response)

Inquire Channel Listener Status

Inquire Channel Listener Status (Response)
Inquire Channel Names

Inquire Channel Names (Response)
The response to the Inquire Channel Names (MQCMD_INQUIRE_CHANNEL_NAMES) command consists of one response per client
connection channel (except for SYSTEM.DEF.CLNTCONN), and a final message with all the remaining channels.

Inquire Channel Status

Inquire Channel Status (Response)
Parameters of the Inquire Channel Status (Response) command.

Inquire Cluster Queue Manager

Inquire Cluster Queue Manager (Response)

Inquire Connection

Inquire Connection (Response)

Inquire Entity Authority

Inquire Entity Authority (Response)

Inquire Group

Inquire Group (Response)

Inquire Log
Inquire Log (Response
Inquire Namelist

Inquire Namelist (Response)
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Inquire Namelist Names

Inquire Namelist Names (Response)
Inquire Process

Inquire Process (Response)

Inquire Process Names

Inquire Process Names (Response)

Inquire Pub/Sub Status
The Inquire Pub/Sub Status (MQCMD_INQUIRE_PUBSUB_STATUS) command inquires about the status of publish/subscribe connections.

Inquire Pub/Sub Status (Response)
The response to the Inquire Pub/Sub Status (MQCMD_INQUIRE_PUBSUB_STATUS) command consists of the response header followed by
the attribute structures.

Inquire Queue
Inquire Queue (Response)

Inquire Queue Manager
The Inquire Queue Manager (MQCMD_INQUIRE_Q_MGR) command inquires about the attributes of a queue manager.

Inquire Queue Manager (Response)
The response to the Inquire Queue Manager (MQCMD_INQUIRE_Q_MGR) command consists of the response header followed by the
OMgrName structure and the requested combination of attribute parameter structures.

Inquire Queue Manager Status
Inquire Queue Manager Status (Response)

Inquire Queue Names

Inquire Queue Names (Response)

Inquire Queue Status

Inquire Queue Status (Response)

Inquire Security

Inquire Security (Response)

Inquire Service

Inquire Service (Response)
Inquire Service Status

Inquire Service Status (Response)
Inquire Storage Class

Inquire Storage Class (Response)

Inquire Storage Class Names

Inquire Storage Class Names (Response)

Inquire Subscription

Inquire Subscription (Response)
The response to the Inquire Subscription (MQCMD_INQUIRE_SUBSCRIPTION) command consists of the response header followed by the
subId and subName structures, and the requested combination of attribute parameter structures (where applicable).

Inquire Subscription Status
The Inquire Subscription Status (MQCMD_INQUIRE_SUB_STATUS) command inquires about the status of a subscription.

Inquire Subscription Status (Response)
The response to the Inquire Subscription Status (MQCMD_INQUIRE_SBSTATUS) command consists of the response header followed by the
SubId and SubName structures, and the requested combination of attribute parameter structures (where applicable).

Inquire System
Inquire System (Response)

Inquire Topic
The Inquire Topic (MQCMD_INQUIRE_TOPIC) command inquires about the attributes of existing WebSphere MQ administrative topic
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objects

Inquire Topic (Response)
The response to the Inquire Topic (MQCMD_INQUIRE_TOPIC) command consists of the response header followed by the TopicName

structure (and on z/0S only, the 056G Disposition structure), and the requested combination of attribute parameter structures (where
applicable).

Inquire Topic Names

Inquire Topic Names (Response)

Inquire Topic Status
The Inquire Topic Status (MQCMD_INQUIRE_TOPIC_STATUS) command inquires the status of a given topic, or of a topic and its child
topics.

Inquire Topic Status (Response)
The response of the Inquire topic (MQCMD_INQUIRE_TOPIC_STATUS) command consists of the response header followed by the
TopicString structure and the requested combination of attribute parameter structures (where applicable).

Inquire Usage

Inquire Usage (Response)
Move Queue

Ping Channel

Ping Queue Manager

Recover CF Structure

Refresh Cluster

Refresh Queue Manager

Use the Refresh Queue Manager (MQCMD_REFRESH_Q_MGR) command to perform special operations on queue managers.
Refresh Security

Reset Channel

Reset Cluster

Reset Queue Manager
Use the Reset Queue Manager (MQCMD_RESET_Q_MGR) command as part of your backup and recovery procedures on AIX, HP-UX, Linux,
Solaris, i5/0S, and Windows.

Reset Queue Statistics

Reset Queue Statistics (Response)
Resolve Channel

Resume Queue Manager

Resume Queue Manager Cluster
Reverify Security

Set Archive

Set Authority Record
The Set Authority Record (MQCMD_SET_AUTH_REC) command sets the authorizations of a profile, object or class of objects.
Authorizations can be granted to, or revoked from, any number of principals or groups.

Set Log

Set System

Start Channel

Start Channel Initiator
Start Channel Listener
Start Service

Stop Channel

Stop Channel Initiator

Stop Channel Listener
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Stop Connection

Stop Service

Suspend Queue Manager
Suspend Queue Manager Cluster
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1.3.1. How the definitions are shown

For each PCF command or response there is a description of what the command or response does, giving the command identifier in parentheses.
See the WebSphere MQ Constants manual for all values of the command identifier. Each command description starts with a table that identifies
the platforms on which the command is valid. For additional, more detailed, usage notes for each command, see the corresponding command
description in the WebSphere MQ Script (MQSC) Command Reference manual.

WebSphere® MQ products, other than WebSphere MQ for z/OS®, can use the WebSphere MQ Administration Interface (MQAI), which provides
a simplified way for applications written in the C and Visual Basic programming language to build and send PCF commands. For information on
the MQAI see the second section of this manual.

On Windows, you can use the Microsoft Active Directory Services Interface (ADSI), as well as PCFs, to inquire about and set parameters. For

information on using Microsoft ADSI see the WebSphere MQ Using the Component Object Model Interface book.

Commands

Responses

Parameters and response data
Constants

Informational messages
Error codes
Parent topic: Definitions of the Programmable Command Formats
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1.3.1.1. Commands

The required parameters and the optional parameters are listed. On platforms other than z/OS®, the parameters must occur in the order:
1. All required parameters, in the order stated, followed by
2. Optional parameters as required, in any order, unless specifically noted in the PCF definition.

On z/0S, the parameters can be in any order.
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1.3.1.2. Responses

The response data attribute is always returned whether it is requested or not. This parameter is required to identify, uniquely, the object when
there is a possibility of multiple reply messages being returned.

The other attributes shown are returned if requested as optional parameters on the command. The response data attributes are not returned in
a defined order.
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1.3.1.3. Parameters and response data

Each parameter name is followed by its structure name in parentheses (details are given in Structures for commands and responses). The
parameter identifier is given at the beginning of the description.
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1.3.1.4. Constants

The values of constants used by PCF commands and responses are in the WebSphere MQ Constants manual.
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1.3.1.5. Informational messages

On z/0S®, a number of command responses return a structure, MQIACF_COMMAND_INFO, with values that provide information about the
command.

Table 1. MQIACF_COMMAND_INFO values

MQIACF_COMMAND_INFO value Meaning

MQCMDI_CMDSCOPE_ACCEPTED A command that specified commandScope was entered. It has
been passed to the requested queue manager(s) for processing

MQCMDI_CMDSCOPE_GENERATED A command that specified commandscope was generated in
response to the command originally entered

MQCMDI_CMDSCOPE_COMPLETED Processing for the command that specified commandscope -

either entered or generated by another command - has
completed successfully on all requested queue managers

MQCMDI_QSG_DISP_COMPLETED Processing for the command that refers to an object with the
indicated disposition has completed successfully
MQCMDI_COMMAND_ACCEPTED Initial processing for the command has completed successfully.

The command requires further action by the channel initiator,
for which a request has been queued. Messages reporting the
success or otherwise of the action will be sent to the command
issuer subsequently

MQCMDI_CLUSTER_REQUEST_QUEUED Initial processing for the command has completed successfully.
The command requires further action by the cluster repository
manager, for which a request has been queued

MQCMDI_CHANNEL_INIT_STARTED A Start Channel Initiator command has been issued and the
channel initiator address space has been started successfully
MQCMDI_RECOVER_STARTED The queue manager has successfully started a task to process
the Recover CF Structure command for the named structure
MQCMDI_BACKUP_STARTED The queue manager has successfully started a task to process
the Backup CF Structure command for the named structure
MQCMDI_RECOVER_COMPLETED The named CF structure has been recovered successfully. The
structure is available for use again
MQCMDI_SEC_TIMER_ZERO The Change Security command was entered with the

SecurityInterval attribute set to 0. This means that no user
timeouts will occur

MQCMDI_REFRESH_CONFIGURATION A Change Queue Manager command has been issued that
enables configuration events. Event messages need to be
generated to ensure that the configuration information is
complete and up-to-date

MQCMDI_IMS_BRIDGE_SUSPENDED The MQ-IMS Bridge facility is suspended.
MQCMDI_DB2_SUSPENDED The connection to DB2® is suspended
MQCMDI_DB2_OBSOLETE_MSGS Obsolete DB2 messages exist in the queue-sharing group
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1.3.1.6. Error codes

At the end of most command format definitions there is a list of error codes that might be returned by that command.

Error codes applicable to all commands
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1.3.1.6.1. Error codes applicable to all commands

In addition to those listed under each command format, any command might return the following in the response format header (descriptions of
the MQRC_* error codes are given in the WebSphere MQ Messages and WebSphere MQ for z/OS Messages and Codes manuals ):

Reason (MQLONG)

The value can be:
MQRC_NONE

(0, X'000") No reason to report.
MQRC_MSG_TOO_BIG_FOR_Q

(2030, X'7EE') Message length greater than maximum for queue.
MQRC