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Z 1 B SOA _TEv

_T\mTa9/R;BD==Z\m_T=fp=X|DwC#_TITCZZN

Nfr~qD73P'V|CD`\#fr~qe5a9 (SOA) 5yozs56pMX

"5qDX|~q#(}mS_T,RGmSK5qME"<uDXFcMt]T#

a{,SOA 9C|c:"Z5M5qC'Dn?I>D,1,a_Kzz[5DYH,

"SYK SOA bv=8D&C#

_TGI&CZ;vr`vJ4(|(;,~q)D@"*X#_TMNN`X*}

]DVd(HdZV<=73P)ITzzZwV5)cMv_c#

SOA _Te5a9

SOA _Te5a9hv_T`4c (PAP)"_T4Pc (PEP)"_Tv_c (PDP)"_

TE"c (PIP) M_T`Xc (PMP) D;%#ZC#=P,9C WSRR 5V PAP,

"9C WebSphere® DataPower® 5V PEP#

G)X|cDy>_Te5a9M(eDi/gB:

v _T`4c - a)KP1Zd`4_T"\mM`\_T0drJ4DVdM\m_

Ta{D_T&\#|,;vCZf"_TDf"b#ZK#=P,bG9C WSRR

q!D#

v _T4Pc - _T4PcGZPd~OKPD&\c,CZ:

– 4P_T#

– SU4P_T|B"<8Cb)|BrxP*;T89C#

– a)T_T`XcD5)H?#

– a)4P_Ta{T0T_T\mcM_T`XcDVv#

– y]z|\ZWN|D_T5J&CM4PD;C:

- hF1Zd,~q"amMf"b>mMG4Pc#

- KP1Zd,(#I+~qa)_k{Q_,Sp4DWcPdK(Pd~)

534P_T#

ZK#=P,bG9C WebSphere DataPower q!D#

v _Tv_c - _Tv_cIy]`X_TrO,T0tTTNk_ksxP@@#|

avZ("Jqri$v_Ta)FcDa{#

v _TE"c - _TE"cr_Tv_ca)b?E"(g LDAP tTE")r4T

}]bDa{(XkTE"@@Tvv_Tv_)#

v _T`Xc - *{ve5a9a)j8_T`X&\D&\i~;}g,V<=73

P_TDEv#b|(:

– SU`X_T|B"<8Cb)|BrxP*;T89C#

– 6q*T>D51U/M3FVv#

– (}wV51U/w(|(_T4Pc)9}])D4`X*"Vv}])D4

"9}])D4IS#
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– \mXF(,a)T_T4PcDV<=xgD\mT0b)4PD4,DIS

T#

– G<"[/b?M;vT>`X_T8(DXsB~#

– a)T_T\mcM_T4PcD`X_TVv#

":K#=P;|(`X#

{Q_Ma)_<kPd~xP;%,Pd~*xkf"bMNN`Xm~xP;

%#

gNk SOA _Te5a9;p9C

< 1 MBfhvK SOA _TIYw#=w#

1. `4_T,;s+d=S=h*C_TD~q#(#,q-TB3r:

a. Z~qf"bP0kr4(~q/O#bG_T`4cD;?V#

b. 9C_Tz|\ZZ_T`4cP4(yhD_T/:

1) y]h*,Z~q"YwrKccf,+_T=S=h*G)_TD~q#

2. T/+_TS_T`4c"</$)=_T4PcM_T`Xc#

":ZK#=P,;|,9C ITCAM for SOA xP`X#

a. hC}LP,ITCAM for SOA S WSRR $)`X_T#b;"z;N#

< 1. ~q6p-i (SLA) _T - SOA ?p#M
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b. hC}LP,zmxXGZ_P_T4PD~qBqD?v WebSphere Data

Power® h8P4(#b;"z;N,"Ry]h*mSr|D#

c. hC}LP,h8PD?vzmxXkT|:pD~q$) WSRR PD_T#

b;"z;N,"Ry]h*mSr|D#

d. hC}LP,dC WebSphere DataPower,TcC_TII/:Pd{h82m#

b;"z;N,"Ry]h*mSr|D#

e. ITCAM for SOA Z"<1BX`X_T#

f. ITCAM for SOA +_T*;*Z?5wwCDiv_T#

g. WebSphere DataPower kT|:p&mD~qBX WSDL#

h. WebSphere DataPower ZU= WSRR D(*1,kT|:pD~qBX_T#

i. WebSphere DataPower +_T*;*IC SLM q=DZ? WebSphere DataPower

5w#

3. {C(fM(*Yw4`X SOA _T:

a. Z SOA iv_TD ITCAM P,`X_TGn/D#

b. ITCAM for SOA SU`XE""+CE"ECZ$wUdP#

":K#=P;a)`X#

4. SOA _TD4P:

a. wV WebSphere DataPower h8PD4P_TGn/D#

b. WebSphere DataPower kTC{Q_~qMa)_~qSU~qBqM&C_T#

5. _T4Pca+ SOA _T4P3FE""MA_T`Xc#

":K#=P;|(`X#

6. _T`Xca+`XB~"MA_T`4c#

a. Z_T`4cPhCh*S_T`Xc`XDB~#b;"z;N,"Ry]

h*mSr|D#

b. 1iv_Ts5* true 1,+B~S_T`XcFM=_T`4c#

":K#=P;|(`X#

7. /(D`X:

a. (ZKPiv_T"4_TPD8(I!IPYw#1!5*? 5 VS#

SOA _Tz|\Z

9C SOA _Tz|\Z`\wb_T#b+9_TSnu6p,;1=?p=zzP,

nsZ;Yh*1zC#

PX SOA _Tz|\ZPz|\Z*;M4,D|`E",kND IBM® WebSphere

Service Registry and Repository V8.0 E"PD - SOA _Tz|\Z#

_Tj<

Web <ugxEe(W3C M OASIS)Q4(K;)j<,Tzc(eJCZ Web Ser-

vice D_TDhs#
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v WS-Policy:Web Services Mediation Policy 1.0 r(eK;i_TOT,CZhv

~qDwbhs#

v Web Services Policy 1.5 - Framework:(eCZmo_TDr\M#M,_T

}CyZ Web Service 53P5eDX(ZrD&\"hsM;cXw#

(eX(ZrD_TOTDf6>}:

v WS-MediationPolicy

v WS-SecurityPolicy

v WS-ReliableMessaging M WS-ReliableMessagingPolicy

v WS-SecureConversation

v WS-Security

v WS-Transactions

v WS-Trust

PX WS-MediationPolicy D|`E",kND ftp://public.dhe.ibm.com/software/solutions/

soa/pdfs/WSMediationPolicy1.6-20120124.pdf#

WS-Policy }]#M|(:

v _T:“_T8C”D^r/O#

v _T8C:_T8CG“_TOT”D/O#

v _TOT:zmvK2C;}g,hsr&\#

v _TN}:“_TOT”isDP'Z]#

v _Twb:_Tmo=ITs(=D5e#bCZ WS-PolicyAttachment D5P#

TB>}(< 2)T>K9CZ WS-Security M WS-SecurityPolicy P(eDOTD2

+_Tmo=:

(01) <wsp:Policy
xmlns:sp=http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702
xmlns:wsp=http://www.w3.org/ns/ws-policy
xmlns:wsu=http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd
wsu:Id="SecureMessages"> <!-- policy expression -->

(02) <wsp:ExactlyOne>
(03) <wsp:All> <!-- policy alternative #1 -->
(04) <sp:SignedParts>; <!-- policy assertion -->
(05) <sp:Body> <!-- policy assertion parameter -->
(06) </sp:SignedParts>
(07) </wsp:All>
(08) <wsp:All> <!-- policy alternative #2 -->
(09) <sp:EncryptedParts> <!-- policy assertion -->
(10) <sp:Body/> <!-- policy assertion parameter -->
(11) </sp:EncryptedParts>
(12) </wsp:All>
(13) </wsp:ExactlyOne>
(14) </wsp:Policy>

P (03-07) zmCZ){{"eD;v_T8C#

P (08-12) zmCZS\{"eDZ~v_T8C#

P (02-13) T> ExactlyOne _TYwLr#_TYwLr+_TOTVI_T8C#Of_TDP'bM+G Web

service DwCr_G)p{"e,r_GS\{"e,+;I\G=_fC#
< 2. 9C_P2+_TOTD Web Service _T

4 IBM SOA Policy Gateway Pattern

ftp://public.dhe.ibm.com/software/solutions/soa/pdfs/WSMediationPolicy1.6-20120124.pdf
ftp://public.dhe.ibm.com/software/solutions/soa/pdfs/WSMediationPolicy1.6-20120124.pdf


< 3 T>_T(e#

_T=~

_T=~D5G+CZ+;i WS-Policy _Tk4PDX(~q=Sc(g Web Ser-

vice =Sc)`X*#

}g,Web Service =(IT'VyZTB*XD=Sc:

v WSDL Element URI 1.1 *X

v WS-Addressing *X

o(GZ WS-PolicyAttachment f6P(eD:

< 3. _Ta9Ev

<wsp:PolicyAttachment>
<wsp:AppliesTo>

</wsp:AppliesTo>
<wsp:Policy>

</wsp:Policy>
</wsp:PolicyAttachment>

< 4. WS-PolicyAttachment f6

Z 1 B SOA _TEv 5



WSRR T> REST SZTq! SLA #MPJ1D_T=~#+PX_T&CZD{

Q_ -a)_TDE"T WS-Pol icyAt tachment q=+]x ESB#o(GZ

WS-PolicyAttachment: Message Content Filters f6P(eD#

ITv*a)_~q"X({Q_-a)_Trd{{Q_8(_T#d{{Q_a)

;VCZ(e1!_TD==,K1!_TvJCZ4&Cd{_TD{Q_#

ZZ 5 3D< 4 P,_T&CZDX(ZrD_Twb(a)_)|,Zsz_T&C

ZD{Q_-OBD}Kw({Q_)D <wsp:AppliesTo> ?V#;s,Z <wsp:Policy>

?VP,ywr}C;vr`v_T#
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Z 2 B #=Ev

IBM SOA Policy Gateway Pattern G;ia)_T4PcM_T\mcDib53#=#

_T\mcIZ`ce5a9P)& WSRR Dib53#=a),;6zzMG(7

3#_T4PcI WebSphere DataPower h8a),Zib53#=?pZdZCh8

P4(r#

g{"GyP<Gfr~qDe5a9 (SOA) 73,G4P`v_T>}#~qzz_

M9C_ZhFWNM~qD&\"T\MXwoI;B#*4PKYw,zIT9

C~q6p(e (SLD) M~q6p-i (SLA)#K#=9z\;T_'\m"(e"`

\M{CD==(e SLD M SLA D_T#K#=P9CD_T`M|,TBn:

v wb_T -

– \x - \xrXFTsZy(e5DYJ=oDks#

– U>G< - ZwC~q1,9C_T4Pc4(U>{"#

– d;#

– i$ - y]~q(ei$~qwC#

– 7I - y]{",7IAX(Kc#

v 2+_T:Zy>P,RG]>4P XACML CJXF2+_TD==#K1;aZ

_T\mcP`\b)_T#

IBM SOA Policy Gateway Pattern #=|,TBib53#=:

v SOA Policy Gateway Basic Runtime Sample

v SOA Policy Gateway Governance Master

v SOA Policy Gateway Basic Runtime

v SOA Policy Gateway Advanced Runtime

Dvib53#=2,a);v`WN~q`\73#IBM SOA Policy Gateway Pat-

tern 9a)Z#=?pZd)&kT`\73dCD`v DataPower rD&\#*Oa

)TB?pXK:

v @"?p

v TKP?p

v j{zz?p

PX SOA _TD|`E",kNDZ 1 3DZ 1 B, :SOA _TEv;#

ITV/dCQ?pDib53#=,T|,(} ITCAM for SOA V7 xPD`X#

b+a)TB~Dy>`X,")9_T'VT|,`X_T#`X_TJmZ_T

`4c (PAP) P(eB~iv,"+b)iv=S=~q(e,byZ"zB~iv

1,9`Xw\;"SwC#
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Z 1 3DZ 1 B, :SOA _TEv;

_T\mTa9/R;BD==Z\m_T=fp=X|DwC#_TITCZZN

Nfr~qD73P'V|CD`\#fr~qe5a9 (SOA) 5yozs56pM

X"5qDX|~q#(}mS_T,RGmSK5qME"<uDXFcMt]

T#a{,SOA 9C|c:"Z5M5qC'Dn?I>D,1,a_Kzz[5D

YH,"SYK SOA bv=8D&C#

Z 17 3D:SOA Policy Gateway Basic Runtime;

SOA Policy Gateway Basic Runtime a);Vr%D=(4a)I%@9CrkQ?

pD SOA Policy Gateway Governance Master #=xP/IDKP1# SOA Policy

Gateway Basic Runtime #='V?pQdC*kC#=P)&D WSRR KP1~q

wxP(ED DataPower r#

Z 14 3D:SOA Policy Gateway Basic Runtime Sample;

SOA Policy Gateway Basic Runtime Sample r SOA Policy Gateway Basic Runtime

)&y>SZM&CLr,T]>10ZK"PfP\'VD_T#

Z 15 3D:SOA Policy Gateway Governance Master;

SOA Policy Gateway Governance Master #=a)/:\m73TCZ`4M\m~

qM_T#*C73)&KQdCD WSRR 1!“`\'VE*D~”#1!“`\'

VE*D~”'V=va}?j:G(Mzz#

Z 19 3D:SOA Policy Gateway Advanced Runtime;

SOA Policy Gateway Advanced Runtime |,|`_ICT!n,Xkk SOA Policy

Gateway Governance Master ;p9C#
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Z 3 B IBM SOA Policy Gateway Pattern kE

K#=9C WebSphere DataPower 4XF9C WSRR PD\\_TM~q(eD{"#

ki4>?VPDwb,TKbK!0Pf0DZ]"s5I\k*ICK!0D-

r"f0DC'G+T0(}z7;6D&\DEv#

*<.0

zITZ IBM PureApplication System r IBM Workload Deployer h8O9C IBM

IBM SOA Policy Gateway Pattern#

}L

*9C IBM SOA Policy Gateway Pattern,kjITB=h:

1. BX"20 IBM SOA Policy Gateway Pattern# PXS Passport Advantage® BX

m~|D|`E",kND:BX"20#=;#

2. I!: dCC'CJ#PX|`E",kNDZ 12 3D:dCC'CJ;#

3. dC"?p#=

a. S\ WSRR DQ<kib533qmI$#

b. S\ DB2® Enterprise ODyPmI$-i#

c. ?p#=:

1) 7(?pXK#PX|`E",kNDIBM WebSphere Service Registry and

Repository V8.0 E"PD - ?pXK#

2) g{9C@"?pXK,G4a?p%v Basic Runtime #=x;dCa}#

3) TZd{XK,WH?p SOA Policy Gateway Governance Master #=#b

a*~qM_Ta);v`\73#

4) ZI&?p Governance Master #=s,!qh*DKP173D`M#TZ

bTrG(73,Basic Runtime (#Qc;#TZzz73,k!q

Advanced Runtime 73#(} Governance Master D“`\'VE*D~”a

}dC,IT"aKP1#a}!n|,zz"G(r^a}(kTV/a

}dC)#

PX|`E",kNDZ 56 3D:?p#=;#

d. i$?p# kNDZ 62 3D:i$?p;#

e. #$ WSRR 732+T#PXf.MdC WSRR 2+TD|`E",kND

IBM WebSphere Service Registry and Repository V8.0 E"PD#

f. dC)&D DataPower r#PX|`E",kNDZ 49 3D:2+\m;#

4. 9C?pD5}#PX|`E",kNDZ 85 3DZ 6 B, :9CQ?pD5};#

BX"20#=

CZ IBM Workload Deployer V3.1.0.2 r IBM PureApplication System D IBM SOA

Policy Gateway Pattern Qr|,T)S Passport Advantage BX#

9
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*<.0

7#kT CI9G9ML.tar.gz D~P 10 GB ICUd,"RmbP 10 - 14 GB UdI

CZb9uDD~#

Xk+ CI9G9ML.tar.gz D~BXAKP Linux r Microsoft Windows D53#xR,

XkH20 Java™ Runtime Environment (JRE) V6,;sE\t/#=20#zITS

TBX7BXKf>D Linux:http://www.ibm.com/developerworks/java/jdk/linux/

download.html#

XZKNq

IBM SOA Policy Gateway Pattern r|Z CI9G9ML.tar.gz D~P#Ki5|,*E=

ibi5 (OVA) D~"E>m~|D~M#=(eD~#

}L

*S Passport Advantage BX IBM SOA Policy Gateway Pattern 3q,kjITB=

h:

1. CJ Passport Advantage Web >c:Passport Advantage#

2 . B X | , * 9 C D 3 q " E > L r | M # = D i 5 D ~ # C D ~ { *

CI9G9ML.tar.gz#

3 . r* Linux ODUKr Windows OD|na>{0Z,"/@ABX

CI9G9ML.tar.gz D~D?<#

4. + CI9G9ML.tar.gz D~DZ]b9u=>XD~53#Z Linux O,b9u|n

*: Z Linux O,b9u|n*:

tar xvzf CI9G9ML.tar.gz

Z Windows O,k9CnbDi5b9um~4b9u CI9G9ML.tar.gz DZ]#

5. 7#TBb9uDD~Z Linux 53O_P4PmI(:

v chmod a+x installer/installer

v chmod a+x installer/deployer.cli/bin/deployer

v chmod a+x installer/deployer.cli/bin/3.1.0.2-20120531075842/deployer

6. P;A installer ?<:

cd installer

7. *ZFh8P20 IBM SOA Policy Gateway Pattern,kKP20Lr#|n{F

* installer.bat (Microsoft Windows) r installer (Linux)# dkTB|n:

installer -h <host> -u <username> -p <password>,dP,<host> GFh8,

username M password GF\m1>$#}g:

./installer -h apiliwd.rchland.ibm.com -u cbadmin -p cbadmin

8. Za>1,S\ IBM SOA Policy Gateway Pattern mI$#

a. Z Microsoft Windows O:ZS\mI$-is,g{UKPD;PT> >>>,

type quit(),G4k4 Enter |#X4=h 7#

9. #=Q<k# Z20?v#=1,20LrPaT>;u{",mwQI&20#

}g:

Importing pattern "SOA Policy Gateway 2.0.0.0 - Governance Master" ...
Import pattern "SOA Policy Gateway 2.0.0.0 - Governance Master" successfully.
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a{

bya0k#=ME>,"4(ib53#=#

":g{?<PQfZ IBM SOA Policy Gateway Pattern P9CD}7f>6pDi

b53#=,G4;axP2G#

B;=v24

S\ IBM Workload Deployer h8r IBM PureApplication System PDmI$#

*i$20,kND:i$Q20D#=;#

i$Q20D#=

zITi$#=GqQI&20,"S\NNXhDmI$T9C#=#

*<.0

7# Z 9 3D:BX"20#=; PDyP=h<QjI#

XZKNq

Z20#=.s,zITi$#=20#ZIT9CNNib3q.0,XhS\|

DXhmI$#

}L

*i$ IBM SOA Policy Gateway Pattern D20,kjITB=h:

1. G<=20#=D IPAS XF(r IWD XF(#

2. (}/@A?< > ib3q4i$“ib3q”,"iR:DB2 9.7.5.0 M WebSphere

Service Registry and Repository 8.0.0.1#g{4S\mI$,G43q<j+|,;

vrfDl+r#

a. *S\mI$,k%w3qTi4dj8E"#K1+T>104,#%w“m

I$-i”PDS\,;s%wZIT9Cib3q0XkS\DNNmI$#

104,+T>“;A”,"RZjI1mI$-i+T>“QS\”#

3. /@A“?< -> E>m~|”,iR:

v SOA Policy Gateway 2.0.0.0 - DataPower Domain

v SOA Policy Gateway 2.0.0.0 - Promotion

v SOA Policy Gateway 2.0.0.0 - Sample

v SOA Policy Gateway 2.0.0.0 - Security

I&D20P|,yPb)E>m~|#

4. /@A“#= -> ib53”,"iR:

v SOA Policy Gateway 2.0.0.0 - Advanced Runtime

v SOA Policy Gateway 2.0.0.0 - Basic Runtime

v SOA Policy Gateway 2.0.0.0 - Basic Runtime Sample

v SOA Policy Gateway 2.0.0.0 - Governance Master

I&D20P|,yPb)#=#
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a{

zQi$ IBM SOA Policy Gateway Pattern D20#

B;=v24

g{20I&,G4ITxk:Z 47 3DZ 5 B, :9C IBM SOA Policy Gateway

Pattern;#g{20'\,kX4wbZ 9 3D:BX"20#=;T=h 7 *<D=

h#

dCC'CJ

*9C'\;CJh8OD3qM#=,h8\m1WHXkJmC'CJ#zIT

H4(C',;s+C'mS=i,r_H4(i;s4(C',"+C'mS=

i#

XZKNq

\mC'((#*h8\m1)ITmSd{C'4CJM\m#=#

}L

*dCC'CJ,kjITB=h:

1. !qTB;v!nTdCC'MC'i(I!):

v SgfD“C'”0ZmS"dCC'#

a. SK%P,%w53 > C'#

b. %wmS<j#

c. a)LC'{T0C'D5J{F"gSJ~X7M\k,;s%w7(#

d. !qZ“C'”fePmSDC'TdCCJ#dCy!C'DCJMYw#

e. ZC'iVNP,+C'mS=;vr`vC'i#

v 4(C'i#

a. SK%P,%w53 > C'i#

b. %wmS<j#a)iD{FMhv#

c. !qZ“C'i”fePmSDiTdCCJ#

d. ZiI1VNPmSI1,"a)mI(T&CZi#

2. I!: g{QmSib3q,krib3qmSC'MiDCJ(#SK%P,%

w?< > ib3qTr*“ib3q”0Z#Ss`feP!q IBM SOA Policy

Gateway Pattern ib3q,;sZR`fePmSC'ri#

B;=v24

g{P4mSib3q,kxPmS,;srda)C'riDCJ(#

`XE":

IBM PureApplication System:\mC'Mi

IBM Workload Deployer:\mC'Mi
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Z 4 B #="?~ME>Lr|

IBM SOA Policy Gateway Pattern ?~G#=D&\i~#?v?~m>%vibz#

#=*IT2mDIX4?pa)KXK(e#

#=hvIib53P?vibza)D&\#?v&\<j6*#=PD?~##

=JVd`X*?~DXw#}g,+ WSRR ?~EkfsxP?pD#=Ps,d

a{GxP}ZKPD WSRR 5}Dibz#

?~

?~hvKibzOdCDi~#?v?~<_P;itT(N}),Z?pZdC

Zoz(eib53D{edC#+ IBM SOA Policy Gateway Pattern 3q0k IBM

Workload Deployer 1,a+?~|,ZZ#

#=

IBM SOA Policy Gateway Pattern #=|,Dv#=:

v SOA Policy Gateway Basic Runtime

v SOA Policy Gateway Basic Runtime Sample

v SOA Policy Gateway Advanced Runtime

v SOA Policy Gateway Governance Master

PX9C IBM Workload Deployer CJVP#=r4((F#=Dj8E",kCJ

http://publib.boulder.ibm.com/infocenter/worlodep/v3r0m0/topic/com.ibm.worlodep.doc/

welcome.html#

#=

+ib3q0k IBM Workload Deployer r IBM PureApplication System "*C'V

dJ1DCJ(.s,C'IT*<9C3qD#=#

#=a)KIT?p=FDIX4XK#Q?p#=GZFPKPDib53#;\

G$(eD#=9G4(D#=<|,?~#+#=w*ib53?p=F1,#=

h*;)?~E\KP#

SOA Policy Gateway Basic Runtime

SOA Policy Gateway Basic Runtime |,TBXh?~:

v DB2 Enterprise

v WSRR @"~qw

SOA Policy Gateway Basic Runtime Sample

SOA Policy Gateway Basic Runtime Sample |,TBXh?~:

v DB2 Enterprise

v WSRR @"~qw
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SOA Policy Gateway Advanced Runtime

SOA Policy Gateway Advanced Runtime |,TBXh?~:

v WSRR ?p\mw

v DB2 Enterprise HADR Primary

v DB2 Enterprise HADR Standby

v WSRR (FZc

SOA Policy Gateway Governance Master

SOA Policy Gateway Governance Master |,TBXh?~:

v WSRR ?p\mw

v DB2 Enterprise HADR Primary

v DB2 Enterprise HADR Standby

v WSRR (FZc

SOA Policy Gateway Basic Runtime Sample
SOA Policy Gateway Basic Runtime Sample r SOA Policy Gateway Basic Runtime )

&y>SZM&CLr,T]>10ZK"PfP\'VD_T#

SOA Policy Gateway Basic Runtime Sample #=h*TB?~:

v WSRR @"~qw

v DB2 Enterprise

SOA Policy Gateway Basic Runtime Sample #=Z?p73P20y>&CLr#Z

5)r%~qD DataPower P20y>r,Z~qD WSRR P20y> WSDL M,

S_T,"a)bT&CLrT]>4PD_T#PXy>&CLrD|`E",k

NDZ 64 3D:y>&CLr;#+Z DataPower P20y>r,Z WSRR P20

y> WSDL M_T,"]>kT~qD`v_T#

5)D_T|(:
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m 1. |,Z Basic Runtime with Sample #=PD_T

_T`M hv

U>G< y]ksOBDj6,Z DataPower PG<ks#

7I y]ksOBDj6,+ks7IA8(DKc#

i$ y]~q5) WSDL 4i$ks#

\x y]TBYwD{"F}4XFT~qDks:\x"ES

Md{#

2+T AAA 9CyZ XACML DC'Z(XFT~qDCJ#XACML

4f"Z WSRR P#

2+T`- y] XACML `-l&{"D3)?V#XACML 4f"Z

WSRR P#

E>M_6!n

SOA Policy Gateway Basic Runtime #=h*TBE>#

Z WSRR @"~qw?~O:

v SOA Policy Gateway 2.0.0.0 - Sample

i4?~ME>N}:

v Z 23 3D:SOA Policy Gateway Basic Runtime Sample #=D DB2 Enterprise ?

~dCN};

v Z 35 3D:SOA Policy Gateway Basic Runtime Sample #=D WSRR @"~qw

?~dCN};

v Z 42 3D:SOA Policy Gateway Basic Runtime Sample #=D SOA Policy Gate-

way 2.0.0.0 - Sample E>dCN};

`XEn:

Z 22 3D:DB2 Enterprise ?~;

DB2 Enterprise ?~a)K;)dC!n#

Z 34 3D:WSRR @"~qw?~;

WSRR @"~qw?~a)K;)dC!n#

Z 41 3D:E>:SOA Policy Gateway 2.0.0.0 - Sample;

Sample E>dCKy>&CLrN}TCZ SOA Policy Gateway Basic Runtime

Sample #=#

Z 64 3D:y>&CLr;

y>&CLrGIdCD DataPower Domain M;iICZ]>#=&\D WSRR

$~#

SOA Policy Gateway Governance Master
SOA Policy Gateway Governance Master #=a)/:\m73TCZ`4M\m~q

M_T#*C73)&KQdCD WSRR 1!“`\'VE*D~”#1!“`\'VE

*D~”'V=va}?j:G(Mzz#

SOA Policy Gateway Governance Master #=h*TB?~:

v DB2 HADR Primary
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v DB2 HADR Standby

v WSRR ?p\mw

v WSRR (FZc

":XkZ?pKP1#=.0?p Governance Master #=#CZdC Governance

Master #=DN}IKP1#=CZ(} Governance Master dCTm#;\+ SOA

Policy Gateway Basic Runtime #=r SOA Policy Gateway Advanced Runtime dC

= Governance Master P#

E>M_6!n

SOA Policy Gateway Governance Master #=h*TBE>:

v SOA Policy Gateway 2.0.0.0 - Security

v SOA Policy Gateway 2.0.0.0 - Promotion

v SOA Policy Gateway 2.0.0.0 - DataPower Domain

i4?~ME>N}:

v Z 31 3D:SOA Policy Gateway Governance Master #=D DB2 Enterprise HADR

Primary ?~dCN};

v Z 33 3D:SOA Policy Gateway Governance Master #=D DB2 Enterprise HADR

Standby ?~dCN};

v Z 36 3D:SOA Policy Gateway Governance Master #=D WSRR ?p\mw?

~dCN};

v Z 38 3D:SOA Policy Gateway Governance Master #=D WSRR (FZc?~

dCN};

+ Governance #=Cw Governance Master

SOA Policy Gateway Governance Master #=(}|,=va}WN(G(Mzz)D

1! WSRR `\'VE*D~4?p#PX WSRR PD“`\'VE*D~”D|`E

",kND IBM WebSphere Service Registry and Repository V8.0 E"PD - `\'

VE*D~#IT+ SOA Policy Gateway Basic Runtime M SOA Policy Gateway
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Advanced Runtime #=w*a}?j?p=K/IP#PXgNTKxPdCD|`E

",kNDZ 62 3D:!0:+nbDKP1mS=#=;#

`XEn:

Z 24 3D:DB2 Enterprise HADR Primary ?~;

DB2 Enterprise HADR Primary ?~a)K;)dC!n#

Z 32 3D:DB2 Enterprise HADR Standby ?~;

DB2 Enterprise HADR Standby ?~a)K;)dC!n#

Z 35 3D:WSRR ?p\mw?~;

WSRR ?p\mw?~a)K;)dC!n#

Z 37 3D:WSRR (FZc?~;

WSRR (FZc?~a)K;)dC!n#

`XE":

IBM WebSphere Service Registry and Repository V8.0 E"PD - `\'VE*

D~

SOA Policy Gateway Basic Runtime

SOA Policy Gateway Basic Runtime a);Vr%D=(4a)I%@9CrkQ?p

D SOA Policy Gateway Governance Master #=xP/IDKP1# SOA Policy Gate-

way Basic Runtime #='V?pQdC*kC#=P)&D WSRR KP1~qwx

P(ED DataPower r#

SOA Policy Gateway Basic Runtime #=h*TB?~:

v WSRR @"~qw

v DB2 Enterprise

E>M_6!n

SOA Policy Gateway Basic Runtime #=h*TBE>#

Z WSRR @"~qw?~O:
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v SOA Policy Gateway 2.0.0.0 - Security

v SOA Policy Gateway 2.0.0.0 - Promotion

v SOA Policy Gateway 2.0.0.0 - DataPower Domain

i4?~ME>N}:

v Z 34 3D:SOA Policy Gateway Basic Runtime #=D WSRR @"~qw?~d

CN};

v Z 22 3D:SOA Policy Gateway Basic Runtime #=D DB2 Enterprise ?~dCN

};

v Z 45 3D:SOA Policy Gateway Basic Runtime #=D SOA Policy Gateway 2.0.0.0

- Security E>dCN};

v Z 40 3D:SOA Policy Gateway Basic Runtime #=D SOA Policy Gateway 2.0.0.0

- Promotion E>dCN};

v Z 39 3D:SOA Policy Gateway Basic Runtime #=D SOA Policy Gateway 2.0.0.0

- DataPower Domain E>dCN};

+ SOA Policy Gateway Basic Runtime a}= Governance Run-
time P

9C Governance Master #=dC Basic Runtime #=1,+"zTBiv:

v +dCg%*2+T

v +9C Basic Runtime ?pD?p}]|B Governance Master OD promotion.xml

D~#

*dCa},Xk!qTB3vG(!n:

v zz

v G(

v d{r!{hC

b)!nk WSRR PD“`\'VE*D~”a)D6p#V;B#g{\mE*D~

Py;,,G4kZ|D Governance Master D\mE*D~1!q“d{”#PX WSRR

PD“`\'VE*D~”D|`E",kND IBM WebSphere Service Registry and

Repository V8.0 E"PD - `\'VE*D~#
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`XEn:

Z 64 3D:y>&CLr;

y>&CLrGIdCD DataPower Domain M;iICZ]>#=&\D WSRR

$~#

Z 22 3D:DB2 Enterprise ?~;

DB2 Enterprise ?~a)K;)dC!n#

Z 34 3D:WSRR @"~qw?~;

WSRR @"~qw?~a)K;)dC!n#

Z 44 3D:E>:SOA Policy Gateway 2.0.0.0 - Security;

Security E>+ ZIP D~P|,Dk DataPower h8xP(EyhD2+E"S'V

Linux 2+4FLr (SCP) Db?D~~qw4F=?p\mwr WSRR zw#

Z 40 3D:E>:SOA Policy Gateway 2.0.0.0 - Promotion;

Promotion E>'V+ SOA Policy Gateway Basic Runtime r SOA Policy Gateway

Advanced Runtime #=k$?pD SOA Policy Gateway Governance Master #=/

I# |Z Runtime M Governance #=.d("g%*2+T,,1I!q+

WSRR a}dC= Governance Master P#

Z 38 3D:E>:SOA Policy Gateway 2.0.0.0 - DataPower Domain;

DataPower Domain E>Z?pZd)& DataPower r#CE>Z%v DataPower r

M WSRR KP1.ddC,S#k WSRR KP1,SD?v DataPower rh*%

@D DataPower Domain E>#

SOA Policy Gateway Advanced Runtime
SOA Policy Gateway Advanced Runtime |,|`_ICT!n,Xkk SOA Policy

Gateway Governance Master ;p9C#

SOA Policy Gateway Advanced Runtime #=h*TB?~:

v DB2 HADR Primary

v DB2 HADR Standby

v WSRR ?p\mw

v WSRR (FZc
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E>M_6!n

SOA Policy Gateway Governance Master #=h* WSRR ?p\mw?~ODTBE

>:

v SOA Policy Gateway 2.0.0.0 - Security

v SOA Policy Gateway 2.0.0.0 - Promotion

v SOA Policy Gateway 2.0.0.0 - DataPower Domain(?v DataPower rT&;v)

i4?~ME>N}:

v Z 25 3D:SOA Policy Gateway Advanced Runtime #=D DB2 Enterprise HADR

Primary ?~dCN};

v Z 32 3D:SOA Policy Gateway Advanced Runtime #=D DB2 Enterprise HADR

Standby ?~dCN};

v Z 36 3D:SOA Policy Gateway Advanced Runtime #=D WSRR ?p\mw?

~dCN};

v Z 37 3D:SOA Policy Gateway Advanced Runtime #=D WSRR (FZc?~

dCN};

v Z 45 3D:SOA Policy Gateway Advanced Runtime #=D SOA Policy Gateway

2.0.0.0 - Security E>dCN};

v Z 41 3D:SOA Policy Gateway Advanced Runtime #=D SOA Policy Gateway

2.0.0.0 - Promotion E>dCN};

v Z 39 3D:SOA Policy Gateway Advanced Runtime #=D SOA Policy Gateway

2.0.0.0 - DataPower Domain E>dCN};
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+ SOA Policy Gateway Advanced Runtime a}= Governance
Runtime P

9C Governance Master #=dC Advanced Runtime #=1,+"zTBiv:

v +dCg%*2+T

v +9C Advanced Runtime ?pPD}]|B Governance Master OD promotion.xml

D~#

*dCa},Xk!qTB3vG(!n:

v zz

v G(

v d{r“Unset”

b)!nk WSRR PD“`\'VE*D~”a)D6p#V;B#g{Q|D Gover-

nance Master OD`\E*D~,k9C“d{”w*a}6p#PX WSRR PD“`\

'VE*D~”D|`E",kND IBM WebSphere Service Registry and Repository V8.0

E"PD - `\'VE*D~#

`XEn:

Z 24 3D:DB2 Enterprise HADR Primary ?~;

DB2 Enterprise HADR Primary ?~a)K;)dC!n#

Z 32 3D:DB2 Enterprise HADR Standby ?~;

DB2 Enterprise HADR Standby ?~a)K;)dC!n#

Z 35 3D:WSRR ?p\mw?~;

WSRR ?p\mw?~a)K;)dC!n#

Z 37 3D:WSRR (FZc?~;

WSRR (FZc?~a)K;)dC!n#

Z 44 3D:E>:SOA Policy Gateway 2.0.0.0 - Security;

Security E>+ ZIP D~P|,Dk DataPower h8xP(EyhD2+E"S'V

Linux 2+4FLr (SCP) Db?D~~qw4F=?p\mwr WSRR zw#

Z 40 3D:E>:SOA Policy Gateway 2.0.0.0 - Promotion;

Promotion E>'V+ SOA Policy Gateway Basic Runtime r SOA Policy Gateway

Advanced Runtime #=k$?pD SOA Policy Gateway Governance Master #=/

I# |Z Runtime M Governance #=.d("g%*2+T,,1I!q+

WSRR a}dC= Governance Master P#

Z 38 3D:E>:SOA Policy Gateway 2.0.0.0 - DataPower Domain;

DataPower Domain E>Z?pZd)& DataPower r#CE>Z%v DataPower r

M WSRR KP1.ddC,S#k WSRR KP1,SD?v DataPower rh*%

@D DataPower Domain E>#

?~
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DB2 Enterprise ?~

DB2 Enterprise ?~a)K;)dC!n#

ZBmPhvK DB2 Enterprise 9.7.5 ib533qDIdCN}:

m 2. IdCDN}

N}{F hv

ib CPU } *K?~m>DibzVdDib&mw}?#

Zfs! (MB) VdxKibzDZf?(TWVZ*%;)#

\k (db2inst1) Yw53DC'j6 db2inst1 D\k#KC'j6Cw DB2

5}D20yP_T0}]bM#=DyP_#

7O\k 7O db2inst1 \k#

\k (db2fenc1) CZZ DB2 }]b9CDX7Udb?KPC'(eD/}

(UDF) Mf"}LDC'j6D\k#\@$C'G\;9

CuYDYw53(^KP3)f"}L(“\@$”f"}

L)DC'#bIozh9\@$f"}L2G5}D~,

r*Yw53+h9bViv#

7O\k 7O db2fenc1 \k#

\k (dasusr1) CZZ53OKP DB2 \m~qwD DB2 \m~qwC'

DC'j6#1!C'* dasusr1,"R1!i* dasadm1#

KC'j69I DB2 GUI $_CZkT>X~qw}]b

5}M}]b4P\mNq#

7O\k 7O dasusr1 \k#

\k (root) root C'j6D\k#bG#=PK?~ym>ibzDY

w53D\k#

7O\k 7O root \k#

\k (virtuser) Yw53D virtuser C'j6D\k#KC'j6Cwib

zDG root C'j6#

7O\k 7O virtuser \k#

d{N}+Sy>ib53#=LP"R+;x(#

SOA Policy Gateway Basic Runtime #=D DB2 Enterprise ?

~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 3. IdCDN}

N}{F Xh 1!5 hv

ib CPU } G 1 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 2048 VdxKibzDZf?(TWVZ*%;)#

\k (db2inst1) G Yw53DC'j6 db2inst1 D\k#KC'j6Cw DB2 5

}D20yP_T0}]bM#=DyP_#

7O\k G 7O db2inst1 \k#

22 IBM SOA Policy Gateway Pattern



m 3. IdCDN} (x)

N}{F Xh 1!5 hv

\k (db2fenc1) G CZZ DB2 }]b9CDX7Udb?KPC'(eD/}

(UDF) Mf"}LDC'j6D\k#\@$C'G\;9Cu

YDYw53(^KP3)f"}L(“\@$”f"}L)D

C'#bIozh9\@$f"}L2G5}D~,r*Yw

53+h9bViv#

7O\k G 7O db2fenc1 \k#

\k (dasusr1) G CZZ53OKP DB2 \m~qwD DB2 \m~qwC'D

C'j6#1!C'* dasusr1,"R1!i* dasadm1#KC

'j69I DB2 GUI $_CZkT>X~qw}]b5}M}

]b4P\mNq#

7O\k G 7O dasusr1 \k#

\k (root) G root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G 7O root \k#

\k (virtuser) G Yw53D virtuser C'j6D\k#KC'j6CwibzD

G root C'j6#

7O\k G 7O virtuser \k#

SOA Policy Gateway Basic Runtime Sample #=D DB2
Enterprise ?~dCN}

Z SOA Policy Gateway Basic Runtime Sample P,*yPN}$dCK1!5#

m 4. QdCDN}

N}{F Xh 1!5 hv

ib CPU } G 1 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 2048 VdxKibzDZf?(TWVZ*%;)#

\k (db2inst1) G password Yw53DC'j6 db2inst1 D\k#KC'j6Cw DB2 5

}D20yP_T0}]bM#=DyP_#

7O\k G password 7O db2inst1 \k#

\k (db2fenc1) G password CZZ DB2 }]b9CDX7Udb?KPC'(eD/}

(UDF) Mf"}LDC'j6D\k#\@$C'G\;9Cu

YDYw53(^KP3)f"}L(“\@$”f"}L)D

C'#bIozh9\@$f"}L2G5}D~,r*Yw

53+h9bViv#

7O\k G password 7O db2fenc1 \k#

\k (dasusr1) G password CZZ53OKP DB2 \m~qwD DB2 \m~qwC'D

C'j6#1!C'* dasusr1,"R1!i* dasadm1#KC

'j69I DB2 GUI $_CZkT>X~qw}]b5}M}

]b4P\mNq#

7O\k G password 7O dasusr1 \k#

\k (root) G password root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G password 7O root \k#
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m 4. QdCDN} (x)

N}{F Xh 1!5 hv

\k (virtuser) G password Yw53D virtuser C'j6D\k#KC'j6CwibzD

G root C'j6#

7O\k G password 7O virtuser \k#

DB2 Enterprise HADR Primary ?~

DB2 Enterprise HADR Primary ?~a)K;)dC!n#

ZBmPhvK DB2 Enterprise HADR Primary ?~DIdCN}:

m 5. IdCDN}

N}{F hv

i b C P U

}

*K?~m>DibzVdDib&mw}?#

Z f s !

(MB)

VdxKibzDZf?(TWVZ*%;)#

\ k

(db2inst1)

Yw53DC'j6 db2inst1 D\k#KC'j6Cw DB2 5}D20yP_T0}]bM#=DyP_#

7O\k 7O db2inst1 \k#

\ k

(db2fenc1)

CZZ DB2 }]b9CDX7Udb?KPC'(eD/} (UDF) Mf"}LDC'j6D\k#\@$

C'G\;9CuYDYw53(^KP3)f"}L(“\@$”f"}L)DC'#bIozh9\@

$f"}L2G5}D~,r*Yw53+h9bViv#

7O\k 7O db2fenc1 \k#

\ k

(dasusr1)

CZZ53OKP DB2 \m~qwD DB2 \m~qwC'DC'j6D\k#1!C'* dasusr1,"R

1!i* dasadm1#KC'j69I DB2 GUI $_CZkT>X~qw}]b5}M}]b4P\mNq#

7O\k 7O dasusr1 \k#

\k (root) root C'j6D\k#bG#=PK?~ym>ibzDYw53D\k#

7O\k 7O root \k#

\ k

(virtuser)

Yw53D virtuser C'j6D\k#KC'j6CwibzDG root C'j6#

7O\k 7O virtuser \k#

d{N}+Sy>ib53#=LP"R+;x(#
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SOA Policy Gateway Advanced Runtime #=D DB2 Enterprise
HADR Primary ?~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 6. IdCDN}

N}{F Xh

1 !

5 hv

ib CPU } G 1 * K

? ~

m >

D i

b z

V d

D i

b &

m w

}

?#

Zfs! (MB) G 2048 V d

x K

i b

z D

Z f

?

( T

W V

Z *

%

;)#
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m 6. IdCDN} (x)

N}{F Xh

1 !

5 hv

\k (db2inst1) G Y w

5 3

D C

' j

6

db2inst1

D \

k #

K C

' j

6 C

w

D B 2

5 }

D 2

0 y

P _

T 0

} ]

b M

# =

D y

P

_#

7O\k G 7 O

db2inst1

\

k#

26 IBM SOA Policy Gateway Pattern



m 6. IdCDN} (x)

N}{F Xh

1 !

5 hv

\k (db2fenc1) G C Z

Z

D B 2

} ]

b 9

C D

X 7

U d

b ?

K P

C '

( e

D /

}

(UDF)

M f

" }

L D

C '

j 6

D \

k #

\ @

$ C

' G

\ ;

9 C

u Y

D Y

w 5

3 (

^ K

P 3

) f

" }

L ( “

\ @

$ ” f

" }

L )

D C

' #

b I

o z

h 9

\ @

$ f

" }

L 2

G 5

} D

~ ,

r *
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m 6. IdCDN} (x)

N}{F Xh

1 !

5 hv

7O\k G 7 O

db2fenc1

\

k#

28 IBM SOA Policy Gateway Pattern



m 6. IdCDN} (x)

N}{F Xh

1 !

5 hv

\k (dasusr1) G C Z

Z 5

3 O

K P

D B 2

\ m

~ q

w D

D B 2

\ m

~ q

w C

' D

C '

j 6

D \

k #

1 !

C '

*

dasusr1,

" R

1 !

i *

dasadm1#

K C

' j

6 9

I

D B 2

G U I

$ _

C Z

k T

> X

~ q

w }

] b

5 }

M }

] b

4 P

\ m

N

q#
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m 6. IdCDN} (x)

N}{F Xh

1 !

5 hv

7O\k G 7 O

dasusr1

\

k#

\k (root) G r o o t

C '

j 6

D \

k #

b G

# =

P K

? ~

y m

> i

b z

D Y

w 5

3 D

\

k#

7O\k G 7 O

r o o t

\

k#

\k (virtuser) G Y w

5 3

D

virtuser

C '

j 6

D \

k #

K C

' j

6 C

w i

b z

D G

r o o t

C '

j

6#

7O\k G 7 O

virtuser

\

k#
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SOA Policy Gateway Governance Master #=D DB2
Enterprise HADR Primary ?~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 7. IdCDN}

N}{F Xh 1!5 hv

ib CPU } G 1 *K?~m>DibzV

dDib&mw}?#

Zfs! (MB) G 2048 VdxKibzDZf?

(TWVZ*%;)#

\k (db2inst1) G Y w 5 3 D C ' j 6

db2inst1 D\k#KC'

j6Cw DB2 5}D2

0yP_T0}]bM#

=DyP_#

7O\k G 7O db2inst1 \k#

\k (db2fenc1) G CZZ DB2 }]b9C

DX7Udb?KPC'

(eD/} (UDF) Mf"

}LDC'j6D\k#

\@$C'G\;9Cu

YDYw53(^KP3

)f"}L(“\@$”f

"}L)DC'#bIo

zh9\@$f"}L2

G5}D~,r*Yw5

3+h9bViv#

7O\k G 7O db2fenc1 \k#

\k (dasusr1) G CZZ53OKP DB2

\m~qwD DB2 \m

~qwC'DC'j6D

\ k # 1 ! C ' *

dasusr1,"R1!i*

dasadm1#KC'j69

I DB2 GUI $_CZk

T>X~qw}]b5}

M}]b4P\mNq#

7O\k G 7O dasusr1 \k#

\k (root) G root C'j6D\k#b

G#=PK?~ym>i

bzDYw53D\k#

7O\k G 7O root \k#

\k (virtuser) G Yw53D virtuser C'

j6D\k#KC'j6

CwibzDG root C'

j6#
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m 7. IdCDN} (x)

N}{F Xh 1!5 hv

7O\k G 7O virtuser \k#

DB2 Enterprise HADR Standby ?~

DB2 Enterprise HADR Standby ?~a)K;)dC!n#

m 8. IdCDN}

N}{F hv

ib CPU } *K?~m>DibzVdDib&mw}?#

Zfs! (MB) VdxKibzDZf?(TWVZ*%;)#

\k (db2inst1) Yw53DC'j6 db2inst1 D\k#KC'j6Cw DB2

5}D20yP_T0}]bM#=DyP_#

7O\k 7O db2inst1 \k#

\k (db2fenc1) CZZ DB2 }]b9CDX7Udb?KPC'(eD/}

(UDF) Mf"}LDC'j6D\k#\@$C'G\;9

CuYDYw53(^KP3)f"}L(“\@$”f"}

L)DC'#bIozh9\@$f"}L2G5}D~,

r*Yw53+h9bViv#

7O\k 7O db2fenc1 \k#

\k (dasusr1) CZZ53OKP DB2 \m~qwD DB2 \m~qwC'

DC'j6D\k#1!C'* dasusr1,"R1!i*

dasadm1#KC'j69I DB2 GUI $_CZkT>X~q

w}]b5}M}]b4P\mNq#

7O\k 7O dasusr1 \k#

\k (root) root C'j6D\k#bG#=PK?~ym>ibzDY

w53D\k#

7O\k 7O root \k#

\k (virtuser) Yw53D virtuser C'j6D\k#KC'j6Cwib

zDG root C'j6#

7O\k 7O virtuser \k#

d{N}+Sy>ib53#=LP"R+;x(#

SOA Policy Gateway Advanced Runtime #=D DB2 Enterprise
HADR Standby ?~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 9. IdCDN}

N}{F Xh 1!5 hv

ib CPU } G 1 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 2048 VdxKibzDZf?(TWVZ*%;)#

\k (db2inst1) G Yw53DC'j6 db2inst1 D\k#KC'j6Cw DB2 5

}D20yP_T0}]bM#=DyP_#

7O\k G 7O db2inst1 \k#
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m 9. IdCDN} (x)

N}{F Xh 1!5 hv

\k (db2fenc1) G CZZ DB2 }]b9CDX7Udb?KPC'(eD/}

(UDF) Mf"}LDC'j6D\k#\@$C'G\;9Cu

YDYw53(^KP3)f"}L(“\@$”f"}L)D

C'#bIozh9\@$f"}L2G5}D~,r*Yw

53+h9bViv#

7O\k G 7O db2fenc1 \k#

\k (dasusr1) G CZZ53OKP DB2 \m~qwD DB2 \m~qwC'D

C'j6D\k#1!C'* dasusr1,"R1!i* dasadm1#

KC'j69I DB2 GUI $_CZkT>X~qw}]b5}

M}]b4P\mNq#

7O\k G 7O dasusr1 \k#

\k (root) G root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G 7O root \k#

\k (virtuser) G Yw53D virtuser C'j6D\k#KC'j6CwibzD

G root C'j6#

7O\k G 7O virtuser \k#

SOA Policy Gateway Governance Master #=D DB2
Enterprise HADR Standby ?~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 10. IdCDN}

N}{F Xh 1!5 hv

ib CPU } G 1 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 2048 VdxKibzDZf?(TWVZ*%;)#

\k (db2inst1) G Yw53DC'j6 db2inst1 D\k#KC'j6Cw DB2 5

}D20yP_T0}]bM#=DyP_#

7O\k G 7O db2inst1 \k#

\k (db2fenc1) G CZZ DB2 }]b9CDX7Udb?KPC'(eD/}

(UDF) Mf"}LDC'j6D\k#\@$C'G\;9Cu

YDYw53(^KP3)f"}L(“\@$”f"}L)D

C'#bIozh9\@$f"}L2G5}D~,r*Yw

53+h9bViv#

7O\k G 7O db2fenc1 \k#

\k (dasusr1) G CZZ53OKP DB2 \m~qwD DB2 \m~qwC'D

C'j6D\k#1!C'* dasusr1,"R1!i* dasadm1#

KC'j69I DB2 GUI $_CZkT>X~qw}]b5}

M}]b4P\mNq#

7O\k G 7O dasusr1 \k#

\k (root) G root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G 7O root \k#
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m 10. IdCDN} (x)

N}{F Xh 1!5 hv

\k (virtuser) G Yw53D virtuser C'j6D\k#KC'j6CwibzD

G root C'j6#

7O\k G 7O virtuser \k#

WSRR @"~qw?~

WSRR @"~qw?~a)K;)dC!n#

BmPhvK WSRR @"~qw?~DIdCN}:

m 11. QdCDN}

N}{F hv

ib CPU } *K?~m>DibzVdDib&mw}?#

Zfs! (MB) VdxKibzDZf?(TWVZ*%;)#

\k (root) root C'j6D\k#bG#=PK?~ym>ibzDY

w53D\k#

7O\k 7O“\k (root)”DC'dk#

WebSphere \mC'{ WebSphere 73\mC'{#

WebSphere \m\k WebSphere 73\mC'\k#

7O\k 7O“WebSphere \m\k”DC'dk#

$tomZf $tT)Kibz(CDomZf#

d{N}+Sy>ib53#=LP"R+;x(#

SOA Policy Gateway Basic Runtime #=D WSRR @"~qw?

~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 12. IdCDN}

N}{F Xh 1!5 hv

ib CPU } G 1 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 4096 VdxKibzDZf?(TWVZ*%;)#

$tomZf G False $tT)Kibz(CDomZf#

%*{F G SOAPolicyBasicCell Basic Runtime #=BibzOD WebSphere %*{#

Zc{ G SOAPolicyBasicNode Basic Runtime #=BibzOD WebSphere Zc{#

\k (root) G root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G 7O“\k (root)”DC'dk#

WebSphere \m

C'{

G virtuser WebSphere 73\mC'{#

WebSphere \m

\k

G WebSphere 73\mC'\k#

7O\k G 7O“WebSphere \m\k”DC'dk#

34 IBM SOA Policy Gateway Pattern



SOA Policy Gateway Basic Runtime Sample #=D WSRR @

"~qw?~dCN}

Z SOA Policy Gateway Basic Runtime Sample P,*yPN}$dCK1!5#

m 13. QdCDN}

N}{F Xh 1!5 hv

ib CPU } G 1 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 4096 VdxKibzDZf?(TWVZ*%;)#

$tomZf G False $tT)Kibz(CDomZf#

\k (root) G password root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G password 7O“\k (root)”DC'dk#

WebSphere \m

C'{

G virtuser WebSphere 73\mC'{#

WebSphere \m

\k

G password WebSphere 73\mC'\k#

7O\k G password 7O“WebSphere \m\k”DC'dk#

WSRR ?p\mw?~

WSRR ?p\mw?~a)K;)dC!n#

BmPhvK WSRR ?p\mw?~DIdCN}:

m 14. IdCDN}

N}{F hv

ib CPU } *K?~m>DibzVdDib&mw}?#

Zfs! (MB) VdxKibzDZf?(TWVZ*%;)#

$tom CPU $tT)Kibz(CDom CPU#

$tomZf $tT)Kibz(CDomZf#

%*{F Advanced Runtime #=D WebSphere %*{F#

Zc{ ;Z Advanced Runtime #=B?p\mwibzOD

WebSphere ZcDZc{#

\k (root) root C'j6D\k#bG#=PK?~ym>ibzDY

w53D\k#

7O\k 7O“\k (root)”DC'dk#

WebSphere \mC'{ WebSphere 73\mC'{#

WebSphere \m\k WebSphere 73\mC'\k#

7O\k 7O“WebSphere \m\k”DC'dk#

d{N}+Sy>ib53#=LP"R+;x(#
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SOA Policy Gateway Advanced Runtime #=D WSRR ?p\

mw?~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 15. IdCDN}

N}{F Xh 1!5 hv

ib CPU } G 1 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 2048 VdxKibzDZf?(TWVZ*%;)#

$tom CPU G False $tT)Kibz(CDom CPU#

$tomZf G False $tT)Kibz(CDomZf#

%*{F G SOAPolicyAdvancedCell Advanced Runtime #=D WebSphere %*{F#

Zc{ G SOAPolicyAdvancedNode ;Z Advanced Runt ime #=B?p\mwibzOD

WebSphere ZcDZc{#

\k (root) G root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G 7O“\k (root)”DC'dk#

WebSphere \m

C'{

G virtuser WebSphere 73\mC'{#

WebSphere \m

\k

G WebSphere 73\mC'\k#

7O\k G 7O“WebSphere \m\k”DC'dk#

SOA Policy Gateway Governance Master #=D WSRR ?p\

mw?~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 16. IdCDN}

N}{F Xh 1!5 hv

ib CPU } G 1 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 2048 VdxKibzDZf?(TWVZ*%;)#

$tom CPU G False $tT)Kibz(CDom CPU#

$tomZf G False $tT)Kibz(CDomZf#

%*{F G SOAPolicyGMCell Advanced Runtime #=D WebSphere %*{F#

Zc{ G SOAPolicyGMNode ;Z Advanced Runt ime #=B?p\mwibzOD

WebSphere ZcDZc{#

\k (root) G root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G 7O“\k (root)”DC'dk#

WebSphere \m

C'{

G virtuser WebSphere 73\mC'{#

WebSphere \m

\k

G WebSphere 73\mC'\k#

7O\k G 7O“WebSphere \m\k”DC'dk#
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WSRR (FZc?~

WSRR (FZc?~a)K;)dC!n#

BmPhvK WSRR (FZc?~DIdCN}:

m 17. IdCDN}

N}{F hv

ib CPU } *K?~m>DibzVdDib&mw}?#

Zfs! (MB) VdxKibzDZf?(TWVZ*%;)#

$tom CPU $tT)Kibz(CDom CPU#

$tomZf $tT)Kibz(CDomZf#

%*{F +vT(FZc?~dCPD%*{F5#+9CZ?p\

mw?~dCP8(D%*{F#

Zc{ ;Z Advanced Runtime #=B(FZcibzOD

WebSphere ZcDZc{#

\k (root) root C'j6D\k#bG#=PK?~ym>ibzDY

w53D\k#

7O\k 7O“\k (root)”DC'dk#

WebSphere \mC'{ WebSphere 73\mC'{#

WebSphere \m\k WebSphere 73\mC'\k#

7O\k 7O“WebSphere \m\k”DC'dk#

d{N}+Sy>ib53#=LP"R+;x(#

SOA Policy Gateway Advanced Runtime #=D WSRR (FZ

c?~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 18. IdCDN}

N}{F Xh 1!5 hv

ib CPU } G 2 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 4096 VdxKibzDZf?(TWVZ*%;)#

$tom CPU G False $tT)Kibz(CDom CPU#

$tomZf G False $tT)Kibz(CDomZf#

Zc{ G SOAPolicyAdvancedNode ;Z Advanced Runtime #=B(FZcibzOD WebSphere

ZcDZc{#

\k (root) G root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G 7O“\k (root)”DC'dk#

WebSphere \m

C'{

G virtuser WebSphere 73\mC'{#

WebSphere \m

\k

G WebSphere 73\mC'\k#

7O\k G 7O“WebSphere \m\k”DC'dk#
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SOA Policy Gateway Governance Master #=D WSRR (FZ

c?~dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 19. IdCDN}

N}{F Xh 1!5 hv

ib CPU } G 2 *K?~m>DibzVdDib&mw}?#

Zfs! (MB) G 4096 VdxKibzDZf?(TWVZ*%;)#

$tom CPU G False $tT)Kibz(CDom CPU#

$tomZf G False $tT)Kibz(CDomZf#

Zc{ G SOAPolicyGMNode ;Z Advanced Runtime #=B(FZcibzOD WebSphere

ZcDZc{#

\k (root) G root C'j6D\k#bG#=PK?~ym>ibzDYw5

3D\k#

7O\k G 7O“\k (root)”DC'dk#

WebSphere \m

C'{

G virtuser WebSphere 73\mC'{#

WebSphere \m

\k

G WebSphere 73\mC'\k#

7O\k G 7O“WebSphere \m\k”DC'dk#

E>Lr|

f IBM SOA Policy Gateway Pattern a)K 4 vE>Lr|#

K#=f=DE>Lr|P:

v SOA Policy Gateway 2.0.0.0 - DataPower Domain

v SOA Policy Gateway 2.0.0.0 - Promotion

v SOA Policy Gateway 2.0.0.0 - Samples

v SOA Policy Gateway 2.0.0.0 - Security

E>:SOA Policy Gateway 2.0.0.0 - DataPower Domain
DataPower Domain E>Z?pZd)& DataPower r#CE>Z%v DataPower r

M WSRR KP1.ddC,S#k WSRR KP1,SD?v DataPower rh*%@

D DataPower Domain E>#

N}

m 20. IdCDN}

N}{F hv

DataPower_hostname y>&CLr+20ZD DataPower h8Dwz{#

DataPower_XML_mgmt_port CZ DataPower XML \mSZDKZ,(#G 5550#

Datapower_admin_id _P9C XML \mSZDJ1mI(D\m1C'j6#

DataPower_admin_password DataPower_admin_id D\k#

7O\k 7O DataPower_admin_password DC'dk#
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m 20. IdCDN} (x)

N}{F hv

New_DataPower_domain *Z DataPower h8O4(DBr{#|;CkNNVPr

%d,qrE>Lr|+'\rKv#5;\|,NNU

q#

securityFileCleanUp 7(GqQSKPE>Lr|D WSRR 5}P>}OX=

DataPower D DomainZipFile.zip D~M WSRR $i#g

{4}%CD~,G41$iTZC5}O1,b+G;v

2+gU#

SOA Policy Gateway Basic Runtime #=D SOA Policy
Gateway 2.0.0.0 - DataPower Domain E>dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 21. IdCDN}

N}{F Xh 1!5 hv

DataPower_hostnameG y>&CLr+20ZD DataPower h8Dwz{#

DataPower_XML_mgmt_portG 5550 CZ DataPower XML \mSZDKZ,(#G 5550#

Datapower_admin_idG _P9C XML \mSZDJ1mI(D\m1C'j6#

DataPower_admin_passwordG DataPower_admin_id D\k#

7O\k G 7O DataPower_admin_password DC'dk#

New_DataPower_domainG *Z DataPower h8O4(DBr{#|;CkNNVPr%

d,qrE>Lr|+'\rKv#5;\|,NNUq#

Remove_security_filesG true 7(GqQSKPE>Lr|D WSRR 5}P>}OX=

DataPower D DomainZipFile.zip D~M WSRR $i#g{4

}%CD~,G41$iTZC5}O1,b+G;v2+g

U#

SOA Policy Gateway Advanced Runtime #=D SOA Policy
Gateway 2.0.0.0 - DataPower Domain E>dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 22. IdCDN}

N}{F Xh 1!5 hv

DataPower_hostnameG y>&CLr+20ZD DataPower h8Dwz{#

DataPower_XML_mgmt_portG 5550 CZ DataPower XML \mSZDKZ,(#G 5550#

Datapower_admin_idG _P9C XML \mSZDJ1mI(D\m1C'j6#

DataPower_admin_passwordG DataPower_admin_id D\k#

7O\k G 7O DataPower_admin_password DC'dk#

New_DataPower_domainG *Z DataPower h8O4(DBr{#|;CkNNVPr%

d,qrE>Lr|+'\rKv#5;\|,NNUq#

Remove_security_filesG true 7(GqQSKPE>Lr|D WSRR 5}P>}OX=

DataPower D DomainZipFile.zip D~M WSRR $i#g{4

}%CD~,G41$iTZC5}O1,b+G;v2+g

U#
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E>:SOA Policy Gateway 2.0.0.0 - Promotion
Promotion E>'V+ SOA Policy Gateway Basic Runtime r SOA Policy Gateway

Advanced Runtime #=k$?pD SOA Policy Gateway Governance Master #=/I#

|Z Runtime M Governance #=.d("g%*2+T,,1I!q+ WSRR a}

dC= Governance Master P#

N}

m 23. IdCDN}

N}{F hv

WSRR_GOV_DMGR_hostname WSRR /:D?p\mwDwz{#

WSRR_GOV_DMGR_cellname WSRR /:D WebSphere %*{F#

WSRR_GOV_admin_user WebSphere WSRR \m%*D\mj6#

WSRR_GOV_admin_password WebSphere WSRR `\%*D\mj6D\k#

7O\k 7O WSRR_GOV_admin_password DC'dk#

Promotion_environment Xk* staging"production r Unset .;#b)5xVs!

4,"RXk<7%d#

LTPA_key_password LTPA \?+Z4T Governance Master DE>Lr|Zd

<vM9C,"Za}73PDyP%*P9C#bGZ<

vC LTPA \?19CD\k#

7O\k 7O LTPA_key_password DC'dk#

SOA Policy Gateway Basic Runtime #=D SOA Policy
Gateway 2.0.0.0 - Promotion E>dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 24. IdCDN}

N}{F Xh 1!5 hv

WSRR_GOV_DMGR_hostnameG WSRR /:D?p\mwDwz{#

WSRR_GOV_DMGR_cellnameG WSRR /:D WebSphere %*{F#

WSRR_GOV_admin_userG WebSphere WSRR \m%*D\mj6#

WSRR_GOV_admin_passwordG WebSphere WSRR `\%*D\mj6D\k#

7O\k G 7O WSRR_GOV_admin_password DC'dk#

Promotion_environmentG Xk* staging"production r Unset .;#b)5xVs!4,

"RXk<7%d#

LTPA_key_passwordG LTPA \?+Z4T Governance Master DE>Lr|Zd<v

M9C,"Za}73PDyP%*P9C#bGZ<vC

LTPA \?19CD\k#

7O\k G 7O LTPA_key_password DC'dk#

40 IBM SOA Policy Gateway Pattern



SOA Policy Gateway Advanced Runtime #=D SOA Policy
Gateway 2.0.0.0 - Promotion E>dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 25. IdCDN}

N}{F Xh 1!5 hv

WSRR_GOV_DMGR_hostnameG WSRR /:D?p\mwDwz{#

WSRR_GOV_DMGR_cellnameG WSRR /:D WebSphere %*{F#

WSRR_GOV_admin_userG WebSphere WSRR \m%*D\mj6#

WSRR_GOV_admin_passwordG WebSphere WSRR `\%*D\mj6D\k#

7O\k G 7O WSRR_GOV_admin_password DC'dk#

Promotion_environmentG Xk* staging"production r Unset .;#b)5xVs!4,

"RXk<7%d#

LTPA_key_passwordG LTPA \?+Z4T Governance Master DE>Lr|Zd<v

M9C,"Za}73PDyP%*P9C#bGZ<vC

LTPA \?19CD\k#

7O\k G 7O LTPA_key_password DC'dk#

E>:SOA Policy Gateway 2.0.0.0 - Sample
Sample E>dCKy>&CLrN}TCZ SOA Policy Gateway Basic Runtime Sample

#=#

N}

":NNh*5 Unset DN}<xVs!4#

m 26. IdCDN}

N}{F hv

SCP_host |, DomainZipFile.zip D SCP ~qwDwz{#

SCP_user CZ,S= SCP ~qwDC'{#

SCP_password CZG< SCP ~qwD\k#

7O\k 7O SCP_password DC'dk#

SCP_zip_location DomainZipFile.zip D URI ;C#}g,/files/

DomainZipFile.zip#

CLIENT_PUBLIC_KEY_file CZ,S= DataPower h8 XML \mSZKZD PEM $

iD~D{F#vT~qwO$RZ;9C SSL DivB9

C“Unset”5#

CLIENT_PUBLIC _KEY_password CZ,S= DataPower h8 XML \mSZKZD+C$i

D\k#g{49CNN\k,C5*“Unset”#

7O\k 7O CLIENT_PUBLIC_KEY_password DC'dk#

CLIENT_PRIVATE_KEY_file CZ,S= DataPower h8 XML \mSZKZD PEM \

?D~D{F#KN}TZ`%O$xTGXhD#vT~

qwO$RZ;9C SSL DivB9C“Unset”5#

CLIENT_PRIVATE_KEY_password CZ,S= DataPower h8 XML \mSZKZD\?D~

D\k#KN}TZ`%O$xTGXhD#g{49CN

N\k,C5*“Unset”#
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m 26. IdCDN} (x)

N}{F hv

7O\k 7O CLIENT_PRIVATE_KEY_password DC'dk#

CLI_FILE_file |,Z DomainZipFile.zip D~PD CLI D~D{F#K

CLI Zr20M WSRR ~qwdCD)24P#

7O\k 7O LTPA_KEY_password DC'dk#

DataPower_hostname y>&CLr+20ZD DataPower h8Dwz{#

DataPower_XML_mgmt_port CZ DataPower XML \mSZDKZ#

DataPower_admin_id _P9C XML \mSZDJ1mI(D\m1C'j6#

DataPower_admin_password DataPower_admin_id D\k#

7O\k 7O DataPower_admin_password DC'dk#

SOAPolicySample_DataPower_domain y>r{#|;Ck DataPower h8ODNNVPr%d#

SamplePolicySample_starting_port &CLrh* 5 vUPKZ,+y]K543r9Cb 5 v

KZ#}g,g{5* 62000,G4+9CKZ 62000-

62004#XZb)KZGqUP,E>;a4PNNli#

LDAP_hostname y>9C LDAP ~qw,bGC~qwDwz{#

LDAP_port LDAP ~qwDG2+KZ#(#* 389#

LDAP_password k LDAP_DN s(1y9CD\k#

7O\k 7O LDAP_password DC'dk#

LDAP_DN CZs(= LDAP D(P{F#}g,cn=root"dc=ibm.com#

SOA Policy Gateway Basic Runtime Sample #=D SOA
Policy Gateway 2.0.0.0 - Sample E>dCN}

XkHdC;P1!5DXhN},E\?pC#=#

":NNh*5 Unset DN}<xVs!4#

m 27. IdCDN}

N}{F Xh 1!5 hv

SCP_host G |, DomainZipFile.zip D

SCP ~qwDwz{#

SCP_user G CZ,S= SCP ~qwDC

'{#

SCP_password G CZG< SCP ~qwD\

k#

7O\k G 7O SCP_password DC'd

k#

SCP_zip_location G DomainZipFile.zip D URI

; C # } g , / f i l e s /

DomainZipFile.zip#

CLIENT_PUBLIC_KEY_file G CZ,S= DataPower h8

XML \mSZKZD PEM

$iD~D{F#vT~q

wO$RZ;9C SSL Di

vB9C“Unset”5#
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m 27. IdCDN} (x)

N}{F Xh 1!5 hv

C L I E N T _ P U B L I C

_KEY_password

G CZ,S= DataPower h8

XML \mSZKZD+C$

iD\k#g{49CNN

\k,C5*“Unset”#

7O\k G 7 O

CLIENT_PUBLIC_KEY_password

DC'dk#

CLIENT_PRIVATE_KEY_file G CZ,S= DataPower h8

XML \mSZKZD PEM

\?D~D{F#KN}T

Z`%O$xTGXhD#

vT~qwO$RZ;9C

SSL DivB9C“Unset”

5#

CLIENT_PRIVATE_KEY_passwordG CZ,S= DataPower h8

XML \mSZKZD\?D

~D\k#KN}TZ`%

O$xTGXhD#g{4

9 C N N \ k , C 5 *

“Unset”#

7O\k G 7 O

CLIENT_PRIVATE_KEY_password

DC'dk#

DataPower_hostname G y > & C L r + 2 0 Z D

DataPower h8Dwz{#

DataPower_XML_mgmt_port G 5550 CZ DataPower XML \mS

ZDKZ#

DataPower_admin_id G _P9C XML \mSZDJ

1 m I ( D \ m 1 C ' j

6#

DataPower_admin_password G DataPower_admin_id D\k#

7O\k G 7 O

DataPower_admin_password D

C'dk#

SOAPolicySample_DataPower_domainG SOAPolicySample y > r { # | ; C k

DataPower h8ODNNVP

r%d#

SOAPolicySample_starting_port G 62001 &CLrh* 5 vUPK

Z,+y]K543r9C

b 5 vKZ#}g,g{5

* 62000,G4+9CKZ

62000-62004#XZb)KZ

GqUP,E>;a4PN

Nli#

LDAP_hostname G y>9C LDAP ~qw,b

GC~qwDwz{#
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m 27. IdCDN} (x)

N}{F Xh 1!5 hv

LDAP_port G 389 LDAP ~qwDG2+KZ#

(#* 389#

LDAP_password G k LDAP_DN s(1y9C

D\k#

7O\k G 7O LDAP_password DC'

dk#

LDAP_DN G CZs(= LDAP D(P{

F # } g ,

cn=root"dc=ibm.com#

E>:SOA Policy Gateway 2.0.0.0 - Security
Security E>+ ZIP D~P|,Dk DataPower h8xP(EyhD2+E"S'V

Linux 2+4FLr (SCP) Db?D~~qw4F=?p\mwr WSRR zw#

4FD2+D~|,TBZ]:

v DPC CJ$i

v DPC CJ+C$i

v DPC (C\?

v DP CLI E>

v $i4DD~P

DataPower D|nPgf (CLI) E>JmzZ#=?pWNZddCQ?pDr#

":&Z?p.sSb?D~~qwP>}z\2+$i#

N}

m 28. IdCDN}

N}{F hv

SCP_host |, DomainZipFile.zip D~D SCP ~qwDwz{#

SCP_user CZ,S= SCP ~qwDC'{#

SCP_password CZG< SCP ~qwD\k#

7O\k 7O SCP_password DC'dk#

SCP_zip_location DomainZipFile.zip D~D URI ;C;}g,/files/

DomainZipFile.zip#

CLIENT_PUBLIC_KEY_file CZ,S= DataPower h8 XML \mSZKZD PEM $

iD~D{F#

CLIENT_PUBLIC_KEY_password CZ,S= DataPower h8 XML \mSZKZDM'z$

iD\k#KN}TZ`%O$xTGXhD(g{I

C)#g{49CNN\k,C5ITG“Unset”#

CLIENT_PRIVATE_KEY_file CZ,S= DataPower h8 XML \mSZKZD PEM \

?D~D{F#KN}TZ`%O$xTGXhD#
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m 28. IdCDN} (x)

N}{F hv

CLIENT_PRIVATE_KEY_password CZ,S= DataPower h8 XML \mSZKZD\?D~

D\k#KN}TZ`%O$xTGXhD#g{49CN

N\k,C5ITG“Unset”#

CLI_file |,Z DomainZipFile.zip PD CLI D~D{F#K CLI

Zr20M WSRR ~qwdCD)2KP#

SOA Policy Gateway Basic Runtime #=D SOA Policy
Gateway 2.0.0.0 - Security E>dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 29. IdCDN}

N}{F Xh 1!5 hv

SCP_host G |, DomainZipFile.zip D~D SCP ~qwDwz{#

SCP_user G CZ,S= SCP ~qwDC'{#

SCP_password G CZG< SCP ~qwD\k#

7O\k G 7O SCP_password DC'dk#

SCP_zip_location G DomainZipFile.zip D~D URI ;C;}g,/files/

DomainZipFile.zip#

CLIENT_PUBLIC_KEY_fileG CZ,S= DataPower h8 XML \mSZKZD PEM $i

D~D{F#

CLIENT_PUBLIC_KEY_passwordG CZ,S= DataPower h8 XML \mSZKZDM'z$i

D\k#KN}TZ`%O$xTGXhD(g{IC)#g

{49CNN\k,C5ITG“Unset”#

CLIENT_PRIVATE_KEY_fileG CZ,S= DataPower h8 XML \mSZKZD PEM \?

D~D{F#KN}TZ`%O$xTGXhD#

CLIENT_PRIVATE_KEY_passwordG CZ,S= DataPower h8 XML \mSZKZD\?D~D

\k#KN}TZ`%O$xTGXhD#g{49CNN\

k,C5ITG“Unset”#

CLI_file G Unset |,Z DomainZipFile.zip PD CLI D~D{F#K CLI Z

r20M WSRR ~qwdCD)2KP#

SOA Policy Gateway Advanced Runtime #=D SOA Policy
Gateway 2.0.0.0 - Security E>dCN}

XkHdC;P1!5DXhN},E\?pC#=#

m 30. IdCDN}

N}{F Xh 1!5 hv

SCP_zip_location G DomainZipFile.zip D~D URI ;C;}g,/files/

DomainZipFile.zip#

SCP_host G |, DomainZipFile.zip D~D SCP ~qwDwz{#

SCP_user G CZ,S= SCP ~qwDC'{#

SCP_password G CZG< SCP ~qwD\k#

7O\k G 7O SCP_password DC'dk#
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m 30. IdCDN} (x)

N}{F Xh 1!5 hv

CLIENT_PUBLIC_KEY_fileG CZ,S= DataPower h8 XML \mSZKZD PEM $i

D~D{F#

CLIENT_PUBLIC_KEY_passwordG CZ,S= DataPower h8 XML \mSZKZDM'z$i

D\k#KN}TZ`%O$xTGXhD(g{IC)#g

{49CNN\k,C5ITG“Unset”#

CLIENT_PRIVATE_KEY_fileG CZ,S= DataPower h8 XML \mSZKZD PEM \?

D~D{F#KN}TZ`%O$xTGXhD#

CLIENT_PRIVATE_KEY_passwordG CZ,S= DataPower h8 XML \mSZKZD\?D~D

\k#KN}TZ`%O$xTGXhD#g{49CNN\

k,C5ITG“Unset”#

CLI_file G Unset |,Z DomainZipFile.zip PD CLI D~D{F#K CLI Z

r20M WSRR ~qwdCD)2KP#
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Z 5 B 9C IBM SOA Policy Gateway Pattern

IBM SOA Policy Gateway Pattern kTzIz7DXKDIX4?pa)#=(e#?

v#=<Z IBM SOA Policy Gateway Pattern Pa);vX(&\,"R|,`v3

qT'Vwv#=#Z?p0,Xky]5qhsdC#=#

Z?p}LP,h*dC?VN}#PX|`E",kNDZ 56 3D:?p#=;#

`XNq:

Z 9 3DZ 3 B, :IBM SOA Policy Gateway Pattern kE;

K#=9C WebSphere DataPower 4XF9C WSRR PD\\_TM~q(eD{

"#ki4>?VPDwb,TKbK!0Pf0DZ]"s5I\k*ICK!0

D-r"f0DC'G+T0(}z7;6D&\DEv#

f.#=dCM#=Hvu~

IBM SOA Policy Gateway Pattern a);V==TlYI?X)&73,CZ`\~q

(eM_TT04Pb)_T#7(yhD`\hsMJ4#

*?p73,k<8 DataPower h8xP6L\m,"U/kh82+(EyhDJ

z#I(}?p SOA Policy Gateway Basic Runtime Sample 4jIbT73,b+7

O73GqQ}7dCTxP?p"]>_TD4Piv#Zi$73.s,9C

WSRR nQ5yv(Z{D IBM SOA Policy Gateway Pattern `\MKP1dC##

=?pT Governance Master *<,szkZ{dC%dDKP1#=#

<8M?p IBM SOA Policy Gateway Pattern

<8 DataPower "U/2+TD~:

1. <8 DataPower h8xP6L\m#PX|`E",kNDZ 48 3D:* IBM SOA

Policy Gateway Pattern dC DataPower;#

2. g{ DataPower h8\=#$,kDA DataPower D2+T?V,;sU/kdx

P(EyhD DataPower 2+TD~#

3. 7OF73PD53 DataPower ITkh8xP(E,"Rh8ITkQ?pD5

3xP(E#

Z4(zz?p.0,SOA Policy Gateway Basic Runtime Sample ICZ]>#=D

&\#g{h*9C Basic Runtime Sample,kjITB=h:

1. Z Linux Oa)I(}FPQ?p53xPCJD SCP ~qw#SCP G2+4F

|n# SCP ~qwa);V==4P\#=b?D2+TD~,rK^hT?v2

+TdC|D#=#

2. a) LDAP ~qw4P\ DataPower P5)Dy>&CLry9CD2+Tj6#

PX|`E",kNDZ 55 3D:*y>dC LDAP;#

3. ?p SOA Policy Gateway Basic Runtime Sample #=Ti$y!a9#PX|`

E",kNDZ 57 3D:?p SOA Policy Gateway Basic Runtime Sample #=;#

4. y>9CjI1,+;h* LDAP ~qw#

<8zz?p:
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1. 7(?ph*Df##* Governance Master MKP1?p7(/:s!#

":Z?p/:1,;\9Cm;v/:I1)9C/:#

2. (e Governance Master D%*{"\mC'j6M\k#

3. Z SCP ~qwOP\ DataPower 2+T DomainZipFile.zip D~#PX|`E",

kNDZ 49 3D:4(2+T DomainZipFile.zip;#

*zz73?p Governance Master:

1. ?p SOA Policy Gateway Governance Master #=#H}C?pjI,;sY?p

zz73KP1#=#PX|`E",kNDZ 58 3D:?p SOA Policy Gate-

way Governance Master #=;#

?pzz73KP1#=:

1. 7(h*/:739G@"73#

2. g{h*`v DataPower r,kK! Basic Runtime #=r Advanced Runtime #

=,"*?vyhr+ DataPower E>Lr|mS=K!n#

":jICdCs,+;\mSnbD DataPower r#

PX|`E",kNDZ 63 3D:9C`v DataPower rxP?p;#

3. 9C Governance Master #=E"dCKP1#=#PX|`E",kNDZ 59 3

D:SOA Policy Gateway Governance Master ?pE";#

4. 7(KP1+*G(KP1"zzKP19Gd{KP1#

5. ?p Basic Runtime r Advanced Runtime #=#PX|`E",kNDZ 60 3D

:?p SOA Policy Gateway Advanced Runtime #=;rZ 59 3D:?p SOA

Policy Gateway Basic Runtime #=;#

6. H}1Aj+?p,;sY?pm;vKP1

#

?pKP1jIs:

1. ;Yh* SCP D~~qw#

2. IT(}1!D2+TdC|B WSRR M WebSphere 2+T#PX|`E",k

NDZ 49 3D:2+\m;#

3. DataPower rQ<8CxPxXdC#

* IBM SOA Policy Gateway Pattern dC DataPower
ZKP SOAPolicy E>.0,kjITB DataPower dC=h#

}L

1. T\m1m]G<=\'VD DataPower h8#

2. Qw XML \mgf#

3. 7#d4,*QtC#

4. 7#TBn&Zn/4,,"R\=}7#$:

v SOAP \m URI

v SOAP dC\m

v SOAP dC\m (v2004)
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v AMP Kc

v SLM Kc

v WS \mKc

v WSDM Kc

v UDDI $)

v WSRR $)

IBM SOA Policy Gateway Pattern #=D2+T

M'h* WSRR M DataPower .d;,6pD2+T,HdG SSL xr#19C

SOA Policy Gateway Basic Runtime" SOA Policy Gateway Basic Runtime Sample M

SOA Policy Gateway Advanced Runtime #=1,IBM SOA Policy Gateway Pattern Z

dCE>M DataPower .d'V 3 6 SSL (E#

g{;h* SSL

g{;h*9C SSL,G4;aa) curl M'zD+C\?M(C\?,"#t*“!

{hC”#

":g{49C SSL,G4"Mx DataPower DyP}]<4S\,|(C'M\k

E"#bMfZ;v2+)4Jb#kT DataPower D SOMA wCP9CD\k;'

VS\,rK,;+d=4S\D DataPower h8#yT,AY9C~qwKO$T7

#2+T#

DataPower &CLrk Basic M Advanced #=PE>.dD`%O

$

g{z*sZ DataPower &CLrk Basic M Advanced #=PE>.d`%O$:

v Xka) curl M'zD+C\?M(C\?#

2+\m

#=P9CD WSRR 3qM WebSphere Application Server 3qv_PJ1D1!2

+T#*zIf}2+D73,zh*9Cj<D WebSphere 2+T<u#$d2+#

kND;ZTB4SD WebSphere Network Deployment V8.0 E"PD:

v W e b S p h e r e A p p l i c a t i o n S e r v e r N e t w o r k D e p l o y m e n t(V<==(M

Windows)V8.0:IBM WebSphere Application Server Network Deployment(V<=

=(M Windows)V8.0 E"PD

v &CLr2+T:IBM WebSphere Application Server Network Deployment(V<=

=(M Windows)V8.0 E"PD - 7#&CLr0d73D2+T

v K=KD2+T76:IBM WebSphere Application Server Network Deployment(V

<==(M Windows)V8.0 E"PD - 7#&CLr0d73D2+T

4(2+T DomainZipFile.zip

* SOA Policy Gateway Basic Runtime #="SOA Policy Gateway Advanced Run-

t i m e #=M S O A P o l i c y G a t e w a y B a s i c R u n t i m e S a m p l e 4(2+T

DomainZipFile.zip#
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}L

9CTBfr4( DomainZipFile.zip:

1. DomainZipFile.zip Da9XkgBy>:

":vh*?<a9,wD~{ITq-z!qD|{#;x,yP$iM\?D

~<XkIC PEM q=#

":Z76P9C DataPower wz{+Jm+;,D$iCZ;,D DataPower h

8#

m 31. Basic M Advanced #=yhDD~

D~{,`TZy?<D;C Notes®

CurlClientPublicKeyFile.crt v19C`%O$Eh*#v^ PEM q=#

CurlClientPrivateKeyFile.key v19C`%O$Eh*#

/dataPowerHostName/certificate1.crt *OXA WSRR D DataPower $i#|*s{v$i4<

IC PEM q=#*OXA WSRR D DataPower $i#X

kv|,TBZ]:

------BEGINCERTIFICATE---- to -----END CERTIFICATE-----

D~)9{Xk* .crt r .pem#

/dataPowerHostName/certificate2.crt D~)9{Xk* .crt r .pem

/dataPowerHostName/certificate3.crt D~)9{Xk* .crt r .pem

2. vkT SOA Policy Gateway Advanced Runtime #=,mS*KPD cli D~(I

!):

m 32. Advanced #=yhDd{D~

D~{,`TZy?<D;C "M

/cli.cli +Z DataPower Domain dCD)2KPD%v CLI D~

3. + DomainZipFile.zip ECZzD SCP ~qw;CO# IZCD~DtPT,(

iZdCs>}CD~##=dCE>+Sz SCP 73>}S DomainZipFile.zip

q!DNND~T09C SCP 4(D DomainZipFile.zip D1>#

4. k"bTB SCP ~qwE":

v SCP wz{

v DomainZipFile.zip D SCP 76

v SCP C'M\k

9C DomainZipFile D~

kT#=P;,6p2+TD DomainZipFile D~DC}#

ITZ Basic Runtime"Basic Runtime Sample M Advanced Runtime #=P9C

DomainZipFile.zip D~#

^h9C SSL +#=E>Lr|,S= DataPower h8#g{;9C SSL,G4^h

4( DomainZipFile.zip D~,}Gzh* cli E>4(FI#=4(D DataPower

r#Z>8}P,g{;9C~qwO$w*nM^F,G4+;aT}]xPS
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\#IZZ(} http ,STM'zxPE>`FZda+C'M\kE"+]A

DataPower,"R(} DomainZipFile.zip D~PD$iTdxP#$,rKbG;v

2+gU#

g{ DataPower wz4dC*i$M'z$i,G4^hZE>M'zM DataPower h

8.d9C`%O$#(izAY9C~qwO$#

>wbPD8}!0hv;,6pD2+T#

Cz7'VTB8}!0:

8} 1:^hNN SSL

8} 2:^hNN SSL,+h* cli E>4(Fr

8} 3:h*(}E>M'zT DataPower $ixP~qwO$

8} 4:h*T DataPower h8xP`%O$

8} 1:^hNN SSL

vZEvD2+T-r,(iv+C!nCZ*"!0#g{;#{9CNN SSL:

1. k+ SCP_host DN}hC*“Unset”#g{}Z9C Basic Runtime r Advanced

Runtime #=,G4 SCP_host ;Z SOA Policy Gateway 2.0.0.0 - Security Lr

|E>P#g{}Z9C Basic Runtime Sample #=,G4 SCP_host ;Z SOA

Policy Gateway 2.0.0.0 E>P#baZ#=PhCE>,rK;a9C SCP lw

DomainZipFile.zip D~#

2. Z4T=h 1 D`,E>Lr|P,+TBN}hC*“Unset”:

v CLIENT_PUBLIC_KEY_file

v CLIENT_PUBLIC_KEY_password

v 7O\k

v CLIENT_PRIVATE_KEY_file

v CLIENT_PRIVATE_KEY_password

v 7O\k

8} 2:^hNN SSL,+h* cli E>4(Fr

vZEvD2+T-r,(iv+C!nCZ*"!0#g{;k9C SSL +h* cli

E>:

1. k+ SCP_host DN}hC*“Unset”#g{}Z9C Basic Runtime r Advanced

Runtime #=,G4 SCP_host ;Z SOA Policy Gateway 2.0.0.0 - Security Lr

|E>P#g{}Z9C Basic Runtime Sample #=,G4 SCP_host ;Z SOA

Policy Gateway 2.0.0.0 E>P#baZ#=PhCE>,rK;a9C SCP lw

DomainZipFile.zip D~#

2. Z4T=h 1 D`,E>Lr|P,+TBN}hC* Unset:

v CLIENT_PUBLIC_KEY_file

v CLIENT_PUBLIC_KEY_password

v 7O\k

v CLIENT_PRIVATE_KEY_file

v CLIENT_PRIVATE_KEY_password
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v 7O\k

":g{ SCP_host *“Unset”,G4^h DomainZipFile.zip D~,}Gz_P#

{Z Basic Runtime M Advanced Runtime #=PKPD cli E>#

3. +*9CD cl i E>D~ECZ DomainZipFile.zip D~Dy?<P#

DomainZipFile.zip D~D>}a9gBy>:

/cli.cli

+Z DataPower Domain E>Lr|D)2KPCD~#cli.cli G;v>}D~

{#D~{;\|,NNUq#

8} 3:h*(}E>M'zT DataPower $ixP~qwO$

zXka)#$ XML \mSZD DataPower $i4DyP$i#*R=b)$i,

kjITB=h:

1. li XML \mSZD SSL zmE*D~,"R=S\E*D~#S\E*D~+

|,m]>$,xb)m]>$|,CZ#$ XML \mSZD$i#

2. +b)$imS= DomainZipFile.zip D~#

q=gB:

v dataPowerHostName/certificateChainMember1.crt

v dataPowerHostName/certificateChainMember2.pem

v dataPowerHostName/certificateChainMember(n).crt

g{}Z9C`r!0,G4D~I_P=v;,D dataPowerHostName ?<,_

PkT?v DataPower $i4DTBD~:

v clientCertificate.crt clientKeyFile.key

v dataPowerHostName/certificateChainMember1.crt

v dataPowerHostName/certificateChainMember2.pem

v dataPowerHostName/certificateChainMember(n).crt

v dataPowerHostName2/certificateChainMember1a.crt

v dataPowerHostName2/certificateChainMember2a.pem

v dataPowerHostName2/certificateChainMember2(n).crt

":DataPower $i4D~Xk_P`M .crt r .pem,"RXkv|,$i>m#

K&9CD .crt r .pem D~{*>}#D~{;\|,NNUq#

3. I!:g{vkT Basic Runtime M Advanced Runtime #=y9CD SOA Policy

Gateway 2.0.0.0 - Security Lr|E>r Basic Runtime Sample #=PD SOA Policy

Gateway 2.0.0.0 - Sample E>h*~qwO$,kTb)E>PDTBN}9C

“Unset”w*5:

v CLIENT_PUBLIC_KEY_file

v CLIENT_PUBLIC_KEY_password

v 7O\k

v CLIENT_PRIVATE_KEY_file

v CLIENT_PRIVATE_KEY_password
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v 7O\k

4. I!:g{h* cli E>:

+*9CD cl i E>D~ECZ DomainZipFile.zip D~Dy?<P#

DomainZipFile.zip D~D>}a9gBy>:

/cli.cli

+Z DataPower Domain E>Lr|D)2KPCD~#cli.cli G;v>}D~

{#D~{;\|,NNUq#

8} 4:h*T DataPower h8xP`%O$

Z>8}P,M'zM DataPower ~qwh*i$m;=D$i#;P1Z XML \

mSZD SSL zmE*D~PdCK DataPower wz4i$M'zD$i1,Eh*

Kn#

1. +b)$imS= DomainZipFile.zip D~#

q=gB:

v clientCertificate.crt

v clientKeyFile.key

v dataPowerHostName/certificateChainMember1.crt

v dataPowerHostName/certificateChainMember2.pem

v dataPowerHostName/certificateChainMember(n).crt

v dataPowerHostName2/certificateChainMember1a.crt

v dataPowerHostName2/certificateChainMember2a.pem

v dataPowerHostName2/certificateChainMember2(n).crt

":DataPower $i4D~Xk_P`M .crt r .pem,"RXkv|,$i>m#

K&9CD .crt r .pem D~{*>}#D~{;\|,NNUq#

M'z$iMM'z\?D~IT|,C$ir\?D~PT>TBZ]DP.0

D}]:-----BEGIN CERTIFICATE-----#

2. I!:g{kT Basic Runtime M Advanced Runtime #=y9CD SOA Policy Gate-

way 2.0.0.0 - Security Lr|E>r Basic Runtime Sample #=PD SOA Policy

Gateway 2.0.0.0 - Sample E>h*~qwO$,kTb)E>PDTBN}9C

“Unset”w*5:

v CLIENT_PUBLIC_KEY_file

v CLIENT_PRIVATE_KEY_file

v CLIENT_PRIVATE_KEY_password

v 7O\k

3. g{+C\?D~;PNN\k,G4TBnD5IT*“Unset”:

v CLIENT_PUBLIC_KEY_password

v 7O\k
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4. E>Lr|y9CD curl |nYhD~`M* .pem,rK1!ivB,a+ --key-
type M --cert-type hC* PEM#$iM\?D~IT|,X($ir\?D~P

-----BEGIN CERTIFICATE----- .0DZ]#

5. I!:g{h* cli E>,9C Basic Runtime r Advanced Runtime #=:

+*9CD cl i E>D~ECZ DomainZipFile.zip D~Dy?<P#

DomainZipFile.zip D~D>}a9gBy>:

/cli.cli

+Z DataPower Domain E>Lr|D)2KPCD~#cli.cli G;v>}D~

{#D~{;\|,NNUq#

(}!q8},zQdCJ16pD2+T(9Cr;9C DomainZipFile.zip D

~)#

*OXA WSRR D DataPower $i

zITa) DomainZipFile.zip D~D dataPowerHostName ?<P$iD?<#IT

+KOXA WSRR ?p\mw~qwr WSRR @"~qw#

a)zT:DzFTBX DomainZipFile.zip D~

zITa)T:D DomainZipFile.zip,x;9C“2+E>m~|”PD SCP ~qw#

}L

*9Cd{=(+D~Ek73,zXk4PTBYw:

1. SCP_host N}XkhC* Unset#

2. zXk4((FDE>m~|,TZ /tmp ?<P4( DomainZipFile.zip,;sE

\KPNN SOA Gateway #=E>#

3. TZ_6#=,Z /tmp/security/RetrieveDomainFiles ?<P4(

DomainZipFile.zip D~#

4. TZ,y>Dy>#=,Z /installSample/Retrieve_Domain_Files ?<P4(

DomainZipFile.zip D~#

":g{4a) DomainZipFile.zip D~,G4ZN}8>+9C$ir\?1,

E>I\'\#

$iPD CN 5

w* DomainZipFile.zip D~;?Va)D$iXk<G$iPD CN 5#

1z!q9C SSL 1wz{i$<U&Zn/4,,rKZE>Lr|P9C$i1

h*"bTB=f:

v TZM'z$i(+CM(C/\?),z^(q*KPE>D WSRR ~qwr

WSRR ?p\mw+;ZD7Pwz#rK,CN 5Xkc;(CE\Z IBM Work-

l o a d D e p l o y e r 7 3 P D N N I \ D M ' z w z O K P ; } g ,

*clientname*.yourcompany.com#

v DataPower zwD$i;Z DomainZipFile.zip D~PDvp?<P;}g:
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dpHost1/cert1.crt
dpHost2/certb.crt
dpHost2/certbc.pem

v $i(DataPower wz4PDnU$i)D CN 5XkTCwz{P';}g,

dp1.yourcompany.com r *dp*.yourcompany.com#

*y>dC LDAP
y>h*_P;)X(u?Da?6?<CJ-i (LDAP)#

XZKNq

XkZdC LDAP 1(e*XMtT#

":kp|Db)\k#

w*V$dC=hD8C=h,kb9u .zip D~ soaSamples.zip DZ],C zip D

~|,=v_PCNqPya)dCj8E"D LDIF D~,;s9Cb)D~|B

LDAP ~qw#

}L

{CTB*X4( LDAP:

1. (es::

dc=ibm.com

2. {CTBtT(er dc=ibm.com:

dn: dc=ibm.com
dc: ibm.com
objectclass: domain
objectclass: top

3. (e]w:

a. (e]wi:

dn: cn=groups,dc=ibm.com
objectclass: container
objectclass: top
cn: groups

b. (e]wC':

dn: cn=users,dc=ibm.com
objectclass: container
objectclass: top
cn: users

4. (eTBC':

a. _PTBtTDC' ConsumerA:

dn: uid=ConsumerA,cn=users,dc=ibm.com
uid: ConsumerA
objectclass: inetOrgPerson
objectclass: organizationalPerson
objectclass: person
objectclass: top
sn: ConsumerA
cn: ConsumerA
userpassword: passw0rd

b. _PTBtTDC' ConsumerB:
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dn: uid=ConsumerB,cn=users,dc=ibm.com
uid: ConsumerB
objectclass: inetOrgPerson
objectclass: organizationalPerson
objectclass: person
objectclass: top
sn: ConsumerB
cn: ConsumerB
userpassword: passw0rd

c. _PTBtTDC' ConsumerX:

dn: uid=ConsumerX,cn=users,dc=ibm.com
uid: ConsumerX
objectclass: inetOrgPerson
objectclass: organizationalPerson
objectclass: person
objectclass: top
sn: ConsumerX
cn: ConsumerX
userpassword: passw0rd

5. (eTBi:

a. {CTBtT(ei MANAGER:

dn: cn=MANAGER,cn=groups,dc=ibm.com
objectclass: groupOfNames
objectclass: top
cn: MANAGER
member: uid=ConsumerX,cn=users,dc=ibm.com

b. {CTBtT(ei Clerk:

dn: cn=Clerk,cn=groups,dc=ibm.com
objectclass: groupOfNames
objectclass: top
cn: Clerk
member: uid=ConsumerA,cn=users,dc=ibm.com

c. {CTBtT(ei Customer:

dn: cn=Customer,cn=groups,dc=ibm.com
objectclass: groupOfNames
objectclass: top
cn: Customer
member: uid=ConsumerB,cn=users,dc=ibm.com

6. 7#ZKPy>0U/PX LDAP DTBE":

v (P{F (DN);}g,cn=root#

v \k;}g,passw0rd#

v G2+KZ;}g,389#

v LDAP wz{;}g,ldap.customer.com#

?p#=

ZFP9C IBM Workload Deployer 3.1.0.2 r IBM SOA Policy Gateway Pattern ?

p#=+a);vKPD IBM PureApplication System73#zIT9C IBM SOA

Policy Gateway Pattern 3q?p$(eD#=,r_?p4(D#=#

*<.0

*?p#=,XkWH_P$(eD#=r_j{DB#=,"RdCKyPXhD

?~#
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XZKNq

?p#=a4(;vib53,r_B)&D IBM SOA Policy Gateway Pattern KP

173(ZFPKP)#

}L

*?p IBM SOA Policy Gateway Pattern TZ=PFPKP,kjITB=h:

1. S“ib53#=”0ZD#=PmP,!q*?pD#=#

2. %w?p<j#

3. jIXnVNT?p#=#Z0ZP,dkib53D{F,"dkNNd{Xh

DE"#?vn?T_D!PmwCn;h*x;=dC#Z?p#=.0,zI

T(}%w?~{Fr*?~D`-w,|DdCD?~DN}#bya4Uh*

D3r4("t/ibz#

a{

?p}La4("t/(eD?~Dibz,"a)8ryhXF(D4S#?p1

d!vZ*?pD#=D4ST#?pD#=Gib53rB)&D IBM SOA Policy

Gateway Pattern KP173#

B;=v24

zITS“ib535}”0Zi45}D4,,TKb?pN1jIT0N1*<\

m#

`XE":

IBM Workload Deployer:\mib53#=

IBM PureApplication System:\mib53#=

?p SOA Policy Gateway Basic Runtime Sample #=

?p SOA Policy Gateway Basic Runtime Sample #=+4(#=DKPib535}#

*<.0

XkZ?p#=.0jIb)Hvu~:

v *y>dC DataPower;kNDZ 48 3D:* IBM SOA Policy Gateway Pattern d

C DataPower;#

v *y>dC2+T;kND Z 49 3D:IBM SOA Policy Gateway Pattern #=D2

+T;#

v hC SCP ~qwTP\2+TD~#

v *y>dC LDAP;kNDZ 55 3D:*y>dC LDAP;#

XZKNq

?p#=+4(ZFPKPDib535}#
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}L

*?p SOA Policy Gateway Basic Runtime Sample #=,kjITB=h:

1. %w#= > ib53#

2. S“ib53#=”PmP,!q SOA Policy Gateway 2.0.0.0 - Basic Run-
time >}#

3. %w“?p”<j#

4. jIXnVNT?p#=# ?vn?T_D!PmwCn;h*x;=dC#

a. Zib53{FrP,dk5}D(;{F#

b. dCib#=#%wdCib?~,;s%w?~{FTr*?~ME>D`

-w:

":K#=DyP\k(DataPower_admin_id N}}b)<1!* password#

v Z 23 3D:SOA Policy Gateway Basic Runtime Sample #=D DB2 Enter-

prise ?~dCN};.

v Z 35 3D:SOA Policy Gateway Basic Runtime Sample #=D WSRR @"

~qw?~dCN};

v Z 42 3D:SOA Policy Gateway Basic Runtime Sample #=D SOA Policy

Gateway 2.0.0.0 - Sample E>dCN};

5. %w7(T?p#=#

B;=v24

*i$?p,kNDZ 62 3D:i$?p;#

?p SOA Policy Gateway Governance Master #=

?p SOA Policy Gateway Governance Master #=+4(#=DKPib535}#

XZKNq

?p#=+4(ZFPKPDib535}#

}L

*?p SOA Policy Gateway Governance Master #=,kjITB=h:

1. %w#= > ib53#

2. S“ib53#=”Pm,!q SOA Policy Gateway 2.0.0.0 - Governance Mas-
ter#

3. %w“?p”<j#

4. jIXnVNT?p#=# ?vn?T_D!PmwCn;h*x;=dC#

a. Zib53{FrP,dk5}D(;{F#

b. dCib#=#%wdCib?~,;s%w?~{FTr*?~D`-w#

v Z 31 3D:SOA Policy Gateway Governance Master #=D DB2 Enterprise

HADR Primary ?~dCN};

v Z 36 3D:SOA Policy Gateway Governance Master #=D WSRR ?p\

mw?~dCN};
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v Z 38 3D:SOA Policy Gateway Governance Master #=D WSRR (FZ

c?~dCN};

v Z 33 3D:SOA Policy Gateway Governance Master #=D DB2 Enterprise

HADR Standby ?~dCN};

5. %w7(T?p#=#

B;=v24

*i$?p,kNDZ 62 3D:i$?p;#

SOA Policy Gateway Governance Master ?pE"

XkZ?p SOA Policy Gateway Basic Runtime r SOA Policy Gateway Advanced Run-

time #=.0?p Governance Master#

XZKNq

h*9C Governance Master 5}PD?pE",w*kTKP1#=D?p5Ddk#

}L

*S Governance Master 5}PiRXh5,k4PTBYw:

1. /@A5} > ib53#

2. !q?p Governance Master 5}#

3. 9*ibz#

4. 9*{* *WSRRDMGR* Dibz#

5. k"bTBBn:

v Z2~Mxg?VP,GBwz{M IP X7#wz{*xgSZ 0 5#

v Z WebSphere dC?VP,GB%*{F#

":h*9C?p Governance Master 5}Zd9CDwz{r IP"%*{F0

WebSphere \mC'{M\k,w*kT SOA Policy Gateway Basic Runtime r

SOA Policy Gateway Advanced Runtime #=PTBN}Ddk:

v WSRR_GOV_DMGR_hostname

v WSRR_GOV_DMGR_cellname

v WSRR_GOV_admin_user

v WSRR_GOV_admin_password

?p SOA Policy Gateway Basic Runtime #=

?p SOA Policy Gateway Basic Runtime #=+4(#=DKPib535}#

*<.0

kZ?p Basic Runtime #=.0jITBYw:

v * IBM SOA Policy Gateway Pattern dC DataPower;kNDZ 48 3D:* IBM

SOA Policy Gateway Pattern dC DataPower;#

v * IBM SOA Policy Gateway Pattern dC2+T;kND Z 49 3D:IBM SOA

Policy Gateway Pattern #=D2+T;#
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v hC SCP ~qwTP\2+TD~#

v q! Governance Master ?pE";kND Z 59 3D:SOA Policy Gateway Gov-

ernance Master ?pE";#

XZKNq

?p#=+4(ZFPKPDib535}#

":g{}Z9C“`\'VE*D~”(GEP),G4;\Z SOA Policy Gateway Basic

Runtime #=M SOA Policy Gateway Advanced Runtime #=P,1?pG(Mzz

73#bGr*|a<Ba}tTdC}LPvVe;#kH?pG(73,;sY

?pzz73#

}L

*?p SOA Policy Gateway Basic Runtime #=,kjITB=h:

1. %w#= > ib53#

2. S“ib53#=”Pm,!q SOA Policy Gateway Basic Runtime 2.0.0.0#

3. %w“?p”<j#

4. jIXnVNT?p#=# ?vn?T_D!PmwCn;h*x;=dC#

a. Zib53{FrP,dk5}D(;{F#

b. dCib#=#%wdCib?~,;s%w?~{FTr*?~ME>D`

-w:

v Z 22 3D:SOA Policy Gateway Basic Runtime #=D DB2 Enterprise ?~

dCN};

v Z 34 3D:SOA Policy Gateway Basic Runtime #=D WSRR @"~qw

?~dCN};

v Z 45 3D:SOA Policy Gateway Basic Runtime #=D SOA Policy Gate-

way 2.0.0.0 - Security E>dCN};

v Z 40 3D:SOA Policy Gateway Basic Runtime #=D SOA Policy Gate-

way 2.0.0.0 - Promotion E>dCN};

v Z 39 3D:SOA Policy Gateway Basic Runtime #=D SOA Policy Gate-

way 2.0.0.0 - DataPower Domain E>dCN};

5. %w7(T?p#=#

B;=v24

*i$?p,kNDZ 62 3D:i$?p;#

?p SOA Policy Gateway Advanced Runtime #=

?p SOA Policy Gateway Advanced Runtime #=+4(#=DKPib535}#

*<.0

kZ?p Advanced Runtime #=.0jITBYw:

v * IBM SOA Policy Gateway Pattern dC DataPower;kNDZ 48 3D:* IBM

SOA Policy Gateway Pattern dC DataPower;#
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v * IBM SOA Policy Gateway Pattern dC2+T;kND Z 49 3D:IBM SOA

Policy Gateway Pattern #=D2+T;#

v hC SCP ~qwTP\2+TD~#

v q! Governance Master ?pE";kND Z 59 3D:SOA Policy Gateway Gov-

ernance Master ?pE";#

XZKNq

?p#=+4(ZFPKPDib535}#

":g{}Z9C“`\'VE*D~”(GEP),G4;\Z SOA Policy Gateway Basic

Runtime #=M SOA Policy Gateway Advanced Runtime #=P,1?pG(Mzz

73#bGr*|a<Ba}tTdC}LPvVe;#kH?pG(73,;sY

?pzz73#

}L

*?p SOA Policy Gateway Advanced Runtime #=,kjITB=h:

1. %w#= > ib53#

2. S“ib53#=”PmP,!q SOA Policy Gateway 2.0.0.0 - Advanced Run-
time#

3. %w“?p”<j#

4. jIXnVNT?p#=# ?vn?T_D!PmwCn;h*x;=dC#

a. Zib53{FrP,dk5}D(;{F#

b. I!: !q73,2E?p#

c. dCib#=#%wdCib?~,;s%w?~{FTr*?~ME>D`

-w:

v Z 25 3D:SOA Policy Gateway Advanced Runtime #=D DB2 Enterprise

HADR Primary ?~dCN};

v Z 36 3D:SOA Policy Gateway Advanced Runtime #=D WSRR ?p\

mw?~dCN};

v Z 45 3D:SOA Policy Gateway Advanced Runtime #=D SOA Policy Gate-

way 2.0.0.0 - Security E>dCN};

v Z 41 3D:SOA Policy Gateway Advanced Runtime #=D SOA Policy Gate-

way 2.0.0.0 - Promotion E>dCN};

v Z 39 3D:SOA Policy Gateway Advanced Runtime #=D SOA Policy Gate-

way 2.0.0.0 - DataPower Domain E>dCN};

v Z 37 3D:SOA Policy Gateway Advanced Runtime #=D WSRR (FZ

c?~dCN};

v Z 32 3D:SOA Policy Gateway Advanced Runtime #=D DB2 Enterprise

HADR Standby ?~dCN};

5. %w7(TxP?p#

B;=v24

*i$?p,kNDZ 62 3D:i$?p;#
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i$?p

Z?p#=s,i$?pGqI&#

}L

1. liib53?pz7G<PD?pU>TiRNNms#PX|`E",kND

Z 101 3D:T?pJbxPJOoO;#

2. I!: g{?pK SOA Policy Gateway Basic Runtime Sample,G44ULL,

9Ca)Dy>&CLr"M3)y>{",TcbT?pD5}# kNDZ 66 3

D:KPy>bTC};#

!0:+nbDKP1mS=#=

“`\'VE*D~”f=|,TBDv;,73D$(e73V`53:*""b

T"G(Mzz#

XZKNq

G(Mzz732Q`k SOA z|\ZP,Cz|\Z(eK\&f>(g~qf>)

Dz|\Z#bb6EfZX(ZG(Mzz73D4,M*;,SxJm(}Za

}dCD~P(e?j534T\X==a}=b)KP1P#g{si/T`,=

=(e73(+G(w*zz073,TJmHxPbT,YJmr*\&f>Tx

PUi9C),G4bGHOJOD#+G,m`i/h*nb73,rKh*ZE

*D~PxP^DT]Ib)nl#>?VhvKI+BKP173mS= WSRR“`

\'VE*D~”PD;V==#

PXf.?p73D|`E",kNDZ 47 3D:f.#=dCM#=Hvu~;#

}L

1. ?p$(eD SOA Policy Gateway Governance Master#PX|`E",kNDZ

58 3D:?p SOA Policy Gateway Governance Master #=;#

2. I!: ^D WSRR“`\'VE*D~”#PX|`E",kNDIBM WebSphere Ser-

vice Registry and Repository V8.0 E"PD - LL:(FKP173#

3. 9C Governance Master j8E"dC SOA Policy Gateway Basic Runtime r SOA

Policy Gateway Advanced Runtime #=#PX|`E",kNDZ 59 3D:SOA

Policy Gateway Governance Master ?pE";#

":Xk+a}735hC*“Unset”#

4. ?p$(eD SOA Policy Gateway Basic Runtime r SOA Policy Gateway Advanced

Runtime#PX|`E",kNDZ 59 3D:?p SOA Policy Gateway Basic Run-

time #=;MZ 60 3D:?p SOA Policy Gateway Advanced Runtime #=;#

K!M(F IBM SOA Policy Gateway Pattern
;\`- IBM SOA Policy Gateway Pattern#g{ IBM SOA Policy Gateway Pattern

ib53#=a)DXK4a)zh*D&\,G4ITK!#=,;s`-T4(

B#=#

XZKNq

zIT(}TB==(F#=:
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v mSd{ DataPower r#PX|`E",kND:9C`v DataPower rxP?

p;#

v vS1!/:s!#PX|`E",kND IBM Workload Deployer V3.1 E"PD#

":Z)9/:s!1,k,1vS WSRR ?p\mwDZfs!#

v Jmz!qq!~qwO9uD2+TD~D==#PX|`E",kNDZ 49 3

D:2+\m;#

v Jmz(eMx(T:D1!5;}g,DataPower \m1j6#PXx(N}D|

`E",kND IBM Workload Deployer V3.1 E"PD#

v Jmz9CT:DzFBX DomainZipFile.zip D~#PX|`E",kNDZ 54

3D:a)zT:DzFTBX DomainZipFile.zip D~;#

}L

*K!#=TxP`-M4(B#=,kjITB=h:

1. Z#=4(Ds`feP,!q*K!D#=#

2. %w“K!”<j"a)B#=D{F#z9ITa)d{E",ghv#

3. !qB#="%w“`-”<jT|DdC#zITmSM}%?~"T|GxPd

C,vSruY3)?~D}?,r|D3)?~D?p3r#

B;=v24

7#z_PkTz4(D#=`M}7dCDyPyh?~#1zjIdCs,IT

?p#=#

`XE":

IBM Workload Deployer:\mib53#=

IBM PureApplication System:\mib53#=

9C`v DataPower rxP?p

ITK!M(F SOA Policy Gateway Basic Runtime M SOA Policy Gateway Advanced

Runtime #=,T|,`v DataPower r#

}L

1. K! SOA Policy Gateway Basic Runtime r SOA Policy Gateway Advanced Run-

time #=# PX|`E",kNDZ 62 3D:K!M(F IBM SOA Policy Gate-

way Pattern;#

2. *`-#=,k%w`-#

3. 9*E>?V#

4. TZ?v*mSDnbr,k+ SOA Policy Gateway 2.0.0.0 DataPower Domain
E>Lr|OE= Advanced Runtime #=D WSRR ?p\mw?~O,rOE=

Basic Runtime #=D WSRR @"?~O#

5. %wQjI`-#

6. ?p#=,*?vmSDrdkTBE":

v DataPower_hostname

v DataPower_XML_mgmt_port
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v DataPower_admin_id

v DataPower_admin_password

v 7O\k

v New_DataPower_domain

v securityFileCleanUp

":9C`vr1,ns;vrXk+ securityFileCleanUp 5hC* true,yP

d{rXk+5hC* false#

PX?p#=D|`E",kNDZ 59 3D:?p SOA Policy Gateway Basic Run-

time #=;rZ 60 3D:?p SOA Policy Gateway Advanced Runtime #=;#

y>&CLr

y>&CLrGIdCD DataPower Domain M;iICZ]>#=&\D WSRR $

~#

y>&CLrPDy>!0GkTjL(Vb)Dbf&CLr#fZ_PTB}v

YwD Store Web service:

v purchase

v findInventory

v returnProduct

y>~q6p(e (SLD) |,=vwb_T:

v y] Store.wsdl xPi$#bYh DataPower i$QXU#

v g{Z 90 kZfZ 5 uTOD{",G4\x#bGaI]>DB^P5#

K~qD{Q_10P=v~q6p-i (SLA):Gold Md{#g{ HTTP 7PDM

'OBD* Gold,a+9C_"47IA8CKc#g{{GGd{D(410G

Gold),{G+*A Store Mock ~qKc,ZCKcPL7D[q;,#

C!09+y]C'iI1JqT findInventory Yw4PZ(#Z 65 3D< 5 T>K

&CLrw,dP?vrm>;,D DataPower xX#
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`XNq:

Z 62 3D:K!M(F IBM SOA Policy Gateway Pattern;

;\`- IBM SOA Policy Gateway Pattern#g{ IBM SOA Policy Gateway Pattern

ib53#=a)DXK4a)zh*D&\,G4ITK!#=,;s`-T4(

B#=#

y>P WSRR $~DEv

WSRR $~hvKV"Yw#

fZkTVbDy>5q\&,bG6'|sD Bob’s Warehouse i/D;?V#~q

f> Store V1.0 m>f"~q#Store ~q6p(e (SLD) _P=v~q6p-i

(SLA);;vkT Gold C',CZ+b)C'7IA8CW!~q;m;vGd{C'

SLA,kTyPd{C',vZ"vksD DataPower OG<(*#Store SLD 9=S

K=vd{y>_T:Z;v_TZ 90 kZD 5 u{".s\x{",Z~v_Ty

] Store.wsdl #=4Pi$#

< 5. y>&CLrwL<
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KPy>bTC}

zIT9Cy> Web &CLrr|nPbTQ?p SOA Policy Gateway Basic Run-

time Sample ODy>&CLr#Pyv|nPbTdeIZy>&CLrOKP#

*?p Basic Sample Runtime,kNDZ 57 3D:?p SOA Policy Gateway Basic Run-

time Sample #=;#

":IZ SOA Policy Gateway Basic Runtime Sample DU>PR=TB XML y>

Py9CD SamplePolicySample_starting_port D5#

KPy> Web &CLrbTC}

*KP Web &CLrbTC},k4PTBYw:

1. (}r*Q?pD“ib535}”,R=Q?p WSRR 73Dwz{#*4PKY

w,k9*ibz?V,"!q WSRR @"~qwDibzTi4ibzj8E

"#Z2~Mxg?V,wz{*xgSZ 0 5#

2. Z Web /@wPr* URL:http://<wssrHostName>:9080/SoaPolicyTester

3. +T>Z DataPower P5)Dy>&CLrDbTA;#

4. !n*:

< 6. y>r
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v "Mj< - + findInventory ks"MAf"~q#OBDj6*“Silver”C'#

I&Da{*:Part: SKU10 Price: 461.73#

v "MQ7I - + findInventory ks"MAf"~q#OBDj6*“Gold”C',

rKks+7IA~qD Gold 5)#I&Da{*:Part: GOLDSKU10 Price:

461.73#

v "M^' - "M_P^'Z]Dks#i$_Th* DataPower 4i$Cks,

I&Da{+G4T DataPower Dl&{":″Internal Error (from cli-

ent)″#

v C'j6 = ConsumerA - TZ UserID * ConsumerA DwC,+4P XACML

_T,Tc;P-mEITi4[q#+`-l&{"P Price D5#I&Da{

|, Price: 0.0#

v m`j<ks - g{Z 90 kZ4P 5 vTOks,G4+4P\x_T#]>

y4P_TDI&l&*:Rejected: ″Rejected (from client)″#

5. r* WSRR XF(,"/@~qM_T#PX|`E",kND#

9C|nPKPy>&CLrbTC}:

9C|nP(}“`-”!0]> XACML mI/\x

IT+TBks XML "MA DataPower StoreAddLTPA ~q:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:stor="http://company.ibm.com/store">

<soapenv:Header>
<store:ConsumerIdentifier xmlns:store="http://store.com">CEO
</store:ConsumerIdentifier>
<store:ContextIdentifier xmlns:store="http://store.com">silver
</store:ContextIdentifier>

</soapenv:Header>
<soapenv:Body>
<stor:findInventory>

<findInventoryReq>
<sku>SKU10</sku>

</findInventoryReq>
</stor:findInventory>
</soapenv:Body>

</soapenv:Envelope>

Y(OfD>}ks XML |,Z{* silver.xml DD~P,kKPTB curl |n:

curl -k --data-bin @./silver.xml -H "Content-Type: text/xml"
-u ConsumerX:passw0rd http://<yourDataPowerHostName>.com:<SamplePolicySample_starting_port+4>/Store/Store

Z>>}P,ConsumerX G;;-m,rKRG+4=j{D[qE"w*l&:

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<KD4NS:KD4SoapHeaderV2
xmlns:KD4NS="http://www.ibm.com/KD4Soap">AFIAAgAkZmExODgzNTQtY2Q1ZC0z
YjU0LWEyMzItZGM3MmEzNWY0MTAzACRmYWVjYjA1Mi1jMWUxLTMyODEtOWY3Ni0wY2IxN
mRhMDc4MjkAAw==</KD4NS:KD4SoapHeaderV2>
</soapenv:Header>
<soapenv:Body>

<b:findInventoryResponse xmlns:a="http://company.ibm.com/"
xmlns:b="http://company.ibm.com/store">

<findInventoryRes>
<sku>SKU10</sku>
<price>461.73</price>
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<inventory>460</inventory>
<msrp>923.46</msrp>
<supplierID>IBM</supplierID>
</findInventoryRes>
</b:findInventoryResponse>
</soapenv:Body></soapenv:Envelope>

9C|nPKP“`-”!0

ConsumerA ;G-m,rK+4=;,Dl&#KP curl |n:

curl -k --data-bin @./silver.xml -H "Content-Type: text/xml"
-u ConsumerA:passw0rd http://<yourDataPowerHostName>.com:<SamplePolicySample_starting_port+4>/Store/Store

k"b,l&Q`-[q,* 0.0:

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header><KD4NS:KD4SoapHeaderV2
xmlns:KD4NS="http://www.ibm.com/KD4Soap">AFIAAgAkZmExODgzNTQtY2Q1ZC0zYjU0L
WEyMzItZGM3MmEzNWY0MTAzACRmYWVjYjA1Mi1jMWUxLTMyODEtOWY3Ni0wY2IxNm
RhMDc4MjkAAw==</KD4NS:KD4SoapHeaderV2>
</soapenv:Header>
<soapenv:Body>
<b:findInventoryResponse xmlns:a="http://company.ibm.com/"
xmlns:b="http://company.ibm.com/store">
<findInventoryRes>
<sku>SKU10</sku>
<price>0.0</price>
<inventory>460</inventory>
<msrp>923.46</msrp>
<supplierID>IBM</supplierID>
</findInventoryRes>
</b:findInventoryResponse>
</soapenv:Body></soapenv:Envelope>

9C|nPbT7I_T

SLA ContextId CZ%"7I_T#ZKivB,kT Gold M'D SLA Z SLA P

_P5“Gold”#TBG+ Gold w* contextIdentifier Dy>ksDZ]:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:stor="http://company.ibm.com/store">
<soapenv:Header>

<store:ConsumerIdentifier xmlns:store="http://store.com">CEO
</store:ConsumerIdentifier>
<store:ContextIdentifier xmlns:store="http://store.com">Gold
</store:ContextIdentifier>

</soapenv:Header><soapenv:Body>
<stor:findInventory><findInventoryReq>

<sku>SKU10</sku>
</findInventoryReq>

</stor:findInventory>
</soapenv:Body></soapenv:Envelope>

Y(OfD>}ks XML |,Z{* gold.xml DD~P,kKPTB curl |n:

curl -k --data-bin @./gold.xml -H "Content-Type: text/xml"
-u ConsumerX:passw0rd http://<yourDataPowerHostName>.com:<SamplePolicySample_starting_port+4>/Store/Store

l&gBy>:

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>

<KD4NS:KD4SoapHeaderV2
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xmlns:KD4NS="http://www.ibm.com/KD4Soap">AFIAAgAkZmExODgzNTQtY2Q1ZC0zYjU0L
WEyMzItZGM3MmEzNWY0MTAzACRmYWVjYjA1Mi1jMWUxLTMyODEtOWY3Ni0wY2IxNm
RhMDc4MjkAAw==</KD4NS:KD4SoapHeaderV2>

</soapenv:Header><soapenv:Body>
<b:findInventoryResponse xmlns:a="http://company.ibm.com/"
xmlns:b="http://company.ibm.com/store">
<findInventoryRes>

<sku>GOLDSKU10</sku>
<price>461.73</price>
<inventory>460</inventory>
<msrp>923.46</msrp>
<supplierID>IBM</supplierID>

</findInventoryRes></b:findInventoryResponse>
</soapenv:Body>
</soapenv:Envelope>

k"b,5Xl&+ GOLDSKU w* SKU 5,8>9CK Gold Kc#

9C|nPbT#=Di$

i$_Tay] Store.wsl 0dX*D Company.xsd liksD#=#

TB XML badvalid.xml T>IZwe|,{* <skubad>(&C* <sku>)D*Xx

^'Dks:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:stor="http://company.ibm.com/store">
<soapenv:Header>
<store:ConsumerIdentifier xmlns:store="http://store.com">CEO</store:ConsumerIdentifier>
<store:ContextIdentifier xmlns:store="http://store.com">silver</store:ContextIdentifier>
</soapenv:Header>
<soapenv:Body>
<stor:findInventory>
<findInventoryReq>
<skubad>SKU10</skubad>
</findInventoryReq>
</stor:findInventory>
</soapenv:Body></soapenv:Envelope>

g{RGKPTB curl ks:

curl -k --data-bin @./badvalid.xml -H "Content-Type: text/xml"
-u ConsumerX:passw0rd
http://<yourDataPowerHostName>.com:<SamplePolicySample_starting_port+4>/Store/Store

b+zITBms:

<?xml version="1.0" encoding="UTF-8"?>
<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>
<env:Fault><faultcode>env:Client</faultcode>
<faultstring>Internal Error (from client)</faultstring>
</env:Fault>
</env:Body>
</env:Envelope>

9C|nPZwb_TPbT\x

y>P|,D;vwb_TabT{"F}Z 90 kZKP 5 N.sD\x#KPTB

|n 6 N:

curl -k --data-bin @./silver.xml -H "Content-Type: text/xml" -u ConsumerX:passw0rd
http://<yourDataPowerHostName>.com:<SamplePolicySample_starting_port+4>/Store/Store
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y>ksgBy>:

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<KD4NS:KD4SoapHeaderV2
xmlns:KD4NS="http://www.ibm.com/KD4Soap">AFIAAgAkZmExODgzNTQtY2Q1ZC0z
YjU0LWEyMzItZGM3MmEzNWY0MTAzACRmYWVjYjA1Mi1jMWUxLTMyODEtOWY3Ni0wY2IxN
mRhMDc4MjkAAw==</KD4NS:KD4SoapHeaderV2>
</soapenv:Header>
<soapenv:Body>
<b:findInventoryResponse xmlns:a="http://company.ibm.com/"
xmlns:b="http://company.ibm.com/store">
<findInventoryRes>

Z>}P,ConsumerX G;;-m,rK,kT0eNKP+T>j{[qE",gB

y>:

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<KD4NS:KD4SoapHeaderV2
xmlns:KD4NS="http://www.ibm.com/KD4Soap">AFIAAgAkZmExODgzNTQtY2Q1ZC0z
YjU0LWEyMzItZGM3MmEzNWY0MTAzACRmYWVjYjA1Mi1jMWUxLTMyODEtOWY3Ni0wY2IxN
mRhMDc4MjkAAw==</KD4NS:KD4SoapHeaderV2>
</soapenv:Header>
<soapenv:Body>
<b:findInventoryResponse xmlns:a="http://company.ibm.com/"
xmlns:b="http://company.ibm.com/store">
<findInventoryRes>
<sku>SKU10</sku>
<price>461.73</price>
<inventory>460</inventory>
<msrp>923.46</msrp>
<supplierID>IBM</supplierID>
</findInventoryRes></b:findInventoryResponse>
</soapenv:Body>
</soapenv:Envelope>

ZZyNKP1,z+4=TBms:

<?xml version="1.0" encoding="UTF-8"?>
<env:Envelope
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>
<env:Fault>
<faultcode>env:Client</faultcode>
<faultstring>Rejected (from client)</faultstring>
</env:Fault>
</env:Body>
</env:Envelope>

":g{Z 90 k1ddtZKPKd{bT,z+|gX4=Cms#

9C|nPZwb_TPbT(*

Z contextId ;*“Gold”DivB,;a3d SLA,"+{Cd{ SLA#d{ SLA D

wb_TGxPG<r(*#bh**y>rtCwT==#KPTB|n:

curl -k --data-bin @./silver.xml -H "Content-Type: text/xml" -u ConsumerX:passw0rd
http://<yourDataPowerHostName>.com:<SamplePolicySample_starting_port+4>/Store/Store

Z>}P,ConsumerX G;;-m,rK,RG+4=j{[qE",gBy>:
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<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<KD4NS:KD4SoapHeaderV2
xmlns:KD4NS="http://www.ibm.com/KD4Soap">AFIAAgAkZmExODgzNTQtY2Q1ZC0zYjU0L
WEyMzItZGM3MmEzNWY0MTAzACRmYWVjYjA1Mi1jMWUxLTMyODEtOWY3Ni0wY2IxNm
RhMDc4MjkAAw==</KD4NS:KD4SoapHeaderV2></soapenv:Header><soapenv:Body><b:fin
dInventoryResponse xmlns:a="http://company.ibm.com/"
xmlns:b="http://company.ibm.com/store">
<findInventoryRes>
<sku>SKU10</sku>
<price>461.73</price>
<inventory>460</inventory>
<msrp>923.46</msrp>
<supplierID>IBM</supplierID>
</findInventoryRes>
</b:findInventoryResponse>
</soapenv:Body>
</soapenv:Envelope>

TB{"GrD1!U>PDdv:

Notify action triggered (’operation_38_2_sla1-1-filter_1-notify’) from source policy (’LogEveryTime_287d0790-83d9-11e1-a255-9187e20cddb0_05aec6ec-367

":Xk+U>G<hC*wTE\i4C{"#g{4byhC,k%w DataPower

Web XF(PD“JOoO”<j#Z“U>G<”?VP,+U>6p5|D*“wT”,

;s%whCU>6p#

*R=CU>,k!qD~MD~\m > D~\m#CU>;Z logtemp D~PP,

{* default-log#IZU>O",ZKPbT.0,zI\h*+U>D~Ek Web

/@w0ZP,"ZKPbT.s"B/@wPD!n(#

`XNq:

Z 57 3D:?p SOA Policy Gateway Basic Runtime Sample #=;

?p SOA Policy Gateway Basic Runtime Sample #=+4(#=DKPib535

}#

)9y>&CLr

I(}^D“s(”y=mM XSL y=m4^Dy>&CLr#

T“s(”y=mD^D

d? xacml-subjects QmS=y=m apil-xacml-binding-new.xsl#|f04(ksD

subjects ?V#TsaZ sendToPDP.xsl PCJKd?#

<xsl:variable name="xacml-subjects">
<xacml-context:Subject SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
<!--
*************************************************
Starting here, use the MC result as subject.
**************************************************

sendToPDP.xsl

Cy=m9C url-open wC StoreXACMLFW#CwCkTm;v XML @p=,rK

;9C SSL zmE*D~#g{Z{+_Tv_c (PDP) FAm;v DataPower r,

I\Q4( SSL zmE*D~"(} url-open wCxP9C#
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<xsl:param name="resource" />
<!--
<xsl:variable name="incoming_resource">
<xsl:value-of select="$resource" />
</xsl:variable>
<xsl:message dp:priority="debug">
*********** ABOUT TO CALL PDP for RESOURCE equal *************
<xsl:value-of select="$incoming_resource" />
</xsl:message>
-->
- <!--
building the XACML request for masking
-->
<xsl:variable name="customized-request">
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header />
<soapenv:Body>
<xacml-context:Request xmlns:wsa="http://www.w3.org/2005/08/addressing" xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os" xmlns:ws="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-wssecurity-secext-1.0.xsd">
- <!--
copy in the subjects saved from AAA request processing
-->
<xsl:copy-of select="dp:variable(’var://context/snip/xacml/xacmlSubjects’)/*" />
<xacml-context:Resource>
<xacml-context:ResourceContent>
<xsl:copy-of select="./soap:Envelope/soap:Body" />
</xacml-context:ResourceContent>
<xacml-context:Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.org/2001/XMLSchema#string">
<xacml-context:AttributeValue>PriceInfo</xacml-context:AttributeValue>
</xacml-context:Attribute>
</xacml-context:Resource>
<xacml-context:Action>
<xacml-context:Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.org/2001/XMLSchema#string">
<xacml-context:AttributeValue>View</xacml-context:AttributeValue>
</xacml-context:Attribute>
</xacml-context:Action>
<xacml-context:Environment>
<xacml-context:Attribute AttributeId="ContextId" DataType="http://www.w3.org/2001/XMLSchema#string"
Issuer="http://security.tivoli.ibm.com/policy/distribution">
<xacml-context:AttributeValue>StorePriceData</xacml-context:AttributeValue>
</xacml-context:Attribute>
</xacml-context:Environment>
</xacml-context:Request>
</soapenv:Body>
</soapenv:Envelope>
</xsl:variable>
- <!--
Use set-variable so that it is visible in Probe, which is convenient
-->
<dp:set-variable name="’var://context/snip/xacml/BacksideXacmlRequest’" value="$customized-request" />
- <!--
Report the XACML-REQUEST to the debug log
-->
<xsl:message dp:priority="debug">
<XACML-REQUEST>
<xsl:copy-of select="$customized-request" />
</XACML-REQUEST>
</xsl:message>
<xsl:variable name="headers">
<header name="SOAPAction">xacml:authorization</header>
</xsl:variable>
- <!--
Call the XACML PDP for decision
-->
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<xsl:variable name="rtss-response">
<xsl:variable name="StoreGWURL">
<xsl:value-of select="concat(’http://’,’127.0.0.1’,’:’,$StoreGWPort,’/rtss/authz/services/AuthzService’)" />
</xsl:variable>
<dp:url-open target="{$StoreGWURL}" http-headers="$headers" response="responsecode">
<xsl:copy-of select="$customized-request" />
</dp:url-open>
</xsl:variable>
- <!--
Use set-variable so that it is visible in Probe, which is convenient
-->
<dp:set-variable name="’var://context/snip/xacml/BacksideXacmlResponse’" value="$rtss-response" />
- <!--
Report the XACML-RESPONSE to the debug log
-->
<xsl:message dp:priority="debug">
<XACML-RESPONSE>
<xsl:value-of select="$rtss-response" />
</XACML-RESPONSE>
</xsl:message>
</xsl:template>
</xsl:stylesheet>

g{RGli sendToPDP.xsl D~,&Ca"b=TBn:

1. Cy=mS soavars.xsl q! XACMLFW DKZ#

2. d? rtssResponse $Zj+IC Runtime Security Services +9CDq=,*xI

C DataPower on-box PDP IT&mDq=#

3. Cy=m9l SOAP ks:

v wbE"(}OgD apil-binding.xsl y=m49l,"(}TB!qks1>

4q!:

<xsl:copy-of select="dp:variable(’var://context/snip/xacml/xacmlSubjects’)/*" />

4. CYwvCZi4Yw:<xacml-context:AttributeValue>View</xacml-

context:AttributeValue>

5. 73* StorePriceData,Z IBM Tivoli® Security Policy Manager r Runtime Secu-

rity Services uoPF*“&CLr”Ts#

CRGli*`-D_Ty=m#

StorePrivateDataXACML.xml
<PolicySet PolicyCombiningAlgId="urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-overrides"
PolicySetId="RPS:StorePrivateData:policy:dc703409-d408-49b3-acc1-16c89c844fce:rolec4a9f664-a0af-451b-b80b-
1cafdb9fd9f0:role:2884ab77-58d1-4b1d-8728-7d528169d608" Version="1.0">
<Target>
<Subjects>
<Subject>
<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">MANAGER</xacml:AttributeValue>
<SubjectAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"
DataType="http://www.w3.org/2001/XMLSchema#string" SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:accesssubject"
/>
</SubjectMatch>
</Subject>
</Subjects>
</Target>
<Policy PolicyId="PPS:StorePrivateData:dc703409-d408-49b3-acc1-16c89c844fce:c4a9f664-a0af-451b-b80b-1cafdb9fd9f0:c4a9f664-
a0af-451b-b80b-1cafdb9fd9f0:pps" RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable"
Version="1.0">
<Target>
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<Resources>
<Resource>
<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">PriceInfo</xacml:AttributeValue>
<ResourceAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.org/2001/XMLSchema#string" />
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>
<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">View</xacml:AttributeValue>
<ActionAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.org/2001/XMLSchema#string" />
</ActionMatch>
</Action>
</Actions>
</Target>
<Rule Effect="Permit" RuleId="PPS:StorePrivateData:dc703409-d408-49b3-acc1-16c89c844fce:c4a9f664-a0af-451b-b80b-
1cafdb9fd9f0:c4a9f664-a0af-451b-b80b-1cafdb9fd9f0:pps:rules:0">
<Target />
</Rule>
</Policy>
</PolicySet>
</PolicySet>

k"bTBBn:

v “G+”XkG Manager:

<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string" xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">MANAGER</xacml:A

v “J4”XkG PriceInfo:

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">PriceInfo</xacml:AttributeValue>

v “Yw”XkG View:

<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">View</xacml:AttributeValue>

^Dy> XSL y=m

zITZ`vc^D&CLrP9CD .xsl E>#

}L

*^Dy> XSL y=m,zIT:

1. ^D AZ D>$3d#

r* rgxacml.xsl y=m,"jITB XSL od:

<!-- Specify your LDAP Server -->
<xsl:variable name="server"><xsl:copy-of select="$LDAPHost"/></xsl:variable>
<xsl:variable name="bindDN"><xsl:copy-of select="$LDAPCN"/></xsl:variable>
<xsl:variable name="bindPassword"><xsl:copy-of
select="$LDAPPassword"/></xsl:variable>
<xsl:variable name="port"><xsl:copy-of select="$LDAPPort"/></xsl:variable>

Z soavars.xsl y=mP(eTBd?:
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<xsl:variable name="LDAPHost" select=’"yourldap.something.com"’ />
<xsl:variable name="LDAPPort" select=’"389"’ />
<xsl:variable name="LDAPCN" select=’"cn=root"’ />
<xsl:variable name="LDAPPassword" select=’"passw0rd"’ />
<xsl:variable name="StoreGWHost" select=’"yourDatapowerName"’ />
<xsl:variable name="StoreGWPort" select=’"62151"’ />

Cy>|, LDAP ~qwD4S\\k,bGzI\k*(Fa)Dy=mTb\

S\19CD\k#

<!-- Specify base DN to begin search -->
<xsl:variable name="baseDN">dc=ibm.com</xsl:variable>

The baseDN is hard coded as dc=ibm.com#g{* LDAP dCK;,Ds:"

baseDN,k|DDPT(Fy>#

2. ^D`-y=m#

noPriceInfo.xsl y=m|,TBzk,b+9NN[q5ic#zITr`-_-

mSd{VN,r_mS,FcD|4Sd;T7(VN5#

<!-- private access only fields -->
<xsl:template match="price">
<price>0.0</price>
</xsl:template>
<xsl:template match="Price">
<Price>0.0</Price>
</xsl:template>

;s,Cy=maTyPd{*X4Pj6d;#

y>Dx;=P?

*KbPXy>D|`E",ITZ DataPower OdC XACML _Tv_c (PDP) "

`-_TD5#

Z DataPower O|D XACML PDP
zIT/@gNZ DataPower P|DCZ2+T_Tv_c (PDP) D XACML,TK

bPX(} XACML xPCJXFD|`E"#

}L

*|DrmS PDP:

1. Z DataPower XFfeP,Qw XACML PDP#

2. %wVP PDP,r_%wmS#

3. dk URL;}g,local:///storePrivateDataXACML.xml#

4. mS'V_TyhDNNStD~r?<D~#

":g{1SZD~53O`- XACML _TD~,G4Xk5XA PDP (e,

"XBdk URL r|DDNNn,r_XBt/rT9|Dz'#

`-_TD5

9C Business Space C'gf`-_TD5#
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*<.0

dC SOA `\Ud#PX|`E",kNDZ 87 3D:*WN9CdC Business

Space;#

}L

1. 4(_Pyhu~MYwDwb_T;}g,“5 VSZ{"F} > 5 u{"”Du

~T0\xYw# PX4(wb_TD|`E",kNDZ 97 3D:`4B_

T;#

2. %wjI# K1+T>“/@”S<

3. `\wb_T# PX`\_TD5D|`E",kNDZ 98 3D:\m_TDz|

\Z;#

a. %w“~q"am<=w”PD_TD5,r_ZQw0Z!?~PxPQw#

b+Z“_TD5`-w”PT>Yw#

b. %w(if6#

c. %wK<f6#

K1+K<_T#zITXB(e"f;rqv_TT\mz|\Zr`-VP(

e#

`XNq:

Z 97 3D:`4B_T;

Z Business Space C'gfP`4wb_T1,*_T8(u~MYw#

Z 98 3D:\m_TDz|\Z;

IT9C Business Space C'gfZ`\4,.d*;_T#

`XE":

IBM WebSphere Service Registry and Repository V8.0 E"PD - 9C Business

Space C'gf

DataPower y>r

C#=a)y> DataPower r,Cr'Vz*<9CC#=#w* DataPower *"_,

zIT+VPxXCwT:&CLrD#e#y>73|,evxX#P;vwxX

CZ“f"”~q,Dv'VxX**wCD“f"xX”a)>}sK,*`-!0a)

XACML 'V,"a);v0KTa)nbD2+T&\#

Store Web Service zm

Store Web Service zm (WSP) G&CLrrDwxX#|(}=SD LTPA nFS

Uks#

Zks1,ksD&mfrjITBYw:

1. y]i$_TDks,TksxPi$#PX|`E",kNDZ 65 3D:y>

P WSRR $~DEv;#

2. g{~q6p-i (SLA) *“Gold”,G4+ks7IA8CKc#

3. TksxPO$"jIZ(MGJ (AAA)#b|,TBYw:

a. (} LTPA nFTC'xPO$#
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b. kT LDAP ~qw3d>$,C~qwa)PXM'tZD)iDE"#b)i

|,-m"01MM'#

c. +a)Ddkd;* XACML _Tv_c (PDP) ITmbDksTs#

d. (}ITZ IBM Tivoli Security Policy Manager P4(D XACML _TD5,

Z DataPower rO9C XACML PDP jIZ(#C_TDu~GC'XkG-

m"M'r01#TZ findInventory Yw,Kuh*-mr014P,x:rI

TIM'4P#

4. 9C XSL E>hC ConsumerID 5#

5. SksP}%{v HTTP 2+T7#

6. wCf"~qsK#

Z&mks1,l&&mfr+jITBYw:

1. wCZ!0Pd1 PDP D StoreXACMLFW xX#

2. yZl&,+y]C'Gq_P“-m”G+4`-(ec)[qE"VN#

y>PD XML @p=

Zy>P(eKTB XML @p=#

StoreAddLTPA XML @p=

StoreAddLTPA XML @p=D&\Ga)xPKZD0K,C'v9Cy>O$(}

g,^ LTPA r`Fn)4IwCC0K#ks&mfr:

1. (}y>O$xP6p#

2. (}G#r%D LDAP iRxPO$#

3. Zs&m}LPmS LTPA nF#

4. +ks*"AVQ=S LTPA E"D StoreWSP 2+_T#

StoreMockService XML @p=

StoreMockService G;v>}~q,|+ XML @p=Cw5)# findInventory":r

MKuYw+?\'V#l&5G2,D#Z^(+ WebSphere Application Server |

,Z#=P1,4(KK>}~q#_TD}vksfr9C%dYw47(ksY

w,"y]%dn(}2, SOAP l&vvl&#2, SOAP l&Gy]ksYwx

Gj{D~q5)4a)D#

StoreMockServiceAlternate XML @p=

StoreMockServiceAlternate G;v>}~q,|+ XML @p=Cw5)#findInventory"

:rMKuYw+?\'V#K~qCZ]>y4PD7I_T#

StoreXACMLFW @p=

>!0y]yZ XACML DmI/\xzFDa{44P`-#Z DataPower P,^(

wCl&wPDvp AAA Yw#4(K%@DxXT|, XACML _Tv_c

(PDP)#K PDP b0Z StoreXACMLFW DksfrD AAA YwP#
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StoreXACMLFW G DataPower PD XML @p=xX#IZbG;Va)&\Dr%

==,rK9CKK5)# StoreXML @p=9C`,D WSDL SZw* Tivoli Run-

time Security Services ~qw#StoreWSP xX4(ksTs,"+d(9C SSL xP

#$)"M= StoreXMLFW xX#

StoreXML @p=Dksfr4PTBYw:

1. (}+ SSL E"CZO$44P AAA#

2. (}9C on-box XACML PDP 44PZ(#PDP 9CD_TnuZ IBM Tivoli

Security Policy Manager P`4,+IT9Cj<`-wxPXB4(,x#=rZ

XACML f6PxP(e#

3. ;h*ZKZ(&mPTksxPNNd;#

4. g{ XACML ksP',G4ks&mfraCf“mI”l&"5X=M'z#q

r,+Wvl#,Cl#+Il#&mfr&m,"+“\x”l&5X=M'z#

":K“mI/\x/;7(”vG>}6pDl&#ZX(ZM'DwPI\|,d{m

sE"#

XACML 2+_T

KwbhvgN4( XACML D5#

y>P9CD XACML D5G(} IBM Tivoli Security Policy Manager _T`-w4

(D,+zIT9CNND>r XML `-wV/4(K`D5#*9lr^DVPD

XACML _T,kND OASIS f6:https://www.oasis-open.org/committees/

tc_home.php?wg_abbrev=xacml#

y > P 9 C D X A C M L 2 + _ T | , Z s t o r e S W P X A C M L . x m l M

storePrivateDataXACML.xml P#+{Cb)_T4@@+k_Tv_c (PDP) Dks#

CksIDvX|*XiI:

1. Subjects ?V - |,kswC_D(P{FDj8E"T0wC_ytDi#

2. resource ?V - |,wC_#{P(CJDD5#y>P9CK=V`MDJ4;

Z;VGT Web Service DYw,Z~VGTl&P}](Z>}P,* priceInfo

J4)DZ(#

3. Environment ?V - |,PXksD73DE"#

4. Yw - C'#{(}Z(DDO4PDYw#Z`-!0P,Yw;Gi4 priceInfo

}]#

StoreWSP 2+_T

storeSWPXACML.xml D~PD2+_Ta+i3d= Web Service Yw#

>}2+_TgBy>:

<PolicySet PolicyCombiningAlgId="urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:denyoverrides"
PolicySetId="RPS:Store:policy:aed2df4e-4159-4df0-ada2-f148d9b56cef:roled200c213-27f9-
4d17-8305-b0d3ca8fcf54:role:09b60522-76b8-4280-9c1a-31d026441164" Version="1.0">
<Target>
<Subjects>
<Subject>
<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:x500Name-equal">
<xacml:AttributeValue DataType="urn:oasis:names:tc:xacml:1.0:data-type:x500Name"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">CN=MANAGER, CN=groups,
DC=ibm.com</xacml:AttributeValue>
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<SubjectAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:subject:group-id"
DataType="urn:oasis:names:tc:xacml:1.0:data-type:x500Name"
SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject" />
</SubjectMatch>
</Subject>
<Subject>
<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">MANAGER</xacml:AttributeValue>
<SubjectAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"
DataType="http://www.w3.org/2001/XMLSchema#string"
SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject" />
</SubjectMatch>
</Subject>
</Subjects>
</Target>
<Policy PolicyId="PPS:StoreSOAP:findInventory:aed2df4e-4159-4df0-ada2-f148d9b56cef:d200c213-27f9-
4d17-8305-b0d3ca8fcf54:d200c213-27f9-4d17-8305-b0d3ca8fcf54:pps"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable"
Version="1.0">
<Target>
<Resources>
<Resource>
<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">{http://company.ibm.com/store}findInventory</xa
cml:AttributeValue>
<ResourceAttributeDesignator AttributeId="urn:ibm:xacml:profiles:web-services:1.0:wsdl:1.1:operation"
DataType="http://www.w3.org/2001/XMLSchema#string" />
</ResourceMatch>
<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">{http://company.ibm.com/store}StoreSOAP</xac
ml:AttributeValue>
<ResourceAttributeDesignator AttributeId="urn:ibm:xacml:profiles:web-services:1.0:wsdl:1.1:port"
DataType="http://www.w3.org/2001/XMLSchema#string" />
</ResourceMatch>
<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.org/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">{http://company.ibm.com/store}Store</xacml:Attr
ibuteValue>
<ResourceAttributeDesignator AttributeId="urn:ibm:xacml:profiles:web-services:1.0:wsdl:1.1:service"
DataType="http://www.w3.org/2001/XMLSchema#string" />
</ResourceMatch>
</Resource>
</Resources>
</Target>

":Z subjects ?VP,+T x500 {FrwbG+ Manager xP%d#g{li{

v_T .xml D~,z+4=fZkTM'M01D`F3d#z+4=QZ(

findInventory Yw9CyP}vi,x returnProduce M purchase Ywv^ZX(i#

`-xX

PX storeCallPDP.xsl y=mDj8E"#

g{li storeCallPDP.xsl y=m,G4z+"b=TBBn:

1. storeSendToPDP.xsl y=m|,DZ]#bG_PCZwC storeXAMLFW D_-

Dy=m#

2. T storeSendToPDP ZD#e call_PDP DwC#

3. SwCDl&Pi!v_,}g“mI”#

4. + var:/context/response/displayfilter 5hC* allData.xsl r noPriceInfo.xsl y=m#
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5. P8liCZ`-D XACML storePrivateDataXACML.xml,a98uk StoreWSP

!0Py9CDa9`,#nlZZ;P“-m”G+_PCJ(#

storeCallPDP.xsl
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.org/1999/XSL/Transform" xmlns:dp="http://www.datapower.com/extensions"
extension-element-prefixes="dp" exclude-result-prefixes="dp">

<xsl:include href="storeSendToPDP.xsl" />
<xsl:template match="/">

<xsl:call-template name="call_PDP">
<xsl:with-param name="resource" select="’StorePrivateData’" />

</xsl:call-template>
<xsl:variable name="decision">

<xsl:copy-of select="dp:variable(’var://context/snip/xacml/BacksideXacmlResponse’)/*[local-name()=’url-open’]/*[localname()=’
response’]/*[local-name()=’Envelope’]/*[local-name()=’Body’]/*[local-name()=’Response’]/*[local-name()=’Result’]/*[localname()=’
Decision’]" />

</xsl:variable>
<xsl:message dp:priority="debug">

<DECISION-FROM-RTSS>
<xsl:value-of select="$decision" />

</DECISION-FROM-RTSS>
</xsl:message>
<xsl:choose>
<xsl:when test="$decision = ’Permit’">

<xsl:message dp:priority="debug">****** SETTING THE PRIVATE FILTER ********</xsl:message>
<dp:set-variable name="’var://context/response/displayFilter’" value="’local:///allData.xsl’" />

</xsl:when>
<xsl:otherwise>

I<dp:set-variable name="’var://context/response/displayFilter’" value="’local:///noPriceInfo.xsl’" />
</xsl:otherwise>

</xsl:choose>
</xsl:template>

</xsl:stylesheet>

Z SOA Policy Gateway Basic Runtime Sample P4(D

WSRR $~

Z SOA Policy Gateway Basic Runtime Sample #=P4(D WSRR $~0y>gN

9Cb)$~#

m 33. * SOA Policy Gateway Basic Runtime Sample #=4(D WSRR $~

Ts hv

i/ Bob’s Warehouse#

5q\& Bob’s Warehouse i/y5PDVb#

~qf> Store 1.0 9C Store Web Service"Store ~q6p(e (SLD)

MVb5q\&#

WSDL Store.wsdl

XSD Company.xsd

_T v Validate.xml

v RouteForGold.xml

v LogEveryTime.xml

v RejectAfter5MsgIn90Seconds.xml
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m 33. * SOA Policy Gateway Basic Runtime Sample #=4(D WSRR $~ (x)

Ts hv

_T=~ v A n o n y m o u s U s e r s _ G e n e r i c O b j e c t _ A n o n y m o u s

Users_LogEveryTime.xml - + LogEveryTime _T=S=

d{C'~q6p-i (SLA)#

v Gold SLA_GenericObject_Gold SLA_RouteForGold.xml - +

RouteForGold _T=S= Gold SLA#

v S t o r e _ G e n e r i c O b j e c t _ S t o r e _ u r n

: R e j e c t A f t e r 5 M s g I n 9 0 S e c o n d s . x m l - +

RejectAfter5MsgIn90Seconds _T=S= Store SLD#

v Store_GenericObject_Store_urn:Validate.xml - +i$_T=

S= Store SLD#

SLD Store SLD - ) Store 1.0 ~qf>9C#

SLA Gold SLA - g{ ContextId *“Gold”,G47IA Gold K

c#

d{ SLA d{C' - 9C LogEveryTime _T(*,"Z ContextId

;G“Gold”14P#

WSRR $~Dy>&CLr9C

StoreWSP 9C WSRR $)4lw WSDL M_T$~#?1(} StoreWSP &mk

s1,<+4PTBYw:

1. Store 1.0 ~qf>+,S= Store SLD,s_=SK=v1S_T:Validate M

RejectAfter5MsgIn90Seconds#_TDKP3r;7(#

a. g{Z}% 90 kZQ"z 5 vks,+\xCks#

b. +y] Store.wsdl 0dX*D Company.xsd TksxPi$#

2. Store 1.0 ~q9C Store SLD,s_P=v SLA:CZ Gold C'D Gold SLA M

kTyPd{C'Dd{C' SLA#g{ ContextId tT*“Gold”,a+ks7I

A StoreMockServiceAlternate XML @p=,qr,g{CtT*“Silver”rd{N

N5,d{C' SLA +S\,"+KP LogEveryTime _T#ba+;u(*Ek

y>rD default.log P#v1TCrtCwT==1,E\4=K(*#;s,

a+C{"7IA StoreMockService XML @p=#

Z SOA Policy Gateway Basic Runtime Sample P4(D

DataPower $~

Z SOA Policy Gateway Basic Runtime Sample P4(D DataPower $~

m 34. * SOA Policy Gateway Basic Runtime Sample #=4(D DataPower $~

`M {F ?D

WebService zm StoreWSP we~q#

XML @p= StoreAddLTPA

StoreMockService

StoreAlternateMockService

StoreXACMLFW

O$MmS LTPA nF#

G Gold M'D~qa)_

Gold M'D~qa)_

liT PriceInfo DCJ(#
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m 34. * SOA Policy Gateway Basic Runtime Sample #=4(D DataPower $~ (x)

`M {F ?D

WSRR ~qw WSRRSVR = WSRR D,S#

WSRR $) StoreSub * WSRR {FUdMTsHa)Qw

E"#

AAA _T StoreAddLTPA LDAP Dy>O$j6#

iRO$#

rksmS LTPA nF#

AAA _T StoreWSDLAAA LTPA j6MO$#

kTZ(Di3d#

XACML Z(#

AAA _T StoreXACMLFWAZ kT PriceInfo D XACML Z(#

SSL zmE*D~ WSRRPP kT WSRR ~qwD SSL zmE*D

~#

S\E*D~ WSRRCP kT WSRR ~qwDS\E*D~#

i$>$ WSRRVC i$>$|,S\$i WSRRCERT#

yPd{hC<G1!5#

S\$i WSRRCERT WSRRCERT 9C)p_$i#K$i

GS NodeDefaultKeyStore(%(~qw

D1!$i)r CMSKeyStore 1!$i

(kT IBM HTTP Server yfZD ND

73)Pi!D#

StoreWSP Web Service zm&mfr

y>DPDxXG StoreWSP#CxXD_T|,ksMl&fr#

ksfr

StoreWSP_default_request-rule Dw_TYwF* AAA#Z AAA YwP,+i$ LTPA

nF,lwC'i,4PZ(Ti4C'GZ-m"019GM' LDAP iP#1

AAA AZ =hZ DataPower h8OwC StoreWSDLPDP _Tv_c (PDP) 1,+4

PKYw#K PDP 9C storeWSPXACML.xml XACML _T#

l&fr

Zl&fr StoreWSP_default_response-rule P,d;+wC StoreXACMLFW XML @

p=~q#

Kd;+y]C'Gq*-miDI147(GqZ(C'CJ[qE"#g{GC

iI1,var:///context/response/displayFilter d?+hC* local:///allData.xsl#g{

;G-m LDAP iDI1,var:///context/response/displayFilter d?+hC* local:///

noPriceInfo.xsl#

;s,d;+Zl&14Py=mYw#
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StoreXAMLFW &mfr

(Fy=m storeSendToPDP.xsl T>X XML FW StoreXACMLFW xPwC#ZK@

p=P9CK=v&mfr#StoreXACMLFW_request |,9C allData.xsl d;D%v

AAA _TYw#K AAA Yw StoreXACMLFWAZ 4}4+wC XACML PDP

StorePDP Yw#(}9C storePrivateDataXACML.xml XACML _T,+7(GqZ

(C'CJ[qE"#

y> XSL y=m

y>&CLr|,T .xsl a2DTBy=m,b)y=m;ZQ20rD>X?<P#

m 35. y>&CLrPDy=m

y=m ?D

allData.xsl m]y=m,CZ+yP}]S44F=?j#|CZ`-

&\MT XACML XML xXDwC#

apil-xacml-binding-new.xsl 9C>$3dE"4(II DataPower h8“_Tv_c

”(PDP) &mD SOAP ks#Ky=mGT DataPower h8

Df"?<Pa)D tspm-xacml-binding-sample.xsl y=mD

^D#KD`E>a)DX|&\GmSb?ICJDd

?,T9 XACML ksDwbE"T`-y=mIC#

noPriceInfo.xsl Ky=m+ price *XhC*5 0.0#

rgxacml.xsl Ky=mGT DataPower h8Df"?<P tspm-retrieve-

groups.xsl y=mD(F#Ky=mDw*?DGa) LDAP

DN"wz{"\k"KZH,TcITiRkVC'"l

wdiE"#

soavars.xsl Ky=mGvw*>}Dy=m,|Z rgxacml.xsl y=my

9CDd?P(e LDAP E"#Z>>}P,\k4S\,

b;GzzPDv(#

storeCallPDP.xsl Ky=m_PCZwC XACML xXDzk,&mmI/\x

v _ , " h C } K w d ? T K P a l l D a t a . x s l r

noPriceInfo.xsl#

storeSendToPDP.xsl Ky=m9l+"MA XACML xXD SOAP ks#||

,J4E""YwE""73E"T0Z apil-xacml-binding-

new.xsl y=mPq!DwbE"#

9C XSL y=mD DataPower Ts

DataPower Ts9Cfy>&CLra)D;) XSL y=m#

m 36. 9C XSL y=mD DataPower Ts

y=m ?D

allData.xsl Z storeCallPDP.xsl y=mPZ?9C#Cy=mZ AAA _

T StoreXACMLFWAZ PCw(Fd;#

apil-xacml-binding-new.xsl Z StoreWSDLAAA AAA _T AZ =hPCw(Fy=m#

noPriceInfo.xsl Z storeCallPDP.xsl y=mPZ?9C#

soavars.xsl Z rgxacml.xsl y=mPZ?9C#

storeCallPDP.xsl w* Store_default-response frPDd;xPwC#

storeSendToPDP.xsl Z storeCallPDP.xsl y=mPZ?9C#
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Z 6 B 9CQ?pD5}

1Q?p IBM SOA Policy Gateway Pattern 3q1,zIT"aT:D~q(e"+

T:D_T=S=(e#z9ITi4M\mzD?p53#*i4?p5}DP

m,k%w5} > ib53#

i45}j8E"

IT(}!q“ib535}”0ZD5}PmPD5}i4?p5}Dj8E"#i

b535}j8E"T>ZR`#b)j8E"|(IBPwniIDPm:ZFy

!a9O*C?p)&Dibz"IP X7"ibz4,MG+4,#G+G;vIib

zODib&CLrPd~4PD&\%*#9Ii4ibzG+KP4v4,E

"#}g,1ibzOD CPU \X|1,l+4!r;ZL+4,}7.O#

*i45}D)&M?p4,,kNDj8E"S<PD104,5#

*i4)&ZdibzME>D4,,k9*j8E"S<PDz7G<?V#

*i4ibzME>U>Dj8E",k9*j8E"S<PDibz?V#53D

wzM IP X7G2~Mxg?VPDxgSZ 0 5#9*}ZKPDibzTi4E

>m~|?VPDE>U>M4STCJXF(?VP9CDibz#

\mQ?pD5}

Z?pib53#=.s,ITi4M\m4(Dib535}Ti4zD IBM SOA

Policy Gateway Pattern 73#

*<.0

*i4ib535},XkWHQ?pib53#=#

XZKNq

?p#=+4(ib535}rB)&D IBM SOA Policy Gateway Pattern KP17

3#Z?pjI1,ib535}4*<KP#

}L

*\m IBM SOA Policy Gateway Pattern ib535},kjITB=h:

1. %w5} > ib53TCJ“ib535}”0Z#

2. S“ib535}”0ZD5}PmP,!q?pD5}#

3. g{C5}}ZKP,ITSib53S<PDXF(4SG<=ib53Di

~#ICDi~!vZz4(D#=#}g,zIT:

v t/"G<=?p\mwD\mXF(,;si44(D/:#

v t/wLPD,;sBXwLhFwT`4wL&CLr#

v hC IBM Integration Designer ",S=wLPDTxPwL`4#
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,S= WSRR - 5qUd

9C5qUdC'gf\m_T#

XZKNq

9C WSRR 53DwzX7CJ5qUdC'gf#

}L

1. %w5} > ib53TCJ“ib535}”0Z#

2. S“ib535}”0ZD5}PmP,!q?pD5}# byaT>5}j8E"#

3. 9C5qUdC'gfCJ WSRR 53:

v ZXF(?V,%w WSRR 5qUd,T,SA}Z WSRR 53OKPD5q

Ud#

v r_,Zb? Web /@wP:

a. iR WSRR Dwz{MKZE#9*ibz?V"!q WSRR @"~qw

DibzTi4ibzj8E"#Z2~Mxg?V,wz{*xgSZ 0
5#

b. dk5qUd URL:

– TZQtC2+TD WSRR @"~qw:https://<hostname>:9443/

BusinessSpace

– TZ/::http://<hostname>/BusinessSpace

dP,<hostname> M port G WSRR ~qwDwz{MKZ5#

a{

T>5qUd,ITC5qUdmS">}r}%_T#

B;=v24

g{Z;N9C WSRR 53OD5qUd,kND Z 87 3D:*WN9CdC Busi-

ness Space; "q-4(YwUdD=h#

`XE":

IBM WebSphere Service Registry and Repository V8.0 E"PD

,S= WSRR - ~q"amXF(

9C“~q"amXF(”TT~qf>V`#

XZKNq

9C WSRR 53DwzX7CJ“~q"amXF(”C'gf#

}L

1. %w5} > ib53TCJ“ib535}”0Z#

2. S“ib535}”0ZD5}PmP,!q?pD5}# byaT>5}j8E"#

3. CJ WSRR 53:
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v ZXF(?V,%w WSRR_Web_UI T,SA}Z WSRR 53OKPD5q

Ud#

v r_,Zb? Web /@wP:

a. iR WSRR Dwz{MKZE#9*ibz?V"!q WSRR @"~qw

DibzTi4ibzj8E"#Z2~Mxg?V,wz{*xgSZ 0
5#

b. dk~q"amXF( URL:http://hostname/ServiceRegistry

dP,hostname G WSRR ~qwDwz{#

`XE":

IBM WebSphere Service Registry and Repository V8.0 E"PD

*WN9CdC Business Space
Xk4(“SOA \m”Ud,E\+ Business Space C'gfCZ4(_T#

*<.0

PXCJ Business Space DE",kNDZ 86 3D:,S= WSRR - 5qUd;#

XZKNq

*9C Business Space 0Z!?~,Xk4(Ud#UdG*X(G+(eD#_T`

4nJOZ“SOA \m”UdP9C#g{P44(“SOA \m”Ud,XkxP4(#

*y]“SOA \mD~q"am”#e4(Ud,kjITB=h:

}L

1. %w3f%?D\mUd#+T>“Ud\mw”T0r#

2. %w4(Ud#+T>“4(Ud”T0r#

3. Z“Ud{F”VNPdk{F;}g,SOA \m#(I!)dkhv#

4. S9C#e4(BUdPmP!q SOA \mD~q"am,;s%w#f#

5. BUd+T>ZUd\mwPmP#%wBUdTr*=CUd#

a{

+4(“SOA \m”Ud#*r*“SOA \m”Ud:

1. %w3f%?D*AUd#byaT>“*AUd”T0r#

2. %wkT“SOA \m”C'DUd#_e{F+!vZ4(Ud18(DZ]#

B;=v24

zITr“~q"amYw”0Z!?~mSnbYw:

1. Z Business Space P,%w`-3f#

2. Z“~q"amYw”0Z!?~P,%w`-hC#

3. !qTB*T>DYw:

v 4(~q6p(e

v 4(~qf>
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v 4(~q6p-i

v 4(5q\&

4. Z“~q"amYw”0Z!?~P,%w#f"XU#

5. %wjI`-#

?p#=sDdC

Z?p#=.s,XkdC2+TMd{hC#

y>&CLrD LDAP hC|D

g{}Z9C SOA Policy Gateway Basic Runtime Sample "Rh*|D LDAP ~q

wD2+ThC(}g,\krC'{),G4zh*Z=v;CP|Db)5#

*xP|DD;CP:

v AAA _T StoreAddLTPA D“AAA _TO$”?V - *iRC_T,k9C

DataPower \m Web C'gfDQw0Z,"Qw AAA#!q}7D AAA _T,

"|D“O$”!n(PD5#

v soavars.xsl D~ - 9C DataPower Web \mC'gfPD“D~\m”?V#r*

DataPower h8O(} SOA Policy Gateway Basic Runtime Sample #=4(Dr,

" / @ > X ? < P D s o a v a r s . x s l D ~ # y ] h * | D

LDAPHost"LDAPPort"LDAPCN M LDAPPassword d?#

":zI\h*XBt/CrT9b)|Dz'#

DataPower $iD$i DN 5

+ SSL ka)D IBM SOA Policy Gateway Pattern ;p9C1,DN wzi$H1

!D WebSphere Application Server 2+T|Oq#

1!ivB,WebSphere Application Server P4tC DN wzi$#+G,Z IBM

SOA Policy Gateway Pattern y9CDE>Lr|P,+*t"R;\{C DN wzi

$#Z1!D WebSphere Application Server M DataPower .d$wDG#_eD$i

I\^(CZk IBM SOA Policy Gateway Pattern ;p9CD“SOA Policy Gateway

2.0.0.0 - Security”E>Lr|M“SOA Policy Gateway 2.0.0.0 - Sample”E>Lr|;}

g , 1 ! i v B , W e b S p h e r e A p p l i c a t i o n S e r v e r I T S \ D N

myserver.yourcompany.com,+b)E>Lr|^(S\C DN#*mSr}%CZ?

pD DataPower $i,kNDZ 89 3D:Z WSRR ENbP}%rmS DataPower

$i;#

|D LTPA \?

K}LhvgN|D LTPA \?#LTPA \?Z Basic PDyP%*d2m#|;C

Z SOA Policy Gateway Basic Runtime Sample #=# LTPA \?S Governance Mas-

ter P<v,"<kKP173,}g,G("zzr!{hC#

}L

1. S Governance Master WSRR Dmgr <vBD LTPA \?#

2. + LTPA \?<kKP1 WSRR 5}(Dmgr r Stand Alone)#
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3. g{KP15}* Advanced ND 73,k43rjITBYw:

a. ,=yPZc#

b. #9 WSRR /:#

c. #9ZczmLr#

d. #9 Dmgr#

4. g{73* Advanced,G4Xk4`43rXBt/:

a. t/ Dmgr#

b. t/ZczmLr#

c. t/ WSRR /:#

5. g{ WSRR *@"~qw,G4Xk#9"XBt/T9 LTPA \?|Dz'#

Z WSRR ENbP}%rmS DataPower $i

KNqhvgNmSr}% DataPower $i#4PKNqDEcZZ,r/K WSRR

M DataPower .d*_T|Bx,=|B&\D44hC#

XZKNq

DataPower $itZ curl $_y9CD#=#DataPower wC+OX=Zcr%*1!

ENb#br/K44Z WSRR M DataPower .d*_T|Bx9C,=|B&\D

hC#g{;h*K&\,TB}LhvgN}% DataPower $i#K}L9hvgN

mSBD DataPower $i(g{h*|D$i)#

}L

1. G<= Dmgr r Stand Alone WSRR:http://hostname:9060/admin#dkC'M

\k#

2. /@A2+T"SSL $iM\?\m#

3. %w\?bM$i#

4. g{!qy>#=,k%w NodeDefaultTrustStore,r_,g{!q_6#=,

k%w CellDefaultTruststore#

5. %w)p_$i#

6. !Pk*}%DNN$iD4!r#

7. %w>}#

8. %w#f#

9. I!:g{h*mSBD DataPower $i,k%wmSTmSB$i#

dC_T4Pc

DataPower h8G IBM SOA Policy Gateway Pattern D“_T4Pc”(PEP)#Z?p“

&CLrr”1,IT4(CrDZ]#

}L

4( Web Service zm (WSP):

1. S DataPower XFfe,%w Web Service zm#

2. %wmS"dkzmD{F#
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3. r* WSRR $)!n(#Z WSRR Server PmP,%w WSRRSVR#

4. a)XhDd{E",}g,0K&mLr"{FUd"Ts{H,T4( Web

Service zmDdC#

4( WSP D_T:

5. r* WSP `-wD_T!n(#

6. %w`&6pD&mfr#zIT4(Bfrr`-a)D1!fr#*mSD

X|_TYwG AAA Yw#bCZ&mTZ#=AXX*D“j6”"“O$”M“Z

(”#

TZ AAA YwXk8(DX|Z]|(dkMdvT0 AAA _T#zITZ4

( AAA _TYwDwLP4(_T,2ITZ9C AAA `-w.04(#

v “j6”Gj6C'D=h#ZRGD>}P,9C=Vq=Dj6#Z

StoreAddLTPA XML @p=P,(}y>O$4Pj6#Z StoreWSP @p=

P,I LTPA nFa)j6#

v O$G$wC'G53Q*DC'D=h#P`v!nI)!q#Zy>P,

RGrz9>=v>};Z;v9C LDAP iRC',Z~vS\P'D LTPA

nF#

v Z(GrC'ZhJ4(^D=h,ZK>}P,4 Web Service Yw#h*8

(TBX|*XT9C XACML on-box PDP Z(:

– =(:9C XACML Z(#

– XACML f>;}g,2.0#

– PDP `M;}g,yZ\xD PDP#

– 9C On box PDP:On

– Q8( XACML D PDP D{F#

– dC PDP#PX|`E",kNDZ 75 3D:Z DataPower O|D XACML

PDP;#

– *s( AAA M XACML D(F XSL y=m:9C apil-xacml-

bindingnew.xsl w*pc#

*dCxX,k9C“`-”:

7. ^D XACML .xml D~,T%dk*kT`-5)DX(2+_T#

8. 4(|, AAA YwD XML @p=(q-`-y>)#

9. ^DOv AAA Yw9CD PDP T8rCZ5)`-Dy=m#

10. 4F"^DkT XACML ~q4( SOAP P'Z]D storeCallPDP.xsl y=m#

HdG,7#“Yw”M“J4”%d4(D XACML _TD5Dhs#

11. 7#^DDy=mkTBD XACML XML @p=wC}7DKZ#

B;=v24

}KZ SOA Policy Gateway Advanced Runtime M SOA Policy Gateway Basic Run-

time #=P4(rMhC WSRR ~qwdC,9IT(}KP(F CLI E>4)9

r#CLI E>&C;Z DomainZipFile.zip a9Dy?<P,}g,/cli.cli#CLI I

TKPNNj< CLI |n,+ CLI }CDyP$~XkfZr_I)#=4(D

DataPower Domain CJ#Z?p SOA Policy Gateway Advanced Runtime r SOA Policy

Gateway Basic Runtime #=D5}1,+a>za) Security Lr|N}PD CLI D

~{#
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9C SOA Policy Gateway Basic Runtime #=

SOA Policy Gateway Basic Runtime #=|,}si&\:lw DataPower k WSRR

#=E>.dD2+TyhDD~,Z DataPower OdCr,nsdCa}#

1QjITBYw1:

1. BrfZZ8(D DataPower h8O#

2. WSRR ~qw(efZZrP#

3. QkT DataPower rKP(F CLI E>#

4. dC WSRR ~qw#

5 . M ' a ) D N N D a t a P o w e r ) p _ $ i Q O X A W S R R % * D

NodeDefaultTruststore#

6. QdC SOA Policy Gateway Basic Runtime #= WSRR %*M SOA Policy Gate-

way Governance Master %*.dDa}#

7 . Q ; ; ) p _ $ i # ` \ ? p \ m w D ) p _ $ i E C Z y > % * D

NodeDefaultTrustStore P,y>%*?p\mwD)p_$iECZ`\%*D

CellDefaultTrustStore P#

8. Q;; LTPA \?#`\%*D LTPA \?a<ky>%*P#

9. Governance Master WSRR /:D?vwzamS=y>%*D\Er#y>%*

WSRR /:D?vwzamS= Governance Master D\Er#

10. g{%*8(*x(dkPDG(rzz73,G4dCa}tTD~#

1zh*I!d{=hE\jIj+2+Dzz731,K14PDdC+Jmz4

PTBYw:

1. 9C1! GEP 4(~qM_T,T0(} WSRR OD SOA _Tz|\ZTdx

P`\(Qa)G(Mzz731)#

2. 4(IT9C$4(D WSRR ~qw(eD Web Service zm49($)#

9C SOA Policy Gateway Advanced Runtime #=

SOA Policy Gateway Advanced Runtime #=|,}si&\:lw DataPower k WSRR

#=E>.dD2+TyhDD~,Z DataPower OdCr,nsdCa}#

1QjITBYw1:

1. BrfZZ8(D DataPower h8O#

2. WSRR ~qw(efZZrP#

3. QkT DataPower rKP(F CLI E>#

4. +Q4(MdC_P“n”ZcD WSRR /:73#

5 . M ' a ) D N N D a t a P o w e r ) p _ $ i + O X = W S R R % * D

CellDefaultTruststore#

6. QdC SOA Policy Gateway Advanced Runtime #= WSRR %*M SOA Policy

Gateway Governance Master %*.dDa}:

a . Q ; ; ) p _ $ i # ` \ ? p \ m w D ) p _ $ i E C Z _ 6 % * D

CellDefaultTrustStore P,_6%*?p\mwD)p_$iECZ`\%*D

CellDefaultTrustStore P#
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b. +;; LTPA \?#`\%*D LTPA \?a<k_6%*P#

c. Governance Master WSRR /:D?vwzamS=_6%*D\Er#_6%

* WSRR /:D?vwzamS= Governance Master D\Er#

d. g{%*8(*x(dkPDG(rzz73,G4dCa}tTD~#

10dC9z\;4PTBYw:

1. 9C1!“`\'VE*D~”(GEP) 4(~qM_T,T0(} WSRR OD SOA

_Tz|\ZTdxP`\(Qa)G(Mzz731)#

2. 4(IT9C$4(D WSRR ~qw(eD Web Service zm49($)#

SB4,zXk4Pnb=hTjIj+2+Dzz73#PX|`E",kNDZ

49 3D:IBM SOA Policy Gateway Pattern #=D2+T;#

Z Basic Runtime M Advanced Runtime #=B4(D

DataPower Ts

Z SOA Policy Gateway Basic Runtime M SOA Policy Gateway Advanced Runtime #

=B4(D DataPower Ts0d&\DEv#

m 37. DataPower #=Ts

Ts hv

r ICZC'&CLrDr#

WSRR ~qw {* WSRRSVR#dCK SOAP URL"C'M\kT0_P

i$>$D SSL zmE*D~#

SSL zmE*D~ {* WSRRPP,|G;v*"(M'z)E*D~#|9C

S\E*D~ WSRRCP#9CKyPd{1!5#

S\E*D~ WSRRCP |,i$>$Ts WSRRVC,s_|,w*#=

E>;?VOXD)p_$i#

i$>$ WSRR i$>$|,S\$i WSRRCERT#yPd{hC

<G1!5#

S\$i W S R R C E R T { C ) p _ $ i # K $ i G S

N o d e D e f a u l t K e y S t o r e(%(~qwD1!$i)r

CMSKeyStore 1!$i(g{G IBM HTTP Server fZZ

D ND 73)i!D#

Web Service zmP WSRR ~qw(eD>}C(:

1. S DataPower XFfe,%w Web Service zm#

2. %wmS"*zma){F#

3. SB4,!q WSRR $)!n(

4. !qK%PD“WSRR ~qw”#WSRRSVR TsIC#

5. a)d{yhE"(g0K&mLr"{FUd"Ts{H)T4( Web Service z

mDdC#

~q4(M`\

9C WSRR Business Space C'gf44(M`\5q~q0dX*Ts#
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XkHZ Business Space P4( SOA `\Ud,;sE\4(_T#g{P44(

SOA `\Ud,kNDZ 87 3D:*WN9CdC Business Space;,"q-TB=

h4(Ud#

PX4(BD\`\~qD|`E",kND IBM WebSphere Service Registry and

Repository V8.0 E"PD - LL:\mB~q#

PX`\VP~qD|`E",kND IBM WebSphere Service Registry and Reposi-

tory V8.0 E"PD - LL:\mVP~q#

`XNq:

Z 86 3D:,S= WSRR - 5qUd;

9C5qUdC'gf\m_T#

_T

Z4(wb_T1,+ WSRR Cw_T`4cM+ WebSphere DataPower Cw_T4

PcD5)j8E"#

WSRR PD_T

WSRR ITCZ`4yP SOA _T,|( SLA(~q6p-i)_T"wb_T"

`X_T"(F_TMd{+ZTs'VD_Tr#9C5qUdC'gf,zIT

Z WSRR P4("|Br>}_TD5#_TD5IT|,*X(_Tr8(s?_

TD_Tmo=#r_,IT4(_TD5,TCZi0d{D5PDVP_T#I

T9C_Tj64}Cvp_T,Z+_TmS=D51IT8(_Tj6#_Tm

o=m>_TDyw,`1Z WS-Policy D5PD <wsp:Policy> *X#

*Z Business Space P4(wb_T,kNDZ 97 3D:`4B_T;#

wb_TOT

~q6p-i (SLA) &4TZ5qhs,4~qa)D~qJ?Xkzc8(j<#h

F~q1,4(&\ThsT8<~qICD_-#ZC~qDVvMhFP,&,

18(G&\Ths,Sx8($F~q+a)D~qJ?#}g,s5I\_P;

n~q:a)E"TTM'%*xi/vvl&#?jGZ 3 kZ5Xl&#ZK=K

Bq$LP,7(K~qXkZ 2 kZ5XdE",Tczcs5G&\Ths#

14zc SLA 1,RGIT`4+T~qT\5)KP1liD_T,"I!Yw,

Tc#O~qzcd SLA#}g,RGI\_P;v(#\;Z 2 kZa)~ql&

(95% Div)D~qwKc#SOA \9hF&Zm;(~qwO4(N*Kc,b

(#GkTwKc#KxCwH8C,+1wKc^(zcBq:X1,2IT;Z

(CZ&mgvw?#1Xhzc SLA 1,RGIT`4_T,CZli~ql&1

dMXB7Iw?#

(}KP1_T,$ SLA Dm;v>}G,~qT_PwV{Q_R?v{Q__P

;,6pEH6DBqvvl&Div#}g,RGI\P“gold”M“bronze”M',+

;#O“gold”M'DX(~qJ?#Z>>}P,RGITliM'Gq*“gold”M

',;sXB7IAN*Kc,xLxTO}Dl&YH&m“bronze”M'#s5v

(,IZ“bronze”M';\a)c;DUkv$n,Sx~|l&1dTzc“gold”M

'D SLA#
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ZZ}v>}P,RGI\v=;Viv,~q+!dy\,+1|7(&Z,:I

1,|+TMEH6M'~qD{"I!ESuA\xk)#dP;v}SG,1M

'ksDz&m}L;;<z53#*K#$~qJ?,RGIT4(vZl+1d

P'DKP1_T,ZKZd+\xyPz&mks#

(#,wb_TJmZa)x~qw(a)_).0,i$M*;M'z({Q_)

DkV{"#

_T'VK`{"i$M*;#ITv*a)_~q"X({Q_/a)_Tra)_

~qDd{{Q_8(_T#kTd{M'D_Ta);VCZ(e1!_TD=

=,K1!_TvJCZ4&CNNd{_TD{Q_#9CK&\+*;j6T:

D^5{Q_8(_T#byK`{Q_~qMIT\xdBq#bITPzZ@9

d1{Q_DZM"T9CBq<z53T5Ma)_~qJ?D\x~q%w#

wb_Tu~

ITxPwbOT,b9KP1_T\;XF~qD SLA"S{Q_=a)_D{"*

;,ri${Q_{"D{"#=#

SLA _Tu~(wb_TDXb`M)5JOJm_Pu~DdM if-then-else a9,

;sy]u~s5iv44P;iYw#8(u~*I!#g{48(NNu~,G

4|M`1Z_-u~s5* True,"+`&X4PNN8(DYw#

g{8(Ku~,G4u~Xk|,<{mo=M/rwHf6#

wH

g{8(,G4wHj6_Tz'1d#y]>X_T4PcT8(DUZM1ds

5,9CD1xGC_T4PcD1x#g{48(NNwH,G4_TZS_T`

4cBX=_T4PcM*<4P,";1Lx#

wHI(e;vI!D*<UZM;vI!D#9UZ";vI!D?UZ^T0;

vI!D$wUPm#}g,IT(ewHP'ZT 2012 j 10 B 1 U= 2012 j

10 B 30 U,ZGZ}MGZlSgO 8 c=Bg 5 c#

IT8(DwHN}gBy>:

v StartDate - KI!tT8(KwHz'UZ(xs:date q=)#StartDate |,ZZ,

g{CtT;fZ,G4wH+Zql"4P'#

":%w xs:date ,4STKbKP5j<#

v StopDate - KI!tT8(wH#9P'DUZ(xs:date q=)#StopDate ;|,

ZZ,"Ry8(DUZ&mZ*<UZ#1U9UZgZrHZ*<UZ1,w

H+@6^'#g{CtT;fZ,G4wH+@CP'#

v Daily - KI!*X8(wHP'D?UZ^#g{C*X;fZ,G4wH++l

P'#

– StartTime – g{8( Daily,G4h*KtT#|8(wH?l*<D1d(I

C xs:time q=)#(":%w xs:time ,4STKbKP5j<)#

– StopTime - g{8( Daily,G4h*KtT#|8(wH?l#9D1d(I

C xs:time q=)#StopTime ;|,ZZ,"Ry8(D1dgZrk?l*<

1d`,,G4wHaZNU8(D#91d#9#
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v Weekdays - KI!*X8(wHP|,D?\l}#g{C*X;fZ,G4wH

P|,;\ZD?;l#K*Xv0lU#1dmD*<,r*wHJmZg9;

1KP#}g,g{wHhC*ZGZ}mO 11 c*<"KP 2 !1,G4wH5

JO+ZGZDh? 1 cax#

– Days - g{8(K Weekdays,G4h*KtT#|PvKwHP|,D$wU,

{ F P m . d C S E ( “ + ” ) t * ; } g ,

“Monday+Tuesday+Wednesday+Thursday+Friday+Saturday+Sunday”#

wb_Tu~mo=

u~mo=G8(<{mo=DGX4*X(g{8()#

mo=|,}vXhDN}(Attribute"Operator M Value)T0;vI!D Interval M

Limit#g{T Attribute M Value &C Operator T0 Interval M Limit(J1ivB),

s5* True,G4mo=s5* True#^F*Xvk HighLow M TokenBucket Kc

{;p9C#g{48(,G4 Limit D5* 0#g{48( Interval,G41!5*

60 k#

8(Dmo=N}gB:

v tT - BmEvK(eDtT0d`M#

m 38. (eDtT

tT hvM`M

ErrorCount K`S1ddtZdlb=DJO}#

MessageCount `S1ddtZ9XD5J{"}#

InternalLatency Z?H}1d(&m1d,k)#

BackendLatency h8=~qwH}1d(k)#

TotalLatency sKMZ?H}1d.M(k)#

v Kc{ - BmEvKICKc{0d,e:

m 39. Kc{

Kc{ ,e

GreaterThan ;vr%D}Vc(,1tTsZ(eD51,* True#

LessThan ;vr%D}Vc(,1tT!Z(eD51,* True#

TokenBucket ;VyZYJ"Jmve.+dDc(#c(|,ns]?

*^FnF}Df"x#?v1ddt.dTL(HJD5

nFnzf"x,xTZ?vtT%*,}%nF#1f"

xP;PnF1,Cc(s5* True,qr,s5* False#

boPv>}IToz5wKc(:Yh^F=100,5

=5,1ddt=1 k,tT=MessageCount#

1. 9Cns]?* 100 vnFnzf"x#

2. 1{"=o1,c(lif"xGq|,NNnF:

a. g{P,G4c(s5* False,aSf"xP}%;

vnF#

b. g{;P,G4c(s5* True#

3. ,1,c(?kSarf"xPmX 5 vnF(g{U

dJm)#
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m 39. Kc{ (x)

Kc{ ,e

HighLow ;vc(,1tTo=8(*5D_P51,s5* True,

ZtTo=8(*^FDMP5.0,Lxs5* True#

v Value – bG}{}*X#“0”P'#

v Interval - KI!*X(eCw,/0ZD1ddt,TZTmo=s51H?

wsme:Attribute,q=* xs:duration#g{48(,G49CD1ddt* 60 k#g

{8(,&8(;vOm5,+dCD_T4Pc&\<GZZ#4,5=_,_

T4PczYtTh*DZf=`#

":%w xs:duration ,4STKbKP5j<

v Limit - KI!{}*X(e1 wsme:Operator * TokenBucket r HighLow 1yh

Dd{ Limit N}#%;!vZ8(D wsme:Operator#

1 wsme:Operator * HighLow 1,b(eMP5,x wsme:Value (e_P5#8

(DP5&CMZ wsme:Value D5#148(1,1!^F* 0#

1 wsme:Operator * TokenBucket 1,b(eve.+dDnss!,rf"xP

nFDns},x58(?v1ddtnF}nzf"xDYJ#148(1,1

!^F* 0,TokenBucket `1Z GreaterThan Yw#

wb_TYw

wb Action *X8(*I!DYw#!\o(Jm`ViO,|G"G<Pbe,1

8(e;Yw1(g*sT{",14PESM\xYw),_T`4c+\xKP

*#JmDwb_TYw*:

v QueueMessage – KYw8(1zc_-u~1,Bq+ES#+;aXB*<{

"&m,1A;Yzc_-u~#SP=(MNN`XD,1g>} WebSphere

DataPower P_T4Pcy(e#1Z%v Action *XP8(`vYw1,

QueueMessage &CGZ;vYw#

v RejectMessage – KYw8(1zc_-u~1,+\xBq#+Lx\xBq,

1A;Yzc_-u~#1\xBq1,a+ SOAP JO5XAM'z({Q_)~

q#1Z%v Action *XP8(`vYw1,RejectMessage &CGZ;vYw#

QueueMessage M RejectMessage %b#

v Notify - KI!*X8(1zc_-u~1,+zz(*#TZ WebSphere

DataPower,+{"4k DataPower 53U>#

v RouteMessage - KI!*X8(1zc_-u~1,a+{"7IA8(DKc?

j#+Lx+{"7IA8(DKc,1A;Yzc_-u~#

– EndPoint – 18( RouteMessage Yw1,KN}*XhD#\'VDKc5I

TG IP X7"wz{ribwz;}g:Xybwi#

v ValidateMessage - KI!*X8(&y]8(Do(T{"xPi$#i$'\1

&\x{"#g{8(K ValidateMessage,G4Xk+ XSD r WSDL 8(*SN

}#SCOPE I!,g{48(,G4 SOAPBody CZi$#

– XSD - 8(+kT||,D URI j6D XML #=,i${"#

– WSDL - 8(+kT||,D URI j6D Web service hv (WSDL),i${

"#
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– SCOPE - 8(+i${"DD;?V#BmPvKI\50d,e:

m 40. ValidateMessage *X

5 hv

SOAPBody i$ SOAP we*XDZ],x;T SOAP JOxPXb

&m#(1!5)

SOAPBodyOrDetails TZ SOAP JO,i$j8E"*XDZ],qri$we

*XDZ]#

SOAPEnvelope i$|(EbZZD{v SOAP {"#

SOAPIgnoreFaults g{{"G SOAP JO,G4;xPNNi$,qri$

SOAP we*XDZ]#

v ExecuteXSL - 8(+9C8(D Stylesheet M Parameter 4P XSL *;#4P'

\1,+\xBq#Xk8( Stylesheet E",x Parameter *I!,&y]8(D

X(y=mDh*48(#

– Stylesheet - 8(*;Yw+9CI|,D URI 8(Dy=m#y=mXkG

XSLT D~#

– Parameter - KI!DX4*X8(*CZ ExecuteXSL YwDy=mN}#

- Name – ?vT&D Parameter N}<h*KtT,|8(KN}D{F#

- Value - ?vT&D Name N}<h*KtT,|8(KN}D5#

`4B_T

Z Business Space C'gfP`4wb_T1,*_T8(u~MYw#

*<.0

PXCJ Business Space DE",kNDZ 86 3D:,S= WSRR - 5qUd;#

XkH4( SOA `\Ud,;sE\4(_T#g{P44( SOA `\Ud,kN

DZ 87 3D:*WN9CdC Business Space;,"q-TB=h4(Ud#

XZKNq

9C SOA `\Ud`4B_T#

}L

1. r* SOA `\Ud:

a. %w*AUd#byaT>“*AUd”T0r#

b. %wkT“SOA \m”C'DUd#_e{F!vZ4(Ud18(DZ]#

2. Z“Ev”!n(O,%w4(wb_T#

3. dkPbeD{F,T0I!hv#

4. y]h*mSu~MYw# PXu~MYwD|`E",kNDZ 93 3D:_T;

M IBM WebSphere Service Registry and Repository V8.0 E"PD - 4(wb_

T#

5. %wjI#
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a{

K1+4(_T"+df"Z WSRR P#*i4UU4(D_TD_TD5,k!q

A;sBGD“~q"am<=w”0Z!?~PD_TD5#r_,Qw8(D{

F,2?|, .xml#_TD5+ZR`D“~q"amj8E"”0Z!?~PT>#

`XEn:

Z 93 3D:_T;

Z4(wb_T1,+ WSRR Cw_T`4cM+ WebSphere DataPower Cw_T

4PcD5)j8E"#

`XE":

IBM WebSphere Service Registry and Repository V8.0 E"PD - 4(wb_T

\m_T

IT9C“5qUd”C'gf`-r}%_T#

*<.0

dC SOA `\Ud#PX|`E",kNDZ 87 3D:*WN9CdC Business

Space;#

}L

1. *r*_TD_TD5,kZA;sBGD“~q"am<=w”0Z!?~P!q

_TD5#r_,Qw8(D{F,2?|, .xml# _TD5+ZR`D“~q"

amj8E"”0Z!?~PT>#

2. *|D_Tj8E":

a. %wK0Z!?~PD“`-”<jT`-_TD5# K1+T>;v0Z,dP

|,`-_Tj8E"!n#

b. g{_T_PNNu~rYw,+T>b)u~MYw#y]h*4("^D

u~MYw#

c. %wjIT#f"XU_T`-w# “~q"amj8E"”0Z!?~+"B,

TT>4PD|D#

3. *>}_T:

a. +_T*;*`\4,,TJm`-r>}_TD5#PXZ SOA _Tz|\

ZP*;_TD|`E",kND:\m_TDz|\Z;#

b. %wYw > >}# “>}”!n;ZK%P#

c. !q>}T>}_T#

d. %wGT7O>}#

`XE":

IBM WebSphere Service Registry and Repository V8.0 E"PD

IBM WebSphere Service Registry and Repository V8.0 E"PD - `\'VE*

D~PD_T

\m_TDz|\Z

IT9C Business Space C'gfZ`\4,.d*;_T#
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XZKNq

PX`\D|`E",kNDZ 3 3D:SOA _Tz|\Z;#

}L

*+_T*;*;,Dz|\Z4,,kjITB=h#y]h*`NX4b)=h

TxkZ{Dz|\Z4,:

1. Z Business Space P,(}ZA;sBGD“~q"am<=w”0Z!?~P!q

_TD5,r*_TD_TD5#r_,Qw8(D{F,2?|, .xml# _TD

5+ZR`D“~q"amj8E"”0Z!?~PT>#`\4,tTT>E*D

~DnB`\4,#

2. %wYw# I\Dz|\Z*;Pm+fd{I\DYw;pT>#

3. !qyhDz|\Z*;T+_TFAyhD4,# bya|B_TD`\4,t

TTT>BDz|\Z4,#

`XEn:

Z 3 3D:SOA _Tz|\Z;

9C SOA _Tz|\Z`\wb_T# b+9_TSnu6p,;1=?p=zz

P,nsZ;Yh*1zC#

`XE":

IBM WebSphere Service Registry and Repository V8.0 E"PD - SOA _Tz

|\Z

=S=~qD_T

IT9C WSRR +_T=S=~q#

PX|`E",kNDIBM WebSphere Service Registry and Repository V8.0 E"PD

- _T=SNq#
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Z 7 B JOoO

qCzZ?p#=.0"ZdM.sv=DoOJbD.z#

9CTB4STiRk#=Jb`XDwb#

T?pJbxPJOoO

1Z IBM SOA Policy Gateway Pattern P?p#=1ITT#{JbxPJOoO#

?pZd,^(,S= DataPower

"TTBbv=8:

v li DataPower \m1C'M\kGqP':

– Z DataPower P,(}*AXFfe > \mC'J'i$fZKC'#

– liJ'GqfZ#

– liC'GqP(9C XML \mgf;}g,53\m1#

– DataPower \m1I\h*liC'zmhCPGqtCKKC'J';}g,y

>O$hC#

v li DataPower wz{Gq}7

v liGqtC DataPower XML \mgf#

v i4BfD SSL ,SJO=hTi$Z DomainZipFile.zip M DataPower h8O

}720$i#

T“`%O$”M'zO$DJOxPJOoO

"TTBbv=8:

v li}7D$iGqfZZ DomainZipFile.zip P#

v li XML \mgfKZODS\E*D~Gq_P|,4PyP$iDi$>$#

v liM'z+C\?MM'z+C$iD\kGq}7#

T~qwO$DJOxPJOoO

"TTBbv=8:

v l i 4 P y P $ i G q < f Z Z y 9 C D D o m i n Z i p F i l e . z i p D ~ D

yourDataPowerHostName ?<P#

v li SSL zmE*D~Gq_P|,$i4Dm]>$D4rS\E*D~#

TQfZrDmsxPJOoO

"TTBbv=8:

v Z DataPower XFfeO,r*&CLrr#lirGqQfZ#
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Ty>&CLrDKZX~msxPJOoO

g{3vy>~q;IC,G4lizrPDKZGqkd{rPD"ze;#

"TTBbv=8:

v G< DataPower,"P;Ay>r#;s,r*“XFfe”,%w“XML @p=”<

j#li XML @p=Gq<&Z“KP”4,#

v Qw HTTP 0K&mLr#li%v HTTP 0K&mLrGq&Z“KP”4,#

T4\,S= SCP xPJOoO

"TTBbv=8:

v li SCP wz{Gq}7#

v li SCP C'Gq}7#

v li SCP \kGq}7#

v (}a)DE"V/S IBM Workload Deployer r IBM PureApplication System 7

3PDZcbT SCP#

TS SCP lw DomainZipFile.zip D5rwT1'$~DJOxPJ
OoO

"TTBbv=8:

v li DomainZipFile.zip GqfZZ URI P#

v liU>JOPDD~GqfZZ DomainZipFile.zip D~PD}7;C#XpG,

7#yhD$i;Z}7?<P#

Ta}JOxPJOoO

a}}LPI\vV\`Jb,|(?pZd,S= Governance Master DJO#

"TTBbv=8:

v liN}:

– li Governance Master WSRRCELL DC'#

– li Governance Master WSRR Cell DC'\k#

– li WSRR Governance Master Cell Dwz{#

– li WSRR Governance Master Cell D CELL {F#

v li)p_$i;;:

– k*A Governance Master %*D Cell Default Trust Store,"7#fZKP17

3?p\mwr@"~qw"SOA Policy Gateway Basic Runtime r SOA Policy

Gateway Advanced Runtime D$in#

– *A?vKP173:SOA Policy Gateway Basic Runtime r SOA Policy Gate-

way Advanced Runtime,"li CellDefaultTruststore(kT ND 738})r

NodeDefaultTrustStore(kT WSRR @"~qw),T7# Governance Master D

?p\mwfZ$i#

– 9C`,\k<v%*PD LTPA \?,"li|GGq`,(}g,VZ})#

v 7#a}tTD~|,J1wzMKZD~qw?V,T0C'M\kE"#KE

"ITZ Governance Master D ServiceRegistry XF(PR=:

102 IBM SOA Policy Gateway Pattern



– *A GovernanceMasterDMgrHost r ServiceRegistry "P;AdC8S<#Z“Y

w”?V,R=a}"r*a}tTD~#TZ?V73,G( WSRR Zcr/:

P?v~qw<&P XML *X#g{fZzz/:rZc,G4?v<&fZ

server:port u?,mb,9&fZC'M\kE"#

v li~qf>M SOAP KcGq<fZG(MzzDV`#

– Z“~q"amXF(”P,!q“SOA `\”8S<#r*“~qf>”,;s!q“

V`”!n(#XktCG(Mzz#

T(FD CLI JOxPJOoO

"TTBbv=8:

v li DataPower rPms{"D1!U>#

v tC CLI wT"liG)U>GqZ CLI Dd{KP.0#

TIZ1' DataPower $ix<BD SSL JOxPJOoO

g{4Z DomainZipFile.zip D~Pa)kT DataPower $i?<D}7wz{,G

4Z DataPower wzOtC`%O$r~qwO$DivB,E>Lr|+^(,SA

WSRR ~qw#

T WSRR/DataPower ,SJbxPJOoO

g{Z Web Service zmP4= WSDL D4,* Down r Synchronizing,S4|D

* Okay,kliTBn:

1. li WSRR ~qw (WSRRSVR) DS\$iGqP'#

2. li DataPower GqhCK}7D DNS T6p WSRR ~qwr?p\mwDw

z{#

3. g{ DNS ;}7,Y1Dd(=(GC IP f; WSRR ~qw(eP URL ZD

wz{,Sx+C URL |D*1S8rC IP#

4. *A WSRR $)"4PV/,=:

a. i4 default.log,TKbk WSRR ~qw,S`XDms#

5. 7#yh$ik DataPower h8 XML \mSZ SSL zmE*D~DS\E*D

~m]>$PD$i%d#

?p5}PDJOoOJb

zITT?p5}PD#{JbxPJOoO#

^(,SA LDAP

*Ty>PD LDAP JOxPJOoO,k"TTBbv=8:

v Z DataPower XFfeJOoOP,7#zY&ZwT==#

v *A StoreAddLTPA,r*=bwj8E""tC=bw#

v KPM'zbT#

v i4=bwPDU>#iR LDAP s(JO{"#

v li LDAP wz{#

v li LDAP DN;}g,cn=root,dc=ibm.com#
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v li LDAP \k;}g,passw0rd#

v li LDAP KZGq* 389 R;2+#

v li ConsumerX"ConsumerA"ConsumerB Ddk\kGq<* passw0rd#7# LDIF

D~<kQG<}7D\k#

= LDAP ~qwr DataPower StoreWSP KZD,S'\

g{ DataPower U>T>= LDAP r StoreWSP xXD,Sms,"Rz}Z9Cw

zp{,G4zDrhCI\PJb;}g,xyz zfE>Lr|PTB;vN}Dj

<wz xyz.company.com {F:

v DataPower wz{

v LDAP wz{

"TTBbv=8:

1. Z DataPower \mXF(P,P;A1!r#

2. QwdC DNS hC#

3. %w“Qwr”!n(#

4. 7#zDr(}g company.com);ZPmP#g{Cr4ZPmP,k%wmS,

+dmS=PmP#

U/oOE"

zIT9CU>4oziRMbvJb#U>f"Zh8O"ISC'gfxPi

4,2IT+dBX=>XD~53#

}L

*U/oOE",kjITB=h:

1. i4ib5}:

a. %w5} > ib53#

b. S“ib535}”0ZD5}PmP!q5}#

2. TZ WSRR ibz:

a. Zibz?VP,9* WSRR ibz,;sliE>|?VPGqPNNms#

g{NNE>|fZms,k%wE>|{FTD remote_std_out.log M

remote_std_err.log U>4S#

b. G<= WSRR 5},;sli~qwms#

c. kN< WSRR JOoO8O:http://pic.dhe.ibm.com/infocenter/sr/v8r0/topic/

com.ibm.sr.doc/cwsr_troubleshootingandsupport.html

3. TZ DataPower:

a. lwI#=4(DrD default.log D~#

b. lw1!rD default.log D~#
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Z 8 B ,$M'V

zIT4P,$&\,}g,&Ct1^)#

+t1^)mS=?<

w*t1^)&CZib535}DY1^)M^)|#zITr*&CZib3q

D?<mSt1^)#

*<.0

zXkVdB(?<Z]mI(r_Pj{mI(D IBM Workload Deployer h8\

m1G+,E\4Pb)=h#

XZKNq

^)I IBM r3qa)_a),"RXkBX#S IBM Fix Central BXB^)#;

s,+^)OXA?<,xRI&CZyPJODib535}#

}L

jITB=hT+t1^)mSA?<#

1. S Fix Central iR"BXt1^)#

2. I!: z;NImS`vY1^)#*;NmS`v^),kS Fix Central BX

9uD~,"+|Gr|*%v9uD~#

3. SK%P!q?< > t1^)#

4. %ws`fePDmS<j#

5. dk*mSD^)D{F#z9IT!qmS*mSD^)Dhv#^)Z“t1

^)”0ZDs`fePT>,"R^)E"ZR`fePT>#

6. /@Af"^)D;C,;s%wOX#vZ2+-r,;\OX .zip"tgz M pak

D~#Red Hat RPM 2\'V#

7. n4PX^)DE"#zITZhC'CJ("a)OXT@6#9CJCZVN

8(*&CK^)Dib3q#

a{

t1^);Z?<P,"RI&CZib533q#

&Ct1^)

w*t1^)&CZib535}DY1^)M^)|#zIT+t1^)&CZi

b533q#

*<.0

Xk*zVdkTib535}DyPCJ(,r_Vd_Pj{mI(Dh8\m

G+,E\jIb)=h#XkkT*2Er&CD~qt/ib535}#XkH
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+t1^)mS=?<P,;sE\+C^)&CZib53#

XZKNq

mSBDt1^)1,zh*(eC^)JCDib3q#9CJOCZ4(ib5

35}Dib3qDyP^)49lwH~qks1JCD^)Pm#g{Q+3v

^)&CZib53,G4ITZz7G<PmP4=C^)"R|4|,ZIC^

)PmP#

}L

jITB=hT&CY1^)#

1. S“ib535}”0ZP!q*&C^)Dib535}#

2. %w:&C~q;<j#

3. I!: 2E~qks#1!ivB,+"4&C^)#*2EZTs&C,k%w

2E~q,"a)X*DE"#

4. %w!q~q6pr^)#

5. %w&Ct1^)Ti4"!q*&CD^)#t1^)&CZib535}PD

yPibz#ib535}D4,mw~qQ&CZib53#

6. lims# liTBD~T7#Z&Ct1^)D}L4"zNNms:

v Remote_std_out.log

v Remote_std_err.log

zITS“ib535}”0ZCJU>D~#
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Z 9 B Appendices

yw

>E"G*Z@za)Dz7M~q`4D#IBM I\Zd{zRrXx;a)>D5

PV[Dz7"~qr&\XT# PXz10yZxrDz7M~qDE",krz1

XD IBM zmI/#NNT IBM z7"Lrr~qD}C"GbZw>r5>;\

9C IBM z7"Lrr~q#;*;V8 IBM D*6z(,NN,H&\Dz7"

Lrr~q,<ITzf IBM z7"Lrr~q#+G,@@Mi$NNG IBM z

7"Lrr~q,+IC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({#a)>D5"4ZhC

'9Cb)({DNNmI#zITCif==+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.

PX+VZ(DBCS)E"DmIi/,kkzyZzRrXxD IBM *6z(?E*

5,rCif==+i/Dy:

IBM World Trade Asia Corporation

Licensing

2-31 Roppongi 3-chome, Minato-ku

Tokyo 106, Japan

>un;JC"zrNNbyDunk1X(I;;BDzRrXx:

International Business Machines Corporation“4V4”a)>vfo,;=PNNV`D

(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV("JzMJCZ

3VX(C>D#$#3)zRrXxZ3);WP;Jmb}w>r5,D#$#

rK>unI\;JCZz#

>vfoPI\|,<u=f;;<7DX=r!"ms# K&DE"+(Z|D;b

)|D+`k>JODBf>P#IBM ITf1T>JOPhvDz7M/rLrxPD

xM/r|D,x;mP(*#

>LrD;mI=g{*KbPXLrDE"To=gB?D:(i)JmZ@"4(

DLrMd{Lr(|(>Lr).dxPE";;,T0(ii)JmTQ-;;DE

"xP`%9C,kk IBM United Kingdom Laboratories *5,X7*:MP151, Hursley

Park, Winchester, Hampshire, England, SO21 2JN#;*qXJ1Du~Mun,|(3

)iNBD;(}?D6Q,<IqCb=fDE"#

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i"IBM

zJm~mI-irNN,H-iPDuna)#
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Lj

IBM"IBM UjM ibm.com G International Business Machine Corp., Z+rm`>(

xr"aDLjr"aLj# d{z7M~q{FI\G IBM rd{+>DLj#

Web ODf(MLjE"(www.ibm.com/legal/copytrade.shtml)a)K IBM LjDn

BPm#

+zDb{"MAIBM
zIT(}TB==r IBM "Mb{

kv9Cb)*5==4"mzTD5Db{#

g{zh*X(Dz[r~qozr_T IBM z7r53D&\P_eb{,kk

IBM zm*5#

zITr IBM "Mb{(}TB==:

v J~:

User Technologies Department (MP095)

IBM United Kingdom Laboratories

Hursley Park

WINCHESTER,

Hampshire

SO21 2JN

United Kingdom

v +f:

– d{zRrXx 44-1962-816151

– "z: 01962-816151

v gSJ~:

– idrcf@hursley.ibm.com

^[z9CDV=(,k7#|,BPE":

v b>iDjb#

v wb}CMjb(g{z*TX(wb"mb{D0)#

v zDU{M*5==,g{ck*;vp4#

8r

(}!qr IBM "M{",4mwzPOzD{"P|,DyPE"(|(4!}],

}gJb"b{"(ir`F}])+S*G#\E","PO,IBM XZK`E";

P#NNV`Deq"+ITIX"^^FX4F"9C"96CE"Mr{KV"

CE"#"R,IBM +ITIX+K`E"P|,DNN9k"En"(P<ur<I

CZNNC>,|(+;^Z*""FlMz[|,K`E"Dz7#
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