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Chapter 1. SOA Policy overview

Policy management plays a key role in governing policies in a structured and
consistent manner. Policies can be used to enable better governance in any
service-oriented environment. Service Orientated Architecture (SOA) practices help
businesses to identify and focus on the key services of the business. By adding
policies, we add points of control and agility for business and information
technology. The result is that SOA more consumable, improving time-to-value for
business users with reduced costs for their projects, and accelerates the adoption of
SOA solutions.

A policy is an independent element that can be applied to one or many resources,
including different services. The assignment of the policy and any associated
metadata, especially in a distributed environment, can take place at a variety of
enforcement points and decision points.

The SOA Policy architecture

The SOA Policy architecture describes the interaction of the Policy Authoring Point
(PAP), Policy Enforcement Point (PEP), Policy Decision Point (PDP), Policy
Information Point (PIP), and the Policy Monitoring Point (PMP). In this pattern, the
PAP is achieved using WSRR, and the PEP is achieved using WebSphere®

DataPower®.

The organization of the basic policy architecture and definition of those key points:

* Policy Authoring Point - Provides policy capabilities for authoring of a policy,
management and governance of the policy and its assignment to resources, and
administration of the policy results during runtime. Includes a repository to
store policies. In this pattern, this is achieved using WSRR.

* Policy Enforcement Point - A Policy Enforcement Point is a functional point that
runs on the middleware that:

— Enforces policies.

— Receives enforcement policy updates and makes them ready or translates
them for usage.

— Provides enforcement metrics to the Policy Monitoring Point.

— Provides enforcement policy results and analytics to the Policy Administration
Point and Policy Monitoring Points.

— Changes the places where policies are actually applied and enforced
depending on the lifecycle stage:
- During design time, the service registry and repository itself is the point of
enforcement.
- During run time, policies are typically enforced by the underlying
intermediary (middleware) system that connects service providers with
consumers.

In this pattern, this is achieved using WebSphere DataPower.

* Policy Decision Point - A Policy Decision Point evaluates participant requests
against relevant policies or contracts and attributes. It renders an authorization,
eligibility, or validation decision to provide calculated results.
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* Policy Information Point - A Policy Information Point provides external
information to the Policy Decision Point, such as LDAP attribute information or
the results from a database with information that must be evaluated to make a
policy decision.

* Policy Monitoring Point - A functional component that provides the detailed
policy monitoring function for the overall architecture; for example, the
overview of the policy in the distributed environment. This includes:

— Receiving monitoring policy updates and making them ready or translates
them for usage.

— Capturing the real time collection and statistics analysis for display.

— Correlating, analyzing, and visualizing the data fed in by the various real
time collectors, including Policy Enforcement Points.

— A management console that provides visibility into the management of the
distributed network of policy enforcement points, and the status of these
enforcements.

- Logging, aggregating measurements, and highlighting significant events as
specified by the monitoring policy.

— Providing monitoring policy analytics to the Policy Administration Point and
Policy Enforcement Points.

Note: Monitoring is not included in this pattern.

The consumer and provider both interact with the middleware, which in turn
interacts with the repository and any monitoring software.

How the SOA Policy architecture works together

The SOA Policy actionable pattern flow is shown in [Figure 1 on page 3|and
described below.
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Policies are authored and then attached to services that require that policy.
Typically this follows the following order:

a. The set of services are loaded or created in the service repository. This is a
part of the Policy Authoring Point.
b. The set of policies required are created in the Policy Authoring Point using
the policy lifecycle:
1) Policies are attached to the services that require those policies — at the
service, operation, or endpoint level as required.

Automated pub/sub of policies from the Policy Authoring Point to the Policy
Enforcement Points and the Policy Monitoring Point:

Note: Monitoring using ITCAM for SOA is not included in this pattern.
a. As a part of the setup, ITCAM for SOA subscribes to the monitoring policy
from WSRR. This occurs only once.

b. As a part of the setup, proxy gateways are created in each WebSphere Data
Power® appliance that has service transactions with policy enforcement.
This occurs only once, and is added or changed as required.

C. As a part of the setup, each proxy gateway in the appliance subscribes to
policies from WSRR for services that it is responsible for. This occurs only
once, and is added or changed as required.

d. As a part of the setup, WebSphere DataPower is configured so that policies
can be shared by other appliances in a cluster. This occurs only once, and is
added or changed as required.

e. ITCAM for SOA downloads the monitoring policies as they are published.

f. ITCAM for SOA converts the policies into the internal representation called
situation policies.

Chapter 1. SOA Policy overview 3



g. WebSphere DataPower downloads the WSDLs for services that it is
responsible for transacting.

h. WebSphere DataPower downloads the policies for services that it is
responsible for when notified by WSRR.

i. WebSphere DataPower converts the policies into internal WebSphere
DataPower representation in the form of SLM objects.

3. Monitoring of SOA policies with reporting and notification of operations:
a. Monitoring policies are active in the ITCAM for the SOA Situation Policy.

b. ITCAM for SOA receives monitoring information and places that
information in workspaces.

Note: Monitoring is not provided in this pattern.
4. Enforcement of SOA Policies:

a. Enforcement policies are active in the various WebSphere DataPower
appliances.

b. WebSphere DataPower receives service transactions and applies policies for
that consumer service and provider service.

5. The Policy Enforcement Point sends SOA Policy Enforcement statistics to the
Policy Monitoring Point.

Note: Monitoring is not included in this pattern.

6. The Policy Monitoring Point sends monitoring events to the Policy Authoring
Point:

a. Events are set up in the Policy Authoring Point that need to be monitored
from the Policy Monitoring Point. This occurs only once, and is added or
changed as required.

b. As situation policies evaluate to true, events are pushed to the Policy
Authoring Point from the Policy Monitoring Point.

Note: Monitoring is not included in this pattern.
7. Monitoring of alerts:

a. Situation policies run periodically and take operational action as specified in
the policy. The default is every 5 minutes.

The SOA Policy lifecycle

Mediation policies are governed using the SOA Policy lifecycle. This takes the
policy from being initially identified, through to being deployed in production,
and, finally, deprecated when it is no longer required.

For more information about the lifecycle transitions and states in the SOA Policy
lifecycle, see [BM® WebSphere Service Re ogistry and Repository Version 8.0|
[Information Center - SOA policy lifecycle

Policy standards

The web technical community groups, W3C and OASIS, have created standards to
service the requirement to define the policy applicable to Web services.

* WS-Policy: The Web Services Mediation Policy 1.0 domain defines a set of
policy assertions for describing mediation requirements for a service.
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* Web Services Policy 1.5 - Framework: Defines a framework and a model for
expressing policies that refer to domain-specific capabilities, requirements, and
general characteristics of entities in a Web services-based system.

Examples of specifications that define domain-specific policy assertions:
¢ WS-MediationPolicy

* WS-SecurityPolicy

* WS-ReliableMessaging and WS-ReliableMessagingPolicy

* WS-SecureConversation

* WS-Security

* WS-Transactions

e WS-Trust

For more information about WS-MediationPolicy, see [ftp:/ /public.dhe.ibm.com/ |
software /solutions /soa/pdfs/ WSMediationPolicy1.6-20120124.pdf|

The WS-Policy Data Model includes:

* Policy: An unordered collection of “policy alternatives”.

* Policy Alternative: A policy alternative is a collection of “policy assertions”.

* Policy Assertion: Represents an individual preference; for example, a
requirement or a capability.

* Policy Parameters: The opaque payload of a “policy assertion”.

* Policy Subject: An entity that a policy expression can be bound to. This is used
in a WS-PolicyAttachment document.

The following example, shows a security policy expression using
assertions defined in WS-Security and WS-SecurityPolicy:

(01) <wsp:Policy
xmIns:sp=http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702
xmIns:wsp=http://www.w3.0rg/ns/ws-policy
xmins:wsu=http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd
wsu:Id="SecureMessages"> <!-- policy expression -->

(02)  <wsp:ExactlyOne>

(03) <wsp:All> <!l-- policy alternative #1 -->

(04) <sp:SignedParts>; <!-- policy assertion -->

(05) <sp:Body> <!-- policy assertion parameter -->
(06) </sp:SignedParts>

(07) </wsp:All>

(08) <wsp:All> <!-- policy alternative #2 -->

(09) <sp:EncryptedParts> <!-- policy assertion -->

(10) <sp:Body/> <!-- policy assertion parameter -->
(11) </sp:EncryptedParts>

(12) </wsp:All>
(13)  </wsp:ExactlyOne>
(14) </wsp:Policy>

Lines (03-07) represent one policy alternative for signing a message body.
Lines (08-12) represent a second policy alternative for encrypting a message body.
Lines (02-13) show the Exact1yOne policy operator. Policy operators group policy assertions into policy alternatives. A

valid interpretation of the policy above would be that an invocation of a Web service will either sign or encrypt the

message body, but not both. ) ) ] ] ]
Figure 2. Usé of Web Services Policy with security policy assertions.

Chapter 1. SOA Policy overview 5


ftp://public.dhe.ibm.com/software/solutions/soa/pdfs/WSMediationPolicy1.6-20120124.pdf
ftp://public.dhe.ibm.com/software/solutions/soa/pdfs/WSMediationPolicy1.6-20120124.pdf

Figure 3[shows a policy definition.
<wap:Policy>

The {optional) Condition de fines the combinaton
of expressions that must resohe to True n order

<wamp:Condicion> / for the Action to be Bken
: For example:

Message traffic exoeeds specded thre shold

<wamp:Schedule> The (optiznal) Sehedule i used 1o defime date and
: - timee restrictions for Condition
- - Far example:
« /wamp : Schedul e Ewery Monday and Wednesdsy fom 5am D Spm
</wamp: Condition>
<wamp i ACtiony The.ﬂ.ctinnispmhmhed when the Condition
" o resolves to True.
: ) Forexample:
</wamp:hetion> Reject Message
/wampiRule>»
< /wapiPalicys
MNamespaces:

xmiins wsp="h Ep_fwww w3 orgn s'ws-policy’
xmiins wsmp=hitps fwarw . ibm comdns'w s-me diationpolicy”
Figure 3. Overview of Policy structure

Policy Attachment

The Policy Attachment Document role is to associate a set of WS-Policy policies
with a specific service attachment point for enforcement such as a Web Services
attachment point.

For example, the Web Services platforms can support attachment points based on:
¢ WSDL Element URI 1.1 elements
* WS-Addressing elements

The syntax is defined in the WS-Policy Attachment specification:

<wsp:PolicyAttachment>
<wsp:AppliesTo>

</wsp:AppliesTo>
<wsp:Policy>

</wsp:Policy>
</wsp:PolicyAttachment>

Figure 4. WS-PolicyAttachment specification

WSRR exposes REST interfaces to acquire the appropriate policy attachments in an
SLA model. Information on the Consumer-Provider pair to which the policy
applies is passed to the ESB in WS-PolicyAttachment format. The syntax is defined
in the WS-PolicyAttachment: Message Content Filters specification.
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The policy can be specified for a provider service only, for a specific
consumer-provider pair, or for Anonymous consumers. Anonymous consumers
provide a way of defining a default policy that only applies to consumers for
which no other policies apply.

In[Figure 4 on page 6| the domain-specific policy subject to which the policy
applies (the provider) is contained in the <wsp:AppliesTo> section followed by the
consumer-context filter to which the policy applies (consumer). Then, in the
<wsp:Policy> section, the policy or policies are declared or referenced.

Chapter 1. SOA Policy overview
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Chapter 2. Pattern overview

The IBM SOA Policy Gateway Pattern is set of virtual system patterns providing a
policy enforcement point and a policy administration point. The policy
administration point is provided by virtual system patterns that provision WSRR
in a multi-tier architecture, delivering a production and staging environment. The
policy enforcement point is provided by the WebSphere DataPower appliance in
which a domain is created during virtual system pattern deployment.

There are examples of policy in many, if not all Service Orientated Architecture
(SOA) environments. Service producers and consumers agree the capabilities,
performance, and characteristics of the service during the design phase. To do this,
you can use Service Level Definitions (SLDs) and Service Level Agreements (SLAs).
This pattern allows you to define policies for SLDs and SLAs in an efficiently
administered, defined, governed, and utilized way. Policy types used in this
pattern include the following:

* Mediation Policies -
— Rejection - Reject or throttle requests that arrive at a rate greater than defined.

- Logging - Create a log message with the policy enforcement point when a
service is called.

— Transformation.
— Validation - Validate the service call against the service definition.
— Routing - Based on the message, route to a specific endpoint.

* Security Policies: In the sample we demonstrate the means to enforce XACML
access control security policies. These are not governed within the policy
administration point at this time.

The IBM SOA Policy Gateway Pattern pattern contains the following virtual system
patterns:

* SOA Policy Gateway Basic Runtime Sample
¢ SOA Policy Gateway Governance Master

* SOA Policy Gateway Basic Runtime

* SOA Policy Gateway Advanced Runtime

The four virtual system patterns work together to provide a multi-stage services
governance environment. The IBM SOA Policy Gateway Pattern also provides the
capability to provision multiple DataPower domains configured to the governance
environment during the pattern deployment. Combined, the following deployment
topologies are provided:

* Standalone deployment

* Pilot deployment

* Full production deployment

For more information about SOA Policy, see [Chapter 1, “SOA Policy overview,” onl|

It is possible to manually configure the deployed virtual system pattern to include
monitoring with ITCAM for SOA Version 7. This provides the basic monitoring of
events and expands policy support to include monitoring policies. Monitoring
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policies allow event situations to be defined within the Policy Authoring Point
(PAP) and be attached to a service definition, allowing the monitor to act when the
event situation occurs.

Related concepts:

Chapter 1, “SOA Policy overview,” on page 1|

Policy management plays a key role in governing policies in a structured and
consistent manner. Policies can be used to enable better governance in any
service-oriented environment. Service Orientated Architecture (SOA) practices help
businesses to identify and focus on the key services of the business. By adding
policies, we add points of control and agility for business and information
technology. The result is that SOA more consumable, improving time-to-value for
business users with reduced costs for their projects, and accelerates the adoption of
SOA solutions.

|uSOA Policy Gateway Basic Runtimers

on page 21|

The SOA Policy Gateway Basic Runtime provides a simple means to provide a
runtime that can be used stand-alone or integrated with a deployed SOA Policy
Gateway Governance Master pattern. The SOA Policy Gateway Basic Runtime
pattern supports the deployment of a DataPower domain that is configured to
communicate with the WSRR runtime server provisioned within the pattern.

[“SOA Policy Gateway Basic Runtime Sample” on page 1§

The SOA Policy Gateway Basic Runtime Sample provisions a SOA Policy Gateway
Basic Runtime with a sample interface and application that demonstrates the
policies currently supported in this release.

[‘SOA Policy Gateway Governance Master” on page 20|

The SOA Policy Gateway Governance Master pattern provides a clustered
governance environment for authoring and managing services and policies. The
environment is provisioned with the WSRR default Governance Enablement Profile
configured. The default Governance Enablement Profile supports two promotion
targets, Staging and Production.

[‘SOA Policy Gateway Advanced Runtime” on page 23|
The SOA Policy Gateway Advanced Runtime includes more high availability
options and must be used with the SOA Policy Gateway Governance Master.

IBM SOA Policy Gateway Pattern



Chapter 3. Getting started with the IBM SOA Policy Gateway

Pattern

This pattern uses WebSphere DataPower to control messages using governed
polices and service definitions in WSRR. Review the topics in this section to
understand what is covered in this scenario, the reasons why a business might
want to follow the scenario, the user roles involved, and an overview of the
capability delivered with the product.

Before you begin

You can use the IBM IBM SOA Policy Gateway Pattern on IBM PureApplication
System or on the or IBM Workload Deployer appliance.

Procedure

To use the IBM SOA Policy Gateway Pattern, complete the following steps:

Download and install the IBM SOA Policy Gateway Pattern. For more
information about downloading the packages from Passport Advantage®, see
[“Downloading and installing the patterns” on page 12|

1.

ional: Configure user access. For more information, see|“Configuring use
Opt I: Conf F f t “Conf:

[access” on page 14/

Configure and deploy the pattern

a. Accept the imported virtual system image licenses for WSRR.

b. Accept all license agreements on the DB2® Enterprise.

c. Deploy the pattern:

1)

2)

Decide on the deployment topology. For more information, see [[BM]

WebSphere Service Registry and Repository Version 8.0 Informatio

Center - Deployment topologies|

If using a standalone deployment topology, deploy a single Basic
Runtime pattern without promotion configured.

For other topologies, first deploy the SOA Policy Gateway Governance
Master pattern. This provides a governance environment for services
and policies.

After the Governance Master pattern is successfully deployed, choose
the type of runtime environment that you need. For a testing or staging
environment, a Basic Runtime will typically suffice. For a production
environment, choose the Advanced Runtime environment. The runtimes
can be registered with the governance enablement profile promotion
configuration for Governance Master. Promotion options include
production, staging, or for no promotion for manual promotion
configuration.

For more information, see ['Deploying patterns” on page 61

d. Verify the deployment. See [“Verifying the deployment” on page 66

€. Secure the WSRR environment. For more information on planning and
configuring WSRR security, see the [BM WebSphere Service Registry and]
[Repository Version 8.0 Information Center|

f.

Configure the provisioned DataPower domain. For more information, see

[“Security management” on page 54/
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4. Use the deployed instance. For more information, see [Chapter 6, “Working with|
[the deployed instance,” on page 91

Downloading and installing the patterns

The IBM SOA Policy Gateway Pattern for use with IBM Workload Deployer
Version 3.1.0.2 or IBM PureApplication System is packaged for download from
Passport Advantage.

Before you begin

Ensure that there is 10 GB of space available for the CI9G9ML.tar.gz file and an
additional 10 - 14 GB for the extracted files.

The CI9GIML.tar.gz file must be downloaded to a system running Linux or
Microsoft Windows. Java' Runtime Environment (JRE) Version 6 must also be
installed prior to starting the pattern installation. You can download this version
for Linux from the following address: |http:/ /www.ibm.com/developerworks//|
iava/jdk/linux/download.html|

About this task

The IBM SOA Policy Gateway Pattern is packaged in the CI9GIML.tar.gz file. This
archive contains the open virtual archive (OVA) files, script package files, and
pattern definition files.

Procedure

To download the IBM SOA Policy Gateway Pattern images from Passport
Advantage, complete the following steps:

1. Access the Passport Advantage web site: [Passport Advantagel

2. Download the archive file containing the images, script packages, and patterns
to use. The file is named CI9GI9ML.tar.gz.

3. Open a terminal on Linux, or a command prompt window on Windows, and
navigate to the directory where the CI9GIML.tar.gz file was downloaded.

4. Extract the contents of the CI9GIML.tar.gz file to your local file system. On
Linux, the extract command is: On Linux, the extract command is:

tar xvzf CI9GIML.tar.gz

cd installer

On Windows, use additional archive extraction software to extract the contents
of CI9GIML.tar.gz.

5. Ensure that the following extracted files have execute permission on Linux
systems:

e chmod a+x installer/installer

e chmod a+x installer/deployer.cli/bin/deployer

* chmod a+x installer/deployer.cli/bin/3.1.0.2-20120531075842/deployer
6. Change to the installer directory:

7. To install the IBM SOA Policy Gateway Pattern into the Cloud appliance, run
the installer. The name of the command is installer.bat on Microsoft
Windows or installer on Linux. Enter the following command: installer -h
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<host> -u <username> -p <password> where <host> is the Cloud Appliance,
and username and password are the Cloud Administrator credentials. For
example:

./installer -h apiliwd.rchland.ibm.com -u cbadmin -p chadmin
8. When prompted, accept the IBM SOA Policy Gateway Pattern license.

a. On Microsoft Windows: after accepting the license agreement, if a new line
in the terminal displays >>>, type quit() and press the Enter key. Repeat
step 7.

9. The patterns are imported. As each pattern is installed, a message is displayed
in the installer to indicate it has been installed successfully. For example:

Importing pattern "SOA Policy Gateway 2.0.0.0 - Governance Master" ...
Import pattern "SOA Policy Gateway 2.0.0.0 - Governance Master" successfully.
Results

The patterns and scripts are loaded and the Virtual System patterns are created.

Note: If a virtual system pattern at the correct version used in the IBM SOA Policy
Gateway Pattern already exists in the catalog, it is not overwritten.

What to do next

Accept licenses in the IBM Workload Deployer appliance or in IBM
PureApplication System.

To validate the installation, see [“Verify the installed pattern.”|

Verify the installed pattern

You can verify the pattern is successfully installed, and accept any required
licenses to use the pattern.

Before you begin

Ensure that all steps from ['Downloading and installing the patterns” on page 12|
are completed.

About this task

After installing the pattern, you can verify the pattern installation. Before any
virtual image can be used, you must accept the required license for it.

Procedure

To verify the installation of the IBM SOA Policy Gateway Pattern, complete the
following steps:

1. Log in to the IPAS console or the IWD console on the host where the pattern
was installed.

2. Verify the Virtual Images by navigating to Catalog -> Virtual Images and
locate: DB2 9.7.5.0 and WebSphere Service Registry and Repository 8.0.0.1. If a
license is not accepted, the image icon will contain a red box with a cross.

a. To accept a license, click the image to view its details. The current status is
displayed. Click accept for the License Agreement, and then click any of the

Chapter 3. Getting started with the IBM SOA Policy Gateway Pattern 13



licenses which must be accepted before the virtual image can be used. The
current status will display Read-only and the License agreement will
display Accepted when complete.

3. Navigate to Catalog -> Script Packages, and locate:
* SOA Policy Gateway 2.0.0.0 - DataPower Domain
¢ SOA Policy Gateway 2.0.0.0 - Promotion
* SOA Policy Gateway 2.0.0.0 - Sample
* SOA Policy Gateway 2.0.0.0 - Security

These script packages are all present in a successful installation.
4. Navigate to Patterns -> Virtual Systems, and locate:

* SOA Policy Gateway 2.0.0.0 - Advanced Runtime

* SOA Policy Gateway 2.0.0.0 - Basic Runtime

¢ SOA Policy Gateway 2.0.0.0 - Basic Runtime Sample

* SOA Policy Gateway 2.0.0.0 - Governance Master

These patterns are all present in a successful installation.
Results
You have verified the installation of the IBM SOA Policy Gateway Pattern.

What to do next

If you have a successful installation, you can go on to: [Chapter 5, “Working with|
fthe IBM SOA Policy Gateway Pattern,” on page 51.]If your install was not
successful, repeat step 7 onwards of the topid“Downloading and installing the]
fpatterns” on page 12

Configuring user access

14

To enable users to access the images and patterns on the appliance, the appliance
administrator must first allow the user access. You can either create the users first
and add the users to the group or create the group first and then create the users
and add them to the group.

About this task

Administrative users, usually the appliance administrator, can add other users to
access and administer the patterns.

Procedure

To configure user access, complete the following steps:
1. Choose one of the following options to configure users and, optionally, user
groups:
e Add and configure a user from the Users window of the interface.
a. From the menu click System > Users.
b. Click the Add icon.

c. Provide a short user name as well as the user’s actual name, email
address, and passwords and click OK.

d. Select the user you added in the Users panel to configure access.
Configure the access and actions of the user you selected.
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e. Add the user to one or more user groups in the User groups field.
¢ Create a user group.

a. From the menu click System > User Groups.

b. Click the Add icon. Provide a name and description for the group.

c. Select the group you added in the User Groups panel to configure the
access.

d. Add members in the Group members field and supply the permissions
to apply to the group.

2. Optional: If you have already added the virtual images, provide access for the
users or group to the virtual images. From the menu, click Catalog > Virtual
images to open the Virtual Images window. Select a IBM SOA Policy Gateway
Pattern virtual image from the left panel and then add the users or group in
the right panel.

What to do next

If you have not yet added the virtual images, add those and then provide the users
or group access to them.

Related information:

[ [[BM PureApplication System: Managing users and groups|

[ [[BM Workload Deployer: Managing users and groups|
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Chapter 4. Patterns, parts, and script packages

The IBM SOA Policy Gateway Pattern parts are the functional components of the
pattern. Each part represents a single virtual machine. A pattern provides a
topology definition for repeatable deployment that can be shared.

Patterns describe the function provided by each virtual machine in a virtual
system. Each function is identified as a part in the pattern. Patterns take on the
characteristics of their associated parts. For example, when a WSRR part is put into
a pattern, which is then deployed, the result is a virtual machine that has a
running WSRR instance.

Parts

Parts describe the components that are configured on a virtual machine. Each part
has a set of properties (parameters) that are used during deployment to help
define the overall configuration of the virtual system. When you load the IBM SOA
Policy Gateway Pattern images onto IBM Workload Deployer, the parts are
included.

Patterns

The IBM SOA Policy Gateway Pattern pattern contains four patterns:

¢ SOA Policy Gateway Basic Runtime

* SOA Policy Gateway Basic Runtime Sample

* SOA Policy Gateway Advanced Runtime

¢ SOA Policy Gateway Governance Master

For detailed information about using the IBM Workload Deployer to access

existing patterns or create custom pattern, see |http:/ /publib.boulder.ibm.com /|
finfocenter /worlodep /v3r0m0/topic/com.ibm.worlodep.doc/welcome.html|

Patterns

When the virtual images have been loaded into IBM Workload Deployer or IBM
PureApplication System, and the proper access has been assigned to the users,
users can begin to work with the patterns of the images.

Patterns provide a repeatable topology that can be deployed to a cloud. Deployed
patterns are virtual systems running in the cloud. Patterns, whether predefined or
created, contain parts. Some parts are required for the pattern to function when
deployed to the cloud as a virtual system.

SOA Policy Gateway Basic Runtime

The SOA Policy Gateway Basic Runtime contains the following required parts:
* DB2 Enterprise
¢ WSRR Standalone server
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SOA Policy Gateway Basic Runtime Sample

The SOA Policy Gateway Basic Runtime Sample contains the following required
parts:

* DB2 Enterprise
¢ WSRR Standalone server

SOA Policy Gateway Advanced Runtime

The SOA Policy Gateway Advanced Runtime contains the following required parts:
* WSRR Deployment manager

* DB2 Enterprise HADR Primary

* DB2 Enterprise HADR Standby

* WSRR Custom Node

SOA Policy Gateway Governance Master

The SOA Policy Gateway Governance Master contains the following required parts:
* WSRR Deployment manager

* DB2 Enterprise HADR Primary

* DB2 Enterprise HADR Standby

* WSRR Custom Node

SOA Policy Gateway Basic Runtime Sample

The SOA Policy Gateway Basic Runtime Sample provisions a SOA Policy Gateway
Basic Runtime with a sample interface and application that demonstrates the
policies currently supported in this release.

The SOA Policy Gateway Basic Runtime Sample pattern requires the following
parts:

* WSRR Standalone server
* DB2 Enterprise

The SOA Policy Gateway Basic Runtime Sample pattern installs a sample
application in the deployed environment. It installs a sample domain within
DataPower that implements a sample service, installs sample WSDL and attached
policies in WSRR for the service, and provides a test application to demonstrate
the enforced policies. For more information about the sample application, see
lsample application” on page 69/ It installs a sample domain within DataPower,
installs sample WSDL and Policies in WSRR, and demonstrates multiple policies
against a service.
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Table 1. Policies included in the Basic Runtime with Sample pattern

Policy type

Description

Logging Based on a requests context ID, logs the request in
DataPower.

Routing Based on a requests context ID, routes the request to a
specified endpoint.

Validation Validates the request against the service implementations
WSDL.

Rejection Controls requests to a service based on the message
count with actions: reject, queue, and others.

Security AAA Control access to the service using XACML-based user

authorization. The XACML is not stored in WSRR.

Security Redaction

Redacts parts of the response message based on XACML.
The XACML is not stored in WSRR.

Scripts and advanced options

The SOA Policy Gateway Basic Runtime pattern requires the following scripts.

On the WSRR Standalone server part:
* SOA Policy Gateway 2.0.0.0 - Sample

View the part and script parameters:

+ [“DB2 Enterprise part configuration parameters for the SOA Policy Gateway]

Basic Runtime Sample pattern” on page 27

+ |“WSRR Standalone server part configuration parameters for the SOA Policy]

Gateway Basic Runtime Sample pattern” on page 34|

* [“SOA Policy Gateway 2.0.0.0 - Sample script configuration parameters for the

SOA Policy Gateway Basic Runtime Sample pattern” on page 44|

Related concepts:

[“DB2 Enterprise part” on page 25

The DB2 Enterprise part provides some configuration options.
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[“'WSRR Standalone server part” on page 33
The WSRR Standalone server part provides some configuration options.

[“Script: SOA Policy Gateway 2.0.0.0 - Sample” on page 43|
The Sample script configures the sample application parameters for use with the
SOA Policy Gateway Basic Runtime Sample pattern.

[“The sample application” on page 69|
The sample application is a configurable DataPower Domain and a set of WSRR
Artifacts that can be used to demonstrate the capabilities of the pattern.

SOA Policy Gateway Governance Master

The SOA Policy Gateway Governance Master pattern provides a clustered
governance environment for authoring and managing services and policies. The
environment is provisioned with the WSRR default Governance Enablement Profile
configured. The default Governance Enablement Profile supports two promotion
targets, Staging and Production.

The SOA Policy Gateway Governance Master pattern requires the following parts:
* DB2 HADR Primary

e DB2 HADR Standby

* WSRR Deployment manager

* WSRR Custom nodes

Note: The Governance Master pattern must be deployed before the runtime
patterns are deployed. Parameters used to configure the Governance Master
pattern are used by the runtime patterns to configure itself with the Governance
Master. Only the SOA Policy Gateway Basic Runtime pattern or SOA Policy
Gateway Advanced Runtime can be configured into the Governance Master.
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Scripts and advanced options

The SOA Policy Gateway Governance Master pattern requires the following scripts:
* SOA Policy Gateway 2.0.0.0 - Security

* SOA Policy Gateway 2.0.0.0 - Promotion

* SOA Policy Gateway 2.0.0.0 - DataPower Domain

View the part and script parameters:
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* |"DB2 Enterprise HADR Primary part configuration parameters for the SOA
Policy Gateway Governance Master pattern” on page 30

* |“DB2 Enterprise HADR Standby part configuration parameters for the SOA|
Policy Gateway Governance Master pattern” on page 32

* |“WSRR Deployment manager part configuration parameters for the SOA Policyl
Gateway Governance Master pattern” on page 3

* |“WSRR Custom nodes part configuration parameters for the SOA Policyl
Gateway Governance Master pattern” on page 39

Using the Governance pattern as a governance master

The SOA Policy Gateway Governance Master pattern is deployed with the default
WSRR Governance Enablement Profile which includes two promotion stages,
Staging and Production. For more information about the Governance Enablement
Profile in WSRR, see [[BM WebSphere Service Registry and Repository Version 8.0|
[Information Center - Governance Enablement Profild The SOA Policy Gateway
Basic Runtime and SOA Policy Gateway Advanced Runtime patterns can be
deployed into this integration as promotion targets. For more information about
how to configure this, see [“Scenario: Adding an additional runtime to the pattern”]
Related concepts:
[“DB2 Enterprise HADR Primary part” on page 28|

The DB2 Enterprise HADR Primary part provides some configuration options.

[‘DB2 Enterprise HADR Standby part” on page 30|
The DB2 Enterprise HADR Standby part provides some configuration options.

[“WSRR Deployment manager part” on page 35|
The WSRR Deployment manager part provides some configuration options.

[“WSRR Custom nodes part” on page 37|
The WSRR Custom nodes part provides some configuration options.

Related information:

ebSphere Service Registry and Repository Version 8.0 Information
[# [[BM WebSphere Service Regi d R i Version 8.0 Inf i
[Center - Governance Enablement Profile|

SOA Policy Gateway Basic Runtime

The SOA Policy Gateway Basic Runtime provides a simple means to provide a
runtime that can be used stand-alone or integrated with a deployed SOA Policy
Gateway Governance Master pattern. The SOA Policy Gateway Basic Runtime
pattern supports the deployment of a DataPower domain that is configured to
communicate with the WSRR runtime server provisioned within the pattern.

The SOA Policy Gateway Basic Runtime pattern requires the following parts:
* WSRR Standalone server
* DB2 Enterprise
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Scripts and advanced options
The SOA Policy Gateway Basic Runtime pattern requires the following scripts.

On the WSRR Standalone server part:

* SOA Policy Gateway 2.0.0.0 - Security

* SOA Policy Gateway 2.0.0.0 - Promotion

* SOA Policy Gateway 2.0.0.0 - DataPower Domain

View the part and script parameters:

* |“WSRR Standalone server part configuration parameters for the SOA Policyl
Gateway Basic Runtime pattern” on page 33|

* [“DB2 Enterprise part configuration parameters for the SOA Policy Gateway]|
Basic Runtime pattern” on page 2§

* ["SOA Policy Gateway 2.0.0.0 - Security script configuration parameters for theI
SOA Policy Gateway Basic Runtime pattern” on page 47]

+ [“SOA Policy Gateway 2.0.0.0 - Promotion script configuration parameters for the|
SOA Policy Gateway Basic Runtime pattern” on page 42|

* [“SOA Policy Gateway 2.0.0.0 - DataPower Domain script configuration|
parameters for the SOA Policy Gateway Basic Runtime pattern” on page 40|

Promoting the SOA Policy Gateway Basic Runtime into a
Governance Runtime

When a Basic Runtime pattern is configured with a Governance Master Pattern the
following occurs:

* Cross-cell security is configured

* The promotion.xml file on the Governance Master is updated with the
deployment data for the Basic Runtime deployment.

To configure promotion, you must choose one of the following stage options:
* production

¢ staging

* other or Unset

IBM SOA Policy Gateway Pattern



These options align with the levels provided by the Governance Enablement
Profile in WSRR. If the governance profile differs, “other” is chosen when
governance masters governance profile is changed. For more information about the
Governance Enablement Profile in WSRR, see [[BM WebSphere Service Registry and|
[Repository Version 8.0 Information Center - Governance Enablement Profilel

Related concepts:

[“The sample application” on page 69|
The sample application is a configurable DataPower Domain and a set of WSRR
Artifacts that can be used to demonstrate the capabilities of the pattern.

[“DB2 Enterprise part” on page 25
The DB2 Enterprise part provides some configuration options.

[“WSRR Standalone server part” on page 33
The WSRR Standalone server part provides some configuration options.

[“Script: SOA Policy Gateway 2.0.0.0 - Security” on page 46|

The Security script copies security information, contained in a ZIP file, required for
communicating with a DataPower appliance onto the Dmgr or WSRR machine
from an external file server that supports Linux secure copy program (SCP).

[“Script: SOA Policy Gateway 2.0.0.0 - Promotion” on page 41|

The Promotion script enables a SOA Policy Gateway Basic Runtime or SOA Policy
Gateway Advanced Runtime pattern to be integrated with a pre-deployed SOA
Policy Gateway Governance Master pattern. It establishes cross-cell security
between the Runtime and the Governance pattern, whilst optionally configuring
WSRR promotion into the governance master.

[“Script: SOA Policy Gateway 2.0.0.0 - DataPower Domain” on page 40|

The DataPower Domain script provisions the DataPower domain during
deployment. The script configures the connection between a single DataPower
domain and the WSRR runtime. A separate DataPower Domain script is required
for each DataPower domain that is connected to the WSRR runtime.

SOA Policy Gateway Advanced Runtime

The SOA Policy Gateway Advanced Runtime includes more high availability
options and must be used with the SOA Policy Gateway Governance Master.

TheSOA Policy Gateway Advanced Runtime pattern requires the following parts:
* DB2 HADR Primary

* DB2 HADR Standby

* WSRR Deployment manager

¢ WSRR Custom nodes
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Scripts and advanced options

The SOA Policy Gateway Governance Master pattern requires the following scripts
on the WSRR Deployment manager part:

SOA Policy Gateway 2.0.0.0 - Security
SOA Policy Gateway 2.0.0.0 - Promotion
SOA Policy Gateway 2.0.0.0 - DataPower Domain (one per DataPower domain)

View the part and script parameters:

“DB2 Enterprise HADR Primary part configuration parameters for the SOA|

Policy Gateway Advanced Runtime pattern” on page 29

“DB2 Enterprise HADR Standby part configuration parameters for the SOA|

Policy Gateway Advanced Runtime pattern” on page 31|

“WSRR Deployment manager part configuration parameters for the SOA Policy|

Gateway Advanced Runtime pattern” on page 35

“WSRR Custom nodes part configuration parameters for the SOA Policy|

Gateway Advanced Runtime pattern” on page 3§|

“SOA Policy Gateway 2.0.0.0 - Security script configuration parameters for the

SOA Policy Gateway Advanced Runtime pattern” on page 48|

“SOA Policy Gateway 2.0.0.0 - Promotion script configuration parameters for the|

SOA Policy Gateway Advanced Runtime pattern” on page 42|

“SOA Policy Gateway 2.0.0.0 - DataPower Domain script configuration|

parameters for the SOA Policy Gateway Advanced Runtime pattern” on page 41
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Promoting the SOA Policy Gateway Advanced Runtime into a
Governance Runtime

When an Advanced Runtime pattern is configured with a Governance Master
Pattern the following occurs:

* Cross-cell security is configured

¢ The promotion.xml file on the Governance Master is updated with the data from
the Advanced Runtime deployment.

To configure promotion, you must choose one of the following stage options:
* production

* staging

* other or “Unset”

These options align with the levels provided by the Governance Enablement
Profile in WSRR. If the governance profile on the Governance Master has been
altered, use “other” as the promotion level. For more information about the
Governance Enablement Profile in WSRR, see [[BM WebSphere Service Registry and)
[Repository Version 8.0 Information Center - Governance Enablement Profile

Related concepts:

[“DB2 Enterprise HADR Primary part” on page 28|
The DB2 Enterprise HADR Primary part provides some configuration options.

[‘DB2 Enterprise HADR Standby part” on page 30|
The DB2 Enterprise HADR Standby part provides some configuration options.

[“WSRR Deployment manager part” on page 35|

The WSRR Deployment manager part provides some configuration options.
[“WSRR Custom nodes part” on page 37|

The WSRR Custom nodes part provides some configuration options.

[“Script: SOA Policy Gateway 2.0.0.0 - Security” on page 46|

The Security script copies security information, contained in a ZIP file, required for
communicating with a DataPower appliance onto the Dmgr or WSRR machine
from an external file server that supports Linux secure copy program (SCP).

[‘Script: SOA Policy Gateway 2.0.0.0 - Promotion” on page 41|

The Promotion script enables a SOA Policy Gateway Basic Runtime or SOA Policy
Gateway Advanced Runtime pattern to be integrated with a pre-deployed SOA
Policy Gateway Governance Master pattern. It establishes cross-cell security
between the Runtime and the Governance pattern, whilst optionally configuring
WSRR promotion into the governance master.

|”Script: SOA Policy Gateway 2.0.0.0 - DataPower Domain” on page 40|

The DataPower Domain script provisions the DataPower domain during
deployment. The script configures the connection between a single DataPower
domain and the WSRR runtime. A separate DataPower Domain script is required
for each DataPower domain that is connected to the WSRR runtime.

Parts

The following parts comprise the IBM SOA Policy Gateway Pattern.

DB2 Enterprise part

The DB2 Enterprise part provides some configuration options.
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Table 2. Configurable parameters

The configurable parameters of the DB2 Enterprise 9.7.5 virtual system image are
described in the following table:

Parameter name

Description

Virtual CPUs

The number of virtual processors allocated for the virtual
machine represented by this part.

Memory size (MB)

The amount of memory allocated to this virtual machine,
in megabytes.

Password (db2inst1)

The password for the user ID db2instl of the operating
system. This user ID is used as the install owner of the
DB2 instance and as the owner of the databases and
schemas.

Verify password

Verifies the db2instl password.

Password (db2fencl)

The password for the user ID used to run user-defined
functions (UDFs) and stored procedures outside the
address space used by the DB2 database. The fenced user
is a user under which some stored procedures ("fenced"
stored procedures) can run with reduced operating
system authority. This can help prevent fenced stored
procedures from overwriting instance files because the
operating system will prevent it.

Verify password

Verifies the db2fencl password.

Password (dasusrl)

The user ID for the DB2 administration server user that
is used to run the DB2 administration server on your
system. The default user is dasusrl and the default
group is dasadml. This user ID is also used by the DB2
GUI tools to perform administration tasks against the
local server database instances and databases.

Verify password

Verifies the dasusrl password.

Password (root)

The password for the root user ID. This is the password
for the operating system of the virtual machine
represented by this part in the pattern.

Verify password

Verifies the root password.

Password (virtuser)

The password for the virtuser user ID of the operating
system. This user ID is used as a non-root user ID for the
virtual machine.

Verify password

Verifies the virtuser password.

Other parameters are inherited from the base virtual system pattern and are
locked.

DB2 Enterprise part configuration parameters for the SOA Policy
Gateway Basic Runtime pattern

Required parameters without a default value must be configured before the pattern
can be deployed.

Table 3. Configurable parameters

Parameter name | Required |Default value |Description

Virtual CPUs Yes 1 The number of virtual processors allocated for the virtual machine
represented by this part.

Memory size Yes 2048 The amount of memory allocated to this virtual machine, in

(MB) megabytes.
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Table 3. Configurable parameters (continued)

Parameter name | Required |Default value |Description

Password Yes The password for the user ID db2instl of the operating system.

(db2inst1) This user ID is used as the install owner of the DB2 instance and
as the owner of the databases and schemas.

Verify password | Yes Verifies the db2instl password.

Password Yes The password for the user ID used to run user-defined functions

(db2fencl) (UDFs) and stored procedures outside the address space used by
the DB2 database. The fenced user is a user under which some
stored procedures ("fenced" stored procedures) can run with
reduced operating system authority. This can help prevent fenced
stored procedures from overwriting instance files because the
operating system will prevent it.

Verify password | Yes Verifies the db2fencl password.

Password Yes The user ID for the DB2 administration server user that is used to

(dasusrl) run the DB2 administration server on your system. The default
user is dasusrl and the default group is dasadm1. This user ID is
also used by the DB2 GUI tools to perform administration tasks
against the local server database instances and databases.

Verify password | Yes Verifies the dasusrl password.

Password (root) | Yes The password for the root user ID. This is the password for the
operating system of the virtual machine represented by this part in
the pattern.

Verify password | Yes Verifies the root password.

Password Yes The password for the virtuser user ID of the operating system.

(virtuser) This user ID is used as a non-root user ID for the virtual machine.

Verify password | Yes Verifies the virtuser password.

DB2 Enterprise part configuration parameters for the SOA Policy
Gateway Basic Runtime Sample pattern

In the SOA Policy Gateway Basic Runtime Sample, default values are
pre-configured for all parameters.

Table 4. Configured parameters

Parameter name |Required |Default value Description

Virtual CPUs Yes 1 The number of virtual processors allocated for the virtual machine
represented by this part.

Memory size Yes 2048 The amount of memory allocated to this virtual machine, in

(MB) megabytes.

Password Yes password The password for the user ID db2instl of the operating system.

(db2inst1) This user ID is used as the install owner of the DB2 instance and
as the owner of the databases and schemas.

Verify password | Yes password Verifies the db2instl password.

Password Yes password The password for the user ID used to run user-defined functions

(db2fencl) (UDFs) and stored procedures outside the address space used by
the DB2 database. The fenced user is a user under which some
stored procedures ("fenced" stored procedures) can run with
reduced operating system authority. This can help prevent fenced
stored procedures from overwriting instance files because the
operating system will prevent it.

Verify password | Yes password Verifies the db2fencl password.
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Table 4. Configured parameters (continued)

Parameter name | Required |Default value Description

Password Yes password The user ID for the DB2 administration server user that is used to

(dasusrl) run the DB2 administration server on your system. The default
user is dasusrl and the default group is dasadm1. This user ID is
also used by the DB2 GUI tools to perform administration tasks
against the local server database instances and databases.

Verify password | Yes password Verifies the dasusrl password.

Password (root) |Yes password The password for the root user ID. This is the password for the
operating system of the virtual machine represented by this part in
the pattern.

Verify password | Yes password Verifies the root password.

Password Yes password The password for the virtuser user ID of the operating system.

(virtuser) This user ID is used as a non-root user ID for the virtual machine.

Verify password | Yes password Verifies the virtuser password.

DB2 Enterprise HADR Primary part

The DB2 Enterprise HADR Primary part provides some configuration options.

The configurable parameters of the DB2 Enterprise HADR Primary part are
described in the following table:

Table 5. Configurable parameters

Parameter

name Description

Virtual The number of virtual processors allocated for the virtual machine represented by this part.

CPUs

Memory The amount of memory allocated to this virtual machine, in megabytes.

size (MB)

Password | The password for the user ID db2instl of the operating system. This user ID is used as the install

(db2instl) |owner of the DB2 instance and as the owner of the databases and schemas.

Verify Verifies the db2instl password.

password

Password | The password for the user ID used to run user-defined functions (UDFs) and stored procedures

(db2fencl) |outside the address space used by the DB2 database. The fenced user is a user under which some
stored procedures ("fenced" stored procedures) can run with reduced operating system authority. This
can help prevent fenced stored procedures from overwriting instance files because the operating
system will prevent it.

Verify Verifies the db2fencl password.

password

Password | The password for the user ID for the DB2 administration server user that is used to run the DB2

(dasusrl) administration server on your system. The default user is dasusrl and the default group is dasadml.
This user ID is also used by the DB2 GUI tools to perform administration tasks against the local server
database instances and databases.

Verify Verifies the dasusrl password.

password

Password | The password for the root user ID. This is the password for the operating system of the virtual

(root) machine represented by this part in the pattern.

Verify Verifies the root password.

password
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Table 5. Configurable parameters (continued)

Parameter

name Description

Password | The password for the virtuser user ID of the operating system. This user ID is used as a non-root user
(virtuser) ID for the virtual machine.

Verify Verifies the virtuser password.

password

Other parameters are inherited from the base virtual system pattern and are
locked.

DB2 Enterprise HADR Primary part configuration parameters for
the SOA Policy Gateway Advanced Runtime pattern

Required parameters without a default value must be configured before the pattern
can be deployed.

Table 6. Configurable parameters

Parameter name | Required |Default value |Description

Virtual CPUs Yes 1 The number of virtual processors allocated for the virtual machine
represented by this part.

Memory size Yes 2048 The amount of memory allocated to this virtual machine, in

(MB) megabytes.

Password Yes The password for the user ID db2instl of the operating system.

(db2inst1) This user ID is used as the install owner of the DB2 instance and
as the owner of the databases and schemas.

Verify password | Yes Verifies the db2inst1 password.

Password Yes The password for the user ID used to run user-defined functions

(db2fencl) (UDFs) and stored procedures outside the address space used by
the DB2 database. The fenced user is a user under which some
stored procedures ("fenced" stored procedures) can run with
reduced operating system authority. This can help prevent fenced
stored procedures from overwriting instance files because the
operating system will prevent it.

Verify password | Yes Verifies the db2fencl password.

Password Yes The password for the user ID for the DB2 administration server

(dasusrl) user that is used to run the DB2 administration server on your
system. The default user is dasusrl and the default group is
dasadm1. This user ID is also used by the DB2 GUI tools to
perform administration tasks against the local server database
instances and databases.

Verify password | Yes Verifies the dasusrl password.

Password (root) |Yes The password for the root user ID. This is the password for the
operating system of the virtual machine represented by this part in
the pattern.

Verify password | Yes Verifies the root password.

Password Yes The password for the virtuser user ID of the operating system.

(virtuser) This user ID is used as a non-root user ID for the virtual machine.

Verify password | Yes Verifies the virtuser password.
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DB2 Enterprise HADR Primary part configuration parameters for
the SOA Policy Gateway Governance Master pattern

Required parameters without a default value must be configured before the pattern
can be deployed.

Table 7. Configurable parameters

Parameter name | Required |Default value |Description

Virtual CPUs Yes 1 The number of virtual processors allocated for the virtual machine
represented by this part.

Memory size Yes 2048 The amount of memory allocated to this virtual machine, in

(MB) megabytes.

Password Yes The password for the user ID db2inst1 of the operating system.

(db2inst1) This user ID is used as the install owner of the DB2 instance and
as the owner of the databases and schemas.

Verify password | Yes Verifies the db2instl password.

Password Yes The password for the user ID used to run user-defined functions

(db2fencl) (UDFs) and stored procedures outside the address space used by
the DB2 database. The fenced user is a user under which some
stored procedures ("fenced" stored procedures) can run with
reduced operating system authority. This can help prevent fenced
stored procedures from overwriting instance files because the
operating system will prevent it.

Verify password | Yes Verifies the db2fencl password.

Password Yes The password for the user ID for the DB2 administration server

(dasusrl) user that is used to run the DB2 administration server on your
system. The default user is dasusrl and the default group is
dasadm1. This user ID is also used by the DB2 GUI tools to
perform administration tasks against the local server database
instances and databases.

Verify password | Yes Verifies the dasusrl password.

Password (root) | Yes The password for the root user ID. This is the password for the
operating system of the virtual machine represented by this part in
the pattern.

Verify password | Yes Verifies the root password.

Password Yes The password for the virtuser user ID of the operating system.

(virtuser) This user ID is used as a non-root user ID for the virtual machine.

Verify password | Yes Verifies the virtuser password.

DB2 Enterprise HADR Standby part
The DB2 Enterprise HADR Standby part provides some configuration options.

Table 8. Configurable parameters

Parameter name

Description

Virtual CPUs

The number of virtual processors allocated for the virtual
machine represented by this part.

Memory size (MB)

The amount of memory allocated to this virtual machine,
in megabytes.

Password (db2inst1)

The password for the user ID db2instl of the operating
system. This user ID is used as the install owner of the
DB2 instance and as the owner of the databases and
schemas.
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Table 8. Configurable parameters (continued)

Parameter name

Description

Verify password

Verifies the db2instl password.

Password (db2fencl)

The password for the user ID used to run user-defined
functions (UDFs) and stored procedures outside the
address space used by the DB2 database. The fenced user
is a user under which some stored procedures ("fenced"
stored procedures) can run with reduced operating
system authority. This can help prevent fenced stored
procedures from overwriting instance files because the
operating system will prevent it.

Verify password

Verifies the db2fencl password.

Password (dasusrl)

The password for the user ID for the DB2 administration
server user that is used to run the DB2 administration
server on your system. The default user is dasusrl and
the default group is dasadm1. This user ID is also used
by the DB2 GUI tools to perform administration tasks
against the local server database instances and databases.

Verify password

Verifies the dasusrl password.

Password (root)

The password for the root user ID. This is the password
for the operating system of the virtual machine
represented by this part in the pattern.

Verify password

Verifies the root password.

Password (virtuser)

The password for the virtuser user ID of the operating
system. This user ID is used as a non-root user ID for the
virtual machine.

Verify password

Verifies the virtuser password.

Other parameters are inherited from the base virtual system pattern and are

locked.

DB2 Enterprise HADR Standby part configuration parameters for
the SOA Policy Gateway Advanced Runtime pattern

Required parameters without a default value must be configured before the pattern

can be deployed.

Table 9. Configurable parameters

Parameter name | Required

Default value

Description

Virtual CPUs Yes 1 The number of virtual processors allocated for the virtual machine
represented by this part.

Memory size Yes 2048 The amount of memory allocated to this virtual machine, in

(MB) megabytes.

Password Yes The password for the user ID db2instl of the operating system.

(db2inst1) This user ID is used as the install owner of the DB2 instance and

as the owner of the databases and schemas.

Verify password | Yes

Verifies the db2instl password.
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Table 9. Configurable parameters (continued)

Parameter name | Required |Default value |Description

Password Yes The password for the user ID used to run user-defined functions

(db2fencl) (UDFs) and stored procedures outside the address space used by
the DB2 database. The fenced user is a user under which some
stored procedures ("fenced" stored procedures) can run with
reduced operating system authority. This can help prevent fenced
stored procedures from overwriting instance files because the
operating system will prevent it.

Verify password | Yes Verifies the db2fencl password.

Password Yes The password for the user ID for the DB2 administration server

(dasusrl) user that is used to run the DB2 administration server on your
system. The default user is dasusrl and the default group is
dasadm1. This user ID is also used by the DB2 GUI tools to
perform administration tasks against the local server database
instances and databases.

Verify password | Yes Verifies the dasusrl password.

Password (root) |Yes The password for the root user ID. This is the password for the
operating system of the virtual machine represented by this part in
the pattern.

Verify password | Yes Verifies the root password.

Password Yes The password for the virtuser user ID of the operating system.

(virtuser) This user ID is used as a non-root user ID for the virtual machine.

Verify password | Yes Verifies the virtuser password.

DB2 Enterprise HADR Standby part configuration parameters for
the SOA Policy Gateway Governance Master pattern
Required parameters without a default value must be configured before the pattern

can be deployed.

Table 10. Configurable parameters

Parameter name | Required |Default value Description

Virtual CPUs Yes 1 The number of virtual processors allocated for the virtual machine
represented by this part.

Memory size Yes 2048 The amount of memory allocated to this virtual machine, in

(MB) megabytes.

Password Yes The password for the user ID db2instl of the operating system.

(db2inst1) This user ID is used as the install owner of the DB2 instance and
as the owner of the databases and schemas.

Verify password | Yes Verifies the db2instl password.

Password Yes The password for the user ID used to run user-defined functions

(db2fencl) (UDFs) and stored procedures outside the address space used by
the DB2 database. The fenced user is a user under which some
stored procedures ("fenced" stored procedures) can run with
reduced operating system authority. This can help prevent fenced
stored procedures from overwriting instance files because the
operating system will prevent it.

Verify password | Yes Verifies the db2fencl password.
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Table 10. Configurable parameters (continued)

Parameter name | Required |Default value

Description

Password Yes
(dasusrl)

The password for the user ID for the DB2 administration server
user that is used to run the DB2 administration server on your
system. The default user is dasusrl and the default group is
dasadm1. This user ID is also used by the DB2 GUI tools to
perform administration tasks against the local server database
instances and databases.

Verify password | Yes

Verifies the dasusrl password.

Password (root) | Yes

The password for the root user ID. This is the password for the
operating system of the virtual machine represented by this part in
the pattern.

Verify password | Yes

Verifies the root password.

Password Yes
(virtuser)

The password for the virtuser user ID of the operating system.
This user ID is used as a non-root user ID for the virtual machine.

Verify password | Yes

Verifies the virtuser password.

WSRR Standalone server part

The WSRR Standalone server part provides some configuration options.

The configurable parameters of the WSRR Standalone server part are described in

the following table:

Table 11. Configured parameters

Parameter name

Description

Virtual CPUs

The number of virtual processors allocated for the virtual
machine represented by this part.

Memory size (MB)

The amount of memory allocated to this virtual machine,
in megabytes.

Password (root)

The password for the root user ID. This is the password
for the operating system of the virtual machine
represented by this part in the pattern.

Verify password

Verifies user input for Password (root).

WebSphere administrative user name

The WebSphere environment admin user name.

WebSphere administrative password

The WebSphere environment admin user password.

Verify password

Verifies user input for WebSphere administrative
password.

Reserve physical memory

The physical memory reserved for exclusive use by this
virtual machine.

Other parameters are inherited from the base virtual system pattern and are

locked.

WSRR Standalone server part configuration parameters for the
SOA Policy Gateway Basic Runtime pattern

Required parameters without a default value must be configured before the pattern

can be deployed.
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Table 12. Configurable parameters

Parameter

name Required |Default value Description

Virtual CPUs | Yes 1 The number of virtual processors allocated for the virtual
machine represented by this part.

Memory size | Yes 4096 The amount of memory allocated to this virtual machine, in

(MB) megabytes.

Reserve Yes False The physical memory reserved for exclusive use by this

physical virtual machine.

memory

Cell name Yes SOAPolicyBasicCell The WebSphere cell name on the virtual machine in Basic
Runtime pattern.

Node name Yes SOAPolicyBasicNode The WebSphere node name on the virtual machine in Basic
Runtime pattern.

Password Yes The password for the root user ID. This is the password for

(root) the operating system of the virtual machine represented by
this part in the pattern.

Verify Yes Verifies user input for Password (root).

password

WebSphere Yes virtuser The WebSphere environment admin user name.

administrative

user name

WebSphere Yes The WebSphere environment admin user password.

administrative

password

Verify Yes Verifies user input for WebSphere administrative password.

password

WSRR Standalone server part configuration parameters for the
SOA Policy Gateway Basic Runtime Sample pattern

In the SOA Policy Gateway Basic Runtime Sample, default values are
pre-configured for all parameters.

Table 13. Configured parameters

Parameter name | Required |Default value Description

Virtual CPUs Yes 1 The number of virtual processors allocated for the virtual machine
represented by this part.

Memory size Yes 4096 The amount of memory allocated to this virtual machine, in

(MB) megabytes.

Reserve physical | Yes False The physical memory reserved for exclusive use by this virtual

memory machine.

Password (root) |Yes password The password for the root user ID. This is the password for the
operating system of the virtual machine represented by this part in
the pattern.

Verify password | Yes password Verifies user input for Password (root).

WebSphere Yes virtuser The WebSphere environment admin user name.

administrative

user name

WebSphere Yes password The WebSphere environment admin user password.

administrative

password
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Table 13. Configured parameters (continued)

Parameter name | Required |Default value

Description

Verify password | Yes password

Verifies user input for WebSphere administrative password.

WSRR Deployment manager part

The WSRR Deployment manager part provides some configuration options.

The configurable parameters of the WSRR Deployment manager part are described

in the following table:

Table 14. Configurable parameters

Parameter name

Description

Virtual CPUs

The number of virtual processors allocated for the virtual
machine represented by this part.

Memory size (MB)

The amount of memory allocated to this virtual machine,
in megabytes.

Reserve physical CPUs

The physical CPUs reserved for exclusive use by this
virtual machine.

Reserve physical memory

The physical memory reserved for exclusive use by this
virtual machine.

Cell name

The WebSphere cell name for the Advanced Runtime
pattern.

Node name

The node name for the WebSphere node residing on the
Deployment Manager virtual machine in Advanced
Runtime pattern.

Password (root)

The password for the root user ID. This is the password
for the operating system of the virtual machine
represented by this part in the pattern.

Verify password

Verifies user input for Password (root).

WebSphere administrative user name

The WebSphere environment admin user name.

WebSphere administrative password

The WebSphere environment admin user password.

Verify password

Verifies user input for WebSphere administrative
password.

Other parameters are inherited from the base virtual system pattern and are

locked.

WSRR Deployment manager part configuration parameters for
the SOA Policy Gateway Advanced Runtime pattern

Required parameters without a default value must be configured before the pattern

can be deployed.

Table 15. Configurable parameters

Parameter name Required

Default value Description

Virtual CPUs Yes

1 The number of virtual
processors allocated for the
virtual machine represented
by this part.

Memory size (MB) Yes

2048 The amount of memory
allocated to this virtual
machine, in megabytes.
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Table 15. Configurable parameters (continued)

Parameter name

Required

Default value

Description

Reserve physical CPUs

Yes

False

The physical CPUs reserved
for exclusive use by this
virtual machine.

Reserve physical memory

Yes

False

The physical memory
reserved for exclusive use
by this virtual machine.

Cell name

Yes

SOAPolicyAdvancedCell

The WebSphere cell name
for the Advanced Runtime
pattern.

Node name

Yes

SOAPolicyAdvancedNode

The node name for the
WebSphere node residing
on the Deployment
Manager virtual machine in
Advanced Runtime pattern.

Password (root)

Yes

The password for the root
user ID. This is the
password for the operating
system of the virtual
machine represented by
this part in the pattern.

Verify password

Yes

Verifies user input for
Password (root).

WebSphere administrative
user name

Yes

virtuser

The WebSphere
environment admin user
name.

WebSphere administrative
password

Yes

The WebSphere
environment admin user
password.

Verify password

Yes

Verifies user input for
WebSphere administrative
password.

WSRR Deployment manager part configuration parameters for
the SOA Policy Gateway Governance Master pattern
Required parameters without a default value must be configured before the pattern

can be deployed.

Table 16. Configurable parameters

Parameter name

Required

Default value

Description

Virtual CPUs

Yes

1

The number of virtual
processors allocated for the
virtual machine
represented by this part.

Memory size (MB)

Yes

2048

The amount of memory
allocated to this virtual
machine, in megabytes.

Reserve physical CPUs

Yes

False

The physical CPUs
reserved for exclusive use
by this virtual machine.
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Table 16. Configurable parameters (continued)

Parameter name Required

Default value Description

Reserve physical memory | Yes

False The physical memory
reserved for exclusive use

by this virtual machine.

Cell name Yes

SOAPolicyGMCell The WebSphere cell name
for the Advanced Runtime

pattern.

Node name Yes

The node name for the
WebSphere node residing
on the Deployment
Manager virtual machine
in Advanced Runtime
pattern.

SOAPolicyGMNode

Password (root) Yes

The password for the root
user ID. This is the
password for the operating
system of the virtual
machine represented by
this part in the pattern.

Verify password Yes

Verifies user input for
Password (root).

WebSphere administrative | Yes

user name

virtuser The WebSphere
environment admin user

name.

WebSphere administrative | Yes

password

The WebSphere
environment admin user
password.

Verify password Yes

Verifies user input for
WebSphere administrative
password.

WSRR Custom nodes part

The WSRR Custom nodes part provides some configuration options.

The configurable parameters of the WSRR Custom nodes part are described in the

following table:

Table 17. Configurable parameters

Parameter name

Description

Virtual CPUs

The number of virtual processors allocated for the virtual
machine represented by this part.

Memory size (MB)

The amount of memory allocated to this virtual machine,
in megabytes.

Reserve physical CPUs

The physical CPUs reserved for exclusive use by this
virtual machine.

Reserve physical memory

The physical memory reserved for exclusive use by this
virtual machine.

Cell name

The cell name value in the Custom node part
configuration is ignored. Cell name specified in the
Deployment manager part configuration is used.
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Table 17. Configurable parameters (continued)

Parameter name Description

Node name The node name for the WebSphere node residing on the
Custom node virtual machine in Advanced Runtime
pattern.

Password (root) The password for the root user ID. This is the password

for the operating system of the virtual machine
represented by this part in the pattern.

Verify password Verifies the user input for Password (root).

WebSphere administrative user name The WebSphere environment admin user name.

WebSphere administrative password The WebSphere environment admin user password.

Verify password Verifies user input for WebSphere administrative
password.

Other parameters are inherited from the base virtual system pattern and are
locked.

WSRR Custom nodes part configuration parameters for the SOA
Policy Gateway Advanced Runtime pattern

Required parameters without a default value must be configured before the pattern
can be deployed.

Table 18. Configurable parameters

Parameter name Required |Default value Description

Virtual CPUs Yes 2 The number of virtual processors
allocated for the virtual machine
represented by this part.

Memory size (MB) Yes 4096 The amount of memory allocated
to this virtual machine, in
megabytes.

Reserve physical CPUs Yes False The physical CPUs reserved for
exclusive use by this virtual
machine.

Reserve physical memory Yes False The physical memory reserved
for exclusive use by this virtual
machine.

Node name Yes SOAPolicyAdvancedNode The node name for the
WebSphere node residing on the
Custom node virtual machine in
Advanced Runtime pattern.

Password (root) Yes The password for the root user
ID. This is the password for the
operating system of the virtual
machine represented by this part
in the pattern.

Verify password Yes Verifies the user input for
Password (root).

WebSphere administrative user | Yes virtuser The WebSphere environment

name admin user name.

WebSphere administrative Yes The WebSphere environment

password admin user password.
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Table 18. Configurable parameters (continued)

Parameter name

Required

Default value

Description

Verify password

Yes

Verifies user input for WebSphere
administrative password.

WSRR Custom nodes part configuration parameters for the SOA
Policy Gateway Governance Master pattern

Required parameters without a default value must be configured before the pattern
can be deployed.

Table 19. Configurable parameters

Parameter

name Required | Default value Description

Virtual CPUs | Yes 2 The number of virtual processors allocated for the virtual
machine represented by this part.

Memory size | Yes 4096 The amount of memory allocated to this virtual machine, in

(MB) megabytes.

Reserve Yes False The physical CPUs reserved for exclusive use by this virtual

physical CPUs machine.

Reserve Yes False The physical memory reserved for exclusive use by this

physical virtual machine.

memory

Node name Yes SOAPolicyGMNode The node name for the WebSphere node residing on the
Custom node virtual machine in Advanced Runtime pattern.

Password Yes The password for the root user ID. This is the password for

(root) the operating system of the virtual machine represented by
this part in the pattern.

Verify Yes Verifies the user input for Password (root).

password

WebSphere Yes virtuser The WebSphere environment admin user name.

administrative

user name

WebSphere Yes The WebSphere environment admin user password.

administrative

password

Verify Yes Verifies user input for WebSphere administrative password.

password

Script packages
There are 4 script packages provided with the IBM SOA Policy Gateway Pattern.

The script packages included with this pattern are:
¢ SOA Policy Gateway 2.0.0.0 - DataPower Domain
* SOA Policy Gateway 2.0.0.0 - Promotion

* SOA Policy Gateway 2.0.0.0 - Samples

¢ SOA Policy Gateway 2.0.0.0 - Security
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Script: SOA Policy Gateway 2.0.0.0 - DataPower Domain

The DataPower Domain script provisions the DataPower domain during
deployment. The script configures the connection between a single DataPower
domain and the WSRR runtime. A separate DataPower Domain script is required
for each DataPower domain that is connected to the WSRR runtime.

Parameters

Table 20. Configurable parameters

Parameter name

Description

DataPower_hostname

The hostname of the DataPower appliance where the
sample application will be installed.

DataPower_XML_mgmt_port

The port used for the DataPower XML Management
Interface, typically 5550.

Datapower_admin_id

The administrator user ID with appropriate permissions
to use the XML Management Interface.

DataPower_admin_password

The password for the DataPower_admin_id.

Verify password

Verifies user input for DataPower_admin_password.

New_DataPower_domain

The new domain name to be created on the DataPower
appliance. It must not match any existing domain or the
script package will fail or exit. The value can not contain
any spaces.

securityFileCleanUp

Determines if the DomainZipFile.zip file and the WSRR
Certificate uploaded to DataPower are deleted from the
WSRR instance where the script packages are run. If this
file is not removed, it would be a security exposure if the
certificates remained on the instance.

SOA Policy Gateway 2.0.0.0 - DataPower Domain script

configuration parameters for the SOA Policy Gateway Basic
Runtime pattern
Required parameters without a default value must be configured before the pattern
can be deployed.

Table 21. Configurable parameters

Parameter name Required | Default value | Description

DataPower_hostname Yes The hostname of the DataPower appliance where the
sample application will be installed.

DataPower_XML_mgmt_port | Yes 5550 The port used for the DataPower XML Management
Interface, typically 5550.

Datapower_admin_id Yes The administrator user ID with appropriate permissions
to use the XML Management Interface.

DataPower_admin_password | Yes The password for the DataPower_admin_id.

Verify password Yes Verifies user input for DataPower_admin_password.

New_DataPower_domain Yes The new domain name to be created on the DataPower

appliance. It must not match any existing domain or the
script package will fail or exit. The value can not contain
any spaces.
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Table 21. Configurable parameters (continued)

Parameter name

Required | Default value | Description

Remove_security_files

Yes true Determines if the DomainZipFile.zip file and the WSRR
Certificate uploaded to DataPower are deleted from the
WSRR instance where the script packages are run. If this
file is not removed, it would be a security exposure if the
certificates remained on the instance.

SOA Policy Gateway 2.0.0.0 - DataPower Domain script
configuration parameters for the SOA Policy Gateway Advanced
Runtime pattern

Required parameters without a default value must be configured before the pattern
can be deployed.

Table 22. Configurable parameters

Parameter name

Required | Default value | Description

DataPower_hostname

Yes The hostname of the DataPower appliance where the
sample application will be installed.

DataPower_XML_mgmt_port | Yes 5550 The port used for the DataPower XML Management

Interface, typically 5550.

Datapower_admin_id

Yes The administrator user ID with appropriate permissions
to use the XML Management Interface.

DataPower_admin_password | Yes The password for the DataPower_admin_id.
Verify password Yes Verifies user input for DataPower_admin_password.
New_DataPower_domain Yes The new domain name to be created on the DataPower

appliance. It must not match any existing domain or the
script package will fail or exit. The value can not contain
any spaces.

Remove_security_files

Yes true Determines if the DomainZipFile.zip file and the WSRR
Certificate uploaded to DataPower are deleted from the
WSRR instance where the script packages are run. If this
file is not removed, it would be a security exposure if the
certificates remained on the instance.

Script: SOA Policy Gateway 2.0.0.0 - Promotion

The Promotion script enables a SOA Policy Gateway Basic Runtime or SOA Policy
Gateway Advanced Runtime pattern to be integrated with a pre-deployed SOA
Policy Gateway Governance Master pattern. It establishes cross-cell security
between the Runtime and the Governance pattern, whilst optionally configuring
WSRR promotion into the governance master.

Parameters
Table 23. Configurable parameters
Parameter name Description
WSRR_GOV_DMGR_hostname The host name of the Dmgr for the WSRR Cluster.
WSRR_GOV_DMGR_cellname The WebSphere Cell Name for the WSRR Cluster.
WSRR_GOV_admin_user The Admin Id for the WebSphere WSRR Governance
Cell.
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Table 23. Configurable parameters (continued)

Parameter name Description

WSRR_GOV _admin_password The password for the Admin ID for the WebSphere
WSRR Governance Cell.

Verify password Verifies user input for WSRR_GOV_admin_password.

Promotion_environment Must be one of staging, production, or Unset. These

values are case sensitive and must match exactly.

LTPA_key_password An LTPA Key is exported and used during the Script
Package which is from the Governance Master and is
used across all CELLS in the promotion environment.
This is the password used when exporting that LTPA key.

Verify password Verifies user input for LTPA_key_password.

SOA Policy Gateway 2.0.0.0 - Promotion script configuration
parameters for the SOA Policy Gateway Basic Runtime pattern
Required parameters without a default value must be configured before the pattern
can be deployed.

Table 24. Configurable parameters

Parameter name Required |Default value Description

WSRR_GOV_DMGR_hostname | Yes The host name of the Dmgr for the WSRR
Cluster.

WSRR_GOV_DMGR_cellname Yes The WebSphere Cell Name for the WSRR
Cluster.

WSRR_GOV_admin_user Yes The Admin Id for the WebSphere WSRR
Governance Cell.

WSRR_GOV_admin_password Yes The password for the Admin ID for the

WebSphere WSRR Governance Cell.

Verify password Yes Verifies user input for
WSRR_GOV_admin_password.

Promotion_environment Yes Must be one of staging, production, or
Unset. These values are case sensitive and
must match exactly.

LTPA_key_password Yes An LTPA Key is exported and used during
the Script Package which is from the
Governance Master and is used across all
CELLS in the promotion environment. This
is the password used when exporting that
LTPA key.

Verify password Yes Verifies user input for LTPA_key_password.

SOA Policy Gateway 2.0.0.0 - Promotion script configuration
parameters for the SOA Policy Gateway Advanced Runtime
pattern

Required parameters without a default value must be configured before the pattern
can be deployed.

Table 25. Configurable parameters

Parameter name Required |Default value Description
WSRR_GOV_DMGR_hostname | Yes The host name of the Dmgr for the WSRR
Cluster.
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Table 25. Configurable parameters (continued)

Parameter name

Required

Default value Description

WSRR_GOV_DMGR_cellname

Yes

The WebSphere Cell Name for the WSRR
Cluster.

WSRR_GOV_admin_user

Yes

The Admin Id for the WebSphere WSRR
Governance Cell.

WSRR_GOV_admin_password

Yes

The password for the Admin ID for the
WebSphere WSRR Governance Cell.

Verify password

Yes

Verifies user input for
WSRR_GOV_admin_password.

Promotion_environment

Yes

Must be one of staging, production, or
Unset. These values are case sensitive and
must match exactly.

LTPA_key_password

Yes

An LTPA Key is exported and used during
the Script Package which is from the
Governance Master and is used across all
CELLS in the promotion environment. This
is the password used when exporting that
LTPA key.

Verify password

Yes

Verifies user input for LTPA_key_password.

Script: SOA Policy Gateway 2.0.0.0 - Sample

The Sample script configures the sample application parameters for use with the
SOA Policy Gateway Basic Runtime Sample pattern.

Parameters

Note: Any parameter that requires the value Unset is case sensitive.

Table 26. Configurable parameters

Parameter name

Description

SCP_host The host name of the SCP Server containing the
DomainZipFile.zip.
SCP_user The user name to use to connect to the SCP Server.

SCP_password

The password to use to log in to the SCP Server.

Verify password

Verifies user input for SCP_password.

SCP_zip_location

The URI location of the DomainZipFile.zip. For example,
/files/DomainZipFile.zip.

CLIENT_PUBLIC_KEY _file

The name of the PEM Certificate File used to connect to
the DataPower Appliances XML Management Interface
port. Use the “Unset” value for Server Authentication only
and for not using SSL.

CLIENT_PUBLIC _KEY_password

The password for the Public Certificate used to connect to
the DataPower Appliances XML Management Interface
port. The value is “Unset” if no password is used.

Verify password

Verifies user input for CLIENT_PUBLIC_KEY_password.
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Table 26. Configurable parameters (continued)

Parameter name

Description

CLIENT_PRIVATE_KEY _file

The name of the PEM Key File used to connect to the
DataPower Appliances XML Management Interface port.
This is required for Mutual Authentication. Use the
“Unset” value for Server Authentication only and for not
using SSL.

CLIENT_PRIVATE_KEY_password

The password for the key file used to connect to the
DataPower Appliances XML Management Interface port.
This is required for Mutual Authentication. The value is
“Unset” if no password is used.

Verify password

Verifies user input for CLIENT_PRIVATE_KEY_password.

CLI_FILE_file

The name of the CLI file contained in the
DomainZipFile.zip file. This CLI is executed at the end of
Domain install and WSRR Server Configuration.

Verify password

Verifies user input for LTPA_KEY_password.

DataPower_hostname

The hostname of the DataPower appliance where the
sample application will be installed.

DataPower_XML_mgmt_port

The port used for the DataPower XML Management
Interface.

DataPower_admin_id

The administrator user ID with appropriate permissions to
use the XML Management Interface.

DataPower_admin_password

The password for the DataPower_admin_id.

Verify password

Verifies user input for DataPower_admin_password.

SOAPolicySample_DataPower_domain

The sample domain name. It must not match any existing
domain on the DataPower appliance.

SamplePolicySample_starting_port

The application requires 5 free ports, which will be
sequentially used from this value. For example, if the
value is 62000, ports 62000-62004 will be used. No
checking is done as to whether the ports are free by the
script.

LDAP_hostname

The sample uses an LDAP server, this is the hostname of
that server.

LDAP_port

The non-secure port of the LDAP server. Typically 389.

LDAP_password

The password used when binding with the LDAP_DN.

Verify password

Verifies user input for LDAP_password.

LDAP_DN

The distinguished name used to bind to the LDAP. For
example, cn=root,dc=ibm.com.

SOA Policy Gateway 2.0.0.0 - Sample script configuration
parameters for the SOA Policy Gateway Basic Runtime Sample

pattern

Required parameters without a default value must be configured before the pattern

can be deployed.

Note: Any parameter that requires the value Unset is case sensitive.
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Table 27. Configurable parameters

Parameter name

Required

Default value

Description

SCP_host

Yes

The host name of the SCP Server
containing the DomainZipFile.zip.

SCP_user

Yes

The user name to use to connect to the
SCP Server.

SCP_password

Yes

The password to use to log in to the
SCP Server.

Verify password

Yes

Verifies user input for SCP_password.

SCP_zip_location

Yes

The URI location of the
DomainZipFile.zip. For example,
/files/DomainZipFile.zip.

CLIENT_PUBLIC_KEY _file

Yes

The name of the PEM Certificate File
used to connect to the DataPower
Appliances XML Management
Interface port. Use the “Unset” value
for Server Authentication only and for
not using SSL.

CLIENT_PUBLIC _KEY_password

Yes

The password for the Public Certificate
used to connect to the DataPower
Appliances XML Management
Interface port. The value is “Unset” if
no password is used.

Verify password

Yes

Verifies user input for
CLIENT_PUBLIC_KEY_password.

CLIENT_PRIVATE_KEY file

Yes

The name of the PEM Key File used to
connect to the DataPower Appliances
XML Management Interface port. This
is required for Mutual Authentication.
Use the “Unset” value for Server
Authentication only and for not using
SSL.

CLIENT_PRIVATE_KEY_password

Yes

The password for the key file used to
connect to the DataPower Appliances
XML Management Interface port. This
is required for Mutual Authentication.
The value is “Unset” if no password is
used.

Verify password

Yes

Verifies user input for
CLIENT_PRIVATE_KEY_password.

DataPower_hostname

Yes

The hostname of the DataPower
appliance where the sample
application will be installed.

DataPower_XML_mgmt_port

Yes

5550

The port used for the DataPower XML
Management Interface.

DataPower_admin_id

Yes

The administrator user ID with
appropriate permissions to use the
XML Management Interface.

DataPower_admin_password

Yes

The password for the
DataPower_admin_id.

Verify password

Yes

Verifies user input for
DataPower_admin_password.
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Table 27. Configurable parameters (continued)

Parameter name Required |Default value Description

SOAPolicySample_DataPower_domain | Yes SOAPolicySample The sample domain name. It must not
match any existing domain on the
DataPower appliance.

SOAPolicySample_starting_port Yes 62001 The application requires 5 free ports,
which will be sequentially used from
this value. For example, if the value is
62000, ports 62000-62004 will be used.
No checking is done as to whether the
ports are free by the script.

LDAP_hostname Yes The sample uses an LDAP server, this
is the hostname of that server.

LDAP_port Yes 389 The non-secure port of the LDAP
server. Typically 389.

LDAP_password Yes The password used when binding with
the LDAP_DN.

Verify password Yes Verifies user input for
LDAP_password.

LDAP_DN Yes The distinguished name used to bind

to the LDAP. For example,
cn=root,dc=ibm.com.

Script: SOA Policy Gateway 2.0.0.0 - Security

The Security script copies security information, contained in a ZIP file, required for
communicating with a DataPower appliance onto the Dmgr or WSRR machine
from an external file server that supports Linux secure copy program (SCP).

The security file that is copied contains the following:
* DPC Access Certificate

* DPC Access Public Certificate

* DPC Private Key

* DP CLI Script

» Folder of certificate chain

The command line interface (CLI) script for DataPower allows you to configure a
deployed domain during the pattern deployment phase.

Note: Confidential security certificates should be deleted from the external file
server after deployment.

Parameters

Table 28. Configurable parameters

Parameter name Description

SCP_host The host name of the SCP Server containing the
DomainZipFile.zip file.

SCP_user The user name to use to connect to the SCP Server.

SCP_password The password to use to log in to the SCP Server.

Verify password Verifies user input for SCP_password.

46 1BM SOA Policy Gateway Pattern



Table 28. Configurable parameters (continued)

Parameter name

Description

SCP_zip_location

The URI location of the DomainZipFile.zip file; for
example, /files/DomainZipFile.zip.

CLIENT_PUBLIC_KEY file

The name of the PEM Certificate File used to connect to
the DataPower Appliances XML Management Interface
port.

CLIENT_PUBLIC_KEY_password

The password for the client certificate used to connect to
the DataPower Appliances XML Management Interface
port. This is required if available for Mutual
Authentication. This value can be “Unset” if no
password is used.

CLIENT_PRIVATE_KEY file

The name of the PEM Key File used to connect to the
DataPower Appliances XML Management Interface port.
This is required for Mutual Authentication.

CLIENT_PRIVATE_KEY_password

The password for the key file used to connect to the
DataPower Appliances XML Management Interface port.
This is required for Mutual Authentication. This value
can be “Unset” if no password is used.

CLIL file

The name of the CLI file contained in the
DomainZipFile.zip. This CLI is run at the end of Domain
install and WSRR Server Configuration.

SOA Policy Gateway 2.0.0.0 - Security script configuration
parameters for the SOA Policy Gateway Basic Runtime pattern
Required parameters without a default value must be configured before the pattern
can be deployed.

Table 29. Configurable parameters

Parameter name Required |Default value Description

SCP_host Yes The host name of the SCP Server
containing the DomainZipFile.zip file.

SCP_user Yes The user name to use to connect to the
SCP Server.

SCP_password Yes The password to use to log in to the
SCP Server.

Verify password Yes Verifies user input for SCP_password.

SCP_zip_location Yes The URI location of the
DomainZipFile.zip file; for example,
/files/DomainZipFile.zip.

CLIENT_PUBLIC_KEY_file Yes The name of the PEM Certificate File
used to connect to the DataPower
Appliances XML Management
Interface port.

CLIENT_PUBLIC_KEY_password Yes The password for the client certificate

used to connect to the DataPower
Appliances XML Management
Interface port. This is required if
available for Mutual Authentication.
This value can be “Unset” if no
password is used.
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Table 29. Configurable parameters (continued)

Parameter name

Required

Default value

Description

CLIENT_PRIVATE_KEY _file

Yes

The name of the PEM Key File used to
connect to the DataPower Appliances

XML Management Interface port. This
is required for Mutual Authentication.

CLIENT_PRIVATE_KEY_password

Yes

The password for the key file used to
connect to the DataPower Appliances
XML Management Interface port. This
is required for Mutual Authentication.
This value can be “Unset” if no
password is used.

CLL file

Yes

Unset

The name of the CLI file contained in
the DomainZipFile.zip. This CLI is run
at the end of Domain install and
WSRR Server Configuration.

SOA Policy Gateway 2.0.0.0 - Security script configuration
parameters for the SOA Policy Gateway Advanced Runtime

pattern

Required parameters without a default value must be configured before the pattern
can be deployed.

Table 30. Configurable parameters

Parameter name

Required

Default value

Description

SCP_zip_location

Yes

The URI location of the
DomainZipFile.zip file; for example,
/files/DomainZipFile.zip.

SCP_host

Yes

The host name of the SCP Server
containing the DomainZipFile.zip file.

SCP_user

Yes

The user name to use to connect to the
SCP Server.

SCP_password

Yes

The password to use to log in to the
SCP Server.

Verify password

Yes

Verifies user input for SCP_password.

CLIENT_PUBLIC_KEY file

Yes

The name of the PEM Certificate File
used to connect to the DataPower
Appliances XML Management
Interface port.

CLIENT_PUBLIC_KEY_password

Yes

The password for the client certificate
used to connect to the DataPower
Appliances XML Management
Interface port. This is required if
available for Mutual Authentication.
This value can be “Unset” if no
password is used.

CLIENT_PRIVATE_KEY _file

Yes

The name of the PEM Key File used to
connect to the DataPower Appliances

XML Management Interface port. This
is required for Mutual Authentication.
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Table 30. Configurable parameters (continued)

Parameter name

Required

Default value

Description

CLIENT_PRIVATE_KEY_password

Yes

The password for the key file used to
connect to the DataPower Appliances
XML Management Interface port. This
is required for Mutual Authentication.
This value can be “Unset” if no
password is used.

CLI file

Yes

Unset

The name of the CLI file contained in
the DomainZipFile.zip. This CLI is run
at the end of Domain install and
WSRR Server Configuration.
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Chapter 5. Working with the IBM SOA Policy Gateway Pattern

The IBM SOA Policy Gateway Pattern provides a pattern definition for repeatable
deployment of the topology that makes the product. Each pattern provides a
specific function within the IBM SOA Policy Gateway Pattern and contains
multiple images to support each pattern. The patterns must be configured before
deployment based on the business needs.

As part of the deployment process, configure the part parameters. For more
information, see ["Deploying patterns” on page 61/

Related tasks:

(Chapter 3, “Getting started with the IBM SOA Policy Gateway Pattern,” on page 11|
This pattern uses WebSphere DataPower to control messages using governed
polices and service definitions in WSRR. Review the topics in this section to
understand what is covered in this scenario, the reasons why a business might
want to follow the scenario, the user roles involved, and an overview of the
capability delivered with the product.

Planning the pattern configuration and pattern prerequisites

The IBM SOA Policy Gateway Pattern provides a means to quickly and reliably
provision an environment for governing service definitions and policies, and
enforcing those policies. Determine the governance requirements and resources
required.

In order to deploy the environment, prepare the DataPower appliance for remote
administration and collect the assets required to securely communicate with the
appliance. Testing the environment can be accomplished by deploying the SOA
Policy Gateway Basic Runtime Sample, this confirms the environment is correctly
configured for deployment and demonstrates the enforcement of the policies. After
validation of the environment, the desired IBM SOA Policy Gateway Pattern
governance and runtime configuration is decided using WSRR best practices.
Deployment of the pattern starts with the Governance Master, followed by the
Runtime patterns matched to desired configuration.

Preparing and deploying the IBM SOA Policy Gateway Pattern

Prepare DataPower and collect the security files:

1. Prepare the DataPower appliance for remote administration. For more
information, see [‘Configuring DataPower for the IBM SOA Policy Gateway]
[Patterns” on page 53

2. If the DataPower appliance is secured, read the security section for DataPower,
then collect the DataPower security files needed to communicate with it.

3. Confirm that a system DataPower in the cloud environment can communicate
with the appliance and that the appliance can communicate with a deployed
system.

The SOA Policy Gateway Basic Runtime Sample can be used to demonstrate the
capabilities of the pattern before you create a production deployment. If the use of
the Basic Runtime Sample is required, complete the following steps:
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4.

. Provide an SCP server on Linux accessible from a deployed system within the

cloud. SCP is the secure copy command. The SCP server provides a means to
host the security files external to the pattern so the pattern will not need to be
altered for every security configuration.

Provide an LDAP server to host the security IDs used by the sample
application implemented in DataPower. For more information, see
[the LDAP for the sample” on page 59

Deploy the SOA Policy Gateway Basic Runtime Sample pattern to validate the
infrastructure. For more information, see [“Deploying the SOA Policy Gateway]|
[Basic Runtime Sample pattern” on page 62

When use of the sample is complete, the LDAP server is not needed.

Prepare for production deployment:

1.

Decide the scale needed for the deployment. Decide the cluster sizes for the
Governance Master and the runtimes deployments.

Note: When a cluster is deployed it cannot be extended with another cluster
member.

Define the cell name and administrative user ID and password of the
Governance Master.

Host the DataPower security DomainZipFile.zip file on an SCP server. For
more information, see [“Creating the Security DomainZipFile.zip” on page 54

Deploy the Governance Master for the production environment:

1.

Deploy a SOA Policy Gateway Governance Master pattern. Wait for the
deployment to complete before deploying production environment runtime
patterns. For more information, see|“Deploying the SOA Policy Gateway]
[Governance Master pattern” on page 63.

Deploy the production environment runtime patterns:

1.
2.

Decide whether a clustered or standalone environment is needed.

If more than one DataPower domain is required, clone the Basic Runtime
pattern or Advanced Runtime pattern and add DataPower script packages to
the clone for each domain needed.

Note: Additional DataPower domains 