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F 1 = SOA FRBEHLA
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SOA REGKZ LM

SOA TRIEAR RLE AR KGR S 55 (PAP), SRESHAT & (PEP), REKILHK & (PDP), R
A5 B S (PIP) FIREES 45 (PMP) e ., 7EIZMEAH, ] WSRR LB PAP,
J£{#i i WebSphere® DataPower® 5Z3{ PEP,

S S e ) A SR AR R S A A S AL SN T
© REEIRE = - PALSTTI e g S e, A BRI M SR B 1) B Y o RO R Y, B 5
i S R R S RE, A E — DT AR A )%, RS, SO WSRR

AR,
o REEHUATR - W SORAETPE A LI TR IRE R, T
- AT,

BWCPAT S B0 I o4 8 X 0 S B A A e DL A 5 .

—  FRAE X SR I A A S

R ALPET s 25 SR DA ROX SR M A B SR SR B 425 A 2 A

R A i JoT 10 I B B S e S o 2 R RIBRA T B8 7 -

- BRI AL, R S R A A AR B R AT AL

- GBATINE], R R R S5 R A S s R AR 2 R (Hr(El )
RGNAT R,
TERE AR P, X (# il WebSphere DataPower FRIUHAY.

o SRBERIR A - TR DL SR  nTAR AR DG Bl 5 [ DL @ X 2 5 iR T, B
P TS BRI R DR IR A 45 R

« RBEEES - RSB AU SR PR SRS ERE B (41 LDAP @5 E) 5UkA
B ER CZ00HE BV AG IS g e 3 ) .

o RERISIES - WEEMAR RGP (L VRN SR iR B T RE R DU RE AL, i, A IR
R A, X A
— PR SR W T 1 A X S R B AT e 4 DA .
— IR BRI SR SR NG T .
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- EEERIG, A SR PRAT AR 23 R0 2% 1 B L Rk 4B AT AR 2 Y AT R
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T 9 AR A A5 R 18] P AT S B, v ) B T 5 7 i 2 A ] B 2 SR R AT 52
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WS SOA KB R —EE
FIFHHIR T SOA s AT HEAERIZ I,

SLA Policy - SOA Deployment Model

@ Alerts

ﬁw
Agreement

l‘ S
% T
- % -

Policy authoring/ policy attachment t -~
Tl'l.il'larm-s o @ ' @ Si4 ﬁgf?ﬂﬁ?'--.
Automated pubfsub of polices from PAP dr-;“ pﬁiﬁeﬁ i(g ~
Monitoring of 5LA Policies with reporting & m“ |
natification of operations ’g =%
Enforcement of SLA Policies ﬁ%ﬁ
SLA Policy enforcement metrics sent to PMP A
Policy analytics made available for PP %, ¥
Monitoring derts for usage in policy
enforcement

Consumer

[ 1. 52 RIMX (SLA) Hls - SOA i

2

L GRS, SRJE RN E F B f e 5, R, PR RL T WU
a. TEMR A7 b o P AL A5 SR 1. IO RIS 2 5 A ) — 39T
b, SR A= i Jo I E S 2 5 e P B P 5 Y SR 4R
D) MRYEHE, MRS, B o sUR I, K R B B0 R (Y R 55
2. E SR SRS W G 5 UK AT T B SR BAT R SRS M 2

i RS, RN EM A ITCAM for SOA #E4T M.
a. WEIIED, ITCAM for SOA M WSRR FiiTladsfmg, X H k4 —IK.
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b. ESET, MR BA KM IATHI R 55 3 55 1Y 41> WebSphere Data
Power® B AIEE, X R4 —K, I FARHE 7 200 sk 8 e,

c. WEEREP, AP RE UM SCH X E M5 IR 5T WSRR 3,
X R, I HARYE A S s s

0. UL, KB WebSphere DawPower, LUEIZHEME T AR HEIi ks,
X A=, I HARYR AT S Il s

e. ITCAM for SOA 7£ KA 2 Wi 45 e,

f. ITCAM for SOA g S & 6 Jy A &R 6 BH 81 FH ) 17 0 SR

g. WebSphere DataPower £ X' i si Ab BT AR %5 T~ 2 WSDL.,

h. WebSphere DataPower FEULE] WSRR B HIN, X4 E 75T MRS T 200,

i. WebSphere DataPower K 5% 4 2% SLM 4% 21 N & WebSphere DataPower
LR

3. IR FLE AR R B SOA SR
a. fE SOA THALKMEHY ITCAM M, W5 5w 2 1 s .
b. ITCAM for SOA WU (G B IR 1% {5 BHCE AL TAEZS ],

ORI I,
4. SOA KWEHIHRAT

a. % fh WebSphere DataPower 5 & M HYPAT S A& 15 S .

b. WebSphere DataPower 14 1% 9 5 I 55 R4 416 25 I 55 4 S0 55 = 55 /11 7 P SR
5. WEPAT M SKE SOA SRMEHATH VG B &K 2 Hme I 47 ai.

i R R A
6. SR M 5 o 1 T R IS RS S A
a. TESRME G S P U E T BRI i A A A, X R R, I AR
i SN I P
b, HEOLHIERKENy true I, KE3CF MRS T 728 IS B R 20 5

E RS A .
7. CEARE
a. JE B AT O 4L SR P A4 R IO AT 80, SRR S 20,

SOA REg4Edn I HA

0T SOA. JEN o FAG B A SO (TGRS, — L BIRE I Po,
B AET F A 77 .

A5 SOA Hems A i J&1 b A iy FA BB AR S 0 B 245 B, i 514 IBM® WebSphere]
[Service Registry and Repository V8.0 13 Ly - SOA s 4 i J& 10|

REGIRIE

Web HARAEX AR (W3C F1 OASIS) ELAIEE T —SubriE, DIl 2 € SG&E HF Web Ser-
vice MR ME TR K.
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http://pic.dhe.ibm.com/infocenter/sr/v8r0/index.jsp?topic=%2Fcom.ibm.sr.doc%2Fcwsr_soa_policy_lifecycle.html
http://pic.dhe.ibm.com/infocenter/sr/v8r0/index.jsp?topic=%2Fcom.ibm.sr.doc%2Fcwsr_soa_policy_lifecycle.html

WS-Policy: Web Services Mediation Policy 1.0 /& X T —4H KW 5, MHTHik
iz 55 64 R e s oK.

Web Services Policy 1.5 - Framework: & ST 2635 5 0g AOHE ZLRTRC R S
FIHFET Web Service REEH SAAMRRE THAYIRE, 7R — MURFALE.

SE SR SE T I8 B SR W = O AL s 91

WS-MediationPolicy

WS-SecurityPolicy

WS-ReliableMessaging FlI WS-ReliableMessagingPolicy
WS-SecureConversation

WS-Security

WS-Transactions

WS-Trust

A ¥ WS-MediationPolicy [ %15 8., 5% [ftp:/public.dhe.ibm.com/software/solutions/]

lsoa/pdfs/WSMediationPolicy1.6-20120124.pdf]

WS-Policy HHE 5 £ 45:
o REE: RIS ESR.

REGE R W LR ORI S IR

REEETS: GRS flln, FoRehEE

REESH: RMGHT =R AN A,

REEER: RnsRIAAX 0T LIGRE R f95L1k, X TT WS-PolicyAttachment SCHSH,

DITFRM (EL2) SR T H7E WS-Security Fll WS-SecurityPolicy H 7 SLHIT 5 1 %2
Lot RIA

(01) <wsp:Policy

xmIns:sp=http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702
xmins:wsp=http://www.w3.0org/ns/ws-policy
xmIns:wsu=http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd
wsu:Id="SecureMessages"> <!-- policy expression -->

(02)  <wsp:ExactlyOne>

(03) <wsp:All> <!-- policy alternative #1 -->

(04) <sp:SignedParts>; <!-- policy assertion -->

(05) <sp:Body> <!-- policy assertion parameter -->
(06) </sp:SignedParts>

(07) </wsp:Al1>

(08) <wsp:All> <!l-- policy alternative #2 -->

(09) <sp:EncryptedParts> <!-- policy assertion -->

(10) <sp:Body/> <!-- policy assertion parameter -->

(11) </sp:EncryptedParts>

(12) </wsp:Al1>

(13)  </wsp:ExactlyOne>

(14) </wsp:Policy>

11 (03-07) fREMTEAH BRI — A ks & .

7 (08-12) AR T s i B A 25 A S 45 1.

17 (02-13) /R ExactlyOne SREEEHRVEREIT. RBSIRAVERETRRMEWT 5 2 BORM A 0. SR M 1A SO0 R I 2 Web

EE=Y0S j&%‘mbﬂ%lﬁﬂg@ﬂ&, {EAH] 2 3 e AT,

serv1ce E[%Jj % i@ﬁﬁ%ﬁf{

Web Service
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ftp://public.dhe.ibm.com/software/solutions/soa/pdfs/WSMediationPolicy1.6-20120124.pdf
ftp://public.dhe.ibm.com/software/solutions/soa/pdfs/WSMediationPolicy1.6-20120124.pdf

SR E X

<wap: Policy>

<wamp :Rule> The {optonal) Condition de fines the combination

of expressions fhat must resohe 1o True in ordar

<wamp:Condition> .—-—'_‘_-—" or the Action to be ken.
= For @xanmp e

Mezsa pe traffic axobeds spacibe d thiw hold

<wsmp:Scredules The (optional) Schedule is used 1o define date and
: . time restrictions for Condition
: N Faor example:
o /wamp: Schedules Ewery Monday and Wednesdsy fom Sam D Spm
« /wamp : Comdi tion>
<wamp:Actiony The Action is performed when fhe Condition
" o resolves to True.
y N For example:
< wampiAetion> Reject Messa ge

</wampiRule>

</wap:Palicy>
Mamespames:
xminsw sp="h Epoiwsrw . w3 or g shws-policy’
xmins w smp="hitpsware  ibm.comnste s-me diationpolicy”
[ 3. s &t
SRR B

TR WE BFF A SCRS ff o T8 — 2 WS-Policy SRME S5 AT IHE E MRS s (40 Web Ser-
vice BFFAMAS) AHSREK,

fhn, Web Service -5 A LA 4525 F DL J0 2 B B
 WSDL Element URI 1.1 JLE
¢ WS-Addressing JGE

JEEAE WS-PolicyAttachment Fi{EH & SCHY:

<wsp:PolicyAttachment>
<wsp:AppliesTo>

</wsp:AppliesTo>
<wsp:Policy>

</wsp:Policy>
</wsp:PolicyAttachment>

& 4. WS-PolicyAttachment 75

5% 1 & SOA Himsifik 5



WSRR W7x REST #:107LIZREC SLA Y bl 2 i SEms B 4F. KA S SRms b T AR 78
PE P EXNIFEE L WS-PolicyAttachment # 5% ESB., Kk R
WS-PolicyAttachment: Message Content Filters {35 & XK.

AT LM B (3 R 55, T B -4 3 8 o el B 44 T 9 i v R B A4 TH 9 B 4t
— Pl T SCBRAE SRS A 5 2, R SR (0 T R R PR A SRt ) 7 9

el S DURGIE] 4] b, dems R T B E T e B BRI ) T B SR R
TR E- T oot ukes (W2RE) B <wsp:AppliesTo> #4r. #RJG, fE <wsp:Policy>
Hob, IS A A s,
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IBM SOA Policy Gateway Pattern J& — 41 $2 3t S PUAT s RN S S A5 S 1 B I R G i =X,
R P e L 2R RGP LY, WSRR [ B IIR G A AR, A= FIs G 3
5i, Mg AT A WebSphere DataPower i #r#&fit, 78R G ERE MR 7R %% &
A

URIFFAR A #R AL I [ M 55 B R R G5 H (SOA) BRI, IR AE 2R, MedsHE =&
AN AE BT B Bt iR 55 B9 Shfig, PERE AR R i — B, EPATILERAE, ] DU
PR 5528 505 SC (SLD) MR S5 i (SLA).  MEL A ERERS LIS B, X i
AR IR J7 20 L SLD AT SLA - f S, st o fii T A S mis S0 60 75 DU T
o ERRRES -
- R4 - SRR LT P S Y AR E R R
IR - TRV MR STI, 6 e AT S B H AT
- AR
Uk - AR R 55 S UE AR 55 14 .
- B - RYEHE, B R E b A
o REREE: FEFEARH, BATHERIIT XACML ilal# il 2k i 7 X, A ST
SR T A Y S R

IBM SOA Policy Gateway Pattern A& & DA T B R G
* SOA Policy Gateway Basic Runtime Sample

* SOA Policy Gateway Governance Master

* SOA Policy Gateway Basic Runtime

* SOA Policy Gateway Advanced Runtime

VA A R G L R — A Z B Bo i 45 IS4 5755, IBM SOA Policy Gateway Pat-
tern 4 (EAEAS BB HATR] ALY £ %] I 4 A BE L B (19 24> DataPower I IIRE. KA
BRI ERE TN

o JhSLERE

s RiBITHE

o EEATHE

FX SOA HmHIH L5 H, ESE | TS | 3, 1 SOA JmkER 1 |

AUFIECHENBURERA, D EEE ITCAM for SOA V7 #1710 IEHE.
ORGP HEXT SRR B A M, YRR SR DA MR TR, I R AR SR
W5 (PAP) W AR REHL, FRxX S ol B 552 L, X FERE R AR SRR
BF, o M 28 25 RE 68 R FEAE .
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PSS s

[55 1 UR5E 1 &, 1 SOA SRIEAEIA 1 |

S LSS AR A B — By AR B S Oy R B BRI ME L SR T DU T AEAT
AT TR [ iz 55 (R PR B b S R A A R A T IR 95 1R R &AL (SOA) SEERAE Bl Al 3HU 1
KM 55 0 B 55, AR S, FRATR I T k55 AME B R E d aS F E
PE. &R, SOA MMz, TEREKLS P BmH SA R RN, $&m 7 A E e
B, JFINEE T SOA fi#k Ty 2 M .

|% 17 ﬁEI"J ¢ SOA Policy Gateway Basic Runtime j |

SOA Policy Gateway Basic Runtime $&t— i fiif 511 J7 ik SR 48 41 w] S FH 505 £ &K
Z 1] SOA Policy Gateway Governance Master Hiz{iFfT4E Y217, SOA Policy
Gateway Basic Runtime {3 ZRrERE CACE M 5B AP WSRR 1217H i 55
R AT ) DataPower 1,

|% 14 TIHJ r SOA Policy Gateway Basic Runtime Sample ! |

SOA Policy Gateway Basic Runtime Sample [1] SOA Policy Gateway Basic Runtime
PR RE AT ORI IR, DA 7R 4 BRI A AT WP A2 S 4 1Y SR

[55 15 T1f% 1 SOA Policy Gateway Governance Master ! |

SOA Policy Gateway Governance Master F& =42 A4 5% 3 A5 DL T 40 5 A1 2R
SRR, NI, TEECE N WSRR S ORI SO, B ImE X
FEMEE SO S e MR T B s B BRI,

[% 19 Tif{) 1 SOA Policy Gateway Advanced Runtime J |

SOA Policy Gateway Advanced Runtime £ 5 25 ] FIPESETN, 247015 SOA Policy
Gateway Governance Master — i f# [,
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% 3 = IBM SOA Policy Gateway Pattern \|7]

B il WebSphere DataPower Sfef% il{# il WSRR H 1525 S s FIAR 55 7 AT L.
WEEARTS PO, T MR R NE, bl n] e iR A 5 0 5
L9 R PP A 8 DR i 7 i 52 5 B D RE R AR,

T ZHl

0] IAE IBM PureApplication System #{ IBM Workload Deployer &% il IBM
IBM SOA Policy Gateway Pattern,

iz

Biffi [l IBM SOA Policy Gateway Pattern, i 52 LT 4 5%:
1. F#Jf4:% IBM SOA Policy Gateway Pattern, 555 M\ Passport Advantage® F#k
BUHamEZER, HSR FRIFREH |
2. gk FCEMSOVIN. AXREZER, WS 12 FA r ELE R
3. BLEIFERE R
a. #% WSRR W ABMRGBARVEATIE,
b. $%% DB2® Enterprise A 14 ol iE BN,
c. AREBIA:
1) fEdEmid. FXELEE, iHSH[IBM WebSphere Service Registry and|
[Repository V8.0 {5 HH.Lr - FBEHIN
2) AARAE AL EE D, AR AL S 54> Basic Runtime AL AL E $2 7t
3) AT HAMIETS, ESEHE SOA Policy Gateway Governance Master #ix{, X
23 R e 55 AN A B2 4t — A A PR,
4) TERIITERE Governance Master MixUJ5, WEFFFREABITIIIREIYRAL. XIF
M 85 5 2758, Basic Runtime JEHC R, X T4, HikEF
Advanced Runtime ¥£#%, j#id Governance Master FY*“Wi4 L FEAE 0 {418
THECE, FRATEMHsATE;, 4R TR E A e8I (B F3hig
THECE ) .
HREZRLE, WS 56 Uy r AERA |
d. WIEREE. SR 62 JUK r RIEFEE 1 |
e. fRYT WSRR Hsie ek, AXMUMALE WSRR LN HEZEL, HEMH
[[BM WebSphere Service Registry and Repository V8.0 1 HH.0)
f. FCE BRI DataPower 3., A XHEL(HHE, ES N 49 K r ZoEH |
4. fEFRCEN S, AXRELEE, ESRE S TN 6 &, 1 {liHE BN e |

+ 3 .—‘—| ;It RS
THHZEER
AT IBM Workload Deployer V3.1.0.2 # IBM PureApplication System [ IBM SOA
Policy Gateway Pattern T.F]f1, DIft N Passport Advantage Tz,


http://pic.dhe.ibm.com/infocenter/sr/v8r0/topic/com.ibm.sr.doc/rwsr_deployment_topologies.html
http://pic.dhe.ibm.com/infocenter/sr/v8r0/topic/com.ibm.sr.doc/rwsr_deployment_topologies.html
http://pic.dhe.ibm.com/infocenter/sr/v8r0/topic/com.ibm.sr.doc/wsrr_product_homepage.html

10

T ZHl

W% CI9GIML.tar.gz LA 10 GB W fi=sfEl, F-H %W4MG 10 - 14 GB Z5[a]A]
FH T e 46 1 SC A

WK CI9GOML. tar.gz X F 2k 21247 Linux B{ Microsoft Windows {55, MiH,
WG 2% Java™ Runtime Environment (JRE) V6, #RJG A fE R st 2edk . AT DI
PUF HidE R 2 A B Linux: |http://www.ibm.com/developerworks/java/jdk/linux/|

download.html|

RFULAES

IBM SOA Policy Gateway Pattern $7f07F CI9GIML.tar.gz SCHEH. BEIARYA & ikt
FEAIARE (OVA) SUHF, BIAH A SUAF A X S A,

YUK

F\ Passport Advantage [ IBM SOA Policy Gateway Pattern BU%, i55C DI T

BR:

1. ijila] Passport Advantage Web ¥fi&: [Passport Advantage]

2. THRESTEMEHMOMmE, AR TFBMBE AW B XH., ZXH2HR
CI9GI9ML.tar.gz,

3. #JF Linux L3 Windows LM AERRAE D, WK E TR
CI9GIML.tar.gz SCIFAYH 3%,

4. ¥ CI9GIML.tar.gz CHFMINZME R4 2 A SRS, 1E Linux b, fE4@S
i AE Linux b, 4662 b
tar xvzf CI9GIYML.tar.gz

1E Windows £, 508 FVARAM Uik L 46 4R 4F R fff T4 CT9GOML. tar.gz HYNA,
5. WAL DUT 4R SCAE Linux R4 BB PATVF AT
e chmod a+x installer/installer
e chmod a+x installer/deployer.cli/bin/deployer
* chmod a+x installer/deployer.c1i/bin/3.1.0.2-20120531075842/deployer
6. Y% installer Hif:
cd installer
7. BAE AR 2eSE IBM SOA Policy Gateway Pattern, iisfT 3R, il &
& installer.bat (Microsoft Windows) B installer (Linux), Hi AL T4
installer -h <host> -u <username> -p <password>, HW, <host> B=iX#,
username Al password J&4 H BVEEIE,  A0:
./installer -h apiliwd.rchland.ibm.com -u cbadmin -p chadmin
8. fEH#E/nMt, #:52 IBM SOA Policy Gateway Pattern ifAJiIF,
a. fE Microsoft Windows E: fEAEZVFA[IEMMUG, WRZHm (#iTBR >>>,
type quit(), HBAi&tE Enter #, WREEHE 7.
9. BHXERA. TELRGMAN, LREFH2ER—-FHE, RICHIZE,
fin:

Importing pattern "SOA Policy Gateway 2.0.0.0 - Governance Master" ...
Import pattern "SOA Policy Gateway 2.0.0.0 - Governance Master" successfully.
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http://www.ibm.com/developerworks/java/jdk/linux/download.html
http://www.ibm.com/developerworks/java/jdk/linux/download.html
http://www.ibm.com/software/howtobuy/passportadvantage/pao_customers.htm

R
RH AR MAA, FaE EURGER L

i WRE PO AETE IBM SOA Policy Gateway Pattern (i (19 1 B hit A< 20 51l 1) 12
ARG, WL HETHEE.

2 A

$%% IBM Workload Deployer i%#5a IBM PureApplication System [ 1] IE,

BRI, Sk R i Bt |

WIEE RRAIR
65T DL SR HERE SR 77 EL LI, I HE 52 A 095 9V P LA B8 R B 2.

TR Z Bl
i B9 UAY ¢ THOFZEBL | i B f B BB 52 A
KT UES

(RS2 IR, (ST LSRR S, 6 AT LA JIAE 6 R MR 2 1, BT
Hy 275V AT .

iz

BLIGHF IBM SOA Policy Gateway Pattern ({2235, 55 LT 45 B§:

Lo R EI 22T TPAS il G a0 IWD 51l 5.

2. AW EBF > ERMEORKAL RELBIE”, JFAk: DB2 9.7.5.0 #1 WebSphere
Service Registry and Repository 8.0.0.1, UISRARBEZVFA[IE, B ABUZ bR 605 —
T HILLERE,

a. FRZVFIIE, 5 RO WUR LI R RS B S R A AR, ey
AR PR RS, ORGSR T DA P R DL A R 6 20T 32 AR AT VR FTIE
HRPIRSH R K, I BAESE U A PO BoR B2,

3. MEE"ER > HARRHE", &k
* SOA Policy Gateway 2.0.0.0 - DataPower Domain
* SOA Policy Gateway 2.0.0.0 - Promotion
* SOA Policy Gateway 2.0.0.0 - Sample
* SOA Policy Gateway 2.0.0.0 - Security
TR A 222 R A 7 BT A X R A B £,

4. FEE"ENX > EURE", FEk
* SOA Policy Gateway 2.0.0.0 - Advanced Runtime
* SOA Policy Gateway 2.0.0.0 - Basic Runtime
* SOA Policy Gateway 2.0.0.0 - Basic Runtime Sample

* SOA Policy Gateway 2.0.0.0 - Governance Master
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Sample

DB2 Enlerprise
VM

OB2 Enterprise WSRR
Single Sanver

Single Sarver
WM

S0A Palicy Gateway 2.0.0.0: Basic Runtime Sampla

S it 4 SRl 45

14 1BM soa Policy Gateway Pattern



£ 1. &7 Basic Runtime with Sample 15z [ 7 W

il ik
Hidsr RIEER EF3ChRR, fE DataPower HidstifsK,

% H MRPEIE R F T SCARIR, 43 K B 1 2248 7 1 o

Uians YR %5520 WSDL S IHIF %K.
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#2. ATALERIZH
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(UDF) AfF it e 6 P R iR A 8. 2 B4 P R Re a6
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P FARIR, 848 oA dasusel, FEHBE 2N dasadml,
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YE R G B,

N
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BAERGN virtuser HPARIREGERD. B AR AR R AL
HLIAE oot FHFTHRIN.

N

TN virtuser A9,

#3. A ENZE

HoAth 250k MIEAS A R G AR I B B BiE
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By

[N b3 A root AT,

i (virtuser) | /& BAERSM virtuser FHPFRIRME, HH AR HE B RIAL
3E root H P HRIA.
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SOA Policy Gateway Advanced Runtime &z ) DB2 Enterprise
HADR Primary #{EES4
W BB A A M LTS, A REEE LA,

o LEMNSH

R »E (B |

R CPU %t 2 1 o
#h
EVIN
(1
L
4 e
"
Bl 4k
o

2048 |4 i
%
M U
LY

i

W7 R/ (MB)

BB o of ~ B
It NN

~

% 4w B, WOEMWARTL 25



#6. AIAERIZHL (%)

SHAMR

iR

Y (db2instl)

#1E
)
i
JA
M
db2inst]
) 4
.
A
IR
P
s
DB2
5
My 2%
3
fH
D)3
B e
JE A
3N
i Hir
f
=

N

N
db2inst]
%1

fih.
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#6. AIAERIZHL (%)

SH M wE |E ik
A (db2fencl) B

TEEEFERTEHR
BCEAEHETE

%4 & g R AR EE B7)




#6. AIAERIZHL (%)

®4E
SHER wE |E ik
TN b TN
db2fenc
%
i,
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#6. AIAERIZHL (%)

SHER SWE |E ik
#54Y (dasusrl) H

il
i R
%
.
{7
Jiia
H
dasusrl
It H
B
H N
dasadm],
i A
R
iR
5]

DB2
GUI
T A
AT
(2]
A Hi
e %
i A
=
|
G
=
AT
(=gt
1T

5.
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#6. AIAERIZHL (%)

SHAMR = |E iR

g | B

N NN

dasusrl
%
i,

root
o
Fr iR
1y
.
X e
it 5
Hot
e F
Bt %
N
L
fy £
& &
5

#

.

o

4 (root)

[N NN

root
3

%l‘
14,

o

45 (virtuser) = 8 AE
2

307
virtuser
il
r iR
iy %%
.
M
bR
HH
fE M
£
HNE[E
root
il
i
.

TINE fif Ik
virtuser
2%

4.

i
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K7 ATRERIZH

SOA Policy Gateway Governance Master &3 fJ DB2
Enterprise HADR Primary E}4ELESH

WAERCE B R R LR SR, A REE Iz,

SHBR

AEE

REE

iR

L CPU %

W
=

1

o BLER PR RN B AU DL
Tic ) K POLAD B 5 iR

WAF R/ (MB)

o

2048

e 26 ML R AUUMIL A P9 A7 R
(RUIRF A g LA )

ZH (db2instl)

Jooui

BAERGE WA P 5%
db2instl [ERY, BLH A
FRIRFVE DB2 SElf 4
e T 2 DA BB T R A
AWIrEH.

N

1A dbinst] Z5f5.

%Y (db2fencl)

RO | fim

MT4E DB2 Hde % i Al
{1 o g1k =5 (8] SR I2 4T P
SE LI BREL (UDF) FIA7-4%
R AR I AR R A .
2B 4 R RE A (8 Tk
DA RGAR A2 1T 5
LA fE (2P
it # ) MR, XAl
B BH 1k 52 By 37 47t i AR
o SISO, PO ERAE R
GeKe BHL L X R DL

TN

g1k db2fencl %A,

#54Y (dasusrl)

RO | gm

HTHE A% Lisfr DB2
B 452 DB2 B
M 552 P 09 P AR IR
A, sE MR

dasusrl, JfFHEEH N
dasadm1, MHFHRiRE
i DB2 GUI THMT4l
X 7 il 55 25 Bl g S 4]
IS PEIA T BT 55

N Y

i1\ dasusrl #EfG,

HY (root)

B | gm

root P FRIRIERS, X
by el Y N
FUBL A E RS20,

BN Y

itk root %14,

PR (virtuser)

B | o

BAERGR virtuser 7
FRiR g, it P RN
JATEREIMLAYAE oot P
FRif.
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K7 AIRLERIZH (%)

SHAM =5 HEE Ak
A Y = I\ virtuser 5,

DB2 Enterprise HADR Standby #B{4

#8. A ENZE

DB2 Enterprise HADR Standby #B{442 {1t T — SU[ig & LI,

SH AR g
L CPU % OH AR 275 14 R PR P 1) REE DL B 5 i

W7 K/ (MB)

SrBcgs BUREAALE A7 (DR 8L ) |

2H (db2instl)

HRAERGN M PRIN db2inst] B Y, LA AR AIE DB2
SEAN ) 222 BT A o L R P AR BT A

AT

fifiih db2inst]l 249,

2HG (db2fencl)

HITFAE DB2 Hodfs Al AR ik =S (8] Shlis 17 7 S pR
(UDF) M7t BEf) P AR s g, 2 B dr il 2 REAS 1
AW B e R G R I AT RSPt B (<2 By 7 i
R ) B, kR BB Lk 52 B 370 i o e i i S S
DRI DAy A 2R GEop BEL L i o 19 0L

NS

Hfa1h db2fencl Z5AY.

#54Y (dasusrl)

MTHFRS Fid 7 DB2 & HRS#4 19 DB2 & LR S#8 H
B P ARIR Y, B F oA dasusrl, JFHBLE 4R
dasadm1, MHJHPFRIRIAH DB2 GUI TH i1 % A< HifR 45
B S B AVBOR R A T BAT 55

NS

fiIh dasusrl 2544,

1 (root)

root FIPRRIRAYE G, XA AR L BT SRR M DL A
(AT

AT

A root A4,

WH (virtuser)

PAERGN virtuser FIP RGNS, A P AR IRAE 4L
HLEYE root FIFHRIA,

BN R

fifith virtuser 2544,

#9. A ENZE

HoAth 250k NIEAS A R G AR I FF BBiE

SOA Policy Gateway Advanced Runtime #&3{#) DB2 Enterprise
HADR Standby ZR#E ES 4

WL BB BRI LR SR, A RERRE L,

BHEH R fHid

ML CPU B | R ! R 9 HEALLA B0 A AL B M

WAE R/ (MB) | 2048 SY ML HEIPLIO R CBLIESF 4 4 )

#f (db2instl) | HAE RGUH AR do2inst] HOSERD, BLFRPHRSAIFE DB2 5%
I 225 4 4 LB R R 0 A

kg i ik db2instl %0,
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#9. ATRLERIZHL (25)

SR A== HEE iR

A0 (db2fencl) | & FATAE DB2 Kl Al A M bk 25 18] 05838 47 F P SCRY R %L
(UDF) FIfEt B0 PR IR IS, 2854 - 2 RES (8 Ak
DHEAE RERR BT R (2B g e ) 1
AP, X a]HE BB 1k 2 B A g R T S S, TR O ERAE
RGH B 13X R AE L

TIN b N db2fencl 2540,

#fY (dasusrl) | J& MF1ER% Liztt DB2 MR S541 DB2 B HM 554 A 1
MFFRIRm =R, §eg PR dasusrl, JFHEEA R dasadml,
B P RRIRIAH DB2 GUI T H F T 414 A IR 55 2 B 128 S 41
VIR R PAT A PRAT 55

A Y = itk dasusrl Y,

224D (root) 7= root JHFARIRAYERY, XA BRI 2R BRI EAE R
By

A Y b3 A root AT,

i (virtuser) | /& BERSM virtuser FHPFRIRMER, HH AR HE BRI
3k root H P HRIA.

Y = itk virtuser {9,

# 10. AJAERIZHL

SOA Policy Gateway Governance Master {&3{fJ DB2
Enterprise HADR Standby ZR4EES#
WS B A BRI LT SE, AR E 1%

SY AR E REE iR

L CPU % |2 1 Sy BEEB TR 0 AL B A R ADLAE 360 2 K

WHR/N (MB) |2 2048 SR M BRI R AE R (DIJEEI AL .

A9 (db2instl) | 2 BAERGH M ARIR db2instl BY%AD, BH PARIRIME DB2 52
1611 14y 2226 T 3 DA SR PR IR B

AT & ik db2instl #fd,

Y (db2fencl) | & TAE DB2 Hidha 2 10 H bk 2 [ SN ERIZ A7 ] P 28 S R4
(UDF) MU R R PR a5, 2 B4 F P 2 BE S A
DR REAR 21T LA A (2Bt R ) /Y
R, X AT HE B BEL 1k 52 By 3 ki R S SO, TR O R A
FRGUREBE I X R O

A Y P ik db2fencl #fi,

Y (dasusrl) | & MTAERS: Lizfr DB2 B M 4431 DB2 & 445 1 F 1
FPARRM RS, B8 AP dasusrl, Jf HEVEA Dy dasadml,
B PARIRIEHT DB2 GUI T H T A iz 55 2 Bt 7 52 461
AEHE PR A T4 A 55,

VN & I dasusrl %55,

R (root) = root JHFHRIRI D, ORI S T R R B LI B &R
BRI,

PN P I root i,
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#10. A BB ()

SHER WEE R&EE iR

Y (virtuser) | & BAERG virtuser P ARIRAOERG, B AR IR AVE BERAILAY
4k root M FHRIA,

VNG 2 WiIN virtuser #5419,

WSRR 37 AR & 225014

#11. CHENZH

WSRR 57 iz 55 i R4 1 1 — LU iE B I,
TRPHEET WSRR LR 55 & AR AR AT E S A

SHER ik
L CPU %t O ST R 708 114 HE PR T 1 HEE DL B g5 it

WA R/ (MB)

SrBogs BRI AT R (DR T 8L )

1 (root)

root FIPRRIREGE G, XA R I BT SRR R DL Y 4
(XA

N AT

BN (root)” ) F A

WebSphere 44 ¥ J7 44

WebSphere RS54 1 7 44,

WebSphere % %1

WebSphere FREEHE B - %504,

N ik “WebSphere & HLE AL (¥ I F 4 A
B Yy BN A7 P LU AL % RO B A AT

12, W ENSH

Hofih 2508 M IEAS KR 101 R G008 X Ak O FOB BBl E.
SOA Policy Gateway Basic Runtime &= WSRR 37 fR5S8580

HEESH

WAERCE B VR R DTSR, AR LR,

BHER  |0®  |RAE P

L CPU B | B ! A B I BT S BEA HE S0 BB 28,

WA R/ (MB) | 2 4096 SRE BN N AR R (DIJRE 80 |

MEAMHENE |2 False T DAL e AL T P 3 P A7

FIL R P SOAPolicyBasicCell Basic Runtime &z T HEIL LY WebSphere LG4,

A1 44 & SOAPolicyBasicNode Basic Runtime x0T BRIV L WebSphere 17 544,

SR (root) = root JHFARIARY &G, R AL P ER O T R M LA AR AR
SR,

WIN = BIN T (root)”f i AL

WebSphere & # | J& virtuser WebSphere M5 #H ' 4.

ik

WebSphere &P | & WebSphere FREZE L] 1369,

why

TN 2 fifith“WebSphere & B2 101 FH - g A
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13 BEREZBH

SOA Policy Gateway Basic Runtime Sample &= f) WSRR J#

IRRFEFEBURESH

1E SOA Policy Gateway Basic Runtime Sample W, NATA 5L E T 6 (EH.

SH B WE REE iR

Bl CPU % | & 1 ML EB AR (1 R 3 BE 1 R ADLAL 30 25 A

WK/ (MB) | & 4096 SBCE IR N AF i (DB 8 ) |

MEAMHENE |2 False T ER DL AL E T 3 N A7

B (root) = password root JHFARIRIERY, ORI A ERAE I 2R B HIVLIEAE &R
GER) A,

A Y & password A0S (root)” [ F 7 i A

WebSphere % # | J& virtuser WebSphere 58 B H F1 44,

M

WebSphere 453 | J& password WebSphere FF35 45 B H 7 #1Y,

Y

N & password fifith“WebSphere & 2L 25 101 ] 7 g A

WSRR E3EEIE 25804
WSRR #[38 4 BLgR FR AR AIE T — SO B e,

TERPMIAT WSRR HBE A BRI AT HE 24

#14. Wl E1ZH

SH AR i
L CPU % O AR 3 75 14 HE FLML S0 P ) REE DL B 5 i

W77 K/ (MB)

SrBcgs LRI A7 (DR M 8Ar)

Y CPU

Pk DL & A4 B CPU.

T W BN A7 TER DLL R I & B P B AE.
HIL AR Advanced Runtime % z{[%) WebSphere G475,
e fiF Advanced Runtime X T #F%E & B 4% WL LAY

WebSphere 7 5 1 15 55 44,

HH (root)

root JIFRRIRAYE RS, XA AP B BT SRR R DL A 4
TE ARG 1Y,

NS

RIN“EEAT (root)” ¥ FH T

WebSphere 4 3 ] J1 44

WebSphere PRI HH] 77 4,

WebSphere & % il

WebSphere A5 B 7 %9,

BN R

ik “WebSphere & #2519 1) FH 7 i A

HoAth Z 50k MIEA AR AR AR I B BiE
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K15, WLEZH

SOA Policy Gateway Advanced Runtime &= fJ WSRR #EE

HRNBHERESH

DAERCE B VAR LTS H, AR R,

SH B WE BREE iR

ML CPU B | R ! hy MR I MDA 0 DL 3 Bt

WK/ (MB) | & 2048 IBCE BRI N AF i (DR 8 ) |

WEAYH CPU |2 False e DU UL L F B CPU,

TERWHNA |2 False TiUER DAL e R UL % FH A P B A7

LTI/ & SOAPolicyAdvancedCell | Advanced Runtime # = [j WebSphere AKX,

W E 4 £ SOAPolicyAdvancedNode |fii T Advanced Runtime i %635 & 2% B LIAL L1
WebSphere ¥ mi 15 5144,

A (root) = root TP ARIRAY RS, 3R A St E R BT 2R LA R E R
e

BN = THIA“HRY (root)” (1 A i AL

WebSphere &3 | J& virtuser WebSphere P35 45 ML H ™ 4.

i IRE

WebSphere & # | J& WebSphere 58 B H 4544,

Yy

PG = fifith“WebSphere ‘& 2% 10 ] - g A

# 16. nJHERIZH

SOA Policy Gateway Governance Master #{#] WSRR #HZ%

HERAHERESH

WAERCE B AR LR/, A REEE L

SEEWR WE RAE ik

HE# CPU % |2 1 R A 2R B HEADUAIL 23 P B R FOA AL 2 25

WAER/N (MB) |2 2048 SrBess IR A7 R (DR o 8L ) |

WiEYH CPU | & False TiUER LA RE AL % )3 CPU,

TEYIRNA | False T ER DL R AL S FT 3 N 77

LTI A 2 SOAPolicyGMCell Advanced Runtime #&3{[) WebSphere 047K,

W4 2 SOAPolicyGMNode fi T Advanced Runtime x0T #6858 M BRIV L1
WebSphere 7 &5 i1 4.

%A (root) = root I FHRRAYEERT, SR AR TR AL AR R
SRR TR

BN = BIN S (root)” A FH 1 i AL

WebSphere & H | & virtuser WebSphere 4554 5 77 44,

ik

WebSphere &3 | J& WebSphere Ffi5 45 Bl 7 %44,

whY

VNG = ik “WebSphere 4 HL &A% (1 F i AL

36 1BM SOA Policy Gateway Pattern




WSRR EH7 S 584
WSRR il 75 s Al T — LU T,

TRAPHAT WSRR E il 1 AR F B AT C B 24

#17. AL ERIZH

SHRBIR it
ML CPU % O B3R 75 (9 M2 PRS0 P 9 R DLAD B i i

WAF R/ (MB)

SrBoss BB AL A7 i (DR 8L )

Hig Y CPU

Pk DI B RSB CPU,

TR Wy HE P A7 T DU BE R AL IR B A A7

IR K 22 S S ARG P ) BT A PR, R AR
B PO P E [ BT AR,

TR fiF Advanced Runtime #%3F E fil 19 5 AL L (Y

WebSphere 7 51 5 15 44,

HHY (root)

root FAPARIREY Y, X SEAR 2 LR A AT R 7 REALATL Y #
(FS ik T

A Y

WIN A (root)” I FH P A

WebSphere & # 1 44

WebSphere FR5E4HH] A 44,

WebSphere % H %15

WebSphere IR I P45 7,

BN

i\ “WebSphere 4 BHEEAY 1 F P A

K18 AALEZH

Hofih 2508 I IEAS KR 0L R 4008 X 4Rk O BB B BIE.
SOA Policy Gateway Advanced Runtime &= WSRR E#T

REHEESH

WDAERCE B VR R LR B, A R iz,

SH B WE BREE iR

ERL CPU % | & 2 hy ML EB AR 1 RIS E ) R ADLAL 3 25 Al

WAER/N (MB) | & 4096 IrBCs ML N AF i (DR 8 ) |

WEYH CPU |2 False e DU UL L F B CPU,

TN |2 False TiUER DABE e R UL % FH A 28 A7

WEL = SOAPolicyAdvancedNode |1 F Advanced Runtime #2  & 77 SR IIHL LAY WebSphere
VORI E

Y (root) = root JFARIARY @D, SRR P R T R I LA AR AR
ENIER TR

WIN D = TINHRS (root)” /Y i AL

WebSphere % # | J& virtuser WebSphere M35 #H ' 4.

ik

WebSphere 4 H | &
G

WebSphere FR:E 4 B F % A,

TR

o

ik “WebSphere 45 B2 R (1) H P g A

94w B BeERWARTR 37



#19. W ENSH

SOA Policy Gateway Governance Master #&z(fJ WSRR E&|T
HEMEEESE
W B A A M LTS, A REEE LA,

SH B WE BREE iR

ML CPU B | R 2 hy MR I MDA 0 DL 3 Bt

WK/ (MB) | 2 4096 IBCE BRI N AF i (DR 8 ) |

WEAYH CPU |2 False e DU UL L F B CPU,

TN |2 False TiUER DAL e R UL % FH A P B A7

T4 = SOAPolicyGMNode {7 F Advanced Runtime 53 T & il 39 s EERIBL L WebSphere
TR H A,

5D (root) = root FIFARIR I BERY, XA O B R HE LA 4R &R
LY,

TN = BIN TS (root)”fY 1 i AL

WebSphere 4% | J&: virtuser WebSphere 5 B H 1 44,

ik

WebSphere #H | & WebSphere FREZE L] 123569,

whY

RN P 1A “WebSphere 45 BHZEHS 1 A AL

HIAEFE

fi IBM SOA Policy Gateway Pattern #2fit7T 4 AR P4,

WA 2t B A AR e A

* SOA Policy Gateway 2.0.0.0 - DataPower Domain
* SOA Policy Gateway 2.0.0.0 - Promotion

* SOA Policy Gateway 2.0.0.0 - Samples

* SOA Policy Gateway 2.0.0.0 - Security

fjZx: SOA Policy Gateway 2.0.0.0 - DataPower Domain

DataPower Domain JEIZSYE#BZ HAE]{ILY DataPower 38, 1ZJHIASZE D DataPower 15
1 WSRR iaf7if 2 [l Bi%#H, 5 WSRR 8170 % #1941 DataPower 75 B 4
) DataPower Domain JIZ4<,

S
# 20. AELE IS
SYEWR iR
DataPower_hostname FEA Y AR 4 23 TE A DataPower &7 HY EHL44.
DataPower_XML_mgmt_port FF DataPower XML B A5, @& 5550,
Datapower_admin_id BAM M XML 8 B4 08958 24 177 v A 2 61 P AR,
DataPower_admin_password DataPower_admin_id %Y.
A =AY fifiih DataPower_admin_password [if F /i A
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20, AELEMBH ()

SHER

fiig

New_DataPower_domain

ZHE DataPower BL#T LAY, EARSEMIA K
VCRC, 75 WA P e R MR i, E R RE & ARy =S
1%,

securityFileCleanUp

RSO NBITEIATE PR WSRR S Bk 1 283
DataPower [ DomainZipFile.zip SC{F#1 WSRR iE+5, 1
RARBR LS, W2 MSTEBAEIZ B B, X2 —A
g X

SOA Policy Gateway Basic Runtime 1&z{#J SOA Policy
Gateway 2.0.0.0 - DataPower Domain HJAE &S

WAERCE B SR R LR SR, A ek iz,

#21. A[ElE IS

SH AR R BREE P

DataPower_hostnamg: FEA N AR P44 2246 DataPower A1 FAL4.

DataPower_XML_pdgmt_port | 5550 AT DataPower XML & FE O Hum 0, HH & 5550,

Datapower_admin_|id§: BAMA XML 832 Y38 417 nT B & 28 510 PRI,

DataPower_admin |pgassword DataPower_admin_id [{J% 45,

A Y = fifitk DataPower_admin_password f9 F F' i A

New_DataPower_doflain HIE DataPower ¥## FAIEMFINA. G5 M B A I
L, A5 AR P G R R . (ERRE AL S AR AT 25 4%

Remove_security_{ils true E T CNsIT AT FaR WSRR S v il Bk L 282

DataPower [ DomainZipFile.zip SCHFH1 WSRR {EH, G A
Bk 1% 30, IBAZIEBANTEL S B, Xt — A e A

SOA Policy Gateway Advanced Runtime ##z{#J SOA Policy
Gateway 2.0.0.0 - DataPower Domain H)ZEl &S
PSRRI E A B EHLHSE, A RERRE A,

#22. AAERIZH

SH B R REE i

DataPower_hostnamg: FEAR N IRE 76 26 7E Y DataPower % % 1 £1145.

DataPower XML_pdgmt_port | 5550 JHT DataPower XML & BH4% 0 (i 0, & 5550,

Datapower_admin_|ide: BAMM XML 8 3 Hz R 24 7 ] A 3 5 P pRiR,

DataPower_admin |pgassword DataPower_admin_id HJ% 15,

NG 7= Tfi1A DataPower_admin_password 4 F i A

New_DataPower_dofain TE DataPower U FAIEMHEHA. TGS I BT
B, I AARE R R W EGR . BN BE & AR T 254,

Remove_security_{iils true e RGECNBITHATEFEN WSRR S H M Bk 1 2% 2

DataPower [ DomainZipFile.zip SC#F#1 WSRR iF45. MR A
Bk 22130, IBASIE AT SEH B, OB R — A2 e K
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fiiZ<: SOA Policy Gateway 2.0.0.0 - Promotion

Promotion ARSI #Ks SOA Policy Gateway Basic Runtime @ SOA Policy Gateway
Advanced Runtime #{x5#E ) SOA Policy Gateway Governance Master #x 2 %5E i,
‘EFf Runtime Fl Governance X Z [AI# 15 Fon 44k, AT EEK WSRR 7}
fil B ] Governance Master H1,

S

#23. A&

SHEBWR Ei::puy

WSRR_GOV_DMGR_hostname WSRR S M1 35028 4 B4 1 AL 44,

WSRR_GOV_DMGR_cellname WSRR #E#£/ WebSphere H.JTZFK.,

WSRR_GOV_admin_user WebSphere WSRR 45 Bl HL G A 45 BEARIH.

WSRR_GOV_admin_password WebSphere WSRR Wi 4 LG 19 45 BAR IR I 2544,

N ifiik WSRR_GOV_admin_password ] ffi 4 A,

Promotion_environment DhAN staging, production BY Unset Z —, iXSE{H X4 K/)N
5, Jf H 2R L,

LTPA_key_password LTPA #81K7E % H Governance Master i JEIZAFE 7 (1]
S, AR A A T, X RS
1% LTPA SN Ji Y % A,

A Y fifith. LTPA_key_password [ F 5 A

SOA Policy Gateway Basic Runtime &= fJ SOA Policy
Gateway 2.0.0.0 - Promotion HJAEESH
W B A A M LTS, A REEE LA,

7 24. WL E IS

SHBWR WE BREE ik

WSRR_GOV_DMGR_hostname WSRR A HEHY 02 A BLAR 19 AL 4.

WSRR_GOV_DMGR_cellname WSRR (] WebSphere 704475,

WSRR_GOV _adnfifguser WebSphere WSRR A #5155 (¥ 45 BIAR IR,

WSRR_GOV_adnjigizpassword WebSphere WSRR Wi & L1 [ 4 BRAR P 1) 250G,

] H fifith. WSRR_GOV_admin_password it F 774 A

Promotion_environnjént WK staging, production I Unset Z —, XX/ KNG,
It H LT HERA VT L.

LTPA_key_passwarft: LTPA ##PK7EK H Governance Master [ JHIZSFE 5 HAR] S H
MG, FFFER T AR AT A R nh ], X RTES X
LTPA %54 it FH A 25 69

Ny B2 1A LTPA_key_password [ F /i A
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SOA Policy Gateway Advanced Runtime #&3{#J SOA Policy
Gateway 2.0.0.0 - Promotion HA&KE &S
W BB A A M LTS, A REEE LA,

# 25 WALERZH

SHER W R {E

ik

WSRR_GOV_DMGR _hostnamg

WSRR L1 1 H2  F AR 19 AL 44,

WSRR_GOV_DMGR_cellname;

WSRR R WebSphere HiLIT 4 FR.

WSRR_GOV_adnjisit-user

WebSphere WSRR 7 Bl §1 77, (19 & Bl AR i,

WSRR_GOV_adnjifgzpassword

WebSphere WSRR 4 81 I% 148 BAR TR 19 254,

AT T

itk WSRR_GOV _admin_password ¢ Fl ' i A

Promotion_environidgnt

WK staging, production Y, Unset Z —, XEE{E X4 K/NG,
I H 225w DT AL,

LTPA_key_passwors:

LTPA #4PK7EkH Governance Master AR 7 liH] S H
M, JEFERTFFAE R MIrA R oo, X RSB %
LTPA #5480 filf FH 11 269,

NS P

1A LTPA_key_password [ F /' i A

fiZs: SOA Policy Gateway 2.0.0.0 - Sample
Sample AL E T HAN RTS8 T SOA Policy Gateway Basic Runtime Sample

e
5Y

i ALMTE( Unset BIZHIIX I KNG,

%26, WACERIZH

S AWM iR
SCP_host t1 7 DomainZipFile.zip 1y SCP R4y £ 4.
SCP_user FTiERS SCP 45 2in I 4.

SCP_password

FT %5 SCP R4 #3210,

N

fifitk SCP_password A JH 4 AL

SCP_zip_location

DomainZipFile.zip [ URIL fu &, #ln, /files/
DomainZipFile.zip,

CLIENT_PUBLIC_KEY _file

AT &E#:5] DataPower & XML &R O 01 PEM JiE
P 2R, DO IR & # I IE XA H SSL A1 o
JFH*“Unset” {4,

CLIENT_PUBLIC _KEY_password

T ZERF] DataPower £ XML 4 HHE 1w 1 A9 A FHIE
R A, AN R AR 26D, 1%{E A “Unset”,

NS

ik CLIENT_PUBLIC_KEY _password i A.

CLIENT_PRIVATE_KEY _file

T %3] DataPower %5 XML &M 1009 PEM 2%
A ZFR. WS EOS T GET 5 2570, SOk
L2\ BAEAME ] SSL 4/ L T {d JH“Unset”{H.,

CLIENT_PRIVATE_KEY_password

FF %3] DataPower 1% £ XML & B 4% O v 109 %5 4
FERY, LSO FHEIEN S E20FR, WA S HE
%65, 1% A “Unset”,

% 4w gL WeemEAEFe 4




26, A[ALEZBH ()

SE AW £
PN ffiIk CLIENT_PRIVATE_KEY _password FJfH FHiA.

CLI_FILE _file

&1 DomainZipFile.zip XM+ AHY CLI CHRIAFR, b
CLI 7EMZ7%E 1 WSRR IR 45 43 & 19 R B IAT.

N

fifith LTPA_KEY _password () F '3 A

DataPower_hostname

FEA Y, FFE T L4 AE 1) DataPower 34511 LA,

DataPower_XML_mgmt_port

FF DataPower XML 45 422 01 A% o5 1

DataPower_admin_id

HAM A XML B O 95E 4 VR Al B A B 6L P AR,

DataPower_admin_password

DataPower_admin_id FYJ%543,

BN

fifitk DataPower_admin_password ff Fi J7 4 A

SOAPolicySample_DataPower_domain

FEAI S, BEAEYS DataPower % b 4T Bl A W IT L.

SamplePolicySample_starting_port

N HREFFRRE 5 AN, CEARTE S 0T 8 X 5 4
who, Fan, iR R 62000, B4 JHET O 62000-
62004, KT XL 1 REBSH, BARSPATETRA,

LDAP_hostname

FEAE ] LDAP Jled5 8%, X% M55 i £,

LDAP_port LDAP [l 55ariydE44im . EH A 389,

LDAP_password 5 LDAP_DN 4§ i /1 19 %51,

VN T fifiihk. LDAP_password [ FH P i AL

LDAP_DN HTF 4023 LDAP BE4A AR, i, cn=root, dc=ibm.com,

SOA Policy Gateway Basic Runtime Sample &z ) SOA
Policy Gateway 2.0.0.0 - Sample HZAKEES#
DR ER AR EN LTS, AReflEi1ZeA.

i ALMFE(E Unset HIZHIIX T KNG,

#27. WACEIZH

SH B WE REE Hix

SCP_host P fI& DomainZipFile.zip W
SCP Ik 55 % 1 £HL4,

SCP_user P JHF %3] SCP il &4+
Fi4.

SCP_password & HT %5 SCP 5 #5195
i,

WINE S = fifilk SCP_password Y JH] /7 fi
A.

SCP_zip_location = DomainZipFile.zip fJ URI
hE. flm, /files/
DomainZipFile.zip,

CLIENT_PUBLIC_KEY file | /& FFiEHH] DataPower ¥4

XML E#HEONWON PEM
UE A SR A FR. OO il 55
#IMIEHFEARH ] SSL (1915
B H“Unset™fH,
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#27. A[HLERIZHL (%)

SHER

BREE

fiig

CLIENT_PUBLIC
_KEY_password

HTF %% DataPower %%
XML & 34 O 3 O )2 FAIE
T B, SRR AR AT
Y, 1% M “Unset”,

BN

i

TR
CLIENT_PUBLIC_KEY_passwo
P AL

CLIENT_PRIVATE_KEY _file

Fo

FFiE#3] DataPower ¥
XML #0501 PEM
WY &R, WS EOT
R RN = A
AUX M 45 4 A IIE HAE A8
SSL Y& & T f# H“Unset”
B

CLIENT_PRIVATE_KEY_pass

HTF %% DataPower %
XML 8 #4203 11 % 915
PR %S, S B0 T A
INIETT & 20T 1, IRk
it AT o] %5 6%, % ME A

“Unset”,

I\ Y

i

TR
CLIENT_PRIVATE_KEY_passw
P

ord

DataPower_hostname

i

FEAS RN AR 7 8 2 26 2 1)
DataPower #&#511 EHL4.

DataPower XML _mgmt_port

Fo

5550

T DataPower XML 4 Hi 4
1 H 3 1,

DataPower_admin_id

i

HAM XML 8 32 01915
5 VR R RCR R 5 T AR

W

DataPower_admin_password

DataPower_admin_id %554,

BN

Bo | fm

iy A
DataPower_admin_password [}

AL

SOAPolicySample_DataPower_d

ofrain

SOAPolicySample

AR A, EAARE
DataPower %% LR IA
I UC R,

SOAPolicySample_starting_port

62001

NARFERE 5 455 5%
F, KRR 406 L 8 2 W ik 7R
X5 A, g, Wi
562000, AR2 Kl O
62000-62004, X Fix st
REEHEEN, WARES AT
A AT,

LDAP_hostname

i

FEAS | LDAP JR4558, X

KEVZMR 55 0 LA,

%4 % g, WeEaEAEFe 43



#27. A[HERIZH (%)

SR A= REE iR

LDAP_port = 389 LDAP 255 i B AE 2 42 0 1.,
A 389,

LDAP_password = 5 LDAP_DN 4} T f#
AT

i ey ] 7 fiIh LDAP_password [F) 7
AL

LDAP_DN P MT98E% LDAP Mj&H 4
FR. @,

cn=root, dc=ibm.com,

fiiZ<: SOA Policy Gateway 2.0.0.0 - Security
Security JAYF ZIP XA &S DataPower 15 & HEAT I 5 PN 1Y 42 4 (5 BN HF
Linux Z2EHIFEF (SCP) W AMNER SR 55 5 52 I 2 5884 PR AR 80 WSRR AILEE.
S 222 S S DU A
« DPC Jjj[niE 3
* DPC jjln] 2 HIES
* DPC % fil#% 4
« DP CLI M4
o EFEERY SO
DataPower iy %47 #H (CLI) JAA o vV G752 2 i BRI e & O R4 Y .

i AEERE 2 JE WANIRSCAR AR 55 i vh M BR AL 4 22k .

¥

# 28 AL EINZH

SHEMR iR

SCP_host fI# DomainZipFile.zip SCIFHY SCP Iz %5 & Hy E W44,

SCP_user FFEEE] SCP R4 H ) 4.

SCP_password FT %5 SCP IR 45 #5145,

A Y fifitk SCP_password Y JH /4 AL

SCP_zip_location DomainZipFile.zip XCPFH) URI fi'®; fifn, /files/
DomainZipFile.zip.

CLIENT_PUBLIC_KEY_file T %43 DataPower 1% # XML 4% 13 1Y) PEM JiE
B AR,

CLIENT_PUBLIC_KEY_password T % #3) DataPower ¥# XML & B 13 1% FHLIE
BFE, SHEFHENENS &S K Cafar
) o WCRARAE AT AT A, 1% {E T RLJE“Unset”,

CLIENT_PRIVATE_KEY_file T % #:3] DataPower %% XML ¥ #2135 1119 PEM %
BASCAER AR, S HO0 TR HAIAIET & & 47 1.
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#28. WAL EMBH ()

SHER

fiig

CLIENT_PRIVATE_KEY_password

AT 1E4: 3] DataPower %45 XML 48 FH % 135 111 09 25 50 S0 14
KD, WEESTTFHEIE S 20, R RS AT
%, %(E T DL & “Unset”,

CLI file

{3 & 7E DomainZipFile.zip Hf% CLI U4 FR. It CLI
T 723 AT WSRR IR 4524 L B (1 A B IZ 1T,

SOA Policy Gateway Basic Runtime 1&z{#J SOA Policy
Gateway 2.0.0.0 - Security BHIA&REESE
VAR ERAREHNLTESE, A gz,

#29. AL ENZHE

SH AN WEE REE iR

SCP_host I f1% DomainZipFile.zip SUFAY SCP k55 #r iy ML 4.

SCP_user & HT#EH3] SCP JIRF#5MH P 4.

SCP_password | 5% JAT &% SCP 454 i % i,

NI = fifith SCP_password Y P14 A

SCP_zip_location | J& DomainZipFile.zip X/H) URI {i&; N, /files/
DomainZipFile.zip,

CLIENT_PUBLIC| REY _file FTF %35 DataPower 4 XML & B4 M O PEM JE45
SRR 2 FR.

CLIENT_PUBLIC| BEY_passwoprd JAT%#%] DataPower %% XML #0300 % P HUIE S
ED, WS THEVIENF RL4HN (e m) . m
SRR RAEAT RS, %] L& “Unset”,

CLIENT_PRIVATEZKEY _file T %35 DataPower % XML & B 01 PEM %4
SRR A FR. IS EOS T AT & 2.

CLIENT_PRIVATEZKEY _password T #E#F DataPower % XML 45 42 O3k O BS99 S0 0F 19
. S BN T ILAET & 20 1. iR AR AT %
i, 1Z{E R LUZ “Unset”,

CLL file 5 Unset & 7E DomainZipFile.zip Hfy CLI CHFMI4#R. It CLI 7£

BN WSRR IR 55 B B 19 R A8 AT.

SOA Policy Gateway Advanced Runtime &) SOA Policy
Gateway 2.0.0.0 - Security HIZAEESH
DA E AR EHLHSE, A RERRE A,

#30. WEIE NS5

SH AR R REE P

SCP_zip_location | J& DomainZipFile.zip X/H) URI {i&; N, /files/
DomainZipFile.zip,

SCP_host & f % DomainZipFile.zip SCFFHY SCP R 55 &Y LML 4.

SCP_user 2 T #EES SCP M4 M 4.

SCP_password | /& T %% SCP HR5-#8 1 %04,

WINE S = fifith SCP_password i Ji P14 A

% 4w ER, WEMWARFL 45



7 30. AL EBH ()

SR WE RAE iR

CLIENT_PUBLIC| KEY_file AT %% DataPower %% XML & H# [ 0 PEM IE$
SUAFHY 2478,

CLIENT_PUBLIC| REY_password T EHS] DataPower &% XML A8 HIH% 0 3 1Y & S HLIE
MEN, WSHXTHEVIER S 24N (AR ) .
SRR LT, 1% A DLZ “Unset”,

CLIENT_PRIVATEZKEY_file T %43 DataPower ¥4 XML & FI#: 13019 PEM 4]
SR AA R, S BOS TR LA IR & /2 F Y.

CLIENT_PRIVATEZKEY_passord T i%4%%] DataPower i%# XML A 34 113 11 %5 P 5CAF1Y
WA, S E T A IR 5 2w 0, AR A AT %
i, ZfE A L2 “Unset”,

CLL file 2 Unset fI & 7E DomainZipFile.zip "ig CLI CHFRY&FR. b CLI 7R

WA WSRR i 55 2 ic B 1R s AT,
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2 5 E {#/ IBM SOA Policy Gateway Pattern

IBM SOA Policy Gateway Pattern X1 A= 5™ i 93 MY AT B 42 S0 E PR A ., &
M HERTE IBM SOA Policy Gateway Pattern HH{24it—MRe e g, JF H A& 24w
BUIZ RS A, FERRE TG, AR b 55 77 K e B ALK,

FER B, FEEBISSH. AEELER, ESWE S6 T r HE R |
HXES:

[ 9 TRy 3 2, 1IBM SOA Policy Gateway Pattern A[7]J |

ML {1 ] WebSphere DataPower A5 Hilff fl WSRR H 1) 32 48 S s Rk 55 7 SCAYTH
B, HEEAI R FE, DT s iy g, Al T REARELR I
MIJERE . ¥ R P e DL i 7 i 28 AT i D e A A

MR UEL B AR STR S

IBM SOA Policy Gateway Pattern fi{it—fifiJy 2 LI R n] FEHB AL BRI, T M4 i 55
SE SCRIHEm DA B PRAT X BB, 1 2 P o 19 M e oROM W U

BEREIAGE, 1EMER DataPower WA IHATIMREE M, IS 5k &L 2l E g iy v
7=, A[EdFRE SOA Policy Gateway Basic Runtime Sample 352 BUMHA FR5E, 1O
IWHEE A O R B AL B LI AT 3R B O s R B PUAT IO, ERIESRE 2 )5, i 1
WSRR fifF:sZ kv @ #EE () IBM SOA Policy Gateway Pattern W% Flia {7 A0 &, H
A HFEH Governance Master FFUf, J5 iR -5 AL & ILAC BT TR AL,

HEZFNIERZ IBM SOA Policy Gateway Pattern

W% DataPower I & 224 M 0

1. #E#5 DataPower (& TIEFEEH, HXELGEE, HSHE 48 1Y 1 IBM SOA|
[Policy Gateway Pattern it & DataPower ! |

2. W DataPower 1% £ Z 8|{# ", iERE DataPower %24 VERRSy, SRGINES Hilt
ITil{5 T 75 () DataPower %24 PESCAF,

3. HIANSHIEH RS DataPower A] IS &G, HHLESETUSCHEN R
ST,

TEQIE A P~ R 2 1, SOA Policy Gateway Basic Runtime Sample 7] FF i 7n 5 2 )

ifie. WRFFEE A Basic Runtime Sample, 352 UL T 45 B:

1. 7£ Linux F3R4t0#EES =9 CE8E REHE1T1RI SCP k454, SCP 242 il
4. SCP R g5atR it —Fh oy Ak Fe BB AN e e, TR A%
S PERC B R,

2. #4lt LDAP 455 R4EE DataPower HHSCJif Y FEAS B FIFE P B i I 0 22 2 AR IR,
HXEZEL, WHSIE S5 5 1 HREARE LDAPI |

3. #BE SOA Policy Gateway Basic Runtime Sample #ixDIIGIFRALEEH), HFREL
=H, W 57 B 1 #2 SOA Policy Gateway Basic Runtime Sample it 1 |

4. FEAME I ZE R, BATFE LDAP k4545,

e A = R

47
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1. B E AP TR B, A Governance Master F1IZ1TH B2 i i FEAFE K/,

i FERREERENE, RREGEN S — R YR IZ A

2. X Governance Master [FJH.I045, &2 P ARIEAIED,
3. f£ SCP Hi45#% LFE% DataPower %4t DomainZipFile.zip . HRELZIEE,

S 49 T 1 8 %4 1% DomainZipFile.zip ! ]

JHAE 8RS Governance Master:

1. #B%E SOA Policy Gateway Governance Master #i:, ZFRFIZELE TN, KRG HERE
FEPEH B IBATIR R, AXRELER, SR 58 JUK 1 #5% SOA Policy Gate|
way Governance Master iz 1 |

WBE A IR s AT A

L e T R ID S S PR,

2. W FHE LA DataPower 3, ifj 5% Basic Runtime #35{ Advanced Runtime #
X, HNEDPTHEAH DataPower AT 7 (LIS M H) 5t FE I,

i ML RS, AR AN DataPower 1,
HREZEL, ES0E 63 T 1 i Z 4 DataPower I{iEf7HEE 1|
3. {fi /il Governance Master iz {5 BNl BB, HXELEHE, WEMHE 59 57
[ T SOA Policy Gateway Governance Master #2{5H 1 |
4. WEBATHPE G Gia T, P IETINA S A B TR,
5. ¥%BZ Basic Runtime 3 Advanced Runtime #izl, HXHEL{EE, iﬁ%lﬁl% 60 T
1 %% SOA Policy Gateway Advanced Runtime iz 55 59 G 1 %2 SOA]
Policy Gateway Basic Runtime i3 J |

6. FRFHEBRERTE, KRG HHE S — et

H BT E UG

1. AFFHE SCP TR % 25,

2. WTDLE B Y A PERD B WSRR FI WebSphere Ze4 M, BXHELEH, i
Sl 49 DUy T e |

3. DataPower i fE &5 AT S IiE

7 IBM SOA Policy Gateway Pattern fi& DataPower

TEi51T SOAPolicy A Z i, 5L T DataPower fif & 5%,

UK

DU 03 B B 7 Bl 32 L HFY DataPower 134,
HE L FERM.

woR HARE R E B .

WO DL TiAL T 10 shIR 3, I B3z B s 4
+ SOAP &3 URI

« SOAP [if &% #

* SOAP FLEHH (v2004)

=

S
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« AMP i

e SLM ¥jij5

o WS BB 5
« WSDM it i
+ UDDI filiT
+ WSRR Wil

IBM SOA Policy Gateway Pattern {2 Z £

%)% WSRR Ml DataPower Z[BIAR[FZH %2, JLHE SSL XBL. M
SOA Policy Gateway Basic Runtime, SOA Policy Gateway Basic Runtime Sample #lI
SOA Policy Gateway Advanced Runtime #z(H}, IBM SOA Policy Gateway Pattern 7t
Pic & I AH] DataPower Z[H]3ZHF 3 4¢ SSL #fF,

MRAFE SSL

UERATEM SSL, IRAREARME curl & ALY I GIAL #8], FHOE i
HBCE”,

i WM SSL, BAKiA4 DataPower [TA EIREA M, WH %Y
R, XA AL 2WWFENE, 4% DataPower fY) SOMA i JH b Ji i 2 5% A S
Feines, R, #Es A MY DaaPower ¥4, FTLA, &/ RS i DO L

SrE iy
DataPower i/ f#2FF5 Basic #1 Advanced #&3{ A2 B9 EIA
iE

ARG ERAE DataPower W HIFEF 5 Basic #1 Advanced #55H A4S 2 B8] #H B GIE:
o WML curl & FHLEYA ISR L % 8.

ZEEHE
B 8 Y WSRR BRG 1 WebSphere Application Server ML {E A i X4 (1644 4
e, BAENEIEZENIE, BT HARER WebSphere %2 AR IEH % 4,

5 & RN T DL 58821 WebSphere Network Deployment V8.0 {5 B H [

e WebSphere Application Server Network Deployment ( 575 & F & Fl
Windows ) V8.0: [[BM WebSphere Application Server Network Deployment (447 2
[F-&Fl Windows) V8.0 {3 B.H 0>

o N7 FAFEF 24P [IBM WebSphere Application Server Network Deployment ( 437 =
[’F-5 F1 Windows ) V8.0 5B L - {5 AL F B H R b5 10 2 4 1

o i ) v ) 22 e P B AR |IBM WebSphere Application Server Network Deployment (ﬁj\l
[ 75 F1 Windows ) V8.0 {5 B L - MR FIRLF B R EE ) 2 2 1

BlEZ LM DomainZipFile.zip

& SOA Policy Gateway Basic Runtime #z, SOA Policy Gateway Advanced Run-
time L SOA Policy Gateway Basic Runtime Sample f]# % &M
DomainZipFile.zip,

%5 % fmE 49


http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp?topic=%2Fcom.ibm.websphere.nd.doc%2Finfo%2Fae%2Fae%2Fwelcome_nd.html
http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp?topic=%2Fcom.ibm.websphere.nd.doc%2Finfo%2Fae%2Fae%2Fwelcome_nd.html
http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp?topic=%2Fcom.ibm.websphere.nd.doc%2Finfo%2Fae%2Fae%2Fwelc6topsecuring.html
http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp?topic=%2Fcom.ibm.websphere.nd.doc%2Finfo%2Fae%2Fae%2Fwelc6topsecuring.html
http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp?topic=%2Fcom.ibm.websphere.nd.doc%2Finfo%2Fae%2Fae%2Fwelc6topsecuring.html
http://pic.dhe.ibm.com/infocenter/wasinfo/v8r0/index.jsp?topic=%2Fcom.ibm.websphere.nd.doc%2Finfo%2Fae%2Fae%2Fwelc6topsecuring.html

iz

{55 DL R HL A% DomainZipFile.zip:
1. DomainZipFile.zip (&5 FT e

T U REE M, & SO DUES R A 2, SR, BT R A B

AR AR I PEM A% 2,

i FERAR T DataPower L4 VR A BUIE S T AS[E Y DataPower 1%

.
% 31. Basic fil Advanced 15 (T 719 3 fF
MR, ENFIRERNOELE Notes®
CurlClientPublicKeyFile.crt (S M EDGEAFE, R PEM 45K,
CurlClientPrivateKeyFile.key Y AR BN IE A 7 B,

/dataPowerHostName/certificatel.crt

FE #%E WSRR [fJ DataPower {E4). ‘& ZEREAE -BHEH
K H PEM #%30, # L#%E WSRR [ DataPower JEf5, 44
WAL DL N4

------ BEGINCERTIFICATE---- to -----END CERTIFICATE--1

=

Y R crt B .pem,

/dataPowerHostName/certificate2.crt

YR AN ert B .pem

0

/dataPowerHostName/certificate3.crt

3=

XY RAH N ccrt B .pem

2. {XEFXF SOA Policy Gateway Advanced Runtime iz, ¥SMEEFTH) cli X (7]

)
7 32. Advanced 152 P77 09 oAl SO

XHE, HXTFREROVE

TR

/cli.cli

#AE DataPower Domain [t & 1K BisfT 84 CLI 30t

3. ¥ DomainZipFile.zip M ETEMA SCP a8 E b, BT cH e, &
WHERCE G B 1Z S0, B & AR A SCP A EEMHIER ). DomainZipFile.zip
PREAT AT SC AR i H SCP A& ) DomainZipFile.zip [HEIAS,

4. HEELUT SCP 45417 B

+ SCP FHWL.%4

e DomainZipFile.zip i) SCP 4%

« SCP I/ fI#is
{& A DomainZipFile 14

FEO R R RO % 2P ) DomainZipFile SCAFAY L.

] DI7#F Basic Runtime, Basic Runtime Sample fll Advanced Runtime A& f

DomainZipFile.zip Cf4.

TeFMH SSL # i AR FF %% DataPower %%, UNIEAd A SSL, AT
fld DomainZipFile.zip SCfF, BRIFMEFTE cli Ak EHIBRXAI#R DataPower
W, EAZEGF, RS RS e DGR s AR, A8 48 A 26 Bods 347
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%, WM T http TR PAILE T AR 2 ) 30 6] 208 P R RS A B G R
DataPower, Jf Hifiif DomainZipFile.zip XFHRAgIES X H BT Y, G 2 —4
A X,

R DataPower FAUARNLE HRIUEE PALES, IATCTAEMAK FALH DataPower 1%
# Z A AR ELIE, @ 3 2 Al A 55 48 ALE.

A A ) SR 17 SR AR PO Y 2 A

7 i R R 615
FE) 1 TR AERT SSL
L6 20 TETEAET SSL, (HFTE cli BIAR & Hil ik
Z 3 TWEEAK P YL DataPower UE 51T R 554 IAIE
2 4 FTEX DataPower & #EATHH HLINIE

=6 1. ZFE SSL

TR A 2 v R, @O T T R s, IR AN A B0 AT SSL:
1. 5% SCP_host JZEkE N “Unset”, WIRIEFE( A Basic Runtime #f Advanced
Runtime #z, B4 SCP_host i T SOA Policy Gateway 2.0.0.0 - Security F&/F
AR, @R EAEffi ] Basic Runtime Sample #ix, 74 SCP_host fiiF SOA
Policy Gateway 2.0.0.0 fiiArf, X RAERA PR ERA, HILAZMEH SCP %
DomainZipFile.zip {4,
2. TEREATE 1 WM FEATEF AT, #LLTFSEGE  “Unset™
e CLIENT_PUBLIC_KEY _file
e CLIENT_PUBLIC_KEY_password
o WHINETS
* CLIENT_PRIVATE_KEYfile
* CLIENT_PRIVATE_KEY_password

o WINERY
X 22 LTHREA SSL, BFEE cli BIZSkE

TR R 2 TR, EOOR %R T k5. AR A SSL HFE cli

JEIA:

1. i§¥ SCP_host fZH0X & N“Unset”, WIHRIFZE#H Basic Runtime 1 Advanced
Runtime #z, B4 SCP_host i T SOA Policy Gateway 2.0.0.0 - Security F&/F
AR, @R EAEffi il Basic Runtime Sample #ix, 74 SCP_host {iiF SOA
Policy Gateway 2.0.0.0 A, XAfefirFi EMA, FItA&MEH SCP R
DomainZipFile.zip Cf4.

2. TEREATE 1 WHFEATREF S, B TFSEEEE N Unset:

e CLIENT_PUBLIC_KEY_file

e CLIENT_PUBLIC_KEY_password
o WINE

* CLIENT_PRIVATE_KEYfile

* CLIENT_PRIVATE_KEY_password

%5 % fmE 91
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o TN

iE: iR SCP_host Ky“Unset”, HEATJCHT DomainZipFile.zip U, FRIEEEA A
BYE Basic Runtime f1 Advanced Runtime #iztPizfTay cli AR,

WEAM AR cli WA ESE DomainZipFile.zip SCAFRIMR HFH.
DomainZipFile.zip SCHFMI/RBILE AU BT R

/cli.cli

¥7E DataPower Domain AR F IR EIZTT1Z3CF, cli.cli & — PRl
#, AR SRS,

= 3. FEFEIHAZ YL DataPower i3t 1TARS 2 IAIE

AR AR XML BB 01 DataPower UEEERI T AIET, ER B LUEA,
WL T AR

1.

Kot XML B HEZOH SSL B ESCF, FHREI N BEE SO0, I i B0 R K
W& SO LR, X L8 5 Oy B & T R4 XML 4 B O A UE S,

B X BEHE B ANE] DomainZipFile.zip .
W/l

» dataPowerHostName/certificateChainMemberl.crt
» dataPowerHostName/certificateChainMember2.pem

* dataPowerHostName/certificateChainMember(n).crt

MR IEFEM 2537 5, B2 T BEA R AEF) dataPowerHostName H%, H
HEFRHEES DataPower UEF &R LT S0

¢ clientCertificate.crt clientKeyFile.key

» dataPowerHostName/certificateChainMemberl.crt

* dataPowerHostName/certificateChainMember2.pem

e dataPowerHostName/certificateChainMember(n).crt
» dataPowerHostName2/certificateChainMemberla.crt
* dataPowerHostName2/certificateChainMember2a.pem

* dataPowerHostName2/certificateChainMember2(n).crt

iE: DataPower TEECAFLATRA A ort B0 .pem, Ff HALBULEL S IE A 5,
VLARGE RS cort 0 .pem SCPFA Rt SO ANRE B AT 2545

. Ak WURACERXT Basic Runtime A1 Advanced Runtime # 2T I#) SOA Policy

Gateway 2.0.0.0 - Security £ 7 {UfHi4<nl Basic Runtime Sample # =+ /] SOA Policy
Gateway 2.0.0.0 - Sample JIASTT EMR 554 IE, 15 XX LE Ao i) DL 2 854
“Unset”fF A {H:

e CLIENT_PUBLIC_KEY file

* CLIENT_PUBLIC_KEY_password

o HRINERY

e CLIENT_PRIVATE_KEY file

* CLIENT_PRIVATE_KEY_password
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o BN

4. nJpE: WERTFE cli BIA:

P B cli MIASCHFESE DomainZipFile.zip UMMM H .
DomainZipFile.zip SUHFHIZRGISTAGINT B

/cli.cli

¥ 1E DataPower Domain JIAFE T MK BIBITIZ M. cli.cli & — il s
%, XA ABEE S AT S H .

24| 4: FEE3 DataPower Z&HITHEINE

TEAZGI, PP DataPower IR 55885 EHIGHF Y — FIIEH. HA %4 XML &
TR SSL (TS IR E T DataPower EHURIIER FIULIGIE B, 4%
Az

1.

Bk BE RN DomainZipFile.zip U1,

L r:

* clientCertificate.crt

* clientKeyFile.key

» dataPowerHostName/certificateChainMember].crt

* dataPowerHostName/certificateChainMember2.pem

» dataPowerHostName/certificateChainMember(n).crt

» dataPowerHostName2/certificateChainMemberla.crt
* dataPowerHostName2/certificateChainMember2a.pem

» dataPowerHostName2/certificateChainMember2(n).crt

iE: DataPower JEF4ECAFLARA A ort B0 .pem, Ff HALBULESIEFA L,
VLARE RS cort B0 .pem SCPFA5 7RG, SUPF A4 ANRE B S AL 25 45

% PLIEF RN LR SO AT DA 3 20 s B SR b R DU T R 147 Z i
s ----- BEGIN CERTIFICATE----- .

2. W[EE: WIHR%EXT Basic Runtime 1 Advanced Runtime #5xAr{# Ff) SOA Policy Gate-

3.

way 2.0.0.0 - Security F&FF @A L Basic Runtime Sample #{F 1 F) SOA Policy
Gateway 2.0.0.0 - Sample AT EMR 55 &5 NIE, 15 XX LE Ao i) DL 28504
“Unset”{E A 1{H:
* CLIENT_PUBLIC_KEY_file
* CLIENT_PRIVATE_KEYfile
* CLIENT_PRIVATE_KEY_password
o BN
WERA BT, A2 LLF I {E AT DL “Unset™
e CLIENT_PUBLIC_KEY_password
o IR

%5 % fHE 53



54

4. ARFEFETHE AT curl AR SCFET, cpem, FILEVEHEN T, 2% —key-
type fil --cert-type % B 4 PEM, UE45H1%5 5 SCAF AT DA & 45 2 0k 15 80 5% 51 S0 R h
----- BEGIN CERTIFICATE----- ZRiHINZ.

5. A[EE: NARFEEE cli A4S, ffif] Basic Runtime B Advanced Runtime #iz{:

KB cli WA ESE DomainZipFile.zip SUAFAYMR H .
DomainZipFile.zip SCHFHYZR IS H LT Bk

/cli.cli

¥7E DataPower Domain JIAFEF AR EBIZIT1Z3CH, cli.cli & — sl e
%, XA ABEE AT 4.

W TR, RO AE &SP 2 et (U6 DomainZipFile.zip 3L
7).

= F#ZE WSRR f) DataPower jifH

e DI4R AL DomainZipFile.zip XFH dataPowerHostName HsEHiEfifgH 5%, wLA
Fritb B2 WSRR #FE A BLAR IR 55 4 80 WSRR MIS7 iz 55 4.

REEBCRIFBILITE DomainZipFile.zip 3
SSETLIBR B CHY DomainZipFile.zip, WAV =24 A0 i) SCP 5 4.

iz

B A 7 B SO IR, R AT DL T 484

1. SCP_host 2Bk &N Unset,

2. i E R AR, DIAE /tmp HsEhAI# DomainZipFile.zip, #RJGA
ABIs T SOA Gateway iz JHIAR,

3. X FEsHiX, £ /tmp/security/RetrieveDomainFiles H g flg
DomainZipFile.zip Cf4.

4. WFEFEARIEAML, 1 /installSample/Retrieve Domain Files Hsgfg:
DomainZipFile.zip 3Cf%.

i IAROREHE DomainZipFile.zip SUMF, B ALES KRG K 6 FIUE S s 910,
JEIA AT i 2R .

EHHE) CN &
fE4 DomainZipFile.zip UM —#Por4R- UMY UE T LT IEIEFH Y CN (A,

AT SSL I DL RAE (LA T IR SIS, (HBAE AR FF €25 B R
FEER U T

© AT HEPHUES (ARRE RS | GRRIAETIAL WSRR [ oL
WSRR HE IO TRBEIEDL. R, ON LIS U5 A AE7E TBM Work-
load  Deployer ¥ i) £ W7 fg 9 % 1 9L BL Lz 475 614,

xclientname*.yourcompany.com,

+ DataPower MLE53E /7T DomainZipFile.zip ST A5 H Fr:
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dpHost1/certl.crt
dpHost2/certh.crt
dpHost2/certbc.pem

* JE45 (DataPower FALEEHIIHRZGES ) ) CN (HLAWN % F UL AH R #iln,

dpl.yourcompany.com B *dp=*.yourcompany.com,

AFARBLE LDAP

HATERA — SR E 5 H R RS H RV L (LDAP).

XFIES
DAFAETD® LDAP B 5E Xt ZFJEME.

T X L R,

VERF THRCE SO & AW, WMES zip X MM%s, 1% zip
AL 45 AN B AT 45 T 4 LI B VRS B0 LDIF SO, SRJE (o FH 33K 2 S0 {4 5 3
LDAP Hiz %5 %s.

iz

FIHLI N TR AIE LDAP
& a5
dc=ibm.com

FIFHLLT J@PE € 3 de=1bm.com:

1

dn:
dc:

dc=ibm.com
ibm.com

objectclass: domain
objectclass: top

E A

a.

E SR AL

dn: cn=groups,dc=ibm.com
objectclass: container
objectclass: top

cn: groups

XA
dn: cn=users,dc=1ibm.com
objectclass: container

objectclass: top
ch: users

ESCPAT

a.

HAETEEM AP ConsumerA:

dn: uid=ConsumerA,cn=users,dc=ibm.com
uid: ConsumerA

objectclass: inetOrgPerson
objectclass: organizationalPerson
objectclass: person

objectclass: top

sn: ConsumerA

cn: ConsumerA

userpassword: passwOrd

HAPITFEMER M ConsumerB:
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dn: uid=ConsumerB,cn=users,dc=ibm.com
uid: ConsumerB

objectclass: inetOrgPerson
objectclass: organizationalPerson
objectclass: person

objectclass: top

sn: ConsumerB

cn: ConsumerB

userpassword: passwOrd

c. HAEVITFEMERHP ConsumerX:

dn: uid=ConsumerX,cn=users,dc=ibm.com
uid: ConsumerX

objectclass: inetOrgPerson
objectclass: organizationalPerson
objectclass: person

objectclass: top

sn: ConsumerX

cn: ConsumerX

userpassword: passwOrd

5. EPITA:

a. FALITEME X4 MANAGER:
dn: cn=MANAGER,cn=groups,dc=ibm.com
objectclass: groupOfNames
objectclass: top

cn: MANAGER
member: uid=ConsumerX,cn=users,dc=ibm.com

b. FIHLI @M X4 Clerk:

dn: cn=Clerk,cn=groups,dc=ibm.com
objectclass: groupOfNames

objectclass: top

cn: Clerk

member: uid=ConsumerA,cn=users,dc=ibm.com

c. FIHARITF/EMERE LA Customer:

dn: cn=Customer,cn=groups,dc=ibm.com
objectclass: groupOfNames

objectclass: top

cn: Customer

member: uid=ConsumerB,cn=users,dc=ibm.com

6. WIRAEISITHEASHTIE A O LDAP LI TF 5 B
* LHAFR (DN); fitn, cn=root,

WA, B, password,

24w fin, 389.

LDAP FHL4%; #illn, 1dap.customer.com,

ARE I

56

H =R IBM Workload Deployer 3.1.0.2 #% IBM SOA Policy Gateway Pattern #
FH AR R it — 11247 IBM PureApplication SystemPfd%, %n LIffi | IBM SOA
Policy Gateway Pattern B{RERE filE CRYBEI, =0 FRE QI A A,

T Z |l

SRR E R, AE e A WU SO A B SE B , JFHECE TR LY
HhHE.
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RXFUAES

HPE 2R - MRIARLE, SEFH A IBM SOA Policy Gateway Pattern izfT
AT (FEmHiafT) .

YUK ;-
FHRE IBM SOA Policy Gateway Pattern DIEFAH =117, EIE LT A 5:
Lo WNBHL ARG A& D0 s R, SRR ny sk,

2. HuhERE AR,

3. ST BILIERE R, EE O, WARLARER A, I AL H AL
HfE R, BUH S AP RIZIAT EL - PR E. fEabEaaZ, &)
DUl i Bty B0 AR AT TR Y G A, SR B AR S A, XA I B
AL B 55 S UL,

R

AR S B I ShE R AR B REAUAIL, DR B AR I P R S A R, ARE I
(] e T BB E R S 2, WRE BRI RS B ) IBM SOA Policy
Gateway Pattern iz{7H}ER5E,

T—$#it4

BT LN BRGS0 6 1 AR SO IR, DL A8 ] s 52 iDL B AT I T 46 4
it

BXER:

[+ [[BM Workload Deployer: & 3 &l £ %0 51 )

[ [[BM PureApplication System: % Ffl i {ll 2 G i 1]

#8Z SOA Policy Gateway Basic Runtime Sample &z
#h% SOA Policy Gateway Basic Runtime Sample #5208 45 =X A2 1T ML ZR 50 5241,

FHiaZ |l

WA BB X 2 I 5 Ik 28 S e A
o NHEARLE DataPower; 5[5 48 HHY r & IBM SOA Policy Gateway Pattern [t
[# DataPower J |

o CHREARRE AN S0 |5 49 G 1 IBM SOA Policy Gateway Pattern [ %7
« XHE SCP JIk 55 & LIAEHE L&,
© WFEARCE LDAP; 55556 55 G « bEARCE LDAP |

RFUES
BB QIR 7 S 1T (0 LR G521,

%5 % fAEL 97
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yUE -
FEE SOA Policy Gateway Basic Runtime Sample #izl, 558D F A %:
1. BiE > ERS.

2. WBIIRGHAF%P, %#H SOA Policy Gateway 2.0.0.0 - Basic Run-
time 7Rfjl.

3. HEpE bR,
4. FERULEFEDFRER N, BANIH SA Rk R IR i SR,
a. TERMBRFBFRIES, i A SLHI R HE — 27K,
b. FLEEME L., HiEEEIEME, K5 B AR AR FF BB R A B S
B
B MRS T A %Y ( DataPower_admin_id S8R 48 ) #RELE A password,
* |55 23 G/ 1 SOA Policy Gateway Basic Runtime Sample iz ] DB2 Enter-|
prise #FFALE S50 |
* |45 35 G1[¥) 1 SOA Policy Gateway Basic Runtime Sample #ix[) WSRR Jil 77|
1 55 i B 2800 |

« |45 42 GUf% 1 SOA Policy Gateway Basic Runtime Sample #ix[{] SOA Policy|
Gateway 2.0.0.0 - Sample AN E 2501 |

5. M mEMBRE AR,
T—5MItA
BIGIEERE, 2R 62 Tkt RIEEE |

EZfZE SOA Policy Gateway Governance Master &=
#F%E SOA Policy Gateway Governance Master H 2R G AR 2 A2 47 M 481 22 48 SE 491,

KXTFUAES

HRE RO B ETE = P ia AT Y HE I R e 241

KL

BiFR® SOA Policy Gateway Governance Master Bz, 158 iDL 21§

1. pHER > EBRE.

2. MWL ARG A5, ¥ SOA Policy Gateway 2.0.0.0 - Governance Mas-
ter,

3. HTERE IR,

4. SERULIRT B LIEREA, B IE S5 A R U B - SR E.
a. fEEIMARGAFMED, HA L HHE— 25K,
b. BCE MM, BB EEIER, AR5 SR A AR LT R R Y 2 .

%8 31 Tif) 1 SOA Policy Gateway Governance Master # [ DB2 Enterprisel
HADR Primary #B{Fc & 250 |

« | 36 Gi[) 1 SOA Policy Gateway Governance Master fizt[) WSRR %2 44|
B 2 AT B 280 |
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* |45 38 B1[) 1 SOA Policy Gateway Governance Master 5z [) WSRR 7 il ]
SRR E S 80 |

* |5 33 G1[¥) 1 SOA Policy Gateway Governance Master #ix.[) DB2 Enterprise]

HADR Standby #FFAC & S50 |

5. BRI,
T—5Hit 4
BIHE RS, &S5 62 T 1 BiF ke 1 |

SOA Policy Gateway Governance Master FEE 2

WTHETRE SOA Policy Gateway Basic Runtime { SOA Policy Gateway Advanced Run-
time X Z AT HF% Governance Master,

XFUES
i Zf#i i Governance Master SCHIH I HREF B, VEAE R TI R 1 AR E 5.
UK

B\ Governance Master SLfH & FMTH, HHATLL T HAE:

1 W% 2B > ERES.

PEHEEE Governance Master L],

JE I EEHUAHIL.

JeF 4% *WSRRDMGR* ] FE4UAIL.

TR DL

o TEREHFAMLE AR, LN B IP Hihk, EHLA MZED 0 {H.
« 1 WebSphere EE&E#5H, i FHICHFR.

i T ERE Governance Master SEHAME i HIY EALAE 1P, FIC AT K
WebSphere & ¥ ' &%, VER4EX SOA Policy Gateway Basic Runtime &f
SOA Policy Gateway Advanced Runtime #5Z0H DL 25000 5 A

* WSRR_GOV_DMGR_hostname
* WSRR_GOV_DMGR_cellname
¢ WSRR_GOV_admin_user

* WSRR_GOV_admin_password

A

&#fZE SOA Policy Gateway Basic Runtime &z
#h# SOA Policy Gateway Basic Runtime #=0Rf 68 #5121y aa 47 READL 52 48 52 491

T Z |l

WHTERRE Basic Runtime #232 {52 LT 4845

+ jy IBM SOA Policy Gateway Pattern fit & DataPower; %[5 48 51K 1 4 IBM|
[SOA Policy Gateway Pattern Jit & DataPower J |

« J IBM SOA Policy Gateway Pattern Jil & 2c4ME; 20 55 49 5% 1 IBM SOA|
[Policy Gateway Pattern Rzt 2e4 1|

%5 % fHE 59



o WH SCP M54 LIFEE 2t .
« FRHL Governance Master #5E{5JE; HSM [ 59 A 1 SOA Policy Gateway Gov-|
[ernance Master #BE{FH 1 |

RXFIES
HPE RO RIEAE = P ia T R B I AR S,

i AR AETE M RS SR U (GEP), IBAANRETE SOA Policy Gateway Basic
Runtime Rz F] SOA Policy Gateway Advanced Runtime 5 H 6] 55058 & & Fl A= 7=
W, XERAESSERAEEEELEREAME, HEMEEEHE, RAEH
HIE Y78

UK ;-
HHERE SOA Policy Gateway Basic Runtime &3, 55 DA T 5 %
1. BEER > BERERE.
2. WNBIIRGH L HFE, #EHF SOA Policy Gateway Basic Runtime 2.0.0.0,
3. HEsEEE.
4. SERUDEHTFERUIFRER A, AIE S5 R TR TR i — R
a. TEEPNRGAFRMED, H AL — 475,
b. BLE R, RGEE RN, K5 iR AR LT FERRE R A (4 G
B
o |45 22 HfY 1 SOA Policy Gateway Basic Runtime i3 [ DB2 Enterprise &l
(A& 280 |
* |5 34 5[ 1 SOA Policy Gateway Basic Runtime #{z{f{j WSRR 37 R 55 2
[FEEFRCE S 5 |
. 45 B[] 1 SOA Policy Gateway Basic Runtime #iz.[] SOA Policy Gate-|
way 2.0.0.0 - Security JHIASHLE S5 |

. 40 UL 1 SOA Policy Gateway Basic Runtime #{F([) SOA Policy Gate-|
way 2.0.0.0 - Promotion JHIASH( B 24 1 |

. 39 T1f) 1 SOA Policy Gateway Basic Runtime #i:{[{j SOA Policy Gate-|
way 2.0.0.0 - DataPower Domain JEZA [ & 2% 1 |

5. HEBRED BRI,
T—5Ht 4
BIHE RS, WSS 05 62 T 1 BiFREE 1 |

ifZE SOA Policy Gateway Advanced Runtime &3
#8# SOA Policy Gateway Advanced Runtime A5 =85 158 A5 =X 1038 17 HE HU 2R 558 52491,
FriaZ 8l

EFEHRE Advanced Runtime #5327 /i 58 B DL T #24F:
« 4 IBM SOA Policy Gateway Pattern fi & DataPower; 5% [i5 48 T/ 1 2 IBM|
[SOA Policy Gateway Pattern fit % DataPower J |
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« & IBM SOA Policy Gateway Pattern Ji¢ # % 41k; S |5 49 B 11IBM SOA|
[Policy Gateway Pattern #0224 1|

* WA SCP JIk 55 s LIFEHE LM .

* JKHL Governance Master #E 15 E,; 152 5 59 UK r SOA Policy Gateway Gov-|
lernance Master #FE(EH 1]

KT UES
B A O A 25 FB TG L R 5601,

FE ISR EAEGE I SRR S 4 (GEP), R4 ARRETE SOA Policy Gateway Basic
Runtime #ZUFI SOA Policy Gateway Advanced Runtime #5: =[] i) & 255 & #1472
Whi, XEENESSERIEEREI P MM, HEmEEEAREE, Rl
B A R
UK ;-
FEHRE SOA Policy Gateway Advanced Runtime 2z, 3H5E LT T:
1. BiE > ENRS.
2. MWL RG> 5F£F, ¥ SOA Policy Gateway 2.0.0.0 - Advanced Run-
time,
3. HdreEpE T EbE.
4. ML FEUFESNX. AT HE 500 e RO TR i — AL E.
a. TEEPINRGAFRMED, H A SLO] M — 275,
b, AIBE: EEEREE, ZHERRE.
c. MERUBA, RGEEEPERY, A5 FdrEBrr 2R LT FFERAFFE A 1) 2
e
* |5 25 7Y T SOA Policy Gateway Advanced Runtime X [) DB2 Enterprise]
[HADR Primary #B{FALE S %01 |
* [5 36 B[ r SOA Policy Gateway Advanced Runtime #i:{[fj WSRR #}% ]|
BRI R E 25 |
* |56 45 T 1 SOA Policy Gateway Advanced Runtime #%x[) SOA Policy Gate-|
[way 2.0.0.0 - Security JEIA & 2 A 1 |
* |28 41 TUf) 1 SOA Policy Gateway Advanced Runtime #%:[) SOA Policy Gate-|
[way 2.0.0.0 - Promotion JHA & 2%} 1 |

* |58 39 B[ 1 SOA Policy Gateway Advanced Runtime #z{ [} SOA Policy Gate—|
ay 2.0.0.0 - DataPower Domain JHIASHD & 241 1 |

e |5 37 T 1 SOA Policy Gateway Advanced Runtime #iz{ [} WSRR ﬁiﬁ%ﬂ'ﬁj"l
R E 280 |

o |5 32 Hf*) 1 SOA Policy Gateway Advanced Runtime 1z [} DB2 Enterprisel
HADR Standby #B7FCE S50 |

5. PATRRTELUIEAT HRE
T—5Ht 4
FRHIERRE, 20 62 T 1 BirRsE 1]

%5 % fRE 61



62

IR E

TERBERAG, WEEEE R E .

UK

1. K RS EE LR D R E H A B AR, X E LML, W
[ 101 T FR) v Xk 3 I Rt 7 B2 T 0 |

2. W[k WNEREE T SOA Policy Gateway Basic Runtime Sample, ABA 4% EZFE,
{5 PR B R AR 7 R PP 2 2 SO AR, DU AR B s, 3 2 e 66 1]
[t AL ]

RSB TRR IR
B SO BB 6 2 DR ISR SR B U SORBI A KR S PR,
i, B AR,

RFIAES

HEMAEFRERCHA SOA LA, 124 M HE L TR SA (i ss A )
A i . X R A AR S8 T8 G R 72 IR (IR AR B 40, AT /o oo 7 £
THBC B ST E CH s R GER DL sz 1507 SR T B s AT, AR St A S LA R 7
HAE ST CRB B AAETsAEE, DUAAVRRIEAT I, /S VFHT ITaE S RA DAt
TEEER) , AL RBESN, (B2, F2ARATFEFINRSE, HILHEEMN
BT S AR NI L2 S, ARFIIIE T AP RERa AT PRSI N E] WSRR I
SRS R A — s

HRMIEBBE A E 2 E R, WS 47 50 1 BB B AL s g s o |

UK

1. #RFWIE LA SOA Policy Gateway Governance Master, A K H 25 E, 1HS
[58 Tiff) r %E SOA Policy Gateway Governance Master iz, 1 |

2. Ak B WSRRME TR B, AXRE LR, 12 R[IBM WebSphere Ser|
[vice Registry and Repository V8.0 15 B H.l» - At & hliafri 3148|

3. {ff | Governance Master #4015 E\lit & SOA Policy Gateway Basic Runtime & SOA
Policy Gateway Advanced Runtime #i:, HXE LG HE, iHZSHF 59 MAY r SOA|
[Policy Gateway Governance Master &b 15 H ! |

E TR R T A 1 B A “Unset”,

4. FREWIE LAY SOA Policy Gateway Basic Runtime 1, SOA Policy Gateway Advanced
Runtime, HXHZ{FH, i%?ﬁl)‘@ﬂl% 59 G1HY  #B% SOA Policy Gateway Basic Run—l
|time e Iﬂ‘% 60 T1HY 1 #7% SOA Policy Gateway Advanced Runtime Fiz I L

=REFNES IBM SOA Policy Gateway Pattern

A IBM SOA Policy Gateway Pattern, [ IBM SOA Policy Gateway Pattern
R G A AR A IR IR BT Z R hae, IBanT Divepeti=X, A5G dniE DA i
R,

KT UES
ST LS i L Oy 3
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© WIMHEAh DataPower Ik, HXREZ(FH, S 1 fiJH£ A4 DataPower Ml 17 &
e
o WMEEERADN, ARELEE, 20 [IBM Workload Deployer V3.1 {5 HHu0]

FE 7R RSEREA/NGE, E RGBT WSRR B2 FLA 1 P A N,

o RVFEPESERIUR 525 E RSN Z AN R, HRELEA, Wk 49 1]
RN

o RUFBENMBEECREVEE; Fltn, DataPower &M MFRiR, A XLBESHE
Z15 8, %A IBM Workload Deployer V3.1 {5 B0

o AVFEMTE SR T DomainZipFile.zip cff, HXBEREH, 2 54
[BTf ¢ 32 BE 0 E C MLHRIDL F % DomainZipFile.zip SCiF 4]

UK E:

Fr R A AT A AN Bl B i X, B 5e LA T B3k

L FERCRIEE A ZE M de B e P A o

2. Huhe el R bR R R AR R AR, BaE T DUGR AR R, g,

3. WEFEPTRLE Bl AR R s LU OO B, AT DUAS IR R 25 380 3 e AT A7 Al
B, S > SRR RO, SO R B Y R N

T—5t4

ff P S EL A B0 B s A R S Y I B A T A P R . MBS, TR
GIE RIS
BXER:

[+ [[BM Workload Deployer: & 3 il £ %0 i )

[+ [[BM PureApplication System: % H il 2 5 5 ]

{EFH %1 DataPower i3 i#1TERE

Al DL e e R E i SOA Policy Gateway Basic Runtime I SOA Policy Gateway Advanced
Runtime #i3, DI &£ DataPower 1,

UK

1. %Pt SOA Policy Gateway Basic Runtime 5§, SOA Policy Gateway Advanced Run-
time #3, FAXEZELE, HSHRE 62 LY 1 SepEAIER] IBM SOA Policy Gate-|
fvay Pattern : |

2. Bk, H PRI,

3. RITHIAERSy.

4, WFEANERMEFIMNS, 15F SOA Policy Gateway 2.0.0.0 DataPower Domain
AR P U4 i E] Advanced Runtime FEx([) WSRR FPE & BIERER0F L, S
Basic Runtime #ix ) WSRR Jfi~7 F50F F.

5. BB ERRE.

6. FPEM, AF MO AL ER:

e DataPower_hostname

* DataPower_XML_mgmt_port
95 % s 63
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e DataPower_admin_id

e DataPower_admin_password
o HINERY

* New_DataPower_domain

 securityFileCleanUp
e HAZAEE, AU securityFileCleanUp {Hi% BN true, fif
HAt SR 1 B false,

A B 2105 8, ES R 59 T 1 #5% SOA Policy Gateway Basic Run
|time Fiz 1 Iﬂd% 60 TLHY 1 #f% SOA Policy Gateway Advanced Runtime Hiz I L

HARNAERF

FEA N AR Pt T AL B Y DataPower Domain A1— 2] i+ #/R DI fERY WSRR T
(o

FEAR R P AR = 285 ER (%) WEAYREF., FEEFUT =4
PVERY Store Web service:

* purchase
* findInventory

e returnProduct

FEAMR S X (SLD) 55 79/ A s

o M Store.wsdl #FFATIIE, X% DataPower Il e,

o WRAE 90 BNTFAE 5 KDL ERHEE, IRAIEL, X EBANE AT R (.

IR 45 BT 25 3 24 1A IR 25 2 I EIMY (SLA): Gold FIEE 45, 1N HTTP Lt iy%

JTETICN Gold, 2K & SR ES i 2 % Himad. ARAATR B AR CRI AR
Gold) , fiifiPK %5 % Store Mock MR 953 s, £ 1% i RS i FO A% AN TR]

GO SRR P AL R BERE RS findInventory BRAEHATEAN. [ 65 BUHYA S| Wox T
W AR R, R HER R AR DataPower [,
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Incoming Request with SKU ID
and Basic Auth Security

;

StoreAddLTPA
(LDAP Look up) LTPA Token is Added)

l

StoreWSP
Authenticate using LTPA Token

R r
ser E\Gﬂlﬁ\uier

StoreMockService StoreMockService
: Alternate
Y
StoreXACMLFW
Is the Usera
Manager?

M\ No

Response with all data

Response redacted price data

[l 5. FEA R TR i R
HEES:

[55 62 Ty 1 Rl dl IBM SOA Policy Gateway Pattern J |

Afitgm IBM SOA Policy Gateway Pattern, 15 IBM SOA Policy Gateway Pattern
HEAU R G AR LA MR AL T R DI RE,

ik,

#ZAH WSRR THRIHEA

WSRR Lk T B i1,

AFAEET X 12 ) 2 ARl 55 fE

P& Store.wsdl A& HATIGIE.

%5 % fHEL 65

AR 2T A TE Rt SRV i DL Bl

, XV B KT Bob’s Warehouse ZHZR—#B4r. R4S
[iA Store V1.0 FRanfEfEM 5. Store M55 5% L (SLD) HA Mz 55 2 Bl
(SLA); — 4R Gold M/, MTH XM s 2 E itk B 2ELH,
SLA, #xfprfHAMF, HEL HiEK M DataPower Fids&il A, Store SLD b
TN HADFEA SRS 55— RIEAE 90 RPN RY 5 FIHEZ R4, o ARIER



Bob's
Warehouse
Organization

Warehouse Business w;ﬁﬁ‘s
Capability Char{t):rse
Warehouse
Business
Service
Validate
Policy
S Stc_nre \\;1 'O. p—> Store SLD ﬁgedaﬂ?;gn
ervice version !*:-‘A\EIAE‘S&S
Policy
V.
Anonymous
Gold SLA S{A
Routing Log
Policy Policy

& 6. FfEA

IETEARIR A5
A DM IRE A Web R AR FP a8l 247K C 78 SOA Policy Gateway Basic Run-
time Sample FRIFEAR HIRRF. A 47T MR A AT FEAE A R 7 18T,

BiFE% Basic Sample Runtime, 2[4 57 G1HY [ #2 SOA Policy Gateway Basic Run-|
fime Sample it 4|

iE: AIfE SOA Policy Gateway Basic Runtime Sample fJHEHFHREIIT XML AR
HH I I SamplePolicySample starting port AY{H.

B1THA Web [T NIK AHI

BstT Web R FFIIAG], 1 $A7 DU T Ak

L BT O MR G Lp”, $RBIC A% WSRR FHEIM EVL4, EHATICHE:
1B, iERFFEMMLELSr, FHEsE WSRR M7 5548 0 B DL DL & & B DL E 4 (S
B, TEEEFMLE sy, FHUL4 AMME&ED 0 (4.

2. 7 Web WY #EH$TIF URL: http://<wssrHostName>:9080/SoaPolicyTester

3. ¥ IRTE DataPower HSLHh FAFEAS B FHAE 7 08 05 45

4. RIH:
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o HEFRAE - ¥ findInventory 1R &K BAAMERST. R SCRRIR R <Silver” P,
IS5 R A Part: SKU1O Price: 461.73,

o RIXECIEA - ¥ findInventory K Ak BAMHMST. £ R A“Gold” H /7,
LI R i 2R 551 Gold SZiifi, W IN&s Ak Part: GOLDSKU10 Price:
461.73,

o REXM - KEEATMAEMIER. WL E DataPower KHE1ZIE K,
I 45 % ok DataPower FYWALJH E: “Internal Error (from cli-

ent)”,

* FPERE = ConsumerA - T UserID & ConsumerA U, ¥4fT XACML
Himg, DIE RGLHA ] DIEFMAE, KgiEm s s B Price MI(E, MINRIEE R
4 Price: 0.0,

o FEBERAEIER - WERLE 900 NPT 5 AL EIER, IBAKBATIEA KNS, FHR
T PAT S WS B i I 5. k. Rejected: "Rejected (from client)”,

5. f7JF WSRR 5, JEMYEMS SR, ARELELR, ESH.
i i AT ATREA LY, AR e D1 1 461

ERMSITER i FH= 8~ XACML {FRI/AEL
ALK DL FIESR XML % 3% % DataPower StoreAddLTPA fIZ 45+

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:stor="http://company.ibm.com/store">
<soapenv:Header>
<store:ConsumerIdentifier xmins:store="http://store.com">CEQ
</store:ConsumerIdentifier>
<store:ContextIdentifier xmins:store="http://store.com">silver
</store:ContextIdentifier>
</soapenv:Header>
<soapenv:Body>
<stor:findInventory>
<findInventoryReq>
<sku>SKU10</sku>
</findInventoryReq>
</stor:findInventory>
</soapenv:Body>
</soapenv:Envelope>

e EEPREER XML S 7ES K silveroxml B3CHFH, i§I2 7RI curl fird:

curl -k --data-bin @./silver.xml -H "Content-Type: text/xm1"
-u ConsumerX:passwOrd http://<yourDataPowerHostName>.com:<SamplePolicySample_starting_port+4>/Stox

TEAIRBIH, ConsumerX f&—{iZEH, IR A 2] 52 B W45 BAE R i

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope
xmIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<KD4NS : KD4SoapHeaderV?2
xmIns:KDANS="http://www.ibm.com/KD4Soap">AFIAAgGAKZmEXODgzNTQtY2Q1ZC0Oz
YjUOLWEYMzItZGM3MmEZNWYOMTAZACRmYWVjYjA1Mi1jMWUXLTMyODEtOWY3NiOwY2IxN
mRhMDc4MjkAAw==</KD4NS : KD4SoapHeaderV2>
</soapenv:Header>
<soapenv:Body>

<b:findInventoryResponse xmlns:a="http://company.ibm.com/"

xmlns:b="http://company.ibm.com/store">

<findInventoryRes>
<sku>SKU10</sku>
<price>461.73</price>
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<inventory>460</inventory>
<msrp>923.46</msrp>
<supplierID>IBM</supplierID>
</findInventoryRes>
</b:findInventoryResponse>
</soapenv:Body></soapenv:Envelope>

R

ConsumerA ARELLH, FICKF R AR WL, 1247 curl i

curl -k --data-bin @./silver.xml -H "Content-Type: text/xm1"
-u ConsumerA:passwOrd http://<yourDataPowerHostName>.com:<SamplePolicySample_starting_port+4>/Store/

WHER, WRCHEN, N 0.0:

<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header><KD4NS:KD4SoapHeaderV?2
xmIns:KDANS="http://www.ibm.com/KD4Soap">AFIAAgAKZmEXODgzNTQtY2Q1ZC0OzYjUOL
WEyMzItZGM3MmEZNWYOMTAZACRmYWVjYFAIMi1jMWUXLTMyODEtOWY3NiOwY2IxNm
RhMDc4MjkAAw==</KD4NS :KD4SoapHeaderV2>

</soapenv:Header>

<soapenv:Body>

<b:findInventoryResponse xmlns:a="http://company.ibm.com/"
xmIns:b="http://company.ibm.com/store">

<findInventoryRes>

<sku>SKU10</sku>

<price>0.0</price>

<inventory>460</inventory>

<msrp>923.46</msrp>

<supplierID>IBM</supplierID>

</findInventoryRes>

</b:findInventoryResponse>

</soapenv:Body></soapenv:Envelope>

16 e < 1T B R SR

SLA Contextld HT il B Hms, LB T, £%F Gold %/'#) SLA ¥ SLA
HAE“Gold”, DTN Gold fEF contextldentifier fEEASTE K I 4

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmIns:stor="http://company.ibm.com/store">
<soapenv:Header>
<store:ConsumerIdentifier xmins:store="http://store.com">CEQ
</store:Consumerldentifier>
<store:ContextIdentifier xmins:store="http://store.com">Gold
</store:ContextIdentifier>
</soapenv:Header><soapenv:Body>
<stor:findInventory><findInventoryReq>
<sku>SKU10</sku>
</findInventoryReg>
</stor:findInventory>
</soapenv:Body></soapenv:Envelope>

g L RR AR XML W& EHA N gold.xml HSCHFp, HEfTLAT curl Ay

curl -k --data-bin @./gold.xml -H "Content-Type: text/xm1"
-u ConsumerX:passwOrd http://<yourDataPowerHostName>.com:<SamplePolicySample starting port+4>/Store/

W 17 G0 i 7w

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>

<KD4NS:KD4SoapHeaderV2
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xmlns:KD4NS="http://www.ibm.com/KD4Soap">AFIAAgAkZmEx0DgzNTQtY2Q1ZCOzYjUOL
WEyMzItZGM3MmEZNWYOMTAZACRmYWV3YjA1Mi 1jMWUXLTMyODEtOWY3NiOwY2IxNm
RhMDc4MjkAAw==</KD4NS : KD4SoapHeaderV2>
</soapenv:Header><soapenv:Body>
<b:findInventoryResponse xmlns:a="http://company.ibm.com/"
xmins:b="http://company.ibm.com/store">
<findInventoryRes>
<sku>GOLDSKU10</sku>
<price>461.73</price>
<inventory>460</inventory>
<msrp>923.46</msrp>
<supplierID>IBM</supplierID>
</findInventoryRes></b:findInventoryResponse>
</soapenv:Body>
</soapenv:Envelope>

WEVERE, B RSOE GOLDSKU /E % SKU fH, 18/l T Gold ¥k,
{FAH <R ER BY3EE
IRIE RIS SR Store.wsl K HICHK) Company.xsd i £ i >R AL,

PI'F XML badvalid.xml /sl T EAR A EH 48 <skubad> (W 1ZK <sku>) BYICEIM
TR K :

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:stor="http://company.ibm.com/store">

<soapenv:Header>

<store:ConsumerIdentifier xmins:store="http://store.com">CEO</store:ConsumerIdentifier>
<store:ContextIdentifier xmlns:store="http://store.com">silver</store:ContextIdentifier>
</soapenv:Header>

<soapenv:Body>

<stor:findInventory>

<findInventoryReqg>

<skubad>SKU10</skubad>

</findInventoryReg>

</stor:findInventory>

</soapenv:Body></soapenv:Envelope>

WMRFTATIZITLAT curl iEK:
curl -k --data-bin @./badvalid.xml -H "Content-Type: text/xml"

-u ConsumerX:passwOrd
http://<yourDataPowerHostName>.com:<SamplePolicySample starting port+4>/Store/Store

ORI T B 8
<?xml version="1.0" encoding="UTF-8"?>

<env:Envelope xmins:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>

<env:Fault><faultcode>env:Client</faultcode>

<faultstring>Internal Error (from client)</faultstring>

</env:Fault>

</env:Body>

</env:Envelope>

& A < TR RRE Pl R4
FEAS o 2 ) — ARSI M B PR 90 BPIZAT 5 R ZJG IR, SEATLLR

w6 K

curl -k --data-bin @./silver.xml -H "Content-Type: text/xml1" -u ConsumerX:passwoOrd
http://<yourDataPowerHostName>.com:<SamplePolicySample_starting port+4>/Store/Store
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PEASTESRANT BT

<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>

<KD4NS :KD4SoapHeaderV?2
xmIns:KDANS="http://www.ibm.com/KD4Soap">AFIAAgAKZmEXODgzNTQtY2Q1ZC0Oz
YjUOLWEYMzItZGM3MmEZNWYOMTAZACRmYWV YjA1Mi1jMWUXLTMyODEtOWY3NiOwY2IxN
mRhMDc4Mj kAAw==</KD4NS : KD4SoapHeaderV2>

</soapenv:Header>

<soapenv:Body>

<b:findInventoryResponse xmlns:a="http://company.ibm.com/"
xmIns:b="http://company.ibm.com/store">

<findInventoryRes>

TEARH, ConsumerX &—V&EH, FHIL, £X461HIKETH T RTEENEELR,
7

<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>

<KD4NS :KD4SoapHeaderV?2
xmIns:KD4ANS="http://www.ibm.com/KD4Soap">AFIAAgAkZmEXODgzNTQtY2Q1ZC0Oz
YjUOLWEYMzItZGM3MmEZNWYOMTAZACRmYWV3YjA1Mi1jMWUXLTMyODEtOWY3NiOwY2IxN
mRhMDc4MjkAAw==</KD4NS : KD4SoapHeaderV2>

</soapenv:Header>

<soapenv:Body>

<b:findInventoryResponse xmins:a="http://company.ibm.com/"
xmins:b="http://company.ibm.com/store">

<findInventoryRes>

<sku>SKU10</sku>

<price>461.73</price>

<inventory>460</inventory>

<msrp>923.46</msrp>

<supplierID>IBM</supplierID>
</findInventoryRes></b:findInventoryResponse>
</soapenv:Body>

</soapenv:Envelope>

TEEANRIBITH, BBFEE DLUT iR

<?xml version="1.0" encoding="UTF-8"?>

<env:Envelope
xmIns:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>

<env:Fault>

<faultcode>env:Client</faultcode>
<faultstring>Rejected (from client)</faultstring>
</env:Fault>

</env:Body>

</env:Envelope>

E ARAE 90 FPINTAIRR ST T HMMIR, 0T R B4 i
1& Aar < TR KBS P&

wmr

£ contextld A N“Gold”HITHAL T, A=MAT SLA, FRRFIAIRE 4 SLA. B4 SLA /Y

VA RS R HEATIC R BOE A, X T AR AR PRI L AT AR a4

curl -k --data-bin @./silver.xml -H "Content-Type: text/xml1" -u ConsumerX:passwoOrd
http://<yourDataPowerHostName>.com:<SamplePolicySample_starting _port+4>/Store/Store

TEAMGIH, ConsumerX J&—fug2#, Fit, FAPHEDEEMEGEE, WFFR
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<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>

<KD4NS :KD4SoapHeaderV?2
xmins:KDANS="http://www.ibm.com/KD4Soap">AFIAAgAkZmEXODgzNTQtY2Q1ZCOzYjUOL
WEYyMzItZGM3MmEZNWYOMTAZACRmYWV3YjA1Mi1jMWUXLTMyODEtOWY3NiOwY2IxNm
RhMDc4MjkAAw==</KD4NS : KD4SoapHeaderV2></soapenv:Header><soapenv:Body><b:fin
dInventoryResponse xmlns:a="http://company.ibm.com/"
xmins:b="http://company.ibm.com/store">

<findInventoryRes>

<sku>SKU10</sku>

<price>461.73</price>

<inventory>460</inventory>

<msrp>923.46</msrp>

<supplierID>IBM</supplierID>

</findInventoryRes>

</b:findInventoryResponse>

</soapenv:Body>

</soapenv:Envelope>

PATR T RO SR S H A5 A i e

Notify action triggered ('operation 38 2 slal-1-filter_l-notify') from source policy ('LogEveryTin

B A0 H B E WA A AR R, WARRXAEE, W DataPower
Web 5 1il & H  “E B2 W bR, T“EIMJE%”%B%EP, ¥ H B GIME A JE R,
?f?]ﬁ $ﬁ1¥§ E lh\—ﬂﬂu

BREZHE, WREXENXHER > XHEE. ZHENMNT Togtemp SUFJr,
%K default-log, T HESGI, TEafrMilzn, EnIREREERH H &S Web
WSS b, FFAEas AT IR 2 S5 R o) Ve 25 ) e 26 -

XS

(55 57 TfY 1 #52 SOA Policy Gateway Basic Runtime Sample 53t 1 |

#F# SOA Policy Gateway Basic Runtime Sample #0184 28 1) 1217 ) R 4058
i,

i RHEANRARERF
AL I R XSL R R AR VA

TG E "R RAEL
75E xacml-subjects ELRfNFIAERF apil-xacml-binding-new.xs1, & & AIHEE KK
subjects #B4r. UG ST sendToPDP.xs1 Hijjln]bA% &

<xsl:variable name="xacml-subjects">

<xacml-context:Subject SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subje
<l--

B R R R R R R e e e

Starting here, use the MC result as subject.
dhkkhkhkhhkhkhhhhhhhhhhhhhdhhdhdhhhhhhdhhhhhhhhhhhhhhdrdddxx

sendToPDP.xsl

1ZREFE M url-open P StoreXACMLFEW, % %% 5 —4~ XML By kh&, [Fi
AN SSL AREEARE S, A0SR TR RS UL SR 0 (PDP) % 2 % — > DataPower 1,
AfREC e SSL AR SR FFid i url-open & HIFEATHE .
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<xs1:param name="resource" />

<l--

<xsl:variable name="incoming_resource">

<xs1:value-of select="$resource" />

</xsl:variable>

<xs1:message dp:priority="debug">

xkkxkkxkkxk ABOUT TO CALL PDP for RESOURCE equal ##kxkkkskkkskkx

<xsl:value-of select="$incoming_resource" />

</xs1:message>

-

- <l--

building the XACML request for masking

-

<xsl:variable name="customized-request">

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header />

<soapenv:Body>

<xacml-context:Request xmins:wsa="http://www.w3.0rg/2005/08/addressing" xmins:soap="http://schemas.x
xmins:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os" xmlns:ws="http://docs.oasis-ope
wss-wssecurity-secext-1.0.xsd">

- <l--

copy in the subjects saved from AAA request processing

-

<xs1:copy-of select="dp:variable('var://context/snip/xacml/xacmlSubjects')/*" />
<xacml-context:Resource>

<xacml-context:ResourceContent>

<xs1:copy-of select="./soap:Envelope/soap:Body" />
</xacml-context:ResourceContent>

<xacml-context:Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<xacml-context:AttributeValue>PriceInfo</xacml-context:AttributeValue>
</xacml-context:Attribute>

</xacml-context:Resource>

<xacml-context:Action>

<xacml-context:Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<xacml-context:AttributeValue>View</xacml-context:AttributeValue>
</xacml-context:Attribute>

</xacml-context:Action>

<xacml-context:Environment>

<xacml-context:Attribute Attributeld="ContextId" DataType="http://www.w3.0rg/2001/XMLSchema#string"
Issuer="http://security.tivoli.ibm.com/policy/distribution">
<xacml-context:AttributeValue>StorePriceData</xacml-context:AttributeValue>
</xacml-context:Attribute>

</xacml-context:Environment>

</xacml-context:Request>

</soapenv:Body>

</soapenv:Envelope>

</xsl:variable>

- <l--

Use set-variable so that it is visible in Probe, which is convenient

-

<dp:set-variable name=""'var://context/snip/xacml/BacksideXacmlRequest'" value="$customized-request"
- <l--

Report the XACML-REQUEST to the debug log

-

<xs1:message dp:priority="debug">

<XACML-REQUEST>

<xs1:copy-of select="$§customized-request" />

</XACML-REQUEST>

</xs1:message>

<xsl:variable name="headers">

<header name="SOAPAction">xacml:authorization</header>

</xsl:variable>

- <l--

Call the XACML PDP for decision

-
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<xsl:variable name="rtss-response">

<xsl:variable name="StoreGWURL">

<xsl:value-of select="concat('http://','127.0.0.1',":"',$StoreGWPort,"'/rtss/authz/services/AuthzSer
</xsl:variable>

<dp:url-open target="{$StoreGWURL}" http-headers="$headers" response="responsecode">

<xs1:copy-of select="$customized-request" />

</dp:url-open>

</xsl:variable>

- <la-

Use set-variable so that it is visible in Probe, which is convenient

-

<dp:set-variable name=
- <la-

Report the XACML-RESPONSE to the debug log
-

<xs1:message dp:priority="debug">
<XACML-RESPONSE>

<xsl:value-of select="$§rtss-response" />
</XACML-RESPONSE>

</xs1:message>

</xsl:template>

</xsl:stylesheet>

var://context/snip/xacml/BacksideXacmlResponse'" value="$rtss-response" />

RN sendToPDP.xs1 i, Wi%4svE & H DL T I:
1. R FE M soavars.xs1 3kEL XACMLFW Hv .,

2. 784t rtssResponse ilf5E4: K fi] Runtime Security Services 4 fli AKX, ik
F DataPower on-box PDP ] DJ At 4% =L,

3. A EME SOAP iK:
o FEE R R apil-binding.xsT #EAFRMIE, Frdd DUT SR A4
AR HL:
<xs1:copy-of select="dp:variable('var://context/snip/xacml/xacmlSubjects"')/*" />

4. FGEAEUN T & B A <xacml-context:AttributeValue>View</xacml-
context:AttributeValue>

5. 385k StorePriceData, fE IBM Tivoli® Security Policy Manager & Runtime Secu-
rity Services ARIEHFR KM FHEEF X 4.

TEIRATTR A g 5 1) SR A X 3R,
StorePrivateDataXACML.xml

<PoTlicySet PolicyCombiningAlgIld="urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-over
PolicySetId="RPS:StorePrivateData:policy:dc703409-d408-49bh3-accl-16c89c844fce:rolec4adf664-a0af-4"
lcafdb9fd9f0:role:2884ab77-58d1-4b1d-8728-7d528169d608" Version="1.0">

<Target>

<Subjects>

<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmIns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">MANAGER</xacml:AttributeValue>
<SubjectAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:subject:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string" SubjectCategory="urn:oasis:names:tc:xacml:1.0:¢
/>

</SubjectMatch>

</Subject>

</Subjects>

</Target>

<Policy Policyld="PPS:StorePrivateData:dc703409-d408-49b3-accl-16c89c844fce:c4a9f664-a0af-451b-b8e
a0af-451b-b80b-1cafdb9fd9fO:pps" RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-¢
Version="1.0">

<Target>
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<Resources>

<Resource>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmIns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">Pricelnfo</xacml:AttributeValue>
<ResourceAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ResourceMatch>

</Resource>

</Resources>

<Actions>

<Action>

<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmIns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">View</xacml:AttributeValue>
<ActionAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ActionMatch>

</Action>

</Actions>

</Target>

<Rule Effect="Permit" Ruleld="PPS:StorePrivateData:dc703409-d408-49b3-accl-16c89c844fce:c4a9f664-aba
lcafdb9fd9f0:c4a9f664-a0af-451b-b80b-1cafdb9fd9fO:pps:rules:0">

<Target />

</Rule>

</Policy>

</PolicySet>

</PolicySet>

TR DL I
o “FAfEAZNE Manager:

<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string" xmins:xacml="urn:oasis:na
o “HEPULAUE Pricelnfo:

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">PriceInfo</xacml:AttributevValue>

o CERAETAUZ View:

<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmins:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">View</xacml:AttributeValue>

SR XSL B E
T DATE 24N A 7 AR R FRG oxs1 IR,

iiE

BEMREA XSL FERE, &l
1. & AZ W SEUEBLS,

FTIF rgxacml.xs1 #ERXFE, FHEWMLLT XSL iEA):

<!-- Specify your LDAP Server -->

<xsl:variable name="server"><xsl:copy-of select="$LDAPHost"/></xs1:variable>
<xsl:variable name="bindDN"><xs1:copy-of select="$LDAPCN"/></xs1:variable>
<xsl:variable name="bindPassword"><xs1:copy-of
select="$LDAPPassword"/></xs1:variable>

<xsl:variable name="port"><xs1:copy-of select="§LDAPPort"/></xsl:variable>

7E soavars.xs1 HEFH e LI A &
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<xsl:variable name="LDAPHost" select='"yourldap.something.com"' />
<xsl:variable name="LDAPPort" select='"389"' />

<xsl:variable name="LDAPCN" select='"cn=root"' />

<xsl:variable name="LDAPPassword" select='"passwOrd"' />
<xsl:variable name="StoreGWHost" select='"yourDatapowerName"' />
<xsl:variable name="StoreGWPort" select='"62151""' />

VAR LDAP M55 #n BRI 56, R fn] RE AR B il b (R AOAE 202 DL AR
TS s (o P ) .

<!-- Specify base DN to begin search -->
<xsl:variable name="baseDN">dc=1ibm.com</xs1:variable>

The baseDN is hard coded as dc=ibm.com, UM% LDAP JilE T AR5 %5.
baseDN, i ¥ B el 17 L E hilFEAS,
& gm e X .

noPricelnfo.xs1 FEAXRWE LI, SR FATMOAREITE. GAT LUm 25 2 45
A AL B, SCE AN VA A 2R AR 4 LU E 5 B f.

<l-- private access only fields -->
<xsl:template match="price">
<price>0.0</price>

</xs1:template>

<xsl:template match="Price">
<Price>0.0</Price>

</xsl:template>

WA, BRERR AN T HAL TR PATIR AL e,

HEAREH—SHR
BT RA AN E ZFE, "WLITE DataPower LFALE XACML SRWE US55 (PDP) Ff
LY SR

7 DataPower ¥ XACML PDP

0] DL YE anfafE DataPower H B 2l F T 22 & R 23R 05, (PDP) 1) XACML, DIT
it fr it XACML #4717 n) #5108 215 B,

iiE

B s i1 PDP:

1.

Tt DataPower &I AP, 4425 XACML PDP,

2. Huli A PDP, Sl HLdifRAN.
3.
4o TSNS SR P AT AT AR ST SRS

# A\ URL; filn, local:///storePrivateDataXACML.xml,

USRS RS EEE XACML IS, B4R [E E PDP E L,
FFEUH A URL SO AR T, ol 508 s DL s el A2,

YR R BRI
{4 /] Business Space ] F* it Ti Z 56 W SO,

%5 % AEL 75



76

FFaaz H

BLE SOA WiE=[H., AXRELMEE, ESRE 87 iy r AH KM A E Business|

Fpace 1]

Tz

1. A EA BT A UF R E I TR R itm, 5 i BT s > 5 AR
PR R AR RAE, A X RIE M EIG I 258, E20E 97 I 1 45 HE
s o |

2. FRESERL, ORI R

3. WEE AR, AW R SO 215, 1S IlA 98 BUAY ¢ A BN A
A s |
a. PR SEM R S PR SR SO, SCE AR R E /N AT R

TXCRETE SR W SO R A R R A,

b. T EIHE.
c. HiHEME.
IR A E SR W, G mT DUE T S, R A R SR DL AR i R B kg R A
.

HXES:

[ 97 BUHY 1 4w 55 3 she b 1 ]

7t Business Space /'S 405 PRI SRIK IS, A RIS G AR FIERAE.

[E65 98 BT v A L Sfe i 10/ i R 00 0 |
Al PIf# ] Business Space i F U] 7R I A5 IR A 2 [B] 4 4 S gk

BXEE:
[ [[BM WebSphere Service Registry and Repository V8.0 15 & 4[> - ffi ] Business|

[Space JH1 /7 B |

DataPower 7K1

REAARMFEA DataPower B, 1ZBCCFFETIT IR HIZBI. 1F24 DataPower JTA#,
AT UK BUA RS AR B O R PR B, RIS ARG, A — A EMR
T A M55, DA SRR 5 D 8 Y A P O 4R B B o, 9 3 st fe 4t
XACML 3, FFRME—airm DUE AN 22 etk D) fe.

Store Web Service {XIE

Store Web Service [CH! (WSP) R IR LM%, Emudliieg LTPA 4 sk

WiE K,

TEIGRES, 5K A AL LN 52 B DL T A

1 RAEIIE SRS BiG R, X RIEFTIRIE, BXELEL, WHERE 65 T 1 kA
[ WSRR TRtk 1|

2. WRMR S AP (SLA) HF<“Gold”, AR K i i1 & 4 FH i 1.

3. XPIECSRIEATIAIE, 2 AR (AAA), X5 DL HAE:
a. JEid LTPA A RN P AT IAIE.
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b. FIX LDAP 558 fEik, 1M af2 A 0% 1 E THRLL A {5 . XL
g, POHE P,
c. FRERALRYHT ALy XACML RIS 5 (PDP) AT LIS 355K A 4.,
d. @ PIFE IBM Tivoli Security Policy Manager HHAIEE () XACML 5B SCRY,
1t DataPower HE [ffi ffl XACML PDP ¢ B4ZAX. 1% KRME Y 451400 i ie 28
., ZPEIRA, XT findInventory #24F, 1B BEFT B MG AT, T K]
DL 1 I0AT
4. {#iff] XSL A # % ConsumerID fH.,
5. AIEKRFER L84 HTTP 24k,
6. i FHAFfif e 55 e .
TEALFRE RIS, o) R A0 B U)K 52 5 DL T # A
1. JATEZ St %24 PDP i StoreXACMLEW [ 3%,
2. FETmR, KAREM SR EREASETAEckEE (FE) MEEETFE.

HAPE XML Bk s
{EREAE LT RUT XML B A,

StoreAddLTPA XML [ ki

StoreAddLTPA XML 55 -k §i (1 ) g S $ A A i 1 A i, A (008 AR AR AGIE (451
un, Jo LTPA s2&it) By iz, 35 kAL B

1l AN UE A AT IR,

. R IEFE A LDAP AR IFATINIE,

- AEJE AL B AR RSN LTPA 20,

OB SREE R EBE M LTPA {5 B StoreWSP %24 i,

StoreMockService XML [k iE

AW

StoreMockService J&— N RBIRS, B XML B kKBS FfESZHE.  findInventory, 3K
R ST ERAE A AR A2 S, WV AE 2 /AR, TEJCEK WebSphere Application Server 41
FAERIR T, AU TR GRS, HERE Y = AN SR U DT E 4R R i 1 R 4
VB, FEARYEIT AL 0 4 24 SOAP Wi RAfif IR LY . B2 SOAP Wi B 2 MR 4 it SR 4 A T
3 52 8 1) e 95 St e B2 41 Y.

StoreMockServiceAlternate XML [k &

StoreMockServiceAlternate & — /Rl ss, EHF XML B k5% HVESLH, findInventory,
T SEFR ST BRAE 2 882 S RF, AR S5 FH T 8RBT P00 7 1 B8 SR mes

StoreXACMLFW [k i

AL T XACML B al AR &5 ok AT, /£ DataPower W1, TGk
VAR A3 AAA FRE, A1E T MR LA XACML 5 Mg 2 5 A5
(PDP), It PDP #3:7F StoreXACMLEW (/iR ELNI AAA #AEH,
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StoreXACMLFW 2 DataPower F1[J XML 7 A5/ 5. HF ik 48 — Fp At o g i fai s
Jra, RS A T SEE,  StoreXML Bl k% {d FAHEI RS WSDL 2 104E K Tivoli Run-
time Security Services [lt%#s. StoreWSP @i iE kx4, HKH (A SSL #4T
fR{7) %i%#] StoreXMLFW ¢,

StoreXML 7 K 4 A 1 SR AL $hAT DL T #4E:

L @K SSL 5 BT IMERIAT AAA,

2. JEidf# ] on-box XACML PDP ki f7#74L. PDP i FY KM Ex#fE IBM Tivoli
Security Policy Manager W45, {HA] U bR fESw 4 ar oE A7 BB A, Mk AE
XACML MG AT E 3L,

3. AT EAE AL B P R SR AT AR A A5 4,

4. MR XACML iERARL, AT KA FHN &<V n] M R [ 2% P L, &
W, R S, 3% SRR R AL TR AL B, R g Y 3R [B] 3 % AL,

E VR TR LSRN DU AR B G B Y, FERRE TR T I AR AT AR A

REE.

XACML Z&REE
WA I A1d XACML 30,

FEA A ) XACML SCRY it IBM Tivoli Security Policy Manager 5 I Zii 4 2% £
AR, ARERA] DUE AHEATSCAR S, XML ZidH ds T ah Q1 sy, B siiB A 1
XACML s, &2 OASIS Hlit: |https://www.oasis-open.org/committees/|
tc_home.php?wg_abbrev=xacml|

RPN XACML %4 R M5 storeSWPXACML.xm1 I
storePrivateDataXACML.xm1 H, 4RI FixX 2L R PPA 5 A RIS L3 5 (PDP) (133K,
PACENE LSS SISV

1. Subjects #R7> - BLE R HE W LA LRI VEA RS LS & BT E i 4.

2. resource #R4; - AUEWHE A EG RN A SO, FEAS R T PR EY Y BRI
% —HEXS Web Service HYHRAE, 55 R b rh8dE (7e4ild, 4 pricelnfo
B BIARAL

3. Environment #F7r - L&A G KPR A5 .

4. 84 - P A EEE RN EATRRIE. TR, #1EHREAF pricelnfo

StoreWSP Z £ KHEg
storeSWPXACML. xm1 SCAFH ) 22 4 S 2o 4IRS 2] Web Service #4E.

A2 G AN R T 7R

<PoTicySet PolicyCombiningAlgIld="urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:denyoverrid
PolicySetId="RPS:Store:policy:aed2dfde-4159-4df0-ada2-f148d9b56cef:roled200c213-27f9-
4d17-8305-b0d3ca8fcf54:role:09b60522-76b8-4280-9cla-31d026441164" Version="1.0">

<Target>

<Subjects>

<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:x500Name-equal">

<xacml :AttributeValue DataType="urn:oasis:names:tc:xacml:1.0:data-type:x500Name"
xmins:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">CN=MANAGER, CN=groups,

DC=ibm.com</xacml :AttributeValue>
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<SubjectAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:subject:group-id"
DataType="urn:oasis:names:tc:xacml:1.0:data-type:x500Name"
SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject" />

</SubjectMatch>

</Subject>

<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmIns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">MANAGER</xacml:AttributeValue>
<SubjectAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject" />

</SubjectMatch>

</Subject>

</Subjects>

</Target>

<Policy PolicyId="PPS:StoreSOAP:findInventory:aed2dfde-4159-4df0-ada2-f148d9b56cef:d200c213-27f9-
4d17-8305-b0d3ca8fcf54:d200c213-27f9-4d17-8305-b0d3ca8fcf54:pps"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable"
Version="1.0">

<Target>

<Resources>

<Resource>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmIns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">{http://company.ibm.com/store}findInve
cml:AttributeValue>

<ResourceAttributeDesignator AttributeId="urn:ibm:xacml:profiles:web-services:1.0:wsdl1:1.1:o0perat1
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ResourceMatch>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmins:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">{http://company.ibm.com/store}StoreS0
ml:AttributeValue>

<ResourceAttributeDesignator AttributeId="urn:ibm:xacml:profiles:web-services:1.0:wsdl1:1.1:port"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ResourceMatch>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmins:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">{http://company.ibm.com/store}Store</»
ibuteValue>

<ResourceAttributeDesignator AttributeId="urn:ibm:xacml:profiles:web-services:1.0:wsdl:1.1:service
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ResourceMatch>

</Resource>

</Resources>

</Target>

i 7E subjects #BArH, KX x500 ZAFRE IS Manager #EATILRC, A0SRAG AR
AW oxml SO, BB BIAFAEE N R S A G R 2RI B, BOK R B E R A
findInventory #:{E{H FHATAA =14, M returnProduce Fl purchase #AE{NPR T4rE4.

YREE M X
% storeCallPDP.xsl #EFEAIELNE B,

WRHG A storeCallPDP.xsl #£FK, AR E S DLH I

1. storeSendToPDP.xsl HEFXEHEMWHNE. XEEA T storeXAMLFW [iZ 45
ke,

2. X] storeSendToPDP N4tk call PDP i .

RIS/ 15 T 1) VA 2k 117078 S 1 /(1 2 T

. ¥ var:/context/response/displayfilter {Ei% & 4 allData.xsl 1 noPricelnfo.xsl £z,

N
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5. fFUnRE A FH T 4R XACML storePrivateDataXACML.xml, % JLF5 StoreWSP
Yrs A gl st 254 T RAEa M Aa AR,

storeCallPDP.xsl

<xsl:stylesheet version="1.0" xmIns:xs1="http://www.w3.0rg/1999/XSL/Transform" xmins:dp="http://www.
extension-element-prefixes="dp" exclude-result-prefixes="dp">
<xsl:include href="storeSendToPDP.xs1" />
<xsl:template match="/">
<xsl:call-template name="call_PDP">
<xs1:with-param name="resource" select="'StorePrivateData'" />
</xsl:call-template>
<xsl:variable name="decision">
<xs1:copy-of select="dp:variable('var://context/snip/xacml/BacksideXacmlResponse')/*[local-n
response']/*[1ocal-name()="Envelope']/*[1ocal-name()="Body']/*[1ocal-name()="'Response']/*[1o
Decision']" />
</xsl:variable>
<xs1:message dp:priority="debug">
<DECISION-FROM-RTSS>
<xs1:value-of select="$decision" />
</DECISION-FROM-RTSS>
</xs1:message>
<xs1:choose>
<xs1:when test="§decision = 'Permit'">
<xs1:message dp:priority="debug">%#***x SETTING THE PRIVATE FILTER #x%%%%*</xs]:message>
<dp:set-variable name="'var://context/response/displayFilter'" value="'local:///allData.xs1"'
</xs1:when>
<xsl:otherwise>
I<dp:set-variable name=""'var://context/response/displayFilter'" value="'local:///noPricelnfo
</xs1:otherwise>
</xs1:choose>
</xsl:template>
</xsl:stylesheet>

7£ SOA Policy Gateway Basic Runtime Sample A€z #H

WSRR T
TE SOA Policy Gateway Basic Runtime Sample #z{H @# ) WSRR T.{4 K kA fi i)
fiff X 28 T4,
£ 33. &y SOA Policy Gateway Basic Runtime Sample #Ez(G## ) WSRR T.1#
POE i::puy
L Bob’s Warehouse,
NES=H Bob’s Warehouse ZHZRFTHliA )& 2,
IR 55 R A Store 1.0 i [l Store Web Service, Store I 554 & X (SLD)
MRS RET.
WSDL Store.wsdl
XSD Company.xsd
L * Validate.xml
* RouteForGold.xml
* LogEveryTime.xml
* RejectAfterSMsgIn90Seconds.xml

80 1BM SOA Policy Gateway Pattern



£ 33. i SOA Policy Gateway Basic Runtime Sample #z(E[#A] WSRR T 1 (££)

POE

g

SR B

* Anonymous Users_GenericObject_Anonymous
Users_LogEveryTime.xml - $ LogEveryTime &% ¥t i3
B 44 1 P IR 95403 B (SLA),

¢ Gold SLA_GenericObject_Gold SLA_RouteForGold.xml -
RouteForGold M iM% Gold SLA.

* Store_GenericObject_Store_urn
:RejectAfter5MsgIn90Seconds.xml - b
RejectAfter5SMsgIn90Seconds KM B %] Store SLD,

¢ Store_GenericObject_Store_urn:Validate.xml - 46 1F 5 W it
fn#] Store SLD,

SLD

Store SLD - it Store 1.0 Jlz 45 R .

SLA

Gold SLA - {15} Contextld 4“Gold”, ALAMH E Gold i
=

&4 SLA

[E4 R - fiiF LogEveryTime SEMEIEM, H7F Contextld
RIE“Gold I #UFT,

WSRR TN AIEF{ER

StoreWSP {fi | WSRR il k4% WSDL Flsfkmg T4F. &4k StoreWSP AbHH
SKRIF,  #RRE AT LT B

1.

Store 1.0 R&EMAKZERES] Store SLD, JEEMWINTHAEHEREMK: Validate Fl
RejectAfter5SMsgIn90Seconds, Mg Y12 175 A o

a. WARAESE 90 BNE AL 5 ANEK, KR4i%iEK,

b. HHR¥E Store.wsdl K HICHKH Company.xsd iR #E4THIE,

Store 1.0 iR %5 ffi A} Store SLD, &AW SLA: HT Gold FIf'J Gold SLA FlI
XTI HA P EE 4 P SLA, WA Contextld @M A“Gold”, 2¥iE K H
% StoreMockServiceAlternate XML Bfj k3, I, A0SR %@ R Silver sl HAbAE:
e, FE4MF SLA ¥#4, FKisfT LogEveryTime i, X206 — 458 HIA
FEAEL ) default.log H, (C4xFZE0s I A, AReEDHER,. RE,
2T BBSH 2 StoreMockService XML Bj & i%.

7 SOA Policy Gateway Basic Runtime Sample H€l#EH]
DataPower T 14

T SOA Policy Gateway Basic Runtime Sample A &[] DataPower T.14F

7 34. % SOA Policy Gateway Basic Runtime Sample PEz(8Y## ] DataPower T.14

2R AR B

WebService {tF StoreWSP EXLNE

XML Bjj k5% StoreAddLTPA IIEFI T LTPA 4 h,
StoreMockService Ik Gold & IR S5 E
StoreAlternateMockService Gold & ik 5512 it 35
StoreXACMLFW K% Pricelnfo fY5 M)A,
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% 34. iy SOA Policy Gateway Basic Runtime Sample (G DataPower T (££)

il B Ly

WSRR J[? %&-4¢ WSRRSVR #| WSRR [1i&E$z,

WSRR ili] StoreSub &1 WSRR #ZHRZS A FIN 5 S5 kg &%
fFH.

AAA WS StoreAddLTPA LDAP HyEAYIEFRIA,
FRIMIE.
F3E SRR LTPA 4 fit,

AAA W StoreWSDLAAA LTPA #RINFIAIE,
R AN I ZH 5
XACML #Z4Y,

AAA I StoreXACMLFWAZ X} Pricelnfo ] XACML #ZAX,

SSL AR B S WSRRPP EFXF WSRR Iz 45 % ) SSL A8 A B3
4,

T i LS A WSRRCP FXT WSRR I 55445 1 10 2 A S A,

BIE SRR WSRRVC B e SEUE A & N E 4 WSRRCERT,
Jr A oA 5 & AR A,

ez e WSRRCERT WSRRCERT i &% FiEH, ILiE$
J& M NodeDefaultKeyStore ( #.55I% 5 #%
HIERAEIETS ) 3 CMSKeyStore 451IE+S
(4%} IBM HTTP Server fITf£AEH] ND
PREE) A,

StoreWSP Web Service {CIEAMEHIM
FEARRI LM & StoreWSP, 1% 9 5 1 57 M- 25 1 >R R 540000

KA

StoreWSP_default_request-rule ] FIRMEEAEFR N AAA, 7E AAA #AEH, KIUE LTPA
SR, WEMPA, PITENDEE AP EESH, HAEER S LDAP A, 4
AAA AZ H B DataPower %45 Ff ] StoreWSDLPDP Mg 56 15 (PDP) B, Kidk
fFIHERAVE, It PDP {#i il storeWSPXACML.xml XACML %1%,

e iz 550 1)

TEME AR StoreWSP_default_response-rule H1, A5l il StoreXACMLFW XML [
KRR 5

WG AR R AR P P A 75 S 28 LA Y B R B A e AR AU P U AR 5 B AR X
R, var://fcontext/response/displayFilter 25 & F1% B~ local:///allData.xs1, HIE
ARELH LDAP HI LY, var://context/response/displayFilter 7% & F1% &~ local:///
noPriceInfo.xsl,

SRIA, AR AEN R AT HE R R,
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StoreXAMLFW AbIE 17 M|

EHIERFE storeSendToPDP.xsl X[ Z#i XML FW StoreXACMLEW #1718 fHl. 7E B
KEEH T PSRN, StoreXACMLFW _request 0,75 {fi Fi] allData.xsl 2545 84~
AAA EREHAE. I AAA #:4F StoreXACMLFWAZ f2id ¥ i XACML PDP
StorePDP #:/F, @i ffi ] storePrivateDataXACML.xml XACML #%, ¥ € & 5%

P U A £
#A XSL Hx %

FEANHRFEER xs1 SRR, XreURAT O 22384 H o,

7 35, HEAS I FIRE 7 eh A HE R

HAR

S

allData.xs]

SRR, ATEIrE SR N RE R BiR, E AT
YIfeFIxT XACML XML [ (43 .

apil-xacml-binding-new.xs]1

it FIAEIEMLGHF B ATl DataPower % S ME JL 5 5,
“(PDP) AbPHIY) SOAP 3K, ILFEXFEXT DataPower 1345
Mg H e 345 tspm-xacml-binding-sample.xsl # 3 [1)
B, 1ok s B0 A48 16 1) ¢ 5 Dy B 2 % T A &R T 35 ] 17 A%
i, DM# XACML 33K (19 3 85 B e i 2= T HlL

noPricelnfo.xsl

BERERCERHKE price TCRBE NE 0.0,

rgxacml.xs]1

e FER DataPower & HIFEGEH FF tspm-retrieve-
groups.xsl A RIER]. AR 2 H 2424 LDAP
DN, FW%&. %%, w04, DUEFLIERA R P I
RHAGA,

soavars.xs]l

BERECFRE U E R BRI AR, EAE rgxacmlxsl FEXELPT
AR E L LDAP fF R, TEARAH, FRARME,
AR A,

storeCal1PDP.xs1

WREF B AT XACML W2CHIfCD, AbEiFn]/4h4s
e, i ESEMNLTEIEIT allData.xsl  I§

noPricelnfo.xsl,

storeSendToPDP.xs1

MR TSR K% FE XACML MM SOAP ik, &
TR, BERR. M BLIRAE apil-xacml-binding-
new.xsl FEX P IRUN 2 BE R,

{EF XSL #3%H) DataPower 3i5
DataPower X4 (i FHFEFEAS WY AR P42 L1 — 28 XSL AR,

F36. i JH XSL - EH DataPower X4

&

Sl

allData.xs]

TE storeCallPDP.xsl #£EHNEE ., 1%FE0RTE AAA 3R
% StoreXACMLEWAZ 1 A 22 il Ar 4.

apil-xacml-binding-new.xs]1

£ StoreWSDLAAA AAA il AZ A9 M il ks,

noPricelnfo.xsl

1£ storeCallPDP.xsl £ 3 = Py &R .

soavars.xs]l

T rgxacml.xsl FF U Y ERAE .

storeCall1PDP.xs]

{& Store_default-response HLIH it 25 6 3F 1718 F.

storeSendToPDP.xs1

1£ storeCallPDP.xsl £ 3 Py 3Rl .
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% 6 E FHCERERILA

MEFRE IBM SOA Policy Gateway Pattern MZft, #&n] DIEM A C RS & LI
H ORISR MomEl e L, BObn] DI B ME B IR EE RE. BAF#E 605
%, IHREHEA > EIURS.

BERLOIFARER

AT A o 2 4 AR GRS B o 1 B SE A B R B S R S RN R
ARG LBV G B BRTE A M, XL TEA(E B i T 504 DU Y 9135 fEm 2
fhai A B R L A B UPL, TP Huhik, IR @RS, MR — A d M
UL i ALY R e rp [ R SRAT B9 ShRE SR o0, 3BT &R ME UL A (s AT IR DUIR 245
B #ltn, B ER CPU fROCHEN, LA RHEN TaERAES L L.

FARSLHIR MY MEREARE, S RN SR P ) S RTATS .
B Y ] LRI A BRI BRI T Y sE IR R AR

HERBUVAEA H SRR, FRIFEfG SE PR EBALE D, REH
EAUM TP stk RREEFAR LR R MO 0 fH. JEITIEAEiTry B EH B
ARERAFEL ) AP A I H RSN GE 32 DLV R 2 80 & w2 w8 FH Y DAL

EECARERILHI

TERRE B RGN JG, FTRIA R AV A i M 10 R 8 59 A& 5/ IBM SOA
Policy Gateway Pattern ¥fJ%,

TR Z Bl
BEREMREEH], LIHE ROHEEMRELL,
KT UES

B B U QI B AU R S S B BOBT (B2 Y TBM SOA Policy Gateway Pattern 32T 35
be, AEERE ST, BIURGSLHIR AT,

iz

FEE P IBM SOA Policy Gateway Pattern HEHLRF LM, ETE LT TE:
1. KRG > EWRGELIVIR <R IR LB % 1.
2. MCRERLZRGE S 1 ALl d b, TEREERE Y 54,
3. WARZSEBIEAEEAT, W UARIIRSG R b i G e s R 8 B IR s 4
. A T R mE L, Fian, f&erll
o AP RERE S AN E TG, REEE QIR ER.
o A, e NERARRT Mg SRR AT,
* & H IBM Integration Designer FfiZ#E 2R DU ITIESRE.
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ZEHEF|] WSRR - &z g]
8 FH b 5525 1) FH P S T A 1 5

RFUES
i) WSRR ZR4E 1) 2 HLH I 7 ] M 55 25 ) i P 87
O

1. BRG] > BERES DIV« E RS S % 1.
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* QueueMessage — JL#AEEE LI R Z AN, SRR, A S EH T IR

BACHE, H 2R EZE S, S5 & FIATATAH 5C 1) JE I 4N 7R ) WebSphere

DataPower M HAT SFTE L. JTEHA Action JLERH I8 E L M RAEN,

QueueMessage [ 1% & 5 — P HRAE,

RejectMessage — I i{ESE & i BB AF1ER, Kiidihss, Hahshdss,

HENEZHEFM, BIELESN, 2% SOAP iR [ 2% F AL (H9E ) Ik

% . MTEHAS Action JLERIEE Z N RENT, RejectMessage W i% a5 — MRAE.

QueueMessage Fil RejectMessage H.J%.

Notify - MW BEIC R $5 & 40 2 25 K Fn, KA@M, T WebSphere

DataPower, #74E 5 A DataPower %4t H .

RouteMessage - 1]t 0 K 45 & 240 R 2 8 AT, 2600 B 8% i 248 2 1Yo 5 B

P, ARSI B R E W, H RN R AT

- EndPoint - 4§58/ RouteMessage #EERT, HWSECN UM, 32 3ZFF 0 b5 w5 7T
PIJE IP Hisik, EVLASURIATNL;  Fan gk i de 4.

ValidateMessage - I A] 6 70 2 45 /8 M AR §6 45 7 B 5 20 B IR AT Sk, 36 ik 2k IO

MWAELETEE, WRIEE T ValidateMessage, APALZ0H XSD o WSDL f§& N T2

#. SCOPE ik, WIRARFEE, A4 SOAPBody T il

— XSD - {EE/ME XM EEER URL f31HA XML £, RiEHE.
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- SCOPE - fi7&E K WikiF B HYME— &80, FRINM T R REE XS S

£ 40. ValidateMessage TG

=] iR

SOAPBody Kok SOAP EMARILRMAA, WMAXS SOAP HLE ATk
WhEE. (BEME)

SOAPBodyOrDetails X SOAP Wik, IGiEiF4ifE BIoCREME, & MEHEFE &
LRI,

SOAPEnvelope I iEEAE (5 BAE N BT RS SOAP JH .

SOAPIgnoreFaults WA EE SOAP k%, IAANHATEMIIE, & 0W%IE

SOAP FIRTERMMNE.

» ExecuteXSL - 15 E¥ i 82 M Stylesheet F1 Parameter 1T XSL #:ft, a7k
Wy, KB g5, WA E Stylesheet 55, MM Parameter Jy i, WARMESE &Y
e B FE R N 7 ZOR AR E.

- Stylesheet - f5/& BRIl 5 HY URL 4@ Mk, HARLH0E
XSLT (A%,

— Parameter - IA[IEREE TTRIEEEMT ExecuteXSL #AEMH RS
- Name — &MY MY Parameter ZEUHNF LMEME, BI8E T SEH 4R,
- Value - B XY Name ZECHTHEMIENE, TiEE TSEE.

RS FoR bk

{E Business Space W7 F M 9nE PR RIGHT, ARG TE & S FIHRAE,
FriaZ Bl

# % Vjili] Business Space {8, IS W[ 86 JUAY r %% WSRR - k5% 1 |

WSEANEE SOA W ZSM], SR A REAIERRS. R M ARAIE SOA WEEME, S
Bl 87 DAY 1 o UM AL E Business Space i | FRAE LI AL B A3 ],

KT UES
il F SOA Wi 25 14 5 5 W
UK E:

1. 4TJF SOA Wi =sIa]:

a. HFRETE., XHS TR 2SR HE,

b. BAEFXT<SOA B P AsH], AR BFREG T 25 (Al I 48 22 1 N 2.
2. TECBEARTIEIR b, ok 6B RR SRS,
3. AR EXW AR, DL A,

4. RIEFERMARERAE,  ARFMRIRENTE Z(EE, 1ESRE 93 T 1 kg i
HI IBM WebSphere Service Registry and Repository V8.0 {5 Ay - A& )7 i

5. HRSER.
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55 93 B ¢ 3 1 |
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FAFFIERAE,
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DU 7R AT B S B
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BXER:

[+ [[BM WebSphere Service Registry and Repository V8.0 15 H Hl)
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ENEHE, FikiE#E| DataPower

LI %
o fifr DataPower % i ] P A% Y2 B AR
— 1 DataPower ', JEid% RITHIENR > EIERA P PRIEATE A .
- Ak PR,
R REATRE ] XML S EA: G, R R
— DataPower & H 0 ] fBF Z ke A H A ARHELE B R A a 0 TRk e flan, K
ENINTRT S
o Kifr DataPower FH4%41 IEH
o 2T SH DataPower XML 45 B AU,
o ™FE NE M SSL a4 1 DL IEFE DomainZipFile.zip #il DataPower % & I

IE B Z4EE 35,
M “HEIME"E PHUMERS R TR IS B
e VAN (P S

o R IEFMIE & SA/ET DomainZipFile.zip Hr,

o AT XML A GG O b0 BEE SR B 6 B T A UE A 36 R SRR,
o RAR LA B AR FALA FIE 0 30 A E 6.

X3 AR 55 2 IAE B PR 1 TR PR 12 B

Ear W T
KA AIEB &2 BREAAAET MK DominZipFile.zip XM
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- H# SSLAREIMEESCPRIL 7 FA G A UE T RERY B0 SEVERG 16 0 SO
M EF AR EIR I TR RIS B

I PL T 7 %
* f£ DataPower fZEfilMif L, FTIFMAREFE, MAEZEEFIE.
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Gateway Advanced Runtime FYiIF-FI,
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2 DL R T
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3. B R tmR,
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UK E:
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a. TRl > EMES.

b, HERL R G ST T A S48 91 3 Hh ok 4 S A
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a. TEREHWLER T, JEIT WSRR UM, SRJa K& BIA G ARk b 2 5 A AR 5 3R,
WERAEAT A O AE SR %, 1 i A 4 7755 (1) remote_std_out.log #
remote_std_err.log [ 5k,

b. E5EF| WSRR SEF, SRJE A MR 55 d k.

c. 5% WSRR iFEis W45 75 |http:/pic.dhe.ibm.com/infocenter/sr/v8r0/topic/|
|com.ibrn.sr.doc/cwsr_troubleshootingandsupport.htm]l

3. %F DataPower:
a. KRB MY default.log U,
b. KZEBEE K defaultlog ST1t.
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