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(02)  <wsp:ExactlyOne>

(03) <wsp:All> <!-- policy alternative #1 -->

(04) <sp:SignedParts>; <!-- policy assertion -->

(05) <sp:Body> <!-- policy assertion parameter -->
(06) </sp:SignedParts>

(07) </wsp:Al1>
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tar xvzf archive_file

cd installer
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FEEEH 16 GB ZZ[AAT{ CIQILML. tar.gz % (Power HFE) 3K CIQLVML.tar.gz
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# JRE for Linux : fttp://www.ibm.com/developerworks/java/jdk/linux/download.html|
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3. 1E Linux EFIESEIH » 507 Windows LI A HURTIT0E - ABUBE T
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5. YJHLE installer HEE :
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http://www.ibm.com/developerworks/java/jdk/linux/download.html
http://www.ibm.com/software/howtobuy/passportadvantage/pao_customers.htm

-p <password> > H:f1 <host> f% IBM PureApplication System > [fij EL{s F & 4
%5 Cloud Administrator credentials ° {3411

./installer -h drivensnow.hillesden.ibm.com -u chadmin -p chadmin
7. HIPERES - §5HE% IBM SOA Policy Gateway Pattern {521 °
a. {£ Microsoft Windows I : TEESARMEAHZ1% » WK TRUR >>>
FEHEA quit() » SREHL Enter #E - EELER 7 -
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Importing pattern "SOA Policy Gateway 2.5.0.0 - Governance Master" ...
Import pattern "SOA Policy Gateway 2.5.0.0 - Governance Master" successfully.
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+ SOA Policy Gateway 2.5.0.0 - #iffil ({#FE x86)

* SOA Policy Gateway 2.5.0.0 - &%

* SOA Policy Gateway 2.5.0.0 - Add_Named_Queries

+ SOA Policy Gateway 2.5.0.0 - BHEA

B2 Script B R FEER IR 2 4ET
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+ SOA Policy Gateway 2.5.0.0 - F=A S THFHA
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e System Monitoring for SOA Policy Gateway Pattern 2.5.0.0
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2. ENENER > ERIREIE -

3. TEREBRRRIGASNS B rh = i T SIMRGuRs » S ffE R AR o A P SR ASRE » SRR 2
%0 FRE—F Tz LIt EsR IR - Hf x86 A ¢
+ WebSphere DataPower XI52 Virtual Edition 6.0.0.0 f - HR{ERAEHZ RGNS
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FELLHEHIH > ConsumerX £ THEEHY - [KIBL ] /£ E P B B ST R AR A -

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope
xmIns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<KD4NS :KD4SoapHeaderV?2
xmIns:KDANS="http://www.ibm.com/KD4Soap">AFIAAgAKZmEXODgzNTQtY2Q1ZC0Oz
YJUOLWEyMzItZGM3MmEZNWYOMTAZACRmYWVjYFAIMi 1jMWUXLTMyODEtOWY3NiOwY2IxN
mRhMDc4Mj kAAw==</KD4NS : KD4SoapHeaderV2>
</soapenv:Header>
<soapenv:Body>

<b:findInventoryResponse xmins:a="http://company.ibm.com/"

xmins:b="http://company.ibm.com/store">

<findInventoryRes>
<sku>SKU10</sku>
<price>461.73</price>
<inventory>460</inventory>
<msrp>923.46</msrp>
<supplierID>IBM</supplierID>
</findInventoryRes>
</b:findInventoryResponse>
</soapenv:Body></soapenv:Envelope>

ERETITHIT 1RE 1 BFEEH

ConsumerA F/EfSH » KL EZIAE EFE - G5 A curl $547 -

curl -k --data-bin @./silver.xml -H "Content-Type: text/xml"
-u ConsumerA:passwOrd http://<yourDataPowerHostName>:62005/Store/Store

AR - RECHRE ER o BEREURE 0.0

<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header><KD4NS:KD4SoapHeaderV2
xmIns:KDANS="http://www.ibm.com/KD4Soap">AFIAAgAkZmEXODgzNTQtY2Q1ZC0OzYjUOL
WEyMzItZGM3MmEZNWYOMTAZACRmYWVjYjA1Mi1jMWUXLTMyODEtOWY3NiOwY2IxNm
RhMDc4MjkAAw==</KD4NS : KD4SoapHeaderV2>

</soapenv:Header>

<soapenv:Body>

<b:findInventoryResponse xmlns:a="http://company.ibm.com/"
xmins:b="http://company.ibm.com/store">

<findInventoryRes>

<sku>SKU10</sku>

<price>0.0</price>

<inventory>460</inventory>

<msrp>923.46</msrp>

<supplierID>IBM</supplierID>

</findInventoryRes>

</b:findInventoryResponse>

</soapenv:Body></soapenv:Envelope>

EREDTARERREA

i ESRFI T IIZE Gold SLA HUERIFH » HERSTE# 1D BREE 1D L/HMFT o
FELLTEDL T » Gold &Y SLA BAEREIE S ID Gold » MAEBIRABFIRE S 1D
CEO ° LA MRHEAZERIMAE (FAILIBEEREER ID BIHEE 1D AR R

)

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:stor="http://company.ibm.com/store">
<soapenv:Header>
<store:ConsumerIdentifier xmins:store="http://store.com">CEO</store:ConsumerIdentifier>
<store:ContextIdentifier xmins:store="http://store.com">Gold</store:ContextIdentifier>
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</soapenv:Header><soapenv:Body>
<stor:findInventory><findInventoryReqg>
<sku>SKU10</sku>
</findInventoryReq>
</stor:findInventory>
</soapenv:Body></soapenv:Envelope>

B gold.xml AURETEARPIZOR XML » AT cunl §54 -

curl -k --data-bin @./gold.xml -H "Content-Type: text/xml"
-u ConsumerX:passwOrd http://<yourDataPowerHostName>:62005/Store/Store

[l AT -

<?xml version="1.0" encoding="UTF-8"?>
<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>
<KD4NS : KD4SoapHeaderV?2
xmIns:KD4ANS="http://www.ibm.com/KD4Soap">AFIAAgAkZmEXODgzNTQtY2Q1ZCOzYjuoL
WEyMzItZGM3MmEzNWYOMTAZACRmYWV3YjA1Mi 1jMWUXLTMyODEtOWY3NiOwY2IxNm
RhMDc4MjkAAw==</KD4NS :KD4SoapHeaderV2>
</soapenv:Header><soapenv:Body>
<b:findInventoryResponse xmins:a="http://company.ibm.com/"
xmins:b="http://company.ibm.com/store">
<findInventoryRes>
<sku>GOLDSKU10</sku>
<price>461.73</price>
<inventory>460</inventory>
<msrp>923.46</msrp>
<supplierID>IBM</supplierID>
</findInventoryRes></b:findInventoryResponse>
</soapenv:Body>
</soapenv:Envelope>

AR - MIERERA GoLdsKU 3R SKU fH » FEHEMM Gold ik o
ERESTHERE RS
Enig i Al &%) Store.wsdl KIHLAHBAWRY Company.xsd ##EZKAVAIHE -

T3 XML (badvalid.xml) RE/REESPIEK » MR KB A SCE &4 <skubad>
Wtk » (HEMEZE <sku> :

<soapenv:Envelope xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:stor="http://company.ibm.com/store">

<soapenv:Header>

<store:ConsumerIdentifier xmins:store="http://store.com">CEO</store:ConsumerIdentifier>
<store:ContextIdentifier xmlins:store="http://store.com">silver</store:ContextIdentifier>
</soapenv:Header>

<soapenv:Body>

<stor:findInventory>

<findInventoryReq>

<skubad>SKU10</skubad>

</findInventoryReg>

</stor:findInventory>

</soapenv:Body></soapenv:Envelope>

MNRE AT curl ZK :

curl -k --data-bin @./badvalid.xml -H "Content-Type: text/xml"
-u ConsumerX:passwOrd
http://<yourDataPowerHostName>:62005/Store/Store

S EERUR ISR
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<?xml version="1.0" encoding="UTF-8"?>

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>

<env:Fault><faultcode>env:Client</faultcode>

<faultstring>Internal Error (from client)</faultstring>

</env:Fault>

</env:Body>

</env:Envelope>

ERES1TARGEERRIPEYEE

AEETEAE 90 PPIERIT 5 Riztk » BRI AT e i Hrh— (3R b I

HATFIHEST 6 K-

curl -k --data-bin @./silver.xml -H "Content-Type: text/xml1" -u ConsumerX:passwOrd

http://<yourDataPowerHostName>:62005/Store/Store

HBIESRAT T

<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>

<KD4NS:KD4SoapHeaderV?2
xmins:KD4NS="http://www.ibm.com/KD4Soap">AFIAAgAkZmExODgzNTQtY2Q1ZC0Oz
YjUOLWEYMzItZGM3MmEZNWYOMTAZACRmYWV3YjA1Mi1jMWUXLTMyODEtOWY3NiOwY2IxN
mRhMDc4MjkAAw==</KD4NS : KD4SoapHeaderV2>

</soapenv:Header>

<soapenv:Body>

<b:findInventoryResponse xmins:a="http://company.ibm.com/"
xmins:b="http://company.ibm.com/store">

<findInventoryRes>

HIEASERE o

E=:3

b=t
il

FEBLIEDL T » ConsumerX £ THEEH ) - (KL - (ERITH 5 T Er SR SRR &

<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header>

<KD4NS:KD4SoapHeaderV?2
xmins:KD4ANS="http://www.ibm.com/KD4Soap">AFIAAgAkZmEXODgzNTQtY2Q1ZC0z
YjUOLWEYMzItZGM3MmEZNWYOMTAZACRmYWVjYjA1Mi1jMWUXLTMyODEtOWY3NiOwY2IxN
mRhMDc4MjkAAw==</KD4NS : KD4SoapHeaderV2>

</soapenv:Header>

<soapenv:Body>

<b:findInventoryResponse xmins:a="http://company.ibm.com/"
xmins:b="http://company.ibm.com/store">

<findInventoryRes>

<sku>SKU10</sku>

<price>461.73</price>

<inventory>460</inventory>

<msrp>923.46</msrp>

<supplierID>IBM</supplierID>
</findInventoryRes></b:findInventoryResponse>
</soapenv:Body>

</soapenv:Envelope>

FESR/SKBATH » 5875 T HISHR -

<?xml version="1.0" encoding="UTF-8"?>

<env:Envelope
xmins:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>

<env:Fault>

<faultcode>env:Client</faultcode>



<faultstring>Rejected (from client)</faultstring>
</env:Fault>

</env:Body>

</env:Envelope>

5 AURAE 90 FOIRIBEAEA T ELMIIEA - A SRR BILEHAR -
ERESTAR AR RR @A

AR A G IERE 4 SLA » HESRAKHRAME SLA RIHE &R - BlEsmhlend it

JEAN o FERLFERI - ME—HEEE SLA FIREHR CEO » IILEORFE W &R A T HAR

EFAEE 1D > HIEESGRGEETE® SLA ERIEHT o £REDLT » ConsumerX £
MREE - RIS SR AR E I

A BT TR IRE - G EE T XML ~ ZHEES anon.xml HUAHE

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmins:stor="http://company.ibm.com/store">
<soapenv:Header>
<store:ConsumerIdentifier xmins:store="http://store.com">ABC</store:ConsumerIdentifier>
<store:ContextIdentifier xmins:store="http://store.com">Gold</store:ContextIdentifier>
</soapenv:Header><soapenv:Body>
<stor:findInventory><findInventoryReq>
<sku>SKU10</sku>
</findInventoryReg>
</stor:findInventory>
</soapenv:Body></soapenv:Envelope>

AREA TR

curl -k --data-bin @./anon.xml -H "Content-Type: text/xm1"
-u ConsumerX:passwOrd http://<yourDataPowerHostName>:62005/Store/Store

YIS R TR H AE A -

Notify action triggered ('operation 38 2 slal-1-filter_l-notify') from source policy (
'LogEveryTime_287d0790-83d9-11el-a255-9187e20cddb0_05aecbec-3674-4165-85de-a0f7be48a938"

& ACEWERE TEA1 > ARER IR o AIRREE » 34— T [DataPower Web
E¥EG ) PRREBIEEDR - /£ TRCH WBrh - i TECHE Ry [EEER E
1 o A& TERELEBR - = =i HGE - AmlE] TEds - AR — T
RBEGE -

EREwITAE RESTful BRF

BRI LUFEA curl #EFE31T7EHL RESTful 7 ° 41[F Web HFim—#% » ContextID #
% Gold > & 90 ¥ 7dF 5 HIFAE » =15 Silver » HIFLEF 2 HEAE ©

A BRI e - BRI E T XML ~ #H85S restRequest.xml AR

<?xml version="1.0" encoding="UTF-8"?>
<a:WarehouseSKUPost xmlns:a="http://company.ibm.com/">
<postRequest>
<sku>SKU33</sku>
<purchaseCost>136.43</purchaseCost>
<inventory>429</inventory>
<msrp>272.86</msrp>
<returns>0</returns>
</postRequest>
</a:WarehouseSKUPost>

SR1GH A T Y464 » FIIF contextID Gold METTHIE :
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curl -k --data-bin @./restRequest.xml -H "Content-Type: text/xml" -H "consumerID:CE0" -H "contextID:Gold" http://<yourD
2 FIA] Silver contextID METTHIEA » HBEEA R » (HFF Gold MUK Silver

BBV,

<?xml version="1.0" encoding="UTF-8"?>
<a:WarehouseSKUGet xmins:a="http://company.ibm.com/">
<getRequest>

<sku>SKU33</sku>
<purchaseCost>136.43</purchaseCost>
<inventory>429</inventory>
<msrp>272.86</msrp>
<returns>0</returns>
<supplierID>ABB</supplierID>
<purchaselD/>

</getRequest>

</a:WarehouseSKUGet>

(EERRTE 2% » 15 FIIE -

<?xml version="1.0" encoding="UTF-8"?>
<env:Envelope xmins:env="http://schemas.xmlsoap.org/soap/envelope/"><env:Body><env:Fault><faultcode>env:Client</faultcod

1 ZAH7E RESTful IREEHIE® SLA » HAVEMNEAIRR] > G560 H C &8k LT
ContextID 5z ConsumerID ° Z1[EJcAT [Web AR5 #BIFTEAR » @A1€ HIRE
DataPower HiEHT ©

FBREL{E:

(5 40 ELRY T FE A TR HAE (5 A A% 0 |

8% SOA Policy Gateway FEABNTIRFHAGG] AU € @ ARSI TR R R E
Bl o (ERETE x86 Bff Lo b AUAR -

HE{eREE R FEFRETN
ERTLME S Tdifs ) AR XSL B F > KBS pIER L -

ER R Tl = Sa k.
Fk={5% apil-xacml-binding-new.xs1 FHE#THTS#EL xacml-subjects o HH ARG EK
BF 5 EEY  F9EA(E sendToPDP.xs1 A& TR LB EY -

<xsl:variable name="xacml-subjects">
<xacml-context:Subject

SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
<l--

B R R R R R S R Rt Tt

1EE18RI6 - {FF MC FBERIFREE -

R R R R R R R R R R R R R R R R R R

sendToPDP.xsl

PEEE R url-open ZRIFI StoreXACMLFW © 58 & {E AKEIENL 5 —{# TXML Bk
&1 FrLAAEH SSL Proxy aX/EfE o 45 2% [RHAIRIKE: (PDP)) 25—
DataPower 1% » T35/ SSL Proxy a%/EME » FHENC url-open FEIY—E{HH -

<xs1:param name="resource" />

<l--

<xsl:variable name="incoming_resource">
<xsl:value-of select="$resource" />
</xsl:variable>

<xs1:message dp:priority="debug">



wwxrwxrerrs BIHGETES RESOURCE equal TOY PDP swstssktssntsnn
<xs1:value-of select="$incoming_resource" />

</xs1:message>
-

- <laa

EERSESH) XACML Z3R

<xsl:variable name="customized-request">

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

<soapenv:Header />

<soapenv:Body>

<xacml-context:Request xmins:wsa="http://www.w3.0rg/2005/08/addressing"
xmlins:soap="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xacml-context="urn:oasis:names:tc:xacml:2.0:context:schema:os"

xmIns:ws="http://docs.oasis-open.org/wss/2004/01/0asis-200401-

wss-wssecurity-secext-1.0.xsd">

- <l--

BREEFE AL BEXEENEE

-

<xs1:copy-of select="dp:variable('var://context/snip/xacml/xacmlSubjects"')/*" />

<xacml-context:Resource>

<xacml-context:ResourceContent>

<xs1:copy-of select="./soap:Envelope/soap:Body" />

</xacml-context:ResourceContent>

<xacml-context:Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

DataType="http://www.w3.0rg/2001/XMLSchema#string">

<xacml-context:AttributeValue>PriceInfo</xacml-context:AttributeValue>

</xacml-context:Attribute>

</xacml-context:Resource>

<xacml-context:Action>

<xacml-context:Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"

DataType="http://www.w3.0rg/2001/XMLSchema#string">

<xacml-context:AttributeValue>View</xacml-context:AttributeValue>

</xacml-context:Attribute>

</xacml-context:Action>

<xacml-context:Environment>

<xacml-context:Attribute Attributeld="ContextId" DataType="http://www.w3.0rg/2001/XMLSchema#string"

Issuer="http://security.tivoli.ibm.com/policy/distribution">

<xacml-context:AttributeValue>StorePriceData</xacml-context:AttributeValue>

</xacml-context:Attribute>

</xacml-context:Environment>

</xacml-context:Request>

</soapenv:Body>

</soapenv:Envelope>

</xsl:variable>

- <laa

A set-variable FEREERTEREAIZZD » BABEF]

-

<dp:set-variable name=""'var://context/snip/xacml/BacksideXacmlRequest'" value="$customized-request" />

- <l--

#% XACML-REQUEST [EIEREIBRIEEEE

-

<xs1:message dp:priority="debug">

<XACML-REQUEST>

<xs1:copy-of select="$customized-request" />

</XACML-REQUEST>

</xs1:message>

<xsl:variable name="headers">

<header name="SO0APAction">xacml:authorization</header>

</xsl:variable>

- <l--

0F0L XACML PDP fHGR%R

-

<xsl:variable name="rtss-response">

<xsl:variable name="StoreGWURL">

<xsl:value-of select="concat('http://','127.0.0.1"',":"',$StoreGWPort,'/rtss/authz/services/AuthzService')" />

</xsl:variable>
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<dp:url-open target="{$StoreGWURL}" http-headers="$headers" response="responsecode">
<xs1:copy-of select="$customized-request" />

</dp:url-open>

</xsl:variable>

- <l--

M set-variable FERERTIRAIZED » BABEF]

-

<dp:set-variable name=""'var://context/snip/xacml/BacksideXacmiResponse'" value="§rtss-response" />
- <l--

#% XACML-RESPONSE [CIEREIPRFEHES

-

<xs1:message dp:priority="debug">

<XACML-RESPONSE>

<xsl:value-of select="§rtss-response" />

</XACML-RESPONSE>

</xs1:message>

</xsl:template>

</xsl:stylesheet>

BAS sendToPDP.xs1 #& » FfvEE N oIAE, -

1. BRAKER soavars.xsl HHUF XACMLFW [yl o

2. % rtssResponse Bl Runtime Security Services {# AR EE 2 A » HALH
5& DataPower AH% PDP AJFEBHAVFEZ o

3. kAR GHEFE SOAP 2K o EEEMHICHIN apil-binding.xs1 FRxNFATEEE -
Wi T4 copy of select ERKHUS :

<xs1l:copy-of select="dp:variable('var://context/snip/xacml/xacmlSubjects"')/*" />

4. BH{EEEMMEIE © <xacml-context:AttributeValue>View</xacml-
context:AttributeValue>

5. ER¥ESE StorePriceData » LI IBM Tivoli® Security Policy Manager 5% Runtime Secu-
rity Services TlraE2KET » #if5 Application ¥){F

StorePrivateDataXACML.xml
THNE SRR AR SR TR R =0 -

<PoTlicySet PolicyCombiningAlgIld="urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:deny-overrides"
PolicySetId="RPS:StorePrivateData:policy:dc703409-d408-49b3-accl-16c89c844fce:rolec4adf664-a0af-451b-h80b-
lcafdb9fd9f0:role:2884ab77-58d1-4b1d-8728-7d528169d608" Version="1.0">

<Target>

<Subjects>

<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmIns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">MANAGER</xacml:AttributeValue>
<SubjectAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:2.0:subject:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:accesssubject"

/>

</SubjectMatch>

</Subject>

</Subjects>

</Target>

<Policy PolicyId="PPS:StorePrivateData:dc703409-d408-49b3-accl-16c89c844fce:c4a9f664-a0af-451b-
b80b-1cafdb9fd9f0:c4a9f664-a0af-451b-b80b-1cafdb9fd9fO:pps"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable"
Version="1.0">

<Target>

<Resources>

<Resource>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<xacml :AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
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xmIns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">PriceInfo</xacml:AttributeValue>
<ResourceAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ResourceMatch>

</Resource>

</Resources>

<Actions>

<Action>

<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmins:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">View</xacml:AttributeValue>
<ActionAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ActionMatch>

</Action>

</Actions>

</Target>

<Rule Effect="Permit" Ruleld="PPS:StorePrivateData:dc703409-d408-49b3-accl-16c89c844fce:c4a9f664-abaf-451b-
b80b-1cafdb9fd9f0:c4a9f664-a0af-451b-h80b-1cafdb9fd9fO:pps:rules:0">

<Target />

</Rule>

</Policy>

</PolicySet>

</PolicySet>

AR LA T 2
* Role #/H/& Manager :

<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmins:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">MANAGER</xacml:AttributeValue>

P = . .
¢ Resource W /H7E Pricelnfo :

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmIns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">Pricelnfo</xacml:AttributeValue>

e Action ZJHsE View :

<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">View</xacml:AttributeValue>

1ZoREEHI XSL HINEK
fEnl DIES IR B noPricelnfo.xs]

EF

B T 1 Bk -
noPriceInfo.xs1 #RENEEE MRS » R LAFHUCEMMERSAE o 507 DU HoAh
TR 22 B A > BSOS AR S B DR E R IR

<l-- private access only fields -->

<xsl:template match="price">

<price>0.0</price>

</xsl:template>

<xsT:template match="Price">

<Price>0.0</Price>

</xs1:template>

Mtk - SRR G BFTH H TR T B i -

60 1BM Soa Policy Gateway Pattern



— S ERERER I

R — LR EE] > 0] LI(E DataPower FECIE TXACML [FARSEEL (PDP)) » R
% g F HI S o

$#5 DataPower LAY XACML PDP
10T LIEZRIAI(E DataPower %5 %% TIHHIKEEEE (PDP)1 1) XACML » LI
—EWERRIE XACML AT -

EF

P&
1.
2
3
4

L HSOHTHT PDP > GEET MAIBHIE ¢

7% TDataPower #¢iill5 ] » f8=% XACML PDP °

. HB—THAM PDP Biig— N -
. W@ A URL > 4 » Tocal:///storePrivateDataXACML.xml ©
L RTE AR SRR IR HI A T R AR B E Bk o

&t AR ERAE R R EARIE XACML JFHIES » QIELHEIE] PDP E# - iif
H# A URL » SUT(ECEERYIHE - sRE T EINEI - SRR AR5 -

FMBIRAIX N iREEIR B RRIX 4
{5/ Business Space {8 7r1fl > AT LT HE I B SO sicmiE 3 A B R RIS H -

FEIEZ Rl

RCE TSOA FEE L 72 - ATV - 2B 72 B0 TRoE A KB Busi]
hess Spaced |-

Er

2.

- R a2 BB RS LA 5 B - 5 v TEAUEETE > 5 RV
Bt RAEABRIBE o AT IR IR MEBAE A - 262 85 ERY Thm 2riiJa)

R ] -

PEE AR IE R o R R AISCEEROMIRIE A - FE2EE 87 B TEHRHTRY A
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StoreXML B K A% ER B G T R FI1EZE
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XACML ZZ=[RH|
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#Hi P A XACML SCE/EH IBM Tivoli Security Policy Manager J5 HIJf i g8 A7/
SLHY - AHR R DU FHET SO0 XML et > AENTE R o F R A s Ao
Hi) XACML JFHI - G528 OASIS #if% : |https://www.oasis-open.org/committees/|
|tc_h01ne.php?wg_abbrev:xacm]l °

#HAEIPEHPG XACML Z2FEHEEE storeSWPXACML.xml K

storePrivateDataXACML.xm1 H o 3&SE[5U I FH RT3 AR AR SRES (PDP) HYEEK

FURE H PY{E S B TR AR

1. TEED EE - EEERIEE 2 TERA 21 BEEHER » DU Fr @i it
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TS Web RS HROVESE » TEE AR 5 n e & RO HE » EILEd T »
B pricelnfo &I °

3. TERER) WER - BEEREIERHBIES -

4. BF - (FHEEZENHEEE R E - SRS EBEGd - ZEFEEmd
priceInfo &} o
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StoreWSP Z=[FE|
storeSWPXACML.xm1 AEZErhpY) % 4 R HIlEr i RErH I 2 Tweb ARIBIEZEL o
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<PoTicySet PolicyCombiningAlgld="urn:oasis:names:tc:xacml:1.0:policy-combining-algorithm:denyoverrides"
PolicySetId="RPS:Store:policy:aed2df4e-4159-4df0-ada2-f148d9b56cef:roled200c213-2719-
4d17-8305-b0d3ca8fcf54:role:09b60522-76b8-4280-9cla-31d026441164" Version="1.0">

<Target>
<Subjects>
<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:x500Name-equal">

<xacml :AttributeValue DataType="urn:oasis:names:tc:xacml:1.0:data-type:x500Name"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">CN=MANAGER, CN=groups,
DC=ibm.com</xacml:AttributeValue>

<SubjectAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:subject:group-id"
DataType="urn:oasis:names:tc:xacml:1.0:data-type:x500Name"
SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject" />

</SubjectMatch>
</Subject>
<Subject>

<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmins:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">MANAGER</xacml:AttributeValue>
<SubjectAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:2.0:subject:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"
SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject" />

</SubjectMatch>
</Subject>
</Subjects>
</Target>

<Policy PolicyId="PPS:StoreSOAP:findInventory:aed2df4e-4159-4df0-ada2-f148d9b56cef:d200c213-27f9-
4d17-8305-b0d3ca8fcf54:d200c213-27f9-4d17-8305-b0d3ca8fcf54:pps"”
RuTeCombiningAlgIld="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:first-applicable"
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Version="1.0">

<Target>

<Resources>

<Resource>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmins:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">{http://company.ibm.com/store}findInventory</xa
cml:AttributeValue>

<ResourceAttributeDesignator Attributeld="urn:ibm:xacml:profiles:web-services:1.0:wsd1:1.1:0peration"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ResourceMatch>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<xacml:AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">{http://company.ibm.com/store}StoreSOAP</xac
ml:AttributeValue>

<ResourceAttributeDesignator Attributeld="urn:ibm:xacml:profiles:web-services:1.0:wsd1:1.1:port"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ResourceMatch>

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<xacml :AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os">{http://company.ibm.com/store}Store</xacml:Attr
ibuteValue>

<ResourceAttributeDesignator Attributeld="urn:ibm:xacml:profiles:web-services:1.0:wsd1:1.1:service"
DataType="http://www.w3.0rg/2001/XMLSchema#string" />

</ResourceMatch>

</Resource>

</Resources>

</Target>

5 fEEEEEET - x500 AR TRSH) AUE 5 A aa A U o Qs @Al xm
%< QBRI LIER] T& P B THEE ) ARLITEIL - AT LIEE] findInventory {F3E
A A 250 = (@R > T returnProduce & purchase {FEZERRTIEIERES R ERHH

i o e 8
storeCallPDP.xsl fx=\FRIVFEME R} -

f#E storeCallPDP.xsl #x\F » WMiiEE T o538,

1. fifA storeSendToPDP.xsl fxz(F o MARNFE LN storeXAMLFW Y5

2. 1E storeSendToPDP AJIEN#IA call_PDP °

3. PP [l FE AR o Bl > TREFL e

4. ¥ var:/context/response/displayfilter {Hi%%% allData.xsl BX noPricelnfo.xsl f%
K o

5. XACML HHI® THaE 1 A#5HE (storePrivateDataXACML.xml) T8 StoreWSP &
BEGIR B A RS AR o AR EE TR AR aFIE -

storeCallPDP.xsl

<xsl:stylesheet version="1.0" xmins:xs1="http://www.w3.0rg/1999/XSL/Transform"
xmins:dp="http://www.datapower.com/extensions"
extension-element-prefixes="dp" exclude-result-prefixes="dp">
<xsl:include href="storeSendToPDP.xs1" />
<xsl:template match="/">
<xsl:call-template name="call_PDP">
<xs1:with-param name="resource" select="'StorePrivateData'" />
</xsl:call-template>
<xsl:variable name="decision">
<xs1:copy-of select="dp:variable('var://context/snip/xacml/BacksideXacmlResponse')/
*[Tocal-name()="url-open']/*[Tocalname()="response']/*[1ocal-name()="Envelope']/*[Tocal-name()="'Body']/
*[Tocal-name()="'Response']/*[Tocal-name()="Result']/*[localname()="'Decision']" />
</xsl:variable>



<xs1:message dp:priority="debug">

<DECISION-FROM-RTSS>

<xsl:value-of select="$decision" />

</DECISION-FROM-RTSS>
</xs1:message>
<xs1:choose>
<xs1:when test="$decision

<xs1:message dp:priority="debug">******

Y TEEEFBIERS *+xxxkxx</xs]:message>

<dp:set-variable name=""'var://context/response/displayFilter'" value=""'local:///al1Data.xs1'" />

</xs1:when>
<xsl:otherwise>
I<dp:set-variable name=
</xsl:otherwise>
</xs1:choose>
</xsl:template>
</xsl:stylesheet>

var://context/response/displayFilter'" value=""'local:///noPricelnfo.xs1'" />
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EHEM -

K 14. £1¥f TSOA Policy Gateway HARBITIFIA#IF]) BIEEIEIIHT WSRR 1

Wt A

FHAR Bob’s Warehouse ° i&/E¥Ef Store ARFSHY R [ ik

P L RE Warehouse ° 321U Store MAFHIFTAERA » T EHH Bob’s
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* RouteForGold.xml
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REFEIEIEZE
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