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Dirives IT efficiency
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m Disaster Recovery
I:___..-—_-:- - JI Recover Quickly

= Minimize the impact of unforesssn events — Irom e miner 1o
the catastiophic— with the goal of jeapsiding mone
effectively and minimizing the costs and ime associaied with
outages.

Enterprise Availability
Management
Manage and Monilor

= Increasas rasibancy theough availabiity mana gamant at the
component, business system, and enterprise levels

= Manitor 1o reducs outajes
* Simplity managemant and reduce cvathaad

Léib

2. 2 AN/ BRERG/FHE/MEINE, THUER
ATV AR, EEHLAFHEREATY. #BR
FERGREELHKFNTEN, DUAE24x7THIR
BB RIEENENREMEEETRR.

3. SUAM/AELEE/EERG., AV ITAMREL
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ExESHEME. BINMRRHETRER TR
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T MEANRBLSHNEREE. NERFEHE
REPEREEER,

EBX XA “REHRFFER BT FEREA,

High Availability or
Fault Tolerance
Critical Systems Availability

&)

= Imptamanthe right level of availability o mest incieasing
247 intarnal or regulated mmcovary and uptima demands

Business Continuity
Mindmize Disruption

= Maintain business opaiations and ssrvices in the feace of a
disruptive svant and comply with industry and governmant
ragulaticns through business continuity planning

BIEIKIE: IBMAT], 2008%47R
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= Avallabiling studies

= Virtualization for avallabilivy

= lmprove recovery

= Uinify management and menitoring
= Lipify availability chosters
= Secure data, information,
systems, network

Shgr&d

Simplified

= Optimiization shudies
= Sedure server storage natworks, and = Enhancad sarvice delivery
application infrastructura
= Integrated hetera /
hemogensous cluster management = Daploy availability ansambles

HEAMEEEERHIEE (ZEIREERAUNRIRNE
. REINEENERERRGHRERHSHMERARRES
EEERER) BRER.

FESEITBE, b 55 S N de 2 i 2 5 A T UBE R PR b FEL
BSC 0 GOES 3 11 MG S P e 3= AlC Ve SR 402
RN RIRE TSR 55 I SRS IR 55 o

TSR, BIMNEEEIAZNEERES, B
SHRETE (HISEE) RBERLSEKR. BEMNT
REEALERFRAN—IRER. TEHEHERT
LHERENER, OFREILEATEARNERH
T, ANAERM (REANTETNERER
BB EEE) |, TR Internet kSR ESH T B
M, EUNE. REFEESEEML. SBPOED
HENTIET. BT REESEINE, oMY
EENA (BEMEAERERIAEMIVSER)
HITEREERE,

FESEBTBE, b 55 B R SR mT T, RSt PR
A B HREhRE.

BREZWESHEMENEDCH B R M T EE BT
TR,

= Rusiness limpact Amalysis

= Automated switching.
allocation of resource ancl
LT T

= Dreploy full business and
warkplace recovery

* Full security management.

menitoring

“Dynamic

= Daploy autom atien and maonitaring

managemant
= Further virtualization of resources

" Mitigate risk
< Beduce aperating costs
~ Simplify environment

v Increased restliency

High level qualitative benefits:

" Focus on strategic initiatives not
managing availability or security

¢ speed infrastructure deplayment
< Butomate workload provisioning
¢ Cwickly leverage new technologies
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« Crisis management process * Supplier awareness of requirements
Strategy * Executlve knowledge of resilience * Resllience used as competitive
A,; capabilities 3
and vision . . m;dmmupmm « Chearty anticulated security palicy
. Govemance mo
m - Geographic diversityof staf - Amticulated roles and responsibilities
iTati « Calltrees and notification * Identified command cenfer
Qrganzation * Backups of workstation data
« kentific ation of most critical processes = IT Infrastructure Library™ (ITILT) and
* inte decontingencies Control Objectives for informadon and
Processes E o Spl%nmmpmnlm-r m@'ﬂmmﬂwﬁnmﬂmm
« Gpiit of functions eme
» Keylinks with externalcompanies * Inegration into help deskimenitoring
« Mirmoring for critical data « Database IBMDBE2" sofrware, Oracle)
* R ki fadlover andstan
wonicaors @ TSI
and data ~ + Servdee-oriented architecture « E-madl filtering and recovery
* Information lifecycle management
Avallabiity techivologhes such asiBM = Availlabdlity of extra components
o= i s e T
Technology 3 mabidrame of Power HA for power « 2447 monitaring of intrusion detection
* Hardware and starage with advanced system
RAS capabilities ' mw:ﬁﬁ:’mm

* Diverse powersources

« Secondarylocatlon more than

+ Diverae network access points Somiles away
Facilities * Unintermuptible power supply(UPS)with  + Managed 24x7 physical security
Two-plus hours * Blometrics
* Diesel generator
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Recover Quickly
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TERE 50°F-90°F(10°C-35°C)
ETHEERE -4°F-158°F(-20°C-70°C)
HAXEE (FETE) 90% @86°F(30°C)
E RS e FCC Class A
o EN 55022
o EN 55024
o EN 61000-3-2
o EN 61000-3-3
e VCCI Class A
ZINE o UL
* EN 60950-1
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IBM Proventia Network Intrusion

Prevention System GX5108
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* Proventia® GXAEHIFIRERAHEARAENSS
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M EEIEFR =0 A
&M F IR 1.2Gbps F-F =
FER < 20094 ¥ F-%& =
HESIEH 1,450,000 18 142k Bypass M EBypass (M)
EUHEEEL 40,000 TR R =
TEER TURTFE =
2l b A
ERR IR = YiESE T 2-U
TELAEH b BE (EF/ZX) 3.5/88
M A BE (RT/ZXK) 16.9/429
R 47 B % 4 RE (TESF/EX) 20.5/520
BiEumn 1) 8*10/100/1,000 TX EE (B/AFT) 40/18
2) 8*SFP/mini-GBIC
3) 4*10/100/1,000 TX+4* INFE
SFP/mini-GBIC
By AC
B (A) 8.4/4.2
BE (V) 115/220
WMABEER (V) 100-127/200-240
TERE 50°F-90°F(10°C-35°C)
ETERE -4°F-158°F(-20°C-70°C)
HAXEE (FETE) 90% @86°F(30°C)
H RS e FCC Class A
o EN 55022
» EN 55024
o EN 61000-3-2
o EN 61000-3-3
e VCCI Class A
ZINE o UL
* EN 60950-1
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IBM Proventia Network Intrusion

Prevention System GX5208

AP DRI BB B

IBM Proventia®M & N 217 R ZEGX5208 &5 7 L 57
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M EEIEAR =0 A
&M F IR 2Gbps F-F =
FER < 2009 ¥ F-%& =
HESIEH 1,800,000 T8 142k Bypass M EBypass (M)
EUHEEEL 60,000 TR R =
TEER TURTFE =
2l = A
SRR IE = YIES T 2-U
AR = BE (EF/ZX) 3.5/88
M A BE (RT/ZXK) 16.9/429
R 4P ]9 B 4 RE (ET/EX) 21.5/546
BiEumn 1) 8*10/100/1,000 TX EE (B/AFT) 37.5/17
2) 8*SFP/mini-GBIC
INFE
By AC
B (A) 8.4/4.2
BE (V) 115/220
WMABEER (V) 100-127/200-240
TERE 50°F-90°F(10°C-35°C)
ETERE -4°F-158°F(-20°C-70°C)
HAXEE (FETE) 90% @86°F(30°C)
E RS e FCC Class A
o EN 55022
o EN 55024
e EN 61000-3-2
e EN 61000-3-3
e VCCI Class A
ZINE o UL
* EN 60950-1
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IBM Internet Security Systems Datasheet
IBM Proventia® Network
GX3002

AL EREFIBEREMP
Proventia®MZENRHE S (NIPS) GX30027= &4
RAERFIEM RSB EME KWL R /A fEF
A RPEREEXNERLRTHE.
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HHE 10Mbps
RIPFI R 1
M EE A 2 x10/100 TX
A ZE <1 Z®
HERE 220,000
BREREE 3,750
E
EFRP XHF
Ik oal XFF
EETE BEE,
[wame ]
R SSRRAE M B
TR IR =
THTFE &
e ]
BRESE REE
(T A5) 1.97/5
F( =T/ B 8.86/22.5
(T A5Y) 8.07/20.5
BE(B A 2.6/1.2
e [ ]
B AC
B 1.5/1.0
BE(V) 115/220
HANSEE(V) 100-127/200-240
THERE 67°F-130°F
(5°C -40°C )
FIERE 58°F-184°F
(0°C -70°C )
FEXR B ( I TIERE) 90%@86° F(30°C )
E
-UL
- EN 60950-1

-FCC Class B

- EN 55022 Class B
- EN 55024

- EN 61000-3-2

- EN 61000-3-3

- AS/NZS CISPR 22
-VCCI Class A

RoHS
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& 181BM Internet Security Systems MAZE,
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IBM Internet Security Systems Datasheet

IBM Proventia Network

Intrusion Prevention System (IPS) GX6116
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g 15 Gbps

RS i 6 Gbps
FERIP FEC]

AN X F

REHMGE XHF

RPN 8

wnEO 16 x SFP/Mini-GBIC (1000

TX/SX/LX)

Active-Active *FF
Active-Passive ¥
TE{FR S RERE SMESEE (TTiE)
TR X F

TUR A XHF
BESE 2-RU
= ( & A5 3.5/88
BE( TN/ A5Y) 16.9/429
RS A5 20.5/520

- UL
-cUL
- EN 60950-1

-FCC Class A

- EN 55022 Class A
- EN 55024

- EN 61000-3-2

- EN 61000-3-3

- EN 60950-1
-VCCI Class A

RoHS
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Prevention System

Delivering uncompromising protection for every layer
of the network

Preemptive protection for your network

With a comprehensive line of models, the IBM Proventia® Network Intrusion Prevention System (IPS) is designed

to deliver uncompromising protection for every layer of the network, protecting your business from both internal

and external threats.

Typical Remote office Remote office Network Network Network Network Network
deployment perimeter perimeter core core core
Performance
characteristics
Throughput 10 Mbps 200 Mbps 200 Mbps 400 Mbps 1.2 Gbps 2 Gbps 15 Gbps
Inspected 10 Mbps 200 Mbps 200 Mbps 400 Mbps 1.2 Gbps 2 Gbps 15 Gbps
throughput
Latency <1 <150 <150 <200 <200 <200 <150
millisecond microseconds microseconds microseconds microseconds microseconds microseconds

Connections 3,750 21,000 21,000 35,000 40,000 40,000 160,000
per second
Concurrent 220,000 1,200,000 1,200,000 1,200,000 F1,450,000 1,300,000 4,600,000
sessions
(rated max)
Physical
characteristics
Form factor Desktop 1 rack unit 1 rack unit 2 rack units 2 rack units 2 rack units 2 rack units
Dimensions
Height (in/mm) | 1.97/50 1.73/44 1.73/44 3.5/88 3.5/88 3.40/87.5 3.5/88
Width (in/mm) 8.86/225 16.9/429 16.9/429 16.9/429 16.9/429 16.93/430 16.9/429
Depth (inf/mm) | 8.07/205 15/382 15/382 20.5/520 20.5/520 26.4/672 20.5/520
Weight (Ib/kg) 2.6/1.2 24.5/11.1 24.5/11.1 40/18 40/18 60/27 56/25.45
Monitoring 2x10/100 2x10/100/1,000 | 4x10/100/1,000 |[8x10/100/1,000 |8x10/100/1,000 |8x10/100/1,000 | 16x SFP/mini-
interfaces copper copper only copper only copper or copper or copper and/or GBIC ports

4x10/100/1,000 | 4x10/100/1,000 | SX Fiber (LC) (1,000 TX/SX/

copper + 4x copper + 4x LX)

SFP/mini- SFP/mini-

GBIC ports GBIC ports

(TX/SX/LX (TX/SX/LX

transceivers transceivers

supported) or supported) or

8x SFP/mini- 8x SFP/mini-

GBIC ports GBIC ports

(1,000 TX/SX/ | (1,000 TX/SX/

LX) LX)
Inline protected | 1 network 1 network 2 network 4 network 4 network 4 network 8 network
segments segment segment segments segments segments segments segments
Redundant ) No No No Yes Yes Yes Yes
power supplies
Redundant No No No Yes Yes Yes Yes
storage

PWERRE FEHHER

o
J_s Information |
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High availability |Active-active: no |Active-active: no |Active-active: no |Active-active: Active-active: Active-active: Active-active:
Active-passive: |Active-passive: |Active-passive: |yes yes yes yes
yes yes yes Active-passive: [Active-passive: |Active-passive: |Active-passive:
Hardware- Hardware- Hardware- yes yes yes yes
level bypass: level bypass: level bypass: Hardware-level |Hardware-level |Hardware-level [Hardware-level
integrated integrated integrated bypass: external |bypass: external |bypass: bypass:
bypass bypass bypass bypass (optional) |bypass (optional) |requires optional |requires optional
integrated integrated
copper copper
bypass bypass
External fiber External fiber
bypass bypass
(optional) (optional)
Power
requirements
Units AC AC AC AC AC AC AC
Amps 1.5/1.0 4.96/2.48 4.96/2.48 8.4/4.2 8.4/4.2 8.9/5.4 10/5
Input range (V) |100-127/200-240|100-127/200-240|100-127/200-240 | 100-127/200-240]100-127/200-240 [ 100-127/200-240 | 100-240
Operating 41°F-104°F 50°F-95°F 50°F-95°F 50°F-95°F 50°F-95°F 50°F-95°F 50°F-104°F
temperature (5°C—40°C) (10°C-35°C) (10°C-35°C) (10°C-35°C) (10°C-35°C) (10°C-35°C) (10°C—40°C)
Nonoperating 32°F-158°F -4°F-158°F -4°F-158°F -4°F-158°F -4°F-158°F -4°F-158°F -4°F-158°F
temperature (0°C-70°C) (-20°C-70°C) _ [(-20°C-70°C) |(-20°C-70°C) _ [(-20°C-70°C) (-20°C-70°C) (-20°C-70°C)
Relative humidity [90% @ 86°F 90% @ 86°F 90% @ 86°F 90% @ 86° F 90% @ 86°F 90% @ 86°F 90% @ 86°F
(nonoperating) |(30°C) (30°C) (30°C) (30°C) (30°C) (30°C) (30°C)
Safety uL uL UL UL uL UL UL
certification EN 60950-01 EN 60950-01 EN 60950-01 EN 60950-01 EN 60950-01 EN 60950-01 EN 60950-01
IEC 60950-1
AS/NZS 60950
Emissions FCC Class B FCC Class B FCC Class A FCC Class A FCC Class A FCC Class A FCC Class A
EN 55022 Class B |EN 55022 Class B |EN 55022 EN 55022 EN 55022 EN 55022 EN 55022
EN 55024 EN 55024 EN 55024 Class A Class A EN 55024 Class A
EN 61000-3-2 |EN 61000-3-2 [EN 61000-3-2  |EN 55024 EN 55024 EN 61000-3-2  |EN 55011
EN 61000-3-3 |EN 61000-3-3 |EN 61000-3-3 |EN 61000-3-2 [EN 61000-3-2 |EN 61000-3-3 [Class A
AS/NZS CISPR |AS/NZS CISPR |VCCI Class A EN 61000-3-3 |EN 61000-3-3  |ICES-003 AS/NZS CISPR
22 22 VCCI Class A VCCI Class A Issue 4 2004 Class A
VCCI Class A VCCI Class A CISPR 22 EN 6100-6-4
VCCI Class A EN 61000-3-2
EN 61000-3-3
EN 55024
VCCI Class A
Environmentall  g.q RoHS RoHS RoHS RoHS RoHS RoHS
certification

For more information

To learn more about IBM Proventia Network IPS and other IBM Global Services capabilities, contact your IBM

representative or IBM Business Partner, or visit:

ibm.com/services/us/iss
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IBM Proventia Server Intrusion

Prevention System for Linux

Btk

IBM Proventia® Server Intrusion Prevention System
(IPS) for Linux#3 4o AZMBMNREFF, HEH
KROBEME RS R MBRELIENEREBN LS EN
3k, @idProventia Server IPS, 1 AEBIRIPEIE

TEAXHIR, HZHETHEMMIIHENBENERD

ab
RE/Jo

i
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(DLP) SEEFAI—XRBAF, HEBARIRIETEN
BN, ERBERZMOMAICE S SV EXAR
SHRLEWAMAHTEHENEE T, #HA Proventia
Server IPSH £ EDLPHE&H .

o KIMHXREBIEMY BHSEHRE

o REHIEEIEEZRMFEMNRE, B,
SRRt 2 e R
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& X AR
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A%, HIBM SiteProtector™MZ S {TE P EIE,

me

Proventia Server IPS for Linuxi2 it 7 L MIheE, T
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548
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EENBXER. MRAZMSHMEAEXN. XF
HEXNBEMRAETEENSHEEDNUAE.
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BETERNE, BNEXFENEMNF X, Proventia
Server IPST] 7 A ERAR & 2R B0 FI B D & LR E Z A

B HEPEIE, Proventia Server IPST] IMZER; A 5 FNIPSHE
THHzERERE—ERHF, EXREREMadRE
Fi7 (BOEP) .

o BEREMKRETERSGEM, BEWH X RAZM
REABNNEETENEDNES,

o EHAMT. MU FRFPRSHEREMMARMIEE.
EHHHREBNREBIARZRESNT.
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5. BOEPHE AR EAEARMEFERHKFRNERL TH
BEBIRMRIP, ZPAREEMALEEREE, FHHLERE
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P

Proventia Server IPS for Linux#9BA A 45 1086 o] B LE X
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¥, Mg/ hZIEEE.

XFHES

Red Hat Enterprise Linux 4.0 AS Update 4 & 5 Red
Hat Enterprise Linux 4.0 ES Update 4 & 5 Red
Hat Enterprise Linux 3.0 AS Update 8 &9 Red Hat
Enterprise Linux 3.0 ES Update 8 & 9 SuSE Linux
Enterprise Server 9 SP3
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IBM Proventia Server Intrusion

Prevention System for Windows

RS

IBM Proventia® Server Intrusion Prevention System
(IPS) for Windows® A A MBMIRHZFF, HER
KROBEME RS R MBRELIENEREBN LS EN
3k, #@idProventia Server IPS. 1 8 B8R IFELIE
RERNZHIN, FEZa TR ENEMERIE
1.

Proventia Server IPSTE A4 iR E K3 (DLP) &
B — P RBAF EEBRARETENEM X,
ERBESAZFRORAICKSEVH BN RERREH
KRR A#HTHENBEH T, £ HProventia Server IPS
H & EDLPE SIS .

o IUAXRBIEZEUMNARIPHENRE

o BEYMTEIIEEXNILARMEENGEREF, B,
53 AR 5528 SR W T & SRR

s REHARSHRORE. FEILKXENRMERRCEE
EEEERD

Proventia Server IPS for Windows o] L4831 A\ B R HIT
Hiti& e, © HIBM SiteProtector™M R FEHEIR,

Wiz
Proventia Server IPSIREE L FIINGE, o B A E M
MAENRERAREX, SE%%EE’\JDLPH:&E%Q

Proventia Server IPST] UIRIFIEHRS B R BRI
., ENEHEEMEMER, ZESTDIRHSIH S
B OHIEEX G RTNTEA R EL, XER

BRBEHNELVRFTY THEEARNES, FikE
PEHIENLE. s, MAEGET U ET AT

AR 55 As RO RE PR IR 8]

Proventia Server IPSBEBFHIEEIEE K., T IUEILER
EB/SNERAR SRR I T . TEEU N R G ik B IR A S B &

EERSWT G HEPLE, Proventia Server IPST]
IERS K EEFIPSHE IE T~ FHEIRH—EIP. ©F
BEZPRERERF (BOEP) N4

s BEREMKBRETLERTEMME. BWEHXNBRA
K. NEBEXFHE/IEINREFENNEETENTE
MEL

s EBRMTHITRVEREBRZEMMRIMNT. T
FHHRSSENNARSERLEERAT.
Proventia Server IPST PR DURIE A FOHA
ERN KHJJ:%'J%E%ﬂiﬁiﬂﬁ’]ﬂ%ﬁi%ﬂﬁﬂﬁiﬁ
B, B, Eee8% M Ik B ARMAE X i RE
B,

o HITHREZB|BNA. ERITTN ASNEYERE AT,
Iz TR (e R 4E Y R A AT TR I,

o HMANNG R RIEF/H A LT ES), BiT#H
ERFENRBENASEERRERETERENEG
M,

o LHERSHMNARE. WERSHLRTTHRER
RS A, BHIEREREFENNER.

o LHEMZILEKEE. FERBREBENNON AT
[BRIZ%, I A NSEFIH uh R 8% B i A FIPBR .,

s MEXREXHMTEN., LN HZEHLERS
YT#?QE,%Qiﬁmm,* EHEXMH. XBRGZ

HHIFREEXHNTENE, REREFENNAFR
HITHER.

e PRIEREFENMAAFTRLEN. BILEMKE
T EMEFAEIERZA Proventia Server IPS, T
REEAAMERITEEENR,

s R#tAMAEFAED., AMAAEOTMURMENT
RRKREE BN G, RESLERT INEFE
#l. AL ZEg (BEEPEERLER)

s STEHMBRMEEN., £/ EERAAENREE
KB, IREMHHCIRIRR.
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o LHEFHRETEMNEM. FERS =T ARSI
REEH, FRECTEENENERORS .

AIEEEEIERIP

BLEHURPBRTERT R ABPAEEZ 5,
EEEHNRIPER, ETELNARPP SRS
ERMAMAN. REFBLE LM - BRN TR
AIRAN—FER. AR R R LUBR OB

BHPSEMRPHEARLE S, RPEERSELZT
B,
AU EY R R

IBM Internet Security Systems™ (ISS) @i H ML
BREFRMEEREM™%,. TRURHEATEMENREP,
H 1 E3E Proventia Server IPS for Windows, %
k. IBM ISSKURIE AR OANERF I BEERPsR T
Fh RENBEERGTENLEEMD.

XRHES

* Windows Server 2003 x64 SP2, Standard Edition
e x64 SP2, Enterprise Edition
¢ x64 R2, Standard Edition

e x64 R2, Enterprise Edition
¢ x64 SP1, Standard Edition
e x64 SP1, Enterprise Edition
e SP2, Standard Edition

e SP2, Web Edition

» SP2, Enterprise Edition

¢ R2, Standard Edition

* R2, Enterprise Edition

¢ SP1, Standard Edition

¢ SPI, Web Edition

¢ SP1, Enterprise Edition

¢ Windows 2000 Server SP4 andAdvanced Server SP4
* VMware ESX 2.5 & 3.0 (guest OS)

EZES

% H *Proventia Server IPS for WindowsfE £ 15
B, BEKRIBM ISSHENRFK, HFHE . www.ibm.
com/services/us/iss.

XFIBMEBRFAZLRFAEAT
IBMEBEMZE RS (ISS) B XEHNREETXR.
AERAV SBUFRENZLRE™RFRS . FRiPf]
X OBENEBNEE. IBM ISSHZF19945F, 2%
2PHNERAGE. HBAFERNBARALITL
BRHRE, SEBEREENSVAERSLESRE, 1IBM
ISS=REREETIBMME RS R 5X — Force®M &
FNESNR 8, ZANENERELRESEH
RABHEHRNE., MBEZELS . HHRE:www.ibm.
com/services/us/issz{ Z #.:1 800 776-2362.
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RealSecure © Server Sensor

Internet Security Systems, an IBM Company

FIBEH Z 2R

B ERBT KBRS RE TR AREFMFRE
. HRSHNEADHETESIEETAREEN TR
(BNBERAAAEN) . REGSREBERAIAN
&, WHMRR, ENHERbEBEXLEXRRS
RPLEREEE, XERSF[FEXEHHESR. B, W
ERRBRSREFBENEBEFLEREERNERN, &
BERPBREFHRENRE, ZMEFHELZ—IEKR
ek,

BRAR

RealSecure Server Sensord] URIFXBIREHERFZ
THEETMARASMEMNRTG, RRERSISE
BRIFEENNARFOTENE. TRHERNVLEE.
RealSecure Server Sensor2 W AE—NEEER . AE
BMEFLEEAGCVRHPRERYG, ERETEAN
P KIEINEE. SEHMANERMIP RGN, MR XE
RE2E, XIS RER G, K ARFIN

HEMHITEMEENDN. M RP KRR 8T E
R ZEAMNRBER, X RGMRE L F ARG

gm,

SRR

RealSecure Server Sensor - BT DX BIREEE LM
B4 FZNEES. #HHEMNENEHNRELHBAEER
FRERCED, REEHIRONER NP6,
RealSecure Server Sensor FAE MM D . 74
EREMBEHNEGXEK, AIRFHEMMEAMOBE, X
TBFE IR & 44 At B R SRS (8],

Web ¥ FifR1P- RealSecure Server Sensori@id 3 &=
AR RIPWeb X AR, 3 Bi@id 48 MSSLN
% A Apache IS WebfR %% LizfTHI N T2 Fr i InEn
MR,

REALSECURE SERVER SENSOR

e

P S B
o KR
o RIZAUINN IR
® NIELII Y
o FEILIFHIETL

@

SiteProtector
FEHEHERY

AN

RealSecure Server Sensor
o BRI

® KT

o I ALITAL

® Tiivii

o {Ry RS A

17

BN IR
o fiier

® J5 1 )/Mrojans

o BRIEE)

® DDOS

wunnw

Y

A
A4

o
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SENREIF B — BRAE HNRENERNH
mpEmMMARMORE. XEREAPEL . FEK.
F|RNBE . RIFRAY (5] F0 00 45 55 R DR H M &
BT,

ARMETMEHRE - BUESERRERENG
MARP A AR MK 2R T, X TR RNA A
FRETZASZ, ARGHEETYRFRRNRNIE
MRBENHNER, &N, XBEREENEE. T8
TR A,

HITRES — SPUROSHIT R EERERIA XIS
ARG —A R EITERE, XMKRTARIFRLE
BOREHITHERE,

MR IERF (XA Fwindows) — &M X
EEREIRERROMLEERK, IPSHEEE ME A
KiagimiE, BEHKEEBIFRETESHNRIPR
A, XMERERPEVNEZBIGHENMEFERFERE
M AR E IR RE R G EE.

&£ &I — RealSecure server sensorfE @iTISSH
SiteProtector™MZi— R £ EB LA HTEE. XFMEE
BEHEG—EENE. REENSES, #BEROM
A TFHEMBRETIRAT K,

SiteProtector™ SecurityFusion™#& 1k — 7§ /D $5IR &
£HERS, X —SiteProtectorfE{FERBIINE LS E 6
I UEEREVNENRSEM4. XMERELES S
FREAB AR RRERE, DUEISEREMEBN
. MNEFERERE~NRE. RRN0SRES.

FIX-Forcefft & AR 4% — ISSHIX-Force A W & 2 4y
HNREETRAM. X-Force R RMARRINEMNRETTE,
BITISSEEREMLIE P R EEEM B FHRISS R E
SRFEMYIFEAR, X-ForcellBREEERBAEN
IIZEWHR, WHEITE. £RNEL. REMFHET
A RZIBRIFEX-Forcelh E R FT R & & BHIETF.

XFHRERS

¢ Microsoft Windows Server 2003
¢ Microsoft Windows 2000
Microsoft Windows NT 4.0

¢ Sun Solaris

¢ RedHat Linux

e IBM AIX

* Hewlett-Packard HP-UX

120

Microsoft Windows Server 2003FfIWindows 2000
ServerihiE

RealSecure Server Sensor MVeriTest & 3£ &
B EAL EIAEVeriTest A#3K/A S8 “Certified for
Windows" T B #4740 MV iz

¢ Windows Server 2003 Standard Edition

¢ Windows Server 2003 Enterprise Edition
¢ Windows Server 2003 Datacenter Edition
¢ Windows 2000 Server

¢ Windows 2000 Advanced Server

¢ Windows 2000 Datacenter Server

XA AR AT E M IATT, B AERIET Z
NREFERAEREENEFEMIIE.

VeriTest EHIR & Mt

http://cert.veritest.com/CfWreports/server/
SearchResults.asp?co=13918&10=0&bs=Search&pr=0
&pc=0

Copyright © 2006 Internet Security Systems, Inc, 7
EIKSEE AR BETE XA

Internet Security Systems [} & SiteProtector &ZInternet
Security Systems ‘AT A EIR,
Systems ##xHProventia /&Internet Security Systems
ATREMEFIR. WRARENEMITRAFRBEEE
BRREENAM>, ZEOR ST BXERRARETR
B, FEMABTWNELE, BABITEA.

Internet Security
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i#BiZIBM Proventia Management SiteProtector
=, BiEMEGENVZS

K EE

IBM Proventia® Management SiteProtector™i&id—/
Z2EBRFLERRE. “RUATEFNATRAERS
RIEEFMEE. SiteProtectorZi— 7 XMk, ML,
BREBNKEURE=ZFRELMAATRNERE.

SiteProtectorkIBfE £ H &R KT HLVREH
£% - NiifER U REERNITAREBEPEIXE
Hh<BME, FRIZ™RUREBBMLE. M, FHR
B &M LT e EHelpdesk ticketFIfEIRITA R,
FRIFE—NEHEHTEEREFLUMREITRE. &
SHMEBFIMGELEIFERNRSE. HHLeHESFH
RERSABARS, BIERITERMAZERE.
Mg IR EIRESIE TR, SiteProtectord] IBRAITH
B, MARR— "=edAn.

o

Proventia Management SiteProtector — Ml &4
EERE, BRABHUI—IME—RENTRERSRE
ML EEEE

IBMEBNERRREERE, HRMLMNE
Bt A SiteProtectorf B — 126 & H U LR 2 EBBEHE
I, IBMMEZLERS (ISS) Zi— TN AEREHER
HEE, X—FMNReEBRRGE AN TEENZ SR
EZREETEENTSMBFHINE, TUENERRE
BEENERE.

s SMEMKRE

s mRERERE (BREHKRS)
s XERSHRRE

s BREERS

s TRDAEIDXNDAERE

s AMRE

. BERE

I A A rY E A% bE

¥ SiteProtectorB A F U BEMEM TR - €45
Microsoft® Active Directory. Remedy Help Deski#l
SQL Server 2005, FREEHNTIERMTIERFE
BRI —EB,

i EPhEmE N BE

ZRGEAXBES T RGIB MK XINFF O 7418
4, BEESHHBESHENEREZ B EL X,
B NETBHEAEARBERE N FR RSN,
SiteProtectori® 8¢ 1% ZR& 33 4 Mk XS 1R/ N R M S 4.

RESEPEERNLZS MR

SiteProtectorRZ E A BT — NEFEEA . T
HITT BRI A REEMSLERIPER, 24x72 X%
BEZeMRE, HERBREMEREXRMERRE., Z
REREBABEREMN AFEENAN SR EERITE
R, HEmMRE SN INEEERE —RGZ
BEMHRERERITERE SN,

EPEENESME

SiteProtector A RIZfE “KRZ= A"
—NEHEERGLNEXRBREZSBNOREN, B
ENENER, EEBBESNRLEHIA. X
b, FRAREERMRBERAFHEXIRENEIT.
SiteProtector o] U F B R — M RIEN LR HBIR L
B, WEMENERE. dEReMRREEESE.
4K ZEH A E K 7= B EBRBE & SiteProtectoriX #, i#
HE—RGRESHARXEN T GLEG, @i
HEN DS HERMIZ RN SiteProtector, thigHkA
WREEITH T R,

-
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SiteProtectori g &3t
SiteProtectorB I £ EAME SR ~HIRE. XK
MR TEERUERETFEERN RS MR MEIERAR
SEWAMM. ATHEBREEXE>. BNEER
SREHIRIRE, ZRGEEBREFTWELRE, M
BENEME S ABYHXMENAK. SiteProtectord]
ILE BN IS 9 b REUM T HE R B A BN EK .

o RERNT BIFBITH TR

s By — M EEMNASBIEE

o THEXBEFF RN T E

o WAL RERHMM TEHTESR

o LEFEHEENR LRI

o SIMERATERBHEENK

o HHKIERE. REEE. FHWAKBIER
o IREFECETRMEE

Proventia Management SiteProtector3i{a
AEBS SR E?
HFENERE/RARNLEEIESiteProtector o] &
EIBMRIFESR, BREINMNENERENERHF. &
BN, REEE. BHAS/EMERAMN (VPN) MR
BRE,

EREMRS, REERE

SiteProtector®] U F| FSEDN B X F U B EMEEHRTE
FiRRESE, FESAENEIEBER S EIEH,
SiteProtectorit SRemedy Help Desk& ZiH&E X .
HRE—ANAHFEBTNEE. ©TIUEIE Checkpoint.
Cisco PiXTIEE R E~m; BEME~m, @M
Netcool; XK f#FISQL DB&A EIRHIEE.

oy RIS EFE R

Proventia Management SiteProtector™] XX 54+ 7
MREREMEEH 1,000,000 4N AHIME, EEH
T OEMRE BAR, EBEMNHENRENT MR
i, BEXMTYRME, WREHRABUFILE. KEH
WA NSRAAINEENBRTE.

HRexBiREEE KM

Proventia Management SiteProtectorZ 95 #7 Th&E
TEEREMNELZUEIEEXNAR~SE. BIER
IBM SecurityFusion™#E 5, 1% 7= &% o] M@ 1S 78 5L A
IR A AME B 2 (8 S KB M T LiE 3% 5 = 4 b
Ait, EFEENRTITNEPBIRTIFENRERE

122

. ETMNBEEFARNNBIERESESHMLE
%, FRDES QMEIRERE.

ThAEERKOIR Rt — SRR R PE

Proventia Management SiteProtector™] M2t R & B
R ANV RIREF, ERERTNTEXIREFEME
EXRF, ZHFLVIRE.

o KEEMEMMEIRRE

o HITHEERE

o REMREEEIERR%

o EMHMEBEHEEIRE

s ATUEEENREK, SEENEAMER. RIL
LRTRE RO L SEE R 3

o ARARZBREMNERSES, £E>. BERGML
SEIEE L FEEE RS

SiteProtector R L AUIRFRINEET LUE ARG M4, FitfT
WHD ., EREEFEBMARED RKITER™, i, H
X TR E B AR AR EE T UL EEW 7 iy
&R, SiteProtector B EEMREBRMNESTE
¥, mEFRERENRP.

IBM ISSiRt£ EHRLEEEE

IBM ISSTT I A1 W iR ik B i 9 R £ R #7. Proventia
Management SiteProtector@ — MNEFEEF G, BN
% BREHE. SESKRIEESRIPEI—BHNZEEN
BRITR.

EZER

X% ZProventia Management SiteProtector{s £ .

EIEBERIBMAEALASGE . ibm.com/services/
us/iss.



IBM Proventia Network

o {RIPEBMFF P S 2R BB 1 09 HE
o FHIRFFEILEFMTHRS

o [H1F#BiT120,000f0E HIimE

o RETEFNEMHIRE

o BT < 24/ N AR X

LR ER Y, AEEFUREMEBERE
IBM ISSHIProventia Network Mail Security & 45§53 14
VA ERFEREET BUREMMBIR FOLR AR A9 T .,
Proventia Network Mail Security R84 7 o EHI A H
MRRESRERFETINEFHEDER VAT RIFZE
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Mail Security System

BEREZXLERRE, IBM ISSH & WL 7ML 893525
REMRAR, BESETHTLE. REHR. MEM
MxAREIF, HFProventia Network Mail Security
EENREBATRPEEEENAEMIB.

EIE]

Proventia Network Mail Security & Zr &t 5t T AR K
SARITHRETEMBASR. EHEE, RIUES.
E TR AProventia Network Mail Security &R Z< 1y
ST ENEFIF AR & W SR IFEIR N IR AR
%, REMENREMEERE. 1o VBPrRET W
FAS R RTRE ERIBIR.

TEHMER

UNELER o RIPEFRERMIR S ==

o RIBM ISSEMA THRA

(directory harvest) K. ZFXit (buffer overflow) K
* HIBM ISSHIX-Forcetft & Bl BAK# TR & ImRMIA L

&2 BE, fln. ELKRS (Denial of Service) Wi, M AUkE

Patented virus prevention
system (VPS)

¢ HIEEMTHERS
&M 35 Hr Spyware

* FIATETTANPRERNEA
o RETAEMENFIF T AR ELNETRERTRN

BETHIEMRRERS (Tik)

TR 53 BH.LE #8132 120,000

X§ Tt AORR R A TAR I
RN ENRERE (BREERXH)

MERKS

TR BB A4 5]

BAHURLE

XREEES
B 10F AR AR IER R

BRI MG PR (SEFHERN) #8i298%
RBEETF0.01% (1in 10,000)

#Bi 20 2 F f9 5 sk
HAR B H9 3L R AR 1 o] I 4 BB

o] & F Global/Group/Useri# {7 A E HI% &

B /PR LE/ARIR

R R4 5 AT AR R Spam real-time blackhole
SpamiELUE
Spam#$HiEE

Spam Bayesian classifier
SpamZ2 9

Spamifi &

Spam URL#&
Spam < #EFi& M

Spam /BRI

) 25 59 8 45 )

list (RBL)#U

FE AN B9 73 ARk HEFEREN
URL#&M

i {460
EERN
KRFEER
REEE
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o BEDN
o RERN
o RUEEREM

ERRSI/SMET SRR

.

BEABTIEIE
BUR::Svidandipink=—1
o] & F Global/Group/Useri# {7 A E A9 1% B

IBM Proventia Network Mailid i B

o RREAREMRRHITIBE
* BII 36212 NURL. Image. 373K BB {490 #7T 2 S 2 R A9 #BI3 80005 M B £ B

EEEIM

IBM Proventia Management
SiteProtector

SRHTRBEE. KE. FH. REMEE

AHEEED (LMI)

o MIRUMERE

o AHEEEN
* XFFSNMP. Syslog. i&iISiteProtector Management console St HL & T B 419 & &

o KA
« E B

£ R LDAP X #51BM Lotus Notes/Domino, Microsoft Active Directory, Novell eDirectory, Netscape, SUN and
OpenLDAP

RERRIERE « SiteProtectorf& O

SR/ AN

BT 1R & T 10 B3 0R S AV ER 4 X R ERBR{E B
7. Clustering{¥fR FMS3004

LIREF PR T 7 x 24 A IS, BFEFAAR

MS30045 RS 5

A MS3004

MESE 2u

o] 8 RS XFFEI10,0000 A/, XFERTE

ReatX

B Ha IR 750,000MF 14//]\ i

LIRFERE 36,000HF#4//NBt (LI EBHI S IR B 1R 1E)

Ta EFLinux

FE 4x80GB+2x250 (RAID1)

TR wE. BE KB

R=F

SE (Ef/=X) 3.40/87.5

RE (R/ZXK) 16.93/43

RE (R/ZEXK) 26.46/67.20

g2 (B/T=) 60/27

A

BAr AC

I 8.9/5.4

B E(V) 115/220

HASEE (V) 110-128/200-240

TERE +50°F to +95°F (+10°C to +35°C)

ETIERE -40°F to 158°F (-40°C to +70°C)

BE 95% @ 30°C (90°F)

B RST FCC Class A

MS1002-VM# A S %

o W= 122 FEATABIE,000 A H/NEM, o] UETFEGHTENYT R

Ta ETFTIIF & LRI VMware Workstation :
Windows 2000. XP. 2003
RedHat Enterprise Linux 2.45%2.6

RGH K T A% % Proventia Network Mail VMware virtual installations & /\iE 4 78 SR #0485 3K -

* VMware GSX Server 1.0.2 or later
* VMware Workstation 5.5 or later
* VMware Player 1.0.3 or later

BT K.

¢ 2GB RAM(E EHIZE L FHES512M RAM)

¢ 100GB Hard disk space(&/™ Bl ZE D FHEI0GIE & % [])

* 2 Network Interface(1 Host Only Interface/1 Bridge Network Interface)

REILEALRE 17 K
¢ 512MB RAM
* 30GB disk space
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IBM Internet Security Systems

IBM Proventia

A EEE
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EEYE R
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o REBEXRNFEEE LMNEEMRZEIENE EAK
WMEIFE =
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ZEXRERI
FHREDMAE
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- AFBIRESA
. FEA
EFIRE X
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R EEEE
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« REEIM
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- NRAEFIESURS
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P 45 AR 351R 51
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o SEFBRSAFIXNN

- RFEARESA
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- BREERRIETEE

o AT
— AFLEBERFEFNITIMAFTHAE
- RBPERBABEIT(XPUER).
- ERMRERENE
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Frost & Sullivan 2005 FEEISS ImiE TG~ & AT
BME =R

o WEHULEIRFEETG
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- BIREMMBELIB AR, £ HIBM ISS -Force Ft
RIMFFES

Bl ER 134
T
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+ RIEX- Force TRHIEIWBNENHHRE

HiBE
s FTARBURERBEs1EHE
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PHEUEF BN ERE

o PRMUERE B SN
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o SHEPFHUE

TiERTE
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- AHIERS

+ & kRemedy

« FFMAPI XFFHMTBERS
« B ERRIIEER

- fIEhEEMBEE

o R T AT IR HEUR
o B THEARHMISS NEHIFRGETE
« BB

- BTBEZRE

o REEEMER (84R)
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— ST AR RN D AR R EIRE

- R\, MR, WEREIHMOR~AEFE
MO BRE

— EEHONERHNEIRE S EFROA, PR
AEBX W ERGEH L ERELRIRE
ROBERINE, ik HFBILE1,800 Fz%

o DWREZERBIREDT
o RFERYETRRE
o RFTHHHEPDFTM, CSV, HTML #& 3
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< MR RIRE
REDHTIRFE

+ RAHIILIEINEE

Bt

o BAOAIEL, AR
- BEFESMHAE

- AW EIRFHES

« HRAFHE

- BiEIxpuEINREEER
. RPERREA

EFLinux® B FREMRE

T

« B SiteProtector #fTEE, SiteProtector B3 KX
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/ 7%
Yes, frequently

9%

IWE . BIREFPNRSINRAFTEAMBERBR . X2
HLERETEE, BAEXDX. 9%, HTINEE
BAUMTERARNBEBRATHLEEELR, BEER
BHSMERSEETHTOLSRENREEFT
(WE), 0.

o HIEHZ. BENEVSFUHEZERREENTE
BB, BRI RS E RN ENR SR
FHMBARTTIRER.

E2. EtaiEENRaNT% B m X EHEMERAR

How has the recent wave of incidents involving
organizations having their backup tapes lost or stolen
changed your organization’s approach to security
as it pertains to the data protection process?
(percentage of users, n = 232)

Don't know, 11%

Recent security
events have not
led to new security
activities, 42%

Recent security
events have led to

/ new security

activities, 47%

137



Il 7% BueLEsmn—Eaze sz )|

R LB REREUTINE

SEEf

WEER

BAREK

BEEEN RO ES U Sk ZHER

AREHZRERMZERP, ERF
BT AR

M. mPEE. BIERA KB
B

R

BERENARSERFILE. MUBAR
BT AR =B

KERPAEE, EBENRAZNL, B
AP o E R MT e

BEMBBRTTREDRI RN Sk Z B HZINE

%

KEHAFREEW BT MERRIR

o KIEJARY, HIPAARISEC 17a-45BUFMIZHIEE
REDLILREVRE20E, AFHENRESE
AREIRIER AR, Bk, M oTR B Nk
RIPBIBOREMFHESBEHER. ERABKA
B, BENELAXETRAEwERASEYEMNE
KEAR T INZ A EIE.
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BMERTEENRMG. FHEERSE. REED
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RXHWRF10E, BHEREE. RE|ME AR
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R ABE B R B b S FITE KR E T A R I
RRTTRIE, XEMRITEGESERESSATE.
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EEZ MRS
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o] M, AR XL BT £ N USRI AR
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SIKDNSEM R M. EXRMEBENMETERSIE
k. MR AREMIEEE, BHIESHE, E
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B, ETERRSTIEEMIBEAS— RS,

o HREEPHZTFER, ETEME S WEIEF ORI
HZERELZHH., HTHEXNHER, ETERME
ZAPARBATR, BFEPKI. Kerberos. #EME
BANREMETIRE.
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o FAMTERFAR., SWERHEEMZREATEEBE
EMHEIRE300%. BENRMEFRDITEITAR
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RBUEFTEBURMEEANZSRE . BHRAE
MEZEZREEBRT. AT XWETNRLER.
ETET EAWEMT E4EELENZERLEN T
NEMERSE.
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ETEZ%24

MEFA, ETEEF—RITRELEMARIAPIAE
ANAHRRS. REUENETERMEBHE=ZIBEE
(RESZ).

s MERFSHIER. FEMBLIENTRR G (WX
R o) F R (& 4 2 ) &R | R U N BR 55 F= 5 AN
FBEMEBHAEIE. BRXNFM SN, BB
ERENHBEENRAZNEARTEERN. 5%
NERAFEREMZEHEEN, NERSERE
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SZEpEESE. RIEELESIANEIEEEN

E3. ETEZEHS

ARG EE” RATE LSRR NERARE RS
HE PR SRR,

s INFZREFE. ETERRFERENEMMSIZE, XNA

MRERBOVEUTINENERMN. BT RAX
NEfR. ETEMZRSEEATEMEPEMZHBEAS
BHLAESTREE-LE ABRALESRHEREWE
AEN. BRARPMNEES), KKEE. HECX
IREMKFHERLERERS. REELEESIH
FHReWABEEN, BTiARES . & EEMAM
HitFE.

s BBAAEER, BUARENEMRENEAMENTT

KERMEES. SEBLEREINBEMNEHE
B ERBFUZRAEERERSS BRESANER
. BEAEERRENMEENARE. BHLE
O RERFETRELSNOMERE. BT
X, BHLBEELETIEARSEM. EZHAEE
REKRRRS., SZPMBLIEN, BELERS
SAPBERFENERSEDE. ETHEHORE
WTMEES.

ZRIETER T RS HMRMIAR LR W IRT ARG
FRRoBMR, ETERNBIREAWRER BN INE
BRBHRREM. HlM, ENRRTERS S DU E
YR B SR R AT o] RIR BN K INE AR S5

Encryption Service Requester Layer

!

1

Secure APIs

| i

i i !

Encryption Services Layer

Key Policy
management

management

Cryptographic | | cryptographic
processing ry|ch Ou% n ;
management

| !

i i

Secure Communications

|

L

Cryptographic Processing Layer
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WehFR AT A ME S, BTENZETERSEHNIE
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B,

IBMINZERFRSE: UHEMNETENE

IBMILZE IR HMETEMR AR B R RN EETERMHN K L&
A, EXEMETEMAARERE2MNEE, LR
W, BMEBEX AR FREFERENMHEINE~RMEET
BHETESMAIHAL. Encryption Facility for zZOSHIiE
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AREHAMBEA, BFSZOVENTENTERR
BEEEA,

Encryption Facility for z/OS — ML &Ik %
E3 i

Encryption Facility for zZOSEEFEHHER, FHE
AR EE A AR B AR SR I AR . S @RS B
WEHXAN TN, MEEHEETEESABIIXE
KA 708~ M F . Encryption Facilityl® sE 7E£IE
fNgE z ATk E 4B, Encryption FacilityiZ %
BRI, WERBERAEBRENBENENINER
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BRTTR, BNBRERINGI ALK,
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ATMEMZAEEREAEENAIRZA, Eib,
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NERG, A, SEMNETERRT RS IFFT
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1

Does your company encrypt data as it is backed up to
tape?. EMATREMBEW BT L AEIE

(percent of storage professionals, N = 388). (7%
KHEHEL. N=388)

Don’ tknow: EIE

Yes, always: =M, JHENE

Yes, frequently: 2H, £ENE
Yes, but infrequently: 28], BAZE
No: &,

K2

How has the recent wave of incidents involving
organizations having their backup tapes lost or
stolen changed your organization’ s approach to
security as it pertains to the data protection process?

(percentage of users, n = 232):

B, BMBEER/BMENEIRERE, BT
EAEZWLEmMNRE T HERSRPT X (APES
tt, n= 232)

Don't know: REIiE

Recent security events have not led to new security
activities: IR EEHH RSB IRLRER
I

Recent security events have led to new security
activities: IR EERRHBEMNATHE T RERP
.

&3

Encryption Service Requester Layer: JI# RS 15
E:

Secure APls: ZE£MAPI;

Encryption Services Layer. TZREZ;

Key management. #5EIE,

Policy management. SRBSEIE

Cryptographic processing management. g4 IEEIE,
Cryptographic routing: ZRLEEH

Secure Communications: REME(E;
Cryptographic Processing Layer: ZDAMNEE

&4

Cross Platform Key management. B &8 %45
EIE

Local tape: ZA#h#T

Cryptographic processing: ZHDAMNE ;

Shared Tape library: HZ®REHE.

Off-site Storage and Archiving Facility: 5Nz %113
FEIE 5

Business Partner: M &1k
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