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INTERVIEW WITH ERIC NAIBURG

Hello and welcome to a new podcasesdrom IBM software
that explores the challenges IT managers and lassine
professionals are facing today. I'm Eric Green Bih@e talking
with a range of experts to discover new perspestigpproaches
and examples that can help meet these challengastanduce
you to the capabilities of smarter software fronMIBSo let’s get
started.

Welcome back to our next episode. Today we’re gtanbe
focusing on information governance with Eric Nadpuwho is the
Program Director for Information Governance Solnsi@t IBM.
Eric, thanks for joining us.

No problem. Thank you, Eric.

So to start with, could you please giuelisteners your definition
of information governance as it's used in entegziworldwide
today?

Sure. And honestly, Eric, | thinletle are many definitions that
are being used. As a matter of fact, if | go tmewf the analyst
firms like Gardener and Forrester, they have aubfit definition.
As a matter of fact, if | go to Forrester, they @awo definitions
depending on the type of information governanceybe're
talking about. What I find is more critical thaaving a single
definition, actually, is for organizations to makae that they
clearly define what they mean by information goaerce,
document that and communicate it as well.

So one of the things, and where | see failure ipl@mentation of
process, and governance in many ways is just @pso¢s that it's
a lack of communication. And when people don’twnehat their
goal is, don't know what they’re working on and hthey're
working toward that goal, it falls apart quickl§go the first piece
I'd add is | think that we need to make sure thatdefine it for
what we’re trying to achieve and ensure that weroamicate that.

Now that said, we did do a survey recently of akif)@ people.
And looking at what they mean by and think of imhation
governance. And this is what came back by the ntgjof the
folks. Information governance is a holistic apmioéo managing
and leveraging information for business benefit #r@compasses
information quality, information protection, andanmation life
cycle management.
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Excellent. So maybe you could elal@ooat those three core
principles for information governance.

Sure. So we’ll start with the fimte, information quality. When
we think about what's happening in our organizatiand what's
happening overall, it really often comes down tack of trust or
trusted information. If the users don't trust thesrmation that
we’re providing to them, if we can’t report ourfiigjs at the end of
a quarter because we don’t trust the informatiomeagathering,
then the value of all the work that IT's doing t@yde that
information goes down rather quickly. So we neethake sure
that we have a high quality set of information thaeing provided
to the business so that they can make smarterasitel fand more
effective business decisions based on that trustedmation.

When it comes to quality, it's not about just figiit once because
you’re working on some BI project, for example. tBis really
about ensuring that we continuously manage thatyulthe
information over time. Some of the differenced theee between
what | call data management and information or daternance is
that proactive nature of governance, putting tleegss in place,
the policies in place, and the metrics to contirslppmeasure,
assess and improve on the process as we move tbrwar

Rather than just fixing the data quality once asdd this all the
time, somebody’s working on a Bl project or builglia warehouse
and they improve the quality of the data, theyméea they do de-
duplication and so on, they spend a million doltardo it and |
talk to them a year and a half later. They're lmiohg for a

million dollars again next year, because they didrnage the
quality continuously throughout. They didn’t contously

monitor quality, they didn’t put KPIs in place toseire the quality
stayed at a higher level and so on.

And when | talk about information quality and gili
management, it’s really that. It's putting the ifyaneasures in
place, improving the quality and continuously ensgithat the
guality stays at a high level so that we can tthest information, so
that information can be used, reused and continyased, and
that we can ensure we get single views of certangs as well,
bringing together. So master data management play®ng role
in quality management, bringing single view of cunsér, for
example, or of product or of citizen, and so on.w#&'re able to be
able to leverage that information to make betteisiens, to
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improve our ability to market, to meet our goalshat end of a
guarter and so on.

When | think about protection, one of the biggeskts we have in
business today is the fact that our informatioatigsk. It's at risk
of being lost, it’s at risk of being stolen. Theare lots of
regulations around this, like PCI in the creditccardustry, like
HIPAA for healthcare and so on. And we need tdqmioour
information. As a matter of fact, about 75% ofddta breaches
happen within the database itself. Yet we're ofterused on
other things, and focused in other areas. So whateed to do is
proactive measures in place to protect our infolonatAnd we
need to protect information from both authorized anauthorized
users.

We also need to protect not just production daiadata that fits
in test databases, development databases andh¢yaiaiabases as
well. In those environments, we need realistiadatit it doesn’t
have to be real. So we can leverage masking témfiee to mask
that data in non-production, making it realisti¢ bat real. So if it
is lost or stolen, it's of no value. In productjere need to go
beyond just protecting at the firewall. We neegtotect from the
inside out. So we really need to monitor all dasgactivity to
ensure that we’re protecting the information, wdenstand what's
happening, we know who’s accessing the data, whobealoing
things that they shouldn’t be doing. And we cdk taore about
some of those as we move forward.

And lastly, information life cycle management, rgahanaging
the information from requirements all the way thgbuo
retirement. Managing costs and improving perforoeasf my
applications. We have lots and lots of data conmngnd some
estimates say that it's growing at 60% year ovar.y&Vell how
do we deal with all of that? Now we have to rethim data. Too
many organizations today take a “keep everythimgvier” policy.
As a matter of fact, | was at two CIO forums in thet week, one
in Philadelphia and one in Chicago. And | askeddhestion, and
I’'m guessing there were about 350 or so people dmtvthe two.
And | had asked the question in the session, hoaymaople
have a keep everything forever mentality, is thpblcy, or a lack
of policy in some cases. And about a third oftiaads went up,
which was somewhat surprising, although not surggiat the
same time. People are afraid to get rid of thatadbecause they
don’t know what they can get rid of and what thag’t Putting
life cycle management policies in place allows mgét rid of the
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data that | don’t need, either moving it from protion into
archives to reduce the cost of that tier one stoeagl production
system, as well as improve the performance, bedaesmore data
| have in there, the less performance | get otihalf system
because of more churn and so on.

But also, don't keep it unless you have to. Thegky | keep it if |
don’t have to, I'm still responsible for that dat8o if | have a
policy or compliance reason to keep data for 7yead | keep it
for 10 and it's stolen, I'm still responsible evitrough | only
needed for those 7 of the 10 years. Or if I'm sukeown the data,
I’'m responsible for it, | need to use those 10 yeworth of data in
that lawsuit, not just the 7 that | was required.

And lastly, as I'm retiring applications, | alsoatkto keep the
data. Yet | see so many people that just turthaffdatabase or
keep the database even running for compliance pagy@ven
though they’ve retired that system. Why not pat thata into an
archive that can be accessed independent of thieatpm so that
they can truly turn it off and save the millionsdwilars that they
are going to save by turning that system off.

So, I mean clearly from this, inforroatgovernance and
information management are, you know, are definitebne is a
subset of the other, and they are not the samg.thiwas just
wondering if you could give the listeners some epl@s just a
couple examples of information governance.

Sure. So | think that we can go ititose three areas, quality
management, information protection and informatitencycle
management. But | think what we do when we talkuab
information governance, it's about delivering tight information,
and continuously delivering that information asiwé&o making
sure that as | deliver data, it's of high qualitis protected, and
it's efficient. And in some ways, yes, that midpetalso
information management, but | think really the tdierence
there is that | put the metrics in place to mea#ureer time, | put
policies in place to proactively measure it as wevenforward and
continuously improve what we’re doing as we mowsverd as
well.

And when | think about information governance aoohs of the
things that I'm seeing as | work with clients andriwwith
customers, it really starts with putting that righbcess in place.
So being able to assess my ability and my effomfairmation
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governance and how well | can meet those goalsat\ighmy level
of maturity and where do | have opportunity to ioyg? And
some will say, and this is kind of an old sayingiaal with a fool
is still a fool. Now we can give people all theloin the world,
but if we don’t have the processes and the meancsthe ability to
use those, we’re not going to be that effective.it'S really about
bringing those different pieces together.

And it starts really with defining a business pesh. Well what is
it that I'm going to need to do? So for example,see different
things. In the banking industry, a lender who cdreasily
guantify the overall exposure to corporate entiwes multiple
subsidiaries in different countries that have irdlral lines of
credit, causing issues in understanding their ri@kat an
insurance company that a result of the impendimhgesay too,
they may need to be able to tell their people tiay’re insuring
who's touched their data in the last X number ofsdaOr maybe a
government agency with the child welfare servicermies, they
have to track children who don’t have a name, aess, or in the
U.S., a social security number. And the inabii@gydo these are
impacting our business. The inability to succdbsfionquer this
is affecting our ability to comply and to be prabte and make
better decisions.

So we need to put processes in place to do thatoaménage that
as we move forward. You know, some of the thifgs e see
and that I've seen around these are putting infaona@overnance
KPIs or key performance indicators in place arobod we're
going to measure, both at a business and a tet¢heweh So from
a business level, maybe a bank looking at the p&age of
customer records with no zip codes, standard inglust
classification code. Or an insurance company,greage of
policy holders that their records don’t have the@de or postal
code, which can improve the trustworthiness ofitiserer’s
calculations for risk. And you know, these areibess measures
that can be put into place that say hey, we'redioatg this. Yes,
we're capturing information, but we’re not captyyitme right
information, and the quality of our informationgsor.

Or at a technical level, you know, the numberaiietl audits for
regulations such as SOCS or PCI or HIPAA or thedata privacy
and so on. Or the number of tests conducted wetiqus 12
months of testing sensitive data for vulnerabiifyhout that. So |
think there’s lots of measures and lots of indicatbat we can
look at and put in place to see how we’re improyingt at the end
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of the day, we need to look at — do our users tusinformation?
Is our information and our systems as efficienp@ssible, and are
we protecting that information? And if not, wha¢ ave going to
do about it? How are we going to put the poliaeplace to
ensure that we’re doing the things we need to Be®ause there’s
an influx of data. All right, we've got more dataan we know
what to do with. But how are we making sure thatrevgetting
the treasure out of it and getting rid of the np@enot being
distracted by that noise. And I think that's whdbt of
organizations are struggling with today. Therelstaf noise.
How do you get the gem? And by employing bettefegoance
policy, we can get to those gems more quickly.

Interesting. So Eric | was wonderiingpu could tell us where
IBM is innovating in this space.

Sure. So IBM is investing in mulegpdreas. And as | think about
this, there’s a lot of different things that wetteing. One, where
we started — around the process. So informatiemgpance is
certainly a combination of process and technolagywell as
enabling the people. And where it starts is Wi tBM
information governance unified process. The preceally helps
organizations to understand how to assess theityabibe
successful with information governance and putitie pieces in
place, starting with defining a business problehtha way
through to measuring those results and continuopsavement.

There’s a book out by Sunil Sorez, one of ouraloes, who wrote
a book on this process, and we’ve been using It aiir customers
for the last two years to really help them underdtalt even goes
back further than that, though. Back in about 20@&5created our
Information Governance Council. The council is aotiBM
council, although we started it. It's really a ooit made up of
industry, there are folks from all different induiss — anywhere
from army and military to government to financiahsees and
insurance and retail and banking and so on, soreit8 some
analysts, and experts in the field of informaticarmagement and
information governance. And what they’'ve donenisytve built a
maturity model that helps organizations to asdesis evel of
maturity. From that we’ve learned and learned ftbat, because
we’re not necessarily the only experts. We nedalital that
understanding of what's happening in the indusB8g. we've
leveraged that to help build maturity models, ttphmiild the
process, and now what we're also doing is buildirggsolutions
around that.
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So bringing in the different areas of tooling, dwwill, to be able
to support the process, because you need the pr@rebyou need
the ability to automate that. | need the abilityrionitor database
activity to protect my information. So we have tnfiosphere
Guardian technology to do that. | need the abibtglean my
data, and make sure that it continually stays ¢laad we we'’re
interacting that information together with our Isfhere
Information Server technology. We need to be ableetter
master our data with our Infosphere Master Datadgament and
Initiate technology. And | need to manage thedifele of
information with Infosphere Optum.

So what we’ve been doing over the last few yearsally bringing
together these sets of technologies to supponriheess of
information governance, enable our customers tsubeessful
with implementation of it, providing services, tactogy, and
really a lot of leadership in the industry. Setdf the things that
we’'ve been doing is outside of what I'd say forfgrahings like
the Information Governance Council. Things like book by
Sunil and so on, to really drive forward these &pmts of
information governance and organizations’ abildydke them.

Now the caveat I'll give here is start small.y¢iu’re going to take
on an information governance project, don’t tre#d the elephant
all in one bite, if you will. Start with a projeand do the
assessment, and understand what's your best oppgrtor
success. Measure that, implement just those peacitn that area,
document it, and then continue to add more praticetop and
continue to improve the process. And communicath the
successes and the failures. There’s nothing wbesejust
communicating the successes when everybody knavs’shalso
failures, because you lose credibility quickly. r8ake sure you're
communicating the results, the improvements inotigoing plans
as well.

So let me step in and say that monmétion on the IBM
Information Governance Council and Sunil’'s booket to this
podcast, you'll have links there, so you can gackhmaore
information about that and all kinds of other iet&ing things
going on around information governance. Meanwtiat’s all
the time we have for today’s podcast. Eric, thastksnuch for
joining us today.

Thank you very much, Eric, and it wase talking with you.
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Eric Green: Thanks for listening. Please do vBM.com/software to connect
with our experts, continue the conversation, anléaon more
about smarter software from IBM. Let’s build a steaplanet.



