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IBM® WebSphere® Application Server V7— LAB EXERCISE

WebSphere Application Server security auditing
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What this exercise is about
The objective of this lab is to introduce some of the new security auditing features in WebSphere
Application Server Network Deployment V7 edition on distributed platforms. This exercise is split into two
main sections. The first half goes through the process of enabling security auditing, setting basic audit
configurations, and viewing the audit reports. The second half, which is optional, goes through some

slightly more advanced features of the auditing functionality, including encrypting and digitally signing the
audit logs.

Lab requirements
The list of system and software required for the student to complete the lab.

« A system that meets that requirements for running WebSphere Application Server Version 7, with
approximately 500 MB of disk space for creating profiles

e The most current version of WebSphere Application Server V7

< An application server profiles with administrative security enabled, and with the administrative console
and the default application deployed.
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What you should be able to do
At the end of this lab you should be able to:
e Enable security auditing
e Configure security auditing for different administrative users
e Generate and view security audit report
e Configure new event filters
e Configure digital signing for the audit logs

e Configure encryption settings for security auditing

Introduction

WebSphere Application Server Version 7 builds on improvements made in Version 6.1. A few of the major
enhancements introduced in this release are the capabilities to:

Part 1: Create an audit User ID

Since it may be desirable to distinguish those console users that have administrative access from those
that have auditing console, a separate administrator user is created and mapped to the Audit role. This
user is then used to configure and enable auditing features.

Part 2: Configure and enable WebSphere security auditing

This portion of the exercise configures and enables the auditing service. Before actually enabling the
auditing, you need to configure how notifications will take place. For this exercise, you configure auditing to
report the events to a log file.

Part 3: View the audit logs

After enabling the auditing, you verify that events are being reported to the log file. You also generate an
html report, which is more readable that the text based log files.

Part 4: (Optional) Create a new event filter

Security auditing reports only four types of events by default, but there are many additional events which
can be configured as well. This section adds an additional event filter, and maps it to the configurations for
the service provider and event factory.

Part 5: (Optional) Digitally sign the audit log entries

In order to ensure the integrity of the log entries, digital signing can be configured. Once signing is
enabled, the log entries are also 64-bit encoded. This portion of the exercise enables digital signing for the
audit logs.

Part 6: (Optional) Encrypt the audit logs
This part adds encryption on top of the digital signing. This requires the addition of a new keystore and

certificate which will be specific to encrypting the audit logs. Once that keystore exists, the encryption is
enabled and verified.
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Part 7: (Optional) Verbose logging and reporting

The final section of the lab enables verbose audit logging. This provides some additional information in the
log entries that were not available previously. You also produce a new “complete” html audit report.

Exercise instructions

Instructions and subsequent documentation use symbolic references to directories which are listed as

follows:
Reference Location ST T | ocation
Variable

<WAS_HOME> C:\Program Files\IBM\WebSphere\AppServer ‘/opt/WebSphere/AppServer
BTEN/usr/WebSphere/AppServer

<TEMP> C:\temp Itmp

<hostname> Host name or host address for the machine Host name or host address for the

where the profiles are being created machine where the profiles are being

created
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Part 1: Create an audit User ID

WebSphere Application Server has the ability to grant administrative users different roles to distinguish
between the sorts of access they have within a cell or application server. With WebSphere Application
Server version 7, a new role of Auditor has been added and is required to configure and enable any of the
auditing features. By having a separate role for auditing, it is possible to distinguish between administrative
users and those users you want to grant access to auditing functions.

This part of the lab creates a new administrative user called wsaudit and maps them to the auditor role.

1. Start by ensuring that the application server is running.

2. Open an administrative console and verify that administrative security is enabled.

Eile Edit Miew Go  EBookmarks  Tools

JIntegrated Solutions Console - Mozilla Firefox

=10l x]

Help
<:EI - I;[ < I____I @ IU https: fwasThosk01: 9043 ibmjconsolefsecurefsecurelogon. do ﬂj @ Go |@,

Integrated Solutions Console welcome wsdemo

Help Lagout

| View: IAII tazhs

Welcome
Guided Activities
Servers
Applications
Services
Resources

Bl se

Security damains
Administrative Authorization Groups
S5L cartificate and key management
Security auditing

Bus security
Enuironmant
System administration
Users and Groups
Monitaring and Tuning
@ Troubleshooting

Service integration

Global security

Close page =

Use this panel to configure administration and the default application security policy. This security configuration applies
functions and is used as a default security policy for user applications. Security domains can be defined to override and ¢

applications,

.é.ecur.'i.ty .Conf.i.gura.tion Wizard |

| secu r.it.gr .C;o.nfigura.tion R.e.por.'t

Administrative security
W~ Enable adrministrative security

Administrative uzer roles

Administrative group roles

Application security

O Enable application security

Java Z security

Administrative authentication

r Use Jawva 2 security to restrick application access to local resources

F warn if applications are granted custorn permissions

i Restrict access to resource authentication data

Authentication
Authentication mechanisms and expiral
& res
© Kerberos and LTPA
Kerberos configuration

(& SwaM (deprecated): Mo authentics
Authentication cache settings

Wweb and SIP security
RMIFIIOR security

Jawa Authentication and Authorizatic

r Uze realm-qualified user narnes

UDDI
B Security dormains
User account repository
Euternal autharization providars g
Current realmn definitinn
| | »]4] | 3
| Done

| wasthoston:o043 5

___a. If administrative security is not enabled, enable it (using a file-based repository) and restart the

server.

3. For security reasons, it is not necessarily desirable to have your administrators be able to configure

and control the audit settings. The primary security user has implicit rights to the audit functionality,
but other administrators do not (unless they have explicitly had the Audit role granted to their user).
This step goes through adding a new user named wsaudit and assigning it to the Auditor.

___a. In the administrative console, under Users and Groups, click Manage Users.

___b. Click Search to verify that wsaudit does not already exist.
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Search for Users

Search by * Search for ¥ Maxirmurm results

fuserio o j100

E

| Create... | | Delete |

Page 1 of 1 Total: 0

___C. Click Create to add the new user. On the next screen enter:
e wsaudit for the User ID
e WAS for the First name
e Auditor for the Last name

e wsdemo for the Password and confirmation password

ntegrated Solutions Console - Mozilla Firefox

File Edit Aiew Go Bookmarks Tools  Help
= |:> - @ |:§'| @ ||_| https:/ fwas7host01:9043 ibm/console/securefsecurelagon. do

Integrated Solutions Console Welcome wsdemo Help Lagout

Manage Users
Wiews: IAII tashks

Marage Usars

Welcome
Guided Activities

Create a User
Servers

M Applications FUser 1D

iwsaudit Group Membership
H Services e .

+Fi +
Resaurces ; First name Last narne

W AS uditar
Security

E-rnail
Enwironment
Systam administration )

#Password # Confirrn pazsword
E Users and Groups oh ook sk ok I******

Administrative uzerroles

Administrative group roles

Manage Users

Manage Groups
EH Manitaring and Tuning %
[ Troubleshooting
Service integration

@ UDDI

4] |

| Dore. wasThost L9043 (5

___d. Click Create again and then Close.

2008 November, 17 Page 5 of 34



© Copyright IBM Corporation 2008. All rights reserved

4. Assign the Auditor role to wsaudit.

___a. Using the administrative console, click Administrative user roles under Users and Groups.

__b. Click Add.

ntegrated Solutions Console - Mozilla Firefox

File Edit ‘%iew Go Bookmarks  Tools  Help
Qél = E} - Lol @ ||_| https:/ fwas7hosk01: 9043 ibm/consalesecurefsecurelogon. do

Integrated Solutions Console welcome wsdemo

Help Lagout

| Wiews: IAII tashks

Welzame
Guided Activities
Servers
Applications
Services
Resaurces
Security
Enwironment

System administration

E Users and Groups

dministrative user role:_
Administrative qroup roles
Manage Users

Manage Groups

Manitaring and Tuning
A Troubleshaooting
Service integration

@ UDDI

~ell, Profile=aAudit

Close page

Aol ativemeeroles B [

Field help

For field help information,
select a field label or list
rnarker when the help
cursor is displayed,

Administrative user roles

Use this page to add, update or to remaove administrative roles to users, Assigning
administrative roles to uzers enables them to administer application servers through
the adrministrative conszole or through wzadrin scripting.

i Logout | Remove |

Page help
= More information about
| ' this page
T T z

| Salect | User 2 | Role(s) | Login Status O Command: Aecistance

= : . | Wiew administrative

|None | scripting cormmand for last

| action
| Total O

| Done

was7host01:9043 (5
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___c. Select the Auditor role under the Roles list. Then click the Search button to display the list of
known users. From the list of users, select wsaudit in the Available box and click the right
arrow to add them to the Mapped to role.

ntegrated Solutions Console - Mozilla Firefox o [l |

File Edit Miew Go  Bookmarks  Tools  Help

<E| x |::_\'j = @ |._'__| @]’ ||_| https: fwas7host01:9043 ibrn/console/securefsecurelogon. do ﬁj @ G0 |@,

Integratad Solutions Console wWelcome wsdemo Help Logout
UFE this page to add, UPJate OF to Fefnove administrative Foles to USEFs A L= L) -
| View: IA” tatks administrative roles to uzers enables them to administer application servers through
: — the adrministrative conszole or through wzadrin scripting. Help 1
Welcome
+ Rola(s) Field hel
Guided Activities Adrnin Security Manager & 1= % =P
i = Anailable
Servars
= Page help
RERHEAADE More information about
Sarvices Search and Select Users this page
Resaurces Decide how many results to display, enter a search string {use * far wildcard), and Command Assistance
- click Search, Select users from the Available list and add them to the Mapped to rale Wigw adrministrative
Security list, Users which have already been rmapped to 2 role will not be returned in the soripting cornrnand for last
. search results, action
Enviranriznt
System administration Search string =
Bl Users and Groups |* _
Administeative userroles Maxirurm results to display (200
Administrative group roles
Manage Users Auailable Mapped to role
5 it -
Manage Groups
Maonitaring and Tuning
A Troubleshooting %
Service integration
UDDI
-
“select all | [ Deselactall | [ selectall | [ Deselactall |
[oK | [[Reset | [ cancel | 2
J | 5 =l

was7host01:9043 (%) 2

| Done

___d. Click OK and Save the changes.
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Part 2: Configure and enable security auditing

Now that an auditor user exists, this part of the exercise configures and enables WebSphere security
auditing. Before auditing can be enabled, several configuration settings need to be set so that the audit
service knows what to do with the audit events.

This initial part of the exercise turns on the basic auditing functions and sends the output to a log file.

1. Before enabling security auditing, there are some configuration setting that need to be set.

__a. Inthe administrative console, click Security auditing under Security.

__b. Before enabling the auditing, it is necessary to determine what happens with the audit records.

Start by clicking Audit monitor under Related Items.

___c¢. Under Notifications, click New.

___d. This screen defined the notification specifics. Enter Log_Notification for the Notification name
and check the Message log box. You can also configure e-mail notifications if needed.

| Integrated Solutions Console - Mozilla Firefox

File Edit ‘Wiew Go

Bookmarks  Tools

Help

A5y o -
Qil - l_L-) x @ |.___| @J ||_i https:/ fwas7host01:9043 ibm/console/securefsecurelagon. do

Integrated Solutions Console welcome wsdemo

Help

| Wiews: IAII tashks

Welzame
Guided Activities
Servers
Applications
Services
Resaurces
B Security

Global security
Security darvains

Administrative Authorization Groups

S5L certificate and key management

Security auditing
Bus security

Enwironment
System administration

B Users and Groups

Administrative uzer roles

Administrative group roles

Manage Users

Manage Groups
Manitaring and Tuning
B Traubleshooting

|

B

Security auditing > Audit monitor > Notifications

Specifies the generic notification definitions that are used in certificate expiration

rnonitors,

General Properties

Motification narme
[Log_Motification

[ E-mail sent to notification list

E-mail notification

E-rmail address to add

Cutgoing rnail (SMTR) server

'”Applt‘,' | ok | | Reset Cancel

[add =
Femove

Zlose page

Help -

Field help

Specifies that this
configuration intends to
log certificate expiration
information to the
rmessage log file,

Page help
More information about
this page

Command Assistance
Wiew adrministrative
scripting cormrmmand for last
action

| Done

was7host01:9043 (5

___e. Click OK and Save the changes.
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___f. Now that a notification definition exists, it is possible to configure auditing to use that notification.
On the same screen, check the Enable monitoring box and verify that Log_Notification has
been selected in the Monitor notification pull-down list.

ntegrated Solutions Console - Mozilla Firefox -1o] x|

File Edit %iew Go Bookmarks Tools  Help
QEI = E> - |_| @ II_I https:/ fwas?hostD1:9043 fibm/consolefsecure/securelogon. do
Integrated Solutions Console Welcome wsdemo Help Lagout

| Wiews: IAII tasks

Welcome
Guided Activities
Servers
Applications
Services
Resaurces
B Security

Global security

Security darvains

Administrative Authorization Groups
S5L certificate and key management
Security auditing

Bus security

Enwironment
System administration
B Users and Sroups

Administrative uzer roles
Administrative group roles
Manage Users

Manage Groups

Manitaring and Tuning

[ Troubleshooting =
il | _'l_I

wasy

*Cell, Profile=fudit Close page

Security auditing o [
Security auditing = Audit monitor Field he
Specifie

The audit monitor notifies e-mail recipients when the auditing subsystern is not operating, It does not zend rnonitar
notifications for other security svents,

Page he

Maore inf

this pag

General Properties

Commal
Wiew ad

scripting
action

Monitor notification

Log_Motification ;I

Motifications
| Mew || Delete

| Selact | Motification Mame 2 | Message Log 73 | Send E-mail 22 | List of the E-rnail addresses o

e

| You can adrminister the following resources;

i 3 | Log Motification itrue | false
| Total 1
[ Apply | [ ok | [Resat | Cancel

4 | i

| Diong

| wasThost01:9043 (7 2

___g. Click OK and Save the changes. This returns you to the main Security auditing page.
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2. Now that the configuration settings have been completed, it is possible to enable auditing.

___a. Atthis point, check the Enable security auditing box. From the Audit subsystem failure
action pull-down, select Log warning. And from the Primary auditor user name, select
wsaudit.

tegrated Solutions Console - Mozilla Firefox o [l 4|

File Edit Miew Go Bookmarks Tools  Help

SR e 7
<Z| x l—v" x @ '_| @ ||_i https: was7host01: 9043 ibm)consolefsecuresecurelogon. do

Integratad Solutions Console Welcome wsdemo Help Lagout

- Cloze page
| View: |A|| tasks i—
Welcome -
Guided Activities Security auditing Field help
Specifies whether the
Servers Security auditing provides 3 rneans to gather and store auditable event records to help security auditing
= | assure the integrity of the business cormputing enviranrnent, functionality is enabled,
Applications
3 Page help
Services
B More information about
Resaurces General Properties thiz page
E Gecurity % Erablasecunibiauditing PRSP TeR i ¢ d Assistance
o — il Wiew adrinistrative
5 "I At subsustarn Failire Event tupe filters scripting cormmmiand for last
Security domainz e Audit service provider action
Administrative Authorization Groups ot matting _d A sl sar fatkaly coRfi st en
S5L cartificate and key management 3 i}
i 2T Audit encryption key stores and
Security auditing Prirnary auditor user name certificates
BUSEERUOE Audit record encryption configuration
Enwironment O Audit record signing configuration
Ermzble wverboze auditing Audit it
System administration AUdIE monitar
B Users and Groups I Resat
Administrative uzer roles
Administrative group roles
Manage Users
Manage Groups
Menitoring and Tuning
E Traubleshooting =
| | _’l_I
|Done wasthost0L:9043 ()

NOTE: The Audit subsystem failure action dropdown menu has the following options:

No warning: The No warning action specifies that the auditor will not be notified of a failure in the audit
subsystem. The product will continue processing but audit reporting will be disabled.

Log warning: The Log warning action specifies that the auditor will be notified of a failure in the audit
subsystem. The product will continue processing but audit reporting will be disabled.

Terminate server: The Terminate server action specifies the application server to gracefully quiesce when
an unrecoverable error occurs in the auditing subsystem. If e-mail notifications are configured, the auditor
will be sent a notification that an error has occurred. If logging to the system log is configured, the
notification of the failure will be logged to the system file.

___b. Click Apply and Save the changes.
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3. Restart the server to have these security changes take effect.

___a. In order for these changes to take effect, the server needs to be restarted. If this were running in
a federated environment, the nodes would first be resynchronized, and then all processes in the
cell would be restart.

___b. For this exercise, stop the server and then start it again.
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Part 3: View the audit logs

Security auditing is now enabled. This part of the exercise goes through the process of viewing the audit
data.

The fastest way to view the data is to simply look at the log file that is generated, but that can be difficult to
read. The other way to view the data is to use wsadmin to generate an html report. This part of the
exercise goes through both of these options.

1. View the log records with a text editor.

__a. Using Windows Explorer, go to the logs directory for the server and open the file called
BinaryAudit_<cellName>_<nodeName>_serverl.log in a text editor.

!& BinaryAudit - Notepad - |EI|1|
File Edit Format Miew Help

FileshIBMwebsphereiappserverijavaibing Ci\Program -
FileshIBMYywebspherehappservers]avasyjreivbing Cri\WINDOWSYSysTems 2 ; CWINDOWS ;) C 2 WINDOWS™ Sy s T ems

2 whem

Current trace specification = *=info

R TR TR TR R TR TR R T Er-ld D'.ISF:I-|EI},-‘ Curr-ent Env-‘lrunment LR TR TR PR TR TR TR

e = 0 Event Type = SECURITY_RESOURCE_ACCESS | Outcome = SUCCESSFUL | outcomeReason =

3 | outcomeRreasonCode = & | sessionid = WA | rRemoteaddr = null | Remoterort = null |
RemoteHost = null | Proghame = Server (modulel | aAction = preinvoke MEean | RegistryUserdame
= null | appusermame = null | accesspbecision = authnsuccess | Resourcename = getstate
ResourceType = SM_MBEAM | ResourceunigqueId = 0 | permissionscChecked = null |
Permissionsaranted = null | RolesChecked = n 4 | Rolessranted = null | EventTrailId =
457691007 | CreationTime = Thu Jun 26 17:20:17 EDT 2008 | GlobalInstanceId =_Q instcaller
= null | rRealm = defaultwIMFileBasedrealm | RegistryType = null | url = N afliSeq = 1} Event
Type = SECURITY_RESCOURCE_ACCESS | outcome = SUCCESSFUL | QutcomeReason = SUC
outcomeReasonCode = 6 | SessionId = WA | Remoteaddr = null | RemotePort = null | RemoteHost
= null | ProgMame = server (modulel | action = preinvoke mBean | RegistryUsermdame = null |
Appuserdame = null | AccessDecision = authnsuccess | ResourcemMame = getstate | ResourceType

= SM_MBEAN | ResourceuniqueId = 0 | PermissionsChecked = null | rPermissionsGranted = null |
rolesChecked = w8 | Rolescranted = null | EventTrailid = 457691007 | CreationTime = Thu Jun
26 17:20:17 EDT 2008 | GlobalInstanceId = O | FirstCaller =g Eealm =
defaultwIMFileBasedrealm | RegistryType = null | url = n/afdseq = 2 ¥ Event Type =

SECURITY_AUTHM | Cutcome = UNSUCCESSFUL | CutcomeReason = DENIED OutcomereasonCode = 15 |
SessionId = Ubg—wi-J2zFavnlxvoooely | rRemotedddr = 192.165.128.147 | RemotepPort = 2429 |
RemoteHost = 192.168.128.142 | Proguame = Snavigatorcmd.do | action = webauth |
RegistryUserdame = null | AppUsermWame = null | AccessDecision = denied | ResourceMame = GET
| ResourceType = web | ResourceuniqueId = 0 | permissionscChecked = null | PermissionsGranted
= null | RD%ESCHECkEd = N8 | rRolesgranted = null | EventTrailid = 457691007 | CreationTime
= Thu Jun 26 17:24:44 EDT 2008 | GlohalInstanceId = 0 | FirstCaller = null | Realm =

defaultwIMFileBasedrealm | RegistryType = wIMUserregistr putbnType = challengeresponse |
provider = wehsphere | providerstatus = providersuccess€lseq = 3% Event Type =
SECURITY_AUTHM | Cutcome = UNSUCCESSFUL | QutcomeReason = OEMIED | CutcomeReasonCode = 15 |

SessionId = Ubg—wi-J2zFavnlxvoooely | rRemotedddr = 192.165.128.147 | RemotepPort = 2429 |
RemoteHost = 192.168.128.142 | Proguame = SnavigatorcCmd.do | action = webauth

RegistryUserdame = null | AppUsermWame = null | AccessDecision = denied | ResourceMame = GET

| ResourceType = web | ResourceuniqueId = 0 | PermissionscChecked = null | PermissiunsGr‘antedj
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___b. Notice the sequence numbers. Those are the individual audit records, but this format certainly is
not easy to read. If a better text editor is used, the output can be slightly more readable, but still
not easy to read.

|************ Start Display Current Environment F#s&#asdsxss =
Web3phere Platform 7.0.0.0 [ND 7.0.0.0 hO323.03] running with process name wasThost0lNodelZCell) wvasThostl1lNod
Detailed IFix information: Mo Interim Fixes applied to this build

Host Operating Systewn is Windows XEP, wersion 5.1 build Ze00 Serwvice Pack 3

Jawva version = JZRE 1.6.0 IEN J2 2.4 Windows XP x86-32 Jvmwi3Ze0-Z0080523_19621 (JIT enskled, AOT enabled)
JEVH - 20080523 _019651 1HAZMr

JIT - r9_ 20080522 1822

GC - 20080521 AC, Java Cowpiler = jS9jitz4, Java VM nawme = IEM J3 VH

waz.install.root = C:%“Program Files' IEMY WehZphere' AppServer

user.install.root = C:%Frogram Filesh IBM) WebSphere’ App3erverh profiles’ iudit

Jawva Howme = C:yProgram Filesh IBMY WebSphere' AppServer' javah jre

we.ext.dirs = C:“Program Files' IEMY WebhSphere' AppServer/javaslib;C:\Program Files' IEM\ WebSphere' AppServerh prof
Classpath = C:4Program Files) IEM, WebSphere' ipp3ervertprofilesh budit/properties; 4 Program Filesh IEM, Web3phere
Java Library path = C:\Program Files\ IEM\ Webh3phere\ AppSerwverh javal jrevbin: . ;C:WProgram Filesh IEM\WekbSphere' ip
current trace specification = ¥F=info

EhEFTHHEEEFEENTY End DlsplaY Current Enviroment' THEFTHEEEFAEETES

S3eq = 0 | Event Type = SECURITY RESOURCE ACCESS | Outcome = SUCCESSFUL | OutcomeReason = 3UCCESS | OutcomeRes
Seq = 1 | Event Type = SECURITY RESOURCE ACCESS | Outcome = SUCCESSFUL | OutcomeReason = SUCCESS | OutcomeRes
Seq = 2 | Event Type = SECURITY_ AUTHN | Outcome = UNSUCCEZSFUL | OutcomeReason = DENIED | OutcomeReasonCode =
Zeq = 3 | Event Type = 3JECURITY_AUTHN | OQutcowe = UNIUCCEISFUL | OutcomeReason = DENIED | OutcomeReasonCode =
S3eq = 4 | Event Type = SECURITY AUTHN | Outcome = SUCCE3SSFUL | OutcomeReason = REDIRECT | OutcomeReasonCode =
Seq = 5 | Event Type = SECURITY RESOURCE_ACCESS | Outcome = SUCCESSFUL | OutcomeReason = JUCCESS | OutcomeRes
Zeq = 6 | Event Type = SECURITY_RESOURCE ACCESS | Outcoms = SUWCCESEFUL | OutcomeReason = 3UCCESE | CutcomeRes
Seq = 7 | Event Type = SECURITY AUTHN | Outcome = 3IUCCESSFUL | OutcomeReason = 3UCCESS | OutcomeReasonCode =
Seq = 8 | Event Type = SECURITY_ AUTHN | Outcowe = SUCCESSFUL | OutcomeReason = SUCCESS | OutcomeReasonCode =
Feq = 5 | Event Type = SECURITY AUTHN | Qutcome = SUCCESSFUL | OutcomeReason = SUCCESS | OutcomeReasonCode = |-
Zeq = 10 | Ewent Type = 3JECURITY_AUTHN | OQutcome = 3UCCEIIFUL | OutcomeReason = 3UCCESS | OutcomeReasonCode =
Seq = 11 | Event Type = SECURITY AUTHN | Outcome = SUCCESIFUL | OutcomeReason = 3UCCESS | OutcomeReasonCode =
Seq = 12 | Event Type = SECURITY AUTHN | Outcoms = SUCCESSFUL | OutcomeReason = SUCCESS | OutcomeReasonCode =
| | | |

Event Type = SECURITY AUTHN Cutcoms = SWICEIIFUL CutcomeReason = IUCCEIS

CutcomeReasonCode =
<| | Pl

___c. ltis also possible to use tail —f to track the entries added to the log file in real time.
Verify that auditing is actually logging events that need to be reported.
___a. Open a new browser instance to the administrative console.

__b. When prompted for a username and password, enter BADUSER and wsdemo

Integrated Solutions Console
Integrated Solutions Console

Log in to the console.
Uszer ID:
|BADUSER

Password:
I******

O Login failed, Check the user I and password and try again,
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___c¢. Reopen the BinaryAudit_<cellName>_<nodeName>_serverl.log in a text editor and search
for BADUSER. There will be several instances and it becomes clear that the login attempt failed.

[ BinaryAudit - Notepad -0 x|
File Edit Format Miew Help
FemotePort = 2466 | RemoteHost = localhost | Proguhame = fimages/Error.gif | action = -

resourcesaccess | Registryusername = defaultwIMrFiTeBasedrealmswsdemo | appUsermname = baduser
| AccessDecision = accesssuccess | Resourcename = GET | ResourceType = web |
ResourcelniqueId = 0 | PermissionsChecked = null | PermissionsGranted = null | rRoleschecked
= unprotected | RolesGranted = unprotected | EventTrailld = 877113022 | CreationTime = Thu
Jun 26 17:39:55% EDT 2008 | GlobalInstanceId = 0 | FirstCaller = null | Realm =
defaultwIMFileBasedrRealm | rRegistryTywpe = wiMuserregistry | Url = Simages/Error.gif 0seq =
26 | Event Type = SECURITY_RESCURCE_ACCESS | outcome = SUCCESSFUL | QutcomeReason = SUCCESS
| outcomereasonCode = & | SessionId = PTFrxxRjdTwaTlzZ2-rIvgck | Remoteaddr = 127.0.0.1 |
RemotePort = 2466 | remoteHost = localhost | Proguame = flogon.jsp | Action = resourceaccess
| registryusername = defaultwIMFileBasedrealm wsdemo | Appuserdame = baduser |
AccessDecision = accesssuccess | ResourceMame = POST | ResourceType = web | Resourceunigueld
= 0 | permissionschecked = null | Permissionscranted = null | RolescChecked = unprutectea |
Rolesaranted = unprotected | EventTrailld = 877113022 | CreationTime = Thu Jun 26 17:42:409
EDT 2003 | GlobalInstanceId = 0 | Firstcaller = null | Realm = defaultwIMFileBasedrealm |
RegistryType = wiMUserregistry | Url = Alogon. jsp 0sSeq = 27 | Event Type = SECURITY_AUTHH |
outcome = UMSUCCESSFUL | oQutcomeReason = REDIRECT | outcomeReasonZode = 15 | sesionId =
PTFrxxRjdTwaTlz2-rIvgck | Remoteaddr = 127.0.0.1 | RemotePort = 2479 | RemoteHost =
locaThost | Proguame = isclite | action = formlogia Registryjlsertame =
defaultwIMFileBasedrealm wsdemo | AppUserdame ={E ? AccessDhecision = authnredirect |
Resourcename = POST | ResourceType = weh | Resou merleIcd = 0 | PermissionsChecked = null
| Permissionsaranted = null | RolescChecked = unprotected | RolesGranted = unprotected |
EwventTrailId = 877113022 | CreationTime = Thu Jun 26 17:44:28 EDT 2008 | GlobalInstanceId =
0 | Firstcaller = null | Realm = defaultwImMrFileBasedrealm | RegistryType = wIMUserregistry |
authnType = challengeresponse | Prowider = wWebsSphere | Providerstatus = failure 0Seq = 28 |
Event Type = SECURITY_RESOURCE_ACCESS | Outcome = SUCCESSFUL | outcomeReason = SUCCESS |
outcomereasonCode = 6 | sessionId = PTFrxxRidTwaTlz2-rIvgek | Remoteaddr = 127.0.0.1 |
RemotePort = 2479 | RemoteHost = Tocalhost 1 Progiame = SlogonError.jsp | Action =
resourceaccess | RegistryUserName = defaultwIMFiTleBasedrealmwsdemo i’ ApplUsername = @
| accessbecision = accesssuccess | Resourcenams = GET | ResourceType = web

ResourcelnigueId = 0 | PermissionscChecked = null | PermissionsGranted = null | RolesChecked
= unprotected | RolesGranted = unprotected | EventTraillid = 877113022 | CreationTime = Thu
Jun 26 17:44:28 EpT 2008 | GlobalinstanceId = 0 | FirstCaller = null | rRealm =
defaultwIMFileBasedrRealm | RegistryType = wIMUserRegistry | Url = SlogonError.jsp O

3. Viewthe log entries using the Audit Log Reader. This is an interface available through wsadmin
which will convert the audit log entries into an html report.
___a. Using a command window, go to the bin directory for your profile. Enter the command:
wsadmin —lang jython —username wsaudit —password wsdemo
___b. Once the wsadmin shell has started, enter the following command to generate an html report
AdminTask.binaryAuditLogReader("-interactive’)
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__¢. The interactive mode will prompt for input for the following questions. Enter the following:
+ filename:

<profile_root>\logs\serverl\BinaryAudit_<cellName>_<nodeName>_serverl.log

e outputLocation: C:\basicAuditReport.html
e Key Store Password: <blank>
e Data points: <blank>
e Timestamp filter: <blank>

e Report mode selection: basic

e Events filter: <blank>
e Outcomes filter: <blank>
e Sequence filter: <blank>
e Select[F, C]: F

ommand Prompt - wsadmin -lang jython -username wsaudit -password wsdemo

#File name of the Binary Audit log (fileMame): C:“Program Files“IBM-UWebSphere-Ap
pServersU?20080901 ~prof iles~AppSrvBislogssserverlisBinaryAudit_testhostHodeB2Cel
1_testhostHodeW3_serverd.log

*#Qutput HTHML file location <outputLocation»: C:xbasicAuditReport.html

Key Store Password <keyStorePassword?:

Data points to report (dataPointsh:

Timestamp filter C(timeStampFilter>:

Report mode selection (reportModel: hasic

Outcomeds> filter {outcomeFilterd:

Event(s) filter CeventFilter):

Sequence filter (sequenceFilter>:

Binary Audit Log Reader

F (Finish>
: (Cancel>

Select [F. G1: [F1 F

HASKT278] - Generated command line: AdminTask.bhinaryAuditLogReader(’'[-fileName "'C
»Program Files-IBHM-WehSpheresAppServer-U20080201 ~prof iles AppSrvAl~logs serve
ri“BinaryAudit_testhostNodeB2Cell_testhostNodeB3_serverd.log" —outputLocation G:
~hasicAuditReport .html —reportMode hasic 1'%

ftrue”’

wsadmin >
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___d. At this point an html file by the name of basicAuditReport.html is generated. With a Windows
Explorer window, browse to the C:\ directory and double click basicAuditReport.html.

o
Audit Records
Hostname wasThost01 - ReportTime Jun 30. 2008, 15:05:50
Record Number Event Type Cutcome
CreationTime=Thu Jun 26 17:20-17 EDT 2008 Action=preinvoke MBean Proghlame=Server (module)
RemoteAddr=null RemotePort=null RemoteHost=null L]
Resourcellame=getState ResourceType=5M_MBEAN Resourcelniqueld=0
CreationTime=Thu Jun 28 17:20-17 EDT 2008 Action=preinvoke MBean Proghame=Server (module)
RemoteAddr=null RemotePort=null RemateHaost=null
ResourceMName=getState ResourceType=5M_MBEAN ResourceUniqueld=0 .
CreationTime=Thu Jun 26 17:24:44 EDT 2008 Action=webAuth Proghame=/navigaterCmd.do
RemoteAddr=192.165.128 142 RemotePort=2429 RemoteHost=192.168.128.142
ResourceMame=GET ResourceType=weh ResourceUniqueld=0
CreationTime=Thu Jun 26 17:24:44 EDT 2008 Action=webAuth Proghlame=/navigatorCmd do
RemoteAddr=192.163.128 142 RemotePort=2429 RemoteHost=192 168.128 142
ResourceMame=GET ResourceType=weh ResourceUniqueld=0
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Part 4: (Optional) Create a new event filter

At this point, security auditing is configured and enabled and the logs have been viewed both through a
text interface and an HTML report. Those are the most basic steps for getting started with auditing.

The rest of the exercise goes through some additional features including configuring additional filters and
encryption of the audit data. Since these features might not be of interest to all students, these parts have
been marked as optional.

In this part of the exercise, an additional event filter is created. This filter tells the audit service to audit any
authorization failures.

1. The first step will be to add and configure the new event filter.

___a. Using the administrative console, log in as wsaudit. Go to the Security auditing page, and click
Event type filters under Related Items.

___b. There are four default filters, including authentication success, denied and redirect. There is also
one resource_access filter. To create a new filter, click New.

Security auditing FE

Security auditing > Event type filters

Defines the audit fikers configured for the implementation, incuding what auditable
event type and ocutcorne are to be filkered,

Preferences

MI Celete

—

w6

Ea

o Enable I: o

Select | Mame & o

Events and Outcormes

ou can monitor the following resources:

r DefaultduditSpecification 1 | true AUTHM:SUCCESS

r DefaultiuditSpecification 2| true AUTHM:DEMIED

[ DefaultduditSpecification 2 | true RESOURCE_ACCESSISUCCESS
[ DefaultauditSpecification 4 | true AUTHMREDIRECT

Total 4
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___c. Enter Authorization_Event for the Name. Select SECURITY_AUTHZ from the Selectable
events region and click the right arrow to move it into the Enabled events. Then select
DENIED from the Selectable events outcomes and click the right arrow to move it into the
Enabled event outcomes.

Security auditing T =

Security auditing > Event type filters = New

Defines the audit filkers canfigured for the implermentation, including what auditable
event type and outcome are to be filkered.

General Properties

Marme
|Authnrizatinn_Euent

Events to associate with an audit filter

Selectable events Enabled events

SECURITY_ALUTHN | SECURITY_AUTHE =~
SECURITY_AUTHM_CREDS_MODIFY b’

SECURITY_AUTHM_DELEGATICON
SECURITY_AUTHM_MAPPIMG ~ ‘

14

Event outcomes to associate with an audit filter

Selactable event cutcornes
SUCCESS 4
IMFO

W AR MNING
ER.RCR il

% Enabled event cutcormes

KN
Apply l Resetl Cancel |

___d. Click OK and Save the changes.
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2. Notice that there is a new event defined. But this event will not be audited until further configuration
is complete. The next step is to configure the service provider.

___a. Go back to the Security auditing page and click Audit service provider. There will be only one
defined at this point, click auditServiceProviderimpl_1.

Security auditing

rFE
Security auditing > Audit service provider
Audit service providers define the implementation details of the service provider. There
are three types of audit zervice providers: binary file-bazed, SMF, and third party,
Preferences
Mew = | Drelete
b | [4
sk e

Select | Mame & Type o Event Formatting Module Class Mame o

e

You can monitor the following resources:

M auditServiceProviderIrnpl 1 §Binary
file-based

ermitter

Total 1
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___b. Notice that the Authorization_Event that was just created is listed under the Selectable filters,

but is not part of the Enabled filters list. Select the new filter and click the right arrow to move it
to the Enabled filters list.

Security auditing rE

Security auditing > Audit service provider > auditService ProviderImpl_1

Audit zervice providers define the implementation details of the zervice provider, There
are three types of audit service providers: binary file-based, SMF, and third party.

General Properties

# Mame

|auditSer'.'iceF‘r-:u'.'iderIrnpl_l

% Audit log file location
[$iLoa_RrooT)

Audit log file size:
|10 ME

Maximum number of audit log files
|1o0

Event formatting rnodule claz:s narme

# Enabled filters
Authorization_Ewent DefaultduditSpecification_1 &
DefaultduditSpecification_2
DefaultduditSpecification_2
DefaultduditSpecification_4 |~

Apply | OK, | Rezet | Cancel |

___¢. Click OK and Save the changes.
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3. Update the event factory configuration.

___a. Return to the Security auditing page and click on Audit event factory configuration. There
will be only one defined at this point, click auditEventFactorylmpl_1.

___b. Like in the service provider screen, move the Authorization_Event to the Enabled filters for the
event factory.

Security auditing (4

Security auditing > Audit event factory confiquration > auditEventFactory Impl_1
Defines Ehe audit event factarias,

General pertes

# Marme

|auditEl.lentFactnr',lImp|_1

* Type

|IE-M audit evant factory |

# Class name

|cu:urn.i|:urn. wz, security, audit. AuditEventFactory Irmpl |

Audit zervice provider
| auditServiceProviderImpl_1 ;”

elactable filters " # Enabled filters
Authorization_Event . DefaultauditSpecification_1 =
DefaulkduditSpecification_2
DefaulkauditSpecification_3
et ‘ | DefaultduditSpecification_4 =
Customn properties
Select | Mame Walue Mew

I— | | Delete

Apply Reseat Cancel |

__c. Click OK and Save the changes.

Note: The event factory is where the configuration is done to define what events are gathered. The service
provider is where the configuration occurs to define which events are reported. See the Information
Center for details on the numerous other event types that can be configure.
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4. Restart the application server and verify that these updates are doing what is expected.
___a. Restart the application server in order for the changes to take effect.

___b. Once the application server has been restart, look at the BinaryAudit.log file in the server’s log
directory. Take note of the latest sequence number.

___c¢. Now, attempt to stop the application server using wsaudit as the username. Since the wsaudit
user is not a console administrator, this should fail.

= | Command Prompk ;lglﬂ

C:wProgram Filess] BH<UehSnhere<AnnServersprof ilessAuditsbin>stopServer. hat seruel’
r1 —username wsaudit —-password wsdemo
ADMUWLLILL - 1001 1ntormaction 15 peing logged din file C:sProgram
1 Files“IBM~WebhSphere~AppServersprofiles~Audit~logs“serverl~stopServer.
oy
Starting tool with the Audit profile
Reading configuration for server: serverl
Pj.l.nrru.:l.m awvwiatana aath ownsas e dauaw manacmamant TMPuntiamaFwrontdon
ADMMBBZ2E: Access is denied for the stop operation on Server MBean j
hecausze of insufficient or empty credentials.
UEFr1fYy THAT USEPNAmMeé ana passuword 1ntormation 15 COPPECT. Lt
running tool from the command line,. pass in the correct —-username
?q% —password. Alternatively,. update the <conntyper.client.props
ile.
To obtain a full trace of the failure,. usze the —trace option.
Error details may be seen in the file: C:“Program
FilesIBH-WebhSphere-fApplerverwprofiles~Audit~logsserverl~stopServer.

C:~Program Files-~IBM-WehSphere«AppServersprofiles~Audit~hin>

___d. Once the stopServer command has failed, look at the BinaryAudit.log file again. Look for the
SECURITY_AUTHZ entry that shows the denial.

ommand Prompt - Ol x|

i Event Type = SECURITY_RESOURCE_ACCESS | Outcome = SUCCESSFUL | ﬂutcumell

= SUCCESS | OutcomeReazonCode = 6 | Sesszionld = N/A | RemotefAddr = null |
RemotePort = null | RemoteHozt = null | ProgHName = Server (module} | Action = p
reinvoke MBean | RegistryllzerMame = null | ApplserMame = null | AccessDecizion =
anthnSuccess | HesourceMame = get3tate | ResourceTuype = SM_MBEAM | Hezsourcellnig
ueld = A | PermizsionsChecked = null | PermiszzionsGranted = null | RolesChecked
= NsA | RolesGranted = null § EventTrailld = 45767168807 | CreationTime = Mon Jun
38 17:34:56 EDT 2888 | Globallnstanceld = B [ FirztCaller = null | Realm = defau
T+UTMFi1aeBacadBealm ! Beamgictm»uTmne = noll ! 1wl = WA
Seq = 2 1 Event Type = SECURITY_AUTHZ ! Outcome = UNSUCCESSFUL | OutcomeReaszon =
DEMIED | OutcomeReasonCode = 16 | Sessionld = HAA | Bemotefddr = null | RemoteP

OFL = NULlL i HREMOTEHOST = NULl  rrogMame = sepPUVer.sSLOop- java. lang.pooledan-java. L

ang.Integer | Action = authz | RegistrylserMame = null | ApplserMame = defaultil]

MFileBasedRealmswsaudit | AccessDecision = authzDenied | ResourceMame = Server |

ResourceTuype = WAS | Resourcelnigueld = @ | PermissionsChecked = null | Permiss
ionsGranted = null | RolesChecked = operator . administrator | RolesGranted = nu
11 | EventTrailld = 1879617586 | CreationTime = Mon Jun 38 17:36:29 EDT 2888 ! G
loballnstanceld = B8 | FirstCaller = null | Realm = defaultWIMFileBaszedRealm | Re
gistryType = WIMUserRegistry | Provider = WebSphere | ProviderStatus = providerS
uccess 1 PolicyMame = null | PolicyTuype = null

G:“Program Filesz“IBHM-UehSpheres~AppServersprofilessAuditsbinX_
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Part 5: (Optional) Digitally sign the audit log entries

By default, the auditing data is stored in clear text. Although this provides useful information, it could potentially
be tampered with. To help deal with this issue, the data can be digitally signed, encrypted or both. This part of
the exercise turns on digital signatures for the audit data ensuring the integrity of the data.

The administrator is able to choose which certificate’s private key is used to digitally sign the log entries. This
then means that only the corresponding public key is needed to validate the signature. For an additional level
of security, turning on digital signing also has the side effect of having the log entries 64-bit encoded.

1. For this part of the exercise, administrative access is required for the console (not just auditor
access).

___a. In the administrative console window, logout as the wsaudit user.

___b. Log in again as wsdemo, which has implicit access as an administrator.
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2. Turn on digital signing for the audit logs.

___a. Return to the Security auditing page of the administrative console and click Audit record
signing configuration.

__b. Check the Enable signing box. Accept the default for the Managed keystore containing the
signing certificate, which should be the NodeDefaultKeyStore. For the Certificate alias under
Certificate in keystore, select default from the pulldown.

General Properties

( 3 Emable signing )

Managed kevstore containing the signing certificate
ModeDefaultkeyStore ([cellliwas7host00Mode0z2Celli(nodeliwas7host00Noden3) -

Certificate in keystore

L e T N ey e e e L keystore file

o)

| PKCS1E ;||

| Get Kew File Aliases

Apply Reset | Cancel

___¢. Click OK and Save the changes.

___d. Restart the application server to have the changes take affect.

2008 November, 17 Page 24 of 34



3.

© Copyright IBM Corporation 2008. All rights reserved

View the audit log and take note that the log entries are now encoded.

___a. Using a text editor, open the new BinaryAudit.log file. Notice that the records are now encoded.
The file header also includes specific information on the keys used for digitally signing the
records.

5 BinaryAudit.log - Notepad - |EI|5|

File Edit Format Yiew Help

2% whem
Current trace specification = *=info
OHCHOEE RO N OO End D-lsp-lay Current En\u.--'lr-Dr-lment HOHCHCHORCR RO OO
<signing informationso
<s1gn1ngSharedKey>gJ6R]++ggex4bfa51ITnerIu6424582983rcuRv1kE </signingsharedkey >0
<signingZertaliassdefault</signingCertaliass=n
Fhostoonode02CelT: (node) :was7host00Node03 < scopes=0
COMFIG_ROOT }/cells swas7host00Node02Cell /nodes Awas 7host00Node s key. pl2</s
<signingCertificate>IBMICE RS54 Public Key:imodulus:n
90022190580965844395370938785802014365701053715946216263124748087062444467933731511679246926
6711704765168530631 034835105384 08096307604 388515672322300010525105350927530331203632059703804
76477 B4098706154051315227287170966931 89381 5484681007401 8205832788706557478452775083553804576
5321594?60208890569614?484941513upub11c exponent:06353700</signingCertificate>0</Signing
gemation:0
FheginzEvxIDOgMCESIEVZZWI0IFR 5 CEUMPSET RUNVUEK TUWY I SRVMPYVY IDRYIBRONF UAMgFcBPdxrib21 T I100gulvDn
VTCBEIESTdGMvbwysZwFzh2 4 gPSETVUNDRWNT THwOT 3w 02 3t 2w 1 Ty xhvhk MvZGEUgPsaZ THwgU2vzo 2 Tubk Tk T
DOgTi9EI HwogUmvth3rTowRk 1491651 bGwrTCES2wlvdavioh3 10I00gbnvshCESIF 1T hwSiZuhy c30gPSBEUdwX s T HwU
HIwzZ0ShbwUgPSBETZ2x122=IgkGlwzHYs 25k gf CBEY 3Rph24 gPsBwemvphnzwva2ugTul Tyvwd gf CESZwopo3 Ry evvzZ2x 10y
wllIDOghnvshCBEIEFwCFVZZxI0vwl 1 ID0ghnvshCESIEF]Y2vzcOR %2 1 zawduID0gv>w0aG STdwh ] ZxNzT HwgUmvzh
Emzvovm'lIDngzvouzthGuEFCBSZXNvdXJjZVRSCGugPSBTTVQNQkVBTiBBIFJEI;czglcmN'IWSpcxv'ISngPSAWI
HwgUGwybhiwTzc2 TwbnnDaGyi a2y IDOganstBBIFB1cmlchpr25ZREJhbnR12CA91G51wangBSb2x1CONDZWNPZ
wQ?PSBOLOE.cl]fCBszx'IcodwwsozmgpseudwstngRm bnrUCMFPRE TR IDOgM] E3ODO4M]QZIHWGO3 I Ty Rph2 50a
I00gvHYTIERLbC AwMSAXOTOxXMZ0xOSEFRFOOM ] AwDCESIEDs b2 InbETuc3RAbMM] SwlgPSAwI HwgRm Ty CSRDYVWXSZ
HIQPSBUtwxs THwgUmvhbGOgR sBkZwWzhdwx (w0 THRM T sZUThe2 vk umyvhbG 00T CESZWdp iRy evR S CGUGPSEUCWXS THw
1= I00gLISsT0ns bmFOdXJ'lPHRRTAXTEXH?HWAHSOQGJDXTO'IthwelGXS'IS51]GEEPQXLAudDVEDYELENpZESﬁd
HvZTHE<end><hagin=)2vxIDOgMSBRIEV2ZWS 0TFR 5 cGUGPSETRUNYUK TUWWISRVNPYY I DRVEBQONFULMgTCEPdXR b
21 1oogUueEreer ey [ CBELESLdahvhwy SZwF zh 24 gPSETVUNDRYNT IHwOT 3v0y 2 9t 2y D Ty v bk My 2GUEP SA2 T HwOU
2vzc2 Twbk 1k ID0gT 9BIHwgUMVE LS RTOwWRk c1ARTG S ThGwgTCESZ2wlvdEviabh3 10I00ghnvshCESIF 1 Thwe0ZUhw c3ogP
SBUdwxs THwUHIWwZ0ShiWwUgPSETZx 122 gk GlvZHvs 25k g CBEv3Rph24 gP sEwomvphnzZwaZ UgTul Tywd gf CESZwdpc
3RyEVYEZZ0YWL 1 ID0ghnvs hCESIEFwCFY 2210wl 1 ID0ghnvs hCEBIEF ] 2vZCOR Y212aW9uIDOEI;YXVOaG5TdWNjZ
XNZIHWgUmVZb3m2VOY'w1'|IDDgZEVDUEthGLIE]'FCEFSZXNVdXJjZVRSCGUgPSBTTVQNQkVBT’IBBIFJ C28lemiTvwapc
v ] SwWgPSAawI HwglGwybwlzc2 TwbnnDbaswv] a2y IDngnVstBEIFBTcmlchprz52R3JhbnRWZCAQIGSlengCBSb
2x1cDNDZWNFZWQ?PSBOLDE?FCBszxTcOdeWSOszgPSBudWXsIngsz brrUcmFpbETKIDOgMIESODOINTOZI Hwg
31TvxRpb250awl TID0gwHY T IEpLhC AwmMSAXOT OXMZOXOSEFRFQOM | AwDC BRI Eds b2 JhbETuc3RhbmMNT SWagP SAwI HwgR
M1y 3ROV WX SZ2XI QP SEudwxs IHwgUmvhbcogPsEk 2wzhdwx v THRMT s 20 1hc2vk umvhbGogfcEsZwdp o3 RyevR 5 cGUgP
SBUdwxsIHwovxIsIDOQTISEIACECZ TnbmF Od=]TPo6Z%wHHk qUzx61 7Los SW2M1 ZCELTCR Y BNEZ /4 ORGK+OgxLALADVE
OYBLINpZ2 5 dHV}-‘ZT

<5 ﬂTﬂgKEyStDFE>

L4l

___b. Now verify that the html reports can still be generated correctly. In a command window, start

wsadmin from the profile’s bin directory with the following command:
wsadmin —lang jython —username wsaudit —password wsdemo

___c¢. Once the wsadmin shell has started, enter the following command to generate an html report

AdminTask.binaryAuditLogReader("-interactive”)
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___d. The interactive mode will prompt for input for the following questions. Enter the following:
= filename:
<profile_root>\logs\serverl\BinaryAudit<cellName>_<nodeName>_serverl.log

= outputLocation: C:\signedAuditReport.html
= Key Store Password: <blank>

= Data points: <blank>

= Timestamp filter: <blank>

= Report mode selection: basic

= Events filter: <blank>

= QOutcomes filter: <blank>

= Sequence filter: <blank>

= Select[F, C]: F

__e. Using Windows Explorer, go to C:\ and double click on signedAuditReport.html. This will open
the HTML report in a browser. Notice that the entries in this report look exactly like they did
before the signing was turned on.

Audit Records

Hostname wasThost00 . RepordTime Jul 1, 2008, 23:26:51

Record Number Event Type Qutcome

1] SECURITY_RESOURCE_ACCESS SUCCESS
CreationTime=Tue Jul 01 19:13:19 EDT 2008 Action=preinvoke MBean ProgMame=Server {module)
RemoteAddr=null RemotePort=null RemoteHost=null
ResourceMame=getState ResourceType=SM_MBEAN Resourcellniqueld=0

1 SECURITY_RESOURCE_ACCESS SUCCESS
CreationTime=Tue Jul 01 19:13:19 EDT 2008 Action=preinvoke MBean ProgMame=Server {module)
RemoteAddr=null RemaotePort=null RemoteHost=null
ResourceMame=getState ResourceType=5M_MBEAN Resourcellniqueld=0

2 SECURITY_RESQURCE_ACCESS SUCCESS
CreationTime=Tue Jul 01 23:24:20 EDT 2008 Action=preinvoke MBean ProgMName=Server {module)
RemoteAddr=null RematePort=null RemateHast=null
Resourcellame=getProcessType ResourceType=5SM_MBEAN Resourcellniqueld=0

3 SECURITY_RESOURCE_ACCESS SUCCESS
CreationTime=Tue Jul 01 23:24:44 EDT 2008 Action=execute command ProgMame=com.ibm websphere_management.cmdframe
RemoteAddr=null RermaotePort=null RermoteHost=null
ResourceMame=getNodeBaseProductVersion ResourceType=SM_COMMAND  ResourcelUniqueld=0

4 SECURITY_RESOURCE_ACCESS SUCCESS
CreationTime=Tue Jul 01 23:26:49 EDT 2008 Action=execute command Progiame=com.ibm_ws_security. audit.tools_binaryAudit
RemoteAddr=null RemaotePort=null RemaoteHost=null
ResourceMame=binaryAuditLogReader ResourceType=SM_COMMAMND  Resourcellniqueld=0
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Part 6: (Optional) Encrypt the audit logs

If the intention is to not just protect the integrity of the data, but actually encrypt it, that is possible as well.
In this part of the exercise, the log entries will be both encrypted and signed, but it certainly is possible to
encrypt them and not sign them.

The first step toward encrypting the log entries is to create a new key store and certificate specifically for
audit encryption.

1. Log into the console as wsaudit.
___a. This section requires being logged in as the wsaudit console user since it has auditor access.
2. Create a key store and certificate for audit encryption.

___a. Using the administrative console, logged in as wsaudit, go to the Security auditing page.
Click Audit encryption key stores and certificates under Related Items.

___b. Click New to create a new key store and certificate.

___c. For the name, enter AuditKeyStore and fore the Path enter C:\Program
Files\IBM\WebSphere\AppServer\profiles\AppSrv0l\properties\audit.p12. Enter wsdemo in
the Password fields and accept the default Type of PKCS12.

Security auditing rE

Security auditing: > Audit encryption key stores and certificates = New

Defines the keystoras used for storing the encryption certificate.,

General Properties The additional properties
will not be available until
# Marne the general properties for
|AuditKeyStnre this itern are applied or
saved,
# Path Additional Properties

|C:"-.I:'r0gram Files\IBM\WebSphere\ippServer profilashappSrediiproperties) audit. p:

# Password
|******

# Confirm password
|******

Tupe

| PKCE1Z ;||

Apply | Ok, | RRet | Cancel |

___d. Click OK and Save the changes.

___e. Next the actual certificate needs to be created. Click the AuditKeyStore in the Audit encryption
key stores and certificates page. On the right side, click Personal certificates under
Additional Properties.

___f. Click Create self-signed Certificate to create the new certificate.
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___g. Enter AuditEncryptionCertificate for the Alias and ibm.com for the Common name.
General Properties

Alias
|AuditEncr',l pticnCertificate

Wersion
X509 W3 x|

kKey size
1024 = || bit=
Carmrnaon name
|i|:irn.cnrn

# Validity period
|365 days

Drganization

Srganization unit

Locality

Statef/Province

Zip code

Country or region

Apply | Feset Cancel

__h. Click OK.
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3. Turn on encryption for the audit logs.
___a. Return to the Security auditing page and click Audit record encryption configuration.

___b. Check the Enable encryption box. Accept the default keystore of AuditKeyStore and the
default Certificate alias of auditencryptioncertificate.

General Properties

(iv Enable encryption )
The Audit kevstore containing the encryption certificate,
1 AuditHe','Stu:-re Mew...

g Cettificate in keystore
Cerificate aliaz

([esdenemptoncerrestoye]

C Create a new certificate in the selected keystore file

=
P
| PKCE1Z ;||
| Get Key File Aliases
spply | | ok | | Reset Cancel

__C. Click OK and Save the changes.
___d. Restart the application server to have the changes take effect.
4. View the audit log and take note that the log entries are now encrypted.

__a. Using a text editor, open the new BinaryAudit.log file. Notice that the file header now includes
encryption certificate information; otherwise the individual entries look much the same as they
did when the records were merely signed.

___b. Now verify that the html reports can still be generated correctly. In a command window, start
wsadmin from the profile’s bin directory with the following command:
wsadmin —lang jython —username wsaudit —password wsdemo
___¢. Once the wsadmin shell has started, enter the following command to generate an HTML report
AdminTask.binaryAuditLogReader("-interactive”)
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___d. The interactive mode will prompt for input for the following questions. Enter the following (note —
this time the key Store Password is required):

* filename:

<profile_root>\logs\serverl\BinaryAudit_<cellName>_<nodeName>_serverl.log

e outputLocation:

e Key Store Password:

e Data points:

e Timestamp filter:

e Report mode selection:
e Events filter:

e Outcomes filter:

e Sequence filter:

e Select[F, C]:

C:\encryptedAuditReport.html
wsdemo

<blank>

<blank>

basic

<blank>

<blank>

<blank>

F

__e. Using Windows Explorer, go to C:\ and double click encryptedAuditReport.html. This will open
the HTML report in a browser. Notice that the entries in this report look exactly like they did
before the signing and encryption was turned on.
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Part 7: (Optional) Verbose logging and reporting

Finally, for comparison, this section of the exercise turns on verbose audit logging and generates a report
with the complete mode.

1. Turn on verbose logging for security auditing.
___a. In the administrative console, return to the Security auditing page.
__b. Check the Enable verbose auditing box.
Security auditing rE
Security auditing

Security auditing provides a rmeans to gather and stare auditable event records to help
assure the integrity of the business computing environment.

General Properties

Related Ttems

™ Enable security auditing

Event tvpe filters
Audit subsystern failure action ] ] )
_I Audit service provider

| Lag warning

Audit event factory configuration

Prirnary auditor user name Audit encryption key stores and

Audit record encreption configuration

r Enable batching of Audit record signing configuration
t
suants Audit rmonitor
( F Enable wverbose auditing )
Apply | Reset |

___c. Click Apply and Save the changes.

2. Inordertoread the log files in clear text, disable both signing and encryption.
___a. Inthe Security auditing page, click Audit record encryption configuration.
___b. Uncheck Enable encryption and click OK.
___c. Save the changes.

___d. In order to turn off signing, you will need to be logged into the console as an administrator user.
Logout of the wsaudit session and login as wsdemao.

___e. Return to the Security auditing page and click Audit record signing configuration.

__f. Uncheck Enable signing and click OK.
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___g. Save the change.

them.
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Restart the application server to have these changes take effect.

Open the BinaryAudit.log in a text editor. Notice that the entries have additional information in

Next, using wsadmin, generate an html report using the same process as before, but enter

complete for the reportMode and C:\completeAuditReport.html for the outputLocation.

basic reportMode.

Open the new audit report and notice that it also has more information than was available with the

Record Number

0

CreationTime=Wed Jul 02 00:33:54 EDT 2008
RegistryType=null
RemoteAddr=null
ResourceMame=getState
LastEventTrailld=217888643
AuthnType=null
MappedSecurityDomain=null
DelegationType=null
FirstCaller=null
AccessDecision=authnSuccess
PermissionsChecked=null
RolesGranted=null
TargetinfoName=null

DutcomeReasonCode=6

1

CreationTime=Wed Jul 02 00:33:54 EDT 2008
RegistryType=null
RemaoteAddr=null
ResourceMame=getState
LastEventTrailld=217888643
AuthnType=null
MappedSecurityDomain=null
DelegationType=null
FirstCaller=null
AccessDecision=authnSuccess
PermissionsChecked=null
RolesGranted=null
TargetinfolName=null

DutcomeReasonCode=6
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Audit Records

Hostname wasThost00 - ReportTime Jul 2, 2008, 00:45:06

Event Type
SECURITY_RESOURCE_ACCESS
Action=preinvoke MBean
Domain=global
RemotePort=null
ResourceType=SM_MBEAN
EventTrailld=217888643
Provider=null
MappedRealm=null
RoleMame=null
CallerList=null
PolicylMame=null
PermissionsGranted=null
MgmtType=null
TargetinfolUniqueld=null

SECURITY_RESOURCE_ACCESS
Action=preinvoke MBean
Domain=global
RemotePort=null
ResourceType=SM_MBEAN
EventTrailld=217888643
Provider=null
MappedRealm=null
RoleMame=null
CallerList=null
PolicylMame=null
PermissionsGranted=null
MgmtType=null
TargetinfolUniqueld=null

Qutcome

SUCCESS
Proghame=Server {module)
Realm=defaultWIMFileBasedFealm
RemoteHost=null
ResourcelUniqueld=0
Globallnstanceld=0
ProviderStatus=null
MappedUseame=null
ldentityMame=null
TerminateReason=null

PolicyType=null
RolesChecked=M/A
MgmtCommand=null
Url=h7a

SUCCESS
Proghame=Server {module)
Realm=defaultWWIMFileBasedRealm
RermoteHost=null
ResourceUniqueld=0
Globallnstanceld=0
ProviderStatus=null
MappedUserMame=null
IdentityMame=null
TerminateReason=null
PolicyType=null
RolesChecked=M/A
MgmtCommand=null
Url=N/A
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What you did in this exercise

In this lab you learned how to enable security auditing for WebSphere Application Server Network
Deployment V7. You created an auditor user, configured and enabled auditing, and viewed the text based
log files and the generated html report. In the optional parts of this exercise, you created a new event filter,
digitally signed the audit log entries and the encrypted them. Finally, you switched the auditing level to
verbose and generated a “complete” audit report.
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