
This presentation will show you how to receive a CA signed certificate to use with 

Sterling Connect:Direct® for z/OS®. You will learn how to receive the CA signed 

certificate and import issuer certificates by using IBM GSKKYMAN, which is a 

component of z/OS.
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Your certificate authority will return your signed certificate together with the issuer 

certificates. In this example, you have a root and one intermediate certificate that is part 

of the certificate chain. You will now add these certificates to your key database.
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You must paste the contents of the signed certificate into a newly allocated text file. 

Copy from the beginning of the begin new certificate line to the end of the end new 

certificate line. Once pasted, press enter after the end of the last line and save the file.

You must then create further text files for each of the issuer certificates you receive 

from your certificate authority or CA. Then, you must transfer your certificates to your 

zSeries UNIX® System Services folder. Try to avoid the use of cut-and-paste instead of 

a transfer as pasting can be unreliable and introduce characters that will make the 

certificates unreadable. 
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To receive a CA signed certificate and import issuer certificates to a z/OS key database, 

you need to access the GSKKYMAN application by using UNIX System Services or 

USS. If you are not already in OMVS or GSKKYMAN, key in 6 on the command line to 

enter TSO or workstation commands and press enter. 
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On the ISPF Command Shell panel, key in OMVS to access UNIX System Services. 

Press enter to continue.
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On the UNIX System Services panel, enter gskkyman to display the GSKKYMAN 

application menu options.
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From the Database Menu panel, you must select option 2 to open an existing database. 

Press enter to continue.
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You will see a request to enter a key database name. You must key in the name for 

your existing key database and enter to continue. You can return to the Database Menu 

by leaving the field blank and press enter if you want to continue later.
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You will now see a request to enter a database password. Key in the database 

password and press enter to continue.
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You will now navigate to the key management menu in GSKKYMAN to import the issuer 

certificates and the newly requested certificate received from the certificate authority. 

Key in 7 to Import a certificate and press enter to continue.
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You must start with the CA root certificate. Under Enter import file name, you will enter 

the name of the CA root certificate file. Press enter to continue.
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You will then key in a label for your CA root certificate and press enter to continue.
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You will then see a message that confirms that the certificate was imported 

successfully. Press enter to continue.
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Once you import your CA root certificate, you will then import any other issuer 

certificates now. In the example, the intermediate certificate is imported.
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Once you imported the issuer certificates, you will use option 5 to receive the newly 

requested certificate. Key in 5 and press enter to continue.
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Under Enter certificate name, you will key in the file name of the signed certificate. 

Press enter to continue.
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You will see a certificate received message to confirm that your signed certificate was 

received successfully. Press enter to continue.
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Once your certificate is received, you will now exit GSKKYMAN. 
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In this presentation, you learned how to receive a CA signed certificate. You can learn 

how to create a “certificate signing request” in module “GSKKYMAN Part 3 - create a 

new certificate request”. Information about how to create a self-signed certificate can be 

found in module “GSKKYMAN Part 2 - Creating a Self-Signed Certificate”. How to 

create a key database information is in module “GSKKYMAN Part 1 - Creating a Key 

Database”.
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