IBM Tivoli Netcool/OMNIbus 7.3.1

Re-create file-based tipadmin account after deletion

© 2013 IBM Corporation

In this IBM Tivoli® Netcool/OMNIbus 7.3.1 training module, you learn how to re-create the
file-based tipadmin account after it is deleted.

recreate_tipadmin_account_after_delete_v2.ppt Page 1 of 62



After you have completed this training module, you can accomplish these tasks:
* Find an alternate iscadmin account

* Log in to the eWAS administrative console

* View and change the default federated repository

* Change the primary account on the file-based repository

* Re-create the tipadmin account

2 Re-create file-based tipadmin account after deletion © 2013 IBM Corporation

After you have completed this training module, you can accomplish these tasks to re-
create the file-based tipadmin account:

- Find an alternate iscadmin account

- Log in to the eWAS administrative console

- View and change the default federated repository

- Change the primary account on the file-based repository

- Re-create the tipadmin account
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* The tipadmin account is the default Tivoli Integrated Portal administrative account
— It is the default administrative account for the file-based repository
— It is the primary |D for the user registry in the TIPRealm
— It is used for wasadm.sh and tipcli.sh administrative commands

* Deleting the tipadmin affects these functions:
— Creating user accounts
— Exporting and importing
— Migrating and upgrading
— Installing fix packs
— Cloning functions
— Maintaining the Federated Repository

Re-create file-based tipadmin account after deletion © 2013 IBM Corporation

The tipadmin account is the default Tivoli Integrated Portal administrative user account. It
is created in the file-based federated user repository and is the primary ID for the
TIPRealm user registry. It is the documented account that is used for creating accounts,
both export and import functions, migrations, upgrades, fix pack installations, cloning
functions, and maintenance tasks for the federated repository. All of these functions stop
working correctly after this account is deleted. If the tipadmin account is deleted, you
follow the steps in this training module to re-create the account and restore application
functions.
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Log in to the IBM Tivoli Integrated Portal

Log in to IBM Tivoli Integrated Portal with an administrative user account

4 Re-create file-based tipadmin account after deletion ©2013 IBM Corporation

Log in to IBM Tivoli Integrated Portal with an administrative user account. Check the
current settings for the federated repository.
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Open the WebSphere administrative console

Perform these actions:
= Expand the Settings folder and click WebSphere Administrative Console

= Click Launch WebSphere administrative console in the right pane

st console will also terminate your connection to this consolt
‘window rather than logging out.

5 Re-create file-based tipadmin account after deletion ©2013 1BM Corporation

After you log in, open the WebSphere® administrative console.
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Open Global security

Expand the Security folder and click Global security

B Users and Groups

Tesubleshooting

6 Re-create file-based tipadmin account after deletion © 2013 1IBM Corporation

In the WebSphere administrative console, expand the Security folder and click Global
Security.
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Configure the federated repository (1 of 16)

Click the Configure button

Security Configuration Wizard |

Administrative security

Security Configuration Report

Asthenticatio
2 oo Authenticatior
7| Enable administrative securi ty * & uasccslss thenticatio

Secw @ L1oa
@ Environment Kerberos
B System » dministration Apphication secunity Karberos
T o e Groes 7] Enable application security SWAM (d
Authenticatios
B Troubleshooting thent
Java 2 security @ Web se
Use Java 2 security to restrict application access to local resources
Warn if applications are granted custom permissions a8
Restrict access to resource authentication data lsecadison
[;( 7| Use
< acictey das
v | Configure... Set as curren t ———
7 Re-create file-based tipadmin account after deletion

oot et setur

© Servers Global security

B Applications Use this panel & Gure and the default security policy. This sec.
functions a ed a3 a default security policy for user applications. Security domains can b

B Servic pplications.

B Secunty

© 2013 IBM Corporation

Assuming that you are currently using the federated repository, the default option for the
realm definition, click the Configure button to open the Federated Repository

configuration menu.
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Perform these actions:
= Scroll down the page to see the configured repository sources

= |n this example, you can see both an ObjectServer and a file-based repository

8 Re-create file-based tipadmin account after deletion ©2013 1IBM Corporation

The configured repository sources are listed in a table at the bottom of the page. Scroll
down the page to view them. Only one of these two repositories can be defined as the
default repository. The default repository is the repository that IBM Tivoli Integrated Portal
uses when creating new user accounts through both the Manage Users and Manage
Groups menus.
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Configure the federated repository (3 of 16)
o ) J

0

Perform these actions:
= Copy the text value for the file-based repository

= Click the Supported entity types link

4| Ignore case for authorization

Repositories in the realm

[ Add Base entry to Realm. ] Usa built-in repository | Remove |

Select Base Entry Repository I1dentifier Repository Type

You can administer the following resources:

mmﬁ. InternalFileRepository | File
s

g=netcoolObisctServerRepository NetcoolOblectServer Custom

| Properties

Apply | [OK] [Reset | | Cancel |

9 Re-create file-based tipadmin account after deletion © 2013 1IBM Corporation

The first step is setting the default repository to be the file-based repository. Copy the base
entry name from the file-based repository. Click the Supported entity types link.
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Configure the federated repository (4 of 16)

Click the Group menu option

Global security 43

Global security > Federated repositories > Supported entity types
Use this page to configure entity types that are supported by the member repositories.

Preferences

e
DR
Entity Type Base Entry for the Default Parent { Relative Distinguished Name Properties {
You can administer the following r :
o=netcoolObj verR y cn
OrgContainer o=netcoolObj Vi h tory o;ouidcicn
PersonAccount o= Obj verR itory vid
Total 3
10 Re-create file-based tipadmin account after deletion © 2013 1IBM Corporation

In this example, the ObjectServer repository source is currently the default repository
source. You change this setting to the file-based repository source, starting with the group
entity type.
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Configure the federated repository (5 of 16)

Perform these actions:
= Paste the copied file-based repository string into the Base entry for the default parent field

* Click the OK button

Global security > > entity types > Group

Use this page to configure antity types that are supported by the membaer repesitories.

Global security > Federated repositories > Supported entity types > Group

Use this page to configure entity types that are supported by the membar repositories.
General Properties

General Properties

+ Entity type ‘ 1 '
+ Base aniry for the default parant /

[} ¢ Relstive Distinguished Name properties

* Entity type

antry for the default parent
o=defaultWiMFileBasedR ealm

+ Ralative Name

[l [Reset] [ Concet ]
@

Re-create file-based tipadmin account after deletion

K] [Raset ] [Cancel |

"

©2013 BM Corporation

Paste the base entry name from the file-based repository into the Base entry for the

default parent field. This is for the Group entity type.
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Configure the federated repository (6 of 16)

Perform these actions:
= Click the Save link to confirm the change

= Click the OrgContainer link

Global security > Eederated repositories > Supported entity types
Use this page to configure entity types that are supported by the member repositories.

@ Preferences
e
Entity Type [} Base Entry for the Default Parent Relative Distinguished Name Properties <

You can administer the following resources:

o | Gwmue omdefaultWiNFileBasedR esim o
o Qracent i3 olousdcien
wid

Total 3

12 Re-create file-based tipadmin account after deletion
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You are prompted to save the change to the entity type. Make sure you click the Save link

to confirm the change.
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Configure the federated repository (7 of 16)

Perform these actions:
= Paste the copied file-based repository string into the Base entry for the default parent field
= Click the OK button

[Globatsecorty _________________________________________7.]
Global security > Federated repositories > Supported entity types > OrgContainer

Use this page to configure entity types that are supported by the member repositories

Global security > Federated repositories > Supported entity types > OrgContainer

Use this page to configure entity types that are by the member

Genaral Properties

General Properties

+ Entity type
* Entity type 2Containe

: / @ * Base entry for the default parent
* Base entry for the default parent ™ o=defautWiMFileBasedRealm
o= netcooiObectServark opositon]

+ Relative Distinguished Name properties
o10usderen

* Relative Distinguishad Name properties
oiousdcicn

k| [Reset | [ Cancel | Acply | @ Reset | | Cancel |
13 Re-create file-based tipadmin account after deletion ©2013 1BM Corporation

Paste the base entry name from the file-based repository into the Base entry for the
default parent field. This is for the Orgcontainer entity type.

recreate_tipadmin_account_after_delete_v2.ppt Page 13 of 62



Configure the federated repository (8 of 16)

Perform these actions:
= Click the Save link to confirm the change

= Click the PersonAccount link

B Messages
8 Changes have been made & ur local configuration. You can:
® Save directly to the master i ion.
i N 2 2

® Review changes before arding
& The server may need to be restarted for these changes to take
effact.
Global >E > Supp entity types
Use this page to configure entity types that are supj by the
Preferences
w4 N
Entity Type & Baze Entry for the Default Parent  Relative Distinguished Name Properties £
You can the
Group o=defaultWIMFileBasedRealm en
“ y uid
Total 3
14 Re-create file-based tipadmin account after deletion
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You are prompted to save the change to the entity type. Make sure you click the Save link

to confirm the change.
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Configure the federated repository (9 of 16)

Perform these actions:
= Paste the copied file-based repository string into the Base entry for the default parent field
= Click the OK button

et ]
Global security > Federated repositories > Supported entity types > PersonAccount

Global security > Federated repositories > Supperted entity types > PersonAccount
Use this page to configure entity types that are supported by the membaer repositories.

ool e o Use this page to configure entity types that are supported by the membar repositories

General Properties

+ Entity type @ s
PersonAccount Entity type

* Base entry for the default pm.mr/— T
o netcooiObrectsorark oponiton] * Basa entry for the default pacent

omdefaultwIMFileBasedR ealm|

* Relative Distinguished Name properties
. * Relative Distinguished Name properties

OK| R C I |
[oK] [Reset] [ Cancel | (o) [oK] [Reset] [Cancel |

®/'

15 Re-create file-based tipadmin account after deletion © 2013 1IBM Corporation

Paste the base entry name from the file-based repository into the Base entry for the
default parent field. This is for the PersonAccount entity type.
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Configure the federated repository (10 of 16)

Perform these actions:

= Click the Save link
— The change is confirmed
— The file-based repository is configured as your default repository

= Click the Federated repositories link

Global secyrity > Federated reposgories > Supported entity types
Use this page to configure entity s that are supported by the member repositories.

@ Preferences

(D)
TS

Entity Type & Base Entry for the Default Parent & Relative Distinguished Name Properties &
You can administer the following resources:

Group o=defautWiMFieBasedRealm o

Entity Type & Base Entry for the Default Parent & Relative Distinguished Name Properties
f
You can administer the following resources: S
Groug o=defauktWiMFieBasedRealm o f uid
QraCont Total 3
emdetely -

Total 3
16 Re-create file-based tipadmin account after deletion © 2013 1IBM Corporation

You are prompted to save the change to the entity type. Make sure you click the Save link
to confirm the change. After saving the change, click the Federated repositories link.
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Scroll down the page and click the OK button

Server identity that is stored in the repository

Y| Ignore case for authorization

Repositories in the realm:

Configure the federated repository (11 of 16)
o ) J

[ Add Base en try to Realm... ] Use built-in repository Remove
Select Base Entry R y U R Type
You can the following
o=defaultWIMFileBasedRealm InternalFileRepository | File
o=netcoolOblectSarver NetcoolOblectServer Custom
Additional Properties Related Items

Manage repositories

Trusted suthentication realms -

inboynd

Apply | [OK| | Reset | [ Cancel |

17 Re-create file-based tipadmin account after deletion
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To make sure that the changes to the entity type are saved correctly, go back through the
navigation menus and apply the changes. Start this on the federated repository menu.

Click the OK button.
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Configure the federated repository (12 of 16)

Click the Save link to confirm the change

B Messages

& Changes have been made to your local configuration. You cant

. directly to the master configuration.
R changes before saving or discarding.

& The server may need to be restarted for these changes to
take effect

Global security > Federated repositories

By federating repositories, identities stored in multiple repositories can be managed in a
single. vitual realm. The realm can consist of identities in the file-based repository that is
built into the system, in one or more external repositories, or in both the built-in repository
and one or more external repositories

General Properties

+ Realm name
TiPRealm

* Primary administrative user name
tipadmin

Server uver identity

9 Automatically generated server identity

Re-create file-based tipadmin account after deletion
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You are now prompted to save your changes. Click the Save link.
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Configure the federated repository (13 of 16)

Click the Global security link

~

Global security > Federated repositories

8y fadarating repositories, Kantities stored In multiple repasitories can be managed in
ingle. vi -

+ Realm name
TIPReslm

¢ Primary administrative user name
tipadmin

Server user identity
Q Automatically generated server identity

Saerver identity that is stored in the repository

¥ 1gnore case for authorization

Repositories in the realm.

Add Base entry to Realm... ]

Use built-in repository || Remove |
Select Base Entry Reposttory ldentifier

Repository Type
You can administer the following resources

Re-create file-based tipadmin account after deletion
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Click the Global Security link to confirm your changes on the final menu
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Configure the federated repository (14 of 16)

Scroll down the page

a
Global security
Use this panel to configure administration and the default application security policy. This security configuration appl

functions and is used as a default security policy for user applications. Security domains can be defined to override |
applications.

Security Configuration Wizard ] Security Configuration Report

Administrative security

Authentication
Authentication mechanisms and ex

7| Enable security * & waerroles
!

9 Lrea

Kerberos and LTPA
Application sacwrity Karberos confiquration

/| Enable application security SWAM (deprecated): No auther

Aythentication cache settings
Java 2 sacurit
v Wab security
Use Java 2 security to restrict application access to local resources
Warn if applications are granted custom permissions a8 o |
Restrict access to resource authentication data S SOMEAREN BRE e
Y| Use reaim-qualified user nam

User account repository

m definition

Available realm definitions

Federated repositories v | Configure... | | Setas current
20 Re-create file-based tipadmin account after deletion
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The Global Security menu is the last one that you need to use to confirm your changes.

Scroll to the bottom of the page.
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Configure the federated repository (15 of 16)

Click the Apply button

Administrative security

Authe:
7] Enable administrative security A
*un
Ke
Application security Ks
Y| Enable application security sw
Authen
Java 2 securil ty @ we
Use Java 2 security to restrict application access to local resources
Warn if applications are granted custom permissions e
Restrict access to resource authentication data a
7 v
epository
m definition L\“
epositorie s
Available realm definitions E':‘]‘(
Federated repositories - Configure... | Set as current | g—
Apply | [ Reset

Re-create file-based tipadmin account after deletion
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Click the Apply button to confirm the changes.
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Configure the federated repository (16 of 16)

Perform these actions:
= Click the Save link to confirm the changes

= Click Logout in the upper right of the window

fined. The Web brovser defaults the dom:
icted to the applic

. :
& The server may need to be restarted for these changes to take effect.

ty policy for user apphcations. Sec E? be define 0 ove

[ Security Configuration Wizard ] Security Configuration Report
Administiativesecurity  Authestication
B mcti security * Admiviatatvevsercoles  Authentication mechanisms an de
Adminigirative croys roles
Agminiatrative authentication @ Lrea
Kerberos and LTPA
Applucation security Karberos configuration
22 Re-create file-based tipadmin account after deletion

Logout

© 2013 IBM Corporation

After clicking the Save link on this page, the changes are saved. Log out of the console to
prepare for a Tivoli Integrated Portal restart so that the changes can take effect.

recreate_tipadmin_account_after_delete_v2.ppt

Page 22 of 62



Stop and restart the IBM Tivoli Integrated Portal server

Re-create file-based tipadmin account after deletion © 2013 IBM Corporation

Stop and restart the IBM Tivoli Integrated Portal server so that the changes to the default
repository take effect.
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O
)

Perform these actions:

= Click Search

= Log in to the Web GUI, expand the Users and Groups menu,

and click Manage Users

Welcome m
My Startup Pages WIM User Management
- Users and Groups Search for Users
Role Management
e Search by * Search for * Maximurmn results
Group Roles Userld v [ 100
Manaqe Users
mnxt Groups Search
Setting:
+) Administration g users matched Lt BIVTIREATEN
+ Availability
< Troubleshooting and Support Create. Delete | Select an action
Select UserID  Firstname Lastname E-mad
obe
Page 1of1
24 Re-create file-based tipadmin account after deletion

Total: 6

©2013 1IBM Corporation

After the IBM Tivoli Integrated Portal is restarted, log in to the Web GUI as administrative

user and open the Manage Users menu.

You can see a list of the currently available user accounts and the authentication source
that they exist in. You use this information when searching for a user account with the

iscadmin role.
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Welcome

(=] Users and Groups
* Role Management
« User Roles
* Group Roles
Manage Users
Manage Groups
(+] Settings
(+) Administration
(4] Availability
'+ Troubleshooting and Support

25

Configure a new iscadmins account (2 of 4)

Click User Roles in the left navigation menu

N User Roles

Related 1
Use this page to manage roles for users. You can search users and add/remove roles for a selected user.

Available Users

Assign roles to a selected user

First name: Last name.

User 1D E-mail

Number of results to display

0 v

User ID

« First Name Last Name Roles E-mail

Re-create file-based tipadmin account after deletion
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Now, you open the User Roles menu to search for an account with the iscadmins role.
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Perform these actions:
* Type iscadmin in the filter field

» Click Search

First name Last name:
User ID: E-mail:
Number of results to display:
20 L4
[SI
=
15¢]
User ID ~ First Name Last Name Roles E-mail
None
26 Re-create file-based tipadmin account after deletion © 2013 IBM Corporation

Filtering the search in this way results in returning only user accounts with the iscadmin
role defined.
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Find an iscadmin account in the list

v ISC
User ID « First Name~ Last Name- Roles E-m -
ncoadmin ncoadmin tivoli administrator, iscadmins
webadmin  webadmin  webadmin

ncw_user, adl%mstrator, chartAdministrator, ncw_admin, monitor,

iscadmins, netcool_rw
‘{

)
Total: 6

27

Re-create file-based tipadmin account after deletion ©2013 1IBM Corporation

The iscadmin account is used as a temporary WIM registry. In this example, the user
account is webadmin. However, you can also use the ncoadmin account for this process.
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Stop the IBM Tivoli Integrated Portal server

Re-create file-based tipadmin account after deletion © 2013 IBM Corporation

Stop the Tivoli Integrated Portal server to start the changes to the file-based realm primary
ID.
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Perform these actions:

= Find the security.xml file under this directory:
TIPHOME!/profiles/TIPProfile/config/cells/TIPCell/security.xml

= Open the file for editing after making a backup copy

.1/profiles/TIPProfile/config/cells/TIPCell/security.xml] [N

29 Re-create file-based tipadmin account after deletion ©2013 1BM Corporation

The setting that needs to be changed is in the security.xml configuration file. Make a
backup of this file and then open it for editing.
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Perform these actions:

= Search for the line (shown in the screen capture) for the primaryAdminid
By default this ID is the tipadmin user account

= Change the tipadmin account to the new iscadmin account that you found previously
In this example, the account is webadmin

= Save your changes

30 Re-create file-based tipadmin account after deletion ©2013 1BM Corporation

The primaryAdminld is the iscadmins account that is used to access and administer the
file-based realm. By default, the tipadmin user account is set as the primaryAdminld.
Change this value to the new iscadmins account to create users and groups in the file-
based repository again.

recreate_tipadmin_account_after_delete_v2.ppt Page 30 of 62



Restart the IBM Tivoli Integrated Portal server

N Re-create file-based tipadmin account after deletion ©2013 1BM Corporation

Restart the IBM Tivoli Integrated Portal server so that the new settings take effect.
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Configure a new tipadmin account (1 of 8)

Log in to the Tivoli Integrated Portal server with the iscadmin account that was set as the
primaryAdminid

Tivoli

32 Re-create file-based tipadmin account after deletion ©2013 IBM Corporation

Log in to the Tivoli Integrated Portal server by using the new iscadmins account.
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= Click Manage Users in the left navigation pane

Configure a new tipadmin account (2 of 8)

= In the WIM User Management pane, click the Create button

© Welcome
My Startup Pages WIM User Management
(=) Users and Groups Search for Users
* Role Management
* User Roles M| search by + Search for * Maximum results
=1 Group Roles UserlD ~ [* [100
[+) Settings
(+) Administration S users matched the search criteria.
(+) Availability .
1 [ = =3
() T and Supp  Create... | [Delete | Select an action - (@[Sl |
4 Select User ID First name Last name E-mail Unique Name }
ncoadmin ncoadmin  tivoli uid=ncoadmin,o=netcoolObjectServerRepository
neoyser ncouser tivoli uid=ncouser,omnetcoolObjectServerRepository
nobody Nobody uid=nobody,o=netcoolljectServerrepository
root Root User uidwroot,0=netcoolObjectServerRepository
webadmin webadmin webadmin uid=webadmin,o=netcoolObjectServerRepository
_Page 1 of 1 Total: S
33 Re-create file-based tipadmin account after deletion
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Open the Manage Users menu so that you can create the new tipadmin account. Click the

Create button to create the new tipadmin account.
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Configure a new tipadmin account (3 of 8)

Create a new tipadmin user account

WIM User Management

Create a User

[I,‘:'EETJD . L Group Membership ]
tipadmin b

* First name *Last name

{tip {admin

E-mail

*Password
I........

* Confirm password
L L L L L X X ]

[Create ] [ Cancel ]

34 Re-create file-based tipadmin account after deletion © 2013 1IBM Corporation

Enter tipadmin for the User ID. You can set the first name, last name, and password fields
to the values that you prefer. Then, click the Create button to create the user account.
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Configure a new tipadmin account (4 of 8)

Click the Close button

WIM User Management

ﬂ The user was created successfully,

tipadmin

[ Create Like ][Close]

35 Re-create file-based tipadmin account after deletion © 2013 1IBM Corporation

You are prompted to create additional user accounts. This is not needed. Click the Close
button to complete the account creation.
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Configure a new tipadmin account (5 of 8)

Search your user accounts to verify that the tipadmin account is created in FileBasedRealm

WIM User Management

Search for Users

Search by C Search for * Maximum results
UserlD v [* [100

S users matched the search criteria.

EE,.”] [ Delete Select an action v |§”E“E"L| |
Select User ID First name Last name E-mail Unique Name ‘
necoadmin ncoadmin  tivoli uid=ncoadmin,o=netcoolObjectServerRepository |
neoyser  ncouser tivoli uid=ncouser,o=netcoolObjectServerRepository
nobody Nobody uid=nobody,o=netcoolObjectServerRepository
root Root User uid=root,o=netcoolObjectServerRepository
ko adon ol admin) b
webadmin webadmin webadmin uid=webadmin,o=netcoolObjectServerRepository
Page 1 of 1 _Total: 6
38 Re-create file-based tipadmin account after deletion
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Now, when you search your user accounts from the Manage Users menu, the tipadmin

accountis in FileBasedRealm.
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« Welcome
My Startup Pages
(= Users and Groups
* Role Management
.
« Group Roles
« Manage Users
+ Manage Groups
(+] Settings
(+) Administration
s Availability
(+] Troubleshooting and Support

37

Configure a new tipadmin account (6 of 8)

Click the User Roles link in the left navigation menu

User Roles

[ Relsted Tosks v]

Use this page to manage roles for users. You can search users and add/remove roles for a selected user.

Available Users

-l ?

Assign roles to a selected user.

First name: Last name:

User 1D: E-mail:

Number of results to display:

20 v

User ID « First Name Last Name

None

Re-create file-based tipadmin account after deletion

Roles

E-mail

© 2013 IBM Corporation

Open the User Roles menu to confirm the tipadmin user account settings.
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Qo

Search for users with the iscadmins role by filtering on isc

First name:

Last name:

User ID: E-mail:

Number of results to display:

20 v

—_— &

S!tsch <=
User ID ~ First Name Last Name Roles
None

38

Re-create file-based tipadmin account after deletion

I1SC

E-mail

©2013 1IBM Corporation

Click the Search button to locate the tipadmin account.
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User ID + First Name~ Last Name~ Roles

ncoadmin  ncoadmin  tivol administrator, iscadmins

upal

Verify that the tipadmin account exists and has the correct roles

tipa Wft} tip admin chartAdministrator, monitor, iscadmins

39 Re-create file-based tipadmin account after deletion

18C

E-m

)

Total: 6

A

111

©2013 1IBM Corporation

Here, you see the tipadmin user account. The roles that were originally assigned to the
account are automatically remapped to the username. This confirms that the account was
created in the correct user repository source with the correct user roles. Log out of the
Tivoli Integrated Portal server so that you can finish configuring the tipadmin account.
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Stop the IBM Tivoli Integrated Portal server
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Stop the IBM Tivoli Integrated Portal server so that you can set the server.xml file back to
the default values.
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Open the security.xml file for editing
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Open the security.xml file for editing.
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Find the primaryAdminld and change the user account back to tipadmin
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Find the primaryAdminld. This value is the one that was changed to the temporary
iscadmins account. Change this value back to the tipadmin account.
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Restart the IBM Tivoli Integrated Portal server

Re-create file-based tipadmin account after deletion © 2013 IBM Corporation

After restarting the IBM Tivoli Integrated Portal server, the changes to the security.xml file
take effect.
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Configure the federated repository (1 of 13)

* Log in to the WebSphere administrative console and select Federated repositories

= Verify that both an ObjectServer and a file-based repository are defined

 —
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——————— —
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Re-create file-based tipadmin account after deletion
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Verify that both an ObjectServer and a file-based repository are defined.
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Log in to the WebSphere administrative console and select Federated repositories.
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Configure the federated repository (2 of 15)

Perform these actions:
= Copy the base entry value for the ObjectServer repository

= Click Supported entity types

¥| 1gnore case for authorization

Repositories in the realm:

Apply | [OK| | Reset | | Cancel |
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[ Add Base entry to Realm... ] Use built-in repository || Remove
Select Base Entry Repository Identifier Repository Type
You can the f g r
o=defaultWIMFileBasedRealm InternalFileRepository File
QOIC r%-':. rverRepositon N 1 Custom
Additional Properties Related Items
"4 xtensi r i Y Manage repositories

© 2013 IBM Corporation

In this example, the ObjectServer repository source was originally set as the default
repository source. Set this back as the default source. Start by copying the Base Entry
value for the ObjectServer. Then, click the Supported entity types link.
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Configure the federated repository (3 of 15)

Click the Group link

Global security TE

Global security > Federated repositories > Supported entity types
Use this page to configure entity types that are supported by the member repositories.

@ Preferences

Laadibiy

v
Entity Type £ Base Entry for the Default Parent { Relative Distinguished Name Properties {
You can administer the following resources:
Group o=defaultWIMFileBasedRealm cn
OrgContainer o faultWIMFileBasedRealm ojou;dcicn
PersonAccount o=defaultWIMFileBasedRealm uid
Total 3
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In this example, the file-based source was set as the default repository source. Change
this setting back to the ObjectServer repository source. Start with the Group entity type.
Click the Group link.
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Configure the federated repository (4 of 15)

Update the value of the Base entry for the default parent with the value copied earlier

Global security TE I
Global security > Federated repositories > Supported entity types > Group

Use this page to configure entity types that are supported by the member repositories.
General Properties

#* Entity type

Group

+ Base entry for the default parent /

Io-netcooIOb)octSQrvchepository |

+ Relative Distinguished Name properties
=

m‘ ﬂ] Rcsct] Canccl]
N

47
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Paste the base entry value for the ObjectServer repository into the Base entry for the
default parent field for the Group entity type.
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Configure the federated repository (5 of 15)

Perform these actions:
= Click the Save link
= Click the OrgContainer link

B Messages

8> Changes have been made to your local configuration. You can:
® Save directly to the master configuration.

/ - W_:.gh-ngu before saving or discarding.
& The server may need to be restarted for these changes to take
Fact.

Global > d d > Supported entity types

Use this page to configure entity types that are supp: by the b,

@ Preferences

5

Entity Type £ [Base Entry for the Default Parent | Rel -] Name =
You can the

Scoup o= Y en

OrgContainer o=defaultWIMFileBasedRealm ojourdcien

Total 3
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You are prompted to save the change to the entity type. Make sure you click the Save link

to confirm the change.
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Configure the federated repository (6 of 15)

Update the value of the Base entry for the default parent with the value copied earlier

Global security 7 E
Global security > Federated repositories > Supported entity types > OrgContainer

Use this page to configure entity types that are supported by the member repositories.
General Properties

#* Entity type

[Crch’wtamer

+ Base entry for the default parent <=
[o-nctcoolObjoctServchepository |

#+ Relative Distinguished Name properties
Io:ou:dc:cn

Apply] @ Reset Cancel
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Paste the base entry value for the ObjectServer repository into the Base entry for the
default parent field for the OrgContainer entity type.
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Configure the federated repository (7 of 15)

Perform these actions:
= Click the Save link

= Click the PersonAccount link

B Messages

8 Changes have been made to your local configuration. You can:

- directly to the master configuration.
. R changes before saving or discarding.
8> The server may need to be restarted for these changes to take

effect.

Global > E ies > Supported entity types
Use this page to configure entity types that are supported by the member repositories.

@ Preferences

B
Entity Type & Base Entry for the Default Parent {  Relative Name z
You can the
Group 1Ob; o y cn
OraC | el v osousdeien
Pe: t defaultwi dRealm uid
Total 3
S0 Re-create file-based tipadmin account after deletion © 2013 1IBM Corporation

You are prompted to save the change to the entity type. Make sure you click the Save link
to confirm the change.
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Configure the federated repository (8 of 15)

Update the value of the Base entry for the default parent with the copied value

Global security ?-

Global security > Federated repositories > Supported entity types > PersonAccount
Use this page to configure entity types that are supported by the member repositories.
General Properties
#+ Entity type

t ]

4+ Base entry for the default parent
Io- |ObjectServerR itory

+ Relative Distinguished Name properties
[uid

r;;m-] ﬁ] Rcset] Canccl]
ks
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Paste the base entry value for the ObjectServer repository into the Base entry for the

default parent field for the PersonAccount entity type.
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Configure the federated repository (9 of 15)

Click the Save link

Global security ?

B Messages

& Changes have been made to your local configuration. You can:
e Sape directly to the master configuration.
. g;ﬁz‘ changes before saving or discarding.

&> The server may need to be restarted for these changes to take
effect.

Global ity > Fed d itories > Supported entity types

Use this page to configure entity types that are supported by the member repositories.

Preferences

E> ko
Entity Type £ Base Entry for the Default Parent { Relative Di hed Name P )
You can the f
Group IOb; d y en
QrgContainer o=netcoolObjectServerRepository osousdeien
ParsonAccount 1Ob; ver Y uid
Total 3
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You are prompted to save the change to the entity type. Make sure you click the Save link
to confirm the change.
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Configure the federated repository (10 of 15)

Perform these actions:
= Verify all three entity types are now set to your original default parent
= Click the Federated repositories breadcrumb link

Global security 7E

Global security > Federated repositories > Supported entity types
Use this page to configure entity types that are supported by the member repositories.

@ Preferences

D)
- -

Entity Type £ Base Entry for the Default Parent { Relative Distinguished Name Properties {

You can administer the following resources:

Group o=netcoolObjectServerRepository cn
OrgContainer o=netcoolObjectServerRepository ojou;dcien
PersonAccount o=netcoolObjectServerRepository uid
Total 3
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All three of the entity types are now set back to the ObjectServer source as they were at
the beginning of this process. Click the Federated repositories breadcrumb link to
continue confirming the changes.
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Configure the federated repository (11 of 15)

Scroll to the bottom of the page and click the OK button

Repositories in the realm:

Add Base entry to Realm... Use built-in repository Remove
Select Base Entry R itory Identifi R itory Type
You can administer the following resources:
o=defaultWIMFileBasedRealm InternalFileRepository | File
o=netcoolObjectServerRepository | NetcoolObjectServer Custom
Additional Properties Related Items
Prs ¢ extension r itory Manage repositories
ntry m ing r itory Trusted authentication realms - inbound

Supported entity types

Apply] % Rosol] Cancel

s4 Re-create file-based tipadmin account after deletion
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To make sure that the changes to the entity type are saved correctly, go back through the
navigation menus and apply the changes. To start this on the federated repository menu,

click the OK button.
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Configure the federated repository (12 of 15)

Click the Save link at the top of the page

Global security

B Messages

&Changos have been made to your local configuration. You can:
. ve directly to the master configuration.
. changes before saving or discarding.

& The server may need to be restarted for these changes to take effect.

Global security
Use this panel to configure administration and the default application security policy. This security configuri
functions and is used as a default security policy for user lications. Security d: ins can be defined to
applications.
| Security Configuration Wizard | Security Configuration Report
Administrative security Authentication
D) Grabla adainisirstive security Administrative user roles Authentication mechanism
: Administrative group roles @ L1eA
Administrative authentication e
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Click the Save link.
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Configure the federated repository (13 of 15)

Click the Global security breadcrumb link
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Click the Global Security breadcrumb link to continue.
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Configure the federated repository (14 of 15)

Scroll to the bottom of the page and click the Apply button

57 Re-create file-based tipadmin account after deletion © 2013 1IBM Corporation

Click the Apply button at the bottom of the Global Security window.
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Configure the federated repository (15 of 15)

Perform these actions:
= Click Save
= Click Logout

Global security

B Messages

& The domain name for single signon is not defined. The Web browser de
that runs the Web application. Single signon is restricted to the application
other application server host names in the domain.

& 1 the Restrict access to local option is not enabled, the Java v
are not d. For I can read and write to files on |
Application Server process, and 30 on. However, by enabling the Restrict ac
applications might fail to run if the required permissions are not granted to

[ 1f any of the fields are save the config and then stop a

8 Changes have been made to your local configuration. You can:

- directly to the master configuration.
- Bw changes before saving or discarding.

& The server may need to be restarted for these changes to take effect.

Global security

Use this panel to configure administration and the default application security policy. This security ¢
functions and is used as a default security policy for user applications. Security domains can be defi
applications.

[ Security Configuration Wizard ] Security Configuration Report
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After you click the Save link on this page, click Logout so that the changes can take

effect.
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Stop the IBM Tivoli Integrated Portal server

] Re-create file-based tipadmin account after deletion ©2013 1BM Corporation

Stop the IBM Tivoli Integrated Portal server.
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Restart the IBM Tivoli Integrated Portal server

60 Re-create file-based tipadmin account after deletion ©2013 1BM Corporation

Start the Tivoli Integrated Portal server. Now that the Tivoli Integrated Portal server is
restarted, the changes made earlier in the GUI take effect. The tipadmin is re-created in
the correct repository source, and the default repository is set back to the original value of
object server.
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Now that you completed this module, you can accomplish these tasks:
* Find an alternate iscadmin account

* Log in to the eWAS administrative console

* View and change the default federated repository

* Change the primary account on the file-based repository

* Re-create the tipadmin account
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Now that you completed this module, you can accomplish these tasks:
- Find an alternate iscadmin account

- Log in to the eWAS administrative console

- View and change the default federated repository

- Change the primary account on the file-based repository

- Re-create the tipadmin account
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