IBM Tivoli Monitoring V7.1
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IBM Tivoli® Monitoring V7.1, setting up VMware VI agent.
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When you complete this module, you can perform these tasks:
= Provide an overview of the existing VMware VI agent versions

= Configure the VMware VI agent correctly
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When you complete this module, you have a clear picture about the existing VMware VI agent
versions and you can configure the VMware VI agent correctly.
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Product overview

Releases of the VMware VI agent:
* 6.1.0-6.12

= 6.2.1 Fix Pack 3
— New design of the data provider
— Previous releases of Virtual Center and ESX server no longer supported

= 622
— Tivoli Monitoring V6.2.2 Fix Pack 1 TEMA (Tivoli Enterprise Management Agent) or higher required
— vCenter 2.5 or vCenter 4.0 or higher
— ESX server 3.5 or 4.0 or higher
— Native 64-bit Windows® platforms supported; improved performance over 32-bit compatibility mode

* 623
— Tivoli Monitoring V6.2.2 Fix pack 2 TEMA or higher required
— Support for vCenter 2.5 U6, 4.0, and 4.1

=71
— Improved performance
} Suggested

— Decreased memory use
— Compatibility with vSphere 5.0
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This slide and the next one give you an overview of the releases of the VMware VI agent.
Software versions before 6.2.1 are not supported and cannot be used.

Version 6.2.2 introduced a native 64-bit agent. Upgrade from a 32-bit to a 64-bit agent is not
supported, and only 32-bit to 32-bit and 64-bit to 64-bit options are allowed.

If you plan a new installation of the VMware VI agent, the suggestion is to install V7.1. It is faster
and uses less resources than the previous versions. It can monitor all supported versions of
ESX server and vCenter or vSphere.

You can upgrade the VMware VI agent to V7.1 from previous versions.
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Install images

Names of the install images in Passport Advantage®

= V71
— IBM Tivoli Monitoring for Virtual Environments 7.1 VMware VI, KVM, NetApp Storage,
and NMA Agents and Support Files (TMVE) Windows and Linux® English (CI56TEN)
— IBM Tivoli Monitoring for Virtual Environments 7.1 Agent Language Pack Multiplatform
Multilingual (C14Q5ML)

= V6.2.3
— IBM Tivoli Monitoring for Virtual Servers VMware, VI, KVM, and NetApp Storage Agents
6.2.3 Windows Linux English (CZWM3EN)
— IBM Tivoli Monitoring for Virtual Servers VMware VI, KVM, and NetApp Storage Agents
Support Files 6.2.3 Multiplatform English (CZWM5EN)
— IBM Tivoli Monitoring for Virtual Servers Agent Language Pack V6.2.3 Multiplatform
Multilingual (CZV5RML)
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Here, you can find the names of the installation images for versions 6.2.3 and 7.1. It is best to
search for the part number in Passport Advantage, such as CIS6TEN. The language pack is only
required if you want to run the agent in a language other than English. If you want to install the
application support on a platform which is not Linux or Windows, you must have the Agent
Support files image.
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VMware VI agent processes

VMware VI agent consists of two parts:
— Data provider (Java-based)
— Agent

VMware VI agent ‘ ’ VMware vCenter and
data provider VMware ESX Server

Tivoli Enterprise
VMware VI agent ‘ ’ Monitoring Server
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Mainly, the VMware VI agent consists of two parts: the data provider and the VMware VI agent
itself. The data provider is a Java process that starts automatically when you start the VMware
VI agent. It connects to the VMware server, collects all data from VMware servers, and returns

this data to the VMware VI agent.

The Java process (also named “data collector”) sends the collected data to the VMware VI

agent. The agent sends the returned data to the Tivoli Enterprise Monitoring Server. In this way,
you can see the monitored data in the Tivoli Enterprise Portal user interface. The agent is used
for situations and to collect historical data and pass data from data provider to Tivoli Enterprise

Monitoring Server.
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Use these two steps to start the agent:
1. Import SSL certificate:

— http://pic.dhe.ibm.com/infocenter/tivihelp/v15r1/topic/com.ibm tivoli.itmvs.doc_7.1/vmware/enablingssl.html

2. Configure VMware VI agent data provider
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Two key steps are required for a working VMware VI agent.

The first one is related to the SSL certificate. By default, the VMware ESX server or the vCenter
accepts only SSL connections. To establish such a connection, you import the SSL certificate,
which is on the VMware system. If you go to the address shown on the slide, you can find a
description of the command that is used and its options.

The second step is related to the configuration of the data provider. This procedure is described
in the next few slides.
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Agent configuration on UNIX® or Linux (1 of 2)
Start the configuration GUI with the command itmemd manage
>< Manage Tivoli Enterprise Monitoring Services - o] x|
Actions Options View Help |
A x|
Service Version Platform Configured Status Configuration
A" Agentiess Monitoring for AIX Oper... (V06.23.00.00 __|Uinux Intel R2_6_._ |No INJA NJA
A Agentless Monitoring for HP-UX O... [V06.23.00.00 __|Linux Intel R2.6... |No INJA INJA
A Agentless Monitoring for Linux Op |Linux Intel R2 |No INJA INJA
A Agentless Monitoring for Solaris O |Linux Intel R2 INo IN/A INJA
A Agentless Monitoring for Windows |Linux Intel R2 |No INJA INJA
@ IBM Eclipse Help Server |Linux Intel R2 |Yes Stopped INJA
@ 1BM Tivoli Composite Application |Linux Intel R2 |Yes [Stopped N/A
® Monitoring Agent for Linux OS [ {Linux Intel R2 |Yes Stopped lup-to-date
® Monitoring Agent for Oracle Datab... (VO |Linux Intel R2 |Yes [Stopped NSA
@® Monitoring Agent for Oracle | |Linux Intel R2.6... [Yes [Stopped INJA
@ Monitoring Agent for UNIX Logs VO 00.00 |Linux Intel R2.6.._ [Yes [Stopped up-to-date
=% Monitoring Agent for VMware i M0k 22 0000 llinux Intel B2 65 |Yes [Started [NFA
@® Summarization and Pruning 4 GConfigure b... [ves [Stopped |up-to-date
® Tivoll Enterprise Monitoring S| Configure Advanced b... [Yes |Stopped up-to-date
@ Tivoli Enterprise Portal Deskl| Create Multilnstance B... |[No Stopped INJA
® Tivoli Enterprise Portal Server grart Service p... [Yes Stopped |up-to-date —
A Tivoli Log File Agent Stop Service 5... [No INJA INJA
@ Tivoli Performance Anatyzer FTP Catalog and Attributes files... B... [Yes Stopped |up-to-date ~
= - | Install Product Support » |
:’”’“‘,‘“‘_'j""”""‘" TEPS/e Administration »
KCIIN1OZ E Configuration abortg
Generate response files
Rebulld configuration
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You must use the graphical user interface (GUI) to configure the agent locally. The method to

start this GUI differs on Linux and Windows platforms.

To open the graphical interface on a Linux client, you run the command itmcmd manage. In the
new window, select and right-click the entry Monitoring Agent for VMware VI. In the menu,

select the Configure option, as shown in the example.
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< Manage Application Instances ﬂ

titanic

< Input ﬂ

2 Enter instance name:
-
test

Cancel |

Add Instance Remove Instance OK
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The VMware VI agent can run in multiple instances. For example, you install the agent once, but
it can run multiple times with different configurations on the same system. After you click the
Configure option, you can create an instance or edit one.

To add an instance, click Add Instance. To edit an instance, choose the name of the instance
you want to modify and click OK.

If you clicked Add Instance, a new window opens. Enter the name of the new instance; the
name is up to you.
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Agent configuration on Windows

| = Manage Tivol Enterprise Monitoring Services

Actions Options  Yiew Windows Help

BBlo| & = 2

TEMS Mode - [Local Computer

& Monkoring Agent for Oracle Datab..
& Agentless Monkoring for Solaris 05
& Agentless Monitoring for HP-UX OS5
& Agentiess Monkoring for Linux OS5
& Agentless Monkoring for AlX OS
FK =% pgentiess Monitoring for Windows O
& Agentless Monktoring for Windows O°
F =% Monoring Agent for Oracle

Template N

Enter a unique instance name:

A
Monitoring Agent for YMware VI B3 E;zz

® Monktoring Agent for Oracle
ZR-©® Tivol Log File Agent

& Tivoh Log File Agent
Z© Tivol Enterprise Monoring Server

ITesﬂ

| oK |

Service]Appication [ [ Configwed | Status [ Configwration [ tartup [ Accout [ Desktop [Hotstdby [ verson [ Host I
@ % Monkoring Agent for VMware VI tRankc Yeos (TEMS) Stopped up-to-date Auto LocalSystem  No No 07.10.00.00
Mororing Agent for VMware V NIA 07.10.00.00
x" ITCAM Agent for DB2 082 Yes (TEMS) Started up-to-date Auto LocalSystem No No 06.22.01.00
& ITCAM Agent for DB2 Template N/A 06.22.01.00
=% Monioring Agent for Microsoft Inte... Primary Yes (TEMS)  Started up-to-date Auto LocalSystem  No No 06.23,00.00
Fk- =% Monoring Agent for Microsoft SQL... SQLEXPRESS Yes (TEMS)  Started up-to-date Auto LocalSystem  No No 06.23.00.00
® Monioring Agent for Microsoft SQL... Template N/A 06.23.00.00
x R Montoring Agent for Windows OS5 Primary Yes (TEMS) Started up-to-date Auto LocalSystem  Yes No 06.23.00.00
@ o Unsversal Agent Primary Yes (TEMS) Stopped up-to-date Auto LocalSystem  No No 06.23.00.00
*" Monitoring Agent for Oracle Datab. ord Yes (TEMS) Started up-to-date Auto LocalSystem  No No 06.31.00.01

06.31.00.01
23.00.00

p6.23.00.00
p6.23.00.00
p6.23.00.00
pe.21.00.06
pe.21.00.06
p6.22.04.01
p6.22.04.01
p6.23.00.00

| |
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In a Windows system, you can start the configuration process by starting the Manage Tivoli
Monitoring Services. You can find this interface in the Programs menu after you choose the

IBM Tivoli Monitoring group.

If you want to create an instance, double-click the template entry that is named Monitoring

Agent for VMware VI. You see a window as shown in the slide.

If you want to edit an instance, select and right-click the correct entry, and select the

Reconfigure option.
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™ Anrnfir R TP A T 1
Contiguration (1 ot 3)

£ Monitoring Agent for YMware VI konfigurieren

Data Provider | 1BM Systems Director

*Instance Name

Test

“Validate SSL Certificates.

No (Potentially Insecure)

*Maximum Number of Data Provider Log Files
10

*Maximum Size in KB of Each Data Provider Log
5190

*Level of Detail in Data Provider Log

Info

Storage Agent

Data Source

Typically setto No, because VMware
certificates cannot be validated by default

OK Abbrechen
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The figure in this slide represents the first window of the Data Provider configuration.

Set the field Validate SSL Certificates to No. By default, the imported SSL certificate is not
signed by any trust certificate. In this scenario, the Data Provider fails to validate the SSL
certificate and therefore fails to connect to the VMware client.

The other fields in this tab can be left with the default values. They are used for debugging if a

problem occurs.

You can leave the tabs IBM Systems Director and Storage Agent empty. They are not

required for a correct configuration.
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Data Provider | IBM Systems Director

“Virtual Center or ESX Server

*Data Source ID

titanic2

‘Data Source Address
titanic.mainz.de.ibm.com

*Use SSL Connection to Data Source
Yes

*Data Source User ID

root

*Data Source Password

“Virtual Center or ESX Server

"Data Source ID

titanic3

‘Data Source Address

fitanic.mainz de.ibm.com

“Use SSL Connection to Data Source
Yes

‘*Data Source User ID

root

*Data Source Password

& Monitoring Agent for YMware VI konfigurieren [x]

Storage Agent | Data Source |

The hostname or IP address of the VMware Virtual Cente

*Confirm Data Source Password

*Confirm Data Source Password

1 Setting up VMware VI agent
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After you click the Data Source tab, you see the window as shown on the slide. Here, you can
edit existing data sources, create an entry, or edit existing entries. In this example, there are two

defined data sources: titanic2 and titanic3.

A data source represents one monitored ESX server or vCenter. You can monitor multiple ESX
servers or vCenters per instance. But, in a typical configuration, you monitor only one ESX

server or vCenter per instance.

You can create multiple instances, if you want to monitor several vCenters or ESX servers.
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£ Monitoring Agent for YMware VI konfigurieren

Data Provider IBM Systems Director Storage Agent Data Source

New...

"Virtual Center or ESX Server Delete
*Data Source ID

Test

‘Data Source Address

Viware vCenter hostname or ESX server hostname

*Use SSL Connection to Data Source

Yes

‘Data Source User ID

User ID of machine
*Data Source Password Typically setto Yes, because VMware
uses SSL connections by default

OK Abbrechen
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Type the value that is required in the field Data Source ID; for instance, the name of the ESX
server.

In the Data Source Address field, specify the host name of the ESX server or the vCenter. It is
best to use the Fully Qualified Domain Name with host name and domain. You can use the IP
address here; but the host name is better.

The field Use SSL Connection to Data Source can be left with the value Yes. By default, the
ESX server or vCenter accepts only SSL connections.

For Data Source User ID and Data Source Password, specify an account and password on
the ESX server or vCenter. The account requires System.View and System.Read privileges on
all data source objects that are monitored. To enable the PowerOnVM and PowerOffVM Take
Action commands in the monitoring agent, the user ID must also have these privileges: Virtual
Machine: Interaction: Power On and Virtual Machine: Interaction: Power Off.
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Now that you completed this module, you can perform these tasks:
= Provide an overview of the existing VMware VI agent versions

= Configure the VMware VI agent correctly
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This module gave you a short overview about the supported version of the VMware VI agent. It
listed the names of the installation images that are available on the Passport Advantage website.
It also described how to configure the VMware VI agent.
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Trademarks, disclaimer, and copyright information

1BM, the IBM logo, ibm.com, Passport Advantage, and Tivoli are trademarks or registered trademarks of International Business Machines Corp.,
registered in many ]urlsdlctlons worldwide. Other product and service names mlght be trademarks of IBM or other companies. A current list of other
IBM trademarks is available onthe web at "Copyright and fradem: nformation” at http://www.ibm.com/legal/copytrade.shtml

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.

Windows, and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Other company, product, or service names may be trademarks or service marks of others.

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED
"AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM'S CURRENT
PRODUCT PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR
ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION.
NOTHING CONTAINED IN THIS PRESENTATION IS INTENDED TO, NOR SHALL HAVE THE EFFECT OF, CREATING ANY WARRANTIES OR
REPRESENTATIONS FROM IBM (OR ITS SUPPLIERS OR LICENSORS), OR ALTERING THE TERMS AND CONDITIONS OF ANY AGREEMENT
OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE.

© Copyright International Business Machines Corporation 2013. All rights reserved.
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