IBM Tivoli Monitoring V6.2.2

Configure the Tivoli Monitoring for Power Systems
VIOS agent V6.2.2 interim feature 2 on VIOS

©2012IBM Corporation

IBM Tivoli® Monitoring V6.2.2, Configure the Tivoli Monitoring for Power Systems™ VIOS
agent V6.2.2 interim feature 2 on VIOS. In this module, you learn about the steps involved
in configuring a VIOS agent.
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Before you proceed, the module designer assumes that you have following knowledge and
environment:

= Basic administration skills on Advanced Interactive eXecutive (AIX®) and Virtual I/O Server
(VIOS)

= Knowledge of Tivoli Monitoring

= A Tivoli monitoring environment that includes a Tivoli Monitoring Enterprise Server, a Tivoli
Monitoring Portal Server, and a Tivoli Enterprise Portal desktop
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The module developer assumes that you have basic administration skills on Virtual 1/0
Server (VIOS) and AlX and knowledge of Tivoli Monitoring. He also assumes that you
have a functioning Tivoli Monitoring environment which includes the elements:

- Tivoli Enterprise Monitoring Server
- Tivoli Enterprise Portal Server

- Tivoli Enterprise Portal Client
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When you complete this module, you can perform these tasks:
* Configure the monitoring agent for VIOS
= Start the monitoring agent for VIOS

* View VIOS agent-obtained data on the Tivoli Enterprise Portal to monitor the availability and
performance of the VIOS server
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When you complete this module, you can start the monitoring agent for VIOS and connect
to the Tivoli Enterprise Portal to view data collected by the monitoring agent.
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(1 of 4) Configuring the VIOS agent proces
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= Log in as padmin

= The command Issvc lists all the Tivoli
components present on the VIOS system

O s T — _—
§$ lssvc

VIOS agent %IIX&_p:emum
ITM cec
‘TSM_base
|(ITUAM base
TPC_data
TPC_fabric
DIRECTOR_agent
perfmgr
ipsec_tunnel

|$
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The VIOS agent comes pre-installed on VIOS. Log in as padmin to VIOS. As user
padmin, run the command Issvc to shows all of the Tivoli components on the system.
The parameter ITM_premium refers to the VIOS agent.
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(2 of 4) Configuring the VIOS agent proces
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Step 1:
Configure the VIOS agent with the c£gsve command. The command syntax:

$ cfgsve ITM_premium -attr Restart_On_Reboot=<value>
managing system=<hmc user>E<address 1> hostname=<address 2>
mirror=<address 3>
Where:
» Restart_On_Reboot is TRUE or FALSE
a TRUE, the agent starts when the system is rebooted
a FALSE, the agent does not start when the system is rebooted
» <hmc user> is the Hardware Management Console (HMC) user account used to
connect to the HMC. It defaults to hscroot if it is not provided. The HMC user should
have a minimum of HMC viewer permissions
» <address 1> is the IP address, or the host name of the HMC
* <address 2> is the IP address, or the host name of the Tivoli Enterprise Monitoring
Server to which the agent should connect
» <address 3> is the IP address, or the host name of the secondary Tivoli Enterprise
Monitoring Server

Note: The parameters must be specified in the order indicated
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Configure the VIOS agent with the cfgsvc command. Log in as the user padmin and run

the command. The command and syntax are shown.

You must configure the VIOS agent to connect to the Hardware Management Console

(HMC) to retrieve storage and network mappings data.

The cfgsvc command creates a key pair which can be used by the HMC to permit a

connection from the VIOS that does not require a password.
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(3 of 4) Configuring the VIOS agent process steps
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Step 2:

= Log in to the HMC as the HMC user used to configure the VIOS agent

= Run this command to enable the VIOS agent to communicate with the HMC
viosvrcmd -m <managed system name> -p <vios_name> -c "cfgsvec -key
ITM premium"
y ld)}:lllll\.lLP.IGIEIBII.IUIII-\.UHI Trusn
E;Erooc@tapshmc:~> viosvrcmd -m tapsaixpé -p tapsaixpé-vios -c "cfgsvc ITM premi 4
um -key"
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCeZo6lgeUvCMHM1IMbZw4g4xR19RNQ29¢c/F+G1GUza
xUQHQkSLbOJYYwO6kblom4Bsm+ga/viqy90HdAVECKO4cEVARTYn0fmbbO0O6e067swDEKQBc2XtBJ16Xh
gkZExJhotcjpEpNaMeejc6KcIIOIsujucoVceAq4nzAyAPX6WNe7vISzaObuWRcuAziklVoYmEOPvgXu
ZPvw2K01GiNwwyB5BQ4Njc+Khj Ycfxx9H4XOduBENVHU28PQ6DpME2U2xr74LgB10CCdpIzV2p0deSiGo

|cZyOP1luZwPPNxukmMLet £638ByOt 60Km+AHY/HAYyqyidS9YnSAgZSTdtpiN3 root@tapsaixpé
hscroot@tapshmc:~>
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This step is unnecessary if the ssh credentials for connection between the agent system
and the HMC are already configured as part of configuring the CEC agent.

The HMC should be able to accept ssh connections from the VIOS Logical Partition

(LPAR) without a password being specified. The viosvrcmd command obtains the public
key generated on the VIOS by the cfgsvc command.

These are the parameters for the viosvrcmd command:

*

<managed_system_name>, is the name of the frame (CEC)

*

<vios_name>, is the name of the VIOS LPAR
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(4 of 4) Configuring the VIOS agent process steps

To authorize the HMC to accept ssh connections from the VIOS LPAR, run the command
mkauthkeys --add '<key>'

B’ WPJIIIII\:I \y-lUl’\.l’lhlUllb\vlll UL LR

hacroot@tapshme:~> mkauthkeys --add 'ssh-rsa AAAAB3NzaClyc2EAAAADAQABAMABAQCeZ06 A
1geUvCMAM11MbZw4q4xR19RnQ29¢/ F+G1GUzaxUQHqkSLbOTYYwO6kblomBemega/ viqyI0HAVECKO4
cEvARTYn0fmbb006e0673wDEKQBc2XeBJ16XhakZExJhotcjpEpNaMeejceKeII0IsujucoVeeAqdnza
yAPX6iNeTvISzaObuWRcuAzik1VoYmEOPvgXuZPvw2RO1GiNwwyBSBQ4N] c+Knj Yefxx 9H4XOduBENVH
u28PQ6DpME2U2x 74LqB10CCdpIzV2p0deSiGocZy0PluzwPPNxukmMLet £636By0t 60Km+AHI/HAyqyl
d59¥nSAg25TdtpiN3 root€tapsaixpé’

hscrootfeapshne:~> |
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The next step is to add the public key obtained from the viosvrcmd command as an
authorized key.
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To verify that the HMC connection is configured correctly, run the command
/usr/bin/ssh -1 <hmc user> <hmc hostname> "lshmec -V | grep Version |

cut -d: -f2" 2>/dev/null

y W}J)GIAVVJtv.lql!lyll‘ll)lll»kvill Truin

$ /usr/bin/ssh -1 hscroot tapshmc "lshme -V | grep Version | cut -d: -f2" 25/dev/null

$
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This is the final step. Verify that the connection to the HMC is correctly established. To
verify that the agent can connect to the HMC, run the command shown from the VIOS
LPAR as the user root.

The command must return the version of the HMC without prompting for a password.
The parameters for the command are defined:
* <hmc user> is the HMC user that was used to configure the VIOS agent.

* <hmc hostname> is the IP address or the host name of the Hardware
Management Console.
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Starting the VIOS agent

To start the VIOS agent, log in as the user padmin and run the command
startsve ITM premium

i 1apsaixpo.rtp.raieigh.iom.com - Pl _
§ startsvc ITM premium
Starting Premium Monitoring Agent for VIOS ...

Prgmium Monitoring Agent for VIOS started
S -
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The previous steps make the VIOS agent ready to start. Start the agent with the startsvc
command. After the agent starts, it connects to the Tivoli Enterprise Monitoring Server.

The data obtained by the agent from the VIOS system is displayed on the Tivoli Enterprise
Portal.
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Now that you have completed this module, you can perform these tasks:
* Configure the monitoring agent for VIOS
= Start the monitoring agent for VIOS

* View VIOS agent-obtained data on the Tivoli Enterprise Portal to monitor the availability and
performance of the VIOS server
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Now that you have completed this module, you can configure and start the monitoring
agent for VIOS.

You can view the VIOS agent-obtained data on the Tivoli Enterprise Portal and the data to
monitor the details on the availability and performance of the VIOS LPAR.
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