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New features of the SiteProtector console
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IBM Security SiteProtector System V2.9: New features of the SiteProtector console.
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= When you complete this module, you will be able to identify some of the new features in the
SiteProtector version 2.9 console
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When you complete this module, you will be able to identify some of the new features of
the SiteProtector version 2.9 console.
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SiteProtector V2.9 uses a solution-specific interface that allows you to focus on
information relevant to your tasks. By default, only agents registered in your site are
displayed in the SiteProtector Console. You can modify the default settings using the
Options window. To access the Options window, navigate to the Tools menu and select

Options.

You can use the Show/Hide Agents option to hide agents that are not necessary in your
site. Removing unused agents from the Console reduces the clutter in your working
environment allowing you to focus on relevant tasks. For example, if an analyst only
monitors Server Protection agents, the analyst can hide other agents he or she does not
monitor. This action removes menu and toolbar items that do not apply to the Server

Protection products.

You can choose to display unregistered agents in your site. For example, you might want
to configure policies that apply to a new agent before it is actually registered in the site.
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New Policy view
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The Policy view in SiteProtector V2.9 displays a gallery view that shows the agents, along
with the versions available, that are specific to your site. When you double-click the agent
icon, the policies that control the type of security events an agent detects and the agent’s
response to an event are displayed. The configuration of policies and policy repositories
and deployment of the policies remains unchanged.
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Access event data from the Agent view

'+ SiteProtector

Object Edit View Action Tools Help

Neww %= E ¢h M w % o o « ¢

= T

== Agent : 192,168.5.128 : [BMSecurity [ |

2 B Delete...

& Options...

Agent > i

X My Sites
= [l 192.188.5 128
- () IBMSecurity
[ £ Unarouped Assets

[& Export view...

= Agent View - Defar

£ I Right click on the column

Model

Dowrload Logs. .
Find Groups Containing Selected Agents...
Display Policy

on & column header to filter. - = |

» fme | Health status | Stews

E9 SiteProtector Database
18] Event Collector

:)(‘ SiteProtector Core

[} Deployment Manager

Vihat events did this agent see?
vihat objects did this agent see?
Vihat attackers did this agent see?

What targets did this agent see? A\

W Warning Active

SECURITY @) Healthy  Active
o Healthy Active
Active

Agent Manager
X-Press Update Server

3R SecurityFusion Module

Mew Ticket...
[E]) List Tickets

RITY o Healthy Active
o Healthy Active
Active

Custom Actions

|F|nd...

P start Agert.

Res gent...
() Refresh Agent

[}, Manage Policy
Updates

agent

Access information
generated by an

Configure Agents

Properties

New features of the SiteProtector console

© 2012 1BM Corporation

You can now access information detected by an agent from the Agent view. To view the
events, objects, attackers, and targets specific to an agent, right-click the agent and select

the appropriate option.

new_console.ppt

Page 5 of 12



3¢ SiteProtector

Custom Actions options

Object Edit View Action Tools Help

New > 3¢ [

G mR .

Analysis 1 192, 168.5, 128 : IBMSecurity x I

dd<EB U

24 Filter selected Tag Name
=4 Filter out selected Tag Name

X My Sites

B- [l 192.158.5.128
- (] | IBMSecurity
- £ Ungrouped Ass

4] »

Ewvent Analysis - Training (#

[T copy

Data Filters {3 applied)
Time Filter

=
Start [2011-10-31 00:00:00 GMT ‘l
End |

ICustﬂm Time

View Security Information. ..
Clear Events...
Aestore Events,..

Baseline

Analysis Perspective
& Export...
(® Schedule Export...

Context-sensitive actions
provide quick analysis.
You can define additional
actions as needed.

WRight dick on the column header to grot

Incidents/Exceptions

1\ Mew response rule. .

Tag Name

sensitive-dnformation-network-traverse
pam-status-event

ospf-database-desc

dhep-discover

snmp-suspicious-get
jis-ftp-session-status-dos
argent-office-udp-dos

<

Viihat are the file interity details?
Viihat are the targets for this file integrity event?

What are the event details?

What are the target objects of this event?
Which agents detected this event?

What are the sources of this event?

What are the targets of this event?

Traceroute

Fing

Remote Desktop
FTP

Telnet

New Ticket. ..

Browse Shares

IFlnd...

n

Manage Custom Actions...

6 New features of the SiteProtector console

3¢ Open Event Details...

Note: You can also access custom actions from the Agent and Asset view
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You can analyze events that occur in your network to manage vulnerabilities, investigate
attacks, or monitor applications. Custom actions allow you to quickly apply commands and
operations on event characteristics such as source IP, agent, tag name, and so on. As
seen on the slide, some default actions are included in the Analysis view. Custom actions
are also available from the Agent and Asset views. Use the Manage Custom Actions
menu option to add, edit, and delete custom actions.

Note that the actions performed are local and specific to each SiteProtector Console.
These commands are run on the machine where the Console is installed, not on the
application server machine.
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Custom time filters
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The Analysis view includes customized time filtering. As seen on the slide, you can use
the Custom Time filter to sort your events by narrow time increments and focus on a
specific set of events. The other default time filters include Today, Yesterday, This Week,
Last Week, This Month, Last Month, This Year, Last Year, and Relative Time.
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IBM Java, Apache,
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application server
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Other miscellaneous new features in the SiteProtector version 2.9 Console are:

- Updated versions of IBM Java, Apache, and the Geronimo application server are
included so that you have access to the latest security safeguards.

- The number of Central Response event rules you can create has doubled. You can now
create up to 400 rules.

- Because of improvements to the SiteProtector Database, there is better performance
when you are working with large event sets in the Analysis view.

- The widths of the columns in the Analysis, Agent, and Asset views automatically resize
to accommodate data displayed in the column. You can still save customized settings.
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Further reference

For more information, use the following resources:

= |BM Security SiteProtector System V2.9 announcement

= SiteProtector V2.9 documentation

= |BM Security Systems

= |BM Institute for Advanced Security

Built in. Not bolted on.

Smarter security solutions from IBM
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For more information about SiteProtector V2.9 and IBM Security Systems, use the resource

links listed on the slide.
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http://www.instituteforadvancedsecurity.com/
http://www-03.ibm.com/security/index.html
http://publib.boulder.ibm.com/infocenter/sprotect/v2r8m0/topic/com.ibm.siteprotector.doc/sp_collateral/sp_dochome_stg.htm
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?subtype=ca&infotype=an&appname=iSource&supplier=897&letternum=ENUS611-046

= Now you are able to identify some of the new features in the SiteProtector version 2.9
Console

10 New features of the SiteProtector console © 2012 1BM Corporation

Now that you have completed the module, take a moment to review the module’s
objective.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send email feedback:

This module is also available in PDF format at:
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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