IBM PureApplication System

Database-as-a-Service (DBaaS) administration

© 2012 BM Corporation

IBM Database Patterns employs pattern types that create and deploy databases in a
Database-as-a-Service (DBaaS) cloud environment. This presentation covers the
Database-as-a-Service (DBaaS) administration found in the IBM PureApplication™ System

product.
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Database-as-a-Service administration
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In this presentation, you will see a brief overview of the DBaaS support in PureApplication
Systems, including some terminology and concepts. You will then see support to manage
database instances, including some database tools that are provided for this purpose.
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Overview

Database-as-a-Service administration ©2012 1BM Corporation

This section will cover an overview of the Database-as-a-Service (DBaaS) support
available in PureApplication Systems.
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Overview

= |BM Database Patterns allow you to create and deploy DB2® databases in a Database-as-a-

Service (DBaaS) cloud environment
— You select the database requirements that meet your needs and PureApplication System

builds the underlying topology to meet those requirements

= Separate need for databases in many usage scenarios:
— Separate management team
— Life cycle independent of application life cycle
— May need database access across multiple applications

Uife cy;;\

management

Life cycle —
management

4 Database-as-a-Service administration © 2012 BM Corporation

In many usage scenarios the database is a distinct entity with its own administrative team
and its own life cycle. PureApplication System models this behavior with database
patterns and database instances. You give PureApplication System your database
requirements in the form of a database pattern and it will quickly build and deploy a DB2
database instance for you. You will look at database instances in the rest of this

presentation.
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Database instances (deployments)
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This section covers the management of database instances or deployments.
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Operations
Database ID: d-5b3b5afd-c84b-4b85-8170-0532952c99a2 \

Created by: admin

Database D
—usedin
Storehouse
Browser

Database Description: admin deployment

Host: 172.17.135 Database LPAR
Port: 50000 Host, Port

In cloud group: scale_testing |

user (Application DBA) .ﬁ‘ Cloud group I

User (Application DBA): appdba

appdba
password
andURL

Password (Application

DBA): QFBXjRO22t63FYIICU Hide

JDBC URL (Application

DBA): jdbc:db2://172.17.1.35:50000/VO7FP5:user=agp  Hide

User (Application User)

appuser
password
and URL

User (Application

e
User): appuser

Password (Application
User):

JDBC URL (Application
User):

Database level: 9.7.0.5
Status: Running i3 = VieWhiStory
and status

Database instances are deployed database patterns. Put another way it is a VM with an
instance of DB2 running in it.

© 2012 IBM Corporation

To view database instances, navigate to Instances > Databases in the Workload console
and click the database instance whose details you need to look at. From the database
instance panel, you can perform operations and view instance information. As shown on
the slide, operations you can perform from this database instance console are Start, Stop,
Destroy, Delete and Manage operations.

As far as instance information, you can view the database ID which can be used to
correlate this database instance in the logs and the storehouse browser, which you will
see on a later slide. You can also view the host IP address of the VM where the database
is being hosted along with the port being used for database communication there. There
are some user IDs that are created in the database instance and the passwords for those
are shown here. These include the appdba user ID, the application database
administrator, and the appuser user ID, the application user. The passwords and JDBC
URL for these user IDs can be hidden or shown with the buttons shown on the right. Also
available on the database instance console is a direct link to the logs and the history and
status of the virtual system that was deployed for use by the database. You will see the
logs on the next slide.
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Database

nstance 10gs

© Refresh Download All

¥ GO
DB2logs

Deploymentinlet
logs

(3 database-db2.11344982545099
j 082
.../sqllib/db2dump
£ .../db2dump/stmmiog

.../sqlib/log

hW.
l'\ } D Inlet

L } WD Agent

‘Oconfi

Agentlogs S
...Jdebug/output

.../TTM/logs

.../logs/install
j 0s

JAE/AR

Nvarflog

.../log/mustGather

Jflog/rhsm

Log Viewer [ database-db2.11344982545099 (172.17.110.201) ]

APPHDL : 0-12 APPID: "LOCAL.DB2.120814222904
AUTHID : DB2INST1

./database-db2.1134498.
i ../logs/database-db2.113¢
...flogs/database-db2.113¢
..flogs/database-db2.113¢
.Jlogs/database-db2.113¢
.../logs/database-db2.113¢
.Jlogs/database-db2.113¢
.../logs/database-db2.113¢

Monitor end of log file
1E1732 LEVEL: Event
ROC : db2sysc 0
: 000 D8 : DEPLOY99

Bring cursor on

DATA #£1 : Build Lev

Instance "db2inst1” uses file —arrowlink

with level identifier "08060107] Will popup - click

Informational tokens are '082]  tO downloadlog 29147, Fix Pack 5"
DATA #2 : System Info, 440 by file

System: Linux ipas-ipar-110-20

CPU: total: 1 online: 1 Cores per socket:1 Threading degree per core:1

Physical Memory(MB): total: 5060 free:800

Virtual Memory(MB): total: 7108 free:2848

Swap Memory(MB): total: 2048 free:2048

Kemel Params: msgMaxMessageSize:65536 msgMsgMap:65536 msgMaxQueuelDs:10110
msgNumberOfHeaders:65536 msgMaxQueueSize:65536

msgMaxSegmentSize: 16 shmMax:68719476736 shmMin: 1 shmiDs:4096
shmSegments:4096 semMap: 256000 semIDs: 1280 semNum:256000

semUndo:256000 semNumPerlD:250 semOps:32 semUndoSize:20

semMaxVal:32767 semAdjustOnExit:32767

Cur cpu time imit (seconds) = OxFFFFFFFF
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When clicking on the log hyperlink as shown on the previous slide, a new browser window
is opened for the “log viewer”. In the log viewer, you’ll see logs for the deployed DB2
instance, the logs from the deployment inlet, the IWD Agent logs, and the operating
system (OS) logs. The deployment inlet includes the logs for the editor Ul which makes
calls to the IWD agent to perform operations. The agent logs include logs such as the
plug-in install logs, the activation engine logs and the DB2 life cycle logs. If a problem is
encountered, there are a couple of options to download the logs. Each of the individual
files can be downloaded by selecting a file and then clicking on the arrow link that pops up
as seen on the slide. You can also download all the log files into a compressed .zip file as

seen on the top of the slide.
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* Database service console

nstance — Manage operations (1

ﬁrﬁ‘
Ol £)

deploy99 @ stop

I Upgrade X Delete

Hmnl [® Manage I

Database Service Console

Operation

Monitoring =

Logging

Operations

Waintenance mode

~ Fundamental

database-db2.D82 DB2 ]
I + Update configuration

MAINTENANCE MAINTENANCE

+ ic sc backup

+ Create a database image

1 deployi8 | (DHelp | deploysd

Update
passwords and
SSH access

Schedule
backups

+ List all database images

+ Apply DB2 fix pack

Backupsaved
in TSM

Listall images

8 Database-as-a-Service administration

Apply fixpack
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To perform administrative operations on a deployed database, click the manage icon
located in the upper right corner in the database Instance page. This will open the
Database Service Console in a new browser window or tab. Select the “database” option
in the “operations” list on the left. Here you can update the passwords for the user IDs
associated with the instance and allow SSH access to the virtual machine hosting the DB2
instance. You can also create an online backup of the database image, schedule an
automatic backup and list the existing database image backups. Tivoli® Storage Manager
is required for these functions. Finally, you can apply a DB2 fixpack if required.
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Database instance — Manage operations {

Database Service Console 0 2 deploy1s | Help | deploy99

Monitoring ~ Operation Logging
Operations
~ SECURITY
[‘1.1[.!?’] se-db2.082 D82 l + Create a user on the virtual machine

ENANCE

* Database Performance Monitoring
+ Enable database monitoring

+ Start database monitoring

Stop database monitoring Monitoring
options
+ Disable database monitoring

Restart database monitoring

+

Result of
operations

Operation Execution Results  *,

TENANCE + Reset password Security
ING +/ List all users on the virtual machine options

9

Name Status Created Time * Result Return Value
- o database-db2.11344982545099.082: database-db2.11344982545099.082: Created an image of
¥ A 7:00:05 P! A ‘ »
Craste a duabast inage; Done U9 16, 2012 7:00:05PM g\,ccoss v database ‘deploy99’ with a timestamp of 0120816230031
Database-as-a-Service administration ©2012 1BM Corporation

Paging down in the database service console reveals security and database performance
monitoring sections. In the security section there are options to create additional user IDs,
list current user IDs and reset passwords. In the monitoring section, you can enable,
disable, start, stop and restart database monitoring. All of the options here and on the
previous slide result in an operation that is scheduled to perform the requested task. The
operation results are listed as shown on the bottom of the slide.

The other operations in the list, agent, maintenance, monitoring and ssh, are not unique to
database instances but are common to all virtual applications. You will see the details of

the data

base operations on the next slides.
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- Update configuration

= Update configuration

Application User Passwor,

Change application user (appuser) and database
administrator (appdba) passwords and allow SSH
access Apphcation DBA Password: [ .o .

= Apply DB2 fix pack

- Apply DB2 fix pack

Apply maintenance to the
database instance

Fix pack

Submit

10 Database-as-a-Service administration ©2012 1BM Corporation

Looking first at the options under the fundamental section, you see that this is where you
can update the passwords for the user IDs that are created for you during the database
instance deployment. The passwords are automatically generated for you so you might
find that you want to change them to something you can remember. You can do that here.
By default, user IDs do not have the ability to SSH into the VM. You can allow that here as
well.

Also under fundamentals, you have the ability to apply a DB2 fixpack to the running
database instance. You need to add the fixpack to the catalog as an emergency fix first.
The system is restarted during this operation.
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TSM plug-in needs to
be configured with TSM
server info

= Automatic scheduled database backup

ic scl

backup

Select the frequency of automatic database backup or disable backup.

o Description:
Schedule automatic backup s
(daily, weekly or off) Frequency: 03 ™
Daily .
Weekly
Submit off

= Create a database image

- Create a database image

Image Name
Create a manual database
image Image Description:

Submit

" Database-as-a-Service administration ©2012 1BM Corporation

PureApplication System allows you to perform a database backup through the Database
Service Console.

Tivoli Storage Manager (TSM) backup capabilities are integrated into the PureApplication
System user interface. This functionality is not limited to databases defined in a database
pattern; it also applies to databases defined in virtual applications. This backup
functionality requires that the Tivoli Storage Manager system plug-in (tsm) be configured.
TSM is not included in PureApplication System. You will see how to configure TSM on an
upcoming slide.

Shown here on this slide you see that you can schedule automatic backups to happen
daily or weekly or turn them off. If TSM is configured, scheduled backups are, by default,
scheduled daily. If Tivoli Storage Manager is not configured, scheduled backups are set to
OFF until you select a frequency here. Once backups are scheduled, they will run
automatically at 23:00. The restore of any of these backups needs to be done using Tivoli
Storage Manager.

You are also able to create a manual backup here. This is recommended if you plan to use
the backup as a clone in a new database instance.
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Database instance — Manage operations fundamental details (3 of 3)

= List all database images

List all database images available in TSM

- List all database images

Database images
image Name image Description Database Name  TSM Node CreationTime T
ManualTest Manual backup taken 8/16/12 deploy99 d-Sb3bSafd-c84b-4b85-8170-0532952¢99a2  Aug 17, 2012 2:59:47 AM
f::".‘:; eated M$§maaea‘w gyihaDians mydb d-8ccedele-118d-4500-bdSc-364058d35b91  Aug 16, 2012 11:01:28 PM
:;:;‘:”.‘;’v::‘;" Tt aen ma0s s aatac by the DERES mydb3 d-6d7bSeS6-edd-4e7c-a801-903021061363  Aug 16, 2012 11:00:49 PM
Sm':';".'::::‘?" T tahas mate b awated by the O%wss mydba d-43a4f4d2-02cd-4874-a8ab-e2(c9f0ade67  Aug 16, 2012 11:00:49 PM
s;:;i'“;;"a e;e‘ed ::‘t'\se:ﬂ:;b:‘;eo';‘“::;:fy created by the DBaasS Trade d-820b2182-cb9a-4d2e-be27-253ebde660d3 Aug 16, 2012 11:00:46 PM
:;:;"’e"f"’:;;‘.“ ::;“Egi::'b::o"’;‘::;:a“ea'ed by the DBaas mydb d-Se6ee047-2fa5-457d-b830-b453b6780be3 Aug 16, 2012 11:00:45 PM
f::;"f‘“‘“’d % This database image is created by the DBaas deploy99 d-Sb3bSafd-c84b-4b85-8170-0532952¢99a2  Aug 16, 2012 11:00:31 PM

ploy

12 Datab; Service © 2012 1IBM Corporation

The last option under the fundamental section gives you the ability to list all the database
images currently available in TSM. Highlighted on the slide you see the deploy99
database backed up twice, once manually and once automatically.

IPASvV1 VApp_DBaaSAdministration.ppt

Page 12 of 26



System Plug-ins

L,
¥

| 18M Database Patterns 1.1.0.3

tsm 1.1.0.3
Created by: jeploy1
Updated on:

This plug-in has no components

Configuration

TSM server address:

TSM server TCP/IP port:

db2 1.1.0.3 |}
dswc 1.1.0.2 &4
Ir;m 1.1.0.3 I &
Specify TSM
server used by
PureApplication
System for DB
backups

13

TSM server administrator user

TSM server administrator password:

Domain for DB2:

170.45.53.2
1500

admin

DBZDOMAIN

Update

Cancel

Database-as-a-Service administration
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Here you see how to configure Tivoli Storage Manager so it is available for database
backups. You need to configure the ‘tsm’ plug-in for the database pattern. This is found in
the catalog menu option under system plug-ins. When ‘configure’ is specified there, you
provide information to PureApplication System on how to communicate with TSM,
including the server address and port and the user ID and password to connect to it.
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= Create a user on the virtual machine

Add additional users with database
authorities (SYSADM, SYSCTRL,
SYSMAINT, or SYSMON)

* Reset password

- Create a user on the virtual machine

User name: newUser

= Password

Database instance level authorities:

Select ~

= Allow SSH access for user Allow
Deny

Submat

= Reset password
Reset password f
Reset password for created - user: e
users ewser o)
* New password:
Submit
14 Database-as-a-Service administration © 2012 IBM Corporation

Briefly looking at the options under the security section, you see that you are able to
create additional user IDs beyond the appdba and appuser user IDs. You can give it any of
the database authorities listed at creation. If needed, the password can be reset for any of

these created user IDs here as well.

IPASv1l VApp_DBaaSAdministration.ppt

Page 14 of 26



Database

instance — Manage operations security

= List all users on the virtual machine

List all created users and allow deletion of them

= List all users on the virtual machine
List all DB2 user(s) *

User name Database instance level authonties SSH access

newUser2 SYSMON Allow

newUser SYSADM,SYSCTRL,SYSMAINT,SYSMON  : Deny
Delete

Database-as-a-Service administration

©2012 1BM Corporation

Finally under the security section, you can list all of your created users and are able to

delete them.
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* Enable/start/stop/disable/restart database monitoring

List all created users and allow deletion of them

~ Database Performance Monitoring
- Enable database monitoring

Submit

Start database monitoring

Submit

Stop database monitoring

Submit

+

Disable database monitoring

+

Restart database monitoring

16 Database-as-a-Service administration © 2012 IBM Corporation

The database performance monitor service provides information on the health and
availability of databases deployed in the PureApplication System. You can enable, start,
stop, disable or restart database monitoring from the database performance monitoring
section as shown on the slide. The Database Performance Monitoring shared service
needs to be started for this function.
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Database instance in storehouse browser

Storehouse Browser

https://172.18.104.12/storehouse/
admin/

System > Storehouse Browser

user/
apphications/
components/
dbimages/

dbworkloads/ = Browse to user > deployments >
ey <database ID>

d-0292ab 1¢8-6839-4bd5-b2cd-b6e3b89df 1de/ =

4-5070be58-4093-49¢5-2119-4b522ef16046/ — Database ID available from the

d-56017fde-5714-41b69-8955-45236ccc6dal/ database instance console

d-56c936ea-4d9c-4f2f-bda2-d3c667111bf9/

d-5b3bSafd-c84b-4b85-8170-0532952c99a2/
actions.json

> = Database deployment files can be viewed

::‘”’"*'n’“:] = Many of internal files are in JSON format
bootData2.json
collection.json
deployment.json
master.election
monitoring_agents.json
parameter.json
profile_file.json
registryReference. json
topology.json
virtuahd.json
virtualidprivate.json

vm_ssh_keys.json

d-5ba2884e-e74f-4cab-8ef1-e2c2f18543cd/
d-5cbf2424-3e1¢-4902-8598-40bd04bcfad3/
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This slide shows a database instance in the storehouse browser which is found under the
System menu. You can find your particular database instance by correlating the Database
ID associated with the database instance. The storehouse browser allows you to look at
the files associated with the deployment. Many of the files are in JISON format.
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Database tools
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This section will cover the available database tools.
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Database tools

= Catalog > Database Tools

Welcome Instances ~ Patterns ~ Catalog ~ Cloud ~ System ~

Database tools

Use database tools to develop database applications and administer and monitor your databases throughout the data lifecycle.

| = Data Studio full client

gb Data Studio full client
Provides application development, database administration, and query tuning capabilities.

Database-as-a-Service administration
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System includes the Data Studio full client. The full client provides application

To support the development and administration of your databases, PureApplication

development and database administration capabilities. Use the full client to create, test,
deploy, tune, and manage databases and database applications. To access the full client,
navigate to Catalog > Database Tools. It is licensed for use with PureApplication System.

There is no need to purchase a separate license.
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IBM Data Studio overview

= Qverview of tasks available in IBM Data Studio

(o 70 IV | Design | Develop | Administer | Tune | Monitor

Task Overview

# s Design
%/ Tasks that are related to database modeling and design. For
example, creating or changing database tables.

e Develop
SN\ Tasks that are related to developing database applications. For
example, creating a stored procedure.

Administer

”, Tasks that are related to managing and changing databases. For

example, granting or revoking security privileges.

i Tune
B2k Tasks that are related to tuning performance for SQL For
example, visualizing access plans.

Monitor
! Tasks that are related to monitoring databases. For example,
viewing information about the health of your databases.

Getting Started
& Connect and browse a database
@ Add connections in the web console
& Import connections from the web console
% Learn about the Eclipse-based product interface: Videos
1) Download and install the sample database
i) Configure web-based help
1) Get started in Data Studio
What's new in Data Studio

Learn More
& Demos, articles, and roadmap
@ Data Studio community forum

L' Information Center

@ Data Studio on the web

/ Support

@ Community and forums

@ InfoSphere Optim Data Management Solutions on the web

20 Datab: Service © 2012 1IBM Corporation

IBM Data Studio provides a rich set of functions as seen in the task overview as shown on
the screen capture on the slide. You can connect to the database instances you have
deployed in PureApplication System to design, develop, administer, tune and monitor
them. You will see some of these capabilities on the next couple of slides.
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= Tasks related to developing database
applications

21 Datab

IBM Data Studio development tasks

Overview | Design | BOCCLT N | Administer

Key Development Tasks

—

Create and run SQL or XQuery statements
Use the syntax assist feature to write better SQL faster
and run the SQL to validate results.

Debug stored procedures and UDFs
Use the interactive debugger to detect and diagnose
@1rors in routines.

Create a stored procedure
Combine programming and SQL calls in stored
procedures.

Code a Java SQL application
Use pureQuery syntax to simplify your data access in
Java by writing standard SQL.

Run SQL statements statically
Improve security, performance, and auditability by
running SQL statements statically with pureQuery.

Manage deployment of database routines
Use profiles to deploy stored procedures, scripts, and
other objects.

Review SQL in a Java application
Identify which SQL statements are consuming the most
time and resources.

Create, alter, or drop a database object
Get guided assistance to create, alter, or drop a
database, table, index, or other object

© 2012 BM Corporation

The Data Studio full client provides an integrated development environment for database
administration. It provides the ability to create, test and deploy your database applications.
Shown here you see the “Develop” tab where the key development tasks are listed.
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databases

2

= Tasks related to administering

IBM Data Studio administrative tasks

“IEM"

Overview

| Design | Develop | BLULILIECT

(},

&

(}'

Key Administration Tasks

Connect and browse a database
Create a new connection or connect to an existing connection
and then browse the database.

Create, run, and schedule scripts

Use the syntax assist feature to write better SQL scripts,
including commands and utilities for DB2 for Linux, UNIX, and
Windows.

Create, alter, or drop a database object
Get guided assistance to create, alter, or drop a database, table,
index, or other object.

Use a change plan to change multiple objects
Generate a change plan for DB2 for Linux, UNIX, and Windows
database objects, including dependencies, utilities, and undo.

Manage database jobs
Use the job manager to create and schedule script-based jobs
for your databases.

Migrate changes by using a wizard
Compare and copy
one database to another.

object from

Grant or revoke security privileges
View and change security privileges on databases, schemas,
tables, and other objects.

Database-as-a-Service administration

©2012 1BM Corporation

IBM Data Studio also provides administration capabilities to manage your databases,
among other things. The key administration tasks available to you under the “Administer”

tab are shown on the slide.
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» Information center

» Link to restrictions and limitations for IBM Data Studio V3.1.1:

Database-as-a-Service administration
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For additional information on IBM Data Studio, a link to the information center is provided
here. Alink is also provided that lists the known limitations and restrictions for
PureApplication System users of IBM Data Studio.
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Summary
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This section gives a summary of what was covered in this presentation.
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* Database-as-a-Service (DBaaS)

— Database tools available

25

— Instance management from PureApplication System

Database-as-a-Service administration
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In this presentation, you saw how you can manage your database instances using
PureApplication System once they are deployed. You then briefly looked at IBM Data
Studio which is available for download and use by you to help manage your database

instances further.
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