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This presentation should give you an understanding of the use of fine grained security in
IBM Business Monitor.

BPM_BusinessMonitor_FineGrainedSecurity.ppt Page 1 of 15



= Introduce fine grained security in IBM Business Monitor

2 Monitor model versions ©2011 IBM Corporation

This presentation will give you an understanding of fine grained security for filtering the
display of monitored data in the dashboards.
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= Overview

= Security filters
= Object filters
= Examples

= Cube publishing
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This is the agenda for this presentation. You will see a description of the purpose and
usage of fine grained security, including the use of security filters and object filters. There
are several slides that show some examples of the XML strings that configure the filters.
You will review the commands that are used to control the security settings. Finally you
will see how to publish the fine grained security to Cognos to see filtering in the reports.
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= As an administrator, you can limit which monitoring context instance data each user or group
has the authority to view
— For example, users in group ‘Managers of Southwest’ are authorized to see only
instances where metric Region is ‘Southwest’

= As an administrator, you can limit which metrics each user or group has the authority to view
— For example, the administrator indicates that users in group “Worker” are not authorized
to Loan Amount

= Fine grained security is configured once, but applied globally across widgets and
Representational State Transfer (REST) services

= Secure data based on users, groups, Lightweight Directory Access Protocol (LDAP) user
attributes, external entittement system

= Use command line to import, export, delete
= Indicators on widgets to show that results are filtered

= Information center > Securing your environment > Configuring fine-grained security
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Fine grained security allows you to restrict the display of monitoring context
instances, for example showing only instances for a particular geograpical region.
Also, you can restrict which metrics are displayed to a user, for example only
showing loan amounts to authorized users.

Fine grained security is applied to all Monitor widgets and to any applications that
are using Monitor REST services.

You can secure your data based on specific users or groups in the user registry.
You can also apply security based on attributes assigned to the user in the LDAP
user registry. You can also make use of an external entitlement system to
determine which users are authorized.

For this release, only the command line is supported. You can import security rules,
export rules and delete rules.

When displaying data with fine grain security applied, you will see an indicator on
the widget that shows that the filters are active.
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= This results in access only to the two highlighted rows

» For example considering these five instances, specify a condition such as:
— Users in group ‘Managers of Southwest’ are authorized to see only Southwest loans (where metric
Region = ‘Southwest’)

= As a system administrator, you want to limit which monitoring context instance data each user or group
has the authority to view

Date and Time of Loan
Loan Number Application Loan Amount Region Loan Officer Loan Status

Processor Validator an
10061 6/15/2010 10:0 $115 000 O Northeas Gerald Mande Underwritin
10061 6/16/2010 11:0 $275,000.0 Southwes Robert Gum Shippin
10070 7/7/2010 8:0 $500,000.0 Southwes Gerald Mande Shippin

Processor Validator an
10062 6/22/2010 14:0 $400,000.0 Centra Gerald Mande Underwritin
10070 7/2/2010 8:0 $120,000.0 Northeas Joan Smit Post-Closin
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You can apply security filters which affect the display of monitoring context instances. In
this example the managers of the southwest region are allowed visibility to only loans that
are assigned to the southwest region. Even though there are five instances in the
database, only two of them are displayed to the southwest managers.
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= As an administrator, you want to limit which metrics each user or group has the authority to view

» For example, the administrator indicates that users in group “Worker” are not authorized to Loan Amount

Date and Time of Loan
Loan Number Application Loan Amount Region Loan Officer Loan Status

Processor Validator an

10061 6/15/2010 10:0 $115,000.0 Northeas Gerald Mande Underwritin
10061 6/16/2010 11:0 $275,000.0 Southwes Robert Gum Shippin
10070 7/7/2010 8:0 $500,000.0 Southwes Gerald Mande Shippin

Processor Validator an

10062 6/22/2010 14:0 $400,000.0 Centra Gerald Mande Underwritin
10070 7/2/2010 8:0 $120,000.0 Northeas Joan Smit Post-Closin
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You can apply object filters which affect the display of metric data. In this example the
users in the worker group are restricted from seeing the metric for loan amount. After the
filter is applied the worker sees the other five metrics in the dashboard but the loan
amount is hidden from view.
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' ' i Wadel ClipsAndTacks xl
= |ndicators on widgets to show that results are filtered 9

Wersion AllVersions
= Indicator usage is configured in the security filter definition Manitaring Context: ClipsAndTacks MC
_ DiSpIaylndiCaﬂOn parameter Mote: Security filters have been applied

ClipsAndTacks Mc (2

= There is no indication for object security R =R oD G

= KPI target and ranges are suppressed i * v

Security filters have heen applied to the following KPIs: >< J

Average Order Fulfillment KP1August 2008

Ayerage Order Price KPI (Dollars)

Declined Order KF1

Order Count KPI =

Percent of Orders Approved KPI

Ship Count KP|

£

KPI Name Status
Average Order Fulfiliment KPI August 2006

7 Monitor model versions ©2011 IBM Corporation

There are indicators on the widgets in the dashboard to show that the results are filtered.
On the right you can see an icon on the instances and KPI's widgets that pops up more
information about the filtering. If you prefer not to show the indicators, then you can set the
parameter called Displaylndication in the security filter definition. The indicators only apply
to security filters not to object filters. For object filters, the metrics are hidden without an
indication of the filtering.

For filtering in the KPI widget, the KPI target and ranges are not displayed. Since the
aggregated values in the KPI are changed based on the filtering, the targets and ranges
do not relate to the new aggregates.

Note that if you are the owner of a KPI or have ‘KPI administrator’ role, you are allowed to
see KPI target/ranges, even if the KPI is filtered for you. Also, you are able to access and
manage the KPI, even if object security is applied to the KPI. This also applies to KPI
history and prediction and alerts.
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= Security filters apply to instances, KPI's, KPI history/prediction, reports

= Static — fixed string
— Loan_Officer = 'Joan Smith’

= Dynamic — logged in user
— Loan_Officer equals $account.parameters.userlD

H"Se:urityFi;terArray":[
{

"ModelID":"ClipsAndTacks",

"FilterOperator™:"AND",
"FilterArray":[{

"FilterValue™: leigh®,
"FilterOperatorCaseSensitive™:false

}
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Security filters affect the display of monitoring information in the dashboard. They apply to
the widgets for instances, KPI's, KPI history/prediction and reports. Use a text editor to
create an XML file that contains the appropriate parameters for the filter that you are
creating. You can specify the user as a fixed string or dynamically using the logged in user
ID. In the example you see the parameters for the model ID, monitoring context ID, user
and the filter set. The filter set will display only instances where the city metric has a value
of “Raleigh”. You can also apply a security filter to a user group rather than a specific list

of users using the group parameter.
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= Object filters apply to instance metrics, KPI's, alert templates, dimensions, measures, diagrams

» Diagrams
— Metrics are hidden in instance diagrams, and KPIs are hidden in KPI diagrams

= Alerts - Security applied to source KPI triggering the alert
— Dynamic public alerts — Security is evaluated based on alert owner not subscriber
— Dynamic private alerts — Based on alert owner
— Modeled alerts — Not supported

= Specify HiddenFrom and VisibleTo

{
"ObjectSecurityArray™: [
{
"ModelID": "ClipsAndTacks",
"MetricRules": [
{
"MCID": "ClipsAndTacks MC",
"McMetricRules™: [
{
"MetricIDs": [
"country™

1.
"HiddenFrom™: {

"Users™: ["tw admin"]

}
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Object filters affect the display of monitoring information for instances, KPI’s, alert
templates, reports and diagrams. For diagrams, filtered metrics are hidden in instances
diagrams. For KPI diagrams, KPI's are hidden that are based on the filtered metric.

For alerts, object security can be applied to the KPI triggering the alert condition. Note that
the security for dynamic alerts is applied based on the alert owner not the alert subscriber.
For alerts defined in the model, object filters are not supported. To circumvent this, re-
create the alerts in the dashboard using the alert manager, and then you can apply the
filter.

Depending on your needs you can either set the HiddenFrom parameter or the VisibleTo
filter or both.

In this example, an object filter hides the metric country from a user. You can just as easily
apply the filter to a group of users rather than an individual list of users by using the group
parameter.
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= Commands for import, export, delete

— importFGSFilters, importFGSObjSecRules, deleteFGSFilters,
deleteFGSObjSecRules, exportFGSFilters, exportFGSObjSecRules

» Example command

— wsadmin -wsadmin_classpath
"..\..\..\plugins\com.ibm.wbimonitor.lifecycle.spi.jar;..\..\..\plugins\com.ibm.wbimonitor.r
epository.jar" -lang jython -f "..\..\..\scripts.wbm\FGSecurity\importFGSFilters.jy"
c:/filter-instance-city.txt

* For command details see the Monitor information center, topics ‘Security filter file’ and
‘Object security rules file’

C: \bpm\plDflleo\PlDCCtlBl\hln)andnln —wsadnin_classpath "..~. .5 .Spluginsscom. i
bm ublmonltol lifecycle.spi.jar;..~N..N..spluginsscom. ibm. uh1mon1t01 repository.j
ar'" —lang jython —F "..~..5C.Sscripts.wbnSFGSecuritysimportPFGSFilters. jy" c:fil
ter—instance city.txt
=z ys—package—mgr*: processing new jar, ’C:sbhbpmipluginsscom.ibm.whimonitor.reposi

: Connected to process “serverl” on node wacl3BNodeBl using SOAP connec

e of process is: UnManagedProcess

: The following options are passed to the scripting environment and are
available as arguments that are stored in the argv variable: "[c:/filter—instan

ce—city.txt]1"

CUMD57818I: 1 Security Filters were inported.
C:sbpmsprof ilessProcCer@lshin >

Monitor model versions
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There are several commands that control importing, exporting, and deleting security and
object filters. In the example, the command shows how to import a security filter. One of
the parameters for the command is the file containing the security filter string. To see all
the parameters for the commands and the filters, there are topics describing them in the
Monitor information center.
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= Tables fgs_* - one for each object type, also security filter
table

Security filter
table with filter
value

{E2] Fas_SECURITY_FILTER_T

BB FGS_ALERT_TMPLT_T

ER FG5_DIMENSION_T

B Fas_KPLT

FB FGS_MEASLURE_T

£ Fas_METRIC_T

BB FGS_MONITOR_COMTEXT_T

CONTERT_KEY 2 | MODEL_ID 2 [ McID

= |ENTITY_ID & | ENTITY_TVPE = | DISPLAY_INDICATION :N_VALUE = | LAST_UPDATED 2 [ VERSION_ID = |

iClipsandTacks/. .. ClipsandTacks  [ClipsandTacks... |uid=admin,o=... [User

1[{"Fiterarray":[{...| | 5|

METRIC_KEY 2 [MoDEL I & [ mcD

= [meETRIC 1D & [EnTiTv I 2 [EwTrTy_TvpES [visBLE & [LAsT UPoaTED 2 [vERSION_ID &

[ClipsAndTack. .. |C\ipsAndTacks |CIipsAndTacks..‘ \country |uid=tw_admin... |User

|
| o \ o|
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list and visibility
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After importing several filters over time, you might be interested in determining all the
filters that have been applied. You can see them in the database in the tables for fine
grained security which have a prefix of ‘fgs_’. There is a single table for security filters with
one row for each applied filter. For object filters there are separate tables for each object
type. So you see tables for alert templates, dimensions, KPI's, measures, metrics and

monitoring contexts.
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= Manage Cognos cubes

= Indicators in the console to republish

Monitor Modals

Publish or republish the Cognos cube

bled
L " packages
i, Cognos cubes nat synchronized For this model versio
= onal)

Export cube package definition inta a zip
file

Expork..

Delete the cube package

Delate

Monitor Modals > cli (2007-09-11T12:07:30) > Manage Cognos cubes

Usa this pags to publish, export, or delats Cognos cubs packsgss

Details

wE

External dispatcher URI

Ihﬁp Siwacl 30.austinibm.com: 3080/p2pd/sen
If the location is not correct, you can
change it in the Configure Cognos Service
panel.

Cognos Status

Coghos cube packages published on:

Jun 13, 2011 9:28:22 AM

Cube package permissions are based on
Monitor data security settings at the time
of first package publish. The package
permissions can be updated by launching
the IBM Cognos Connection web client
Fine-Grained Security

Rules last updated on

Jun 13, 2011 9:42;13 AM

a
w
5
w

! The Cognos cube package and the
fine-grained security rules are out of
synch. Publish the cube packages to apply
the latest fine-grained security rules.
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When you run the commands to apply security filters, the Cognos cubes are not
automatically updated. This means that the data shown in the reports widgets will not have
the latest security filter updates. So you should remember to publish the Cognos cubes
after you have made any changes to the security filters. In the administrative console you
can find the page to manage the Cognos cubes for a model version. There are also

convenient indicators to remind you that you should republish the cubes.
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= Covered fine grained security in IBM Business Monitor
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In summary, this presentation covered the use of fine grained security in IBM Business
Monitor.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send email feedback:

This module is also available in PDF format at:

14 Monitor model versions ©2011 IBM Corporation

You can help improve the quality of IBM Education Assistant content by providing
feedback.
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Trademarks, disclaimer, and copyright information

IBM, the IBM logo, ibm.com, and Cognos are trademarks or registered trademarks of International Business Machines Corp., registered in many
jurisdictions worldwide. Other product and service names might be trademarks of IBM or other companies. A current list of other IBM trademarks is
available on the web at "Copyright and trademark information" at http://www.ibm.com/legal/copytrade.shtml

Other company, product, or service names may be trademarks or service marks of others.

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED
"AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM'S CURRENT
PRODUCT PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR
ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION.
NOTHING CONTAINED IN THIS PRESENTATION IS INTENDED TO, NOR SHALL HAVE THE EFFECT OF, CREATING ANY WARRANTIES OR
REPRESENTATIONS FROM IBM (OR ITS SUPPLIERS OR LICENSORS), OR ALTERING THE TERMS AND CONDITIONS OF ANY AGREEMENT
OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE.

© Copyright International Business Machines Corporation 2011. All rights reserved.
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