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z/OS® V1R9 Communications Server

Enable application identifier in NMI, SMF and
Netstat
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Updated January 2, 2008

This presentation describes the changes made in z/OS V1R9 Communications Server in
the area of systems management to enable the application identifier in NMI, SMF and
Netstat.
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Problem: Need to quickly identify connections

= Customers need to quickly identify TCP
connections for key applications.

= Support should be similar to the Netstat support
that displays connections with Telnet-specific
information. UNIX, and other things

= The new identifying data should be provided with
existing connection information records by the
provided management interfaces:

» Netstat
» SMF
» NMI
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Often a user on the telephone with a problem does not know TCP/IP resource information
like IP addresses and port numbers. Instead they know high level information about the

application they are using.
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Solution: Enable application identifier

= Applications can associate identifying information with a
socket.

» SIOCSAPPLDATA IOCTL
v TCP sockets only

v Application data (APPLDATA) up to 40 bytes can be provided

— Printable EBCDIC characters are preferred (not enforced) for the entire string to ease the
searching with Netstat filters

= Information provided on Netstat reports
» Netstat ALL/-A
v" APPLDATA included in report if present
» Netstat ALLConn/-a and Netstat Conn/-c

v~ A new modifier APPLDATA
— Application data included in report if present

» A new filter, APPLD/-G, is available on all three reports.
v" Limited to connections with matching APPLDATA
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To help real time problem determination, capacity planning, and accounting applications,
TCP/IP applications can now associate identifying information with the socket resources
they use.

A new IOCTL command is provided to allow applications to associate up to 40 bytes of
identifying information with a TCP socket. Application supplied data exists for the life of
the socket. It can be replaced by the application at any time. It can be removed by setting
it to all nulls or all blanks. Information is inherited from listener to new connections when
they are placed on the backlog. Itis up to each exploiting application to document the
content, format and meaning of the information provided. The application should uniquely
identify itself at the beginning of string. Strings beginning with three character IBM product
identifiers are reserved for IBM use. IBM product identifiers begin with a letter in the range
Ato l. Printable EBCDIC characters are preferred, but are not enforced, for the entire
string to ease the searching with Netstat filters. If an application chooses to use non-
printable characters, they will be displayed by Netstat as ‘.” (dot). Users entering APPLD
filters will need to enter a wildcard character (? or *) to match the non-printable characters
stored in the string.

Customers can easily locate and display connections used by the applications since the
unique application data is provided on Netstat reports. Application data is always
displayed on the TSO Netstat ALL and z/OS UNIX® netstat —A report if it is present.
Application data is only displayed on the MVS and TSO Netstat ALLConn and COnn
reports and the z/OS UNIX netstat -a and netstat —c reports when explicitly requested
with either the APPLDATA modifier or the APPLD/-G filter. The filter is also supported on
the Netstat ALL/-A commands. The filter supports wildcard searches. Wildcards
supported are question mark ( ?), which matches exactly one arbitrary character, and an
asterisk ( *), which matches zero or more arbitrary characters. The filter provided results
in a case insensitive search.
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Solution: Enable application identifier

= Information available to network management applications
through NMI (EZBNMIFR)
» GetTCPListeners and GetConnectionDetail requests

v A new flag indicates when Application data is available on the socket

v A new field contains the application data
v A new application data filter

= Information available on TCP Connection Termination
Record

» New self-defining section (SMF119S4)

» Only present when application data is available
= This function was rolled back to

» VIR7 (PK32534)

» V1IR8 (PK40411)

Enable application identifier

The application data is also available to network management applications through the
Network Management Interface. EZBNMIFR is a callable polling-type interface that
returns the status of connections, listeners, and endpoints at a given point in time. The
caller can specify filters that limit the returned data to a specific set of information.
GetTCPListeners requests information about all listening TCP sockets.
GetConnectionDetail requests information about all connected TCP sockets. This support
adds a new flag, NWMTCPLApplIDataSet, that indicates when ApplData is available on a
socket and a new field, NWMConnApplData, containing the ApplData for these two
requests. These requests may be filtered in several ways to reduce the number of sockets
included in the results. This support adds a new filter that only matches sockets that have
ApplData available and that matches the supplied filter. The application data filter can
have wildcard characters. Use a question mark (?) as a wildcard for a single character and
an asterisk (*) as a wildcard for zero or more characters. The filter is case insensitive. The
macro, EZBNMRHA, and header, EZBNMRHC, are supplied to assist in writing
applications that use the NMI.

This solution also allows customers or vendor tools to identify these connections in TCP/IP
SMF records written at connection termination. Application data is added to the SMF Type
119 TCP Connection Termination Record as a new self-defining section. This record is
produced when a TCP connection is terminated. The macro, EZASMF77, and header,
EZASMF, are supplied to assist in writing programs that process SMF records.

Application data is available when the SIOCSAPPLDATA IOCTL is used to supply
ApplData on the parent listening socket or on the connected socket. Application data can
be deleted from a socket by using the SIOCSAPPLDATA IOCTL to supply ApplData that
is all blanks or all nulls (x'00’).

This support was rolled back to z/OS V1R7 and V1R8 at the request of other IBM
applications that are interested in exploiting it.

© 2008 IBM Corporation
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IOCTL detalls

= The SIOCSAPPLDATA command is ‘8018D90C’x

= Two control blocks:

» SetApplData
v Eye catcher — SetAD_eyel
v Version — SetAD_ver
v Length of SetaDContainer — SetAD_len
v Pointer to SetADContainer

» SetADcontainer
v Eye catcher — SetAD_eye2
v Application data

= This IOCTL is supported on TCP/IP Socket APIs.

Application
data is here

L\

| 64 bit pomter SetADcontainer
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As with any IOCTL socket command, a unique socket command variable following by a
structure to map the IOCTL request data. This slide illustrates the structure elements and
their relationship. Note that the structure containing the application data can optionally
reside above the 2G bar.

The SIOCSAPPLDATA IOCTL data structures are in assembler and C/C++. The
assembler macro, EZBYAPPL, is located in the SEZANMAC dataset. The C/C++ header,
EZBYAPLC, is located in SEZANMAC and in /usr/Ipp/tcpip/include/ezbyaplc.h

EnApplID_NMI_SMF_Netstat.ppt Page 5 of 8



| IBM Software Group

Display command example

= Two lines added to end of Netstat reports:

Application Data:

= “Non printable” characters displayed as a period “.”
= “Printable” characters:
» <space>
» Special characters .<(+&!$*);-/|,_>?:#@'="
» Lower case alpha a .. z

» Upper case alpha A ..Z
» Numeric 0..9

Enable application identifier
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Applications can place non-printable characters in the string. Netstat will display them as

‘”. Only printable characters may be entered in Netstat filters. Non-printable characters
must be skipped over with wild card characters in the filter.
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Feedback

Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better
meet your needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?
= Do you have suggestions for improvements?

Click to send e-mail feedback:
mailto:iea@us.ibm.com?subject=Feedback _about EnApplID_NMI_SMF_Netstat.ppt

This module is also available in PDF format at: ../EnApplID NMI SMF Netstat.pdf

L

3
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You can help improve the quality of IBM Education Assistant content by providing

feedback.
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Trademarks, copyrights, and disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both:
IBM z/0S
UNIX is a trademark of The Open Group in the in the United States, other countries, or both.

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document could include
technical inaccuracies or typographical errors. IBM may make improvements or changes in the products or programs described herein at any time without notice. Any
statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. References in this
document to IBM products, programs, or services does not imply that IBM intends to make such producls programs or services available in all countries in which IBM
operates or does business. Any reference to an IBM Program Product in this document is not intended to state or imply that only that program product may be used.
Any functionally equivalent program, that does not infringe IBM's intellectual property rights, may be used instead.

Information is provided "AS IS" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY
WARRANTY, EITHER EXPRESS OR IMPLIED. IBMEXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NONINFRINGEMENT. IBM shail have no responsibility to update this information. IBM products are warranted, if at all, according to the terms and
conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty, International Pro%ram License Agreement etc.) under which
they are provided. Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly
available sources. IBM has not tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any other
claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights. Inquiries regarding
patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785
WA,

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples described are presented
as illustrations of how those customers have used IBM products and the results they may have achieved. The actual throughput or performance that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the storage configuration,
and the wo:jkllgad processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the
ratios stated here.

© Copyright International Business Machines Corporation 2008. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA ADP Schedule
Contract and IBM Corp.
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