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Agenda - Other Sysplex Improvements

1 Source IP address selection based on
connection destination IP address
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time

3 Improve reliability of DVIPA creation
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Source IP address selection

based on connection destination
IP address
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V1R7

Selecting source IP address for outbound TCP connections CS z/OS

A Did application bind Yes Use the already locally

bound IP address
——

e Did application bind to a port in a PORT Yes Use the IP address specified

on the BIND parm

£ge on ement ND parm?.
c Is this a TCP socket and does a Us
JOB-Specific rule match the jobname?

e the JOB-specific

source IP address

ul

Is this a TCP socket and is

enabled?

Yes

*IPv4 - Can a static VIPA be chosen based on outgoing interface
and HOME list?

ET

*IPVv6 - Is a VIPA configured on the outgoing interface?

Did application bind to INADDR_ANY? G)  TCPSTACKSOURCEVIPA

Use the

[TCPSTACKSOURCEVIPA

address

]

1 Use the IP address of the link over which the initi  al packet is sent
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CUSTJOB Source IP

Connectto | 2ddress:
10.1.1.nnn 203.15.2.1

SRCIP-ENDSRCIP block options as of z/OS V1R7

Firewall A" cystomer A network

Source IP
address:
[7203.15.2.1

Connect to
23.1.5.nnn

L~

Connectto 9
23.1.5.6

| z/0S LPAR ‘
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USERxyz Source IP address: 2
?

Allow source 1P
203.15.2.1, deny
all others!

Firewall B
Customer B network

Allow source 1P
203.15.2.2, deny
all others!
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SRCI P
JOBNAME CUSTJOB 203.15.2.1
ENDSRCI P

Issues:

1 A jobname can only map to one
source IP address per address family

2 Cannot use SRCIP if jobname is not
predictable

© 2007 IBM Corporation

Page 5 of 15



Destination-specific source IP addressing added in z/OS V1R8

(ﬁ Firewall A Customer A network
CUsTIOB Source IP SRCI P
address:
Comnectto | - 1621 10.1.1.0/24 DESTI NATI ON  10.1.1.0/24 203.15.2.1
Al\owsme I3 DESTINATION 23.1.5.6 203.15.2.2
203.15.2.1, d
all ollrzrsll e NDSRCI P
Source IP
C t .
2;.?.]56.% ? | address: Firewall B
[~203.15.2.2 -
~~ ' Customer B network
E —
E
USERxyz =
Source IP addioss: g Enhance source IP address
[Connect to 203.15.2.2 -] I t .
23156 Ao e 1P selection.
203.15.2.2, deny . .
allothers! 1 Subnet destination
105 LPAR 2 Specific destination address
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Expanded SRCIP-ENDSRCIP Profile statements
—
»New DESTINATION entry for SRCIP statement
SRCI P
JOBNAME CUST* 203.15. 2.1
JOBNAME CUST* 2003::15: 1:
JOBNAME R 203.15.2.3
N DESTI NATION 192.1.1.98 203.15.2.2
DESTI NATI ON  2001::981:1/120 2003::15:1:
O DESTI NATI ON  2003: 0D02: 11::78:5:7 | NTFV6
T ENDSRCI P
-Destination may be specified as subnet address or specific address
S —most specific match is used
~-Source may be specified as IP address or IPv6 interface name
—restriction: source may not be a distributed DVIPA
- Destination will normally not override a jobname
—exception - destination will override a full wildcard jobname
"JOBNAME *"
—
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Usage notes

»SRCIP JOBNAME and/or DESTINATION entries can appear in any order
»Why a distributed DVIPA cannot be used for the sour  ce IP address on a SRCIP DESTINATION entry:

~A match to a SRCIP DESTINATION entry can not be identified until a connect request is issued and the destination
is known. However, some applications establishing outbound TCP connections may issue an explicit bind socket
API prior to issuing the connect request. The port assigned during this early bind processing may not be available
across the sysplex for the destination-specific source IP that is determined later at connect request time.  This
could result in an ambiguous situation where multiple outbound connections to the same destination IP address and
port have the same source IP address and port. As a result, the use of distributed DVIPAs on SRCIP
DESTINATION is not allowed.

~A distributed DVIPA can be used for the source IP address on a SRCIP JOBNAME entry

nm-+40Z2
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Tracking of where DVIPAs are at

any point in time
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Better tracking of DVIPA creation and deletion

»Issue messages on the MVS ™ console and in the job log of the TCP/IP started
procedure when application-specific DVIPAs are crea  ted or deleted

~-When the application instance DVIPA is created or deleted dynamically through an
explicit bind, by executing the MODDVIPA utility, or by invoking the SIOCSVIPA or
SIOCSVIPAG ioctl command.

EZD12041 - DYNAM C VI PA dvi pa WAS CREATED USI NG | CCTL BY j obnane ON tcpstacknane
EZD12051 - DYNAM C VI PA dvi pa WAS CREATED USI NG BI ND BY j obnane ON tcpstacknane
EZD12061 - DYNAM C VI PA dvi pa WAS DELETED USI NG | CCTL BY j obnane ON tcpstacknane

EZD12071 - DYNAM C VI PA dvi pa WAS DELETED USI NG CLCSE BY j obnane ON tcpstacknane

10 Sysplex: Other sysplex improvements © 2007 IBM Corporation

sysplexEnhancements.ppt Page 10 of 15



Enhance Netstat VIPADyn/-v report

»Enhance the Netstat VIPADyn/-v report to include
-Timestamp when DVIPA was created
~-Name of job that caused it to be created

Status: Active Oigin: VIPADefine
Act Ti me: 03/ 02/2005 16: 45: 20

| pAddr/ PrefixLen: 201.2.10.12/26
Status: Active Oigin:
Act Ti me: 03/ 02/2005 16: 48: 20

| pAddr/ PrefixLen: 201.2.10.14/26
Status: Backup Origin: VIPABackup
ActTine: n/a

| PADDR/ PREFI XLEN: 199. 199. 199. 8/ 24
Status: Active Origin: VIPARange | OCTL
Act Ti me: 03/02/2005 16: 47: 20

| PADDR/ PREFI XLEN: 199. 199. 199. 9/ 24
Status: Active Origin: VIPARange BI ND
Act Ti me: 03/02/2005 16: 47: 50

TCP/ | P NETSTAT CS V1R8 TCPI P Name: TCPCS
nam ¢ VI PA:
| pAddr/ PrefixLen: 201.2.10.11/26

Di st Stat:
Di st Stat:
Di st Stat:

Di st Stat:

JobNarre:

Di st Stat:

JobNarre:

JOBTST1A

JOBTST1 )
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Enhance Netstat VIPADyn/-v report

»The timestamp that this DVIPA was activated on the local stack, either because it is the owner of the
DVIPA or a target for this DVIPA, specified as Coor  dinated Universal Time (UTC).
A value of n/a indicates that this DVIPA was not ow  ned by this stack or this stack is not the target f or
distributed connections to this DVIPA.
»The job name of either the application or the MODDV  IPA utility which caused this DVIPA to be
created. This field is significant only when this D VIPA was created with one of the following methods:
~A socket did an explicit bind to an IP address that fell within a range of IP addresses configured on a VIPARANGE
profile statement.
~An application, or the MODDVIPA utility, issued an SIOCSVIPA or SIOCSVIPAG ioctl to create a DVIPA that fell
within a range of IP addresses configured on a VIPARANGE profile statement.

nm-+40Z2
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Improve reliability of DVIPA

creation
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Improve reliability of DVIPA creation

»Prior to z/0OS V1R8:

-A VIPARANGE DVIPA is created asynchronously from the application process that caused
its creation.

-The DVIPA may not yet be active (created) upon successful return from the bind(), ioctl()
call, or use of the moddvipa utility.

-Use of the DVIPA may fail if it has not been created yet.
—Subsequent connect() or other socket calls using that dvipa will fail.
—External clients unable to connect to this server even though the bind() and listen() were

successful.

»From z/OS V1R8:
-VIPARANGE DVIPAs are now created, and deleted, synchronously.

~Upon return from a successful bind() or ioctl() call the DVIPA will now be active and ready for
use.

-Deletion of VIPARANGE DVIPAs are now also processed synchronously.

-No changes necessary to enable this function.
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Trademarks, copyrights, and disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or
both:

MVS z/0S

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document
could include technical inaccuracies or typographical errors. 1BM may make improvements or changes in the products or programs described herein at
any time without notice. Any statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent
goals and objectives only. References in this document to IBM products, programs, or services does not imply that IBM intends to make such products,
programs or services available in all countries in which IBM operates or does business. Any reference to an IBM Program Product in this document is
not intended to state or imply that only that program product may be used. Any functionally equivalent program, that does not infringe IBM's intellectual
property rights, may be used instead.

Information is provided "AS IS" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS"
WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to update this information. IBM products are
warranted, if at all, according to the terms and conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty,
International Program License Agreement, etc.) under which they are provided. Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other publicly available sources. IBM has not tested those products in connection with
this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.
Inquiries regarding patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples
described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. The actual
throughput or performance that anl¥ user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's
job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user
will achieve throughput or performance improvements equivalent to the ratios stated here.

© Copyright International Business Machines Corporation 2007. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA
ADP Schedule Contract and IBM Corp.

Sysplex: Other sysplex improvements © 2007 IBM Corporation

sysplexEnhancements.ppt Page 15 of 15



