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Network security - IDS useability,
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Firewall Technologies
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ﬂ/os V1R8 the Policy Agent

configuration tools are combined into
one tool to manage policies for:
-AT-TLS
-IPSec and IP filtering
-IDS
-QoS
»Common approach for all policy types:
-Master copy stored in binary file format
(on workstation or file server)
- Text-based configuration files to be
parsed by Policy Agent are created

C=

and transferred to z/OS

Note: IDS policies may now be stored in a text file, just as the other
policy types. There is no requirement for LDAP.
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Security Standards Update

»AES - Advanced Encryption Standard
~AES is an official U.S. Government standard. The Secretary of Commerce approved the
adoption of the AES as an official government standard, effective May 26, 2002
—Federal Information Processing Standard
*FIPS publication 197

~AES is stronger than the Data Encryption Standard (DES) and therefore should be a popular
standard both inside and outside the United States.

~AES is a bulk encryption algorithm
—Suitable for TLS and IPSec
—More secure than DES (Data Encryption Standard)

»Supported by System SSL element of z/OS since z/OS  V1R4

»Support for use of AES was added to SSL-enabled CS  components (TN3270, FTP,
and Sendmail) and to Application Transparent TLS in z/OS V1R7

»z/0S V1R8 adds support of AES for IPSec workload
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z/OS IPSec and VPN Support

»New in z/OS V1R7, complete IPSec, filtering, and IK  E solution part of z/OS
Communications Server
~Alternative to Firewall Technologies
»z/0OS Communications Server IPSec features
- Simplified configuration, infrastructure, administrative controls
- Improved serviceability, messages
- Base for enhancements - NAT traversal, IPv6, etc

»Starting in z/OS V1R8, Firewall Technologiesis no  longer available
»Announced Feb 15th, 2005

»z/0S V1.7 is the last z/OS release to include the F  irewall Technologies component of the
Integrated Security Services element.

»Many Firewall Technologies functions have been stab ilized for some time and can be
replaced using comparable or better functions provi ded by or planned for Communications
Server, notably,

-IPSec
-IP packet filtering

-In addition, a functionally rich downloadable tool is planned to replace the IPSecurity and IP
Filtering configuration GUI support.

» The following functions will be removed without rep lacement:
-FTP Proxy services
-Socks V4 services
-Network Address Translation (NAT)

-RealAudio support
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Trademarks, copyrights, and disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or
both:

IBM z/0S

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document
could include technical inaccuracies or typographical errors. 1BM may make improvements or changes in the products or programs described herein at
any time without notice. Any statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent
goals and objectives only. References in this document to IBM products, programs, or services does not imply that IBM intends to make such products,
programs or services available in all countries in which IBM operates or does business. Any reference to an IBM Program Product in this document is
not intended to state or imply that only that program product may be used. Any functionally equivalent program, that does not infringe IBM's intellectual
property rights, may be used instead.

Information is provided "AS IS" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS"
WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to update this information. IBM products are
warranted, if at all, according to the terms and conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty,
International Program License Agreement, etc.) under which they are provided. Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other publicly available sources. IBM has not tested those products in connection with
this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.
Inquiries regarding patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples
described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. The actual
throughput or performance that anl¥ user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's
job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user
will achieve throughput or performance improvements equivalent to the ratios stated here.

© Copyright International Business Machines Corporation 2007. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA
ADP Schedule Contract and IBM Corp.
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