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Automated DNS Registration of Application-specific Hostnames

»Automated DNS Registration of Application-specific Hostnames
-New z/OS® application, also known as Automated Domain Name Registration (ADNR)

-Dynamically add/delete application-specific hostnames and the addresses of those applications in name servers
according to application availability

-Dynamically add/delete hostnames and their addresses representing a TCP/IP stack, MVS™ system, or subset of
IP addresses

—Use these traditional hostnames for occasions when you are not connecting to a server (like ping or
traceroute)

-Provide a migration path for DNS/WLM users
~DNS/WLM and BIND 4.9.3 support to be removed in a future release
—Remove restriction of 15 IPv4 addresses
—Add support for IPv6 addresses
—Participating applications no longer required to register with WLM
—Allows name server to exist anywhere in the network, including z/OS
—Capable of round-robin distribution only. Consider migrating to Sysplex Distributor or z/OS Load Balancing

Advisor if load balancing is your primary goal and round-robin is not sufficient.

-Leverage the z/OS Load Balancing Advisor
—Required for ADNR
—ADNR appears as a load balancer to the Advisor application
—Load balancing with external load balancers can coexist with ADNR
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Replacing the dynamic DNS registration part of the DNS/WLM
component with a dynamic DNS solution

~ADNR registration component will use existing z/OS load balancing advisor
infrastructure and appear to the load balancing adv isor as an external load balancer

~Potentially possible to extend the dynamic registration capabilities to any SASP-server based
implementation, such as a global e-WLM manager.

-Registration/de-registration triggered by the same events that trigger when a server instance
is available/not available from an external load balancer perspective.

~-LBA controls to quiesce and resume server instances also apply to SASP-DDNS.
- Sysplex-wide scope.
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How sysplex resources are represented in DNS
»Each sysplex resource is represented by one or more Resource Records (RRs) in the name server
»Most RRs map a resource name to an IP address, ora n IP address to a resource name

~-ADNR only adds the type of RRs that map a resource name to an IP address

~ADNR does NOT add the type of RRs that map an IP address to a resource name
—~DNS/WLM didn't do so either

-For RRs added by ADNR a resource name can be:
—The name of a group of equivalent server applications or a single server application (such as tn3270)
—The name of a particular instance of one of these server applications (such as sysa.tn3270)
—A name representing any TCP/IP stack or system in the sysplex (such as prodplex)
—A name representing a particular TCP/IP stack or system in the sysplex (such as sysa)
—A name representing any desired set of IP addresses (such as sysplexxcf)

»Resources mapped to IPv4 addresses are represented  in DNS with an 'A' record
»Resources mapped to IPv6 addresses are represented  in DNS with an 'AAAA' (quad-A) record

»Some example RRs added by ADNR follow on the nextp  age
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Example DNS resource records added by ADNR

Comments (delimited by a semicolon) are not added by ADNR. These were added here only for

illustration.
; Added due to a host_group statement
;. NAME CLASS TYPE RECORD DATA COMMVENTS
prodplex.mvsplex.mycorp.com IN A 10.1.10.3 n ame for any IP address in sysplex
prodplex.mvsplex.mycorp.com IN A 10.1.10.11 ; name for any IP address in sysplex
prodplex.mvsplex.mycorp.com IN AAAA 2001:0DB8: 8:800:200C:417A ;name for any IP addr in sysplex
sysa.mvsplex.mycorp.com IN A 10.1.10.3 n ame for an IP address on 'sysa’
sysb.mvsplex.mycorp.com IN A 10.1.10.11 ; name for an IP address on 'sysb'

;Added due to a server_group statement

7 NAMVE CLASS TYPE RECORD DATA  COWMENTS

tn3270.mvsplex.mycorp.com IN A 10.1.10.3 ;name for any instance of tn3270 in sysplex

tn3270.mvsplex.mycorp.com IN A 10.1.10.11 ;name for any instance of tn3270 in sysplex

sysa.tn3270.mvsplex.mycorp.com IN A 10.1.10.3 ;na me for tn3270 instance on 'sysa’
sb.tn3270.mvsplex.mycorp.com IN A 10.1.10.11 n ame for tn3270 instance on 'sysb'
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ADNR system example
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ADNR system example (cont.) - Server instance becomes available
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ADNR system example (cont.) - Server instance becomes unavailable
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sysa. t n3270. nvspl ex. mycor p. com
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How sysplex resources are represented in ADNR configuration

» Sysplex resources in the ADNR configuration file ar e represented by groups
~Two types of groups
—Groups which represent equivalent server applications (server_group) or a single server
—Groups which represent a TCP/IP stack, MVS system, or subset of sysplex addresses (host_group)

» Groups designate a port and protocol (e.g. TCP, UDP ) and contain:
~Members which specify one or more IP addresses

» Groups representing a TCP/IP stack, MVS system or s ubset of sysplex addresses (host_group) always have an implied
port of zero and an implied protocol of zero

» Groups representing server applications specify the port the servers listen on and the TCP/IP protocol used to
connect to that port

» Therefore, a sysplex resource is ultimately represe  nted by the triplet of:
~Port +
~Protocol +
-IP address

» Conceptually, ADNR has this type of organization:
~-Groupl (implicitly or explicitly defines port and protocol)
—Memberl = IP Addressl, IP Address2
~Member2 = IP Address3, IP Address4, IP Address5
~-Group2 (implicitly or explicitly defines port and protocol)
~Member3 = IP Address6
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How sysplex resources are represented by the z/OS LBA
Advisor/Agent

»"GWM" = Global Workload Manager = SASP terminology  for the LBA Advisor

»Group
-LBA Advisor/Agent keep the same group concept of the ADNR group
~All ADNR resources configured within a group are kept within the same group in LBA
—~Members are subordinate to a group

»Member
~-LBA member is slightly different than an ADNR member
-LBA member represents one sysplex resource and is the triplet of:
—Port
—Protocol
—IP address
~ADNR member is a collection of one or more sysplex resources

»Conceptually, LBA Advisor/Agent has this type of or ganization:
~-Groupl
—~Memberl = portl, protl, IP Address1
—~Member2 = portl, protl, IP Address2
~-Group2
—~Member3 = port2, protl, IP Address3
—and so on.
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Which resources are dynamically added to DNS?

»Resources configured to ADNR and which are availabl e in the sysplex

»Two sysplex resource types
~-Hostnames representing the host itself or a TCP/IP stack (host_group)
~-Hostnames representing a group of equivalent server applications (server_group) or a single server

»Resources to be dynamically added to DNS must be co  nfigured to ADNR
~-ADNR registers resources to LBA Advisor
-LBA Agent must be running on each sysplex host
-LBA Agents/Advisor inform ADNR of resource availability changes
~-ADNR update-adds/update-deletes resources according to current availability

»Only available resources are update-added to the na  me server
~Active server applications (server_group)
—Listening TCP server applications
—UDP server applications
-IP addresses in the sysplex host TCP/IP stack Home lists (host_group)
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When are resources dynamically removed from DNS?

»Resources removed from a name server (update-delete  d)
-Whenever resource is unavailable from the LBA Advisor's perspective
-Resource Record (RR) update-deleted from name server
-RR with same hostname may still exist with a different IP address

»For both sysplex resource types (host_group and ser ver_group), RRs removed when...
-Configuration changes
—IP address removed from Home list (VARY OBEY)
—ADNR configuration changed to remove group/member/IP address/dns/zone
-Operational changes
—Target server application's TCP/IP stack stopped
—~LBA Agent on MVS system stopped
—~Member quiesced by LBA Agent operator command

»For server names (server_group)...
-All of the above, plus when...
-Target server application is stopped, crashes, and so on.
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Servers and host addresses added to name server

Server resources Host Addresses

. Host Union of
Servers Active
Addresses ldrgse® All

Configured Addge Servers Configured Ad Sysplex

to < in Host
ADNR Sysplex Homelists

*Certain types of addresses are restricted. See
the following page.
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Restricted addresses

»Addresses which cannot be used by ADNR
-Distributed Dynamic VIPAs
-Loopback
~Unavailable IPv6 addresses
-Deprecated IPv6 addresses

»Addresses which should not be used by ADNR
-Autoconfigured IPv6 addresses, including link-local
—Lack of predictability for ADNR configuration
—Interface failure makes endpoint unreachable
—Clients will not be able to use link-local addresses to connect to endpoints
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VIPA types and uses

» Static VIPAs vs. dynamic and distributed dynamic VI PAs
- Static VIPAs
~Work with ADNR
—ADNR offers a unique type of virtualization access to applications using static VIPAs
—Static VIPAs provide fault tolerence for interface failures
—ADNR extends this fault tolerence for server, TCP/IP stack, or MVS system failure

~Dynamic VIPAs
~Work with ADNR

—Better suited for alternative virtualization approaches like VIPA takeover, unique application-
instance DVIPA

- Distributed dynamic VIPAs
—Cannot work with ADNR
—Used with sysplex distributor

» Summary
- Static VIPAs
—ADNR can offer unique virtualization advantages
~Dynamic VIPAs and distributed dynamic VIPAs
—Use for alternative virtualization approaches
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Name server location

»The name server or servers which ADNR updates may b e located anywhere in
the network, including on z/OS

»The local name server which a client queries tores  olve the names of sysplex
resources can be anywhere in the network.
~-Assumes the domain containing the sysplex resources has been properly delegated
from its parent domain.

—e.g. The name server that is authoritative for the mycorp.com domain needs to delegate
the mvsplex.mycorp.com domain to the name server ADNR is updating.
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Update frequency

»How closely the name servers reflect the true avail  ability of status of sysplex resources
depends largely upon LBA Advisor configuration

~update_interval statement
~Range is 10 seconds to 10 minutes. Default is 60 seconds.

~Changes in sysplex resource availability status pushed to ADNR at least every "update_interval"
(also see Convergence Period, below)

~-Changes from available to unavailable may occur more quickly

~Convergence Period: During ADNR initialization or after a F REFRESH, name servers are not
updated until 2 X the update_interval, then they occur at least every update_interval.

» Tradeoffs of higher vs. lower update frequency.
With more frequent updates...
- Benefits
—True application availability status approaches real-time, reducing latency between when
changes appear on the target application and when the name server is updated.
-Costs
—More frequent network flows
*Between the LBA Advisor and the LBA Agents
*Between the LBA Advisor and ADNR
—Additional cycles consumed by LBA Advisor and ADNR
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Caching issues

»Name servers and some client resolvers may cache DN S responses for a
period of time

»Near real-time availability information provided by ADNR can be defeated by
prolonged caching of DNS responses

-e.g. A sysplex server becomes unavailable and the ADNR name server is updated
indicating such. However, a client resolver has already cached the address of the
unavailable server. If a connection attempt is made to the equivalent group of servers
before the cache expires, the client connection will fail.

»Caching time is usually governed by the Time To Liv e (TTL)
»Each resource record (RR) in a name serverhasa TT L

»TTL of RRs added by ADNR is determined either by AD  NR configuration, or by
LBA Advisor configuration

~-TTL can be configured on a zone basis by ADNR configuration, or
~-TTL will be determined by the LBA Advisor's update_interval which is the default
~Allowing the TTL to be determined by the update interval is recommended
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ADNR does support DNS transaction signature

> A transaction signature (TSIG) is used to preventa  n unauthorized zone
transfer and dynamic update.

» A transaction signature is based on an IETF standar  d (RFC 2845).

»ADNR can be configured to support zones defined wit  h TSIGs.

~-The use of TSIG keys is not required.
SASP

,‘\“".‘

Target | LBA LBA ADNR
App Agent  |Advisor

Name
@ server |

b % = transfer key

=—0-= update key
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