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Where do you define your z/OS CS policies?
»GUIs

-IBM Configuration Assistant for zZOS Communications Server

~This GUI will generate the Policy Agent configuration flat-files for AT-TLS, IDS, IPSec,
and QoS policies

» Configuration flat files - created with a text edito r (such as ISPF/PDF)

~-Non-complex or complex IDS policies
~-Non-complex QoS policies (only 1 condition)
-IPSec policies

~-AT-TLS policies

=

»LDAP Server Central policy definitions for many hos  ts.

~-Non-complex or complex QoS policies

—Can be created using the older zQoS Manager GUI
~-Non-complex or complex IDS policies

—Can be created using the older zIDS Manager GUI

»Note:

~For details on new IDS policies, see z/OS Communications Server IP Configuration Reference
Version 1 Release 8
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Policy configuration GUI support for CS z/OS

»z/0S V1R7 introduced the z/OS Network Security Conf iguration Assistant (NSCA)
- IPSec configuration
*IP filters
«Static and dynamic VPNs
- AT-TLS configuration

» At a z/OS V1R7 level, multiple separate configurati  on GUIs were provided by CS z/OS:
-z/IDS Manager - IDS policies (only for storing in an LDAP server)
*There was no alternative to an LDAP server for IDS policies
-z/QoS Manager - QoS policies (also only for storing in an LDAP server)
*QosS policies could also be created manually using a text editor in a flat text file
-z/0OS Network Security Configuration Assistant

» In z/OS V1RS, all the policy GUIs are consolidated into

a single GUI: IBM Configuration Assistant for z/OS
Communications Server

-AT-TLS

-IDS

-IPSec

-QoS

Configuration Assistant
for 2/0S GCommunications Server
Version 1, Release 8

»z/OS V1R8 adds new functions in the following areas
- IDS policies are now supported in a flat file configuration
- IPSec adds IPv6 support, AES encryption, and NAPT
- AT-TLS can be configured for IPv6
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Configuration file overview

" - QoS DS ATTLS IPSec  ATTLS
configuration + IPSec z/0S

files

Generate and transfer policy configuration text fil es to z/OS

Changes made to the text files with ISPF are not automatically reflected
back into the binary master files. This is a one-way process!

1BM Configuration Assistant for z/OS Communications Server: Policy Configuration Overview

»Each binary configuration file may

»>The GUI works with five contain policies for a specific
perspectives: perspective for:
-QoS policies -A single stack on a single z/OS image
-IDS policies -All stacks on a single z/OS image
~ATTLS policies ~Multiple stacks on multiple z/OS images
~IPSec policies > Store binary files safely
f:"r:ilg?ed ATTLS and IPSec % -They are the ultimate source of your

wme 30000 P
master -Back them up on a LAN server or onto

oooog ooogg ooogoog

Qos DS ATTLS IPSec  ATTLS Qos DS ATTLS IPSec  ATTLS Qos DS
+IPSec + IPSec
Flat text files for stack 1 on z/OS image 1 Flattex tfiles for stack 2 on z/OS image 1 Flat text files

ATTLS IPSec  ATTLS
+ IPSec

for stack 1 on z/OS image 2
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Policy agent configuration file structure overview in z/OS V1R8

»Thereisone @ I?]olicies
that are

Policy Agent per I,em,pagemconf Commonl PSecConfi g /etc/ policies/ common/ | PSec shared
LPAR. CommnTTLSCon_fi g /etc/ po! i _ci es/ comon/ TTLS by all
_This one Policy Commonl DSConfi g /etc/ policies/ comon/ | DS the
Agentsupports L J oo stacks
g Pp Tcpl mage TCPCS /etc/tcpcs. i nage in the
all S.taCkS that Tcpl mage TCPCS2 /etc/tcpcs2. i mage Note: th _LPAR
runinthat 7 NGO ... ote: there |§ no
LPAR. common Qo

configuration file.

letc/tcpes.image

| pSecConfig /etc/inmage/tcpcs/ | PSec
TTLSConfig /etc/image/tcpcs/ TTLS TTLSConfig /etc/image/tcpcs2/ TTLS
QoSConfig /etc/image/tcpcs/ QS QoSConfig /etc/image/tcpcs2/ QS
I DSConfig /etc/image/tcpcs/|I DS | DSConfig /etc/image/tcpcs2/ |1 DS

letc/tcpes2.image

I pSecConfig /etc/image/tcpcs2/ | PSec

letc/image/tcpcs/QoS l letc/image/tcpes/IDS l
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Common versus stack-specific configuration files

z/OS Image (LPAR)
The configuration assistant created the stack-specific

Policy Agent congfiguration files, not the common files. Qos 55 - LS
| H

Common

QoS Policies

P
= 5 0 0 O
o masrcony ———)

IDS Policies 2 10 0O 0N
@Local master copy

AT-TLS Policies

BLocal master copy 8

Configuratio IPSec Policies letc/pagent.conf Policy Agent
gﬁlssmant @Local master copy

IPSec+AT-TLS
Policies

Local master copy

TCP/IP Stackl TCP/IP Stack2
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Built-in tutorials

» Picture based tutorials
built-in

»Separate Getting Started
Tutorials for each
technology

IBM Configuration Assistant for z/ZOS Communications:

page 2 - Images, Stacks, Cor
page 3 - Configure an Inage
page 4 - Configure & Stack
page 5 - Configure & Connec
page - Connectivity Rules
page 7 - Reusable Chjscts
page & - Tratfic Descriptors
page 9 - Tratfic Descriptor C
page 10 - Securty Levels
page 11 - Reguirement Maps
page 12 - Reguiremert Map
page 13 - Putting it &Il Togeth|
page 14 - Warning to PSec |
page 15 - Instaling Configrs|
page 16 - Instaling Configurel
page 17 - Accessingthe Tulc
Betore using this configuratic
|1 1DS: Gatting Started
|| Q05 Getting Started
| ] AT-TLS - Addtions! Tutorisls
| 1IDS - Additional Tutorials
|1 PSec - Addtional Tutorials
|| QoS - Additional Tutorials
Frequertly Asked Questions

uick dynamic tunnel dema
® Guick start tunrel demo

i Console
® Preferences
* Trees
e
# Basic Information
Al i | )

IR R R SRR E R R R R RS

Getting Started Tutorial -
AT-TLS and IPSec

estimated review time: 10 minutes

Learn to use the Navigation Tree: page1017
Next =

Click on the different nodes in the Navigation Tree. A node is a folder (such
as "Work with Reusable Objects") or a leaf (such as "Traffic Descriptors") in
the Navigation Tree

Panels specific 1o the selected node will appear.

Right click on cach node to see a menw containing additional actions specific
1o the selected node.

uration Assistant for z

ion A ssistant Navigation Tre=

Inelicate the perspective of this configural

- % Both AT-TLS and IPSec
4 Work wih Reusabie Objects

# Traffic Descriptors T AT-TLS only.
® Securty Levels - Pses oy
® Requirement Maps ‘ .
4 Wrk with Zi0S Images " Itrusion Detection Services (IDS)
4 Image - LPAR_1 S S
|5 S v
< m | >

Server: Policy Configuration Overview
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Configuration data model

Requirements Map

equirements Map
/susiness Partner IPSec  AT-TLS
equirements Map
Internalhlahaark IPSec AT-TLS
equirements Map
/%Il(e Host to Branch Office IPSec‘ AT'TL_S
4 ) Security  Security
Traffic Descriptors Levels i

Stack B
Connectivity-

Rules

EE (ports, protocol) *
TN3270 (ports, protocol m B

A D
CICS® (ports, protocol)

\ All other traffic IDeny

Image Y

onnectvi

> A system image contains one or more stacks
~Multiple system images may be defined
»A stack contains a set of connectivity rules
-Data endpoint information
- Security endpoint information
»Reusable objects (can be shared across images and s tacks, but not across perspectives)
~-Requirements Map, Security Level, Traffic Descriptor

FTP (ports,
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Trademarks, copyrights, and disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or
both:

Cics IBM z/0S

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document
could include technical inaccuracies or typographical errors. 1BM may make improvements or changes in the products or programs described herein at
any time without notice. Any statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent
goals and objectives only. References in this document to IBM products, programs, or services does not imply that IBM intends to make such products,
programs or services available in all countries in which IBM operates or does business. Any reference to an IBM Program Product in this document is
not intended to state or imply that only that program product may be used. Any functionally equivalent program, that does not infringe IBM's intellectual
property rights, may be used instead.

Information is provided "AS IS" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS"
WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to update this information. IBM products are
warranted, if at all, according to the terms and conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty,
International Program License Agreement, etc.) under which they are provided. Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other publicly available sources. IBM has not tested those products in connection with
this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.
Inquiries regarding patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples
described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. The actual
throughput or performance that anl¥ user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's
job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user
will achieve throughput or performance improvements equivalent to the ratios stated here.

© Copyright International Business Machines Corporation 2007. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA
ADP Schedule Contract and IBM Corp.
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