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The z/OS Communications Server Configuration Assistant

This is the consolidated policy
configuration tool for CS z/OS V1R8.

Configuration Assistant
for z/0S Communications Server

Version 1, Release 8

{c) Licensed Matsriais - Property of IBM Corp. (c) Copyright by IBM Corp. and ofher(s) 2006.
All Rights Reserved. U.S Government Users Restrictad Rights - Use, duplication ar cisclosure
restricled by GSA ADP .. IBMiS "
1BM Corp. in the (45, and/or other countfies. Java and all Java-based rademarks are
trademarks of Sun Wi Inc.in countries, or both,

Hew Configuration: C:\ABC_RoohiBCWork_EVATTLS Testimv=035 tcpes TTLSpal
- Indicate the perspective of this configuration —————————————

) Brth AT-TLS and PSec

) BT-TLE oniy
In z/OS V1RS, this tool can be used to manage [ | Crsscony
policies for: ) ntrusion Detection Services (D5)
AT-TLS () Gusitty of Service (G0S)

~1Psecurity

Step 2: Click OF to begin configuration,

-Intrusion Detection Services (IDS) [ree )

~Quality of Service (QoS)
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= Configuration Assistant
File Edit Help

Start creating a traffic descriptor

- Current Configuration=mvs098.tcpcs.TTLSpol

Configuration Assistart Navigation Tres
Y ATILE
= 24 Work with Reusable Objects
® Traffic Descriptors
® Security Levels
® Recuirement Mans
A Wark with ZI0S Images

| resete e crspectie ot s

O Both AT-TLS and IPSec

(3) AT-TLS only

) Psec only

O Intrusion Detection Services (D)

O Guality of Service (Q0S)

vark wih reusable ohjects

Tratfic Descriptors |
Securty Levels
Recuirerert Maps

|- Work with settings for /08 nages
Al @ New 210 Image...

To work with  specific ZIOS Image or TCRAP Stack, select the 2I0S knage or TCPAP Stack from the Navigation Tres

GUIlexample.ppt
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= Configuration Assistant - Traffic Descri
File Edit Help

Create a new TN3270 server port traffic descriptor by copying and
modifying the sample TN3270 server descriptor

Configuration Assistart Navigation Tree
24 AT-TLS
(= /4 Werk with Reusable Oblects
LR
& Securly Levels
# Recuiremert Maps
0 Work vith 2/0S Images

List of all defined Traffic Descriptar ohjects.

(WERIFY) I8 supplied - contents should b verified and moified 1o match your network traffic

)
18M supplied, Yieb Server traffic

Narne: Descrigtion

€Ics (WERIFY) IBM supplied: CICS traffic

FTP-Cliert (VERIFY) IBM supplisd: FTP Clisrt traffic

FTP-Sarver CVERIFY) IBM supplisct FTP Server traffic

FTP-Server-S5L. CVERIFY) IBM supplied: FTP Server SSL traffic using port 990
LEA-Advisor CVERIFY) IBM supplied: 2/0% Load Balancing Advisor traffic
LBA-Agent CVERIFY) B suppliedt 2/0% Load Balancing Advisor - Agertiraific
LDAP-Server (WERIFY) B supplied: LDAP Server tratfic

REXEC-Client IBM supplied: REXEC - Remote Execution Cliert
REXEC-Server IBM supplied: REXEC - Remote Execution Server

RSH-Cliert IBM supplied: RSH - Remote Shell Client

RSH-Server IBM supplied: RSH - Remote Shell Server

TN3270-Client (WERIFY) IBM supmlisd:

TH3270 Clert traffic
i

1M suppliedt ‘el Secure SEL trafhic

[ ] [

| [ ]

boe | [awosas

[Create a new Traffic Descriptor by copying the one selectes |

IBM Configuration Assistant for z/OS Communications

GUIlexample.ppt

Server - Example of use

Page 5 of 19



Enter the details identifying traffic to a secure TN3270 server on port

% Traffic Type Detai [E3
- Local port - Remote port
) Al ports © &1 ports
@ Single port © Single part
O Port range (O Part range:
Lot pert 100 upger port: * 11 | 100 | g 101

() All ephemeral ports

(%) All ephemeral ports

Indicats the TCP cannest diraction
[ CrEther (3 Inbound enly () Outbound only

Jobrame: | TNE2704 | userip: [ ToPcs

- Configuration assnciated with this AT-TLS application
() Use the key ring database defined for the 2/0S Inage

() Use the following key ring database:

AT-TLS handshake role

(%) server () Cliert

- Key ring database
(@) Key ring is in SAF product (such as RACF)

Key ring: *| PKITEST

(O Key detabass is a 7105 LINIX fils syster file:

Cliert Authentication role
s setinthe Security Level

- Aduitional application configuration

AT-ILS sebvanced..

+ Koy veishaze stashifis |

Koy satabase nassword |

T
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= Requirement Ma

To Add & new mapping to the Requiremert ap:
2. Click the "< Add® button

- Reguiretent Map

Nare: *| Req-TN3270-Secure

Description | Secure TH3270 reguirements: ]

Trattic Descriptor AT-TLS - S=curity Level |

A Resuirernent Map is an object that taps each [P traffic type (Traffic Descriptor) 1o a specific level of security (Security Level)

1 Select a Traffic Descriptor from the Okjects section

Ta change the Ssourtty Level of & Traffic Descriptor: 1. Click the Seourity Level colurnn i the Requirement Map ssction
2. Select a new Security Leved from the list

Map the traffic descriptor to security requirements

FTP-Cliert

FTP-Server

FTP-Server SsL

LBA-Advisor

LBA Agert

LDAP-Server

RENEC-Client

Mowve L Move Down | (Visw Details

Description Cipher (First Choice) Type
B sppiiedt: Traific is allowed with no security | None / None Ho securtty
B sUppiied: Extrernely high level of protection | x35-rsa_with_aes_256_chc_sha ATTLS
1B supplied: High level of protection X0A-rsa_with_3des_ede_che_sha ATTLS
1B suplisdt: Mediurn level of protection X09-rsa_with_es_cbo_sha ATTLS
AT-TLS_Bronze IEM supplied: Low level of protection X02-r3a_with_nul_sha ATTLS

IBM Configuration Assistant for z/OS Communications
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Use AT-TLS gold services for a TN3270 server

# Resuirement Map is an abjsct that maps sach [P tratfis tyne (Traffic Descriptar) to & specifis level of securtty (Security Level)

To Add & new mapping tathe Requirerent Map: 1. Select a Traffic Descriptor from the Objects section
2. Clickthe "< Add" button

To chanas the Securiy Level of a Tratfis Descriptor: 1. Clisk ths Securty Level column in the Retuiremert Map section
2. Select a new Security Level from the fist

r M - Objects
Marne: & Tratfic Desoriptar

Al

Wb
ol
PR el

‘ork with Traffic Descriptors.
Move Lp Move Dawrt
i el Work with Security Levels.

IBM Configuration Assistant for z/OS Communications Server - Example of use
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Specify which z/OS system these policies are intended for

= Configuration Assistant - Work with z/OS Images
File Edit Help

Configuration &ssistent Nevigation Tres. :
4 ATILE

[ 4 Work with Reusable Objects
 Traffic Descriptors Work vith settings for I0S Images

# Seutylavply Add a Hew /05 Image
R t

Ta work with a specific 43S Image o TCPAP Stack, select the 2/0S Inage or TCPAP Stack from the Navigation Tree.

= New z/OS Image: Information E
2I0S Image Infarmation

Erter a description: | tfred's test 7iOS system - mvs035 |

[ <maok [ mewtr | Fiwen [ cancel

IBM Configuration Assistant for z/OS Communications Server - Example of use
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Specify system-wide defaults for AT-TLS - and add stack information

New z/OS Image: AT-TLS Image Level Settings

The seftings on this panel are only spplcable to AT-TLS
Detaut AT-TLS key ing database settings

- Key ring database

(@ Key ring is 1 SAF product (such a8 RAGF)

Keyring: | PKITEST| ]

() Key database is & /05 UNX file system fie:

Koy deanee | ]

& Key dtabase stesh fie: | Jor

Koy seabacs passwors [ ]

- Default AT-TLS tracs level
() Level 0 - Mo tracing is enabled

) Log only the sslected rce leveis

[ILevel 1 - Errors (to TCPAP Joblog) Level2 - Errors (10 Syslog) [ Level 4 - Information (o Syslog)

Additionsl AT-TLS et

< Back - PIIP e

TCPAP Stack hformation:

Enter the name of the TCPAP Stack: *| TCPCS

Enter a description: [ Primary TCPAP Stack on mys09g]

[ «Baek J[_He= ] rnen [ canca ]

IBM Configuration Assistant for z/OS Communications Server - Example of use
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Identify the IP addresses (or ranges) that must use this requirement
map

= Connectivity Rule: Data Endpoints

Lise this panel to idertify the data endpoints.
These are the P addresses of the host endpoints of the tratfic you want to protest

- Local tata endpoirt | Remiote data endpoint

(5) AP ¥4 addresses

©) AP VS sctresses

® alevi sryees = Connectivity Rule: Select Requirement Map
©) Al V6 seiresses

© Specity address: ) Specity address: [ Selecta Map

] [ Initially, you need to ereste & new Requirement Mg which wil be reusshle in subsecuent Connectiviyy Rules.
1BM has supplied examples YOU &N USE to "Copy . and then madify to get started

Uril you becorne familiar with Rectiremert Maps please Use the Add for Beginners... to create your Requiremert Map.

Singlk
B Su et KUKy
St AT-TLS Sample

1M suppliedt AT-TLS sample: CICS and Th3270

Connectivity Rule Name

Hame: ") Al deresses

[adafor Beginners...| [ add. | [ copr. | [ modty. | [viewDetais. |

Meed More Information

o ] rer | [owea )

IBM Configuration Assistant for z/OS Communications Server - Example of use
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View and save (or FTP) the final AT-TLS policies

uration File for Stack: TCPCS

#8 BT-TL3 Policy hgent Configuration file for:

#F  Inage: uvs098
#8  Stack: TCRCS
£

## Created by the IBM Configuration Assistant for 2/05 Commumications Server
Version 1 Release &
Date Created = Sun Jul 23 14:35:38 EDT 2006

Installation - Stack: Copgiighe s ade
Install Configuration o configuration Files Instaliation i
: TTLSRule A11-TPvd-Addressessl
4 Install Stack To cormplete installation for Stack, “TCPCS™, you must FTP the following files.
£ 4 Image - mvs098 TCRCS - Configuration Files LocaliddrSethet adarl
® Stack - TCPCS RemoteiddrSethat adarl
LocalPartRangeRef portRl
RenotePortRangeRet porchz
Tobnane 32704
Userid TCRCS
Dirsction Inbound
Prioricy 255
TTLSGroupAstionhat gAst1-THIZ70-Secure
TTLSEnvironuentActionRas it 1-TNEZI0-Sacure
|_Show contiguration Fte.. | [ FTR.. | [ System administration nformation | | TThéGennectionherionhet Sherl e eRRRge e
TTLSGroupAction et 1TN3270-Sacurs =
Show the selected configuration file LEAE ohce
TTLSEnablza o

i

TTLSEnvironmentAction ehet1~TH3270-Secure

HandshaksRBole Server
EnvironuentUserInstance o
TTLSKeyringParmsRet JayRl

i
TTLSComnectionhetion cherl~THIZ70-Seanre
Server

cipherlsAT-TLE  cold

HandshakeRole
TTLSCipherParmsRet

13

Cose |

[ pm

e

Server - Example of use
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Eile Edit View Communication Actions \Window

|| 2% @] @] [t

Edit Edit Settings Ménu Utilities Compilers

setcstepesspagent. ttls 00001 00072
e L. oo= R

kKKK EE
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Policy agent (PAGENT) setup

(/IPAGENT PROC P="-d 0 -c /etc/pagent.conf' \
/IPAGENT EXEC PGM=PAGENT,REGION=0K,TIME=NOLIMIT,
/I~ PARM="POSIX(ON) ALL31(ON) Policy agent start-up JCL
ENVAR("_CEE_ENVFILE=DD:STDENV")/&P’ procedure.
/ISTDENV DD PATH="/etc/pagent.env',PATHOPTS=(ORDO NLY)

I*

/ISTDOUT DD SYSOUT=*

/ISTDERR DD SYSOUT=*

/ICEEDUMP DD SYSOUT=*DCB=(RECFM=FB,LRECL=132,BLKS 1ZE=132)

\ZSYSOUT DD SYSOUT=* )

SYSPRINT DD SYSQUT=*

( w ) Policy agent start-up
## pagent.conf file configuration file, which identifies
## Image: mvs098 the TCP/IP stack and the file
#t name where the AT-TLS policies
Tcplmage TCPCS FLUSH 600  #Check every 10 minut es for updates for that stack are stored.

k TTLSConfig /etc/tcpcs/pagent.ttls FLUSH PURGE J

IBM Configuration Assistant for z/OS Communications Server - Example of use
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TTLS on TCPConfig!

Remember the EZB.INITSTACK SERVAUTH profile before enabling

(Ass NAME

SERVAUTH EZB.INITSTACK.*.* (G)

LEVEL OWNER

00 USER1

NONE

ALTER NO

USER  ACCESS

USER1 ALTER
PCS READ

UNIVERSAL ACCESS YOUR ACCESS WA RNING

~N

J

»When TCP/IP starts with TCPCONFIG TTLS specified, i

»From then on and until PAGENT has been started and
stack, the TCP/IP stack will only allow users permi
SERVAUTH profile to establish connections.

~-EZZ4248E TCPCS WAITING FOR PAGENT TTLS POLICY
tted to the EZB.INITSTACK.system.stack

-Make sure all your pertinent server address spaces (including PAGENT and OMPROUTE) run under
o 1D . is profile

t will issue the following message

installed the TTLS policies into the TCP/IP

IBM Configuration Assistant for z/OS Communications:
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TelnetParms
Port 2031
Conntype Basic

Debug detail console
EndTelnetParms

; Port number 2031 (s
; Non-secure port (fr
CodePage 1SO8859-1 IBM-1047 ; Linemode ASCII, EBC

When using AT-TLS, the TN3270
server does not know that
connections are secured. From a
TN3270 server perspective, the
port is a basic non-secure port.

For scenarios where only server
authentication is needed (in
addition to encrypted connections),
this is normally perfectly fine.

For express-logon and for
scenarios where the TN3270 server
maps TN3270 resources, such as
LU names, based on user ID - you
need to use the TN3270-specific
security functions for now (z/OS
V1R7 and V1R8).

GUlexample.ppt

ecurity via TTLS)
om TN's view)
DIC code pages

=1Session D - [24 x 80]

éﬂgjp‘il @&

: LOGON APPLID() LOGMODE() DATA()

Port: 01288 Date: 23/07/086 k-8
IPADDR: 9.76.141.120 Time: 14:47:48 Sense:
USSABC - This is the TCPCS Stack on MVSO98

TCPABCS51

Welcome to MYS098 - Enter either full LOGON command or:
one of the following short commands:

TSOABC - TS0 as USER1
T5012-TS018 - TS0 as USER12 to USER138

cIcs - DBDCCICS on mvs@98

Page 16 of 19



Netstat reports include lots of good details when using AT-TLS

TSTAT ALL TCP TCPCS ( CLI TN3270A

Client Name: TN3270A Client Id: 00 0000DD

Local Socket: ::ffff:9.42.105.45..2031

Foreign Socket: :9.76.141.120..1288
Bytesin: 00000000000000000032
BytesOut: 00000000000000000631
Segmentsin: 00000000000000000015
SegmentsOut: 00000000000000000015
Last Touched: 18:47:49 State: Establsh
RCVNxt: 3791287052 SndNxt: 0996954608
ClientRcvNxt: 3791286711 ClientSndNxt: 0996952341
InitRcvSegNum: 3791286678 InitSndSegNum : 0996951709
CongestionWindow: 0000006968 SlowStartThre shold: 0000065535
IncomingWindowNum: 3791418087 OutgoingWindo wNum: 0997020143
Sndwi1: 3791287052 Sndwi2: 0996954608
SndWnd: 0000065535 MaxSndwnd: 0000065535
SndUna: 0996954608 rtt_seq: 0996953929
MaximumSegmentSize: 0000000536 DSField: 00
Round-trip information:

Smooth trip time: 63.000 SmoothTripVaria nce: 211.000
ReXmt: 0000000000 ReXmtCount: 0000000000
DupACKs: 0000000000
SockOpt: C000 TepTimer: 00
TepSig: 01 TcpSel: 00
TcpDet: EO TcpPol: 00
QOSPolicyRuleName:

TTLSPolicy: Yes The netstat all report includes a

TTLSRule:  AlHPva-Addresses-1 section of AT-TLS information if the

TTLSGrpAction: gActl~TN3270-Secure
TTLSEnvAction:  eAct1~TN3270-Secure
TTLSConnAction: cAct1~TN3270-Secure
ReceiveBufferSize: 0000065536 SendBufferSiz e: 0000065536

connection is secured by AT-TLS.

IBM Configuration Assistant for z/OS Communications Server - Example of use
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ConnlD: 000000DD

JobName:  TN3270A
LocalSocket: ::ffff:9.42.105.45..2031
RemoteSocket: ::ffff:9.76.141.120..1288
SecLevel: TLS Version 1

CertUserID:  N/A
MapType:  Primary
TTLSRule: All-IPv4-Addresses~1
Priority: 4278190080
LocalAddr:  0.0.0.0/0
LocalPort: 2031
RemoteAddr:  0.0.0.0/0
RemotePortFrom: 1024
JobName: TN3270A
UserID: TCPCS
Direction:  Inbound
TTLSGrpAction: gActl~TN3270-Secure

GrouplD: 00000002
TTLSEnabled: On
CtraceClearText: Off
Trace: 2
SyslogFacility: Daemon
SecondaryMap: Off

NETSTAT TTLS CO 00000DD DETAIL TCP TCPCS

MVS TCP/IP NETSTAT CS VIR7  TCPIP Name: TCPCS

Cipher:  0ATLS_RSA_WITH_3DES_EDE_CBC_SHA

RemotePortTo: 65

18:55:29

535

Netstat TTLS report shows security details per connection

If you need detailed AT-TLS
information for a specific connection,
the netstat TTLS report can be used
to provide insight into lots of the
details around SSL/TLS for that
connection.

HandshakeRole:
Keyring:

SSLv2:

SSLV3:

TLSV1:
ResetCipherTimer:

HandshakeTimeout:
ClientAuthType:

IBM Configuration Assistant for z/OS Communications:
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’ LSEnvAction: eAct1~TN3270-Secure ‘
EnvironmentUserinstance: 0

Server
PKITEST
Off
On
On

0

ApplicationControlled: ~ Off

10
Required

TTLSConnAction: cAct1~TN3270-Secure
HandshakeRole:
V3CipherSuites:

Server
0A TLS_RSA_WITH_3DES_ED
2F TLS_RSA_WITH_AES_128 CBC_SHA

Server - Example of use
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Trademarks, copyrights, and disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or
both:

IBM MVS z/0S

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document
could include technical inaccuracies or typographical errors. 1BM may make improvements or changes in the products or programs described herein at
any time without notice. Any statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent
goals and objectives only. References in this document to IBM products, programs, or services does not imply that IBM intends to make such products,
programs or services available in all countries in which IBM operates or does business. Any reference to an IBM Program Product in this document is
not intended to state or imply that only that program product may be used. Any functionally equivalent program, that does not infringe IBM's intellectual
property rights, may be used instead.

Information is provided "AS IS" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS"
WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to update this information. IBM products are
warranted, if at all, according to the terms and conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty,
International Program License Agreement, etc.) under which they are provided. Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other publicly available sources. IBM has not tested those products in connection with
this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.
Inquiries regarding patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples
described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. The actual
throughput or performance that anl¥ user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's
job stream, the I/O configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user
will achieve throughput or performance improvements equivalent to the ratios stated here.

© Copyright International Business Machines Corporation 2007. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA
ADP Schedule Contract and IBM Corp.
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