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TCP / UDP transport layer 

SSL / 

TLS
Kerberos

API layer (sockets plus 
extensions)

Application  specific

Application layer

SAF protection

AT-TLS

IP Filtering

Intrusion Detection 
Services

IPSec 

IP Networking layer

Intrusion Detection 
Services

Intrusion 

Detection Services

SAF protection

IP filtering blocks out all IP traffic 

that this system doesn't 

specifically permit.

Protect the system

Intrusion detection services 

protect against attacks of 

various types on the system's 

legitimate (open) services. IDS 

protection is provided at both 

the IP and transport layers. 

The SAF SERVAUTH class is 

used to prevent unauthorized 

user access to TCP/IP resources 

(stack, ports, networks).

z/OS CS TCP/IP applications 

use SAF to authenticate users 

and prevent unauthorized 

access to data sets, files, and 

SERVAUTH protected 

resources.

Examples of application protocols 

with built-in security extensions are 

SNMPv3, DNS, and OSPF.

Both Kerberos and SSL/TLS are 

located as extensions to the sockets 

APIs and applications have to be 

modified to make use of these 

security functions.  Both SSL/TLS and 

Kerberos are connection-based and 

only applicable to TCP (stream 

sockets) applications, not UDP.

IPSec resides at the networking layer 

and is transparent to upper-layer 

protocols, including both transport layer 

protocol and application protocol. 

Protect data in the network

AT-TLS is a TCP/IP stack service that 

provides SSL/TLS services at the 

TCP transport layer and is 

transparent to applications. 

What are the tools in the CS z/OS V1R7 IP security toolbox?

z/OS CS Security Tools
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�Message level security at the application layer

ƒ Secure Network Services (SNMPv3, Secure DNS) - always end-to-end

�Socket layer security service 

ƒ TLS/SSL, Kerberos - always end-to-end and TCP only

�Transparent application security services over IP network

ƒ IPSec provides blanket protection for all IP applications - end-to-end or segment of data path between two VPN routers

ƒ Application transparent TLS -provides connection level protection for TCP applications - always end-to-end

ƒ SSL TN3270 securely extends reach of SNA applications over IP network - TN3270 client to TN3270 server data path secured

ƒ SNA Session Level Encryption - secures SNA session traffic transparently between two SNA application end points (LUs) of 

which one end could be the TN3270 server and the other the final SNA application

Secure network communication between two endpoints

Sockets

Applications

Network Interfaces

IP Networking Layer

Transport protocol 

layer TCP and UDP

Sockets

Applications

Network Interfaces

IP Networking Layer

Transport protocol 

layer TCP and UDP

Application 
security

System SSL 
or Kerberos

AT-TLS

IPSec

Application security

System SSL or Kerberos

AT-TLS

IPSec

Reach of the secure 
communication channel

�Data origin 
authentication

ƒMay be end user

�Message integrity

ƒUnmodified, replay 
protection

�Data privacy

ƒEncrypted channel

�For both SSL/TLS and IPsec, the partners can 
authenticate each other based on digital 
certificates, and perform a public/private key 
encryption handshake to generate and exchange 
a symmetric encryption session key to be used 
for encrypting and decrypting the data between 
the partners.

ƒ SSL/TLS defines this as the handshake phase

ƒ For IPsec it is part of the IKE negotiation

publickey

Distinguished name 

Digital signature of CA

Certifica
te

publickey

Distinguished name 

Digital signature of CA

Certifica
te
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�The z/OS Firewall Technologies were originally ported from a non-z/OS environment.

ƒ Focus was traditional firewall capabilities.

ƒ Today's z/OS IP security focus is more directed towards "self protection".

�z/OS Firewall Technologies have been available since OS/390 V2R4 and are today shipped 
partly with the Communications Server and partly with the Integrated Security Services 

component of z/OS.

�Most of the functions are useful both in a traditional firewall configuration and as self-

protection functions on z/OS.

What is z/OS Firewall Technologies?

The firewall technologies functions that are shipped 
with z/OS

Included in 
Com-
munica-
tions 
Server

Included in
Integrated 
Security 
Services

Useful in 
firewall 
configu-
ration

Useful as self-
protection layer 
in z/OS

IPv4 packet filters

IPv4 IPSec (VPN)

IPv4 Network Address Translation

Internet Key Exchange (IKE)

Command-line configuration

GUI configuration

FTP Proxy server

SOCKS V4 server
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�You can choose to use the z/OS 

Firewall Technologies to set up a 

traditional firewall structure 

where the firewall(s) reside in a 

z/OS LPAR

ƒ Isolates secure networks from 
non-secure networks

ƒ Provides the first line of defense 
from outside attacks

ƒ Utilizes IP Security function

ƒ May  also utilize techniques to 
"hide" internal (secure) 
addresses from the external 
(non-secure) world 

�You can also choose to use the 

z/OS Firewall Technologies on 

your normal z/OS LPARs to

ƒ Provides protection from secure 
network

ƒ Provides additional protection 
from non-secure network

ƒ Address hiding techniques are 
not applicable

Firewall technologies usage Scenarios on z/OS

Secure 

network
Secure 

network
Non-secure 

network

Traditional 

firewall

Traditional 

firewall

Traditional firewall configuration

Secure 
network

"Self-protection" 

firewall

Self-protection configuration

Non-secure 

network

Traditional 

firewall
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Customer-identified issues with the current firewall technologies 
implementation

FWSTACKD ISAKMPD CFGSRV

fw... 
command 
set

FWKERN

Firewall 

configuration 

files

Firewall 

configuration 

GUI

Firewall trace 

files

z/OS Firewall Technologies 

(Integrated security Services)

SYSLOGD

TCP/IP stack

IP filtering 

and VPN 

logic

SyslogD 

log files

TCP/IP 

configuratio

n profile

z/OS Communications Server

�z/OS Communications Server prior to z/OS V1R7 does not provide all the elements required 

for IP Security

ƒ z/OS Firewall Technologies must be installed and configured

ƒ Documentation split across multiple z/OS elements
ƒ Configuration does not 

exploit z/OS 

Communications Server 

configuration 

techniques

–Policy Agent 

(Pagent)

ƒ Firewall command set is 

large

ƒ Overhead to maintain 

firewall servers (fwkern, 

fwstackd, isakmpd, and 

cfgsrv)

ƒ Service ambiguity

–Which service group 

is responsible for an 

IP Security problem

ƒ Scalability and 

performance in general
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Integrated IP Security in z/OS V1R7
�Provide a z/OS Communications Server alternative to using the z/OS Firewall Technologies IP 

Security support

ƒ Provide a Communications Server equivalent to z/OS Firewall Technologie's ISAKMPD

ƒ Eliminate the need to run z/OS Firewall Technologies's fwkern, fwstackd, and cfgsrv

ƒ Provide a Pagent-based configuration file to replace the existing z/OS Firewall Technologies configuration 

commands.

ƒ Provide one new UNIX System Service command to replace the multiple existing z/OS Firewall Technologies 

IP security management commands.

ƒ Continue to ship the z/OS 

Firewall Technologies IPSec 

support in z/OS V1R7

–In a future release z/OS 

Firewall Technologies will 

no longer be shipped (this 

includes the IP Security 

functions and the 

additional traditional 

firewall functions (NAT, 

SOCKS, and FTP proxy))

ƒ A stack can use Integrated 

IPSec or z/OS Firewall 

Technologies IPSec, but not 

both

ƒ In z/OS V1R7, Integrated IP 

Security is an IPv4-only 

solution

TRMD PAGENT IKED

PAGENT 

configuration 

files

IP security 

configuration 

assistant GUI

SYSLOGD

TCP/IP stack

IP filtering 

and VPN 

logic

SyslogD 

log files

TCP/IP 

configuratio

n profile

z/OS Communications Server

IPSEC 
command
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Filter rules 

with IPSec 
actions

IPSec manual 

SAs

IPSec 

dynamic SAs

Install 

IPSec 
policy

Install 

manual SA

Install dynamic 

SAs after IKE 
negotiation

IKE daemon

IKE 

policy

Local IPSec 
policy

Policy agent

SyslogD 
logs

SyslogDTRMDIPSEC 
command

Log 
buffer

TCP/IP 
Stack

Filter / 
IPSec 
events

Install IKE 
policy

Policy  
Admin

Store policy 
locally on z/OS

�Configuration support

ƒ Optimized for z/OS host-to-host and 

z/OS host-to-gateway (z/OS gateway 

still supported)

ƒ NAT IP address traversal support

�Simplified infrastructure

ƒ Eliminates need for FW Technologies 

daemons

ƒ Policy agent reads and manages 

IPSec and IKE policy

�Simplified configuration 

ƒ New configuration GUI for both new and expert users 

ƒ Direct file edit into local configuration file

ƒ Reduced definition, more "wildcarding" 

�Improved serviceability

ƒ Improved messages and traces

�Default filters part of TCP profile

ƒ More granular control before policy is loaded

�Administrative controls 

ƒ pasearch, new IPSec command 

Integrated IP security infrastructure in z/OS V1R7

�Integrated IP 

security in z/OS 

V1R7 covers:

ƒ IP filtering

ƒ Virtual private 

networks based 

on IPSec
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�Ability to control and protect IP traffic on one or more TCP/IP stacks

ƒ Accomplished by:

–IP filtering

�Permitting or denying specific IP traffic patterns

–Virtual Private Networks (VPNs)  

�Authenticating and/or encrypting data associated with a specific IP data pattern

ƒ Based on RFCs defined by the IETF IPSec working group 

�IPSec RFCs implemented by Integrated IP Security include

ƒ RFC 2401: Security Architecture for the Internet Protocol

ƒ RFC 2402: IP Authentication Header

ƒ RFC 2403: The Use of HMAC-MD5-96 within ESP and AH

ƒ RFC 2404: The Use of HMAC-SHA-1-96 within ESP and AH

ƒ RFC 2406: IP Encapsulating Security Payload (ESP)

ƒ RFC 2407: The Internet IP Security Domain of Interpretation for ISAKMP

ƒ RFC 2408: Internet Security Association and Key Management Protocol (ISAKMP)

ƒ RFC 2409: The Internet Key Exchange (IKE)

ƒ RFC 2410: The NULL Encryption Algorithm and Its Use with IPSec

ƒ RFC 2451: The ESP CBC-Mode Cipher Algorithms

ƒ RFC 3947:  Negotiation of NAT-Traversal in the IKE

ƒ RFC 3948:  UDP Encapsulation of IPSec ESP Packets

Integrated IP security - RFC standards
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