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Integrated IP security -

IP filtering
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1 Inbound or outbound IP packet arrives 

2 Consult rules in a Security Policy Database (SPD)

ƒ Rules have conditions and actions

3 Apply action of matching rule to packet 

ƒ Deny

ƒ Permit

ƒ Permit with additional processing applied

IP filtering overview
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Basics of IP filtering

Network Interfaces

IP Networking Layer

Transport protocol layer 

TCP and UDP

Sockets

Applications

Network Interfaces
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Sockets

Applications
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Routed 

traffic

Local 

traffic

IP network

IP network

�Packet filtering at IP layer 

ƒ Filter rules defined to match on inbound and 

outbound packets  based on:

–Packet information

–Network attributes

–Time of day

ƒ Used to control 

–Traffic being routed

–Access at destination host

ƒ Possible actions

–1. Permit

–2. Deny

–3a. Permit with manual IPSec

–3b. Permit with dynamic IPSec

–Log (in combination with others)
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�Integrated IPSec's Security Policy Database (SPD)

ƒ Default IP filter policy

–Intended to allow limited access while IP security filter policy is being loaded 

�Can be reverted to in an "attack" situation 

–Defined in the TCP/IP profile

�Default is to deny all traffic

–Provides basic filtering function

�Permit rules only

�No VPN support

ƒ IP security filter policy

–Intended to be the primary source of filter rules

–Defined in a Policy Agent IPSec configuration file

�Can be generated by the z/OS IP Security Configuration Assistant GUI

–Default is to deny all traffic

ƒ ipsec command is used to switch between default and IP security filter policy

�Requires the IPSECURITY option on the IPCONFIG statement

ƒ IPSECURITY option enables use of the new integrated IP security functions

ƒ The IPSECURITY option is mutually exclusive with the FIREWALL option 

–Separate FIREWALL and IPSECURITY stacks may coexist on one z/OS image

Default IP 

filter policy

IP security 

filter policy

TCP/IP 

Profile

Policy 

Agent

ipsec command switches 

between the two policies

Integrated IP security - filter policies

�Implicit filter rules

ƒ Always present, not user-defined

–Deny all inbound traffic

–Deny all outbound traffic  

ƒ Appended to Default IP filter policy by 
the stack

ƒ Appended to IP Security filter policy 
by Pagent

ƒ If neither policies are defined, the 
implicit rules become the default 
policy (deny all)
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�Provides initial protection of the stack during initialization

ƒ Used until IP security filter policy is loaded

�Generally restrictive; these user-defined rules should include

ƒ Traffic needed for basic services 

–Examples

�OMPROUTE

OSPF traffic

IGMP traffic

�DNS queries

UDP traffic with a destination port of 53 

ƒ Traffic needed to fix problems with IP security filter policy 

–Examples

�FTP traffic from the workstation running the z/OS Network Security Configuration Assistant GUI

�Telnet traffic from the network administrator's workstation  

�Implicit filter rules

ƒ Always present, not user-defined

–Deny all inbound traffic

–Deny all outbound traffic  

ƒ Appended to Default IP filter policy by the stack

ƒ Appended to IP Security filter policy by Pagent

ƒ If no policies are defined, the implicit rules become the default 

policy (deny all)

A little more details on the default filter policy

Filter rule 1

Filter rule 2

Filter rule 3

.......

Implicit filter rule: 
Deny everything!!!

Filter 

rule 

search 

order
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TCP/IP Stack

pagent ipsec
command

IPSec

Config

Filesz/OS IP 

Security 

Configuration 

Assistant GUI

TCP/IP

Profile

Default IP 
Filter Policy

Controls which SPD is 

used when both are 

loaded

Must specify 

IPSECURITY on 

IPCONFIG 

statement

IP Security 
Filter Policy 

Filtering Logic 

Implicit Rules

Implicit Rules

IP filter policy on z/OS - overview
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Criteria Description 
From packet

Source address Source IP address in IP header of packet
Destination address Destination IP address in IP header of packet

Protocol Protocol in the IP header of packet (TCP, UDP, OSPF, etc.) 

Source port For TCP and UDP, the source port in the transport header of packet

Destination port
For TCP and UDP, the destination port in the transport header of
packet

ICMP type and code For ICMP, type and code in the ICMP header of packet
OSPF type For OSPF, type located in the OSPF header of packet

Network attributes
Direction Direction of packet.

Routing
Packet is local if source or destination IP address exists on local 

host; otherwise it is routed  

Link security class

A virtual class that allow you to group interfaces with similar security 
requirements.  Non-VIPA addresses can be assigned a security 
class.  Packets inherit the security class of the interface over which 

packet is sent/received. 
Time condition
Time, Day, Week, Month Indicates when filter rule is active

Filtering conditions
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�Can be assigned only to non-virtual interfaces

�Defined in the TCP/IP profile

ƒ LINK statement (SECCLASS parameter)

ƒ IPCONFIG DYNAMICXCF statement (SECCLASS parameter) 

�Value 1 to 255 (default is 255)

ƒ Value is just a classification identifier; it has no inherent meaning

–Can be referred to in the filter rules

�Packets inherit the security class of the interface they traverse  

�A more flexible and expandable mechanism than the traditional firewall's "secure" vs. "non-secure" interface 
types

ƒ 254 interface security classes

instead of two

Interface 1 

SECCLASS 1

Interface 2 

SECCLASS 13

Interface 3 

SECCLASS 25

Interface 4 

SECCLASS 25

Interface security class (SECCLASS)

TCP/IP Stack

Intranet

Intranet
Research DMZ
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Criteria Default IP Filter 
Policy

IP Security Filter 
Policy

IP addresses Single/Subnet Single/Range/Subnet

Protocol Single/All Single/All

Ports Single/All for UDP and TCP
Single/Range/All for UDP 
and TCP

Type
Single/All for ICMP and 
OSPF

Single/All for ICMP for 
OSPF

Code Single/All for ICMP Single/All for ICMP

Direction Bidirectional
Bidirectional(1)/Inbound/
Outbound

Routing Local Local/Routed/Either

Security Class Single/Any Single/Any

Time Conditions Not Applicable Time Specification

Note: 1) Can control who initiates TCP connections

IP filter conditions - differences between the default and the security 
filter policy definitions

Text in italics above: highlights 

difference between the two policies
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Default IP Filter Policy IP Security Filter Policy

�Permit �Permit

�Deny

�IPSec (both manual and dynamic)

�Both policies allow filter logging to be enabled/disabled

�IP security filter policies using an action of IPSec:

ƒ Used to implement Virtual Private Networks (VPNs)

ƒ Must be bidirectional

ƒ Can only specify a security class of 0

–Indicates the rule applies to all interfaces

ƒ Require the definition of additional policy actions 

–Manual VPN actions

–Dynamic VPN actions

ƒ Based on Internet standards defined by the IPSec working group

–RFC 2401 and related RFCs

ƒ Packets matching an SPD rule with an IPSec action are modified to provide authentication 

and/or data encryption

�Allowed actions for filter policies

Filter actions
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