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IPv6 agenda

�Introduction

�Advanced sockets API for IPv6 update

�Maintain 2 IPv6 routers in default list
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Visible IPv4 hosts on the Internet through the last 12 years

�What is the upper practical limit (the ultimate pain threshold) for number of assigned IPv4 addresses?  
Some predictions say 250,000,000 (250 million), others go up to 1,000,000,000 (one billion or one milliard).

�Source: http://www.isc.org/index.pl?/ops/ds
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Hosts on the Internet
Advertised by DNS servers

These figures show 'visible' hosts - hosts behind 

firewalls are not visible and not counted in these 
figures.

The actual number of hosts that have access to 

information on the Internet is probably between 
50 and 100 million.

Source is at http://www.isc.org/index.pl?/ops/ds
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Both z/OS V1R5 and V1R6 have been certified

with the IPv6 Ready logo

CS z/OS V1R7 is in the process of being certified too.
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�The first phase (z/OS V1R4)

ƒ Stack support for IPv6 base functions -

(APIs, Protocol layers)

ƒ Resolver

ƒ High speed attach (OSA Express QDIO))

ƒ Service tools (Trace, Dump, etc.)

ƒ Configuration and Netstat, ping, traceroute, 

SMF

ƒ Static Routing

ƒ FTP, otelnetd,unix rexec, unix rshd/rexecd

�The second phase (z/OS V1R5)

ƒ Network Management 

–Applications and DPI

–Version-neutral TCP/IP Standard MIBs

–Additional SMF records

ƒ Applications/Clients/APIs

–Tn3270 server,CICS Sockets, 
sendmail,ntp,dcas, rxserve,rsh client 

ƒ Enterprise Extender

ƒ Point to Point - type DLCS

ƒ Dynamic Routing Protocol w/ OMPROUTE 
(only RIPng)

�The third phase (z/OS V1R6)

ƒ Sysplex Exploitation (Dynamic VIPA, Sysplex Distributor 

functions) 

ƒ Dynamic Routing Protocol w/ OMPROUTE (OSPFv3) 

ƒ Additonal Network Management MIBs

�The fourth phase (z/OS V1R7)

ƒ SNMP UDP standard MIB (RFC2013) and IBM MVS TCP/IP 

Enterprise-specific MIB for UDP

ƒ Advanced Socket API support - RFC3542

ƒ IPv6 Two Default Routers - required for IPv6 compliance

ƒ HiperSockets DLC (z9-109)

�After z/OS V1R7

ƒ Integrated IPSec

ƒ Complete Advanced Socket APIs

ƒ Extended Stats MIB, OSPFv3 MIB 

ƒ Intrusion Detection Services

ƒ IPv6 mobility support Backbone ISPs

Regional ISPs

Local ISPs

Large corporations and 

universities

AT&T, MCI, GTE, BT, 

etc.

The Internet - a worldwide 

digital utility.

Connectivity for anyone from 
anywhere (car, home, office) to 

anything!

Objective is to have IPv6 

production ready on the 

platform when you need it!

The Journey to IPv6 for z/OS Communications Server
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Advanced sockets API for IPv6 

update
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�Lets applications modify and receive information about packets

ƒ Control and modify outbound packet information, such as 

–First hop address and routing headers

–Hop options and destination options

–Traffic class

–Packet fragmentation

–MTU discovery

ƒ Receive inbound packet information such as

–Arriving interface 

–Destination IP address 

–Hop limit 

–Source routing 

–IPv6 options (routing headers, destination options, etc.) set by the sender

�Defined first in RFC 2292, then in RFC 3542

ƒ Defined for use by 'advanced' IPv6 applications 

–For example, ping, traceroute, and routing daemons

–Geared more towards applications using RAW sockets

ƒ Separate from the Basic IPv6 Socket APIs in RFC 3493

Advanced sockets API for IPv6
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�z/OS V1R4 introduced partial support of the IPv6 advanced socket API

�The V1R4 implementation was based on draft RFC 2292.

�The following options were supported by the V1R4 implementation

Existing IPv6 advanced socket API support as of z/OS V1R4

Level Option Name Get Set Data type Data path
Transports 
supported

IPPROTO_IPV6 IPV6_USE_MIN_MTU Y Y int Outbound TCP, UDP, RAW

IPV6_PKTINFO Y Y in6_pktinfo Outbound UDP, RAW

IPV6_RECVHOPLIMIT Y Y int Inbound TCP, UDP, RAW

IPV6_RECVPKTINFO Y Y in6_pktinfo Inbound UDP, RAW

IPV6_CHECKSUM Y Y int Outbound RAW

IPPROTO_ICMPV6 ICMP6_FILTER Y Y icmp6_filter Inbound RAW

�Outbound options could be set 

ƒ 'Sticky' using setsockopt - all packets on the socket used the option

ƒ Or 'per packet' using sendmsg ancillary data - affects only that packet

�Inbound packet information is received on recvmsg() as ancillary data.

�The options could be used on z/OS UNIX callable services and using LE C/C++ APIs



0

IBM Software Group | Enterprise Networking and Transformation Solutions

© 2005 IBM Corporation

�RFC 3542 is now implemented for UDP and RAW sockets and partially supported for TCP sockets.

ƒ TCP only supports the very basic set of the IPv6 Advanced socket APIs

ƒ The more advanced APIs are geared towards UDP and RAW sockets

�Means to provide RACF authentication to allow/disallow users and applications from using the APIs are provided.

ƒ The RACF authentication is granular enough to specify access restrictions for each option of the API.

�The options are supported only for z/OS UNIX callable services and LE C/C++ APIs

�These are the new advanced socket API options for IPv6 that are provided in z/OS V1R7.

Level Option Name Data Path
Transports 
Supported

IPPROTO_IPV6 IPV6_HOPOPTS Outbound UDP, RAW

IPV6_RECVHOPOPTS Inbound UDP, RAW

IPV6_RTHDR Outbound UDP, RAW

IPV6_RECVRTHDR Inbound UDP, RAW

IPV6_RTHDRDSTOPTS Outbound UDP, RAW

IPV6_DSTOPTS Outbound UDP, RAW

IPV6_RECVDSTOPTS Inbound UDP, RAW

IPV6_RECVTCLASS Inbound TCP, UDP, RAW

IPV6_TCLASS Outbound TCP, UDP, RAW

IPV6_NEXTHOP Outbound UDP, RAW

IPV6_RECVPATHMTU Outbound UDP, RAW

IPV6_PATHMTU Outbound UDP, RAW

IPV6_DONTFRAG Outbound UDP, RAW

New advanced socket API options for IPv6
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�Access to the socket options is allowed under only three conditions

ƒ Application is APF authorized - or -

ƒ User executing the application has super user authority - or -

ƒ Option resource name defined and the application has at least READ access to the resource.

�The resource names are:

API option RACF Resource Name

IPV6_NEXTHOP EZB.SOCKOPT.sysname.tcpname.IPV6_NEXTHOP 

IPV6_TCLASS EZB.SOCKOPT.sysname.tcpname.IPV6_TCLASS

IPV6_RTHDR EZB.SOCKOPT.sysname.tcpname.IPV6_RTHDR 

IPV6_HOPOPTS EZB.SOCKOPT.sysname.tcpname.IPV6_HOPOPTS 

IPV6_DSTOPTS EZB.SOCKOPT.sysname.tcpname.IPV6_DSTOPTS 

IPV6_RTHDRDSTOPTS EZB.SOCKOPT.sysname.tcpname.IPV6_RTHDRDSTOPTS 

IPV6_HOPLIMIT EZB.SOCKOPT.sysname.tcpname.IPV6_HOPLIMIT 

IPV6_PKTINFO EZB.SOCKOPT.sysname.tcpname.IPV6_PKTINFO 

RACF protection of the advanced IPv6 socket options

�Migration concerns are only for a multilevel security (MLS) environment

ƒ IPV6_PKTINFO changed authorization in an MLS environment

ƒ To use the options in an MLS environment, the resource name must be defined and the application must have at least 

READ access to the resource.
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Maintain 2 IPv6 routers

in default list



3

IBM Software Group | Enterprise Networking and Transformation Solutions

© 2005 IBM Corporation

�IPv6 standards require a minimum of 2 default routers

ƒ Required for the IPv6-Ready logo certification

�In certain situations, z/OS CS does not meet this requirement

ƒ If default routes are being removed from the stack routing table by OMPROUTE 
due to lost network connectvitity, the number of default IPv6 routers may go to 
zero

�When the last default route is deleted from the routing table

ƒ Add the default routers back to the routing table

�No new configuration options and no migration concerns

Maintain 2 IPv6 routers in default list
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