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TN3270 and System SSL cipher suites

»TN3270 Server
- Option to control use of SSL V2 or not
- AES encryption support

»System SSL uses a 2-digit number to identify the various cipher suites it supports.
- Sendmail configuration is based on those 2-digit numbers

- TN3270 supports a text string-based configuration that is then translated by TN3270 to the
2-digit numbers system SSL uses

»TN3270 supports the following cipher suites:
-SSL_RC4_SHA
.SSL_RC4_MD5
-SSL_AES_256_SHA
-SSL_AES_128_SHA
.SSL_3DES_SHA
.SSL_DES_SHA
-SSL_RC4_MD5_EX
.SSL_RC2_MD5_EX
-SSL_NULL_SHA
-SSL_NULL_MD5
-SSL_NULL_Null
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TN3270 server SSL/TLS support - 128/256 bit AES encryption

»TN3270 supports more levels of SSL/TLS protocols:

1 SSLv2 - generally considered to be a weak security protocol

~The TN3270 server in z/OS V1R7 adds configuration control to disallow/allow a client to
negotiate use of SSL V2 protocol levels:

*SSLV2 or NOSSLV2 - default is NOSSLV2
—This option can be specified on TelnetGlobals, TelnetParms, or in a ParmsGroup

1 SSLv3

 TLSv1
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SSL_RC4_SHA

TN3270 server support of cipher suites

This is the default TN3270 server cipher suite list in the order of preference.

If you need to change that order or to exclude certain choices, code the ENCRYPTION / ENDENCRYPTION
block in TelnetGlobals, TelnetParms or in a ParmsGroup.

The two-digit telnet display abbreviation codes are not the same as the system SSL 2-digit cipher suite codes.

4S

SSL_RC4 MD5

4M

SSL_AES 256_SHA

A2 <== New in z/0S V1R7

SSL_AES 128 SHA

A1 _<== New in z2/0S V1R7

SSL_3DES_SHA

3S

SSL_DES_SHA DS
SSL_RC4_MD5_EX 4E
SSL_RC2_MD5_EX 2E
SSL_NULL _SHA NS
SSL_NULL_MD5 NM
SSL_NULL_Null NN

© 2005 IBM Corporation




IBM Software Group | Enterprise Networking and Transformation Solutions

Display command example

) - Display TCPIP,, Telnet,PROF to see if SSLv2 is supported
GZZGOGOI TELNET PROFILE DISPLAY \
PERSIS FUNCTION DIA SECURIT TMER MISC

(LMTGQAK) (OATSKTQSWHT) (DRF) (PCKLECXN§2

[KPSTS) (SMLT)

LMSM*** **TSBTQ*WHT DJ* BB*****

N

[F**STS SMD*

————— PORT: 23 ACTIVE PROF: CURR CONNS: 0
FORMAT LONG
TNSACONFIG DISABLED

\ 5 OF 5 RECORDS DISPLAYED J

om—-H0Z
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Display command example

~Display TCPIP,,Telnet,PROF,DETail to see which cipher suites are supported

EZZ6080I TELNET PROFILE DISPLAY

PERSIS FUNCTION DIA SECURITY TIMERS MISC
(LMTGQAK) (OATSKTQSWHT) (DRF) (PCKLECXN2) (IKPSTS) (SMLT)
Khkkkkkk **TSBTQ’**T EC* BB**D* x %% ***STS *DD* *DEFAULT
DC- ——-—— *TGLOBAL
———————————————— H- --- SSS-DF--- -—-—-—— ——-— *TPARMS
*kkokokkok **TSBTQ’*HT DC* SSS*DF *** ***STS *DD* CURR
N PERSISTENCE
o NOLUSESSIONPEND
T SECURITY
SECUREPORT 327
E CONNTYPE SECURE
S KEYRING SAF TNsafkeyring
CRLLDAPSERVER NONE
ENCRYPTION 4s, 4MP 3s,Ds, 4E, 2E,NS,NM, NN (DEF)
CLIENTAUTH SAFCER
NOEXPRESSLOGON
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Things to think about

»A TN3270 client that only works with SSLV2 will no longer be able to work with the
TN3270 server in z/0S V1R7, unless the TN3270 server configuration is changed to
specify the SSLV2 option.

; The default is NOSSLV2
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‘The following terms are trademarks or registered trademarks of Intemational Business Machines Corporation in the United States, other countries, or both:

1BM cics IMS MQSeries
1BM(logo) Cloudscape Informix 08/390 WebSphere
eflogojbusiness DB2 iSeries 05/400 xSeries
AIX DB2 Universal Database Lotus pSeries ZSeries

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both
Intel, ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other countries.

Linux is a registered trademark of Linus Torvalds.

Other company, product and service names may be trademarks or service marks of others.

Produst data has been reviewed for acouracy a5 o the date o ntial publication Product daa i subject tochange without notice, This document cauld includs techical nacauracies ortypographica errors. 1BM may
make improvements and/or chaor:l?es in the product(s) andior program(s) described herein at any time without atements regarding IBM's future direction and intent are subject to change or withdrawal
wihoutnotics, and represen goals and objetives only. Relerences i tis document fo M products programs, of STes Gane oty Tt [BM 1 1 ik Such paduets Pragram o1 Lehices avatae n al
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connection with this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products. IBM makes no representations or warranties, express or implied,
regarding non-1BM products and services.

The provision of the nformation contaned herein i not intended to, and doss not, grant any rght or lcense under any 1BV patents o copyrights. Inquires regarding patent or copyight censes should be made, in
wiiting, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
USA.
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