z/OS Communications Server

Usability enhancements

e
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This presentation describes the usability enhancements in z/OS® V1R13 Communications
Server. Three enhancements fall within the simplification theme. The enhancements
involve Configuration Assistant support for multiple releases, multiple stacks, and for the
discovery of stack IP addresses.

usability.ppt Page 1 of 23



= GUI to simplify configuration for Communications Server technologies
= Unsupported (Windows® only) version initially shipped with V1R7
= Beginning in V1R11, a supported version ships with zZ OSMF

2
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The IBM Configuration Assistant for zZOS Communications Server is a graphical user
interface (GUI) that simplifies configuration of many Communications Server technologies.

It initially shipped for V1R7 and was included in z/OS Management Facility V1R11, which
was the first release of zZOSMF.
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Multiple z/OS Communications Server releases: Introduction

' New z{0S Image: Information

2J05 image name: *

Description: | ‘

2J05 release:

oK H Cancel ][ Help ]

'® V1R13 Configuration Assistant - Backing Store (Read-Write) = C:backingstored|

File Edit Perspective Help
Main Perspective
Mavigation tree : /05 Image name: |IMAGE1 |
T 205 Inages Description: !
205 release: WIR13 b
e
o Stack- TCPCS
z/3 Communication Server technologies
Select the technology you want o configure and click
Technology Skatus Descriptic
AT-TLS Disabled Applicatio
DMD Disabled Defense
0 Erablad 1 i
3 Usability enhancements © 2011 1BM Corporation

Beginning in z/0OS V1R13, the Configuration Assistant makes it easer to manage a diverse
environment by supporting the configuration of multiple zZOS Communications Server
releases. You no longer have to maintain multiple installations of zZOSMF in order to
manage multiple releases.

In V1R13, the Configuration Assistant supports both V1R13 and V1R12 configuration. The
pictures on this slide show that you can select the release level for a new image and
change the release level for an existing image.
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iy New Attack Details - Data Hiding
Available beginning with V1R.13.

Attack rule name: ‘IDataHiding|
[ Enable checking of IP option pad fields

¥ Enable checking of embedded packets within ICMP error messages

oK I Cancel Help | ?|

= Reusable objects can apply to all releases

= Settings not applicable to a release are ignored

© 2011 1BM Corporation

4 Usability enhancements

Reusable objects have settings that are applied to multiple TCP/IP stacks. The stacks can
be either V1IR12 or V1R13. If reusable objects have any to configuration that is not
applicable the release of the stack using the object, it is ignored. It is possible the
configuration can be rejected and not allowed.
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Image Release Change Report
You changed the #/OS release of the image from V1R 13 to VIR12. Some settings that are available for V1R13 are not available for W1R12. These settings can

remain, but they will not be used in any 208 Communications Server configuration file that is generated. The following report shows the details of the unavailable
settings for each affected stack.

TCP/IP Stack: TCPCS

Technology: IDS

Selected requirement map: IDS_Default

Attacks: The following attack settings are configured. The TCP/IP stack 1z at level W1R12. The attack is

not available for V1R 12 stacks. The requirement map is configured with this attack, but the attack will be
ignored because the requirement map is selected for a VIR12-level stack.

Attack Type Rule Name Ignored Settings
Data Hiding Attack DataHiding Attack type not avalable; the rule 1s not used
IPwt Outbound Raw Attack IPvHOuthoundFaw Attack type not avalable; the rule 1s not used
IPw6 Destination Options Attack  [PvéDestinationOptions | Attack type not available; the rule is not used
IPwé Hop-by-Hop Options Attack [PvéHopByHop Attack type not available; the rule is not used
IPw6t Mext Header Attack IPvtNextHeader Attack type not avalable; the rule 1s not used
TCP Queune Size Attack TepQueueSize Attack type not avalable; the rule 1s not used
Global TCP Stall Attack Global TCPStall Attack type not available; the rule is not used
EE Malformed Packet Attack EEMalformedPacket  Attack type not avatlable; the rule is not used
EE LDLC Check Attack EELDLCCheck Attack type not avalable; the rule 1s not used
EE Port Check Attack EEPortChecle Attack type not available; the rule is not used
EE XID Flood Attack EEXIDFlood Attack type not available; the rule is not used
Usability enhancements © 2011 1BM Corporation

If settings are ignored, the Configuration Assistant issues warnings to make you aware of

this.
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= For migration
— V1R12 stays V1R12
— Others become V1R13
= All available configuration is shown
= Might be ignored or not allowed for down-level releases

6 Usability enhancements
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When migrating prior release backing-store files into V1R13 Configuration Assistant,
V1R12 level backing store files keep the releases for images at V1R12. For other release
levels, the images are migrated to V1R13.

Regardless of the release level of an image or stack, all configuration settings are shown.
Some settings available for only certain releases are noted. Settings not applicable to a
release are either ignored or not allowed.
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= Reusable rules

= Named variables
— Local IP address
— Local IKE identity
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IPSec is an example of a technology which is supported by the Configuration Assistant.
IPSec is configured by creating a set of rules for each TCP/IP stack. Each stack might
have a large number of rules, and many of these rules are exactly the same on each stack
except for the local IP addresses. You can have a lot of rules to manage, and if an update
IS required, it might need to be done for all stacks.

Beginning in V1R13, the Configuration Assistant supports common configuration of
multiple stacks. This introduces a new reusable object called rules. Reusable rules are
created a single time and assigned to one or more TCP/IP stacks. If a reusable rule needs
to be updated, only a single rule needs to be modified and the changes are propagated to
all stacks.

In some cases, local IP addresses and internet key exchange (IKE) identities can be
shared among multiple stacks. For example, dynamic virtual IP addresses (DVIPAS) share
IP addresses. In other cases, local IP addresses and IKE identities can differ from stack to
stack. Reusable rules can reference variable names for both local IP addresses and IKE
identities, and these names can be assigned different values for each stack.
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Fie Edt Perspective Help
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Configuring multiple stacks: Reusable rules
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The image on the slide illustrates the new IPsec reusable rule object. You can create
reusable rules by clicking on the Rules node in the navigation tree and clicking the Add
button. A wizard will walk you through the creation of the rule the same as if creating

connectivity rules in a TCP/IP stack. You can create reusable rules for both filtering and
for dynamic tunnels.

Note that the reusable rule shown on this slide uses the name %osa for the local IP
address. Later on you will see how this local address name is mapped to specific IP

addresses on each stack.
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Configuring multiple stacks: Adding reusable rules
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You can add a reusable rule to an individual stack by selecting the stack tree node and

clicking the Add button below the list of connectivity rules. Then select the Reusable rule
radio button, and choose the reusable rule name from the drop-down list.
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File Edit Perspective Help

IPSec Perspective

Configuring multiple stacks: Converting stack rules
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Reusable rules appear in a stack’s list of connectivity rules alongside stack-specific
connectivity rules. The reusable rules are identified with the blue (R) symbol as shown on
this slide. You can change the order of reusable rules just like stack-specific connectivity

rules.

To help you migrate from stack-specific rules to reusable rules, you can change a stack
rule into a reusable rule. To do this, select a stack-specific rule and click Make Reusable.
A copy of the stack rule is added to the reusable rule set. The stack rule will remain in
place, but is marked as derived from a reusable rule. The (R) symbol will now appear to
indicate this rule is a reusable rule.
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Configuring multiple stacks: Converting reusable rules
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You might need to change a rule setting, but only on a specific TCP/IP stack. For
example, you might want to change the filter logging settings on one stack without

impacting other stacks.

If the rule you want to change is a reusable rule, you have the option to change it to a
stack-specific rule. After the change, the rule will remain in the stack, but is marked as no
longer derived from a reusable rule. The reusable rule will remain in the set of reusable
rules, but it will no longer be associated with the stack-specific rule.

If this change is temporary, you can later delete the stack-specific rule and add the
reusable rule back to the stack.
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Configuring multiple stacks: Local IP address hames
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Some reusable rules might have the same local IP address for each stack; this is true for a
DVIPA or a distributed DVIPA. But other rules might have different local IP addresses for
each stack. In order for reusable rules to be used for this case, you can assign variable
names to local IP addresses, and assign different values for these addresses on each

stack.

After selecting a stack in the navigation tree, the Local Addresses tab shows all address
names known to the Configuration Assistant. You can add new names and assign values
to existing names in this tab. Once a name is configured for one stack, that name is
available to all stacks.

The images on this slide show that the name “osa” is assigned different values for two
different stacks.
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Configuring multiple stacks: Address names in rules

' New Connectivity Rule - Data Endpoints

Data Endpaints
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When a local address name is configured, you can choose it as the local data endpoint for

a connectivity rule. Local address names can be configured in both reusable rules and
stack-specific connectivity rules.

If you use a local address name in a reusable rule which is assigned to several stacks, the
name resolves to the unique IP address assigned to that name on each stack.
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Configuring multiple stacks: Address names in groups
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You can also add address names to address groups. Address groups containing local
address names can be chosen as the local data endpoint for both reusable rules and
stack-specific rules. You can type the local address names directly into the table, or select
the name by clicking Select Local Address Name. On this slide, the local IP address name
“osa” is included in the address group “localAddresses.”
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Configuring multiple stacks: Local IKE identities
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Just as with local IP addresses, it is likely that you will configure different local IKE
identities for each stack that uses a reusable rule. You can therefore assign variable

names to local IKE identities, and assign different values for these identities on each
stack.

After selecting a stack in the navigation tree, the IKE Symbols tab shows all IKE identities
known to the Configuration Assistant. You can add new names and assign values to

existing names in this tab. Once a name is configured for one stack, that name is available
to all stacks.

The images on this slide show that the name “Locallkeldentity” is assigned different values

for two different stacks. Note that the identities do not have to share the same identity type
on each stack.
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Configuring multiple stacks: ldentity names in rules
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When a local IKE identity is configured, you can choose it as the local security endpoint

identity for a connectivity rule. Local IKE identities can be configured in both reusable rules
and stack-specific connectivity rules.

If you use a local identity name in a reusable rule which is assigned to several stacks, the
name resolves to the unique IKE identity assigned to that name on each stack.
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With the introduction of reusable rules and local IP address names, the Configuration
Assistant also supports the discovery of IP addresses for each stack. Thus, you can avoid
manually entering IP addresses for your reusable rules.

The discover function is only available on z/ OSMF. It is not available in the Configuration
Assistant workstation GUI. You can initiate the discovery process from the Local
Addresses tab for a stack by choosing the Discover action, as shown on this slide.
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Discover Stack Local Addresses

Image: VIC136
Stack: TCPCS1
Host connection

#Host name

#Port [ 16311

#Username; #Password: []Save password
[[JusessL

Click Go to begin discovery

Close
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When you select the discover action, the Discover Stack Local Addresses panel is
displayed. Because the discover function is invoked while you are editing a stack, the
image and stack names are already known, as shown on the panel. You fill in the
connection information to connect to the Policy Agent and select the Go button. The Policy
Agent must be active and configured with the ServicesConnection statement in order to
successfully connect. This is the same Policy Agent configuration statement you use for
the Policy Data Import function.

You will see a message when the discovery function completes, indicating success or
failure. In some cases, IP addresses cannot be added to the Local Addresses tab, for
example when a name is already used for another IP address. The message will indicate
any such failures and the discovery report will contain more detail. You can access the
discovery report by clicking the View Report button shown here.
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Discovery of stack IP addresses: Discovery report

Discovery Local Addresses Summary
The following data set names were used to discover local address information:

CE390.BASETCPPARMS(TCPCS1)
CS5390.BASE TCPPARMS(VPADEF1)
CE390.BASE. TCPPARME(TCPCS18)
C3390.BASE TCPPARMS(TN327051)
USER.TCPPARMS(TCPCS1)
CS5390.BASE TCPPARMS(STRTDEV1)

The following IP addresses did not already exist, and were added to the local addresses tab. The associated
interface names were used as the local address names.

| IP Address |Local Address Name| Discovered Information
[10.61.01 [oyrxcFs [Type=Dynamic XCF, Name=DYNXCF4
[2001:dp810:61:0:1  [DYNXCFE [Tyne=Dynamic XCF, Name=DYNXCF&
[127.002 [LooPBack [Type=Loopback, Name=LOOPBACK
[10.81.14 [ViPAda11L [Type=Static VIPA, Name=VIPAL811L

The following IF addresses did not already exist, and were added to the local addresses tab. The associated interface
names were notused, because of the reasens shown in the table.

|IPAddress | Discovered Information | Reason
[127.0.03  |[Type=Loopback, Name=LOOPBACK [The interface name is already used as a local address name.
[127.004 |[Type=Loopback, Name=LOOPBACK [The interface name is already used as a local address name
|1U 91.1.1/24 |T\fpe:DynamicVIPA Define |Th\5 IP address does not have an interface name.
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This slide shows parts of a discovery report. This report is available at any time by
selecting the History action from the main Action menu. The report shows details of the
connection, the complete list of TCP/IP configuration data sets, and details about all of the
interfaces. It also includes details about cases where the interface name cannot be used.
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This slide has an example of the Local Addresses tab after performing the discovery
process. Addresses associated with an interface or VIPA are assigned its name as their
local address name. Other addresses are imported without a name, but you can assign
names to them. Additional information discovered about these addresses is shown in the
Discovered Information column.
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= Only strategic interfaces are discovered
— OSA-Express
— Hipersockets
— MPC Point-to-Point
— Dynamic XCF
— Static VIPA
— Distributed VIPA (DVIPA)
— Loopback

= Address names assigned by discovery are available in all other stacks, but without IP
address values
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Only the interface types listed on this slide are recognized by the discovery process. Non-

strategic interfaces such as CLAW and LCS are not subject to discovery.

When you use the discovery function on a given stack, you will have IP addresses with
names assigned to most or all of the addresses. Address names are common to all
stacks, so you will see those names appear on other stacks. When you use the discovery
function on any stack that already contains names without assigned values, the
Configuration Assistant will update the IP address values for all address names that match

discovered interface names.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send email feedback:

This module is also available in PDF format at:
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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