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z/OS Communications Server – Usability 
Overview 

This presentation provides an overview of the new functions in z/OS V1R13 
Communications Server for improving usability. 
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2 Usability Overview 

Windows 

z/OS MF 

WAS 

As-Is, 
single user 

z/OS 
Fully Supported, 

Multi User 

Policy 
Agent 

Review: IBM Configuration Assistant for z/OS Communications 
Server review 

� IBM Configuration Assistant for z/OS 
Communications Server is integrated 
with z/OS Management Facility 
(z/OSMF) 

– Officially supported 

� Stand-alone Windows version is still 
available 

– Available as-is - no official support 

© 2011 IBM Corporation 

As of z/OS V1R11, IBM Configuration Assistant for z/OS Communications Server is 
integrated with z/OS Management Facility (z/OSMF). The z/OSMF version is integrated 
into the product and runs on z/OS. It is officially supported. 

The stand-alone Windows version is still available, but is made available as-is, without any 
official support. It can be found at 
http://www.ibm.com/support/docview.wss?rs=852&context=SSSN3L&dc=D400&uid=swg2 
4013160&loc=en_US&cs=UTF-8&lang=en&rss=ct852other or http://tinyurl.com/cgoqsa. 
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© 2011 IBM Corporation 3 Usability Overview 

Configuration assistant support for multiple releases 

� z/OSMF direction is for one instance in a sysplex 

� Currently, Configuration Assistant only supports the release of 
Communications Server it ships with 

� Makes life difficult for customers who have a mixed-release 
environment 

� In V1R13, multiple release support will allow one instance of 
Configuration Assistant to manage hosts in a mixed-release 
sysplex environment 

– Releases z/OS V1R12 and z/OS V1R13 supported in z/OS V1R13 
– You can now set the release of the operating system image 
– Release can be changed at any time 
– Options that only apply to the higher-level release, are ignored if the 

image is currently at the lower level 

z/OSMF 

Configuration 
Assistant 

backing store 

z/OS V1R13 

z/OS V1R13 z/OS V1R12 

z/OS V1R12 
policy 

z/OS V1R13 
policy 

z/OS V1R13 

The z/OSMF direction is for a single instance of z/OSMF in a sysplex. For customers who 
have a mixed-release environment, this means that one instance has to manage multiple 
releases. Currently, the version of Configuration Assistant that ships with a release of 
Communications Server can only update that version. Multiple release support will allow 
one instance of Configuration Assistant to manage hosts in a mixed-release sysplex 
environment. Releases z/OS V1R12 and z/OS V1R13 are supported in z/OS V1R13. 
When creating a new operating system image, you can now set the release of that image. 
The release of the operating system image can be changed at any time. This facilitates 
migration of images. Options that only apply to the higher-level release are ignored if the 
image is currently at the lower level. For example, new IDS attack types are ignored if the 
z/OS image is z/OS V1R12, but included if the image is z/OS V1R13. 
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Configuration assistant multiple stack policy configuration 

� Currently security policy rules must be individually configured for each stack 

� Often, a common security policy is needed throughout multiple stacks 
– For example, for a dynamic VIPA address which can move throughout the Sysplex 

� Multiple stack policy configuration provides support for reusable rules 
– Reusable rules are created a single time and assigned to TCP/IP stacks 
– Single reusable rule updates are propagated to all stacks 
– Local address information in reusable rules defined using local address names 
– IKED identities in reusable rules defined using local names 
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Before z/OS V1R13, security policy rules must be individually configured for each stack in 
a Sysplex or other grouping. Many times, a common security policy is needed on each 
stack. For example, for a dynamic VIPA address which can move throughout the sysplex. 
Before z/OS V1R13, you must configure the rule for it on every host it can reside on. With 
z/OS V1R13, sysplex-wide policy configuration allows for a rule to be configured once for 
a dynamic VIPA and pushed to every host it can reside on. This supports the single 
system image view for configuring a sysplex. Reusable rules are created a single time and 
assigned to TCP/IP stacks. If a reusable rule needs to be updated, only a single rule 
needs to be modified and the changes are propagated to all stacks. Local address 
information in a reusable rule is defined by way of local address names (a user-chosen 
symbol). Each stack that uses the reusable rule, defines the actual value of that symbol. 
IKED identities in reusable rules are also defined using local names. 
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© 2011 IBM Corporation 5 Usability Overview 

Reusable rules and named symbols - overview 

EEVIPA 

10.1.1.1 10.1.1.2 

OSAPRIMARY 

10.1.2.1 10.1.2.2 10.1.2.3 

OSASECONDARY 

10.1.3.1 10.1.3.2 10.1.3.3 

Named symbol 

Named symbols are 
referred to in 

reusable rules 
instead of specific IP 

addresses 

For each stack in the policy, the named symbol is configured with the values 
of that stack, and those values are used when policies for that stack are 

created 

zOS1 zOS2 zOS3 

This slide shows how reusable rules and named symbols can be used in the policy 
configuration for three different stacks. Reusable rules are created for all three stacks 
which contain named symbols. For each stack, the named symbols are configured with 
the values for the stack. Some of the named symbols can be dynamically configured by 
the Configuration Assistant. 
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© 2011 IBM Corporation 6 Usability Overview 

Configuration assistant import of TCP/IP configuration information 

� In z/OS V1R13, Configuration Assistant will 
import profile information from running 
TCP/IP stacks 

� Long-term goal is to be able to configure all 
of Communications Server with the 
Configuration Assistant 

� z/OSMF version only Policy 
Agent 

z/OSMF 

WAS 

z/OS 
Fully Supported, 

Multi User 

TCP/IP 
Profile 

For z/OS V1R13, the Configuration Assistant will import profile information from running 
TCP/IP stacks. This information can be used to help develop policy configuration. For 
example, you can discover home IP addresses and it will suggest address groups. The 
long-term goal is to be able to configure all of Communications Server with the 
Configuration Assistant. The ability to import TCP/IP configuration information is the first 
step in that direction. This support is only provided for the z/OSMF version of the 
Configuration Assistant – support is not provided in the as-is Windows version. 
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Feedback 

Your feedback is valuable 

You can help improve the quality of IBM Education Assistant content to better meet your 
needs by providing feedback. 

� Did you find this module useful? 

� Did it help you solve a problem or answer a question? 

� Do you have suggestions for improvements? 

Click to send email feedback: 

mailto:iea@us.ibm.com?subject=Feedback_about_wnuse.ppt 

This module is also available in PDF format at: ../wnuse.pdf 
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You can help improve the quality of IBM Education Assistant content by providing 
feedback. 

wnuse.ppt Page 7 of 8 



   

  

    Trademarks, disclaimer, and copyright information 

IBM, the IBM logo, ibm.com, and z/OS are trademarks or registered trademarks of International Business Machines Corp., registered in many 
jurisdictions worldwide. Other product and service names might be trademarks of IBM or other companies. A current list of other IBM trademarks is 
available on the web at "Copyright and trademark information" at http://www.ibm.com/legal/copytrade.shtml 

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. 
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